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(57) ABSTRACT 

Content resources are managed. A request is received from a 
user for access to a source of content resources. It is deter 
mined that the user is authorized for access to the source. A 
portal Web page is generated based on a set of content element 
data applicable to the subscriber. The portal Web page is 
returned to the user. A system for use in managing content 
resources has a switch for receiving requests from Web 
browsers, a content resource management engine in commu 
nication with the Switch, and a billing system in communica 
tion with the content resource management engine. 
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MANAGING CONTENT RESOURCES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a Divisional of U.S. application 
Ser. No. 09/918,972, filed on Jul. 31, 2001, Publication No. 
US 2002/0066033, published on May 30, 2002, which is 
incorporated herein by this reference in its entirety, and 
claims the benefit of U.S. Provisional Application Ser. No. 
60/222,038, entitled “DIRECTORY-ENABLED BROAD 
BAND SERVICENETWORK, filed on Jul. 31, 2000, which 
is incorporated herein by reference. This application is also 
related to U.S. application Ser. No. 09/917,866, filed on Jul. 
31, 2001, now U.S. Pat. No. 7,016,956, issued on Mar. 21, 
2006. 

FIELD OF THE INVENTION 

0002 This invention relates to managing resources and, 
more particularly, to managing content resources. 

BACKGROUND OF THE INVENTION 

0003. Many types of content resources are available. 
Examples include news, entertainment, and business content, 
advertising, movies, sportscasts, legal databases, medical 
journals, weather forecasts, and restaurant menus. 
0004 Effective management of content resources is 
important in the Internet economy. Numerous models exist 
for generating revenue in connection with the content 
resources, including advertising. The more specifically tar 
geted advertising is, the more value the advertising has, and, 
therefore, the more money is generated per advertising unit. 
In at least some current models for targeting advertising, the 
content provider site is used as the basis for determining the 
characteristics of advertising based on the content being 
retrieved. For example, if a user is viewing a cooking pro 
gram, it may seem reasonable to advertise cookware and 
kitchen goods. However, this type of model relies on an 
inference that the use of a particular type of content implies 
interest in advertising relating to that particular type of con 
tent. Thus, for example, ifa user is watching a NASCAR race, 
it might be inferred that the user is interested in buying sports 
cars, when in fact a 64-color crayon set might be more appro 
priate because the user is actually a child admiring the colors 
on the cars. 

0005. Another model for generating revenue from content 
resources is content provided for a fee. Pay-to-View (onetime 
charges) and premium channels (fixed recurring charges) rely 
on models in which the consumer pays directly for content. 
However, in the case of a onetime charge, it may be difficult 
to find consumers willing to pay for the content, primarily 
because they probably are not aware that the content may be 
provided from this resource. In the case of fixed recurring 
charges, the challenge is making the content available when 
the user wants to enjoy it. 
0006. The ability to easily introduce new content into a 
delivery infrastructure can be helpful to achieving effective 
content resource management. Currently, a content resource 
(e.g., CNN, Wall Street Journal, or PC Backup content) is 
hard coded into an HTML (Hypertext Markup Language) 
page. On those occasions when it is necessary to rewrite the 
HTML text each time a new piece of content is added, the 
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effort required to incorporate all possible combinations of 
available content will be beyond the abilities and resources of 
substantially all providers. 
0007. An Internet portal is a Web page (or set of Web 
pages) providing a one stop browsing service to the system 
user. The value of an Internet portal solution can be measured 
in terms of the branding of the portal and the advertising that 
is provided through the portal. However, it can be challenging 
to attempt to ensure that the advertising is seen and to gauge 
the size of the audience. One way to help make sure that the 
portal is used is by configuring the portal as a captive portal, 
which provides access to various content resources through 
the portal, but also prevents or restricts access to the network 
through any interface other than the portal. Captive portals 
not only help ensure that the user sees the branding of, and 
advertising on, the portal, but also allow for better monitoring 
and for more effective generation of charges for user access to 
premium content resources. A challenge in the case of a 
captive portal is to help the portal to Scale to support not only 
a large number of system users, but also high bandwidth 
applications. 
0008. An approach known as Remote Authentication 
Dial-in User Service (RADIUS) has been proposed as a 
method for provisioning system user configuration and 
administration for rudimentary Internet Protocol (IP) com 
munications. RADIUS servers rely on a flat file system that 
requires complex configuration tools to handle advanced con 
figuration, profile assignment, or relationship maintenance. 

SUMMARY OF THE INVENTION 

0009. A method and system are provided for use in man 
aging content resources. A request is received from a system 
user ('subscriber, who may be a new, potential, or existing 
Subscriber) for access to a source of content resources. Once 
the system determines that the subscriber is authorized for 
access to the source, a portal Web page is generated based on 
a set of content element data applicable to the subscriber. The 
portal Web page is returned to the subscriber. A system of the 
present invention has a Switch for receiving requests from 
Web browsers, a content resource management engine in 
communication with the Switch, and a billing system in com 
munication with the content resource management engine. 
Further, the system determines a subscriber category to which 
a subscriber belongs. The system determines a content access 
rule (“policy') that applies to the subscriber category and to 
the category of content resources. The rule/policy is applied 
to the request. 
0010 Implementations of the present invention may pro 
vide one or more of the following advantages. An infrastruc 
ture is provided that allows subscribers and administrators to 
manage and direct content resources effectively. Premium 
content can be matched with subscribers interested in con 
Suming the content. Content resources can be organized and 
managed dynamically. New content resources can be inte 
grated quickly and directly into an available set of content 
resources that a Subscriber can consume. An individual Sub 
scriber can configure and manage the presentation of the 
subscriber's desktop as well as the specific content that the 
subscriber wishes to incorporate or remove from the desktop. 
A network provider can control the rendering (the translation 
of user information into HTML for browser display) of the 
desktop, which allows the network provider to manage the 
desktop. A subscriber can specifically select premium content 
and a network provider can drive specific content to the Sub 
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scriber based on interests or relevance. Content of interestand 
pertinent advertising can be organized under a concept of 
communities of interest, including communities based on 
lifestyle (e.g., camping), region (e.g., local events calendar), 
age (e.g., retirement), business (e.g., marketing or network 
ing), and building (e.g., cafeteria menu or condominium asso 
ciation meeting). Subscriber self-service can be provided, to 
replace manual administrative operations with automatic 
methods that provide the same or a greater level of security 
while enhancing the Subscriber experience with rapid and 
reliable updates. A system can be provided that facilitates the 
determination of whether a subscriber is allowed to gain 
access to specific content resources, depending on the Sub 
scriber's characteristics, group memberships, and previous 
actions. In particular, a computing architecture can be pro 
vided that Supplies an organized (e.g., hierarchical) Sub 
scriber profile definition with service domain inheritance 
through the utilization of data organization objects such as 
directory data model (schema) objects. Accordingly, deploy 
ment, network foot-print race, and advanced revenue genera 
tion can be eased by the use of organized (e.g., hierarchical 
directory) services to administer, store, and provision Sub 
scriber and application profiles and Switching behaviors in an 
infrastructure of intelligent broadband access service 
Switches. By deploying only the policies needed for each 
Subscriber and using a portal to drive policy distribution, 
Switches can be scaled to provide not only control over net 
work resources but also content resources. Because policy 
enforcement occurs in the switch that processes all subscriber 
traffic, the Solution can manage access to low bandwidth and 
high bandwidth content. 
0011. Other advantages and features will become apparent 
from the following description, including the drawings, and 
from the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0012 FIG. 1 is a block diagram of content resources man 
agement systems of various embodiments of the present 
invention. 
0013 FIG. 2 is a top-level flow diagram of procedures of 
content resources management systems of various embodi 
ments of the present invention. 
0014 FIG. 3 is a flow chart illustrating a procedure for 
authentication according to various embodiments of the 
present invention. 
0015 FIG. 4 is a flow chart illustrating a procedure for 
generating a user's web portal according to various embodi 
ments of the present invention. 
0016 FIG. 5 is a flow chart illustrating a procedure for 
providing Subscriber self-service via a web portal according 
to various embodiments of the present invention. 
0017 FIG. 6 is a flow chart illustrating a procedure for 
updating a billing system according to various embodiments 
of the present invention. 
0018 FIG. 7 is a flow chart illustrating a procedure for 
creating and editing service elements according to various 
embodiments of the present invention. 
0019 FIG. 8 is a flow chart illustrating a procedure for 
creating and editing service bundles according to various 
embodiments of the present invention. 
0020 FIG.9A is the first part of a flow chart illustrating a 
procedure for synchronizing service bundles and network 
policies according to various embodiments of the present 
invention. 
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0021 FIG.9B is the second part of a flow chart illustrating 
a procedure for synchronizing service bundles and network 
policies according to various embodiments of the present 
invention. 
0022 FIG. 10 is a flow chart illustrating a procedure for 
creating virtual domains according to various embodiments 
of the present invention. 
0023 FIG.11 is a diagram illustrating a directory structure 
included in a Directory Server according to various embodi 
ments of the present invention. 
0024 FIG. 12A is the first part of a table containing data 
that may be used in the systems or procedures of FIGS. 1-1. 
(0025 FIG.12B is the second part of the table in FIG. 12A, 
the table containing data that may be used in the systems or 
procedures of FIGS. 1-11. 

DETAILED DESCRIPTION 

0026. According to the system and method of the present 
invention, a content management system is provided that 
links network providers, content providers, and Subscribers 
for developing, distributing, managing, and paying for con 
tent resources. The system continually evaluates how the 
responsibilities for administering content resources are dis 
tributed. The network provider acts as an intermediary 
between a content provider and a subscriber, such that the 
network provider has primary responsibility for many aspects 
of content management. It can be in the best interest of the 
network provider to transfer or make available as much of the 
administration functionality as possible to either the content 
provider or the subscriber. For example, if the subscriber 
wants to move some streaming ticker content from the bottom 
of the screen to the top of the screen, it is useful to avoid 
requiring the subscriber to call up the network provider's 
technical Support center to request that the screen template be 
changed. The subscriber would be better served by acting on 
the subscriber's own to drag the ticker from the bottom of the 
screen to the top and have the network provider recognize 
thereafter that this change has occurred. 
0027. On the other hand, in the case of content that 
includes advertising or service bulletins from the service pro 
vider, it is more likely to be appropriate to prevent the sub 
scriber from controlling such content, since the Subscriber 
may prefer to minimize, cover, or push the content resources 
off the screen. Similarly, it is useful if the addition of new 
content resources by a content provider does not require a 
service call to the network provider. However, while the con 
tent provider may be able to add new content, it is desirable 
that the accounting and charging for the network (and possi 
bly content) resources remain under the control of the net 
work provider. 
0028. While administrative responsibility for various ele 
ments relating to content resources may vary from element to 
element, the ultimate authority for each element follows a 
fixed hierarchy that is managed in a directory (which may 
have relational database aspects). In a specific implementa 
tion, the network provider has the ultimate control over all 
elements relating to content resources; the content provider 
has control over some elements, but can always be overruled 
by network provider policies (rules restricting, limiting, per 
mitting, or enhancing specific content) implemented in the 
directory; the Subscriber also has some administrative con 
trols, but only at the discretion of the content provider and the 
network provider. 
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0029. A hierarchy of authority is also provided for billing 
and monitoring. In a specific implementation of the present 
invention, the network provider, as an intermediary, is ulti 
mately in the position of controlling all elements of billing for 
content resources. The network provider may choose to out 
source billing to the content provider. However, such a model 
may not scale appropriately: this would be akin to a person 
living in Boston getting one bill from Company A for a call to 
San Francisco and another bill from Company B for a call to 
Atlanta, and a third bill from Company C for a call to Amster 
dam. In at least some cases, the only billing model that scales 
effectively is one in which the network provider monitors 
content resource usage and bills either the Subscriber or con 
tent provider based on an implicit financial agreement 
between the subscriber and the content provider. This does 
not preclude both the subscriber and the content provider 
from being able to monitor and meter content resource usage. 
0030 Particularly where distributed caches are in use, it is 
highly useful for network providers to be able to have an 
infrastructure that notifies content providers of the usage of 
various content elements, as described in more detail below. 
0031 FIG. 1 illustrates an exemplary content resource 
management system 200 having a service integration engine 
60 that communicates with a RADIUS data store 70, a Web 
server 30, a switch 20 (hardware that connects multiple end 
users of a network, with isolation of each end-user's data 
traffic), a data organization entity (DOE) (e.g., a directory 
server) 80, an Operations Support Systems (OSS) application 
110, an auditor system 90, a logger system 100, and a Web 
browser 10 communicating with Web server 30 via switch 20. 
Web server 30 has a Dynamic Portal Generator (DPG) 40 (a 
Java servlet, which is a process that can deliver content to a 
Web browser in a state-based manner) and a Portal Renderer 
SO. 

0032 Service integration engine 60 has an Enterprise Java 
Bean (EJB) application server 120 for EJB distributed java 
objects including: authentication services 162 communicat 
ing via RADIUS with authentication data store 70 and 
dynamic portal generator 40, via Remote Method Invocation 
(RMI); portal services 164 communicating with dynamic 
portal generator 40, via RMI; Switch services 166 communi 
cating with switch 20, via Hypertext Transfer Protocol 
(HTTP) or Common Open Policy Service (COPS), and DOE 
80, via Lightweight Directory Access Protocol (LDAP), sub 
scriber services 168 communicating with dynamic portal 
generator 40, via RMI, DOE 80, via LDAP, and OSS appli 
cation 110, via Simple Object Access Protocol (SOAP); bill 
ing services 170 communicating with dynamic portal genera 
tor 40, via RMI, OSS Application 110, via SOAP; and auditor 
system 90, via SOAP and logging services 172 communicat 
ing with OSS Application 110, via SOAP and logger system 
100 via SOAP Service integration engine 60 also has a rela 
tional database management system (RDBMS) 130 commu 
nicating with server 120 via Java Database Connectivity, or 
JDBC. 

0033. As illustrated in FIGS. 1-2, service integration 
engine 60 and DPG 40 cooperate with switch 20 to supply a 
Subscriber with a portal providing access to network applica 
tions and services. Referring to FIG. 3, when the subscriber 
first attempts to gain access to the network through browser 
10, Switch 20 verifies that the subscriber is authorized for 
such access. The switch does so by determining whether the 
subscriber's IP address, which is supplied in a request to 
switch 20 by browser 10, is present in an internal table 140 
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that contains the IP addresses of authenticated users or trusted 
users (Subscribers that do not require explicit authentication). 
If the subscriber's IP address is not found in table 140, the 
switch redirects the subscriber's request to DPG 40, passing 
along the subscriber's requested URL (Uniform Resource 
Locator) and the switch's IP address. The redirected request is 
received by DPG 40, which responds to the request by send 
ing a login page back to the browser 10. DPG 40 then con 
nects to a session EJB residing in server 120 to notify service 
integration engine 60 that a new subscriber has been detected. 
003.4 DPG 40 communicates with authentication services 
162 to determine whether the subscriber is authorized to 
communicate on the network. Depending upon its configura 
tion, authentication services 162 performs either as a proxy to 
RADIUS data store 70 or by a lookup in DOE 80 using LDAP. 
Once authentication services 162 confirms that the subscriber 
is authorized to communicate on the network, the session EJB 
notifies switch 20 which will then retrieve the policies asso 
ciated with the subscriber from DOE 80 using LDAP 
0035. After retrieving some or all of the policies control 
ling the Subscriber's ability to gain access to specific content 
and network resources, Switch 20 sends an acknowledgement 
back to the session EJB. Upon receiving the acknowledge 
ment, the EJB retrieves the subscriber's profile from DOE 80 
using LDAP. The subscriber's profile contains information 
about the Subscriber, including identifications of applications 
and services to which the subscriber is subscribed, as well as 
data that may be used to reconstruct the subscriber's portal in 
accordance with customizations the subscriber may have 
specified. Referring to FIG.4, the data is sent back to DPG 40, 
which then passes the data to Portal Renderer 50, based on the 
brand setting for that subscriber, so that Portal Renderer 50 
can dynamically construct the subscriber's portal. The brand 
setting provides a means for displaying the network provid 
er's logo in each portal presented to the subscriber. The portal 
is tailored to the subscriber's preferences. For example, any 
network applications or services the Subscriber has purchased 
through a service offer to which the subscriber subscribed, or 
are required to have, are made accessible to the subscriber 
through links on one or more portal pages. 
0036. The subscriber's Web browsing experience is 
enhanced by the portal personalization capability provided by 
DPG 40. The network provider and its affiliates may also 
choose to push advertisements through the Subscriber's por 
tal, specifically targeted to appeal to the Subscriber based on 
the data contained within the subscriber's profile (e.g., per 
taining to interests or subscriptions). Referring to FIG. 5, the 
portal also provides self-service mechanisms for the sub 
scriber to purchase additional applications and services, as 
well as cancel a service to which the subscriber has previously 
subscribed. The subscriber is also permitted to subscribe to 
any other services that the network provider makes accessible 
to the subscriber. 

0037. Once the portal has been generated, the Portal Ren 
derer 50 transmits the portal to the DPG 40 to be transmitted 
back to the subscriber's Web browser. The original URL 
request that initiated the process may also be serviced either 
through the portal or in a separate Web browser instance. 
Once browsing in the portal, the Subscriber may opt to use any 
of the applications or services that have been made available 
to the subscriber in accordance with the subscriber's current 
service offer. Any self-service changes made by the sub 
scriber are transmitted from the subscriber's browser to DPG 
40 via an HTTP request. DPG 40 propagates the changes to 
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the session EJB on server 120. Upon receiving the data, the 
session EJB makes corresponding updates to the Subscriber's 
profile in DOE 80 using LDAP. Referring to FIG. 6, the 
session EJB sends, by way of a messaging service, billing or 
network event data pertaining to the purchase or cancellation 
to OSS application 10, which may belong to the network 
provider or an affiliate involved with the service or applica 
tion. Network event data may pertain to a DPG 40 or switch 
20 event that determined the activation or usage of particular 
COntent resOurces. 

0038. The billing or network event data is sent over the 
messaging service in XML (eXtensible Markup Language) 
format. Although the messaging service uses XML, the inter 
face to third-party billing systems could take any of a number 
of different formats including RADIUS accounting records 
and Internet Protocol Detail Record (IPDR). Other OSS 
applications may be integrated with service integration 
engine 60 by transmitting and receiving XML messages to 
and from engine 60, which provides a loosely coupled means 
of third-party integration. Integration modules can be added 
into or detached from engine 60 dynamically by monitoring 
logging or billing events arriving in the message queues of the 
reliable messaging service 130. RDBMS 130 is provided to 
help ensure delivery of pertinent messages to the integration 
modules. Third-party applications need only have the ability 
to encode and decode the XML messages that are validated 
with Document Type Definitions (DTDs) supplied, for 
example, by Ellacoya Networks, Inc. OSS application 110 
and other OSS applications may also use the messaging ser 
Vice to send information to service integration engine 60 that 
might result in changes to DOE 80. Such changes may result 
from third-party user management, application or service 
creation, or the addition of new Subscribers or changes in 
service pricing. 
0039. During the activities performed by service integra 
tion engine 60, events are sent to logging services 172 and 
billing services 170. Logging is performed so that problems 
with the system can be audited for security purposes, tracked 
and investigated. Specific implementations may react to log 
messages of different levels of importance in different ways. 
For example, the system administrator may install a logging 
service that is configured to email or page network adminis 
trators upon receiving a critical log message. Auditing Ser 
vices are Supplied into the system to provide audit trails that 
can be used later to resolve billing issues and Support inter 
actions between customer service representatives and the 
Subscribers. The auditing systems are normally configured to 
monitor any events that result in a change in the directory, as 
well as certain events sourced by service integration engine 
60 or by switch 20 that might be used for billing (and other 
OSS systems) decisions, such as metered network service or 
changes or activations of Subscriptions or application usage. 
Monitoring services are also made available to the system 
administrators who may then use the services to observe the 
operating performance of the system from time to time. The 
services present statistics and other data through a graphical 
user interface that helps the administrator maintain the sys 
tem 

0040 Service integration engine 60 can provide authenti 
cation as an off-board service to switch 20. Switch 20 can be 
configured so that when Switch 20 receives a request from a 
client (e.g., browser 10) that switch 20 needs to identify as 
authenticated, switch 20 offloads the task of authenticating 
the client to service integration engine 60. When a switch 
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Such as Switch 20 is responsible for authenticating clients 
itself (referred to as “onboard' authentication), some of the 
Switch's resources are consumed in communicating with a 
directory server such as server 80 or a data store such as store 
70. By off-loading the overhead of authentication to an exter 
nal resource such as engine 60, the Switch can free up its 
resources to be employed for other tasks. 
0041 Switch 20 uses authentication services 162 when 
switch 20 is supplied with a URL to which unauthenticated 
client requests are to be redirected. From the perspective of 
switch 20, the redirected request is no different from any other 
request in that switch 20 need not interact with any external 
entities; Switch 20 is simply redirecting the request. 
0042. A difference between on-board and off-board 
authentication is that while authenticating on-board, Switch 
20 can immediately update its policy tables depending upon 
the replies from authentication services 162. In a specific 
implementation in the case of off-board authentication, 
switch 20 does not update any policy tables, since switch 20 
redirected the request without any expectation of a reply. In 
the off-board case, service integration engine 60 notifies 
switch 20 when a subscriber has been authenticated. 
0043. In a specific implementation, the subscriberis, prior 
to being authenticated, only authorized to communicate with 
service integration engine 60; all other services (premium or 
otherwise) are inaccessible until the subscriber completes the 
authentication process. Provisions in switch 20 may permit 
certain traffic to pass through switch 20 while a subscriber is 
unauthenticated. For example, traffic deemed important to 
unauthenticated subscriber, such as Address Resolution Pro 
tocol (ARP) and Dynamic Host Configuration Protocol 
(DHCP), or electronic mail, may be permitted to pass in 
accordance with configuration options in Switch 20. 
0044) The process begins when switch 20 receives a 
request from a previously unauthenticated Subscriber, i.e., a 
Subscriber that has an unauthenticated or untrusted (e.g., spe 
cially configured) IP address according to the tables of switch 
20. Switch 20 redirects the subscriber's request to authenti 
cation services 162 via a pre-configured URL. The redirected 
request identifies both the originating Subscriber as well as 
the Subscriber's target request (e.g., a particular Web page). 
Authentication services 162 sends a login page back to the 
subscriber in order to obtain the subscriber's credentials. 
From the perspective of the subscriber, the subscriber has 
issued a request, e.g., for a page at http://www.uspto.gov, and 
has instead been returned a login page. The Subscriber Sub 
mits the subscriber's credentials back to authentication ser 
vices 162 which in turn authenticates the credentials. The 
authentication mechanism that authentication services 162 
employs is identified via a configurable property. This prop 
erty determines whether the authentication services 162 use a 
proxy technique in sending the authentication request to 
RADIUS data store 70 or look up the subscriber in the DOE 
80 using LDAP. The authentication mechanism can be 
adapted as the security requirements of the operational envi 
ronment change. 
0045. If the subscriber's credentials are found to be 
invalid, an error page is delivered to the subscriber and the 
procedure terminates. Presumably, especially when it is pos 
sible that a typographical error has occurred, the Subscriber 
re-enters the subscriber's credentials and the process restarts. 
If the subscriber's credentials are found to be valid, service 
integration engine 60 notifies switch 20, identifying the sub 
scriber. Switch 20 then retrieves and installs the subscriber 
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specific policies for the subscriber and notifies service inte 
gration engine 60 when it is ready to accept traffic from the 
subscriber. 

0046. At this point, service integration engine 60 may 
honor the initial request of the subscriber by sending a URL 
redirect of the original content request back to the subscrib 
er's browser. Optionally, if a “Force Portal flag exists in the 
subscriber's profile, engine 60 causes the subscriber's portal 
page to be delivered to the subscriber in place of the actual 
requested target. 
0047. As described above, system 200 has the ability to 
deliver a portal personalized to the preferences of the sub 
scriber. The preferences are recorded in DOE 80 along with 
the policy configurations for the subscriber. The switch poli 
cies and the portal are inherently correlated. When delivered 
to the subscriber, the portal is an accurate reflection of the 
policies that are used by switch 20. Conversely, when the 
subscriberalters the subscriber preferences via the portal, the 
Switch policies are also altered. 
0048 Portal Renderer 50 delivers the subscriber's portal 
by retrieving a profile for the subscriberusing the subscriber's 
profile in DOE 80. Different implementations of Portal Ren 
derer 50 may utilize different presentation techniques when 
presenting the portal to the subscriber. For example, DPG 40 
utilizes an HTTP-based browser, or a Web browser as part of 
a rendering strategy. DPG 40 accesses the subscriber's profile 
via service integration engine 60 and renders HTML pages 
with content or links to content in accordance with the sub 
scriber's subscription information that is maintained in DOE 
80. Alternatively, all or some of the rendering function could 
be performed as well or instead in the host using local (cus 
tom) rendering Software. 
0049. The subscriber interacts with the Web-based DPG 
40 by clicking on hyperlinks. DPG 40 receives the HTTP 
requests generated from the hyperlinks and forwards requests 
to service integration engine 60. Examples of requests bound 
to links are: subscribe or unsubscribe the subscriberto service 
bundles; schedule services to be started or stopped at some 
future time; request details about a service offer. A service 
bundle may be or include a collection of content resources 
grouped together either for pricing or resource management 
purposes. For example, a service bundle may be or include all 
content resources provided by a particular content provider or 
all content resources paid for with a single monthly fee. 
0050. Subscriber self-service is provided to allow a sub 
scriber to change, on the Subscriber's own, the services to 
which the subscriber can gain access. Subscriber self-service 
is accomplished by providing a Web page that is customized 
for a subscriber to indicate the services to which the sub 
scriber can gain access. The Web page, which is organized to 
show the services to which the subscriber has already sub 
scribed, and the services to which the subscriber can option 
ally Subscribe, is created dynamically based on the informa 
tion in the subscriber's profile, including: 

0051 1) Personal information such as first name, last 
name, email address, password and branded portal (a 
portal with the Network Provider's logo and look and 
feel characteristics). 

0.052 2) Personal portal preferences such as window 
locations, color schemes, and backgrounds. 

0053 3) Subscription information such as the service 
offer and the optional service bundles to which the sub 
scriber has subscribed. A service offer may be or include 
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a collection of service bundles provided to allow more 
abstract groupings of services and service bundles. 

0054 Subscriber self-service allows the subscriber to 
change the Subscriber's personal information, Subscription 
information, and personal portal preferences. In specific 
implementations, some or all of the portal personalization can 
be controlled by the subscriber. At the network provider's 
discretion, Some personalization controls can be adminis 
tered by the network administrator when control is deemed 
more important than operational savings. The network 
administrator can manage the personalization controls either 
through the same Web-based interface or through an API that 
may be invoked by either a custom tool or an integrated OSS 
solution. Both the API and the HTTP-based interfaces are 
Supported by logic in service integration engine 60 which 
helps prevent incomplete or inconsistent information from 
being accepted in an operational environment. 
0055 System 200 can provide direct content resource 
management by the content provider, the network provider, 
the subscriber, or a combination of some or all of them. A 
discussion of the elements that define content resources is 
helpful for showing how the elements are combined to sup 
port the dynamic addition of new, premium content resources. 
Multiple elements associated with content management are 
integrated into the architecture. These elements may fall into 
the following categories: content type, content layout, net 
work resource requirements, content billing, content organi 
Zation, content location, and content indexing rules. In a 
specific implementation, each of these categories is defined 
for every piece of content in order to facilitate the deployment 
of new content. 

0056. The content type category refers to information 
describing the format of the content, how the content should 
be rendered, and the type of presentation model that should be 
used to display the content. Some of the characteristics that 
may be seen in the description of the content type pertain to 
whether the content is streaming, static, or interactive, 
whether the content is text or graphical, and whether the 
content is pushed at the Subscriber, driven by circumstances 
of the content provider's choosing, or pulled by either the 
subscriber or the subscriber's browser. 

0057 Content layout refers to how the content is orga 
nized for presentation, e.g., on a display screen. Some 
examples include the dimensions of the screen space required 
to present the content, the controls appropriate to managing 
the content, whether the content always needs to be fully 
visible to the subscriber, whether the content can be mini 
mized, whether sound is supplied or it may be turned offat the 
subscriber's discretion. In addition, content layout also refers 
to the means whereby content specific help can be retrieved. 
0.058 Network resource requirements describe the 
assumptions content providers have made about the network 
in order to Successfully exchange content between the pro 
viders and the subscribers. Possible network resource 
requirements include the amount of bandwidth required in 
one direction or both (e.g., streaming video, telephone call), 
the amount of delay that can be tolerated (e.g., video confer 
ence, text file download), the tolerable amount of delay varia 
tions (jitter), the number of concurrent data streams, the 
topology of the streams (e.g., one point-to-point, multiple 
meshed point-to-point, point-to-multipoint or multicast, mul 
tipoint-to-point), and security requirements (e.g., tunneled, 
encrypted, may only transit specific third-party networks). 
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0059 Content billing relies on rules for determining the 
amount charged for and the method used to effect payment for 
Such content. For example, bulk advertising involves a fee 
paid by the content provider (advertiser) to the network pro 
vider. In the case of a pay-to-view movie, the subscriber is 
likely to pay the content provider either directly or through 
the network provider. In turn the network provider may either 
be paid a flat rate by the content provider or the network 
provider may charge the content provider or the subscribera 
Surcharge per movie, or a charge for the amount of time the 
content was consumed, or a per packet or per byte fee. 
0060 Typically, there are two basic types of arrangements 
through which Subscribers pay for content: Subscriptions and 
usage charges. A Subscription is a fixed, recurring charge for 
access to an entire catalog of content. Usage charges apply to 
specific events and can be based on the number of events (e.g., 
S2.00 per movie) or a quantity associated with an individual 
event (e.g., per minute, packet, or byte). 
0061 Among the parties to any content based transaction 
for a fee, namely, the subscriber, the content owner, and the 
network provider, each will account for its participation after 
a transaction. The network provider may collect fees from the 
subscriber and then pay a fee to the content owner, or the 
content owner may charge the Subscriber and pay a fee to the 
network provider. The network provider may only wish to 
resell content that meets a set of minimum terms, so the terms 
must be included in the description of the content. Any of 
these models may be viable; however, other possible financial 
agreements may exist between any or all of the three parties. 
These agreements may be documented in writing in generic 
terms. In particular, an agreement between the network pro 
vider and another of the parties is not likely to specify, for 
example, “X” dollars for movie 1, and “y” dollars for movie 2. 
It is more likely that the agreement is either based on the 
network resource requirements or some other, more generic 
criteria, such as by category (e.g., any movie less than 2 hours 
in length). 
0062 Provisions of written agreements are translated into 
a set of network consumable rules that the network provider 
can incorporate dynamically. Accordingly, when a content 
provider introduces new content, the content billing rules and 
network resource requirements can be passed to the network 
provider dynamically with little or no burden on the network 
provider to negotiate and validate every piece of content. The 
content billing element includes pieces of information that 
describe the financial model associated with the related piece 
of content, e.g., per a preexisting, binding contract. 
0063 Content organization describes how various content 
resources are organized on a particular Subscriber's system. 
Since a subscriber tends to interact with several content 
resources simultaneously, there are some content resources 
that are likely to be present occasionally, and other content 
resources that are a permanent part of the Subscriber's inter 
face into the network. For example, a Subscriber may always 
want a stock ticker to be active, but a movie will be active for 
only two hours. The subscriber's ability to determine what is 
active and stays active can be extended to also allow the 
subscriber to specify where a particular piece of content 
should reside when it is active. The portal is a typical end 
product of available content resources and their layout. 
0064. The subscriber is able to customize and organize 
content resources. In particular, in addition to or instead of 
having the content provider determine aspects of the appear 
ance of the desktop presentation, the Subscriber can deter 
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mine the appearance of the desktop to the point of selecting 
individual content elements to present, when to present them, 
and how to present them (i.e., in rendering). To Support this 
ability, the network provider maintains data pertaining to the 
Subscriber's selections and preferences for the appearance of 
the presentation the next time the subscriber logs into the 
network. Thus, it is helpful to Supply a mechanism that allows 
the subscriber to specify to the network provider what the 
portal should look like. 
0065. The content location element describes the location 
from which content resources should be retrieved, i.e., the 
Source. Determining the source for content can be challeng 
ing in conventional networks. In some cases, content is to be 
retrieved from various sites all over the world. In some cases, 
content is cached based on demand. In some cases, a load 
balancing system manages the content resources. Further, 
when content resources are not directly attached to the local 
network provider's network, the optimal transit network to 
use for retrieval of the content may also be important on a 
performance or a financial basis. While a source for content 
resources can, in Some cases, be reduced to a single IP 
address, Such an address is sometimes insufficient in complex 
modern networks. The content location element has detailed 
information describing the specified location and path for 
access to specific content resources. 
0.066 Content indexing rules help to address content scal 
ing, with respect to at least two issues. First, in regard to 
scaling, it is prudent to expect premium content to benefit 
from content organization, particularly as premium content 
grows. Second, for Subscriber customization, where a content 
provider is targeting specific content to specific Subscribers or 
is restricting content access to a segment of Subscribers such 
as minors, a means is used for describing the value of the 
content in a way that matches a Subscriber's potential interest 
in that type of content. Content indexing rules address these 
1SSU.S. 

0067. When a content provider wishes to add new content, 
a contract outlining the charging models between the content 
provider and the network provider may already be in place. 
The charging models may specify a flat rate, a Surcharge on 
the content, or a percentage of the charge to the Subscriber. 
Whether the subscriber is charged by the network provider or 
the content provider does not significantly alter the contract, 
merely the direction of the flow of money. 
0068. Once the binding agreement is in place between the 
content provider and network provider, the content provider 
can provide system 200 with the information described in 
each content category to automate the installation of the new 
content item into the set of content resources available to the 
subscribers. The installation is accomplished either through a 
administrative interface discussed below in regard to the Ser 
vice wholesale user interface, or through an XML document 
that includes the categories described above which is down 
loaded over the Internet. In the case of content billing cat 
egory, a reference is provided to one of the charging methods 
agreed to in the original contract between the network pro 
vider and the content provider, as well as the model specific 
parameters (e.g., Charge Model: Per Usage Surcharge; Sur 
charge: S2). The XML document may be sent from the con 
tent provider directly to service integration engine 60 through 
an authenticated API that helps to ensure that only the appro 
priate content provider can add, modify, or delete the content 
under the content provider's direct control. 
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0069. With such information captured in the XML docu 
ment, a new service can be added to the portfolio of services 
being offered to subscribers with little added configuration 
burden on the network provider. Thus, when new services are 
introduced into the portfolio, the process can be automated 
entirely or Substantially through service integration engine 
60, or a simple approval interface can be enabled to authorize 
each new content change from Some or all of the content 
providers. 
0070. When service integration engine 60 receives the 
XML document and the service has optionally been 
approved, the XML information is encoded in DOE 80 and in 
other permanent data stores necessary to allow system 200 to 
incorporate the new content in the infrastructure. 
0071. When charge records are generated for the new con 

tent, a combination of the charge model, the specific content 
identifiers (found in the billing and indexing portions of the 
XML document), and the usage statistics are consolidated 
into a charge record that is passed to one or more of the 
appropriate billing systems. 
0072 Service integration engine 60 in conjunction with 
the DPG 40 also provides a scalable captive portal environ 
ment. Conventional portal systems have been found to have 
significant Scaling issues, particularly when all portal traffic 
must be passed through a single server to prevent the portal 
from being supplanted by either the subscriber or a content 
provider. Such conventional systems may encounter Scaling 
problems in broadband environments where large numbers of 
Subscribers can also generate large numbers of packets that 
servers are expected to handle. 
0073. To help ensure that the portal remains active, service 
integration engine 60 may optionally require that every new 
service request first be presented to service integration engine 
60 for validation. Hence, if the portal is inactive, the sub 
scriber has no means for requesting service integration engine 
60 for the service. It is possible for the subscriber to try to 
access the service directly, but there is little point to such an 
attempt because the request is not allowed through switch 20 
until service integration engine 60 configures the policy. By 
provisioning switch 20 dynamically as the subscriber 
requests each service, the subscriber will use the portal in 
order to access the service, rendering the portal in effect 
captive. 
0074. In a specific implementation, use of the portal is 
enforced even more rigorously by software installed in the 
subscriber's client to monitor the portal and prevent access to 
network resources when the portal is inactive. 
0075 According to this implementation, a service whole 
sale user interface allows application service providers 
(ASPs) to dynamically create new application services using 
a Web-based interface. The application services are then 
added to one or more service bundles. A subscriber that has 
subscribed to the corresponding service bundle sees the new 
application service appear on the subscriber's Web page the 
next time the page is reloaded. 
0076 Each application service is composed of service 
elements. The definitions of service elements are created in 
DOE 80 using the Web-based interface and are consolidated 
into policies that are installed in Switch 20 via service inte 
gration engine 60. Each application service includes a name 
and five service elements. ASPs and network providers are 
provided with the ability to create and maintain application 
services by organizing the name and service elements infor 
mation. In a specific implementation, the ability for the ASP 
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to manipulate service elements is strictly controlled through a 
separate interface that is available only to the network pro 
vider. 
0077. To access the service wholesale capabilities model, 
the ASP first logs into service integration engine 60 using a 
secure channel and then accesses an administrative bean of 
service integration engine 60. As used herein, a “bean” is a 
self-contained, reusable software unit. The administrative 
bean differs from the standard bean in its ability to serve a set 
of administrative functions instead of, or in addition to, the 
standard functions used by non-administrative Subscribers. 
The administrative pages of the DGP 40 communicate to the 
administrative bean to grant the ASP the ability to create and 
maintain its own set of application services. 
0078 Service integration engine 60 authenticates the ASP 
in DOE 80 and verifies that the ASP administrator is permit 
ted to make changes to the specific service elements. The 
verification is performed by testing attributes associated with 
the ASP to verify that the subscriber is an administrator, and 
that the Subscriber has write access to the appropriate data 
structures of the DOE. Service integration engine 60 then 
retrieves location information specifying where the ASP can 
add or modify its own set of application services. The location 
corresponds to a branch in DOE 80. 
(0079. The ASP administrator is provided with a list of its 
defined application services (including content resources) 
along with the service bundles by which the services are 
grouped. The ASP administrator can then (1) create a new 
application service, (2) modify an existing application Ser 
vice, (3) delete an existing application service, (4) remove an 
application service from a bundle, or (5) add an application 
service to a service bundle. 
0080 System 200 also provides an ability to dynamically 
create communities of interest. A subscriber may want to 
open up the subscriber's system to other subscribers or other 
Subscribers applications, to allow Subscribers to exchange 
files, run specialized applications, such as games, and work 
collaboratively on projects business and personal projects. 
I0081. It is helpful, in supporting a communities of interest 
model, to provide selective access to individual subscribers 
while controlling the breadth of access and the potential ano 
nymity of the Subscriber providing the access. For instance, a 
Subscriber may want to permit access to only a Subset of the 
subscriber's files on a particular server, or a subscriber par 
ticipating in a game or a private auction may want to protect 
the subscriber's identity. 
I0082. The present invention provides at least two 
approaches to resolve this issue. In the first approach, a peer 
ing infrastructure is defined on each Subscriber's machine, 
which, in specific implementations, can be costly and com 
plex, and difficult to deploy ubiquitously on all subscriber 
machines. The second approach calls for managing access at 
the application level at the access point to the network. In this 
case, the subscribers are provided with a consistent subscriber 
interface for managing their individual communities of inter 
est. Further, many applications rely on centralized server 
resources that can be managed directly by the network pro 
vider. Access to the service can be controlled by use of poli 
cies in switch 20, which allows a new revenue stream for 
network providers that want to offer selective premium com 
munity services, such as network-based gaming. Further, the 
mapping of actual Subscriber IP addresses to anonymous IP 
addresses in switch 20 can protect the subscriber's identity 
and the subscriber's local network. 
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0083. With respect to managing and billing for content 
resources, OSS integration is part of an overall solution. 
Many OSS interactions take the form of a request that may be 
sent by service integration engine 60 to OSS application 110 
or a request that is sent by OSS application 110 to service 
integration engine 60. In a specific implementation, it is 
assumed, in all operational scenarios, that OSS application 
110 is the definitive authority for all pertinent information. 
For example, when a new subscriber is to be added or an 
existing Subscriber's parameters are to be modified through 
the Web interface of system 200, a corresponding request is 
first registered with OSS application 110. If OSS application 
110 rejects the requested addition or change, the rejection is 
passed back through the Web interface and DOE 80 is not 
updated with the original request. In addition, when OSS 
application 100 notifies service integration engine 60 of a 
change, the change is applied implicitly. If the change is 
inconsistent with existing information in DOE 80, the net 
work administrator is notified of the inconsistency. When 
service integration engine 60 and OSS application 110 gen 
erate requests to each other, the standard interface that is used 
is XML. The transport of the XML data can be supported with 
any of a number of protocols including SOAP (HTTP) and 
Common Object Request Broker Architecture (CORBA). An 
OSS integration module in service integration engine 60 
implements an XML interface. The OSS vendor develops the 
XML interface according to a Data Type Definition (DTD) 
provided, for example, by Ellacoya Networks, Inc. The XML 
interface can be used to send requests to and receive requests 
from the OSS integration module in service integration 
engine 60. 
0084 As described above, system 200 links network pro 
viders, content providers, and users for controlling access to 
content resources. Content resources include content or ser 
vices that are directly consumable by subscribers, such as 
movies, video telephone calls, web pages, advertising con 
tent, and streaming content. In particular, System 200 applies 
DOE (e.g., a hierarchical directory structure or a relational 
database) to achieve a scalable and distributed subscriber 
management architecture for Subscriber and service provi 
Sioning in a service network. The architecture helps to admin 
ister the access of a Subscriber to content resources located 
throughout a network. 
0085. The ability to control access to content resources 
reflects that there is value to the content. It is helpful to 
bringing out the value of the content resources to have Sub 
scribers unambiguously or nearly unambiguously identified. 
The ability to extract revenue for content resources can be 
hampered by a lack of knowledge regarding who is using 
content resources, or by a lack of a reliable means of charging 
either directly or indirectly for the value of the content 
resources. A content resource can have a premium value to a 
particular Content or Service Provider or type of subscriber. 
In some cases, the value is extracted by targeting the content 
(e.g., advertising) to specific Subscribers. In many cases, the 
more specialized the targeting, the more value can be 
extracted. The value may be extracted at the direction of the 
Subscriber of the content resources (e.g., movies on demand). 
Thus, in general, the determination of a subscriber's identity 
is a helpful and effective contributing tool. 
I0086 Proximity is a factor in determining the identity of a 
subscriber. The binding of a subscriber's identity to a physical 
port on a Switch provides a favorable scenario for determining 
identity. In at least Some cases, the farther away, topologi 
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cally, the Subscriber is from the identity checking process, the 
more difficult it is to verify the identity and preserve that 
identity across content resource usage. Accordingly, a feature 
of the Subscriber management architecture is the insertion of 
the Subscriber identity management infrastructure in close 
proximity to the Subscriber. In a specific implementation, the 
subscriber has network connectivity only if and when the 
subscriber is identified to the edge of the network where the 
subscriber is attached, which allows identity to be managed 
with little or no dependence on the location of the content 
resources in the network. 
I0087. In a specific implementation described above with 
reference to FIG. 1, three architectural components are pro 
vided that communicate with each other using standard pro 
tocols. These components are switch 20, DOE 80, and 
authentication services 162 and each of them may have sub 
components. The components provide an architecture that 
Supports network login capabilities and the management of 
Subscriber services through dynamic Subscriptions to pieces 
of network content. 
I0088. In a specific implementation of the present inven 
tion, three entities are used in performing authentication. A 
first entity determines when a new subscriber is using the 
network. To perform this task, the first entity recognizes that 
a new Subscriber is active and initiates an identification pro 
cess. As long as the Subscriber's identity is not known, the first 
entity limits or prevents network access. The first entity may 
reside in any of multiple places. One place is an end station 
using browser 10, which is familiar to many subscribers since 
Subscribers typically log in to end stations anyway. In at least 
Some cases, it may be unreliable to depend on end station 
software to identify new subscribers, since such software is 
under the subscriber's direct control and therefore is suscep 
tible to being inadvertently or intentionally subverted. 
I0089 Conversely, components managed and administered 
by network managers tend to be less Susceptible to Subver 
Sion. In addition, Such components tend to reside in comput 
ers that are installed in racks or locked wiring closets and that, 
therefore, are changed or rebooted infrequently, which lends 
stability. 
0090. The closer to the content resources the subscriber 
identity is determined, the more frequently the identification 
process is repeated for the various content resources distrib 
uted throughout the network. As a result, in at least some 
cases, it is advantageous to direct Subscriber identification to 
occur at the ingress of the network, e.g., at Switch 20. 
0091. The second entity that is used in performing authen 
tication is authentication logic (e.g., a state machine), such as 
authentication services 162. This entity performs a key 
authentication process that provides the subscriber with a 
challenge that requires the subscriber to prove a subscriber 
identity. If the subscriber fails to meet the challenge, the 
restrictions on network access remain. If the Subscriber Suc 
ceeds in correctly responding to the challenge, the Subscriber 
is permitted to gain access to the network and content 
resources consistent with rules pertaining to the Subscriber's 
identity. 
0092. The authentication logic used in the authentication 
process is dependent on the protocol being used to perform 
the process. Any of multiple protocols may be used, each with 
advantages and disadvantages. In general, a more secure 
authentication process is accompanied by more computa 
tional overhead. For example, Point-to-Point Protocol (PPP) 
provides security and requires all Subsequent packets to be 
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encapsulated and de-encapsulated. HTTP basic authentica 
tion offers security in which a challenge and reply are 
encoded but not encrypted. Hence, in at least Some cases, it is 
trivial for userIDs and passwords that are passed between the 
end station and the authentication process to be decoded by 
third-parties with access to intermediate links. Secure Socket 
Layer (SSL) protocol provides encryption facilities to protect 
the authentication process, which may produce delays and 
computational overhead resulting from the negotiation of the 
encryption and decryption process. 
0093. The third entity that is used in performing authenti 
cation is a storage entity for Subscriber identities and creden 
tials. In order for a subscriber to be authenticated, the sub 
scriber identity and credentials are stored accessibly so that 
regardless of where a Subscriber logs on to the network, 
appropriate rules bind the Subscriber. In some implementa 
tions of authentication servers, such as RADIUS servers, the 
storage of subscriber identity information is co-located with 
the server providing the authentication process, which may 
complicate Subscriber configuration management. For 
instance, a Subscriber's identity may be bound not only to 
authentication credentials, but also to access rights, connec 
tion time restrictions, service levels and other subscriber spe 
cific information. Therefore, in at least some cases, it is 
advantageous to provide a single repository (e.g., DOE 80) 
for much or all such information. 
0094 Service Providers rely on an ability to configure the 
network used by their subscribers such that access to specific 
content can be restricted, limited, permitted, or enhanced. In 
at least some cases, Providers generate more revenue by 
giving Subscribers access to specific, filtered content rather 
than basic access to the Internet. A subscriber can select 
specific content of interest instead of receiving and paying for 
access to content of little or no interest. It is also desirable for 
a subscriber's rules and attributes to be mobile, so that the 
rules and attributes follow if the subscriber travels to a new 
physical location. 
0095. Any of several methods may be used to configure 
the network devices to enforce such rules and attributes. 
According to a first method, each specific network device 
may maintain a configuration that resides in its local memory, 
which imposes memory bounds on the hardware. In at least 
Some cases, such an arrangement is impractical, particularly 
where several network devices use the same configuration, 
which is replicated by network administrators. In addition, in 
such cases, subscriber mobility resources are provided for 
every subscriber and are replicated across all network 
devices. Synchronization is affected, since one network 
device's configuration may not match that of another network 
device. Also, as content is ever changing (for example, a 
movie information server could offer access to one server on 
Tuesday, and another server on Wednesday), it is possible, as 
a result, for rules to be updated frequently, e.g., several hun 
dredtimes per day. For at least these reasons, such an arrange 
ment also presents scaling difficulties. 
0096. A second method is similar to the first method, but 
allows configurations from a network device to be saved and 
then manually uploaded by a network administrator to other 
network devices. Thus, manual intervention is undertaken on 
each device. The circumstances of the subscriber mobility 
resources remain as in the first method, which produces large 
configuration files on each network device. 
0097. In a third method, a centralized configuration is 
provided and made available to all network devices for down 
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loading, which reduces the number of individual configura 
tions to one. The network device downloads (and devotes 
memory resources to) rules that may apply to a subscriber that 
may not be passing traffic through the device's part of the 
network, which can lead to inefficient use of resources, espe 
cially if large numbers of such rules are downloaded. 
0098. According to a fourth method, described in more 
detail below, the configuration information is stored in a 
repository (e.g., DOE 80) to which the network devices point 
upon startup and then download only necessary data. A set of 
rules is matched to one or more references, such as a Sub 
scriber's identity or a URL. 
0099. In a first embodiment, a Directory Server is used as 
the repository (DOE 80) for configuration information and 
provides the ability to store large amounts of information 
regarding Subscribers, content, and rules such that Switches 
can read the information efficiently and provide services that 
subscribers are requesting from Providers. (In another 
embodiment described below, DOE 80 has relational data 
base aspects.) Productive results are achieved by organizing 
the Directory Server's directory structure effectively and 
placing objects in advantageous locations within the direc 
tory structure, as described below. 
0100. The Directory Server manages bindings between a 
subscriber, and the rules and attributes pertinent to the sub 
scriber's effective use of the network. The Directory Server 
offers key features that facilitate the management of this 
information. First, the Directory Server has a hierarchical 
nature that allows for convenient organization of people into 
communities, such as companies, housing developments, or 
family units. Second, the Directory Server has access control 
mechanisms, which feature provides organizations with a 
flexible means for configuring and managing portions of a 
directory tree. This access control mechanism is used to deter 
mine which subscribers have access to which profiles as well 
as to control the modification of profiles. Third, the Directory 
Server is easily extensible. Accordingly, structures that are 
used specifically for managing network oriented information 
can be integrated into existing generic directories, such as 
computerized white pages, that already have people (includ 
ing Subscribers) defined. Also, generic directory structure 
definitions are increasingly becoming standardized, thus 
facilitating both interoperability and deployment. 
0101 Rules, referred to as Network Policies, are stored in 
the Directory Server in common sets of rules referred to as 
Policy Groups. A Network Policy is an abstraction of an 
Application Service. Application Services separate out the 
various elements of a policy, such as the time the policy is 
valid and the QoS applied to the application. This is done to 
allow a specific element such as the valid times to be reused 
across multiple Application Services. A Network Policy is the 
logical concatenation of these elements. A billable content 
resource manager called a Service Bundle contains Applica 
tion Services. 

0102) Application Services may share common elements. 
For example, two separate Application Services may relate to 
the same specific content. Accordingly, Application Services 
are divided into smaller components, Service Elements, that 
can be shared among several Application Services. Service 
Elements include logically grouped characteristics. In a spe 
cific implementation of the present invention, five Service 
Elements are provided: Activation Period, Class of Service, 
Application, Network Address, and Flow Direction. New Ser 
vice Elements may be added if necessary or helpful. 
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0103 1) Activation Period element: It governs when an 
Application Service is active, and specifies appropriate 
characteristics, such as time of day, absolute start and 
stop times, or recurring time ranges. 

0104 2) Class of Service element: It determines the 
quality of service and differentiated services that are 
used by an Application Service. 

0105 3) Application element: It includes characteris 
tics that uniquely identify the content to which the 
Application Service pertains, e.g., a URL, an IP address, 
a protocol, or a port. 

0106 4) Network Address element: It includes charac 
teristics to uniquely identify a Subscriber, e.g., a URL or 
an IP address. 

0107 5) Flow Direction Service Element: This is a col 
lection of attributes that govern the Flow Direction in 
which the policy is enforced. With regard to the Flow 
Direction Service Element, there are three different 
Flow Directions provided: Inbound, Outbound, and Bi 
Directional. Application Services that use the Outbound 
Flow Direction handleaflow of data from the subscriber 
to the content (for example, an HTTP GET message). 
Application Services that use the Inbound Flow Direc 
tion handle a flow of data from the content to the sub 
scriber (for example, an HTIP response). Bi-Directional 
Flow-based Application Services handle data traveling 
in both directions, to and from the subscriber. 

0108 Referring to FIG. 7, a valid Application Service 
relies on at least one of each of the different types of Service 
Elements. Once one of each of the Service Elements is 
selected, the Application Service is created. Now referring to 
FIG. 8, when an Application Service is added into a Service 
Bundle, all of the characteristics of the Service Elements that 
make up the Application Service are combined into the more 
complex Network Policy form, and the Network Policy is 
added into the Policy Group corresponding to the Service 
Bundle to which the Application Service was added. A pur 
pose of the Network Policy is to reduce or minimize the 
number of queries required for switch 20 to retrieve policies 
from the directory. Alternatively, if switch 20 uses a direct 
interface to the switch services bean 166 (such as HTTP or 
COPS), the need to maintain the parallel network policy 
structure is reduced or eliminated. 
0109. Application Services that are in a Service Bundle 
are prioritized according to the order of the Application Ser 
vices in the Service Bundle. If Application Services are rep 
rioritized within the Service Bundle, the corresponding Net 
work Policies are reprioritized within the corresponding 
Policy Group. 
0110 Referring to FIG. 9, if Application Services are 
removed from the Service Bundle, the corresponding Net 
work Policies are removed from the corresponding Policy 
Group and the priorities are adjusted accordingly. 
0111. If an Application Service is deleted from the Direc 
tory Server, which Application Service is listed in one or more 
Service Bundles, the parent Service Bundles remove the 
Application Service from their lists (and therefore remove the 
corresponding Network Policies, and adjust priorities accord 
ingly). 
0112) If an existing Application Service is modified, 
meaning one or more of service element selections in that 
application service is changed, corresponding underlying 
Network Policies are updated accordingly. In a specific 
implementation of the present invention, Service Elements 
that are used in Application Services cannot be removed from 
the Directory Server, because a Service Element is a required 
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member of an Application Service, and a replacement Service 
Element must be chosen before removal can occur. If a Ser 
vice Element that is used in an Application Service is modi 
fied, underlying policies that were created using the Service 
Element's characteristics are also updated accordingly. 
0113 Subscribers are bound to Zero or more Service 
Bundles. Subscribers can also be logically grouped into Sub 
scriber Groups, which can also be bound to Zero or more 
Service Bundles. Any subscriber that resides within a Sub 
scriber Group automatically gets access to the Service 
Bundles from that Subscriber Group, which significantly 
reduces the amount of work required by a Network Admin 
istrator. For example, if a Subscriber Group contains several 
thousand subscribers, the Administrator applies Service 
Bundles to only one location, rather than executing several 
thousand individual operations. 
0114 Subscriber Group Service Bundles operate accord 
ing to the following rules that help to keep access rules pow 
erful, but simple: 

0115 1. A subscriber's local Service Bundles have a 
higher priority than Subscriber Group Service Bundles. 

0116 2. Subscriber Group Service Bundles are not rep 
rioritized for, or removed from, an individual subscriber. 

0.117 3. Subscribers can only be in a single Subscriber 
Group. 

0118 4. A subscriber can only use Subscriber Group 
Service Bundles from the Subscriber Group to which the 
subscriber belongs. 

0119 Service Bundles can be applied at either the sub 
scriber or the Subscriber Group level. 
I0120 Service Bundles that are applied at the subscriber 
level are stored with the subscriber's other information on the 
Directory Server. Service Bundles that are applied on a Sub 
scriber Group level are stored with the Subscriber Group (and 
optionally all Subscriber Groups hierarchically represented 
in and under that Subscriber Group, recursively). 
I0121 Service Bundles can be reprioritized or removed 
from any level of Subscriber Group, which allows a parent 
Subscriber Group to have one set of Service Bundles while a 
child Subscriber Group has a completely different set of 
Service Bundles. In the following example, in a model of a 
city building with a hacker center on one floor and companies 
on all other floors, the hierarchical reuse of Service Bundles 
can be ignored to allow specific overrides for certain Sub 
scriber Groups. 
0.122 Currently available Service Bundles are: 
I0123 1. All building Access 
0.124 2. All Internet Access 
0.125 3. Third Floor Only 
0.126 4. Company 1 Service 
I0127. The Subscriber Group Structure on the Directory 
Server may be: 
I0128 Building (has bundles “All Building Access” and 
“All Internet Access' 
I0129. First Floor (acquires Building Bundles from Build 
ing level) 

0.130 Company 1 (acquires bundles from First Floor, 
adds “Company 1 Service') 
I0131 Company 1 Employee 

I0132) Second Floor (acquires bundles from Building) 
0.133 Company 2 (acquires bundles from Second 
Floor) 
0.134 Company2employee 
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0135. Third Floor 
0.136 Hacker Group—(ignores Building bundles, only 
allows “Third Floor Access” bundle) 
0.137 hacker1 
0.138 hacker2 

0.139. Noting the foregoing, the bundle assignment at the 
Subscriber Group is as follows, in order of bundle priority 
(based on the rules defined above): 
0140) 1. Company 1 Company 1 Service, All building 
Access, All Internet Access 
0141 2. Company 2 All building Access, All Internet 
Access 
0142. 3. Hacker Group Third Floor Access 
0143 Subscribers are automatically given the Service 
Bundles of their respective Subscriber Groups. For example, 
“hacker2 shown in the example above, has the Service 
Bundles from the “Third Floor Access’ bundle. 
0144. Additional Service Bundles can be added that have 
a higher priority than the preexisting Subscriber Group Ser 
vice Bundles, hence, overriding the effects of the other Sub 
scriber Group Service Bundles. For example, if a new sub 
scriber"Hall Monitor is added to the HackerGroup and is to 
be given Internet access, the All Internet Access Service 
Bundle is added to Hall Monitor's list, as follows: 
0145 All Internet Access. Third Floor Access. 
0146 Thus, subscriber “Hall Monitor” is given Internet 
access outside the third floor, while the lack of Internet access 
is retained for the rest of the subscribers in the Subscriber 
Group (the other hackers). 
0147 With reference to FIG. 11, a directory structure 
included in the Directory Server provides a Service Domain 
that serves to organize and group like objects on the Directory 
Server to facilitate manipulation by subscribers and access by 
the Switch. A Service Domain includes a basic directory 
hierarchy and an assortment of default objects which are 
placed into the service domain upon Successful creation 
according to the method shown in FIG. 10. 
0148. In a specific implementation of the present inven 

tion, the Directory Structure has the following structure 
which is supported by Table 1 of FIG. 12: 
0149 Service Domain 

0150. Application Services 
0151 Configurations 
0152 Switches 
(O153 Switch Configurations 
0154 Policy Configurations 

0155 Network Devices 
0156 Network Policies 
O157 Default 

0158 People 
0159. Service Bundles 
(0160 Service Elements 

(0161 Activation Periods 
(0162 Class of Service 
(0163 Flow Directions 
0164. Applications 
(0165 Sources 

0166 Within a Service Domain, special subscriber entries 
are created for subscribers that require additional access to the 
special subscribers (or another) Service Domain. For 
example, the special Subscribers may include local adminis 
trators who need to add new subscribers and others who are 
qualified to make Service Domain-wide decisions. 
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0.167 Directory Servers provide the ability to set up dif 
ferent categories of administrative groups, assign specific 
permissions to each of the groups, and then add or remove 
subscribers from those administrative groups. Subscribers 
who are in an Administrative Group are given the permissions 
of the Administrative Group for the Service Domain. Sub 
scribers from other Service Domains can be placed in an 
Administrative Group in another Service Domain, thereby 
giving such subscribers control over a different Service 
Domain. 
0168 According to the present invention, there are three 
categories of administrative groups provided: 

0169. 1) Domain Administrator Subscribers in this 
group have complete control or nearly complete control 
over the Service Domain in which the Administrative 
Group resides. Such control includes the ability to add, 
modify, and remove any item in the Service Domain. 
Administrators are considered Subscribers despite not 
necessarily being consumers of content resources. 

0170 2) Domain Modification Subscribers in this 
group have the ability to modify existing items in the 
Service Domain in which the Administrative Group 
resides, but cannot add new items to the server or remove 
existing items from the server. The subscribers can add 
and remove Application Services to and from an existing 
Service Bundle, but cannot create new Service Bundles 
or new Application Services. 

0171 3) Subscriber Administrator Subscribers in this 
group have complete control or nearly complete control 
over the subscriber branch of the Service Domain in 
which the administrative group resides. Such subscrib 
ers can create entries for new Subscribers, modify and 
delete existing Subscriber entries, and assign a restricted 
set of Service Bundles to a specific subset of subscribers. 

0.172. As noted above, in a second embodiment, DOE 80 
has relational database aspects, which may provide advan 
tages for at least two reasons as now discussed in Summary 
form and in more detail below. First, in the first embodiment 
described above, the direct connection between switch 20 and 
DOE 80 can present architectural challenges in at least some 
cases. Second, the flexibility of the Directory Server is a result 
of its hierarchical nature that can make the maintenance of 
relations challenging to maintain, especially in complex 
CaSCS. 

(0173 The second embodiment can be derived from the 
first embodiment as follows: 
0.174. In a first phase, the transport for retrieving switch 
policies is changed from DOE 80 to service integration 
engine 60. Second, a new policy data model (schema) is 
defined that addresses schema specific issues. Finally, LDAP 
based data structures transported between switch 20 and ser 
Vice integration engine 60 are replaced with data structures 
that take advantage of the new policy schema and leverage a 
direct transport interface between switch 20 and service inte 
gration engine 60. 
(0175 With respect to the first embodiment and the direct 
connection dependence of switch 20 on DOE 80, multiple 
challenging issues may arise. In a first issue, the directory is 
used as a message passing service between Switch 20 and 
service integration engine 60. The directory of the first 
embodiment may rely on a premise that modifications occur 
infrequently, which may lead to Scaling difficulties in the case 
of frequent writes and other modifications. In addition, mes 
sage passing presumes that when one side makes a change to 
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the directory, the other side notices the change. The first 
embodiment relies on polling for directory changes which 
can result in significant overhead as well as delays. Further, in 
Some cases the directory is used to effect changes in all the 
switches simultaneously, without feedback, which renders 
difficult or impossible the task of determining when all the 
switches have been updated. 
0176 The first embodiment has features relating to limi 
tations in representing transactional semantics. In some 
cases, it is important to determine not only that the other side 
has received the message, but also that the other side has acted 
upon the message, in both directions. In some cases, Switch 
20 relies on information indicating that service integration 
engine 60 is aware of a new subscriber and when the sub 
scriber has been authenticated. In other cases, service inte 
gration engine 60 relies on information indicating that a 
policy for a specific Subscriber is or is not in effect (i.e., usage 
information). More complex scenarios are possible in which 
a policy set up by service integration engine 60 Subsequently 
requests statistics or modifications to the rate, or even 
dynamic changes to the rates of a broad set of policies, due to 
changes in the network topology. 
0177. In the case, for example, of a Netscape based direc 

tory, multiple Directory Servers can be redundant and repli 
cated from which data may be read, but only one (prior to 
Netscape 5.0) or two (Netscape 5.0 or later) Servers support 
modifications to the directory, which causes all messaging to 
be written to Such one or two Servers. Thus, a scaling issue is 
presented regarding the number of writes that can take place 
and the ability of the Servers to support the writes. Further, 
since many Directory Servers are provided from which data 
can be retrieved and only one or two Directory Servers allow 
data to be modified, time is needed to allow updates to propa 
gate to all the read-only servers. Such a need for time can add 
delays and make immediate use of modified data difficult or 
impossible, particularly when the same client is writing and 
then reading the same directory entry. 
0178. In the first embodiment additional aspects relate to 
maintaining the consistency of various directory entries that 
are dependent or related to each other. For example, the 
Service Bundles maintain lists of applications. If an applica 
tion is removed, corresponding references must be removed 
from all of the Service Bundles as well. Even if a reference to 
the application is removed from the Service Bundles in the 
directory before the application is removed, it remains pos 
sible for another client or process to read a stale version of the 
Service Bundle that still has a reference to the application, 
without being able to find the corresponding application 
entry. Because many directory entries reference other direc 
tory entries, the burden of maintaining consistency and dis 
covering and handling timing inconsistencies can fall on cli 
ent software. As the complexity of the Directory increases 
with new structures and additional references, the software 
complexity and maintenance costs increase proportionally or 
even geometrically. 
(0179. With respect to flexibility aspects in the first 
embodiment, applications are defined to Support many con 
figuration aspects (e.g., Time of Day, QoS. Tunneling) inde 
pendently and in combination to minimize the number of 
times specific information needs to be specified. If multiple 
applications are enabled under the same time constraints, a 
change of a single Time of Day structure can affect all of the 
applications sharing that structure, thus reducing overhead 
associated with configuration changes. Accordingly, many 
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different types of data structures are maintained indepen 
dently and are bound to each other using references. The more 
flexibility, the more references, and hence the more potential 
issues with referential integrity. Further, the flexibility also 
affects the complexity of transactions. For example, to repre 
sent all of the semantics of an application policy, the schema 
relies on the consolidation of a large number of independent 
structures. However, unlike a directory that relies on at least 
one query per component of an application and the Subse 
quent consolidation of the information on the client, a data 
base can retrieve and consolidate all of the application's 
attributes in response to a single query. In the first embodi 
ment, all of the application parameters may be consolidated 
into a single policy entry to make queries more efficient, but 
duplication of information is thereby produced in the direc 
tory and additional complexity is introduced in checking to 
ensure that the consolidated entry is consistent with its con 
stituent elements. Such issues may be exacerbated and addi 
tional issues may arise with the introduction of new features 
that add complexity to the data model. 
0180. With respect to the complexity of the schema in the 
second embodiment, it is appropriate to use a relational data 
management model (e.g., a relational database or a directory 
having relational database aspects) in order to provide Suit 
able Scaling, performance, reliability, and timeliness to 
implement capabilities. In a specific implementation, some or 
all of the directory schema is implemented by a relational 
database. For an existing system, since Switch 20 is dependent 
on the directory for a substantial amount of communication 
and changes to the schema directly affect switch 20, switch 20 
communicates directly with the switch services bean 166 in 
the second embodiment. 
0181. The second embodiment eliminates or nearly elimi 
nates scenarios that cause DOE 80 to serve as a message 
passing system, by modifying Switch 20 software in two 
ways. First, Switch 20 communicates data requests through 
service integration engine 60 rather than directly to DOE 80. 
Second, as noted above, the underlying transport changes 
from LDAP to a different protocol. Since switch 20 commu 
nicates through service integration engine 60, a protocol is 
used that is particularly Suitable for Such a communication 
path, by offering transactional, reliable, and fault-tolerant 
semantics at the transport layer. 
0182. In addition, the second embodiment defines a new 
schema specifically optimized for service integration engine 
60. The schema meets the evolving needs of engine 60 while 
providing backward compatibility for features of the original 
data model. 

0183 With respect to the interface between switch 20 and 
service integration engine 60 and the accompanying schema, 
a transactional schema is used in place of the LDAP Schema. 
The transactional schema provides dynamic policy deploy 
ment and is suitable in the event of emergence of standards for 
installing service policies in access Switches. 
0.184 One or more of the following technologies may be 
used in the transports between switch 20 and service integra 
tion engine 60: HTTP, Simple Network Management Proto 
col (SNMP), COPS, and CORBA. In at least some cases, it is 
advantageous to use COPS, which may meet the largest set of 
needs discussed previously. Further, it may be advantageous 
to use a binary encoding strategy due to the high usage of the 
interface and the performance costs associated with textual 
encodings, which are also supported by COPS. Conversely, if 
HTTP is used and it is later determined that binary encodings 
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are useful or necessary, another set of migration issues may 
arise. In addition, by using COPS, service integration engine 
60 can support third party switches that rely on COPS to 
manage Subscribers and services. 
0185. The technique (including one or more of the proce 
dures described above) may be implemented in hardware or 
Software, or a combination of both. In at least Some cases, it is 
advantageous if the technique is implemented in computer 
programs executing on one or more programmable comput 
ers, such as a computer running or able to run Microsoft 
Windows 95, 98, 2000, Millennium Edition, NT, Unix; 
Linux; or MacOS.; that each include a processor Such as an 
Intel Pentium 4, a storage medium readable by the processor 
(including volatile and non-volatile memory and/or storage 
elements), at least one input device Such as a keyboard, and at 
least one output device. Program code is applied to data 
entered using the input device to perform the method 
described above and to generate output information. The 
output information is applied to one or more output devices 
Such as a display screen of the computer. 
0186. In at least some cases, it is advantageous if each 
program is implemented in a high level procedural or object 
oriented programming language such as C, C++, Java, or Perl 
to communicate with a computer system. However, the pro 
grams can be implemented in assembly or machine language, 
if desired. In any case, the language may be a compiled or 
interpreted language. 
0187. In at least some cases, it is advantageous if each such 
computer program is stored on a storage medium or device, 
such as ROM or magnetic diskette, that is readable by a 
general or special purpose programmable computer for con 
figuring and operating the computer when the storage 
medium or device is read by the computer to perform the 
procedures described in this document. The system may also 
be considered to be implemented as a computer-readable 
storage medium, configured with a computer program, where 
the storage medium so configured causes a computer to oper 
ate in a specific and predefined manner. 
0188 Other embodiments are within the scope of the fol 
lowing claims. For example, DOE 80 may include a front end 
to an existing Directory Server, with the front end translating 
requests from Service integration engine 60. A portal page 
may be generated for display on a personal digital assistant 
(PDA) or may be generated in a form that is suitable for 
non-visual (e.g., voice-activated) interaction with the Sub 
scriber. 
0189 The terms and expressions that are employed herein 
are terms of description and not of limitation. There is no 
intention in the use of such terms and expressions of exclud 
ing the equivalents of the features shown or described, or 
portions thereof, it being recognized that various modifica 
tions are possible within the scope of the present invention as 
described and claimed. 

1-12. (canceled) 
13. A system for use in managing content resources, com 

prising 
a Switch for selectively processing resource requests; 
a content resource management engine in communication 

with the Switch; and 
a billing system in communication with the content 

resource management engine. 
14. The system of claim 13, further comprising a content 

resource access control system in communication with the 
content resource management engine. 
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15. A method for use in managing content resources, com 
prising: 

receiving a request from a user for access to an instance of 
content resources on a network; 

determining that the user belongs to a user category: 
determining that the instance of content resources belongs 

to a category of content resources on the network; 
determining a contact access rule that applies to the user 

category and to the category of content resources; and 
applying the rule to the request. 
16. The method of claim 15, wherein the content access 

rule belongs to a hierarchically organized group of content 
access rules that apply to the category of content resources. 

17. The method of claim 15, wherein the content access 
rule belongs to a hierarchically organized group of content 
access rules that apply to the user. 

18. The method of claim 15, wherein the content access 
rule is related to other content access rules in a hierarchically 
organized directory structure. 

19. The method of claim 15, wherein the content access 
rule is related to other content access rules in a relational 
database structure. 

20. A method for use in controlling access to content 
resources, comprising: 

receiving a first request for user access information, the 
first request originating at a first network Switch; 

receiving a second request for user access information, the 
second request originating at a second network switch; 
and 

deriving responses to the requests from a serving entity that 
includes content access rules categorized by user char 
acteristic. 

21. A method for use in controlling access to content 
resources, comprising: 

based on a selection made at a portal Web page, receiving 
a service request for access to a source of content 
resources; 

based on the service request and content access rules for a 
user, configuring a Switch to allow access to the source, 
the Switch previously preventing access to the Source. 

22. A method for use in controlling access to content 
resources, comprising: by a Switch, preventing access to a 
Source of content resources unless a service request for access 
to the source is made based on a selection made at a portal 
Web page, the switch and the portal Web page being in com 
munication with a content access control mechanism. 

23. A method for use in controlling access to content 
resources, comprising: 

receiving a request from a user for access to a source of 
content resources; 

based on profile information for the user, selecting adver 
tising content; 

processing content access rules to generate a portal Web 
page that includes the advertising content and that is 
configured for access to the source of content resources. 

24. A method for use in controlling access to content 
resources, comprising: 

receiving an HTTP formatted request from a user for 
access to a server having a source of content resources; 

determining that the request is insufficiently authorized for 
access to the source: 
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by a switch in accordance with HITP, redirecting the 
request to another server to cause a response including a 
login prompt to be returned to the user. 

25. A method for use in controlling access to content 
resources, comprising: 

based on content access rules for a user, determining that 
the user is authorized for access to a source of content 
resources; 
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processing the content access rules together with general 
content to generate a portal Web page; 

processing the content access rules to configure a Switch to 
permit the user's access to the source; and 

causing a change to the content access rules for the user to 
be applied to the portal Web page and to the switch. 
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