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(57) Abstract: Example implementations relate to a memory controller. For example, an apparatus includes a data storage device
and a memory controller coupled to the data storage device. The memory controller is to perform, during a memory scrubbing opera-
tion, a corrective action to correct an error associated with a data block stored in the data storage device. The memory control is to
determine, during the memory scrubbing operation, whether the corrective action is successtul. In response to a determination that
the corrective action is a failed corrective action, the memory controller is to fix a hardware failure of the data storage device based
on a type of the hardware failure.
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MEMORY CONTROLLER

BACKGROUND
{8601} Data storage device, such as a Random Access Memory (RAM)
module and a hard disk drive, may store daia for use by a computing device.
The stored data may contain errors caused by external factors, such as

cosmic rays, solar particles, and/or aipha particle emissions.

BRIEF DESCRIPTION OF THE DRAWINGS

{6002} Some sxamples of the present application are described with
respect {o the following figures:

{8603} FIG. 1 Is a block diagram of a memory controller for correcting an
error in slored data and fixing a hardware failure of a data storage device,
according o an example;

{8804} FIG. 2 is a block diagram of a memory controller for correcting an
error in stored data and fixing a hardware failure of a data siorage device,
according to ancther example;

{8005} FiG. 3 is a flowchart iHustrating a method of correcting an error in
stored data and fixing a hardware failure associated with data storage device,
according (o an example;

[3006] FIG. 4 is a flowchart illusirating a method of fixing a hardware
failure of a data sforage device, according o an example; and

188071 FIG. 5 is a flowchart illustrating a method of fixing a hardware

failure of a data storage device, according fo another example.
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DETAILED DESCRIPTION

16008} As described above, data stored in a data storage device may
contain errors caused by external factors, such as cosmic rays, solar
particles, and/or alpha particle emissions. When a computing device
execuias procassor executable instructions 1o access the dala that contain
the errors, the errors may cause the processor executable insiructions to
malfunction. The processor executable instructions may instruct a processor
of the computing device o correct the errors via an interrupt. In response o
the interrupi, the processor may suspend a task that is currently being
executed at the processor and spend processor cycles to correct the errors.
The processor may resume the task after correcling the errors. Thus, the

number of available processor cycles for task execution is reduced.

[3009] Examples described herein address the above challenges by
providing a memory controller {o correct an error detected in data stored in a
data storage device and to fix a hardware failure of the data storage device.
The memory controller may correct the error and fix the hardware failure
without involving a processor of a computing device that is connected to the
data siorage device. For example, the memory coniroller may inspect a data
biock siored in the data siorage device for error during a memory scrubbing
operation. In response o defecting an error, the memory controller may
perform a correciive action to correct the error, for example, by using krror-
Correcting Codes (ECC). Subsequent to performing the corrective action, the
memory controlier may inspect the data block to determine whether the

corrective action is succeassiul,

[BGEG] When the corrective action is successful, the mamory conirolier
may inspect other data blocks for error. When the corrective action is
unsuccessiul (i.e., the error is still present), the unsuccessful corrective action
may indicate that that there is g hardware failure of the data storage device.
Based on a type of the hardware failure, the memory confroller may apply a
distinct repair mechanism {o fix the hardware failure. The memory controller
may correct the error and to fix the hardware failure automatically without the

use of an inferrupt. Thus, the processor may not be involved. In this manner,
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examples described herein may increase the number of available processor

cveles for task execution.

{8011} Referring now o the figures, FIG. 1 is a block diagram of a memory
controller 100 for correcting an error in stored dala and fixing a hardware
failure of with a data siorage device, according to an example. Memory
controlier 100 may be any circuilry or elscironic device suitable to correct an
error in stored data and to fix a hardware failure of with a data storage device.
Memory controller 100 may manage data flow belween a processorof a
computing device and a data storage device of the computing device. For
example, memory controlier 100 may be a RAM controller. As another
example, memory controlier 100 may be a cache memory controller. Memory
controller 100 may include a controller 102 and a computer-readable siorage
meadium 104,

8312} Controller 102 may be a semiconducior-based microprocessor
and/or any hardware device suitable for retrieval and execution of instructions
stored in computer-readable storage medium 104, Controller 102 may fetch,
decode, and exscule instructions 106, 108, 110, and 112 to conirol a process
of correcting an error in data stored in a data storage device 114 and fixing a
hardware failure of data storage device 114, As an alternative or in addition
to refrieving and executing instructions 106-112, controller 102 may include at
feast one slectronic circuit that includes electronic components for performing
the functionality of instructions 106, 108, 110, 112, or a combination thereof.
{6613} Computer-readable storage medium 104 may be any slectronic,
magnetic, optical, or other physical storage device that contains or stores
instructions exscutable within memory controller 100, Thus, computer-
readable storage medium 104 may be, for example, Random Access Memory
(RAM), an Elsctrically Erasable Programmable Read-Only Memory
(EEPROM), a storage device, an optical disc, etc. In some examples,
computer-readable storage medium 104 may be a non-ransitory storage
medium, where the term “non-transitory” does not encompass transitory
propagating signals. As described in detail below, computer-readable storage
medium 104 may be encoded with a series of processor executable

instructions 108, 108, 110, and 112 for correcting an error in data stored in
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data storage device 114 and fixing a hardware failure of data storage device
114. Dats storage device 114 may be any circuitry or device suitable to hold
and/or record information. For example, data storage device 114 may be a
RAM module, a hard disk drive, efc. In some exampies, data storage device
114 may be implementied using at least one mermristor device.

{8614} During operation, memory controller 100 may retrieve data from
data siorage device 114 and tfransmit the retrieved data 1o a componeni of a
computing device, such as a processor. Memory controller 100 may also
store data transmilted from other components of the computing device {o data
storage device 114 for subsequent use. Further, memory controlier 100 may
perform scrubbing on data stored in data storage device 114 during a memory
scrubbing operation. As used herein, a memory scrubbing operation may
correspond 1o a process of inspecting data for error, correcling any error
found, and/or fixing any hardware failure of data storage device 114, Memory
controller 100 may perform a memaory scrubbing operation independent of an
interrupt by automatically performing the memory scrubbing operation
periodicaily. Memory confroller 100 may perform a memory scrubbing
operation gradually, consuming only a small portion of the available
bandwidih to the storage media. Thus, memory controlier 100 may perform a
memory scrubbing operation without burdening the processor.

[B015] During a memory scrubbing operation, dala block inspection
instructions 106 may inspect data stored in data storage device 114 for error.
For example dala block inspect instructions 108 may inspect the data by
reading from dala storage device 114 one data block at g time. As used
herein, a daia block may be unit measurement for a quantity of data. For
example, a data block may correspond o 64 bytes of data.

{8616} During the memory scrubbing operation, error correction
instructions 108 may perform a corrective action to correct an error identified
by data block inspection instructions 108. For example, error correction
instructions 108 may use Error-Correciing Codes (ECC) {o correct the error.
Subseguent {0 performing the corractive action, error correction instructions
108 may inspect the daia block to determine whether the correclive action is
successful. The corrective action is successiul when there is no error in the

data block. Thus, the error may be categorized as a soft error. A soft error
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may be an error resulted from a transient issue and may be corrected by
overwriting the erronsous data with correct data.

16817} The correctlive action is not successful when an error still exists in
the data block. Thus, the error may be categorized as a hard error. A hard
error may be an error resulted from a hardware fallure of daia storage device
114, Thus, an unsuccessful corrective action may indicate a hardware fallure
of dala storage device 114,

{B318] In response o determining that there is a hardware failure in data
storage device 114, hardware failure type determination instructions 110 may
determine a type of the hardware failure. Hardware Tallure repair instructions
112 may fix the hardware failure during the memory scrubbing operation.
Hardware failure repair instructions 112 may fix the hardware failure based on
the iype of the hardware fallure. Determining a type of a hardware failure is
describad in more defail in FIG. 2. In some examples, hardware failure repair
instructions 112 may fix the hardware failure based on a type of the hardware
failure and based on a severity of the hardware failure.

160319 FIG. 2 is a block diagram of a memory coniroller 200 Tor correcting
an error in stored data and fixing a hardware failure of a data storage device,
according o another example. Memory controller 200 may implement
memory confrofler 100 of FIG. 1. As with memory controller 100, memory
controller 200 may be any electronic device suitable 1o correct an error in
stored data and to fix a hardware failure of with a data storage device.
Memory controller 200 may include a repair block 202, a scrubber 204, and a
correction block 206,

{80284 Memory controller 200 may be connected to a data siorage device
208. Daia storage device 208 may be similar to data sforage device 114 of
FiG. 1. Data storgge device 208 may include a memory component 210 and
a memory component 212, Although two memory components are shown in
FIG. 2, it should be understood that data storage device 208 may include any
number of memory components. In some examples, data storage device 208
may be implemented as a single semiconductor die and each of memory
components 210-212 may correspond fo a distinct region of the
semiconducior die. In some examples, data storage device 208 may be

implemenied as an integrated circuit and each of memory components 210-
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212 may correspond {o a distinct semiconductor die connected {o the
integrated circuit. Each of memory components 210-212 may include at least
one memory glement that stores at lgast a single bit of data.

{8021} During operation, memory controller 200 may manage a flow of
data between data siorage device 208 and a component of a computing
device, such as a processor. For example, memory controller 200 may
retrieve data from dala storage device 208 and transmit the datato a
processor. As another example, memory controlier 200 may receive data
from the processor and store the data in data storage device 208 for

subseguent use.

{8022} During operation, memory coniroller 200 may also perform a
memory scrubbing operation on data storage device 208 {o correct an error in
data siored in datla storage device 208 and/or fix a hardware failure of data
storage device 208. During a memory scrubbing operation, correction block
206 may inspect data stored in data slorage device 208 for error one data
biock at a lime. For example, correction block 206 may inspect g data block
214 in data storage device 208 for error. Correction block 206 may access
data block 214 via a read operation and may determine whether there is error
in data block 214 vig ECC.

[6023] Data block 214 may include data stored in memeory component 210
and data slored in memory component 212, For example, data block 214
may correspond o 16 bits of dala. Data bits -7 of data block 214 may be
stored in corresponding memory elements of memory component 216 and
data bits 8-15 of data block 214 may be slored in corresponding memory

elements of memory component 212,

{88624} When correction block 206 detects or identifies an srror in data
block 214, correction block 206 may transmit to scrubber 204 first error
information 216 associagted with the error. The first error information 216 may
include a location of the error and the number of data bits that contain error,
In some examples, the location of the error may correspond o a bit number
within dala block 214 that contains error. For example, first error information
218 may indicale that data bit 1 of data block 214 contains error. As another

exampls, first arror information 216 may indicale that data bits 0, 2, and 3 of
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data block 214 contain error. In some exampies, the first error information
216 may include a physical address of a memory element that contains error.
For example, first error information 216 may include a physical address of a
memory element 218. Memory element 218 may be a memory slement of

memory component 210 that stores data containing error.

jB025] Based on the first error information 218, scrubber 204 may instruct
repair block 202 {o generate corrected data 220 that is used to correct the
error. For exampie, repair block 202 may generale corrected data 220 using
ECC. Repair block 202 may transmit corrected data 220 to scrubber 204.
Based on corrected data 220, scrubber 204 may perform a corrective action
ot data block 214 to correct the error. In some examples, scrubber 204 may
perform the corrective action by overwriting the entire data block 214 using
corrected data 220, In some examples, scrubber 204 may perform the
corrective action by overwriting a data bit in data block 214 that contains the

error with corrected data 220.

{8026} Subsequent to performing the corrective action, scrubber 204 may
determine whether the corrective action is successful. For example, scrubber
204 may instruct correction block 206 to inspect data block 214 again for
error. When correction block 206 does not detect any error, comrection block
206 may transmit a no error indication 232 to scrubber 204. No error
indication 232 may indicate that no error is found and the error has been
correcied. Thus, scrubber 204 may determine that the corrective aclion is
successful and may categorize the error as a soft error. The memory
scrubbing operation may be finished with data block 214 and may move on to

the nexd data block.

{8627} When correction block 206 detects the same error or anocther error
in data block 214, correction biock 206 may transmit to scrubber 204 second
error information 222, Second error information 222 may indicate that there is
an error in data block 213. In response {o receiving second error information
222, scrubber 204 may determine that the corrective action is not successful

{i.e., a failed correclive action}.
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[3328] in response o delecting a failed corrective action, scrubber 204
may categorize the error as a hard error. The hard error may indicale a
hardware failure of data storage device 208, Scrubber 204 may apply a
distinct repair mechanism to fix the hardware failure based on a type of the
hardware failure and/or based on a severily of the error in dala block 214.
Scrubber 204 may determine the severity of the error based on the number of
data bits in data block 214 that contain error. Scrubber 204 may compare the

severity of the error to a threshold to determine a repair mechanism.

16029 To determine the type of the hardware failure, scrubber 204 may
instruct correction block 206 to inspect at least one neighboring data block,
such as data biock 224, for error. A neighboring data block may be a data
block that is within a physical address range of the physical address of data
block 214. VWhen correction block 206 detects an error in data block 224,
correction block 206 may transmit third error information 226 to scrubber 204.
Third error information 226 may include a location of the error in data block
224.

{6338} Scrubber 204 may use the error locations in first error information
216 and third error information 226 o determine a first data grouping of the
error in data block 214 and a second data grouping of the error in data block
224, respectively. Scrubber 204 may compare the first data grouping fo the
second data grouping o determine whether there is a common data grouping
between the first data grouping and the second dala grouping. For example,
data bits (-7 of a data block may belong to data grouping 1 since data bits 0-7
are stored in memory component 210. Data bits §-15 of the data biock may
belong to data grouping 2 since data bils 8-15 are stored in memory

component 212,

18631} Thus, when the error location in first error information 216 indicates
that the error location is within datg bits 0-7, scrubber 204 may determine that
the first data grouping is data grouping 1. When the srror location in first error
information 216 indicates that the error location is within data bils 8-15,
scrubber 204 may determine that the first data grouping is data grouping 2.
Whean the error location in first error information indicates that the error

location is within data bits 0-7 and also within data bils 8-15, scrubber 204
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may determine that the first data grouping is data grouping 1 and data
grouping 2. Similarly, scrubber 204 may delermine the second data grouping

using the error location in third error information 226.

{8032} When there is no common data grouping between the first data
grouping and the second data grouping or when there is no error in data block
224, scrubber 204 may delermine that the type of hardware failure is a single
data block failure. In some examples, in response o a determination that the
type of hardware failure is the single data block failure and/or the severity of
the error in data block 214 does not exceed a threshold, scrubber 204 may
apply a repair mechanism by re-encoding the data bit in data block 214 that
cortains error via an encoding mechanism. The encoding mechanism may
be different from a previous encoding mechanism used {o encode the data bit
prior to the memory scrubbing operation. For example, the threshold may be
a single data bit comtaining error. Thus, when there is no common data
grouping and/or the severity of the error does not exceed a single data bit,
scrubber 204 may re-encode the data bit containing error. As an example,
the data bit coniaining error may be stuck at a value 1 and the correct value

may be a vaiue 0, scrubber 204 may re-encode the data bit to the vaiue 0.

[6033] In some examples, in response [0 a determination that the type of
hardware failure is the single data block failure and/or the severity of the error
in data block 214 does not exceed a threshold, scrubber 204 may not apply
any repair mechanism in order {0 save available system resource. Thus,
every time memory controller 200 outputs data block 214 to a component of
the computing device, such as a processor, correction block 208 may apply

on-the-fiy correction to correct the error vig ECC.

{6034} In some examples, in response {o a determination that the type of
hardware failure is the single data block failure and/or the severity of the error
exceads the threshold, scrubber 204 may map data block 244 1o & spare
location in data storage device 208. For example, when thers is no common
data grouping and/or the severity of the error corresponds to multiple data bits
containing error, scrubber 204 may map data in data block 214 o a spare
data block 228,
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[8835] When there is g common daia grouping, scrubber 204 may
determine that the type of hardwars fallure is a multiple data block fallure,
scrubber 204 may identify signature information 230 of a memory component
that is associaled with the common data grouping. Thus, signature
iformation 230 may be used lo identify a memory component where data bils
in the commeoen dala grouping are stored. Signature information 230 may
include a memory die that corresponds to the memory component, a
packaging of the memory component, a region within a memory die that
corresponds o the memory component, elc. For exampie, when the common
grouping is data grouping 1, signaiure information 230 may be signature

iformation of memory component 210,

{8036} Scrubber 204 may transmil signature information 230 to correction
biock 206. Correction block 206 may use signature information 230 to
determine how o correct the error when performing on-the-fly error correction
on data block 214, For example, when determining an error focation,
corraction block 206 may assume that dala bils in a parlicular data grouping
contains errors. The particular data grouping may be a data grouping stored
it @ memory component identified using signature information 230. Thus,
correction block 206 may perform additional analvsis on the particular data
grouping to identify the error location. Correction block 206 may then correct
the error. After fixing the hardware failure, the memory scrubbing operation

may move onto the next data block.

{8037 FIG. 3 is a flowchart illustrating a method 300 of correcting an error
in stored data and fixing a hardware failure associated with data storage
device, acoording to an example. Method 300 may be implemented using
meamory controller 100 of FIG. 1 and/or memory confroller 200 of FIG. 2.
Method 300 incdludes inspecting a data block for error, at 302, For example,
referring to FIG. 2, correction block 206 may inspect data block 214 for error.
Method 300 also includes determining whether an error iz detected, at 304,
For example, referring (o FIG. 2, when correction block 206 detects or
identifies an srror in data block 214, comrection block 206 may transmit o

scrubber 204 first error information 216 associaled with the srror,
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[3338] When no error is detected, methed 300 may retum to block 302
and the next data block may be inspected for error. When an error is
detected, method 300 further includes performing a corective action {o
correct the error, at 308, For example, referring to FIG. 2, scrubber 204 may
perform the corrective action by overwriting the entire data block 214 using

correctad data 220,

HERSH] Method 300 further includes determining whether the corrective
action is successiul, at 308. For example, referring to FIG. 2, subsequent to
perform the corrective action, scrubber 204 may determing whether the
corrective action is successiul. When the comrective aclion is successiul,
method 300 further includes calegorizing the error as g soft error, at 310, For
exampls, referring to FIG. 2, in response o a determination that the error
focation in first error information 216 is not found in second error information
222, scrubber 204 may determine that the corrective action is successful and

may categorize the error as a soft error.

{6640} When the cormrective action is not successful, method 300 further
includes categorizing the error as a hard error and identifying a type of
hardware failure, at 312, For example, referring {o FIG. 2, inregsponse to a
determination that the error location in first error information 216 matches the
error location in second error information 222, scrubber 204 may determine
that the corrective action is not successful {i.e., a failed correciive action}. To
determine the type of the hardware failure, scrubber 204 may compare a first
data grouping of the error in data block 214 to a second data grouping of the

error in dats block 224,

6041} Method 300G further includes fixing the hardware failure, at 314, For
examples, referring to FIG. 2, scrubber 204 may apply a distinct repair

mechanism {o fix the hardware failure based on a type of the hardware failure
and based on a severily of the error in dala block 214, Block 314 is described

in more detail in FIG. 4.

{8042} FIG. 4 is 5 flowchart lllustrating a method 400 of fixing a hardware
tfailure of a daia storage device, according 1o an example. Method 400 may

implement block 314 of FIG. 3. Msthod 400 may be implemented memory
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controller 100 of FIG. 1 and/or memory controlier 200 of FIG. 2. Method 400
includes inspsciing a second data block for error, al 402, For exampie,
referring to FIG. 2, scrubber 204 may instruct correction block 206 to inspect

at least one neighboring data block, such as data block 224, for error.

[6043] Method 400 also includes detarmining whether the second erroris
detectad, at 404. For example, referring o FIG. 2, when correction block 206
detects an error in data block 224, correction block 208 may transmit third
grror information 226 o scrubber 204. When the second error is detected,
method 400 further inciudes determining whether there is a common data
grouping between the error detected in block 304 of FIG. 3 and the second
error, at 466, For example, referring o FIG. 2, to determine the type of the
hardware failure, scrubber 204 may compars a first data grouping of the error
in data block 214 to a sscond data grouping of the error in data block 224 to
determine whether there is a common data grouping between the first data

grouping and the second data grouping.

{8044} When there is common data grouping, method 400 further includes
applying a first repalr mechanism o fix the hardware failure, at 408. For
example, referring to FIG. 2, when there is a common data grouping, scrubber
204 may determineg that the type of hardware failure is a multiple data block
tailure, scrubber 204 may identify signature information 230 of a memory
component that is associated with the common data grouping. Scrubber 204
may transmii signature information 230 to correction block 206, Correction
block 206 may use signature information 230 to determine how {o correct the

error when performing on-the-fly error correction on data block 214.

[B045] When there is no common data grouping or when the second error
is not detecied, method 400 further includes determining whether a severity of
the hardware failure exceeds a threshold, at 410. For exampls, scrubber 204
may compare the severily of the srror to a threshold 1o determine a repair
mechanism. When the severity of the hardware failure does not exceed the
threshold, method 400 further includes applying error-correcting code {o
correct the error upen output or re-encode the data block, at 412, For
example, referring to FIG. 2, when there is no commeon data grouping

between the first data grouping and the second data grouping or when there
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is no error in daia block 224, scrubber 204 may determine that the type of
hardware failure is a single dala block fallure. In response fo g detsrmination
that the type of hardware fallure is the single data block failure and/or the
severity of the srror in data block 214 does not exceed a threshold, scrubber
204 may apply a repair mechanism re-encoding the data bit in data block 214
that contains error via an encoding mechanism. In some examples, in
response {o a defermination that the type of hardware failure is the single daia
block failure and/or the severily of the error does not excsed the threshold,
scrubber 204 may not apply any repair mechanism in order {o save available
system resource. Thus, every time memory coniroller 200 outpuis data block
214 to a component of the computing device, such as a processor, correction

biock 208 may apply on-the-fly correction to correct the error via ECC.

6046] When the severity of the hardware failure exceads a threshold,
method 400 further includes applying a second repair mechanism {o fix the
hardware failure, at 414, For example, referring to FIG. 2, in response o a
determination that the type of hardware failure is the single data block failure
and/or the severity of the error exceeds the threshold, scrubber 204 may map

data block 214 {o a spare iccation in dala storage device 208.

6047} FIG. 5 is a flowchart illustrating a method 500 of fixing a hardware
failure of a data slorage device, according o another example. Method 500
may implement block 314 of FIG. 3. Method 500 may be implemented
memory controller 100 of FIG. 1 and/or memory controller 200 of FIG. 2.
Method 500 includes determining whether a severity of the hardware failure
exceads a threshold, at 502. For example, scrubber 204 may compare the

severity of the error to a threshold to determineg a repair mechanism,

B0348] When the severity of the hardware failure doss not exceed the
threshold, method 500 also includes applying error-correcting code to correct
the error upon outpul or re-encode the data block, ai 504. For exampig,
referring to FIG. 2, when the severity of the error in data block 214 does not
exceed a threshold, scrubber 204 may apply a repair mechanism by re-
encoding the data bit in data block 214 that contains error via an encoding
mechanism. In some examples, when the severily of the error in dala block

214 does not exceed a threshold, scrubber 204 may not apply any repair
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mechanism in order {o save available system resource. Thus, every ime
memeory controller 200 outputs data block 214 to a component of the
compuling device, such as a processor, correction block 2068 may apply on-

the-fly correction to correct the error via ECC.

16049 When the severity of the hardware failure excesds the threshold,
method 500 further includes inspecting a second data block for arror, at 506.
For example, referring fo FIG. 2, scrubber 204 may instruct correction block
206 to inspect at least one neighboring daia block, such as data block 224, for

SiTor,

[6G58) Method 500 further includes determining whether the second ermor
is detected, at 508. For example, referring {o FiG. 2, when correction block
206 detects an error in data block 224, correction block 206 may transmit third

error information 226 to scrubber 204,

[3051] When the second error is detecied, method 5006 further includes
determining whether there is a common data grouping between the error
detectad in block 304 of FIG. 3 and the second error, at 510, For example,
referring to FIG. 2, to determineg the type of the hardware failure, scrubber 204
may compare a firsi data grouping of the error in data block 214 1o a second
data grouping of the error in data block 224 o determine whetherthere is a
common data grouping between the first data grouping and the second data

grouping.

{8052} When there is common data grouping, method 500 further inciudes
applying & first repair mechanism to fix the hardware failurs, at 512, For
axample, referring to FIG. 2, when there is a common data grouping, scrubber
204 may determine that the type of hardware failure is a multiple daia block
failure, scrubber 204 may identify signature information 230 of a memory
component that is associated with the common data grouping. Scrubber 204
may transmit signature information 230 to corraction block 206. Correction
block 206 may use signature information 230 to determine how {o correct the

error when performing on-the-fly error correction on data block 214,

053] When there is no common data grouping or when the second error

is not detected, method 500 further includes applying a second repair
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mechanism o fix the hardware failure, at 514, For example, referring to FIG.
2, in response to a delerminalion that the type of hardware failure is the single
data block failure and/or whan the severity of the error exceeds the threshoid,
scrubber 204 may map data block 214 {o a spare location in data sforage
device 208.

[B054] According to the foreqoing, examples disciosed herein enable a
memory controller to correct an error in data stored in a data storage device
and {o fix a hardware failure of the data storage device during a memory
scrubbing operation. The memory controller may automatically perform a
memory scrubbing operation periodically. Thus, the memory controller may
perform a memory scrubbing operation without burdening a processor of a
computing device. Accordingly, the number of gvailable processor gycles for

task execution may be increased.

woon

[B055] The use of "comprising”, "including” or "having” are synonymous
and variations thereof herein arg meant to be inclusive or open-ended and do

not exclude additional unrecited selements or mathod steps.
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Claims

What is claimed is:

1. An apparatus comprising:
a data storage device; and
a memory controlier coupled to the data storage device, the memory
controller to:
perform, during 8 memory scrubbing operation, a corrective
action to corract an error associated with a data block
stored in the data storage device;
determineg, during the memory scrubbing operation, whether the
corrective action is succassiul; and
in response to a determination that the corrective actionis a
failed corractive action, fix a hardware failure of the dats
storage device based on a type of the hardware failure,
wherein the lype includes a single data block failure and

a multiple data block failure.

2. The apparatus of claim 1, whersin the memory coniroller is to

perform the memory scrubbing operation independent of an inlerrupt.

3. The apparatus of claim 1, wherein when the type is the single data
block failure, the memory controlier is {0 re-encode the data block using an
encoding mechanism, the encoding mechanism is different from a previous
encoding mechanism used o encode the data block prior fo the memory

scrubbing operation.

4. The apparatus of claim 1, wherein when the lype is the single data
block failure, the memory controller is to map the data biock to a spare

location of the data storage device.
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5. The apparatus of claim 1, wherein when the type is the multiple data
biock failure, the memory coniroiler is fo identify signature information of a
memory component of the data storage device where the hardware failure is
identified, wherein the signature information is used to determing how {0

correct the error.

8. The apparatus of claim 1, wherein the dala slorage device is

implemenied using a memristor device.

7. A method comprising:

inspecting, via a memory coniroller, a first data block stored in a data
storage device for error during a memory scrubbing operation,;

in response to ideniifying an error associated with the first data block,
performing a corrective action o correct the error via the
memory controller;

determining whether the corrective gction is successiul during the
memory scrubbing operation;

in response {0 a determination that the corrective action is a failed
corrective action, inspecling a second data block stored in the
dala storage device 1o delerming a typs of a hardware failure of
the data siorage devics; and

fixing the hardware failure based on the type and based on a severity

of the hardware failure.
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8. The method of claim 7, wherein inspecting the second data block to
determine the type of the fallure includes:

in response to identifying a second error associated with the second
data block, comparing a first dala grouping of the errorio a
second data grouping of the second error;

when there is a common data grouping between the first data grouping
and the second data grouping, determining the type of the
hardware failure as a multiple data block faiiure; and

when there is no common data grouping between the first dala
grouping and the second data grouping, defermining the type of

the hardware failure as a single daia block failure.

3. The method of claim 7, wherein when the severity of the hardware
failure does not exceed a threshold, applying an error-correcting code {o the
first data block sach time the first data block s outputied via the memory

controlier,

10. The maethod of claim 7, wherein when the severily of the hardware
failure exceeds g threshold and the type is 3 single data block failure,
re-encoding the first data block using an encoding mechanism, the encoding
meachanism is differeni from a previous encoding mechanism used {o encode

the first data block prior to the memory scrubbing operation.

11. The method of claim 6, wherein when the type is a multiple data
block failure, identifying signature information of a memory component of the
data siorage device whare the hardware fallure is identified, wherein the

signature information is used to determine how to correct the error.
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12. A computer-readable storage medium comprising instructions when
execuled cause a memory controller (o

inspect a first data block stored in a datla storage device for error during
a memory scrubbing operation;

in response to identifyving a first error associated with the first daia
block, perform a corrective aclion {o correct the first error;

in response to delermining that the corrective action is a failed
corractive action, inspect a second data block stored in the data
storage device for error;

in response to identifying a second error associated with the second
data block, compare the second error o the first error to
determine a type of a hardware failure of the data siorage
device, wherein the type includes a single data block failure and
& mulliple data block failure;

when the type is the multiple data block failure, apply a first repair
mechanism to fix the hardware failure; and

when the type is the single dala block fallure, apply a second repair

mechanism o fix the hardware faiiure.

13. The computer-readable storage medium of claim 12, wherein the
first repair mechanism corresponds to identifying signature information of a
memory component of the dala storage device where the hardware failure is
identified, and wherein the signature information is used 1o determine how o

correct the first arror.

14. The compuler-readable siorage medium of claim 12, wherein the
second repair mechanism corresponds to mapping the first data block o a

spare location of the data slorage device.
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15. The computer-readable storage medium of claim 12, wherein the
second repair mechanism corresponds to encoding the first data block using
an encoding mechanism, the encoding mechanism is different from a previous
encoding mechanism used o encode the Tirst data block prior fo the memory

scrubbing operation.
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