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ABSTRACT

A distributed computing System architecture and an associ
ated method are disclosed for allowing the monitization of
third-party network user bases. The distributed computing
System includes a plurality of network connected distributed
devices providing computing resources that can be utilized
to process customer project tasks. Third-party network Ser
Vice providers can monitize their respective user bases by
providing user identification information to the distributed
processing System and by facilitating the inclusion of the
computing resources related to their user bases within the
distributed processing System. In this way, revenue gener
ated from customer payments for project processing can be
shared with the third party in relation to the resources made
available to the distributed computing System. For example,
an Internet-based free or low cost Service provider, Such as
a provider offering free Internet access, e-mail, file sharing
Services or any other Internet-based Service, can monitize its
user base by offering Services to its users at least in part in
return for an agreement by the users to allow computing
resources related to the users to be utilized by the distributed
processing System.

Patent Application Publication Nov. 8, 2001 Sheet 2 of 30

#7972

ZGZ
IA
O
OB

US 2001/0039497 A1

892

è
J
O
S
B
M
o
j
èJOS308d

HLOèJE

- Z - U C

L CC O Lu

TV/N|9\+O TOXV8OM S_IT1038
212

ON5)I}S dE |SEOAB|C|}

Patent Application Publication

Nov. 8, 2001 Sheet 3 of 30

8/2

OZZ

·39\/XHOVc}

|OBL9NW8CVd2T

&N9IS 3COH

OVTX{}^W

S/OIL VISH/30EVS8BLnNI
9
4.
Z

EN19N3

Z

/2

US 2001/0039497 A1

Patent Application Publication

Nov. 8, 2001 Sheet 4 of 30

22
|
222

O

2
/
9

US 2001/0039497 A1

Patent Application Publication

Nov. 8, 2001 Sheet 5 of 30

US 2001/0039497 A1

ÇÇ
iz

NSBcAX}I3SV]

CVEJOISTX{}JOEWA

W3_1SÅ
WLSEAdX3\S/

TWIBO?LH_SÅNJ
- Z - U -

EIT VA

L. CC U Lu

Patent Application Publication

O2
O

/238ESè?||-HWOLAn}0SNB_LÅS
O|
iz

SWELATV/ÅND\IS·W8|E[]J

Nov. 8, 2001 Sheet 6 of 30

US 2001/0039497 A1

Patent Application Publication

Nov. 8, 2001 Sheet 7 of 30

89%)2

Q
H
V
O
T
W
I
X
A
!
·

US 2001/0039497 A1

SCIVOTX{}JM

859)\/NW

29 ,

G2:
O

JQVOTKIXA?

HE9\/NW
892

„kl|}}[]QES

WELSÅT'
SIETH

Patent Application Publication

OV/
Q
E
ld

JT)OS_LNE

Nov. 8, 2001 Sheet 8 of 30

EN|WèJB1C] NINAS&HEN
(JNE

|×OÞOf9Þ;
WOLN_BI1TO ELSÅ
S

US 2001/0039497 A1

OS&]Bd

NE
||
8
S3||

Patent Application Publication

US 2001/0039497 A1

Patent Application Publication

Nov. 8, 2001 Sheet 10 of 30

SØ9

29

G
|
O

|X[GdJEWNOTNIO
CJBRJOJS

809

9N|XBCI?

LÅOTWNEH

LITOS_LNE ETCHWO
B.

}}S1INTEIS

#729

CJ\/OTX{}HAW

9
9

O9
?7

2O9

NSB_|T1O OBA}IE

S_LNE|TO SWEJLÅS

US 2001/0039497 A1

Patent Application Publication Nov. 8, 2001 Sheet 11 of 30

US 2001/0039497 A1

3O4
CONTROL

CAPABLTY
VECTORS DATABASE

O4

SYSTEM

WORKLOAD DATABASE
S46

S52

wiza.
:

65O 656)

e54

3O8

F.G. 6A
6OO

DENTIFY
CLENT

CAPABILITY
SCHEDULING

SEND

SYSTEM
CAPABLTY

WORKLOADS
BASED ON

CAPABILITY
SCHEDULED
WORKLOADS

VECTORS

VECTORS

FG. 6B

Patent Application Publication

Nov. 8, 2001 Sheet 12 of 30

W90|

X{}JOWA_LEN

O|
O

89O|

/

BLIS0.9|
LENX{O}§JK|A 2

||
\79

||
9
8

Þ||

8|W3_1SÅ

US 2001/0039497 A1

O2|

_LNEHTO |WNEJLSÅ
INBITIO

Patent Application Publication

Nov. 8, 2001 Sheet 14 of 30

|
29

•'

US 2001/0039497 A1

HEWOLSnO LSWÅES
||
6

|
9
8
||
8

|
8O

_LNEITO

WE?se

|
ZZ

||
O

O
IT
_LNE

908

LYSNÅES.

:
0
||
Z

TO
I
NE
|

WNB_1SÅ

Patent Application Publication Nov. 8, 2001 Sheet 15 of 30 US 2001/0039497 A1

080|
O
IT
E
N
1

3-W
#::
1S ILNBTC)

BSILEÅWLSW

No.
|
ÅS

W31SÅ

:
CZO6

W
&
0

No.
|

-19ÅSO

&#7O6
O|
O

WELSÅ [90]

Patent Application Publication Nov. 8, 2001 Sheet 17 of 30 US 2001/0039497 A1

too,
ENTRY

WORKLOAD
SENT TO
CLIENTS

to

O2

PERIODC
TMER
ENTRY

WORKLOAD

PERIODC
TIMER

SENT TO
CL ENTS

CLENTS
EXECUTE
ENTRY
WORK LOAD

CLENTS

WORKLOAD

ENTRY

ENTRY

GENERATED

GENERATED

AND RETURNED
TO SERVER

AND RETURNED
TO SERVER

FG. A

EXECUTE
ENTRY

FG,

B

Patent Application Publication

US 2001/0039497 A1

SÅSSWE}_L

SW31ÅS

IM H.
HI
LES
N
LLWSB105|

|LESH_LIM SB108|}}L_1\7

Patent Application Publication

Nov. 8, 2001 Sheet 19 of 30

S}|IBTWNOL

L9N'HIEASC]I\/ HO103fºOÈHd

ILSWTELINSÅOE

M.
LI
H.
ES
LQET]
CJB

HEWOLSTIO

S_LQETS

US 2001/0039497 A1

SCJB IO?jº

LýSBLf18|} _L EHyBCJO3SV

|
.2
9
O

HCIJSEBOJ 1]\/S3.Lf18I?+

|
9
{{Z||

Patent Application Publication

Nov. 8, 2001 Sheet 20 of 30

21ç?
|
LVC]
V
OL
38

WO(S|JENA3CLºeÅOÇfSI
S39E/TAHCI]M

S83/AHEMT £B07IAE|G

L8OCèJBA3NO) LCVTIJSNWB/81

Patent Application Publication

Nov. 8, 2001 Sheet 21 of 30

VQ3CI]|/\OHd O19.NILSB0D38 301ABC]

LSIWNBETÅOS

HL'LBELVATNISOV

SEIOLBTAEGH nCèl3_LH&EAON

HO(SVJIeBVfO

HVLVCGBLVITNSDV

|S}B.LSf|1C8]
OOH?SLEBS0VCDÌI3EN8VO/

NOIABCN]3SlW)\0/LO HIWEOBA&-}SIèHO
?LSWBTLNSO/E

US 2001/0039497 A1

Patent Application Publication

Nov. 8, 2001 Sheet 22 of 30

#7
|
iz

8EO|BM-iLIzS

|Ovotuº-L laeO

|SNOILOEN O |t>
TVOOT

N1S 0O|3O

TVO8$7|

ITO
NE
_L

30I/A3C]

LNBITO- BOIAC]
|LNBITO-N

3)|ABC]

US 2001/0039497 A1

Patent Application Publication Nov. 8, 2001 Sheet 23 of 30

US 2001/0039497 A1

|
9
Eltz

VIVO

(SHYENABM_LSÅ
|
#7
9
O

N

T?LS]NBIORT5
£8O|

1
O
38

Patent Application Publication Nov. 8, 2001 Sheet 24 of 30
52

54

TASK

WORK

USER

CORE

5O4.

CLIENT

INTERFACE AGENT

CLIENT

15O2 AGENT

COMMUNICATION
NTERFACE

AGENT

SOS
58

N

556

US 2001/0039497 A1

27OA

52O

VERSION /
PHASE
CONTROL
TASK MODULE

CLENT

UNIT MANAGER

STATSTICS

AND WORK

53O

532

SERVER
SYSTEMS

534

DATABASE
INTERFACE

ADVERTISING
MANAGER
536
WEB

1538

SERVER
O4

DATABASE SYSTEMS

544

Yoo
554

WEB INTERFACE
548

55 O

CLIENTS
SUBSYSTEM

552

TASK

ADVERTISERS

SUBSYSTEM

SUBSYSTEM

DEVELOPER

F.G. 5

Patent Application Publication

Nov. 8, 2001 Sheet 25 of 30

O

O

CD

BJV0|-}ILHEOAlèJHLOV
Oi|ZLzI9ENTJ
NOlW?JO-NI ·

|WELSÅ OEnS

|AllBf?OES

-7
|

US 2001/0039497 A1

Patent Application Publication Nov. 8, 2001 Sheet 26 of 30 US 2001/0039497 A1

8O2 O29

ESVGVIVTWO]·

|
/
9

_9LNE\INT/OE QVLOTINAWOSC) LN’IBÐTO

w‘BIVOoJL1830

}ESNÀO?H

SW3LOSÅ]

]
(79/

Gºsa(b)219|=

Patent Application Publication Nov. 8, 2001 Sheet 28 of 30 US 2001/0039497 A1
854

RECEIVE CA
CERT FICATE
FOR SERVER
PUBLIC KEY
1852

82

85O

RECEIVE
ENCRYPTED
HASH FOR
NFORMATION

VERIFY
WITH CA

PUBLIC KEY N-856

86O

ESWith

RECEIVE

862

ENCRYPTED
INFORMATION

864

CREATE HASH
FOR ENCRYPTED
NFORMATION

SERVER
PUBLC
KEY

828A

826

1866 send Ash (1822
876

TO SERVER

RECEIVE
PART
HASHTONED
INFORMATION

878
DECRYPT
WITH SERVER
PUBLIC KEY

868
RECEIVE
HASH
CHECK

PROCESS

EVALUATION
PASS
COMPARE

RESOLVE

THREE
SOURCES

N - OTHER

HASH

CLENT
SYSTEMS

VALUE

824

DECRYPT

SEND
NOTICE
AND END
CONNECT
ON

NFORM
ATION
SERV WITH

EigF PENSORK ISSEYEkey-1872

OBTAN NOTHER
PARTITIONS

ASSEMBLE N
PARTITIONS

19 HASH

NFORMATION

87O

CREATE HASH
FAL

PASS

END
PROCESS,
SEND

NOTICE

&SREP

| ON

FOR
INFORMATION

INFORMATION

888

874

89 O

FG.8B

Patent Application Publication

BEWOLSno
|
OO

US 2001/0039497 A1

US 2001/0039497 A1

SYSTEMAND METHOD FOR MONITIZING
NETWORK CONNECTED USER BASES
UTILIZING DISTRIBUTED PROCESSING
SYSTEMS

0001. This application is a continuation-in-part applica
tion of the following co-pending applications: application
Ser. No. 09/538,543 entitled “DISTRIBUTED PARALLEL
PROCESSING SYSTEM HAVING CAPABILITYBASED

INCENTIVES AND ASSOCIATED METHOD,” applica
tion Ser. No. 09/539,023 entitled “SWEEPSTAKES
INCENTIVE MODEL AND ASSOCIATED SYSTEM,”

application Ser. No. 09/539,448 entitled “CAPABILITY
BASED DISTRIBUTED PARALLEL PROCESING SYS

TEMAND ASSOCIATED METHOD,” application Ser. No.
09/539,428 entitled “METHOD OF MANAGING DIS
TRIBUTED WORKLOADS AND ASSOCIATED SYS

TEM,” application Ser. No. 09/539,106 entitled “NET
WORKSITE TESTING METHOD AND ASSOCIATED

SYSTEM,” application Ser. No. 09/538,542 entitled “NET
WORK SITE CONTENT INDEXING METHOD AND

ASSOCIATED SYSTEM,” and application Ser. No. 09/539,
107 entitled “DISTRIBUTED BACK-UP SYSTEM AND

ASSOCIATED METHOD,” each of which was filed on Mar.

30, 2000, and each of which is hereby incorporated by
reference in its entirety.
0002 This application is also a continuation-in-part
application of the following co-pending applications: appli
cation Ser. No. 09/603,740 entitled “METHOD OF MAN
AGING WORKLOADS AND ASSOCIATED DISTRIB

UTED PROCESSING SYSTEM,” application Ser. No.
09/602,789 entitled “MACHINE GENERATED SWEEP
STAKESENTRY MODEL AND ASSOCIATED DISTRIB

UTED PROCESSING SYSTEM,” application Ser. No.
09/602,803 entitled “DATASHARING AND FILE DISTRI
BUTION METHOD AND ASSOCIATED DISTRIBUTED

PROCESSING SYSTEM,” application Ser. No. 09/602,844
entitled “DATA CONVERSION SERVICES AND ASSO

CIATED DISTRIBUTED PROCESSING SYSTEM,” and

application Ser. No. 09/602,983 entitled “CUSTOMER
SERVICES AND ADVERTISING BASED UPON
DEVICE ATTRIBUTES AND ASSOCIATED DISTRIB

UTED PROCESSING SYSTEM,” each of which was filed

on Jun. 23, 2000, and each of which is hereby incorporated
by reference in its entirety.
0003. This application is also a continuation-in-part
application of the following co-pending application: appli
cation Ser. No. 09/648,832 entitled “SECURITY ARCHI
TECTURE FOR DISTRIBUTED PROCESSING SYS

TEMS AND ASSOCIATED METHOD,” which was filed on

Aug. 25, 2000, and which is hereby incorporated by refer
ence in its entirety.
TECHNICAL FIELD OF THE INVENTION

0004. This invention relates to distributing processing
and more particularly to techniques and related methods for
managing, facilitating and implementing distributed pro
cessing in a network environment.
BACKGROUND

0005. A number of traditional Internet-focused business
have based their ability to monitize users via an advertising
model. Given the current decline in rates for web page
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banner advertising, as well as rates for other web page
advertising forms, these busineSS are often unable to develop
and implement Sustainable busineSS models that lead to
profitability. In many cases, these Internet-focused busi
neSSes provide a Service in exchange for advertising expo
Sure which their users are willing to allow because they
value the service being offered. Unfortunately, most of these

business face revenue rates (e.g., advertising rates) that are
declining faster than their costs (e.g., cost of Services pro
vided to users).
SUMMARY OF THE INVENTION

0006 The present invention provides a distributed com
puting System architecture and an associated method for
allowing the monitization of third-party network user bases.
Third-party network Service providers can monitize their
respective user bases by providing user identification infor
mation to the distributed processing System and by facili
tating the inclusion of the computing resources related to
their user bases within the distributed processing System.
For example, an Internet-based Service provider, Such as a
provider offering free or low cost Internet access, e-mail or
file sharing Services, can monitize its user base by offering
Services to its users at least in part in return for an agreement
by the users to allow computing resources related to the
users to be utilized by the distributed processing System. In
addition, the present invention may be more broadly utilized
to monitize user bases of computer or processing Systems,
regardless of the nature of how control of that that user base
is held or acquired.

0007. In one embodiment, the present invention is a

method of operating a distributed processing System to allow
third-party user bases to be monitized including providing a
Server System, coupling the Server System to a network that
is configured to be coupled to a plurality of distributed
devices, utilizing the plurality of distributed devices to
accomplish data processing tasks for a customer project, and
Sharing revenue from the customer paid project with the
third-party in relation to the resources of the user base,
wherein a portion of the utilized distributed devices com
prise devices associated with users from a third-party user
base. In more detailed respects, the third party includes a
network Service provider, and the network includes the
Internet. In addition, the service being provided by the third
party to its user base may include free Services to the users,
and the Service may be provided to the users at least in return
for an agreement to allow computing resources related to the
users to be utilized by the distributed processing System.
This Service may include, for example, Internet access,
Internet e-mail or file sharing Services.
0008. In still further more detailed respects, the method
of the present invention includes providing a client agent to
the plurality of distributed devices, the client agent operating
on the devices to accomplish the project tasks, and display
ing a user interface to the users of the devices. In addition,
the user interface may include a user interface related to the
Service provided by the third-party. And the project compo
nent and the user interface component may be independent
Software code modules that hook into the core agent com

ponent through APIs (application programming interface).

Still further, the project component may be owned by the
customer, the core agent component may be owned by the
owner of the distributed processing System, and the user
interface component may be owned by the third party.
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0009. In another embodiment, the present invention is a
distributed processing System allowing the monitization of
third-party user bases including a Server System coupled to
a network that is configured to be coupled to a plurality of
distributed devices, and a client agent installed on the
plurality of distributed devices, the client agent being con
figured to receive customer project workloads through the
network from the Server System, to process the customer
project workloads, and to return results to the Server System
through the network. The monitization being provided in
that project revenue from the customer for project proceSS
ing is shared with the third-party in relation to resources of
the user base, and a portion of the plurality of distributed
devices comprising devices associated with users from a
third-party user base.
0010. In more detailed respects, the third party may be a
network Service provider and the network comprises the
Internet, and the Service being provided by the third party to
its user base comprises Services provided at least in part in
return for an agreement to allow computing resources
related to the users to be utilized by the distributed process
ing System. Still further, the client agent may include a
project component, a core agent component and a user
interface component. In addition, the project component and
the user interface component may be independent Software
code modules that hook into the core agent component

through APIs (application programming interface). And the

network may be the Internet, and the third party may be a
network Service provider.
DESCRIPTION OF THE DRAWINGS

0011. It is noted that the appended drawings illustrate
only exemplary embodiments of the invention and are,
therefore, not to be considered limiting of its Scope, for the
invention may admit to other equally effective embodi
mentS.

0012 FIG. 1A is a block diagram for a distributed
processing System having client capability and incentive
features, according to the present invention.
0013 FIG. 1B is a block diagram for information flow
among customer Systems, Server Systems and client Systems,
according to the present invention.
0.014 FIG. 2A is a block diagram for a client system,
according to the present invention.
0.015 FIG. 2B is a block diagram for processing ele
ments within a client System, according to the present
invention.

0016 FIG. 2C is a block diagram for a client system
agent installed on a client System, according to the present
invention.

0017 FIG. 2D is an example user interface for a client
System agent, including incentive advertising, according to
the present invention.
0.018 FIG. 3A is a block diagram for server systems,
according to the present invention, including a control
System, a Sweepstakes System and a workload database.
0019 FIG. 3B is a block diagram for servers systems,
customer Systems, client Systems and outsourced host Sys
tems, according to the present invention.
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0020 FIG. 3C is a block diagram for a server system
processor, according to the present invention.
0021 FIG. 3D is an alternative block diagram for a
Server System processor, according to the present invention.
0022 FIG. 4 is a functional block diagram for an
example Sweepstakes incentive operation according to the
present invention.
0023 FIG. 5A is a block diagram for a distributed
processing System for a network site indexing application,
according to the present invention.
0024 FIG. 5B is a functional block diagram for an
indexing operation according to the present invention.
0025 FIG. 6A is a block diagram for a server system
according to the present invention, including a control
System, a workload database, and a database of client
capabilities balancing vectors.
0026 FIG. 6B is a functional block diagram for client
capabilities balancing of workloads according to the present
invention.

0027 FIG. 7A is a block diagram for a distributed
processing System, according to the present invention,
including example network Sites on which Site testing is to
be conducted, Such as load testing and/or quality-of-Service

(QoS) testing.
0028 FIG. 7B is a functional block diagram for site
testing, according to the present invention.
0029 FIG. 8 is a block diagram of a distributed process
ing System for a data backup application, according to the
present invention.
0030 FIG. 9 is a block diagram of an alternative repre

Sentation of an interconnection fabric for a distributed

processing System environment, according to the present
invention.

0031 FIG. 10 is a block diagram of a more detailed
block diagram for a client System agent installed on a client
System, according to the present invention.
0032 FIG. 11A is a more detailed flow diagram for
machine generated Sweepstakes entries according to the
present invention.
0033 FIG. 11B is an alternative detailed flow diagram
for machine generated Sweepstakes entries according to the
present invention.
0034 FIG. 12A is a block diagram of a distributed
processing System that allows customers to Select client
System attributes, according to the present invention.
0035 FIG. 12B is a block flow diagram for client system
attribute Selection, according to the present invention.
0036 FIG. 13A is a block diagram of a distributed
processing System that provides data conversion Services,
according to the present invention.
0037 FIG. 13B is a block flow diagram for data conver
Sion Services within a distributed processing System, accord
ing to the present invention.

US 2001/0039497 A1

0038 FIG. 14A is a block diagram of a distributed
processing System that provides data transmission caching,
according to the present invention.
0039 FIG. 14B is a block diagram of a distributed
processing System that provides data sharing and file distri
bution, according to the present invention.
0040 FIG. 15 is a block diagram of an alternative
representation for a distributed processing System, according
to the present invention.
0041 FIG. 16 is a block diagram of a representation for
a distributed processing System including Security Sub
Systems, according to the present invention.
0.042 FIG. 17A is a block diagram of a client system and
Server Systems communication interface, according to the
present invention.
0043 FIG. 17B is a block diagram of communication
layerS for client System and Server Systems communication,
according to the present invention.
0044 FIG. 18A is a detailed block diagram for an
embodiment of Security activities for Server Systems,
according to the present invention.
004.5 FIG. 18B is a detailed block diagram for an
embodiment of Security activities for client Systems, accord
ing to the present invention.
0046 FIG. 19 is a block diagram for a distributed pro
cessing System and environment in which network Service
providers are enabled to monitize their user bases.
0047 FIG. 20 is a block diagram representing the com
ponents for a client agent along with a representative indi
cation of responsibility for those components.
DETAILED DESCRIPTION OF THE
INVENTION

0.048. The present invention contemplates the identifica
tion of the capabilities of distributed devices connected
together through a wide variety of communication Systems
and networks and the aggregation of these capabilities to
accomplish processing, Storage, broadcasting or any other
desired project objective. For example, distributed devices
connected to each other through the Internet, an intranet
network, a wireleSS network, home networks, or any other
network may provide any of a number of useful capabilities
to third parties once their respective capabilities are identi
fied, organized, and managed for a desired task. These
distributed devices may be connected personal computer

Systems (PCs), internet appliances, notebook computers,
Servers, storage devices, network attached Storage (NAS)

devices, wireleSS devices, hand-held devices, or any other
computing device that has useful capabilities and is con
nected to a network in any manner. The present invention
further contemplateS providing an incentive, which may be
based in part upon capabilities of the distributed devices, to
encourage users and owners of the distributed devices to
allow the capabilities of the distributed devices to be utilized
in the distributed parallel processing System of the present
invention.

0049. The number of usable distributed devices contem
plated by the present invention is preferably very large.
Unlike a Small local network environment, for example, as
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may be used by an Internet Service Provider (ISP), which

may include less than 100 interconnected computerS Systems
to perform the tasks required by the ISP, the present inven
tion preferably utilizes a multitude of widely distributed
devices to provide a massively distributed processing Sys
tem. With respect to the present invention, a multitude of
distributed devices refers to greater than 1,000 different
distributed devices. With respect to the present invention,
widely distributed devices refers to a group of intercon
nected devices of which at least two are physically located
at least 100 miles apart. With respect to the present inven
tion, a massively distributed processing System is one that
utilizes a multitude of widely distributed devices. The Inter
net is an example of a interconnected System that includes a
multitude of widely distributed devices. An intranet system
at a large corporation is an example of an interconnected
system that includes multitude of distributed devices, and if
multiple corporate Sites are involved, may include a multi
tude of widely distributed devices. A distributed processing
System according to the present invention that utilizes Such
a multitude of widely distributed devices, as are available on
the Internet or in a large corporate intranet, is a massively
distributed processing System according to the present
invention.

0050 FIG. 1A is a block diagram for a distributed
parallel processing System 100 according to the present
invention. The network 102 is shown having a cloud outline
to indicate the unlimited and widely varying nature of the
network and of attached client types. For example, the
network 102 may be the Internet, an internal company

intranet, a local area network (LAN), a wide area network
(WAN), a wireless network, a home network or any other

System that connects together multiple Systems and devices.
In addition, network 102 may include any of these types of
connectivity Systems by themselves or in combination, for
example, computer Systems on a company intranet con
nected to computer Systems on the Internet.
0051 FIG. 1A also shows client systems 108,110... 112
connected to the network 102 through communication links
118, 120 . . . 122, respectively. In addition, server systems
104, other systems 106, and customer systems 152 are
connected to the network 102 through communication links
114,116 and 119, respectively. The client system capabilities
block 124 is a subset of the server systems 104 and repre
Sents a determination of the capabilities of the client Systems
108, 110 ... 112. The incentives block 126 is also a subset

of the server systems 104 and represents an incentive
provided to the users or owners of the clients systems 108,
110 . . . 112 for allowing capabilities of the clients systems
108, 110 ... 112 to be utilized by the distributed processing
system 100. The client systems 108, 110 and 112 represent
any number of Systems and/or devices that may be identi
fied, organized and utilized by the server systems 104 to
accomplish a desired task, for example, personal computer

Systems (PCs), internet appliances, notebook computers,
Servers, storage devices, network attached Storage (NAS)
devices, wireleSS devices, hand-held devices, or any other
computing device that has useful capabilities and is con
nected to a network in any manner. The server systems 104
represent any number of processing Systems that provide the
function of identifying, organizing and utilizing the client
Systems to achieve the desired tasks.
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0.052 The incentives provided by the incentives block
126 may be any desired incentive. For example, the incen
tive may be a Sweepstakes in which entries are given to
client systems 108, 110 . . . 112 that are signed up to be
utilized by the distributed processing system 100. Other
example incentives are reward Systems, Such as airline
frequent-flyer miles, purchase credits and Vouchers, pay
ments of money, monetary prizes, property prizes, free trips,
time-share rentals, cruises, connectivity Services, free or
reduced cost Internet access, domain name hosting, mail
accounts, participation in Significant research projects,
achievement of personal goals, or any other desired incen
tive or reward.

0.053 AS indicated above, any number of other systems
may also be connected to the network 102. The element 106,
therefore, represents any number of a variety of other
systems that may be connected to the network 102. The other
systems 106 may include ISPs, web servers, university
computer Systems, and any other distributed device con
nected to the network 102, for example, personal computer

Systems (PCs), internet appliances, notebook computers,
Servers, storage devices, network attached Storage (NAS)
devices, wireleSS devices, hand-held devices, or any other
connected computing device that has useful capabilities and
is connected to a network in any manner. The customer
Systems 152 represents customers that have projects for the
distributed processing System, as further described with
respect to FIG. 1B. The customer systems 152 connect to
the network 102 through the communication link 119.

0.054 It is noted that the communication links 114, 116,

118, 119, 120 and 122 may allow for communication to
occur, if desired, between any of the Systems connected to
the network 102. For example, client systems 108, 110 . . .
112 may communicate directly with each other in peer-to
peer type communications. It is further noted that the
communication links 114, 116, 118, 119, 120 and 122 may
be any desired technique for connecting into any portion of
the network 102, Such as, Ethernet connections, wireleSS
connections, ISDN connections, DSL connections, modem

dial-up connections, cable modem connections, fiber optic
connections, direct T1 or T3 connections, routers, portal
computers, as well as any other network or communication
connection. It is also noted that there are any number of
possible configurations for the connections for network 102,
according to the present invention. The client system 108
may be, for example, an individual personal computer
located in Someone's home and may be connected to the

Internet through an Internet Service Provider (ISP). Client

System 108 may also be a personal computer located on an
employee's desk at a company that is connected to an
intranet through a network router and then connected to the
Internet through a Second router or portal computer. Client
system 108 may further be personal computers connected to
a company's intranet, and the Server Systems 104 may also
be connected to that same intranet. In short, a wide variety
of network environments are contemplated by the present
invention on which a large number of potential client
Systems are connected.
0055 FIG. 1B is a block diagram for information flow
150 among customer systems 152, server systems 104 and
client System 134, according to the present invention. The
Server Systems 104, as discussed above, may include any
number of different Subsystems or components, as desired,

Nov. 8, 2001

including client System capabilities block 124 and incentives
block 126. The server systems 104 send project and bench
mark workloads 130 to client systems 134. A benchmark
Workload refers to a Standard workload that may be used to
determine the relative capabilities of the client systems 134.
A project workload refers to a workload for a given project
that is desired to be completed. The project workload may
be, for example, a workload for projects Such as network Site
content indexing, network Site testing including network Site
load testing and network Site quality of Service testing, data
back-up, drug design, drug interaction research, chemical
reaction Studies, bioinformatics including genetic and bio
logical analyses, human genome analyses, pair-wise com
parisons including fingerprint and DNA analyses, data min
ing, internet hosting Services, intranet hosting Services,
auction Services, market clearing Services, payment Systems,
bioinformatic simulations, knowledge management Ser
vices, trading Services, data matching Services, graphics
rendering, or any other desired project.
0056 Client systems 134, as discussed above, may be
any number of different Systems that are connected to the
server systems 104 through a network 102, such as client
systems 108, 110... 112 in FIG.1A. The client systems 134
send results 132 back to the server systems 104 after the
client Systems 134 complete processing any given workload.
Depending upon the workload project, the Server Systems
104 may then provide results 156 to customer systems 152.
The customer Systems 152 may be, for example, an entity
that desires a given project to be undertaken, and if So,
provides the project details and data 158 to the server
systems 104.
0057 FIG. 2A is a block diagram for an example client
system 108 according to the present invention. In this
Simplified block diagram, an original workload 204 is
received through line 208 from an interface 206. The origi
nal workload 204 represents a portion of the processing,
Storage or other activity required to complete the desired
task for which the server system 104 is trying to accomplish.
This original workload 204 is sent by the server system 104
through the network 102 and received by the client system
108 through communication link 118. The client system 108
processes the original workload 204. Following line 212,
results 202 are then stored for transferring along line 210 to
interface 206. Interface 206 may then communicate the
results back to the server system 104 through communica

tion line 118, or to other client systems (for example, with
peering of client Systems) and then through the network 102.
0.058. It is noted that the workload received by client

System 108 and the processing or activity performed may
depend up a variety of factors, as discussed further below. In
part, this workload allocated by the server system 104 to
each client system 108, 110 and 112 may depend upon the
capabilities of the client System, Such as the processing
power, disk Storage capacity, communications types, and
other capabilities available from the various components of
the systems within the client system 108.
0059) The server systems 104 can select the workloads
for the client system 108 and may control when these

workloads are performed, through operational code (i.e., an
agent) residing and installed on the client System 108.

Alternatively, the owner or user of the client system 108 may
determine when workloads are procured or obtained from
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the server systems 104, as well as when these workloads are
performed, for example, by accessing the Server Systems 104
through the network 102. For example, the sever system 104
may download to the client system 108 upon request one or
more workloads. At the same time, an agent residing on the
client system 108 may operate to process the workload or
multiple workloads downloaded to the client system 108. It
is noted, therefore, that the agent may be simultaneously
managing more than one workload for any number of
projects. When the workload is complete, the agent may
inform the owner or user of the client system 108 the results
are ready to be communicated back. The client system 108
may then upload results to the server system 104 and
download new workloads, if desired. Alternatively, these
logistical and operational interactions may take place auto
matically through control of the agent and/or the Server
systems 104.
0060 FIG. 2B is a block diagram for processing ele
ments within a client system 108 according to the present
invention. In this diagram, client System 108 is contemplated
as a personal computer. In a personal computer, an internal
bus 260 would typically have a variety of different devices
connected to it. For example, a CPU 250 could be connected
through the bus 260 to a video processor 252, a floating point

processor 254 (often integrated within the CPU itself), and
digital signal processors (DSPs), Such as those found on
Sound cards and modems. In addition, any of a variety of
other processing devices 258 may be included. Furthermore,
other types of devices may be connected, Such as hard drives
264, which provide disk Storage capabilities, and a digital
camera 262.

0061. It is noted, therefore, that the capabilities for client
systems 108, 110 . . . 112 may span the entire range of
possible computing, processing, Storage and other Sub
Systems or devices that are connected to a System connected
to the network 102. For example, these subsystems or

devices may include: central processing units (CPUs), digi
tal signal processors (DSPs), graphics processing engines
(GPEs), hard drives (HDs), memory (MEM), audio Sub
Systems (ASS), communications Subsystems (CSS), remov
able media types (RMS), and other accessories with poten
tially useful unused capabilities (OAS). In short, for any

given computer System connected to a network 102, there
exists a variety of capabilities that may be utilized by that
System to accomplish its direct tasks. At any given time,
however, only a fraction of these capabilities are typically
used on the client systems 108, 110 . . . 112. The present
invention can take advantage of these unused capabilities.
0.062. It is also noted that along with receiving the
workload, the client system 108 will also receive an agent
that manages the completion of the workload. This agent
may be Software that is customized for the particular com
puter System and processing capabilities of the client System
108. For example, if the client system is a personal computer
as shown in FIG. 2B, the agent may be a program that
operates in the background of the computer's operating
System. When the agent determines that there is unused
processing or other capabilities, the agent may take advan
tage of it. For example, if the user is using a word processing
application to create a document, little processing power is
being utilized by the word processing program, leaving the
computer's CPU and video processor underutilized. Thus,
the agent could execute commands to these processors

Nov. 8, 2001

during dead cycles. In this way, the agent may facilitate the
completion of workload processing in a reduced time. In
addition, this agent may be Self-updating upon connecting to
the Server Systems 104, So that the agent may be kept up to
date with current Software revisions and workload activities.

It is also noted that the agent may manage work on multiple
Workloads at the same time, So that any given distributed
device connected to the network 102 may be working on a
plurality of workloads at any given time.
0063 FIG. 2C is a block diagram for an example client
system agent 270. The agent 270 may include a security
Subsystem 272 that controls the interface of the client system
108 with the agent 270. The security Subsystem 272 may
help keep the workloads Secure and may help to keep the
client systems 108 from Suffering any security problems in
completing the workload. For example, the agent 272 may
operate to keep viruses from attacking the client System 108
while the client system 108 is processing the workload
through the operation of the agent. The Security Subsystem
272, therefore, may provide the interface for the workloads
130 and the results 132.

0064. The clients system agent 270 may also include a
Workload engine 274, a StatisticS/user interface/incentive
advertising block 276, and a workload package and update
processing block 278. In the example shown in FIG. 2C,
workloads 130 pass through the security subsystem 272 and
along line 280 to the workload package and update proceSS
ing block 278. In this block 278, the agent 270 may be
updated by the server systems 104. Alternatively, the agent
270 may determine, when connected to the server systems
104, whether it needs to be updated and then accomplish that
updating automatically. Once the workload package is pro
cessed, the workload engine 274 may receive the workload
following line 288. The workload engine 274 works on the
Workload, ultimately completing the workload. The results
or Status of the workload may then be sent through the
security Subsystem 272 following line 282. The results 132
may then be provided back to the server systems 104.
0065. The statistics/user interface/incentive advertising
block 276 may provide workload, incentive and other sta
tistics, as well as any other desired interface features, to the
user of the client system. For example, the block 276 may
show a user the expected amount of processing time it will
take for the client System to complete a workload task based
upon the capabilities of the System. AS also shown, the block
276 may receive information following lines 286 and 284
from the workload package and update processing block 278
and from the workload engine 274. If desired, security
information from the security subsystem 272 could also be
displayed to the user of the client system. It is noted that the
information displayed to the user of the client System may be
modified and Selected as desired without departing from the
present invention.
0066. With respect to incentive advertising, the block 276
may also show the user of the client System how this
processing time might change depending upon various pos
Sible upgrades to the capabilities of the client System, Such
as a faster microprocessor, more memory, more disk Storage
Space, etc. Furthermore, the client System capabilities may
be shown correlated to the incentives provided to the client
System for participation. Thus, the user may be provided
information as to how the user's incentives would increase
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or change depending upon other computer Systems or
upgraded capabilities the user could acquire. This incentive
value increase may also be tied to upgrades to particular
vendor's devices. For example, if the user's device is a
computer System having an ABC microprocessor, the block
276 may provide the user information as to increased
incentive values based upon an upgrade to a more powerful
ABC microprocessor. Similarly, if the user's device is a
computer system obtained from ABC, the block 276 may
provide the user information as to increased incentive values
based upon an upgrade to a more powerful ABC computer
System.

0067 FIG. 2D is a an example user interface 276 for a
client System agent, including incentive advertising, accord
ing to the present invention. In the example shown, interface
276 is a window 230 that may be displayed on a distributed
device, for example, a computer system. This window 230
displays the desired information for the agent client man
ager. AS indicated above, this agent client manager is
initially downloaded from the server systems 104 and there
after may be updated at various times when the client System
is communicating with the Server Systems. The interface
276, as shown, includes interface tabs 221, 222, 224, 226,

228, 244, 246 and 248. These interface tabs may be selected
through the user of a pointing device or keyboard attached,
for example, to a computer System graphically displaying
the window 230. It is noted that the interface tabs 221, 222,

224, 226, 228, 244, 246 and 248 are only examples, and the
number, arrangement and content of tabs may be modified as
desired. In addition, the example user interface 276 depicted
in FIG. 2D is only an example and may be modified as
desired.

0068. In FIG. 2D, the processor values interface tab 224
is the one currently selected by the user. This tab. 224
(Processor Values) includes example information that may
be displayed to the user. ASSuming that a workload is being
processed by the agent client manager, the user may select
the button 242 (Show My Incentive Values) to show the
user's current incentive values associated with the workload
being performed. The personal incentive values chart 232
(My Personal Incentive Values) may then be displayed to the
user. AS shown, the incentive values are provided in a
relative scale from 1 to 10. The key designation 240 repre
Sents the incentives associated with the users current central

processing unit (CPU) or microprocessor.
0069. As indicated above, this incentive information may

also be tied to the specific vendor of the user's CPU, for
example, ABC Company's CPU. Thus, as shown, the key

designation 240 (My current processor) and the correspond

ing bar graph portion 236 represent incentives for the user's

current CPU (e.g., a 166 MHz processor). The key desig

nation 238 represents the incentives that the user is projected
to have if the user were to upgrade the CPU. Again, this
upgrade incentive information may be tied to the Specific
vendor of the user's CPU or to any other vendor, if desired.

Thus, as shown, the key designation 238 (NEW ABC 1 GHz
processor) and the corresponding bar graph portion 234
represent incentives for an upgrade to a new ABC CPU (e.g.,
a new ABC 1 GHZ processor). In this manner, a user may be
provided an incentive to increase the capabilities of the
distributed device, and a vendor may be provided advertis
ing So that the user is also directed to a particular upgrade.
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0070 Looking further to FIG.2D, other similar incentive
related information tabs may be provided for any desired
capability of the distributed device. For example, tab 246

(Memory Values) represents information that may be pro
vided for the memory capabilities of the distributed device.

Tab 224 (Graphics Values) represents information that may

be provided for the graphics capabilities of the distributed

device. Tab 226 (Communications Values) represents infor
mation that may be provided for the communication capa

bilities of the distributed device. Tab 228 (Storage Values)
represents information that may be provided for the Storage
capabilities of the distributed device. Tab 248 (System
Values) represents information that may be provided for the
system capabilities as a whole for the distributed device.
0071. In addition to these incentive related information
tabs, other tabs may be included to provide information and
control for any desired features of the agent client manager.

For example, the tab 244 (Current: Prime Search) represents
information that may be displayed to the user about the
current workload being performed by the agent client man
ager, for example, a Search for large prime numbers. The tab

221 (Settings) represents information that may be displayed
to the user about various Settings for the client agent
manager. In particular, the tab. 221 may provide the user the
ability to control any desired aspect of the operation of the
agent client manager. For example, the user may be able to

Select a portion of the capabilities that may be utilized (e.g.,
a maximum of 20% of the system memory), the types of
workloads that may be performed (e.g., only Scientific
research projects), the times when the agent may utilize
System resources (e.g., only between 12 to 6 am, or only
when the System is idle), or any other desired operational
feature. It is noted that in addition to upgrade incentive
information indicated above, the user may also be provided
information as to how incentives would increase if the user

allocated or changed the Settings for the agent client man
ager.

0072 This user selection of operational features allows
for workloads to be Scheduled or balanced based upon user
input and desires. These user vectors, as indicated above,
would allow users to dedicate their device capabilities to

Specific research projects (cancer, Parkinson's disease, Inter
net, genetics, Space Science, etc.), to Specific non-profit or
for profit organizations (Greenpeace, Celera, etc.), educa
tional institutions (University of Texas), a specific group of
like minded users, or any other entity or endeavor. This
affiliation Selection allows the distributed processing System
to automatically include a user's device capabilities in a pool
dedicated to the chosen affiliation. Additionally, a user could
choose to mix various percentages and allocations of device
capabilities among multiple affiliations. It is noted that the
user need not make any affiliation Selection and need not
allocate 100 percent of device capabilities. Rather, only a
portion of the device capabilities may be allocated to a
particular affiliation, leaving the remainder non-allocated
and not affiliated. The capability allocation may also be a

System-wide (i.e., course) allocation, Such as Some desired

percent of overall device capabilities. The capabilities allo

cation may also be Subsystem specific (i.e., fine) allocation,

Such as allocation of particular Subsystem capabilities to
particular affiliations.
0073. Now looking to FIG. 3A, the server systems 104
may be one or more computer Systems X; that operate to
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identify client System capabilities, organize workloads, and
utilize client Systems to accomplish a desired task. The
server systems 104 includes a control system 304 a work
load database 308, and a Sweepstakes system 306, as dis
cussed more below. The workload database 308 stores any
desired project task, which may be broken up into discrete
workload tasks WL1, WL2 . . . WLN, as represented by
elements 336,338... 340. The workload database may also

store one or more benchmark workloads (BWL) 335 that

may be utilized to determine client System capabilities in
response to a Standard workload. Through line 312, the
workload database 308 communicates with control system
304. Control system 304, for example, receives original
workload 322 and transfers it to the interface 320 through
line 330. The interface 320 then transfers the workload 322

to the network 102 through line 114. This workload 322 is
ultimately received as workload 204 by client system 108,
110 or 112, as shown in FIG. 2A. The result 324 is

ultimately received by the control system 304 through
interface 320 and line 328.

0.074. In allocating workloads, the control system 304
may consider the capabilities of the client systems 108,110
and 112 to which the control system 304 is sending work
loads. For example, if client 108 has more processing power
than client 110, the control system 304 may allocate and
send more difficult or larger workloads. Thus, client 108
may receive WL1336 and WL2338, while client 110 would
only receive WL3. Alternatively, the workload database 308
could be organized with differing levels of processing power
or capability requirements for each workload. In this way,
WL1 336 may represent a greater processing or System
capability requirement than WL2 338. It should be noted
that workload may be a processing task, a data Storage task,
or tied to any other of a variety of capabilities that may be
utilized on the client systems 108, 110 . . . 112.
0075 AS indicated above, to encourage owners or users
of client Systems to allow their System capabilities to be
utilized by control system 104, an incentive system may be
utilized. This incentive System may be designed as desired.
Incentives may be provided to the user or owner of the
clients Systems when the client System is signed-up to
participate in the distributed processing System, when the
client system completes a workload for the distributed
processing System, or any other time during the process. In
addition, incentives may be based upon the capabilities of
the client Systems, based upon a benchmark workload that
provides a Standardized assessment of the capabilities of the
client Systems, or based upon any other desired criteria.
0.076 One example use of a benchmark workload is to
use the benchmark workload to determine incentive values.

For example, the server systems 104 may be designed to
Send out a Standard benchmark workload once an hour to

each client system 108, 110... 112. If a client system is not
available at that time for any reason, the workload would not
be completed by the client system, and there would be no
incentive value generated for that client System. In this
example, the benchmark workload may be a timed work-Set
that would exercise each Subsystem with capabilities within
the client System that was desired to be measured. A more
capable client System would then generate greater incentive
values from executing the benchmark workload, as com
pared to a lesser capable client System. These incentive
values may be utilized as desired to determine what the
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client System should get in return for its efforts. For example,
if the incentive were a Sweepstakes as discussed further
below, the number of entries in the Sweepstakes may be tied
to the System's performance of the benchmark workload.
Thus, the faster or better the client system performs the
benchmark workload, the more entries the client System
would receive.

0077. In the embodiment shown in FIG. 3A, the server
systems 104 includes a Sweepstakes system 306 that func
tions with control system 304 to provide incentives for the
users or owners of client systems 108, 110 and 112 to allow
their System capabilities to be used by the Server Systems
104. The control system 304 may determine a Sweepstakes
entry value 302 that is sent along line 310 to the Sweepstakes
system 306. The Sweepstakes system 306 may then receive
Sweepstakes entry 332 and provide it to the Sweepstakes
engine 330 through line 334. The Sweepstakes engine 330
may process the entries and determine a winner, when
desired. In the embodiment shown, therefore, entries to the

Sweepstakes may be generated each time a unit of work is
accomplished by one or more of the Subsystems within a
client system 108, 110 or 112 via an agent installed on the
device for the purposes of managing and completing units of
work. The total entries for any period of time would,
therefore, be dynamic depending on how many are received.
Odds of winning would then be determined by the total
number of entries received and the total number of entries

contributable to any given entrant.
0078 FIG. 3B is another example block diagram of a
distributed processing system 300 including servers systems
104, customer systems 152, client systems 134 and out
Sourced host Systems 340, according to the present inven
tion. The servers systems 104 may include an analytic
Subsystem 346, a results/workload production subsystem
344, a project pre-processing Subsystem 342, a client agent
Subsystem 243, and an incentive advertising Subsystem 245.
The incentive advertising Subsystem 245 may operate to
provide advertising information, for example, the upgrade
incentive information as discussed with respect to FIG. 2D.
The client agent Subsystem 243 may operate to download an
agent to the client Systems 134 and to update this agent at
times when the Server Systems 104 are communicating with
the client systems 134.
0079 The customer systems 152, which represent cus
tomers that have projects that they desired to be processed
by the distributed processing System, may be connected to
the project pre-processing Subsystem 342 to provide projects
to the servers systems 104. These projects are processed by
the project pre-processing Subsystem 342 and passed to the
results/workloads production Subsystem 344, which pro
duces and sends out workloads 130 and receives back results

130. The analytic system 346 then takes the results and
processes them as desired. Completed project information
may then be provided from the analytic system 346 to the
customer Systems 152. In this manner, the projects of the
customer Systems 152 may be processed and project results
reported by the distributed processing System of the present
invention.

0080. Also, as shown, the workloads 130 and the results
132, or other tasks of the server systems 104, may be
processed and handled by out-sourced host systems 340, if
desired. Thus, some or all of the workloads 130 may be sent
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first to out-sourced host systems 340. Out-sourced host
systems 340 then send workloads 130A to the client systems
134 and receive back results 132A. The out-sourced host

systems 340 then send the results 132 back to the server
systems 104. It is noted that this out-sourcing of server
System tasks may be implemented as desired for any given
task that the server systems 104 may have. It is further noted
that, if desired, the server systems 104 may perform all of
the desired functions of the server systems 104 so that no
out-sourced host systems 340 would be used.
0081 FIG.3C is a block diagram for one embodiment of
a Server System processor 350, according to the present
invention. An agent abstraction layer 360 may send worko
ads 130 and receive results 132. The security subsystem 354
may interact with the agent abstraction layer 360 and
provide information to a data parser 352 and an application

programming interface (APIs) block 356. The APIs block

356, the data parser 352 and a workload manager 558 may
interact to accomplish the desired tasks for the Server System
processor 350. It is noted that for this embodiment, the API
protocol could be controlled and provided to other host
Systems.

0082 FIG. 3D is an alternative block diagram for a
Server System processor 350, according to the present inven
tion. In this embodiment, the APIs block 356 and the agent
abstraction layer 360 are not present. The data parser 352,
the workload manager 358 and the security Subsystem 354
interact to provide the desired Server System tasks. It is noted
that for this embodiment, the Security Subsystem is con
trolled and utilized for communicating with client Systems.
0.083 FIG. 4 is a functional block diagram for a Sweep
stakes operation 400 by the system server 104 according to
the present invention. In block 402, the server systems 104
may sign-up client Systems in “accept clients' block 402.
Following line 418, the server systems 104 identifies the
capabilities of the client's computer and processing Systems
in the “determine client system capabilities' block 404.
Control passes along line 420 to the “distribute workloads to
client systems' block 406, where the server systems 104
allocates workloads to each client system 108, 110 and 112.
This workload may also be an benchmark workload, as
indicated above, that acts as an entry workload to determine
the entries or entry values for the client System. AS also
indicated above, in distributing the workloads in block 406,
the server system 104 may take into consideration the
capabilities of the client Systems to which workloads are
being distributed. The client systems 108, 110 and 112 then
operate to complete the workloads allocated to them. The
server system 104 receives back workload results in “receive
workload results' block 408.

0084. At this point, control passes along line 424 to the
“determine Sweepstakes entries' block 410. In this block
410, the server system 104 determines the entry value for the
Workload completed or for a Standard benchmark or entry
Workload completed. This entry value may be weighted
upon a variety of factors including factorS Such as the
amount of work completed, the difficulty level of the pro
cessing required, and the accuracy of the results. It is noted
that any desired weighting may be utilized. Thus, it is
understood that a wide variety of considerations may be
utilized to determine the entry value weighting for the
Sweepstakes.
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0085 Although the weighting determination is shown in
block 410 in FIG. 4, the entry value may also be determined,
in whole or in part, when a client System signs on to the
distributed processing distributed System of the present
invention. For example, if a client System has State-of-the-art
CPU, video processor, DSP engine, memory, and large
amounts of free disk Storage Space, a high entry value may
be allocated to this client System up-front. In contrast, a
client Stan system that has a slow CPU, a weak video
processor, no DSP engine, little memory, and little free disk
Storage Space may be allocated a Small entry value. In this
way, the owners or users of the client Systems may be
provided immediate feedback as to the potential Sweep
Stakes entry value of their computer Systems, devices and
System capabilities.
0086. It is further noted that the entry value may take any
desired form and may be, for example, a multiplier that will
be used for each unit of workload completed. In this way, the
owner or user will readily be cognizant that a State-of-the-art
System will yield a high multiplier, where as an older
System, System capability or device will yield a low multi
plier. Such feedback, whether communicated to the owner or
user immediately upon Signing up or upon completion of
each workload, will create an incentive for Owners and/or

users to acquire State-of-the-art Systems, thereby further
increasing the potential processing power of the distributed
processing System of the present invention.
0087. In addition, different workload projects may be
designated with different entry values, as well. For example,
Some workload projects may require particular hardware or
Software processing Systems within a client System or
device. Thus, the number of client Systems that are capable
of performing the task would be limited. To further encour
age participation by those owners or users with capable
Systems, the entry value for taking on particular workloads
and/or Systems with the desired features may be allocated
higher entry values.
0088 Referring back to FIG. 4, control passes along line
426 to the “process entries' block 412. In this block 412, the
Sweepstakes entries are processed and Stored as desired.
Following line 428, “end of entry period’ decision block 414
represents a determination of whether the time for getting
entries into the Sweepstakes has ended. If not, the control
continues to line 430 and back to blocks 402, 404 and/or

406, depending upon what is desired. Once the entry period
has ended, control flows along line 432 to “determine
winners' block 416. The server system 104 then identifies
from among the entries, who the winning client System or
systems will be.
0089. The entry period may be any desired time frame
and may include multiple overlapping time frames, as
desired. For example, winners may be determined daily for
entries each day, monthly for entries within a month, and/or
yearly for entries within one year. In addition, Special entry
periods may be generated, if desired, for example where a
particularly important workload project had a short time
frame in which it needed to be completed.
0090 FIGS. 1, 2A-C, 3A-D, and 4 are directed to
example embodiments for a distributed processing System
according to the present invention, including a Sweepstakes
reward or incentive feature, as shown in the embodiments of
FIG. 3A and FIG. 4.
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0091 FIGS. 6A and 6B further describe a capabilities
scheduling feature, in which the server systems 104 may
identify and consider any of a variety of client System
capability vectors in determining how to organize, allocate
and manage workloads and projects. FIGS. 5A and 5B
describe a distributed processing System and workload
project that accomplishes network site indexing. FIGS. 7A
and 7B describe a distributed processing system and a
Workload project that accomplishes network Site testing,

Such as quality of Service (QoS) testing and load testing. And

FIG. 8 describes a distributed processing system, preferably
with respect to a corporate intranet, that accomplishes dis
tributed data back-up.
0092 FIG. 9 is an alternative representation for the
interconnection fabric for a distributed processing System
environment and describes idle client System identification
and shared component client systems. FIG. 10 describes a
client system agent installed on a client system. FIGS. 11A
and 11B further describe machine generated Sweepstakes
entries. FIGS. 12A and 12B describe client capability
Selection features. FIGS. 13A and 13B describe data con

version services. FIG. 14A describes a distributed process
ing System that provides data transmission caching. FIG.
14B describes a distributed processing system that provides
data sharing and file distribution functions. And FIG. 15
describes an alternative representation for a distributed
processing System, according to the present invention.
0093 Looking now to FIG. 5A, block diagram is
depicted of a distributed processing system 550 for a net
work Site indexing application, according to the present
invention. As stated above with respect to FIG. 1A, the
network 102 may be a wide variety of networks. For this
network Site indexing application, the network 102 may
preferably be the Internet having a multitude of network
sites 552. .. 554. Each network site 552. . .554 may have
a variety of different content types that may be indexed,
ranging from complex sites to relatively simple sites. For
example, network site 552 includes text 570A, images 570B,
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information on the network 102 for access by any other
system connected to the network 102. This information to be
indexed may take a wide variety of forms, including, for
example, text, images, audio Streams, Video streams, data
bases, spreadsheets, PDF files, Shockwave data, Flash data,
applications, data files, chat Streams, or any other informa
tion, data or data Streams that may be accessible on a
network Site. The distributed processing System of the
present invention may have as a workload the task of
indexing this potentially massive amount of information.
0096. For example, where the network 102 is the Internet
or a large intranet, a large amount of processing power and
time is needed to create an accurate, complete and up-to-date

index of the information. The Internet uses an IP (Internet
Protocol) address protocol to direct traffic around the Inter
net. The IP address is the address of a computer attached to

a TCP/IP (Transmission Control Protocol/Internet Protocol)

network. Every System on the network must have a unique
IP address. IP addresses are typically written as four sets of
numbers separated by periods. The TCP/IP packet uses 32
bits to contain the IP address, which is made up of a network

and host address (NETID and HOSTID). The more bits used
for network address, the fewer remain for hosts. Web pages
within a particular web site with a unique address may be

addressed through URLs (Uniform Resource Locator) asso

Both network sites 552 and 554 are connected to the network

ciated with that web site. In short, there is a limited, but very
large, number of possible IP addresses for uniquely identi
fiable Internet Sites that may be accessed and analyzed to
generate an index of Internet Sites and web pages via URLs.
0097. The operation diagram of FIG. 5B starts with the
“clients receive indexing workloads' block 502. In this
block, the system server 104 provides the clients systems
108, 110 ... 112 with a workload task to index a portion of
the information accessible on the network 102. For example,
with the Internet, each workload may be single IP address or
groups of URLS or, in Some cases, large data types contained
on Single Sites or pages. Following line 514, the "clients
interact with other systems' block 504 represents the opera
tion of the agent installed on the client systems 108, 110. .
. 112 to access the network Sites, according to the assigned

102 through communication lines 558 and 556, respectively.
0094. As discussed above, the server systems 104 man
age workloads for the client systems 108, 110 ... 112. The
client systems 108, 110... 112 process these workloads and
produce indexing results. The resulting indeX may be stored
at a centrally managed site, Such as central indeX Storage
block 560, or may itself be distributed over the possibly
millions of indexing clients 108, 110 . . . 112, as shown by
remote index storage blocks 562, 564 . . . 566. If remote
indeX Storage is utilized, a master database content indeX
may be stored locally, for example, in the central indeX
storage block 560. This content index may then direct
relevant Searches to the distributed massively parallel engine
for Search queries.
0.095 Referring now to FIG. 5B, a functional block
diagram is shown for a network site indexing operation 500
according to the present invention. As described in FIG. 1A
with respect to other systems 106, there may be any number
of computer and processing Systems connected to the net
work 102. Any one of these others systems 106 may publish

This indexing may include all types of information acces
Sible on that Site, including text, audio, image, Video, etc.
0.098 Next, following lines 516 and 518, the client sys
tems 108, 110 and 112 complete the workload tasks, get the
results ready for transmission, and Sends those results back
to the system server 104 in “clients complete workload”
block 506 and “indexing results sent to server system’ block
508. Control passes along line 520 to “index compiled for
use” block 510 where the server system formats and/or
compiles the results for use. For example, the index results
may be utilized for accurate, complete and up-to-date Search
information for the network 102. As indicated with respect
to FIG. 5A, the resulting index may be stored remotely or
locally following line 522. Thus, element 524 represents
remote Storage of the index, and element 526 represents
central Storage of the indeX. It is noted that the indeX may
also be Stored with a mixture of central and remote Storage,
as desired. In addition, as indicated above, a directory or
Summary indeX for the resulting indeX may be generated and
stored centrally, if desired. It is further noted that the

audio streams 570C, video streams 570D, files 570E and

other content 570F. Network site 554 is less complex and
includes text 572A, images 572B, and other content 572C.

Workload, and indeX the information accessible on that Site.
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Summary indeX may be stored in any other desired fashion,
for example, it may be distributed and Stored on a number
of client Systems.
0099 FIG. 6A is a block diagram for a server system 104
according to the present invention, including a control
system 304, a workload database 308, and a database of
capability vectors 620. The workload database 308 includes
a variety of sets of workload projects WL1, WL2 ... WLN.
For each workload project, there may be multiple workload
units. For example, workload project WL1 includes work
load units WL11, WL12 . . . WL1N, as represented by
elements 640,642... 644, respectively. Similarly, workload
project WL2 includes workload units WL21, WL22 . . .
WL2N, as represented by elements 646, 648 . . . 650,
respectively workload project WL3 includes workload units
WL31, WL32 . . . WL3N, as represented by elements 652,
654. . . 656, respectively.
0100. It may be expected that different workload projects
WL1, WL2 ... WLN within the workload database 308 may
require widely varying processing requirements. Thus, in
order to better direct resources to workload projects, the
Server System may acceSS Various System vectors when a
client System Signs up to provide processing time and other
System or device capabilities to the Server System. This
capability Scheduling helps facilitate project operation and
completion. In this respect, the capability vector database
620 keeps track of any desired feature of client systems or
devices in capability vectors CBV1, CBV2 . . . CBVN,
represented by elements 628, 630 . . . 632, respectively.
These capability vectors may then be utilized by the control
system 304 through line 626 to capability balance work
loads.

0101 This capability scheduling according to the present
invention, therefore, allows for the efficient management of
the distributed processing System of the present invention.
This capability scheduling and distribution will help maxi
mize throughput, deliver timely responses for Sensitive
Workloads, calculate redundancy factors when necessary,
and in general, help optimize the distributed processing
computing System of the present invention. The following
TABLE 1 provides lists of capability vectors or factors that
may be utilized. It is noted that this list is an example list,
and any number of vectors or factors may be identified and

TABLE 1-continued

Example Client Capability Vectors or Factors
2. CPU Support
a. CPU Type (brand)
b. MMX instruction set
d. WNI instruction set

c. SIMD instruction set
e. 3DNow instruction set

f. Other processor dependent
instruction set(s)
h. Raw FPU performance
j. CPU L1 instruction cache size
1. CPU speed (MHz/GHz ...)

g. Raw integer performance

m. System bus (MHz/GHz. ...)
speed supported

n. Processor Serial Number

O. CPUID

3. Graphic Support

a. Graphics type (brand)

b. # of graphics engines
d. OpenGL support
f. Color depth supported

j. Rendering type(s) supported
l. True Color Rendering
n. Texture Cache
p. Anti-aliasing support
r. Texture Decompression
t. Mip-Mapping

c. Memory capacity
e. Direct3D/DirectX support
g. MPEG 1/Il decode assist
i. OS support
k. Single-Pass Multitexturing support
m. Triangle Setup Engine
O. Bilinear/Trilinear Filtering
q. Texture Compositing
s. Perspectively Correct Texture
Mapping
u. Z-buffering and Double-buffering

v. Bump mapping
X. Texture lighting
Z. Reflection support
4. Storage Support

w. Fog effects
y. Video texture suppor
aa. Shadows support
a. Storage Type (brand)

b. Storage Type (fixed,
removable, etc.)
d. Free space

c. Total storage capacity

h. MPEG1/II encode assist

support

. Seek time

e. Throughput speed
g. User dedicated space for
current workload

h. SMART capable
5. System

a. System. Type (brand)

b. System form factor (desktop,
portable, workstation, server, etc.)
6. Communications Support
a. Type of Connection (brand of ISP)
b. Type of Connection Device
(brand of hardware)
d. Speed of connection
. Round trip packet time of
connection

h. Automatic connection support
(yes/no)
i. Broadband type (brand)
7. Memory

utilized, as desired.
TABLE 1.

i. CPU Li data cache size
k. CPU L2 cache size

b. Type of memory supported
(EDO, SDRAM, RDRAM, etc.)
d. Amount of free memory
. Total available virtual memory

c. Hardware device capabilities
e. Latency of connection
g. Number of hops on connection
type
i. Dial-up only (yes/no)
k. Broadband connection type
(DSL/Sat./Cable/T1/Intranet/etc.)
a. Type of memory error correction

(none, ECC, etc.)
c. Amount of total memory
e. Current virtual memory size

Example Client Capability Vectors or Factors
1. BIOS Support
a. BIOS Type (brand)

size

8. Operating System

a. Type of operating system (brand)

b. ACPI

b. Version of operating system
9. System application software

c. Health of operating system
a. Type of software loaded and/or

c. S1, S2, S3, and S4 sleep/wake
States

d. D1, D2 and D3 ACPI device

e. Remote Wake Up Via Modem

operating on system

States

f. Remote Wake Up Via Network g. CPU Clock control
h. Thermal Management control i. Docked/Undocked state control
k. Hotkey support
j. APM 1.2 support
1. Resume on Alarm, Modem

Ring and LAN
n. Full-On power mode
p. Stand-by mode
r. Video Logic Power Down
t. Sound Chip Power Down

b. Version of software

c. Software features enabled/disabled

d. Health of software operation

m. Password Protected Resume

from Suspend
O. APM/Hardware Doze mode

q. Suspend to DRAM mode
s. HDD, FDD and FDC Power Down

u. Super I/O Chip Power Down

0102 FIG. 6B is a functional block diagram for capa
bilities determination and scheduling operation 600 for
Workloads in a distributed processing System according to
the present invention. Initially, various vectors are identified
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for which capability information is desired in the “identify
client system capability vectors' block 602. Following line
612, the server systems 104 then capability balances work
loads among client systems 108,110 and 112 based upon the
capability vectors in the “capability Scheduling workloads
based on vectors' block 604. Then the capabilities scheduled
Workloads are Sent to the client Systems 104 for processing
in the “send capability scheduled workloads' block 606.
0103) This capability scheduling and management based
upon System related vectors allows for efficient use of
resources. For example, utilizing the operating System or
Software vectors, workloads may be Scheduled or managed
So that desired hardware and Software configurations are
utilized. This Scheduling based upon Software vectors may
be helpful because different software versions often have
different capabilities. For example, various additional fea
tures and Services are included in MICROSOFT WIN

DOWS 98 as compared with MICROSOFT WINDOWS
95. Any one of these additional functions or services may
be desired for a particular workload that is to be hosted on
a particular client System device. Software and operating
System vectors also allow for customers to Select a wide
variety of Software configurations on which the customers
may desire a particular workload to be run. These varied
Software configurations may be helpful, for example, where
Software testing is desired. Thus, the distributed processing
System of the present invention may be utilized to test new
Software, data files, Java programs or other Software on a
wide variety of hardware platforms, Software platforms and
Software versions. For example, a Java program may be

tested on a wide proliferation of JREs (Java Runtime
Engines) associated with a wide variety of operating Systems
and machine types, Such as personal computers, handheld
devices, etc.

0104. From the customer system perspective, the capa
bility management and the capability database, as well as
information concerning users of the distributed devices,
provide a vehicle through which a customer may select
particular hardware, Software, user or other configurations,
in which the customer is interested. In other words, utilizing
the massively parallel distributed processing System of the
present invention, a wide variety of Selectable distributed
device attributes, including information concerning users of
the distributed devices, may be provided to a customer with
respect to any project, advertising, or other information or
activity a customer may have to be processed or distributed.
0105 For example, a customer may desire to advertise
certain goods or Services to distributed devices that have
certain attributes, Such as particular device capabilities or
particular characteristics for users of those distributed
devices. Based upon Selected attributes, a Set of distributed
devices may be identified for receipt of advertising mes
Sages. These messages may be displayed to a user of the
distributed device through a browser, the client agent, or any
other Software that is executing either directly or remotely
on the distributed device. Thus, a customer may target
particular machine Specific device or user attributes for
particular advertising messages. For example, users with
particular demographic information may be targeted for
particular advertisements. AS another example, the client
agent running on client Systems that are personal computers
may determine Systems that are Suffering from numerous
page faults (i.e., through tracking operating System health
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features Such as the number of page faults). High numbers

of page faults are an indication of low memory. Thus,
memory manufactures could target Such Systems for
memory upgrade banners or advertisements.
0106 Still further, if a customer desires to run a workload
on Specific device types, Specific hardware platforms, Spe
cific operating Systems, etc., the customer may then Select
these features and thereby select a subset of the distributed
client Systems on which to Send a project workload. Such a
project would be, for example, if a customer wanted to run
a first set of simulations on personal computers with AMD
ATHLON microprocessors and a second set of simulations
on personal computers with INTEL PENTIUM III micro
processors. Alternatively, if a customer is not interested in
particular configurations for the project, the customer may
Simply request any random number of distributed devices to
process its project workloads.
0107 Customer pricing levels for distributed processing
may then be tied, if desired, to the level of specificity desired
by a particular customer. For example, a customer may
contract for a block of 110,000 random distributed devices

for a base amount. The customer may later decide for an
additional or different price to utilize one or more capability
vectors in Selecting a number of devices for processing its
project. Further, a customer may request that a number of
distributed devices be dedicated Solely to processing its
project workloads. In short, once device attributes, including
device capabilities and user information, are identified,
according to the present invention, any number of customer
offerings may be made based upon the device attributes for
the connected distributed devices. It is noted that to facilitate

use of the device capabilities and user information, capabil
ity vectors and user information may be Stored and orga
nized in a database, as discussed above.

0.108 Referring now to FIG. 12A, a block diagram
depicts a distributed processing system 1200 that allows
customers to Select client System attributes, Such as device
capabilities and user characteristics, according to the present
invention. In this embodiment, the network 102 is depicted
as the Internet to which server systems 104, customer 152A,
customer 152B, and client systems 1202A, 1202B...1202C
are connected. These Systems are connected through com
munication links 114, 119A, 119B, 1204A, 1204B . . .

1204C, respectively. As noted above, these communication
links may include any of a wide variety of devices and/or
communication techniques for allowing a System to inter
face with other connected Systems.
0109 As shown in FIG. 12A, and as discussed above, the
customers 152A and 152B may desire to send information or

projects, such as advertisements (ADV) 1206A and 1206B
and/or projects (PROJ) 1208A and 1208B, to groups of
client Systems that have particular or Selected capabilities.
The number of different groups of client Systems is as varied
as the capability and user data available for those client
Systems. The client Systems 1202A represent client Systems

that include a first set (Set 1) of desired attributes. The client
Systems 1202B represent client Systems that include a Sec

ond set (Set 2) of desired attributes. And the client systems
1202C represent client systems that include a Nth set (Set N)
of desired attributes. Once attributes are selected, the client

Systems with those attributes may be accessed as desired by
customers 152A and 152B. For example, customer 152A
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may send its advertisement to client systems 1202B. Cus
tomer 152B may send its advertisement to client systems
1202A. The project 1208A from customer 152A may be
processed by client systems 1202C. And the project 1208B
from customer 152B may be processed by client systems
1202B. It is noted, therefore, that any combination of desired
attributes, Such as device capabilities and user characteris
tics, may be identified and utilized to Satisfy customer
objectives, whether those objectives be advertising, project
processing, or Some other desired objective.
0110 FIG.12B is a block flow diagram for client system
attribute Selection, according to the present invention. In the
embodiment shown, process 1250 begins with the customer
selecting desired attributes in block 1252. Next, client
systems with selected attributes are accessed in block 1254.
And, then in block 1256, the customer objective, such as
advertising or project, is processed by the client System.
Control of this process 1250 may be provided by the server
systems 104, if desired, such that the customer interfaces
with the server systems 104 to select device attributes and
then the ServerS Systems 104 access the client Systems.
Alternatively, the server systems 104 may simply provide

the customer with a list of contact information (e.g., IP
addresses) for the client Systems, So that the customer may

directly access the client System, for example, in providing
advertisements to the users of the client systems. It is further
noted that other control techniques may also be used to
identify and acceSS client Systems with particular desired
device capabilities, user characteristics, or other device
attributes, according to the client System attribute Selection
method of the present invention.
0111 FIG. 7A is a block diagram for a network 102
according to the present invention, including example net
work sites 106A and 106B on which site testing is to be
conducted, Such as load testing and/or quality-of-Service

(QoS) testing. FIG. 7A is similar to FIG. 1A except that
other systems 106 in FIG. 1A has been represented in the

embodiment of FIG. 7A with network sites 106A and 106B.
Communication line 116Abetween the network 102 and the

network site 106A represents a interaction by one client
system 108, 110 and 112. Communication lines 116B, 116C
and 116D represent interactions by more than one client
system 108, 110 and 112.
0112 Site testing is typically desired to determine how a
Site or connected Service performs under any desired set of
test circumstances. With the distributed processing System
of the present invention, Site performance testing may be
conducted using any number of real client systems 108,110
and 112, rather than Simulated activity that is currently
available. Several tests that are commonly desired are site

load tests and quality of service (QoS) tests. Quality of
Service (QoS) testing refers to testing a user's experience
accessing a network Site under normal usability situations.
Load testing refers to testing what a particular network site's
infrastructure can handle in user interactions. An extreme

version of load testing is a denial-of-Service attack, where a
System or group of Systems intentionally attempt to overload
and shut-down a network Site. Advantageously, the current
invention will have actual Systems testing network web
Sites, as opposed to Simulated tests for which others in the
industry are capable.
0113 Network site 106B and the multiple interactions
represented by communication lines 116A, 116B and 116C

Nov. 8, 2001

are intended to represent a load testing environment. Net
work site 106A and the single interaction 116A is indicative
of a user interaction or QoS testing environment. It is noted
that load testing, QoS testing and any other site testing may
be conducted with any number of interactions from client
Systems desired, and the timing of those interactions may be
manipulated and controlled to achieve any desired testing
parameters. It is further noted that periodically new load and
breakdown Statistics will be provided for capacity planning.
0114 FIG. 7B is a functional block diagram for a site
testing operation 700 according to the present invention.
Initially, client systems 108, 110 and 112 receive workloads
that identify testing procedures and parameters in the “cli
ents receive testing workload” block 702. Following line
714, the client systems 108, 110 and 112 access the site
being tested and perform the testing in block"clients interact
with other systems' block 704. Next, following lines 716
and 718, the client systems 108, 110 and 112 complete the
Site testing workload tasks, get the results ready for trans
mission, and send those results back to the system server 104
in “clients complete testing workload” block 706 and “site
testing results sent to server system’ block 708. Control
passes along line 720 to “site testing results compiled for
use” block 510 where the server system formats and/or
compiles the results for use by the network site. For
example, the site testing results may be utilized determining
modifications that need to be made to the network Site to

handle peek Volume activities.
0115 FIG. 8 is a block diagram for a distributed pro
cessing System 800 for a data back-up System application,
according to the present invention. AS Stated above with
respect to FIG. 1A, the network 102 may be a wide variety
of networks, including an intranet network. Intranet net
WorkS, Such as internal networks Set up by corporations, are
particularly Suited for this application because the Systems
holding the data being backed-up would be owned by the
Same entity owning other Systems with exceSS data Storage
capabilities. In this way, Security would not be as great of an
issue and the client System types could be better controlled.
It is noted, however, that this data back-up application would
be equally applicable to other networks, Such as for com
puter Systems connected through the Internet.
0116 Referring back to FIG. 8, client systems 108,
110 . . . 112 are shown each having a back-up data blocks
804, 806. .. 808. Customer systems 152 is shown as having
data 802, which is desired to be backed-up with the distrib
uted back-up system 800. The server systems 104 manage
the flow of data from the data 802 and the client systems that
have extra Storage Space represented by back-up data blockS
804, 806 . . . 808. In operation, the server systems 104
identifies client system storage capabilities. With this infor
mation, the Server Systems 104 can receive data for back-up
from any system on the network 102. It is noted, and as
indicated with respect to FIG. 1A, the client systems 108,
110... 112 and the customer systems 152 may communicate
directly with each other in peer-to-peer type communica
tions.

0117 The servers systems 104 may also manage the
Storage and transfer of data So that the data will be readily
retrievable once backed-up and Stored on the client Systems
108, 110 ... 112. If desired, an Summary index or directory
of the backed-up data may be stored centrally on the Server
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systems 104, or may be stored remotely on the client
systems 108, 110 . . . 112. It is also noted that the server
systems 104 may also distribute data back-up workloads so
that each portion of the data 802 is stored redundantly on at
least two of the client systems 108, 110 . . . 112. This
redundancy provides added Security should any one or more
client Systems Suddenly cease to be operational.
0118 Looking now to FIG. 9, a block diagram is
depicted of an alternative representation of an interconnec
tion fabric for a distributed processing System environment
100, according to the present invention. In this diagram and
as described above, the network environment may be the
Internet, an internal company intranet, a local area network

(LAN), a wide area network (WAN), a wireless network, a

home network, or any other System that connects together
multiple Systems and devices. In addition, the Server Systems
and clients Systems may be interconnected by a variety of
possible connection interfaces, for example, Ethernet con
nections, wireless connections, ISDN connections, DSL

connections, modem dial-up connections, cable modem con
nections, direct T1 or T3 connections, fiber optic connec
tions, routers, portal computers, as well as any other network
or communication connection. It is noted, therefore, as

discussed with respect to other embodiments Such as the
embodiment of FIG. 1A, that systems may be coupled into
an interconnected fabric in any of a variety of ways and
communications can potentially occur directly or indirectly
between any of the Systems coupled into the fabric, as would
be understood by those of skill in the art.

0119). Within this environment, as depicted in FIG. 9,

server systems 104 are interconnected with any number of
client systems, for example, client systems 108A, 108B,
108C, 108D, 108E, 108F, 108G, 108H, 108I, 108J, 108K

and 108L. In addition, these client systems may also include
idle client systems 902A, 902 B, and 902C, as discussed
further below. Furthermore, these client systems may
include client system 904A with a component A, client
system 904B with a component B, and client system 904C
with a component C. It is also noted that the interconnection
fabric may include any number of devices that are not client
Systems, in that they themselves are not providing compo
nents or processing capabilities for the distributed proceSS
ing System of the present invention. Nevertheless, these
devices may be considered part of the System because they
may relay, interpret, process or otherwise transmit or receive
information from or to client Systems that are part of the
distributed processing System. Aggregation of component
level resources, according to the present invention, will now
be discussed. AS described above, the capabilities of client
Systems are determined for purposes of allocating, Schedul
ing and managing distributed processing Workloads. In other
words, each of the client Systems may be made up of many
individual Subsystems with various capabilities. In Some
cases, it may occur that particular components on different
machines may provide added value if combined or aggre
gated. Thus, utilizing Subsystem or component level
resources from a heterogeneous group of devices may be the
most efficient or otherwise advantageous way of taking
advantage of these resources to complete various desired
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better utilized in combination. For example, client System
904A may have a fast processor, a high-Speed network
connection, but little available Storage Space. Client System
904B may have large amounts of available free storage
space but little processing power. Client system 904C may
also have a fast processor, but relatively little available
Storage Space. In this example, a workload that requires both
a large Storage capacity and a fast processor may be effi
ciently completed by dedicating component level resources
to various parts of the workload from different machines.
Thus, the workload may be managed by having client
systems 904A and 904C processing data stored on and
transmitted from client system 904B. Once clients systems
904A and 904C process data, this resulting data may then be
transmitted back to client system 904B for aggregation and
eventual transmission back to the server systems 104. The
client system 904B, therefore, essentially acts as a server for
a workload Subset, Sending out portions of a Subset work
load, receiving back the processed data, and aggregating the
data to build a completed workload Subset.
0121. It is noted that any number of different components
from different client Systems may be aggregated, as desired.
For example, for wireleSS devices, DSP processing and
Storage components could be aggregated with components
from other client Systems. For display devices, graphics
rendering power could be aggregated. For relatively dumb
machines, Such as connected household appliances, Vending
machines, etc., slow-Speed processing components could be
aggregated. In short, an appropriate workload may include
instructions to numerous client Systems that will enable
collaboration and aggregation of component level resources.
Such instructions may include things, Such as, where to
receive input, where to Send output, and ultimately which
client Systems return final results.
0122) It is further noted that the control instructions may
be de-centralized as well. In other words, as indicated above,

client Systems may communicate directly with each other,
for example, in a peer-to-peer fashion. In this way, workload
communications may occur directly between client Systems,
and workload control and management may occur through
the client System agents located on client Systems.
0123 Still referring to FIG. 9, idle system determination
will now be discussed. AS Stated above, client System
capabilities are determined and utilized within the distrib
uted processing System of the present invention. The more
idle any particular client System, the more processing it is
arguably able to accomplish, and the more incentives it is
likely to receive. In other words, the client System capabili
ties may be utilized more often and more intensely if the
client System is more idle. AS Such, it is advantageous to
identify idle client Systems and allocate them to more
processor and time Sensitive tasks. By identifying these idle
client Systems, resources available on the network at any
given time may be more fully utilized, and otherwise idle
resources may be utilized for highly intensive, real-time
activities that would otherwise require dedicated devices.
Examples of Such real-time activities include data caching,
indexing, etc. In FIG. 9, idle client Systems are designated

taskS.

as 902A, 902B and 902C.

0120 Referring now more particularly to FIG. 9, the
client systems 904A, 904B and 904C may have component
A, component B and component C, respectively, that are

0.124 Identifying idle resources may be determined in
any of a variety of ways. It is possible, for example, to
Simply look at whether a machine is not being used or has
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low processor utilization at any given time. This simple
determination, however, may not yield an accurate picture of
how idle a client System may or may not be over a given time
period. More particularly, discovery methods may be imple
mented to identify the activity of a variety of client system
components and Subsystems. For example, Subsystems may
be monitored, Such as network activity, device output activ
ity, user input, processing activity, executing task monitor

ing, or mode of operation parameters (e.g., mobile or power
management modes, stationary or powered mode). In addi
tion, any number of other device vectors may be monitored
or analyzed to determine the true usage and idleness of a
client System.
0125) The following TABLE 2 provides a list of idleness
vectors or factors that may be utilized in determining the
level of device usage or idleness. In particular, TABLE 2
provides two primary categories of activities to monitor or
analyze for determination of how idle a client System may or
may not be. These activities are user activity and device
activity. By monitoring, analyzing and tracking these client
System elements and activities over time, a better determi
nation of device usage and idleneSS may be made. It is noted
that the list provided in TABLE 2 is an example list, and any
number of categories, Vectors or factors may be identified
and utilized, as desired, according to the present invention.
TABLE 2

Example Client Idleness Vectors or Factors

1. User Activity (e.g., monitor input a keyboard input
activities, monitor output activities,
monitor time elapsed since last input
event and between input events, etc.)
b. mouse input
d. tablet input
f. touch screen input
h. gamepad input
j. printer output

utilization levels, monitor time

elapsed since last device activity,
monitor time between changes in
device utilization levels, etc.)
b. mobility state (e.g., time since
device last in mobile state)

c. microphone?voice input
e. pen input
g. joystick input
i. video output
k. any other user activity that
could be utilized to classify if

a. power state (e.g., time since
last power state change event)
c. screen saver activity or trigger
(e.g., time elapsed since screen
saver activity or trigger)

d. Screen output (e.g., time elapsed e. network or communication
since last screen output, paint event packets sent or received (e.g., time
or pixel change)
elapsed since last network or
communications activity)
f. storage device activity (e.g., time g. processor, DSP, microcontroller,
elapsed since last storage device
embedded device, or other
activity, such as hard drives, flash processor activity (e.g., time
elapsed since last processor
memory cards, removable drives,
activity)
CD drives, DVD drives, etc.)
h. processor, DSP, microcontroller, i. tasks or processes executing
(e.g., time elapsed since change in
embedded device, or other
processing device utilization (e.g., number of tasks or processes
executing)
change in utilization levels)
j. task or process device utilization k. any other device activity that
(e.g., time since change in task or could be used to classify if a
process device utilization)

internet cache for other connected devices, Such as Some of

the other client systems depicted in FIG. 9, that are inter
ested in a data type that benefits from a local network cache.
Thus, data or content may be transmitted from a remote
network site to the idle machines 902A, 902B and 902C.

These idle devices 902A, 902B and 902C may then re
transmit this same data or content to other connected devices
also interested in the data or content.

0127. One example for such network caching is Internet
video or multimedia broadcast events that are desired to be

Viewed or received by a very large number of geographically
close connected devices at about the same time. In order to

meet the demand of these connected devices, Web Sites

broadcasting an event have to be able to handle a huge
increase in network traffic over a short period of time. By
locally caching the transmission to idle client Systems, a web
Site can reduce the direct demand on its own resources. This

is So because other connected devices may receive a re
transmitted broadcast, although delayed, from the idle client
System. It is noted that according to the present invention
idle client systems 902A, 902B and 902C may work inde
pendently or in combination. Even though idle client Sys
tems are Suited for providing the caching function, it is also
noted that that network caching may be accomplished using
one or more client Systems regardless of their respective
levels of idleness.

a device is idle

2. Device Activity (e.g., monitor

utilization level for client systems, the server systems 104
determines that client systems 902A, 902B and 902C are
idle and capable of handling Significant time Sensitive pro
cessing tasks. For example, idle client systems 902A, 902B
and 902C may be personal computers that can act as a local

device is idle

0126. As a further example of the usefulness of this
determination, reference is made back to FIG. 9. Server

Systems 104 may have, for example, a large, intensive task
that it would like to place on these idle devices. After using
a number of the vectors in TABLE 2 to determine the

0128 FIG. 10 is a more detailed block diagram for a
client System agent 270 installed on a client System, accord
ing to the present invention. This diagram includes a Security
Subsystem 1010, a capabilities subsystem 1006, a workload
processor 1004, a user interface 1002, and a project man
agement and agent control Subsystem 1008. The various
components and Subsystems may communicate with each
other, for example, through lines 1012, 1014, 1016, 1018
and 1020. Externally, the client system agent 270 may
communicate through its security Subsystem 1010 with the
other components within the client System and ultimately to
other devices connected into the network fabric. It is noted

that configuration of the client System agent and its opera
tion, both internal and external, may be Selected and
designed, as desired.
0129. As depicted, the capabilities subsystem 1006
includes an idle system monitor 1022, as described above,
that monitors and analyzes user and device activities asso
ciated with the client system to determine the level of
activity or idleness for the client system. The information
determined by this idle system monitor 1022 may then be
communicated externally, for example, through the Security
Subsystem 1010 to the server systems 104. The server
Systems 104 may then Store and analyze System idleneSS
data from acroSS the distributed processing System. This
idleneSS data may become part of the capabilities database
that is utilized to allocate and manage workloads and
processing System resources.
0130 Still referring to FIG. 10, the workload processor
1004 includes a machine entry generation Subsystem 1024.
As described above, the workload processor 1004 may send
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completed workloads back to Server Systems 104 to generate
Sweepstakes entries for the host client System. In this way,
when the incentive is a Sweepstakes, the client System may
generate entries by completing workloads. The machine
entry generation Subsystem 1024 refers to this entry gen
eration through workload completion. AS discussed above,
the workload processed to generate entries may be a project
Workload, an entry workload, or any other workload, as
desired.

0131 FIGS. 11A and 11B provide more detailed flow
diagrams of process embodiments for machine generated
Sweepstakes entries through processing of entry workloads,
according to the present invention.
0132 Looking first to FIG. 11A, an entry workload
process flow 1100 is depicted that provides machine gener
ated Sweepstakes entries. Process moves from Start block
1102 to block 1104 in which entry workloads are loaded on
client systems. Next, process flows to block 1106 which
represents a periodic timer or other timing control for entry
Workload processing. After this timing control, the client
System executes or processes the entry workload in block
1108. In block 1110, a Sweepstakes entry is thereby gener
ated and returned to the server system 104 based upon the
completion of this entry workload. Process control then may
proceed back to the periodic timing block 1106, where
timing control determines when the entry workload is next
processed. The completed workload represents the machine
generated Sweepstakes entry.
0.133 FIG. 11B is an alternative entry workload process
flow 1150. The process flow 1150 is similar to the process
flow 1100 except that the entry workload is sent to the client
system each time it is to be run. Process starts in block 1102
and passes to the periodic timer block 1106, in which the
proceSS is controlled. For example, Server Systems 104 may
determine when it is desirable for the client systems to
receive and process an entry workload. In block 1104, the
entry workload is sent to the client systems. As with FIG.
11A, the client Systems then execute the entry workload in
block 1108, and an entry is generated and returned to the
remote server systems 104 in block 1110. The process then
proceeds back to the periodic timer 1106 until it is deter
mined that another entry workload should be processed. The
primary difference between process 1150 and process 1100
is that process 1150 is depicting an entry workload that is
transmitted to the client System each time it is to be run.
0134. One example utilizing the process 1150 or the
process 1100 is for servers systems 104 to query the client
Systems for entry workload processing at regular time inter
vals. If a distributed device returns a completed entry
workload back within a selected period of time from the
distribution of the entry workload, the server system may
conclude that the distributed device should receive an entry
because the distributed device is providing resources to the
distributed processing System. In this way, the Server Sys
tems 104 may determine at regular intervals whether a given
client System is working on project workloads for the
distributed processing System. Alternatively, the client Sys
tem agent may locally control the workload processing and
may, for example, cause the client System to process and
generate entries at regular time intervals. It is noted that
non-regular and varying time intervals may also be utilized
and that combinations of remote and local control may also
be utilized, as desired.
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0.135 The timing of when a client system processes the
entry workload, therefore, may be determined locally by the
client System agent or remotely, for example, through com
mands sent by the server systems 104. In addition, periodic
timing control may also be accomplished through various
combinations of control routines residing locally and
remotely. It is further noted that any number of different
variations may be utilized to provide machine generated
entries to a Sweepstakes, according to the present invention.
Thus, a client System may generate Sweepstakes entries in
any of a variety of ways and still have machine generated
Sweepstakes entries, according to the present invention.
0136 FIGS. 13A and 13B describe a data conversion
application 1300 for a massively parallel distributed network
according the present invention. In particular, FIG. 13A is
a block diagram of a distributed processing System that
provides data conversion Services, according to the present
invention. And FIG. 13B is a block flow diagram for data
conversion Services within a distributed processing System,
according to the present invention.
0.137 Converting file types, web pages, graphics images,
etc., between device types can be a highly intensive pro
cessing task. Example devices that often need converted
data are wireleSS devices, Such as pagers and cell phones,
that request Internet web page information from their
respective device Servers. The device Server, instead of
incurring the overhead of reformatting the requested data for
the wireleSS devices, may instead distribute the requested
page or data AO address, the device type information of the
requesting device, and return address for the reformatted
data. According to the present invention, the data conver
Sion, translation or processing may be performed by a client
System of the distributed processing System of the present
invention. The resulting data may then be returned or
provided to the original requesting device. In addition to
data formatting for cell phones, language conversion, text
translation and media translation Services, or any other
desired data conversion can also be hosted for a customer

through the distributed processing System of the present
invention.

0.138. It is noted that the data conversion operation con
templated by the present invention is not limited to any
particular requesting device, any particular Service provider,
any particular type of data to be processed, any particular
type of resulting processed data, or any particular data
Source. Thus, the data processed may include Voice, text,
application, image, Source code, or any other data type or
combination of data types, and the resulting processed data
may also include Voice, text, application, image, or any other
data type or combination of data types. According to the
present invention, the distributed processing System is uti
lized to process any data that is desired by a requesting
device and that must be converted or processed before being
provided to the requesting device. For example, an end-user
devices connected to the Internet, Such as personal comput
ers, may sign up for data conversion Services through the
Server System So that the end-user device may request data
conversion of any desired data, file, web site content, etc.
Language translations and data formatting for connected
wireleSS are just two examples of Such applications for the
present invention.
0139 Looking now to the embodiment of FIG. 13A, the
network 102 is depicted as the Internet, and the requesting
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device is one or more wireless devices 1306 connected to the
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Internet 102 through communication links 1308 and to the
wireless device server systems 1304 through communica

nent information to the MPDN server 104, such as the type
of calling device, its identification, the relevant data
requested, and the conversion to take place. The MPDN

tion link 1309. The data to be converted, translated or

server 104 then distributes the data and information con

otherwise processed is represented by block 1302 and may
be, for example, content from an Internet web site that is
connected to the Internet through communication link 1312.
Also, as shown in FIG. 13A, a massively parallel distributed

network (MPDN) server 104 is connected to the Internet 102

through communication link 114. The wireless device server
systems 1304, or any other connected system that desires to

off-load data conversion processing requirements (e.g., web
site content servers), are connected to the Internet 102

through communication links 1310 and to the MPDN server
104 through communication links 1311. Any number of
client systems 108, 110... 112 may also be connected to the
Internet 102, through communications links 118, 120 . . .
122, respectively. AS also Stated above, any of the connected
devices may communicate with each other in any of a wide

variety of communication techniques (e.g., wireless, elec
trical, digital, analog, light-based, etc.) and protocols (e.g.,
Static or dynamic IP addresses), and through any number of
other devices, as would be understood by one of skill in the
art.

0140. In the application contemplated by FIG. 13A, the
wireleSS devices 1306 at times request data, for example,
images or text from a web site, that must be converted,
translated or otherwise processed by wireleSS device Server
systems 1304 before it can be transmitted to, and displayed
on, a requesting wireless device. Instead of converting the
information, the wireless device servers systems 1304 may
request that the MPDN server 104 accomplish the data
conversion or translation. The device server systems 1304
may then provide to the MPDN server 104 any pertinent
information, Such as information concerning the requesting
device, the nature of the data requested, and the processing
needed for the data. The MPDN server 104 may then utilize
one or more of the client systems 108, 110... 112 to process
the data from block 1302 for transmission to the requesting
device. In this way, the wireless device server systems 1304
may off-load burdensome and proceSS-intensive conversion
tasks to the distributed processing System of the present
invention.

0.141. It is noted the transmission of processed data to the
requesting wireleSS device 1306 may occur in a variety of
ways. For example, the processed data may be transmitted
from a client system 108 to the server 104, then to the
wireless device server 1304 and finally to the wireless
devices 1306. Alternatively, the processed data may be
transmitted from a client System to the wireleSS device
server 1304, and then to the wireless devices 1306. Still

further, the processed data may be transmitted directly from
a client System to the wireleSS devices.
0142 FIG. 13B provides a basic flow diagram for an
embodiment of a data conversion process 1350 according to
the present invention. In block 1352, a device, such as
wireleSS devices 1306, requests unconverted, non-translated
or non-processed data. In block 1354, a server for the device,
such as wireless device server systems 1304, processes the
data request and contacts the MPDN server 104. In addition,
the content provider or Server for the requested data, Such as
a web site content server, may contact the MPDN server 104.
The wireless device server systems 1304 provide all perti

cerning the requesting device to one or more client Systems,
such as client systems 108, 110... 112, in block 1356. The
one or more client Systems then convert, translate or other
wise process the data in block 1358. The converted, trans
lated or processed data is then provided to the requesting
device in block 1360. Again, in this way, the device servers
may provide a wide range of information without having to
provide itself the processing power to accomplish the con
version, translation or processing that is required to transmit
or display the data on a requesting device.
0143. As shown in FIG. 13B, the device server or the
content Server 1304 may communicate data and other per
tinent information for a conversion directly to the client
systems. For example, the MPDN server 104 may provide
access to a group of client Systems for data conversion

purposes for given periods time (e.g., monthly client group
allocations), or may provide identities of groups of client

Systems that may be used at the time a conversion is needed.
Once the identity and allocation of client Systems to a
particular device Server or content Server is made, the device
Server or content Server may communicate directly with the
client Systems. In addition, the device Server or content
Server may provide directly to a requesting device the
identity of the one or more client Systems accomplishing the
data conversion. As shown in FIG. 13B, the requesting
device, therefore, may communicate directly with the client
System or Systems to provide pertinent information concern
ing the data conversion requested. The client System may
then, for example, directly download the desired content and
perform the desired data conversion. It is further noted that
in addition to the embodiments described above with respect
to FIGS. 13A and 13B, other methods for requesting,
processing and providing data to and from the requesting
device may be implemented with distributed processing
System of the present invention, Such as caching processed
data for later transmission.

014.4 FIGS. 14A and 14B depict example block dia
grams of file distribution and data sharing through the
network fabric, according to the present invention. In par
ticular, FIG. 14A depicts an Internet data file distribution
system 1400 that relies upon client systems to provide local
data distribution. FIG. 14B depicts a data file distribution
system 1450 that allows for data sharing and rapid trans
mission of a project or data files through the distributed
processing System.
0145 Looking now to FIG. 14A, a block diagram is
depicted of a distributed processing system 1400 that pro
vides data transmission caching or other local distribution,
according to the present invention. In the embodiment of
FIG. 14A, server systems 104 are connected through com
munication link 114 to the Internet back bone 1402. The

Internet back bone 1402 represents the very high speed
connections that carry data long distances, for example, T3
or fiber optic lines that carry Internet data across the United
States. A web site 1404 is connected to the Internet back

bone 1402 through communication link 1406, which repre
Sents a geographically local connection. The connection
block 1410 represents a geographically remote communica
tions link, Such as a POP server, head-end machine, tele
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phone line central office, cell Site, etc. This communications
block 1410 is connected to the Internet backbone 1402 with

a communications link 1408, which also represents a geo
graphically local connection. A variety of client devices and
non-client devices 1412A, 1412B, 1412C, 1412D, 1412E

and 1412F may be connected below the connection block
1410. It is noted that interface 1414 represents, for example,
a secondary network on which client devices 1412D, 1412E
and 1412F are connected, Such as a home network.

0146 In the embodiment shown in FIG. 14A, web site
1404 may be desiring to provide content that is in high
demand, over a short period of time. An example of Such an
event is a live Internet multimedia broadcast. For Such an

event, there may be a huge influx of devices trying to
download the content from the web site 1404 over a short

period of time. The website 1404 may be unable to meet this
extremely large demand, requiring the web site 1404 to shut
down.

0147 According to the present invention, the web site
1404 may off-load some or all of its data handling require
ments by using the distributed processing System of the
present invention for data caching. The web site 1404 may
contact Server Systems 104 and request data caching Ser
vices. The server systems 104 may then identify a local
machine, Such as client device 1412E, to act as a local

distributor of the content for web site 1404. For example,
one or more idle client devices that have been identified, as

discussed above, may be utilized as local distributor client
device 1412E. The local distributor client device 1412E may
first download the content and pass it on to other client and
non-client devices 1412B, 1412C and 1412D through com
munication links 1416A, 1416B and 1416C. It is noted that

this caching will be aided if the client and non-client devices
receiving the cached data are relatively short communication
hops from local distributor client device 1412E.
0.148. This data or network caching allows data to be
Streamed to an end user level device, which may then pass
the data on to other end user devices. Thus, the downstream

communications may be limited, thereby taking the distri
bution burden off of the web site. For example, web site
1404 may have a large streaming video or multimedia file
that is experiencing a heavy load from a given Set of network
devices. This data file may be cached by a machine, Such as
client device 1412E, that is below from a communication
link 1410. Then, other devices that are also below this

communication link 1410 may download the streaming
video data from the client device 1412E. This caching
eliminates the need to repeatedly Send the same data through
the same communication links to requesting devices that are
located below common communication linkS. It is noted that

the file and data distribution possibilities for this peer file
access, caching and data transmission, according to the
present invention, are wide and varied and should not be
seen as limited to the embodiment shown in FIG. 14A.

0149 FIG. 14B is a block diagram of a distributed
processing system 1450 that provides data distribution and
data sharing, according to the present invention. AS with
FIG. 9, FIG. 14B depicts an alternative view of a network
fabric that may interconnect any of a wide variety of
devices. In the embodiment shown in FIG. 14B, server

systems 104 are interconnected with any number of client
systems 108A, 108B, 108C, 108D, 108E, 108F, 108G and
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108H. Each of the connecting interconnects represents any
of a wide variety of communication links that may exist
between devices in the network fabric of the present inven
tion. Each of the client systems 108A, 108B, 108C, 108D,

108E, 108F, 108G and 108H include shared data (SD)

according to the present invention. Within this intercon
nected fabric, block 1452 represents data or project infor
mation that is desired to be distributed. The SD blocks

within each client system facilitates the distribution of this
data or project information.
0150. A client agent, as discussed above, installed on the
client systems 108A, 108B, 108C, 108D, 108E, 108F, 108G
and 108H includes functionality that facilitates a number of
Services with respect to data transmission and sharing. First,
the client agent provides a protected data Storage area
accessible to outside devices, which is represented by the SD
block within each client system in FIG. 14B. This special
Storage Space protects the device from outside devices
accessing other Storage areas on the device while allowing
data to be shared and accessed by other devices and Simul
taneously used by the local client agent.

0151. These shared data (SD) blocks provide mecha

nisms that enable a wide variety of possible interactions
among the client systems 108A, 108B, 108C, 108D, 108E,
108F, 108G and 108H. For example, the data sharing
mechanism may provide a Space for a cache of other device
addresses attached to the network for both communication

purposes as well as Security purposes. The mechanism may
also provide a simple indexing system that is automatically
re-indexed when content is added or removed from the

Storage area. This indexing System may provide a mecha
nism for other client agents to perform discovery on the local
client information and Visa Versa. Through information
Stored within this shared data, the distributed processing
System of the present invention facilitates many distributed
file System applications Such as distributed resume posting,
distributed caching, distributed advertisement Serving, etc.

In addition to the above, the storage block (SD) within each
client System may include an interface for displaying or
playing data types (Such as images, audio files, video files,
etc.) stored both locally and/or remotely on other client

devices. This would enable Simple picture sharing, for
example, between remote families connected via the inter
net, as part of being a client System within the distributed
processing System of the present invention.
0152. In the embodiment shown in FIG. 14B, data or
project 1452 is injected into the fabric through a connection
to client system 108C and server systems 104. These con
nections represent that the information may pass first to
ServerS Systems 104, or may pass first to a client System,
such as client system 108C. It is noted that there are other
ways that the data may be injected into the fabric. Once
injected, the data 1452 may be transmitted throughout the
fabric through any of a wide variety of communications,
including client-to-client, Server-to-client, client-to-Server,
client-to-non-client, non-client-to-client communications,
and/or non-client-to-non-client communications. These

communications may be based upon a variety of mecha
nisms, Such as polling mechanisms and pre-assigned firewall
ports. This technique provides a vehicle that facilitates the
distribution of information to a large number of devices in
a short period of time.
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0153. Applications for this data distribution are wide a
varied. For example, any important file that is time Sensitive
may be propagated to a large number of client devices,
non-client devices, Servers, or other connected devices, in a

Short amount of time. This transmission may occur quickly
and efficiently once the information is injected into the
distributed processing System of the present invention.
Example time Sensitive data files are anti-virus Signature
files, which when distributed through the distributed pro
cessing System of the present invention, may be transmitted
through the network fabric faster than a new virus may
normally proliferate.
0154) Another application for rapid propagation of files is
utilizing this technique for propagation of workloads. One
example is distributed resume or job Searching. In Such a
System, participating job Seekers and participating employ
erS may rapidly Search for one another. A job Seeker may
inject a job request or Search into the fabric that is then
routed by each Successive device to other devices without
the need for control from the server systems 104. Similarly,
an employer may inject candidate criteria into the fabric that
is then routed to Successive devices. The result is an

extremely fast Search and identification of employers and
candidates.

0155 FIG. 15 is a block diagram of an alternative
representation for a distributed processing System 100,
according to the present invention. Server Systems 104,
database systems 1546 and web interface 1554 are coupled
together through communication links 1540, 1542 and 1544.
-The web interface 1554 includes clients subsystem 1548,
task developer subsystem 1550, and advertisers subsystem
1552, and may include other subsystems as desired. The

database systems 1546 include workload (WL) information

308, client capability vector information 620, and any other
Stored information as desired. Server Systems include Vari
ous modules and Subsystems, including database interface
1532, web server 1536, task module and work unit manager
1530, client statistics module 1534, advertising manager
1538, task module version/phase control subsystem 1528,
Sweepstakes engine 1524, server control Subsystem 1526,
and communication interface 1522. It is noted that in the

embodiment of a distributed processing system 100 as
depicted in of FIG. 15, the three primary operations for the
server systems 104, database systems 1546 and web inter
face 1554 are directed to managing, processing and provid
ing an interface for client Systems, customer tasks, and
customer advertising.
0156 AS discussed above, each client system includes a
client agent that operates on the client System and manages
the workloads and processes of the distributed processing
system. As shown in FIG. 15, each of the client agents
270A, 270B. . .270C communicates with the server systems
104 through communication links 1516, 1518 . . . 1520,
respectively. AS discussed above, any number of different
techniques and architectures may be utilized to provide these
communication links. In the embodiment as shown in FIG.

15 with respect to client agent 270A, each client agent
includes a base distributed processing System component
1506 and a separate project or workload component 1504.
AS depicted, a communication interface 1508, a core agent
module 1502, and a user interface 1510 make up the base
distributed processing system component 1506. The task
module 1512 and the work unit 1514 make up the separate
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project or workload component 1504. The task module 1512
operates on top of the core agent module 1502 to provide
processing of each project work unit 1514. It is noted that
different or additional modules, Subsystems or components
may be included within the client agent, as desired. For
example, a personal computer Screen Saver component may
be part of the base distributed processing System component
1506 or the separate project or workload component 1504.
O157 Also as discussed above, security subsystems and
interfaces may be included to provide for Secure interactions
between the various devices and systems of the distributed
processing system 100. As depicted in FIG. 15, a security
Subsystem and interface 1560 is interconnected with the
server systems 104, the database systems 1546, the web
interface 1554, and the client agents 270A, 270B . . . 270C.
These interconnections are represented by lines 1566, 1564,
1562, and 1568, respectively. The security Subsystem and
interface 1560 operates to secure the communications and
operations of the distributed processing System. This Secu
rity Subsystem and interface 1560 also represents a variety
of potential Security architectures, techniques and features
that may be utilized. This Security may provide, for example,
authentication of devices when they send and receive trans
missions, So that a Sending device Verifies the authenticity of
the receiving device and/or the receiving device verifies the
authenticity of the Sending device. In addition, this Security
may provide for encryption of transmissions between the
devices and Systems of the distributed processing System.
The security subsystem and interface 1560 may also be
implemented in a variety of ways, including utilizing Secu
rity Subsystems within each device or Security measures
shared among multiple devices, So that Security is provided
for all interactions of the devices within the distributed

processing System. In this way, for example, Security mea
Sures may be set in place to make Sure that no unauthorized
entry is made into the programming or operations of any
portion of the distributed processing System including the
client agents 270A, 270B . . . 270C.
0158. In operation, client systems or end-users may uti
lize the clients subsystem 1548 within the web interface
1554 to register, Set user preferences, check Statistics, check
Sweepstakes entries, or accomplish any other user interface
option made available, as desired. Advertising customers
may utilize the advertisers subsystem 1552 within the web
interface 1554 to register, add or modify banner or other
advertisements, Set up rules for Serving advertisements,

check advertising Statistics (e.g., click Statistics), or accom

plish any other advertiser interface option made available, as
desired. Customers and their respective task or project
developers may utilize the task developer subsystem 1550 to
access information within database systems 1546 and mod
ules within the server systems 104, such as the version/phase
control subsystem 1528, the task module and work unit
manager 1530, and the workload information 308. Custom
erS may also check project results, add new work units,
check defect reports, or accomplish any other customer or
developer interface option made available, as desired.
0159 Advantageously, the customer or developer may
provide the details of the project to be processed, including
Specific program code and algorithms that will process the
data, in addition to any data to be processed. In the embodi
ment shown in FIG. 15, this program code takes the form of
a task module 1512 within the workload, while the data
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takes the form of work unit 1514. These two portions make
up the project or workload component 1504 of each client
agent 270. For a given project, the task module 1512 will
likely remain relatively constant, except for version updates,
patches or phase modifications, while the work unit 1514
will likely change each time processing of the data that it
represents is completed. The project or workload component
1504 runs in conjunction with the base distributed process
ing system component 1506. When a different customer or
project is started on a given client System, the project or
workload component 1504 will typically be replaced, while
the base distributed processing system component 1506 will
likely remain relatively constant, except for version updates,
patches or other modifications made for the distributed
processing System.
0160 Information sent from the servers systems 104 to
the client agents 270A, 270B . . . 270C may include task
modules, data for work units, and advertising information.
Information sent from the client agents 270A, 270B . . .
270C to the server systems 104 may include user informa
tion, System information and capabilities, current task mod
ule version and phase information, and results. The database
systems 1546 may hold any relevant information desired,

such as workload information (WL) 208 and client capabil
ity vectors (CV) 620. Examples of information that may be
Stored include user information, client System information,
client platform information, task modules, phase control
information, version information, work units, data, results,
advertiser information, advertisement content, advertise

ment purchase information, advertisement rules, or any
other pertinent information.
0161). Now looking to FIGS. 16, 17A, 17B, 18A and 18B,
an embodiment for security features for the distributed
processing of the present invention will be described. FIG.
16 provides a representation of the distributed processing
environment including security subsystems. FIGS. 17A and
17B provide block diagrams of the communication interface
between client systems and the server systems. And FIGS.
18A and 18B provide detailed block diagrams of an embodi
ment of Security measures for the ServerS Systems and the
client Systems.
0162 Referring to FIG. 16, an embodiment 1600 of a
distributed processing System is depicted. Server Systems
104 include a security subsystem 354 through which com
munications to and from the server systems 104 may be
made secure. Client systems 108A, 108B...108C and client
systems 108D, 108E ... 108F represent any number of client
Systems that may communicate with Server Systems 104 or
with each other. Each of the client systems 108A, 108B,
108C, 108D, 108E and 108F include a security subsystem
272A, 272B, 272C, 272D,272E and 272F, respectively. The
electronic information 1602 represents information that the
Server Systems 104 is to communicate to client Systems
108A, 108B, 108C, 108D, 108E and 108F in a secure

manner, So that no unintended or intercepting recipient may
understand or tamper with the electronic information 1602,
and So that no third party may insert non-authorized infor
mation into the distributed processing system 1600.
Although not shown, it is understood that any one of the
client systems 108A, 108B, 108C, 108D, 108E and 108F
may have electronic information that is to be Securely sent
to the server systems 104 or to any other of the client
systems 108A, 108B, 108C, 108D, 108E and 108F.
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01.63 Electronic information 1602 represents informa
tion that is communicated to facilitate the operations of the
distributed processing system 1600. Such information
includes the client agents that are downloaded to each client
System, the workload applications for any given workload,
and any work unit that will be processed by a client System.
Electronic information 1602 may also be any type of infor
mation to be sent or received within the distributed process
ing System, Such as text, images, audio Streams, video
streams, databases, spreadsheets, PDF files, Shockwave
data, Flash data, applications, data files, chat Streams, or any
other information, data or data Streams. In addition, elec

tronic information may be sent by a client systems 108A,
108B, 108C, 108D, 108E and 108F to the server systems
104 and/or any of the other client systems.

0164. The Certificate Authority (CA) block 1604 within

the server systems 104 represents an entity that helps to
ensure validity of encryption and decryption codes. For
example, within a public/private key encryption environ
ment, a Certificate Authority may help ensure that a public
key alleged to be from a particular entity is in fact legiti
mately from that entity. One third-party entity that performs
this CA function on the Internet is VeriSign, Inc. Having a
third-party perform the CA function can be advantageous in
a transaction or communication between non-trusted enti

ties. For example, the Sending entity provides its public key
information to the third-party CA, which verifies the infor
mation and creates a certificate that includes the Sending
entity's public key information. This certificate may then be
encrypted and signed by the third-party CA. The receiving
entity may then obtain the certificate from the third-party CA
and decrypt it with the third-party CA's public key. The
receiving party will then have the Sending party's public key
and be fairly Secure that it is a legitimate public key from the
Sending party.
0165. As shown in FIG. 16, the CA functionality may be
part of the server systems 104, such that the server systems
104 act as their own Certificate Authority with respect to
client systems 108A, 108B, 108C, 108D, 108E and 108F
and any other devices that are part of the distributed pro
cessing System. A third-party CA is not as needed in this
distributed processing environment because the Server Sys
tems 104 primarily direct the operations of the distributed
processing System. Thus, there is less of a need for a
third-party entity to provide a CA function. It is noted that
CA functionality may be provided only by the servers
systems 104, only by third-party CAS, or any combination of
server systems 104 and third party CAS, as desired for a
particular embodiment. In addition, if desired, no CA func
tionality could be provided So that Secure communications
between the server systems 104 and the devices within the
distributed processing System were conducted without the
use of a Certificate Authority.
0166 FIG. 17A is a block diagram of an embodiment
1700 for a communication interface between a client system
108 and the server systems 104. In this embodiment 1700,
the network is preferably the Internet. AS depicted, the client
system 108 includes a client agent 270 and a network
browser 1702. The server systems 104 includes a client
agent download site 1710, from which the client system 108
may download the client agent 270 through communications
1704. The server systems 104 also includes block 1718,
which represents a variety of client Service functions that
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may be provided by the web interface for the server systems
104 through communications 1706. For example, in a pub
lic/private key security environment, a client system 108

may download from block 1712 a Certificate Authority (CA)
certificate that includes the Server public key. In addition, the
client system 108 may login to the web page interface for the
server systems 104. And the server systems 104 may gen
erate dynamic certificates. The client system 108 may also
send and receive information to application server 1714
through communications 1708, for example, to receive
project work units. Finally, as depicted, database Systems
1546 may send information to and receive information from
the blocks 1710, 1712 and 1714 of the server systems 104
through communications 1716, 1718 and 1720. As discussed
more above, database systems 1546 may include any desired
information, for example, a workload database 308 and/or a
capability vector database 620.
0167 FIG. 17B is a block diagram for an Internet com
munication protocol structure 1750 that may be utilized for
communications 1704, 1706 and 1708. As depicted in FIG.
17B, three basic application layers are utilized by each client
system 108 and the server systems 104 to communicate with
each other. The TCP/IP layer 1756 represents a standard
Internet communication protocol that allows devices to
identify and Send information to each other acroSS the
Internet, as is well known to those of skill in the art. The

secure network layer (SNL) 1754, such as the secure socket
layer (SSL), represents a protocol that allows devices to
confirm the identity of servers and the other devices with
whom they communicate, as long as those servers or other
devices utilize Similar protocols. The application Security
level 1752 represents other desired security or communica
tion protocols that are implemented by programs running on
the client system 108 and/or the server systems 104.
0.168. In operation, the server systems 104 may secure the
download of the client agent 270 to the client system 108 by
requiring that the client system 108 download the client
agent 270 from the client agent download site 1710. As part
of the Server authentication Sequence, the download Site
1710 will send back an identifier to assure users that they are
indeed connected to the proper server systems 104. This
identifier may be, for example, a CA certificate, but may be
any other identifier, as desired. Because it is desirable to
have the client agent running on as many distributed devices
as possible for the distributed processing System of the
present invention, user authentication may not be required to
download the client agent 270 from the download site 1710.
0169. Once a client system 108 has downloaded and
installed the client agent 270, the client system 108 will
communicate with the application server 1714 to begin
working within the distributed processing System. For these
communications, Server and client authentication may be
required to help ensure Security. To accomplish this authen
tication, for example, two-way authentication may be uti
lized. To provide a public/private key combination for the
client agent 270, each client agent 270 that is downloaded by
a client system 108 may have embedded within its code a
default identifier and a default public/private key pair. Thus,
the Server Systems 104 may use Secure network protocols
(Such as SSL or similar Schemes) to authenticate each client
system 108, and each client system 108 may use compatible
protocols to authenticate each Server application with which
it communicates. These applications, for example, may

include the functionality provided by blocks 1712 and 1714,
and, therefore, the communications 1706 and 1708 would
utilize authentication.

0170 As an alternative to embedding a public/private key
combination and associated identifiers or certificates into the

client agent 270, the public/private key pairs may be
dynamically generated in block 1712. For example, at
Start-up, at reboot or at Some desired time or event, the client
System 108 may generate a new public/private key pair.
When the client system 108 next communicates with the
server systems 104, the client system 108 request a certifi
cate from the server systems 104. The server systems 104

may then act as a Certificate Authority (CA) and provide a

CA certificate to the client system 108. This dynamic
certificate generation, therefore, allows for added Security by
allowing each client system 108 to have its own public/
private key pair for Secure network protocol communica
tions and by having this key pair change at Some desired
recurring event for the client system 108, such as reboot.
0171 The client system 108 may initiate its communi
cation with the Server Systems 104 by logging on to the
authentication server, which may be part of block 1712. The
user may be prompted to enter a valid e-mail address and/or
password, if already registered, or may be asked to register
if the e-mail address and/or password are not recognized.
Once registration is completed, a password may be e-mailed
back to the user to provide validation of the user. If authen
tication is Successful when a user logs into the Server
systems 104, the server systems 104 may provide a host-ID,
and user-ID and a Session key for any given communication
Session.

0172 It is also desirable that once a user has successfully
registered, the user may install the client agent 270 on any
number of other host or user Systems without needing to
interact with that Systems network browser, other than to Set
host-Specific preferences. For example, when downloaded,
the client agent 270 may take the form of a self-extracting
program that installs the appropriate files to the client System
108, including the proper host and user identifications. In
addition, to help ensure proper identification, the Session
keys may be exchanged each time the client system 108
communicates with the server systems 104. For example, the
client System 108 may communicate its current Session key
to the server systems 104 each time it communicates with
the server systems 104. The server systems 104 will then
send a new session key for the client system 108 to utilize
for the next Session. In this way, Stale identification infor
mation may be reduced. In addition to this Security feature,
communications may also be encrypted and decrypted with
various encryption techniques, as desired.
0173 Referring now to FIGS. 18A and 18B, one
embodiment will be discussed for a Security model utilizing
public/private key encryption. This Security model utilizes a
third-party CA to provide a CA certificate for the server
systems 104.
0.174 FIG. 18A is a block diagram of an embodiment
1800 for security procedures implemented by server systems
104. Electronic information 1602 is to be communicated to

a client system 108. This electronic information 1602 travels
through four different paths that provide Security informa
tion.

0.175 One path begins with the electronic information
1602 being encrypted with the server private key in block
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1802. Then, in block 1830, the encrypted information is sent
to client Systems. This encrypted information is represented
by arrow 1826.
0176). A second path flows from block 1802 to block 1804
where a hash value is generated for the encrypted electronic
information. It is noted that a hash value is a unique value
that may be generated for any given electronic file based
upon the contents of that file and the algorithm used to
calculate the unique value. There are any number of algo
rithms that may be used to calculate a hash value, as would
be understood by one of skill in the art. Proceeding down the
second path to block 1806, the hash value generated on the

Server side for the encrypted electronic information (i.e., the
information sent to the client system in 1830 via 1826) is

compared with a hash value 1822 from the client system
108. This hash value 1822 represents the client system's
calculation of the hash value for the encrypted electronic
information that the client system 108 received from the
Server System 104. If no tampering has occurred and the data
was transmitted accurately, the client System has value
should match the server hash value. In block 1808, the server

systems 104 provide an indication of the result of the hash
check evaluation back to the client system 108. This pass/
fail determination is indicated by arrow 1824.
0177. A third path begins with block 1810 where a hash
value is calculated for non-encrypted electronic information
1602. This hash value is then encrypted in block 1816 with
the Server private key. Next, this encrypted hash value is sent
to the client system 108 in block 1818. The arrow 1821
represents the encrypted hash value for the non-encrypted
electronic information.

0.178 A fourth path, and the last depicted in the embodi
ment 1800 of FIG. 18A, flows from block 1810 to block

1812, where the hash value is partitioned into N different
portions. These N different portions are preferably desig
nated for N different client systems 108, as well as any client
systems 108 receiving a redundant distribution of any one of
the N different portions. In block 1814, the N different hash
value portions are encrypted with the Server private key.
Next, the N different encrypted hash value portions are sent
in block 1820 to N different client systems 108, as well as
being sent to client systems 108 receiving redundant distri
butions of the hash value portions. The arrows 1828 repre
sent the distribution of the N different hash value portions.
It is noted that redundant distribution of the N hash value

portions is desirable because, as discussed below with
respect to FIG. 18B, when the hash value is reconstructed by
a client system 108, it is desirable to have multiple sources
for each portion in case one of the receiving client Systems
is not available at any given time.
0179 Looking now to FIG. 18B, the corresponding
security procedures implemented by a client system 108 are
discussed. Initially, in block 1854, the client system 108
receives CA certificate 1852 containing the server public key
and the Server identity. It is again noted that other unique
identifiers may be utilized instead of CA certificates, as
described above. If a CA certificate is utilized, this CA

certificate may be provided from a third-party Certificate

Authority (CA) or from the server systems 104 or any other
desired source. In block 1856, the client system 108 verifies
the accuracy of the CA certificate using the CA's public key.
If this verification is not successful, the client system 108
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may wait Some period of time before retrying. In addition,
the time period may be a random period of time. In addition,
as discussed with respect to FIGS. 17A and 17B, the client
system 108 will login to the server systems 104. If this
authentication is not Successful in this login, the client
system will notify the user of the system and the server
systems 104, and then wait for some period of time or a
random amount of time before attempting to re-verify.
0180. In block 1862, the client system 108 receives the
encrypted information 1826. Next, the client system 108
creates a hash value for the encrypted information in block
1864. This hash value is preferably calculated using the
Same algorithm utilized by the Server Systems 104 in gen
erating the hash value for the encrypted information in block
1804 of FIG. 18A.. Once the client system 108 has calcu
lated the hash value for the encrypted information, this hash
value 1822 is sent to the server systems in block 1866. As
discussed above, a pass/fail response 1824 is Sent back by
the server systems 104. This hash check evaluation is
received in block 1868. If the check was a FAIL, flow passes
to block 1870 where the client system 108 sends out a notice
to the server systems 104 and any other client system to
which it is attached that a problem has been encountered.
The client system 108 then ends the current connection with
the server systems 104. It is noted that the client system 108
may retry several times before moving onto block 1870, and
that the reporting Scheme may be modified, altered or
developed as desired.
0181. If the hash check evaluation was a PASS, flow
passes to block 1872 where the electronic information is
decrypted with the server public key, which was verified in
block 1856. Ahash value is then calculated for the electronic

information 1874. Again, the hash generation algorithm is
preferably the same as that used by the server systems 104
in creating the hash value in block 1810 of FIG. 18A. Next,
the hash value is sent from block 1874 to block 1886, where

it is compared with two other hash value calculations.
0182 One of the other hash values comes from a path that
begins with block 1858, in which the client system 108
receives the encrypted hash value 1821 for the non-en
crypted information. In block 1860, the encrypted hash
value is decrypted with the server public key. The hash value
is then sent to block 1886.

0183) The third hash value for block 1886 comes from a
path that utilizes the N different hash portions sent out by the
server systems in block 1820 of FIG. 18A. In block 1876,
the client system receives a portion 1828A of the partitioned
hash value 1828. In addition to one of the partitioned hash
values, it is noted that the server systems 104 will also send
information providing the identity and source for the N-1
other hash value portions. In block 1878, the client system
108 decrypts the portion 1828A with the server public key.
Next, in block 1880, the client system 108 resolves the
identity of the source for the N-1 other portions, which may
be N-1 other client systems. In block 1882, the client system
108 obtains the N-1 other portions, and assembles the N
partitions into a hash value for the non-encrypted electronic
information in block 1884. The resulting hash value is then
sent to block 1886. It is noted, as indicated above, that

redundant distribution of the N portions of the partitioned
hash value is desirable so that unavailability of one client
System will not cause another client System to be unable to
re-assemble the N different portions.
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0184. Once the three hash values are received in block
1886 from three different sources, they are compared to see
if they match. If this check is a FAIL, flow moves to block
1888, where the client system 108 sends out a notice to the
server systems 104 and any other client system to which it
is attached that a problem has been encountered. The client
system 108 may also inform the client systems from which
it received the N-1 other portions, and the client system 108
may retry the procedures, if desired. In addition, once a
client system 108 is notified of a potential problem, the
client system 108 may download a special check file from
the server systems 104 to make sure that the server systems
have not been compromised. If still a FAIL, the client system
108 then ends the current connection with the server systems
104. If the check is a PASS, the electronic information is

utilized, as represented by block 1890.
0185 FIGS. 19 and 20 provide block diagrams for
further describing the distributed processing System and
environment of the present invention that allows for third
parties, Such as network Service providers, to monitize, or
gain revenue from, their respective user bases.
0186 Looking first to FIG. 19, a block diagram is
depicted for a distributed processing system 100 and envi
ronment 1900 in which network service providers are
enabled to monitize their user bases. Environment 1900

includes a distributed processing System 100, a customer
152, and a third-party network service provider 1902. The
customer 152 represents an entity that has a project 1912 that
the customer 152 would like processed by the distributed
computing system 100. In return for the processing of the
project data and the results 1914 of this processing, the
customer 152 will often make a payment 1916. The third
party network service provider 1902 maintains a user data
base 1904 that identifies its user base 1920 including users
1906A, 1906B . . . 1906C.

0187. The service provider 1902 may be, for example, an
Internet business that provides any of a variety of Services to
users, Such as Internet access, e-mail, web page hosting,
domain name hosting, file sharing Services or any other
Internet-based Service. In addition, Such Internet-based Ser

vices may be offered for free or low cost to users, in which
case the users have historically agreed to view banner or
other advertisements in return for the free or low cost

Service. However, as Stated above, advertising revenue has
been Subject to diminished pricing and has become a unre
liable Source of revenue for many Internet-based companies.
To facilitate the number of projects that the distributed
processing System 100 can take on and the Speed at which
these projects can be processed and completed, it is desirable
to increase the amount and capabilities of the computing
resources available to the distributed processing system 100.
To the extent that the users of the service provider 1902
represent a pool of underutilized resources, these users
represent a potentially valuable resource to the distributed
processing system 100.
0188 According to the present invention, the service
provider 1902 may realize value from its user base and
thereby monitize this user base by facilitating the use by the
distributed processing System 100 of computing resources
related to these users. Thus, for example, in return for free
Services, the users may agree to have their respective com
puting resources utilized by the distributed processing SyS

tem 100. The service provider 1902 may then provide to the
distributed processing system 100 the user identifications

(IDs) 1908 related to its user base in return for revenue

sharing 1910. This monitizing architecture according to the
present invention thereby provides a Significantly advanta
geous avenue for Service providers or other entities that
control or have user bases with useful processing capabili
ties, Such as Internet-based Service providers, to generate
revenue from its user base, particularly in the face of falling
revenue from other Sources, Such as advertising revenue.
0189 The revenue sharing 1910 may be, for example, a
share of payment 1916 relative to the amount of processing
toward the project 1912 that was completed through the use
of the user resources 1922 made available through users
1906A, 1906B . . . 1906.C. It is noted that the revenue

sharing 1920 may take any desired form, including but not

limited to (a) upfront payments based upon attributes of the
user base, Such as size or processing capabilities, (b) pay
ments based upon the number of users that become members

of the distributed processing System, (c) payments based
upon the types of projects processed by the user base, or (d)

any other desired compensation Scheme related to the value
of the user base being made available by the third party.
0190. The monitizing invention, therefore, focuses on
capabilities of internet, intranet, wireleSS or otherwise net
work connected PCs, internet appliances, notebook comput

ers, servers, storage devices, NAS (Network Attached Stor
age), or any other connected computing device that could

provide any of a number of useful capabilities and that is
part of a underutilized user base, Such as user bases of
Internet-based businesses that rely on advertising or any
other method of monitizing their user base in exchange for
a valuable Service (e.g. free internet access, email, etc.). AS
discussed above, these useful processing capabilities Span
the entire range of generic computing Subsystems including:
Central Processing Unit(s) (CPUs), Digital Signal Proces
sor(s) (DSPs), Graphics Processing Engine(s) (GPEs), Hard
Drive(s) (HDs), Memory (MEM), Audio Subsystem(s)
(ASs), Communications Subsystem(s) (CSS), Removable
Media Types (RMs), or other Add-In/On Accessories
(A/OAS) with potentially useful unused capabilities. Market
creation and potential compensation for all unused capabili
ties can be accomplished through the massively parallel
distributed Software architecture of the distributed process
ing system 100. For example, credits (revenues) would be
generated each time a unit of work is accomplished by one
(or more) of the Subsystems on a user's computing device
via a client agent installed on the device for the purposes of
managing, processing and completing units of work. The
total credits/revenues generated may be, for example,
dynamic depending on how many are received. Through this
architecture of the present invention, Significant revenues
may be generated from the user base of the Service provider
where the Service provider may have previously been unable
to monitize effectively this user base.
0191 It is further noted in more general respects that the
entity 1902 may be any entity that has direct or indirect
control over a group of users, Such that the users resources
may be offered to and utilized by the distributed processing
system 1902. An example of one such more general entity
would be a company that has a large group of internal users
that are capable of being linked to the distributed processing
system 100, for example, through an intranet network of
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computer Systems or computing devices. The computing
resources related to these users may also be monitized
according to the present invention.
0.192 Looking now to FIG. 20, a block diagram repre
Senting the components for a client agent 270 along with a
representative indication of responsibility for those compo
nents. Client agent 270 includes a core agent component
1502, a project component 1504 and a user interface com
ponent 1510. AS discussed above, the core agent component
1502 can provide the base distributed processing function
ality for the client agent 270. The project component 1504
can provide the project-specific functionality for the client
agent 270. And the user interface 1510 can provide any
desired user viewable information or interaction function

ality. These three general components may be modular
Software components such that the project component 1504,
the core agent component 1502, and the user interface
component 1510 may be separate software modules, if

desired, that link together through appropriate APIs (Appli
cation Programming Interface). Thus, each of these compo

nents may be designed and developed independently or
jointly, as desired. In effect, the core agent component 1502
can provide a backbone upon which is attached the project
component 1504, the user interface component 1510, and
any other desired component. Thus, when a new project or
interface is desired for any given client agent 270, for
example, this component may be efficiently replaced with
the new component in a modular fashion Still utilizing the
core agent component 1502 as the backbone. In addition,
each component may be updated and modified without
requiring modification or updates to the other component
Software code.

0193 Also depicted in FIG. 20 are customer 152, dis
tributed processing system (DPS) 100 and service provider
1902, which are in communication with each other through
interactions or interfaces 2012 and 2014. In this embodiment

of FIG. 20, the customer 152 is represented as providing the
Software development and code 2002 for the project com
ponent 1504. The distributed processing system 100 is
represented as providing the core agent code 2008 for the
core agent component 1502. And the service provider is
represented as providing at least a portion of the interface
development and code 2010 for the user interface compo
nent 1510. In operation, the workloads 2004 and the results
2006 would still typically be under the control of the
distributed processing system 100.
0194 It is noted that this modular architecture facilitates
the development of project Software code and interface
Software code by entities other than the owner of the
distributed processing system 100. For example, with
respect to FIG. 19, an Internet-based service provider may
have a user interface already designed and implemented for
its user base, Such as a web browser user interface for users

of free Internet access Services provided by Such a Service
provider. Once the core agent component 1502 is installed
on a user's computer, the existing third-party user interface
may hook into the core agent component 1502, thereby
making the user's resources available to the distributed
processing System 100, while maintaining the user interface
the user has come to expect from the Service provider. Thus,
the service provider 1902 may provide the user interface it
desires for the Service it is providing, while at the same time
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monitizing its user base by facilitating its users becoming
part of the available resources for the distributed processing
system 100.
0.195. Further modifications and alternative embodiments
of this invention will be apparent to those skilled in the art
in View of this description. It will be recognized, therefore,
that the present invention is not limited by these example
arrangements. Accordingly, this description is to be con
Strued as illustrative only and is for the purpose of teaching
those skilled in the art the manner of carrying out the
invention. It is to be understood that the forms of the
invention herein shown and described are to be taken as the

presently preferred embodiments. Various changes may be
made in the shape, Size and arrangement of parts. For
example, equivalent elements may be Substituted for those
illustrated and described herein, and certain features of the

invention may be utilized independently of the use of other
features, all as would be apparent to one skilled in the art
after having the benefit of this description of the invention.
What is claimed is:

1. A method of operating a distributed processing System
to allow third-party user bases to be monitized, comprising:
providing a Server System;
coupling the Server System to a network, the network
being configured to be coupled to a plurality of dis
tributed devices;

utilizing the plurality of distributed devices to accomplish
data processing tasks for a customer project, wherein a
portion of the utilized distributed devices comprise
devices associated with users from a third-party user
base; and

Sharing revenue from the customer paid project with the
third-party in relation to the resources of the user base.
2. The method of claim 1, wherein the third party com
prises a network Service provider.
3. The method of claim 2, wherein the network comprises
the Internet.

4. The method of claim 3, wherein the service being
provided by the third party to its user base comprises free
Services to the users.

5. The method of claim 3, wherein the service comprises
a Service provided to the users at least in part in return for
an agreement to allow computing resources related to the
users to be utilized by the distributed processing System.
6. The method of claim 5, wherein the service comprises
Internet acceSS, Internet e-mail or file Sharing Services.
7. The method of claim 5, further comprising providing a
client agent to the plurality of distributed devices, the client
agent operating on the devices to accomplish the project
tasks, and displaying a user interface to the users of the
devices.

8. The method of claim 7, wherein the user interface

comprises a user interface related to the Service provided by
the third-party.
9. The method of claim 1, further comprising providing a
client agent to the plurality of distributed devices, the client
agent operating on the devices to accomplish the project
tasks and comprising a project component, a core agent
component and a user interface component.
10. The method of claim 9, wherein the project compo
nent and the user interface component are independent
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Software code modules that hook into the core agent com

ponent through APIs (application programming interface).

11. The method of claim 10, wherein the project compo
nent is owned by the customer, the core agent component is
owned by the owner of the distributed processing System,
and the user interface component is owned by the third party.
12. The method of claim 11, wherein the network com

prises the Internet and the third party comprises a network
Service provider.
13. A distributed processing System allowing the moniti
Zation of third-party user bases, comprising:
a Server System coupled to a network, the network being
configured to be coupled to a plurality of distributed
devices, a portion of the plurality of distributed devices
comprising devices associated with users from a third
party user base; and
a client agent installed on the plurality of distributed
devices, the client agent configured to receive customer
project workloads through the network from the Server
System, to process the customer project workloads, and
to return results to the Server System through the
network;

wherein project revenue from the customer for project
processing is shared with the third-party in relation to
resources of the user base.

14. The distributed processing system of claim 13,
wherein the third party comprises a network Service provider
and the network comprises the Internet.

15. The distributed processing system of claim 14,
wherein the service being provided by the third party to its
user base comprises a Service provided at least in part in
return for an agreement to allow computing resources
related to the users to be utilized by the distributed process
ing System.
16. The distributed processing system of claim 13,
wherein the client agent comprises a user interface related to
the service provided by the third-party.
17. The distributed processing system of claim 13,
wherein the client agent comprises a project component, a
core agent component and a user interface component.
18. The distributed processing system of claim 17,
wherein the project component and the user interface com
ponent are independent Software code modules that hook

into the core agent component through APIs (application
programming interface).

19. The distributed processing system of claim 18,
wherein the project component is owned by the customer,
the core agent component is owned by the owner of the
distributed processing System, and the user interface com
ponent is owned by the third party.
20. The distributed processing system of claim 13,
wherein the network comprises the Internet and the third
party comprises a network Service provider.

