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DESCRIPTION
WIRELESS COMMUNICATION APPARATUS AND PROCESSING METHOD

THEREBY

TECHNICAL FIELD
[0001] The present invention relates to a
communication apparatus and control method in a network

constructed by a plurality of communication apparatuses.

BACKGROUND ART

[0002] Conventionally, communication parameters
when implementing a wireless LAN connection based upon
the so-called IEEE 802.11 standard, such as IEEE
802.11a/b/g/n/i, are large in number and there are many
variations of set values. Accordingly, methods for
simplifying the setting of communication parameters
have been proposed.

[0003] In a network in an infrastructure mode
having a specific base station, the wireless
communication apparatuses constituting the network are
managed by the base station. For this reason, the
communication parameters for configuring the network
are distributed from the base station to the wireless
communication apparatuses.

[0004] In a network in the ad-hoc mode that does
not possess a specific‘base station, all wireless

communication apparatuses are on an equal footing.
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This necessitates a technique for deciding which
wireless communication apparatus will be the source of
the communication parameters. Such a technique for
deciding the source that provides communication
parameters has been proposed (e.g., see the
specifications of Japanese Patent Application Laid-Open
Nos. 2006-309458 and 2006-311138).

[0005] However, in a case where WPA (Wi-Fi
Protected Access), etc., which is a wireless LAN
encryption standard, has been selected as a security
setting for comﬁunication parameters, the start-up
direction of a key-sharing algorithm must be set as
connection authentication processing separate from the
direction in which communication parameters are
provided.

[0006] Accordingly, a problem which remains is
that in the case of a network in the ad-hoc mode not
having a specific base station in which all wireless
communication apparatuses are on an equal footing,
which wireless communication apparatus is to execute

connection authentication processing must be decided.

DISCLOSURE OF INVENTION
[0007] The present invention is such that a
communication apparatus that has been discriminated as
the providing source of communication parameters or as

the destination thereof executes authentication
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processing as the authenticating side or authenticated
side in accordance with the communication apparatus
discriminated.

[0008] In accordance with an aspect of the present
invention, there is provided a communication apparatus
in a communication network in which communication
apparatuses communicate directly without the
intermediary of a base station, comprising:
determination means for determining, by a prescribed
protocol, whether this apparatus is to function as a
providing source of communication parameters for
forming the communication network or as a provision
destination thatvreceives communication parameters; and
decision means which, in a case where it has been
determined by the determination means that this
apparatus is to function as the provision destination
that receives communication parameters, is for deciding
that this apparatus will function as a supplicant that
requests a communicating-partner apparatus to perform
authentication when encryption-key share processing is
executed with the communicating-partner apparatus, and
in a case where it has been determined by the
determination means that this apparatus is to function
as the providing source of communication parameters, is
for deciding that this apparatus will function as an

authenticator that executes authentication processing
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requested by the communicating-partner apparatus that
functions as the supplicant.

[0009] In accordance with another aspect of the
present invention, there is provided a processing
method by a communication apparatus in a communication
network in which communication apparatuses communicate
directly without the intermediary of a base station,
the method comprising: a determination step of
determining, by a prescribed protocol, whether this
apparatus is to function as a providing source of
communication parameters for forming the communication
network or as a provision destination that receives
communication parameters; and a decision step which, in
a case where it has been determined at the
determination step that this apparatus is to function
as the provision destination that receives
communication parameters, is a step of deciding that
this apparatus will function as a supplicant that
requests a communicating-partner apparatus to perform
authentication when encryption-key share processing is
executed with the communicating-partner apparatus, and
in a case where it has been determined at the
determination step that this apparatus is to function
as the providing source of communication parameters, is
for deciding that this apparatus will function as an

authenticator that executes authentication processing
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requested by the communicating-partner apparatus that
functions as the supplicant.

[0010] Further features of the present invention
will become apparent from the following description of
exemplary embodiments with reference to the attached

drawings.

BRIEF DESCRIPTION OF DRAWINGS
[0011] FIG. 1 is a block diagram illustrating the
configuration of a wireless communication apparatus
having an application for automatically setting
communication parameters;
[0012] ~FIG. 2 is a diagram illustrating an example
of the configuration of a network constituted by
wireless communication apparatuses of the kind shown in
FIG. 1;
[0013] FIG. 3 is a flowchart for describing a
communication control method executed by terminal A
shown in FIG. 2;
[0014] FIG. 4 is a flowchart for describing a
method of controlling communication of terminal B or C
shown in FIG. 2;
[0015] FIG. 5 is a sequence diagram illustrating a
communication control method in the network
configuration shown in FIG. 2;
[0016] FIG. 6 is a flowchart useful in deséribing

a method of controlling communication of terminal A in
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FIG. 2 in a second embodiment of the present invention;
and

[0017] FIG. 7 is a flowchart useful in describing

a method of controlling communication of terminal B or

C in FIG. 2 in the second embodiment.

BEST MODE FOR CARRYING OUT THE INVENTION
[0018] Preferred embodiments of the present
invention will now be described in detail with
reference to the drawings.
[0019] [First Embodiment]

Described first will be a hardware configuration
in a preferred embodiment for practicing the present
invention. FIG. 1 is a block diagram illustrating the
configuration of a wireless communication apparatus 101
having an application for automatically setting
communication parameters. Communication parameters in
this embodiment are a network identifier (SSID), an
encryption key, an authentication scheme and a
frequency channel, etc.

[0020] The wireless communication apparatus 101
includes a controller 102 for controlling the setting
of communication parameters and for controlling a
wireless function; a storage unit 103 for storing
various information; a wireless unit 104 for performing
wireless communication; a display unit 105 for

presenting displays and the like has a function for
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outputting visually perceivable information in the
manner of an LCD or LED and a function for outputting
sound information in the manner of a speaker; a setting
button 106 for applying a trigger that starts the
setting of communication parameters; an antenna
controller 107; and an antenna 108.

[0021] The foregoing is the hardware configuration
of the wireless communication apparatus. It should be
noted that this hardware configuration is one
embodiment of the present invention and the apparatus
need not necessarily having this particular
configuration. Any hardware configuration to which the
spirit of thé present invention is applicable falls
within the scope of the present invention.

[0022] FIG. 2 is a diagram illustrating an example
of the configuration of a communication network
constituted by wireless communication apparatuses of
the kind shown in FIG. 1. As illustrated in FIG. 2,
the network includes communication apparatuses 21, 22
and 23 (referred to as terminals A, B and C,
respectively) having a wireless communication function
of a wireless LAN compliant with the IEEE 802.11
standard.

[0023] The terminals A, B and C have the functions
of the wireless communication apparatus shown in FIG. 1.
All of these terminals have the same wireless

communication capability and construct a network that
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operates in the ad-hoc mode. The ad-hoc mode refers to
a form of communication in which terminals communicate
directly with one another without the intermediary of a
base station (access point). After the ad-hoc-mode
network is constructed, the roles played in
communication-parameter setting processing (the
terminal that is the source of provision of
communication parameters and the terminals that are the
destinations of the provided parameters) are decided
based upon a predetermined algorithm for deciding the
source of provision of communication parameters.

[0024] It should be noted that although the
algorithm described in the specification of Japanese
Patent Application Laid-Open No. 2006-311138 is capable
of being used as the algorithm for deciding the source
of provision of communication parameters, the present
invention is not limited to this method. Here it is
assumed that terminal A is decided as the terminal that
is the source of provision of communication parameters
and that terminals B and C are decided as the terminals
that are the destinations of the provided parameters.
The manner in which terminals B and C are provided with
communication parameters from terminal A is illustrated
in FIG. 2.

[0025] FIG. 3 is a flowchart for describing a
communication control method executed by terminal A

shown in FIG. 2. First, the user presses the setting
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putton 106 to thereby activate the function for setting
communication parameters. More specifically, in order
to indicate that the communication-parameter setting
function of this terminal has been activated, terminal
A assigns a specific identifier to beacon information
used in a wireless LAN, by way of example. Further, in
order to notify the user that the communication-
parameter setting function has been activated, terminal
A causes the display unit 105 to display "SETTING OF
COMMUNICATION PARAMETERS IS IN PROGRESS", etc. (F301).
User convenience is enhanced in this way.

[0026] Next, terminal A executes predetermined
processing for deciding direction of provision of
communication parameters, this being,executed between
itself and terminals B and C, which also have activated
their communication-parameter setting function. It is
assumed here that terminal A is decided by this
processing as the terminal that is the source of
provision of communication parameters (F302).

[0027] Next, terminal A decided upon as the
terminal that is the source of provision of
communication parameters receives a request to start
provision (setting) of communication parameters as a
communication-start request from terminal B or C
decided upon as the terminal that is the destination of

the provided parameters (F303).
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[0028] Terminal A negotiates with the other party
(e.g., terminal B) in regard to the encryption and
authentication schemes used when data communication is
performed after the setting of communication parameters
(i.e., after construction of the network) (F304).
Although there are several variations of encryption and
authentication schemes used in wireless LANs, they can
be classified broadly into two types. The first is for
a case where an encryption key provided as a
communication parameter from the terminal that 1s the
source of provision of communication parametefs is
utilized as is as an encryption key for encrypting
transmit data (this will be referred to as a "first
encryption and authentication scheme").

[0029] The second is for a case where
authentication processing i1s executed at the sending
and receiving sides with an encryption key delivered as
a communication parameter serving as a seed, a new
session key is generated and the transmit data is
encrypted using the session key (this will be referred
to as a "second encryption and authentiqatioﬁ scheme") .
[0030] Tn both cases it is desired that the key
for encrypting communication parémeters at the time of
provision of the communication parameters and the
encryption key used in actual data communication after
communication-parameter setting processing ends be

different from each other.
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[0031] It should bé noted that in the IEEE 802.11i
series, the first encryption and authentication scheme
corresponds to that of the conventional WEP (Wired
Equivalent Privacy) key and the second encryption and
authentication scheme corresponds to that of TKIP or
CCMP. TKIP (Temporal Key Integrity Protocol) has a
user authentication function, which is a function for
preventing the altering of messages by making it
possible to change the encryption key on a per-packet
basis or periodically. CCMP (Counter mode with Cipher
block chaining Message authentication code Protocol)
makes it possible to detect alteration of data.

[0032] In a case where the result of negotiation
is such that a new session key is generated, group-key
share processing also is executed between terminals.
Accordingly, in the first embodiment, in order to
distinguish the encryption and authentication scheme,
whether group-key share processing is executed or not
executed is adopted as the criterion (F305). In
actuality, since which encryption and authentication
scheme is used is decided by the above-mentioned
negotiation, whether processing from F306 onward or
processing from F314 onward is executed 1s decided
based upon the encryption and authentication scheme
decided.

[0033] T+ should be noted that in the description

rendered in this embodiment, it is assumed that the
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above-mentioned determination is made based upon thé
negotiation regarding the encryption and authentication
scheme. However, the determination may just as well be
made based upon either the encryption scheme or the
authentication scheme.

[0034] Here a session key is an encryption key
mainly used in unicast. Different session keys may be
used between the set of terminals A and B and the set
of terminals A and C, or the same session key may be
used.

[0035] A group key is aﬁ encryption key used in
multicast communication and broadcast communication,
and it is the same for all terminals (terminals A, B
and C in this embodiment) that constitute the network.
All communication may be performed using the group key,
with the session key and group key being the same key.
[0036] Every terminal capable of being a source of
packet transmission may have group keys. Since three
terminals construct the network in this embodiment,
cach terminal may have three group keys each. Further,
the network may have a unique group key.

[0037] Described first will be a case where a
scheme for executing group-key share processing is
adopted at the decision step F305.

[0038] In the case of the scheme for executing
group-key share processing, it is necessary to decide

the roles of terminals A and B in the connection
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authentication process (i.e., which terminal is on the
side that authenticates the connection and which is on
the side where the connection is authenticated). Here
the terminal on the side tHat authenticates the
connection will be referred to as the "authenticator”
and that on the side authenticated will be referred to
as the "supplicant".

[0039] In the first embodiment, by virtue of the
processing for deciding the direction of provision of
communication parameters, terminal A decided upon as
the source terminal for provision of communication
parameters becomes the authenticator that takes charge
of the function on the connection authenticating side.
Terminal B or C decided upon as the términal that is
the destination of provision of communication
parameters becomes fhe supplicant that takes charge of
the function on the connection-authenticated side.
[0040] With regard to the provision of
communication parameters, encryption of the
communication parameters and authentication processing
between the parameter—source terminal and parameter-
destination terminal are carried out in order to assure
security. Accordingly, terminal A generates a random
number necessary in order to execute encryption and
authentication processing (F306). The random number

generated is stored peforehand in order to be used as a
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random number employed in the generation of a session
key.

[0041] Next, between itself and terminal B,
terminal A executes encryption-key share processing and
authentication processing for encrypting the
communication parameters that it provides (F307). In
the course of the processing at F307, a random number
generated by terminal B necessary for encryption and
authentication processing at the time of provision of
communication parameters is transmitted from terminal B.
By using the mutually generated random numbers,
terminals A and B execute encryption-key share
processing for provision of communication parameters.
[0042] As will be described later, terminal B uses
an encryption key, which is shared with terminal A, in
order to decrypt communication parameters provided to
it. 1In other words, the encryption-key share
processing here indicates execution of prescribed
protocol processing between terminals A and B since
terminal A has an encryption key for encrypting
communication parameters that is provides and terminal
B has an encryption key for decrypting communication
parameters with which it is provided.

[0043] Next, a session key for communication is
generated based upon the random number generated by

terminal A, the random number generated by terminal B
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and the seed of the encryption key possessed by
terminal A (F308).

[0044] Then, using the encryption key shared with
the terminal B at F307, terminal A encrypts the
communication parameters necessary for configuring an
‘ad—hoc—mode network and transmits the encrypted
communication parameters to terminal B (F309). At this
time the session key generated at F308 also is
transmitted. The session key is thus shared between
terminals A and B. The processing for sharing the
session key used in the description below is processing
whereby terminal A transmits the generated session key
to terminal B and terminal B receives the session key.
[0045] Even though the session key is transmitted
to terminal B, a case where terminal B does not possess
+he functions necessary for the first embodiment is
conceivable. In such case, terminal B glances at the
session key transmitted from terminal A and executes
processing in the conventional manner.

[0046] The session key transmitted at F309 is an
encryption key valid when a unicast is performed
between terminals A and B. Next, using the session key,
terminal A encrypts a group key valid for all terminals
that constitute the ad-hoc-mode network and transmits
the encrypted group key to terminal B (F310). The
group key is thus shared between terminals A and B.

Thus, group-key share processing is processing whereby
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terminal A sends terminal B the group key encrypted
using the session key and terminal B receives the
encrypted group key. In the first embodiment, the
group key is just transmitted to terminal B. However,
in a case where terminal A has already executed “
communication-parameter setting processing between
itself and other terminals, it executes group-key share
processing with all terminals that have completed
executing parameter setting processing.

[0047] At this point in time the communication-
parameters necessary for the wireless connection are
complete. Accordingly, terminal A sends terminal B
notification of completion of setting of communication
parameters, which serves as notification of completion
of communication (F311). At this time "CONNECTION TO
WIRELESS NETWORK IS COMPLETE", etc., is displayed on
the display unit 105. This enhances user convenience.
[0048] Communication over the ad-hoc-mode network
is established between terminals A and B by the
processing described above.

[0049] Next, terminal A determines whether
processing for setting communication parameters is to
be continued and provision of communication parameters
to another terminal is to be performed (F312). If
continuation is determined, then the processing flow is
executed between terminal A and the other terminal from

F303 onward. If non-continuation is determined, then
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terminal A terminates the display indicating that the
parameter setting function activated at F301 is wvalid
(F313).

[0050] Described next will be a case where a
scheme for executing group-key share processing is not
adopted at the decision step F305.

[0051] Tn the case of a scheme in which group-key
share processing is not executed, it will suffice if
the encryption key provided from terminal A to terminal
B as a communication parameter is applied as is. That
is, it is not particularly necessary to decide which of
terminals A and B is on the side that authenticates the
connection and which is on the side where the
connection is authenticated in the connection
authentication process. With regard to the provision
of communication parameters, encryption of the
communication parameters and authentication processing
between the parameter-source terminal and parameter-
destination terminal are carried out. Here terminal A
generates a random number necessary to execute this
encryption and authentication processing (F314). Next,
using the encryption key shared with terminal B at F315,
terminal A encrypts the communication parameters
necessary for configuring the ad-hoc-mode network and

transmits the encrypted communication parameters toward

terminal B (F316).
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[0052] By virtue of the processing described above,
communication-parameter setting processing in a case
where group-key share processing is not executed is
completed and the same communication parameters can be
shared between terminals A and B. A network therefore
can be constructed using these parameters.

[0053] FIG. 4 is a flowchart for describing a
method of controlling communication of terminal B or C
shown in FIG. 2. Here the description will relate to
terminal B.

[0054] First, in a manner similar to that of
terminal A, the setting button 106 at terminal B is
pressed to activate the function for setting
communication parameters. As described above, in order
to indicate that the communication-parameter setting
function of this terminal has been activated, terminal
B assigns a specific identifier to beacon information
used in a wireless LAN, by way of example. Further, in
order to notify the user that the communication-
parameter setting function has been activated, terminal
B causes the display unit 105 to display "SETTING OF
COMMUNICATION PARAMETERS IS IN PROGRESS", etc. (F401).
User convenience is enhanced in this way.

[0055] Next, terminal B executes predetermined
processing for deciding direction of provision of
communication parameters, this being executed between

itself and terminals A and C, which also have activated
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their communication-parameter setting function. If it
has been decided that terminal A is the terminal that
is the source of provision of communication parameters,
then terminal B is decided by this provision-direction
decision processing as the terminal (receiving
terminal) that is the destination of provision of the
communication parameters (F402).

[0056] Next, terminal B decided upon as the
communication-parameter receiving terminal by the
provision-direction decision processing sends terminal
A, which has been decided upon as the terminal that is
the source of provision of communication parameters, a
request to start provision of communication parameters
as a communication-start request (F403) .

[0057] When processing for setting communication
parameters starts, terminal B first negotiates with
terminal A in regard to the encryption and
authentication scheme used when data communication is
performed after the setting of communication parameters
(F404). As indicated in the flowchart of terminal A,
in order to distinguish the encryption and
authentication scheme, terminal B also adopts whether
group~key share processing is executed or not executed
as the criterion (F405).

[0058] Described first will be a case where a
scheme for executing group-key share processing is

adopted at the decision step F405.
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[0059] In the case of the scheme for executing
group-key share processing, it is necessary to decide
in the connection authentication process which of
terminals A and B is on the side that authenticates the
connection and which is on the side where the
connection is authenticated. Here, by virtue of the
processing for deciding the direction of provision of
communication parameters, terminal A decided upon as
the terminal that is the providing source of
communication parameters becomes the authenticator that
takes charge of the function on the connection
authenticating side. Terminal B or C decided upon as
the terminal that is the destination of provision of
communication parameters becomes the supplicant that
takes charge of the function on the connection-
authenticated side.

[0060] With regard to the provision of
communication parameters by terminal A, encryption of
the communication parameters and authentication
processing between the parameter-source terminal and
parameter—destination terminal are carried out.
Accordingly, terminal B generates a random number
necessary in order to execute encryption and
authentication processing (F406).

[0061] Next, between itself and terminal A,
terminal B executes encryption-key share processing and

authentication processing for decrypting communication
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parameters with which it is provided (F407). In the
course of the processing at F407, a random number
generated by terminal A necessary for encryption and
authentication processing at the time of provision of
communication parameters is transmitted from terminal A.
By using the mutually generated random numbers,
terminals A and B execute encryption-key share
processing for provision of communicafion parameters.
[0062] Thereafter, since communication parameters
necessary to configure the ad—hoﬁ—mode network are
transmitted from terminal A to terminal B, terminal B
receives these communication parameters (F408) . It
should be noted that the communication parameters have
been encrypted by the encryption key shared between
terminal A and terminal B at F407.

[0063] Further, a session key (generated by
terminal A at F308 in FIG. 3) valid only between
terminal B and terminal A is transmitted from terminal
A as a communication parameter.

[0064] The session key received at F408 is an
encryption key valid when unicast communication is
performed between terminals A and B. Next, terminal B
receives from terminal A a gfoup key valid for all
terminals that constitute the ad-hoc-mode network
(F409) . It should be noted that the group key has been

encrypted by the session key provided by terminal A at
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F408. The group key is thus shared between terminals A
and B.

[0065] At this point in time the communication
parameters necessary for the wireless connection are
complete. Accordingly, terminal B receives from
terminal A notification of completion of setting of
communication parameters, which serves as notification
of completion of communication (F410). At this time
"CONNECTION TO WIRELESS NETWORK IS COMPLETE", etc., is
displayed on the display unit 105. This enhances user
convenience.

[0066] Communication over the ad-hoc-mode network
is established between terminals A and B by the
processing described above. Accordingly, terminal B
terminates the display indicating that the parameter
setting function activated at F401 is wvalid (F411).
[0067] Described next will be a case where a
scheme for executing group-key share processing is not
adopted at the decision step F405.

[0068] In the case of a scheme in which group-key
share processing 1s not executed, it will suffice if
the encryption key provided from terminal A to terminal
B as a communication parameter is applied as is. That
is, it is not particularly necessary to decide which of
terminals A and B is on the side that authenticates the

connection and which is on the side where the
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connection is authenticated in the connection
authentication process.

[0069] With regard to the provision of
communication parameters by terminal A, encryption of
the communication parameters and authentication
processing between the parameter-source terminal and
parameter-destination terminal are carried out. Here
terminal B generates a random number necessary to
execute this encryption and authentication processing
(F412) .

[0070] Next, between itself and terminal A,
terminal B executes encryption-key share processing and
authentication processing for decrypting the
communication parameters with which it is provided
(F413).

[0071] since terminal A sends terminal B the
communication parameters necessary in order to
configure the ad-hoc-mode network, terminal B receives
these communication parameters (F414). It should be
noted that the communication parameters have been
encrypted by the encryption key shared between
terminals A and B at F413.

[0072] By virtue of the processing described above,
communication-parameter setting processing in a case
where group-key share processing is not executed is

completed and the same communication parameters can be
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shared between terminals A and B. A network therefore
can be constructed using these parameters.

[0073] FIG. 5 is a sequence diagram illustrating a
communication control method in the network
configuration shown in FIG. 2.

[0074] First, the setting button 106 on each of
terminals A, B and C is pressed in order to activate
the communication-parameter setting function of each
terminal. By pressing the setting button 106, the
communication-parameter setting function is activated
and the predetermined processing for deciding the
direction of provision of the communication parameters
is executed (F501).

[0075] As a result of execution of the processing
for deciding the direction of provision of the
communication parameters, terminal A is decided upon as
the communication-parameter providing terminal (F503)
and terminals B and C are decided upon as the
communication-parameter receiving terminals (F502,
F504) .

[0076] Next, a request to start provision of
communication parameters serving as a communication-
start request is transmitted from terminal B decided
upon as the communication-parameter receiving terminal
to terminal A decided upon as the communication-

parameter providing terminal (F505). Next, a procedure
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for starting the setting of communication parameters is
performed between terminals A and B (F506).

[0077] Following execution of the procedure for
starting the setting of communication parameters,
terminals A and B negotiate in regard to the encryption
and authentication scheme used when data communication
is performed after the setting of communication
parameters (i.e., after construction of the network)
(F507). Here processing diverges depending upon
whethef or not group-key share processing described
above with reference to FIGS. 3 and 4 is executed.
[0078] In a case where the encryption and
authentication scheme for executing group-key share
processing 1s selected at F507, connection
authentication processing and session-key share
processing that normally are executed following
communication-parameter setting processing are executed
simultaneously during communication-parameter setting
processing (F508). As a result, the time required for
formation of the network can be shortened in comparison
with the case where connection authentication
processing and session-key share processing are
executed after communication-parameter setting
processing.

[0079] When the session key is decided, a group
key used in multicast communication and groupcast

communication in the ad-hoc-mode network is distributed
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from terminal A to terminal B using the session key
(F509) .
[0080] As a result of the above-described
processing, the communication parameters necessary for
the wireléss connection are shared by terminals A and B
and therefore terminal A sends terminal B notification
of completion of setting of communication parameters,
which serves as notification of completion of
communication (F510). Communication parameters common
to both terminals A and B are thus set and the ad-hoc-
mode network is established.
[0081] Next, reference will be made to FIG. 5 to
describe a case where, following the completion of
setting of communication parameters and construction of
a new network between terminals A and B, terminal C
joins the network.
[0082] First, since terminal C has already been
decided upon as a communication-parameter receiving
terminal at F504 described above, a request to start

- provision of communication parameters serving as a
communication-start request is transmitted from
terminal C decided upon as the communication-parameter
receiving terminal to terminal A decided upon as the
communication-parameter providing terminal (F511).
Next, a procedure for starting the setting of
communication parameters is performed between terminals

A and C (F512).
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[0083] Following execution of the procedure for
starting the setting of communication parameters,
terminals A and C negotiate in regard to the encryption
and authentication scheme used when data cqmmunication
is performed after the setting of communication
parameters (i.e., after construction of the network)
(F513). Here processing diverges depending upon
whether or not group-key share processing described
above with reference to FIGS. 3 and 4 is executed.
[0084] A case where the encryption and
authentication scheme for executing group-key share
processing is selected in F513 will be described. In
this case, connection authentication processing and
session-key share processing that normally are executed
following communication-parameter setting processing
are executed simultaneously during communication-
parameter setting processing (F514). As a result, the
time required for formation of the network can be
shortened in comparison with the case where connection
authentication processing and session-key share
processing are executed after communication~-parameter
setting processing.

[0085] When the session key is decided, a group
key used in multicast communication and groupcast
communication in the ad-hoc-mode network is distributed
from terminal A to terminal C using the session key

(F515) .
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[0086] As a result of the above-described
processing, the communication parameters necessary for
the wifeless connection are shared by terminals A and C
and therefore terminal A sends terminal C notification
of completion of setting of communication parameters
(F516) and terminal C joins the ad-hoc-mode network
that has been constructed by terminals A and B.

[0087] If the group key used in common by the
terminals within the network is always the same, it may
be possible for a malicious third party or for a
terminal that participated in the network in the past
to readily join the network. This is a security hazard.
Accordingly, the group key may be updatéd by a periodic
timer or whenever there is an increase or decrease in
terminals that receive the communication parameters.
[0088] In the example shown in FIG. 5, terminal A
shares the group key with terminals B and C at the
moment terminal C joins the network anew (F517). Since
the group key is thus updated by executing group-key
share processing when there is an increase or decrease
in terminals within the network, security can be
enhanced.

[0089] Thus, in this embodiment, the roles played
in session-key share processing (whether a terminal is
on the authenticator side or supplicant side) is
decided in accordance with discrimination of the role

in communication-parameter setting processing (whether
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a terminal is the terminal that is the source of
provision of communication parameters or a terminal
that is the destination of the provided parameters).

As a result, session-key share processing which
normally is required to be executed after
communication-parameter setting processing can be
executed during communication-parameter setting
processing. This makes it possible to shorten the time
needed to complete the connection. Further, owing to
the fact that the terminal that is the source of
provision of communication parameters becomes the
terminal on the authenticator side, the updating of the
group key can be performed with ease and security is
enhanced.

[0090] [Second Embodiment]

Next, a second embodiment according to the
present invention will be described in detail with
reference to the drawings. Described in the first
embodiment are the setting of communication parameters
by terminal A and terminal B or C and the completion of
the connection. Described in the second embodiment is
re-connection in a case where terminal A and terminal B
or C have already completed the setting of
communication parameters.

[0091] The hardware configuration in the second
embodiment is similar to that shown in FIG. 1 used in

the first embodiment. Further, the example of the



WO 2009/116433 PCT/JP2009/054596

- 30 -

network configuration in the second embodiment also is
similar to that of FIG. 2 used in the first embodiment.
The processing up to formation of the network between
terminal A and terminals B and C is similar to that of
the first embodiment and need not be described again.
[0092] FIG. 6 is a flowchart useful in describing
a method of controlling communication of terminal A in
FIG. 2 according to the second embodiment. First,
terminal A, which is the terminal that is the source of
provision of communication parameters receives a
communication-start request from terminal B, which is
the terminal at the destination provided with the
communication parameters (F601). It is assumed that
this communication-start request is used not only in
communication-parameter setting processing but also in
ordinary connection authentication processing. Upon
receiving the communication-start request, terminal A
sends a processing identification request to the source
of the transmission in order to determine whether start
of communication-parameter setting processing has been
requested or whether start of connection authentication
processing has been requested (F602) .

[0093] In response to the processing
identification request, terminal B sends back a
processing identification response. Processing
branches depending upon whether the type of response is

that for setting parameters or not (F603).
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[0094] . Next, a case where the processing-type
response indicateé ordinary connection authentication
processing will be described.

[0095] First, in the case of ordinary connection
authentication processing, terminal A that was the
source of transmission of the communication parameters
authenticates terminal B by serving as the
authenticator that takes charge of the function on the
connection authentication side (F604).

[0096] Following session-key share processing,
terminal A executes processing for sharing a group key,
which is used at the time of multicast communication or
broadcast communication, between itself and all
terminals that participate in the ad-hoc-mode network
(F605). Since a case where there has been an increase
in terminals newly provided with communication
parameters by terminal A is also conceivable, terminal
A distributes a list of provision-destination terminals
to terminals that terminal A has provided with
communication parameters thus far (F606). The list is
used when the terminal that is to take charge of the
function on the connection authentication side is
decided after terminal A has left the network.

[0097] Described next will be case where the
processing-type response indicates that it is for
setting of communication parameters in F603. In this

case, communication-parameter setting processing
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already described with reference to FIG. 3 is executed
(F607) .

[0098] Next, at the moment the setting of
communication parameters ends, the above-mentioned list
of provision destination terminals that have been
provided with communication parameters is updated
(F608) . Thereafter, terminal A executes group-key
share processing between itself and all terminals that
participate in the network (F609) and distributes the
updated list to each of the terminals (F610).

[0099] As a result of the foregoing operation, the
group key is updated at all terminals that constitute
the ad-hoc-mode network and information concerning each
terminal can be retained. Further, "CONNECTION TO
WIRELESS NETWORK IS COMPLETE", etc., may be displayed
on the display unit 105 to enhance user convenience.
[0100] FIG. 7 is a flowchart useful in describing
a method of controlling communication of terminal B or
C in FIG. 2 in the second embodiment. Here the method
in the case of terminal B will be described.

[o101] Terminal B, which is the terminal that
receives communication parameters, transmits a
communication-start request to terminal A, which is the
source of provision of communication parameters (F701).
This communication-start request is used not only in
communication-parameter setting processing but also in

ordinary connection authentication processing. In
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order to determine whether start of communication-
parameter setting processing has been requested or
whether start of connection authentication processing
has been requested, terminal B receives a processing
identification request from terminal A, which has
received the communication-start request.

[0102] It should be noted that there is also a
case where terminal A, which was the source of
provision of communication parameters, no 1onger exists
on the network. In this case, whether terminal A
exists on the network is determined by expiration of a
fixed period of time or by performing retry (re-
transmission) a prescribed number of times (F702).
[0103] Tf there is no response from terminal A, it
is determined that terminal A no longer exists on the
network. Terminal B refers to the list of
communication-parameter provisian—destination terminals
received from terminal A and selects a transmission
destination for the communication-start request. For
example, a terminal D is set as the new connection
destination (F703).

[0104] Terminal B then transmits the
communication-start request to terminal D, which is the
selected destination for transmission of the
communication-start request (F704). Terminal B then
waits for receipt of the processing identification

request from terminal D, which has received the
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communication-start request. If terminal b alsoc no
longer exists, then terminal B again selects a terminal
from the list of communication-parameter provision-
destination terminals and transmits the communication-
start request. Processing thus continues until the
processing identification request is received or until
the list is emptied.

[0105] Since the processing does not change
depending upon the source that receives the processing
identification request, here the description will be
rendered on the assumption that the processing
identification request has been received from terminal
A.

[0106] As a response to the processing
identification réquest, terminal B responds to the
effect that processing is the order connection
authentication processing. In this case, terminal A
authenticates terminal B by serving as the
authenticator that takes charge of the function on the
cdnnection authentication side (F705). Following
session-key share processing, terminal B executes
processing for sharing a group key, which is used at
the time of multicast communication or broadcast
communication, between itself and the entire ad-hoc-
mode network (F706).

[0107] Since a .case where there has been an

increase in terminals newly provided with communication



WO 2009/116433 PCT/JP2009/054596

- 35 -

parameters by terminal A is also conceivable, terminal
B receives a list of provision-destination terminals
from terminal A (F707).

[0108] As a result of the foregoing operation, the
group key is updated at all terminals that constitute
the ad-hoc-mode network and information concerning each
terminal can be retained. Further, "CONNECTION TO
WIRELESS NETWORK IS COMPLETE", etc., may be displayed
on the display unit 105 at this time to enhance user
convenience.

[0109] Thus, owing to the fact that the
communication—parameter provider terminal (the
authentication side) distributes a list of provision-
destination terminals to the terminals within the
network, a new authentication-side terminal can be
decided even if the provision-destination terminals
have left the network.

[0110] Further, although a wireless LAN system
compliant with the IEEE 802.11 standard has been
described as an example, it goes without saying that
the form of communication is not limited to an IEEE
802.1l-compliant wireless LAN.

[0111] Further, it goes without saying that the
object of the invention is attained also by supplying a
recording medium storing the program codes of the
software for performing the functions of the foregoing

embodiments to a system or an apparatus, reading the
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program codes with a computer (e.g., a CPU or MPU) of
the system or apparatus from the recording medium, and
then executing the program codes.

[0112] In this case,lthe program codes per se read
from the recording medium implement the novel functions
of the embodiments and the recording medium storing the
program codes constitutes the invention.

[0113] Examples of recording media that can be
used for supplying the program code are a flexible disk,
hard disk, optical disk, magneto-optical disk, CD-ROM,
CD-R, magnetic tape, non-volatile type memory card or
ROM, etc.

[0114] Further, not only are the functions of the
above-described embodiments implemented by executing
program code that has been read by a computer; the
following case is included as well. Specifically, an
operating system or the like running on the computer
‘executes some or all of the actual processing based
upon the indications in the program codes, and the
functions of the above-described embodiments are
implemented by this processing.

[0115] Furthermore, it goes without saying that
the following case also is included in the present
invention: Specifically, program code read from a
recording medium is written to a memory provided on a
function expansion board inserted into the computer or

provided in a function expansion unit connected to the
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computer. Thereafter, a CPU or the like provided on
the function expansion board or function expansion unit
performs some or all of actual processing based upon
the indication in the program codes, and the functions
of the above embodiments are implemented by this

processing.

[0116] While the present invention has been
described with reference to exemplary embodiments, it
is to be understood that the invention is not limited
to the disclosed exemplary‘embodiments. The scope of
the following claims is to be accorded the broadest
interpretation so as to encompass all such
modifications and equivalent structures and functions.
[0117] This application claims the benefit of
Japanese Patent Application No. 2008-068354, filed
March 17, 2008, which is hereby incorporated by

reference herein in its entirety.
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1. A communication apparatus in a communication
network in which communication apparatuses communicate
directly without the intermediary of a base station,
comprising:

determination means for determining, by a
prescribed protocol, whether this apparatus is to
function as a providing source of communication
parameters for forming the communication network or as
a provision destination that receives communication
parameters; and

decision means which, in a case where it has been
determined by said determination means that this
apparatus is to function as the provision destination
that receives communication parameters, is for deciding
that this apparatus will function as a supplicant that
requests a communicating-partner apparatus to perform
authentication when encryption-key share processing is
executed with the communicating-partner apparatus, and
in a case where it has been determined by said
determination means that this apparatus is to function
as the providing source of communication parameteré, is
for deciding that this apparatus will function as an
authenticator that executes authentication processing
requested by the communicating—bartner apparatus that

functions as the supplicant.
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2. The apparatus according to claim 1, wherein
negotiation regarding an encryption scheme, which is
used when data communication is performed after setting

- of communication parameters, is carried out with a
communicating-partner apparatus that executes
processing for setting of communication parameters, and
whether the decision rendered by said decision means is
carried out is determined based upon result of

negotiation.

3. The apparatus according to claim 2, wherein in a
case where the result of negotiation is that it has
been determined to use an encryption scheme for
executing share processing of the same group key in all
communication apparatuses that constitute the network,
the decision rendered by said decision means is carried
out, and in a case where the result of negotiation is
that it has been determined to use an encryption scheme
that does not employ the group key, the decision

rendered by said decision means is not carried. out.

4. The apparatus according to claim 3, wherein the
group key is updated periodically after construction of
a network using the communication parameters set by the

processing for setting of communication parameters.
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5. The apparatus according to claim 3, wherein the
group key is updated in accordance with a change in
number of communication apparatuses that participate in
the network, the update being performed after
construction of a network ﬁsing the communication
parameters set by the processing for setting of

communication parameters.

6. The apparatus according to any one of claims 1 to 5,
further comprising distribution means which, in a case
where it has been determined by said determination
means that this apparatus is to function as the
providing source'of communication parameters, is for
distributing a list of apparatuses already provided
with the communication parameters to apparatuses that
are a destination of provision of the communication
parameters after the encryption—-key share processing

has been executed.

7. The apparatus according to any one of claims 1 to 5,
further comprisiﬁg:

receiving means which, in a case where it has
been determined by said determination means that this
apparatus is to function as a provision destination
that receives communication parameters, is for
receiving a list of apparatuses already provided with

the communication parameters, the list being
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distributed from an apparatus, which is a providing
source of communication parameters, after the

encryption-key share processing has been executed.

8. A processing method by a communication apparatus in
a communication network in which communication
apparatuses communicate directly without the
intermediary of a base station, said method comprising:
a determination step of determining, by a
prescribed protocol, whether this apparatus is to
function as a providing source of communication
parameters for forming the communication network or as
a provision destination that receives communication
parameters; and
a decision step which, in a case where it has
, been determined at said determination step that this
apparatus is to function as the provision destination
that receives communication parameters, is a step of
deciding that this apparatus will function as a
supplicant that requests a communicating-partner
apparatus to perform authentication when encryption-key
share processing is executed with the communicating-
partner apparatus, and in a case where it has been
determined at said determination step that this
apparatus is to function as the providing source of
communication parameters, 1s for deciding that this

apparatus will function as an authenticator that
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executes authentication processing requested by the
communicating-partner apparatus that functions as the

supplicant.

9. A program for causing a computer to execute the
processing method of the communication apparatus set

forth in claim 8.
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