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PROVISIONING OF DIGITAL IDENTITY REPRESENTATIONS
BACKGROUND

Tremendous innovation has occurred recently in developing systems to give
individuals more control over how their personal identity information 1s distributed
and used, particularly in a digital context. For example, Microsoft Corporation of
Redmond, Washington, among others, has propagated a system sometimes referred
to as the Information Card Selector — Microsoft’s instantiation being referred to as
Windows CardSpace. In a Windows CardSpace system, a principal obtains one or
more digital identity representations, sometimes referred to as information cards.
When the principal attempts to access a resource (a “relying party”) that requires a
set of claims made about the principal, the principal employs a digital identity
representation (hereafter called a “DIR”) to initiate communication with an identity
provider that can assert those claims. In some cases, the identity provider may be
controlled by a principal and run on the principal’s own machine. In others it may
be controlled by a third party. The identity provider returns an “identity token” that
includes the required claims information.

Little attention has been directed, however, towards the creation and
provisioning of DIRs. Currently, administrators of digital identity systems are
forced to craft DIRs manually. For example, an administrator may manually use a
software utility, such as an XML generator, to craft a DIR and save it to a particular
location. The administrator might then send the principal a pointer to the DIR, and
the principal would then go retrieve the DIR. This system is ad hoc, subject to
errors and security vulnerabilities, and labor intensive for an administrator.

SUMMARY

This Summary is provided to introduce a selection of concepts in a
simplified form that are further described below in the Detailed Description. This
Summary is not intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used as an aid in determining the
scope of the claimed subject matter.

One aspect relates to a method for provisioning a DIR for a principal. A

request is received through a first channel, such as an HTTP request, to create the
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DIR for the principal. A notification is then sent through a second channel, e.g.,
email, that the DIR has been requested. Approval for the DIR to be created is then
received before the DIR is created.

Another aspect relates to still another method for provisioning a DIR for a
principal. A notification that the DIR is available for the principal is issued. A
request to create the DIR is then received before the DIR is created.

Another aspect relates to still another method for provisioning a DIR for a
principal. A DIR generation system is polled (e.g., by an application running on
the principal’s machine) to determine whether any new DIRs are available to the
principal. It is then determined whether a new DIR is available to the principal. If
s0, a request 1s sent for the new DIR to be created. Finally, the new DIR is
received.

Another aspect relates to method for provisioning a DIR for a group of
principals. A policy is set that the group of principals is permitted access to the
DIR. The group of principals is then notified that the DIR is available. A request
1s then received from at least a first principal in the group of principals to create the
DIR. Finally, the DIR is created for at least the first principal.

BRIEF DESCRIPTION OF THE DRAWINGS

Reference will now be made to the accompanying drawings, which are not
necessarily drawn to scale, and wherein:

Figure 1 illustrates an example DIR system including a principal, a principal
machine, a relying party, an identity provider, a DIR generation system, an identity
data store, an administrator system, and a data capture system;

Figure 2 illustrates an example method for DIR provisioning and use;

Figure 3 illustrates another example method for DIR provisioning and use;

Figure 4 illustrates another example method for DIR provisioning;

Figure 5 illustrates another example method for DIR provisioning;

Figure 6 illustrates another example method for DIR provisioning;

Figure 7 illustrates another example method for DIR provisioning;

Figure 8 illustrates another example method for DIR provisioning; and

Figure 9 illustrates an example of a computing device.
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DETAILED DESCRIPTION:

Example embodiments will now be described more fully hereinafter with
reference to the accompanying drawings. Like numbers refer to like elements
throughout.

Example embodiments disclosed herein relate generally to identity systems
including DIRs used in initiating communication for production of identity tokens
that can be exchanged between a principal, an identity provider, and a relying party
to authenticate an identity and/or information related to the principal. In example
embodiments herein, the principal may be a natural person or persons, a computer,
a network, or any other entity. The relying party has goods, services, or other
information that the principal desires to access and/or obtain. In example
embodiments, the relying party can be any resource, privilege, or service that
requires a security policy to enter, access, or use. For example, a relying party may
comprise one or more of: computers, computer networks, data, databases,
buildings, personnel, services, companies, organizations, physical locations,
electronic devices, or any other type of resource.

Referring now to Figure 1, an example DIR system 100 is shown including a
principal 110 and a relying party 120. Principal 110 is in possession or control over
principal machine 111. Principal machine 111 includes a computer system at least
temporarily controlled by the principal 110. Relying party 120 may also include a
computer system. System 100 may also include an administrator system 160, a
data capture system 162, a DIR generation system 164, and identity data store 168,
and an identity provider 115, each of which are discussed further below and may
include, or be part of, a computer system.

Principal 110 and relying party 120 can communicate with each other over
one or more networks, such as the Internet, or through telephonic or other forms of
wired or wireless communication. In example embodiments, principal 110 can
request goods, services, information, privileges, or other access from relying party
120. Relying party 120 can require authentication of the identity of, or information
about, principal 110 before or in conjunction with providing the requested access to

principal 110.
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Also shown in Figure 1 is an example identity provider 115. Identity
provider 115 includes a computer system. In example embodiments, identity
provider 115 includes a claims transformer 130 and a claims authority 140. The
claims transformer 130 is sometimes referred to as a "security token service." In
the example shown, identity provider 115 can provide one or more claims about
principal 110. A claim is a statement or assertion made about the principal,
possibly including information about the principal such as, for example, name,
address, social security number, age, credit history, transactional requirements, etc.
As described further below, identity provider 115 can provide claims to principal
110 and/or relying party 120 in the form of a digitally signed identity token. In
example embodiments, identity provider 115 is in a trusted relationship with
relying party 120, so that relying party 120 trusts the claims in the signed identity
token from identity provider 115.

Although claims transformer 130 and claims authority 140 of identity
provider 115 are shown as separate entities in Figure 1, in alternative embodiments
claims transformer 130 and claims authority 140 can be the same entity or different
entities. Identity provider 115 may take the form of a security token service in
some example embodiments. Similarly, identity provider 115 and DIR generation
system 164 may be the same or different entities.

Computer systems described herein include, without limitation, a personal
computer, server computer, hand-held or laptop device, microprocessor system,
microprocessor-based system, programmable consumer electronics, network PCs,
minicomputers, mainframe computer, smart card, telephone, mobile or cellular
communication device, personal data assistant, distributed computing environment
that includes any of the above systems or devices, and the like. Some computer
systems described herein may comprise portable computing devices. A portable
computing device is any computer system that is designed to be physically carried
by auser. Each computer system may also include one or more peripherals,
including without limitation: keyboard, mouse, a camera, a web camera, a video
camera, a fingerprint scanner, an iris scanner, a display device such as a monitor, a

microphone, or speakers.
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Each computer system includes an operating system, such as (without
limitation) the WINDOWS operating system from Microsoft Corporation, and one
or more programs stored on the computer readable media. Each computer system
may also include one or more input and output communications devices that allow
the user to communicate with the computer system, as well as allow the computer
system to communicate with other devices. Communications between the
computer systems used by principal 110 (e.g., principal machine 111), relying party
120, DIR generation system 164, administrator system 160, data capture system
162, and identity provider 115 can be implemented using any type of
communications link, including, without limitation, the Internet, wide area
networks, intranets, Ethernets, direct-wired paths, satellites, infrared scans, cellular
communications, or any other type of wired or wireless communications.

In some example embodiments disclosed herein, system 100 is implemented
at least in part as an Information Card system provided in the .NET 3.0 framework
developed by Microsoft Corporation of Redmond, Washington. The Information
Card system allows principals to manage multiple DIRs from various identity
providers.

The Information Card system utilizes a web services platform such as the
Windows Communication Framework in the .NET 3.0 framework. In addition, the
Information Card system is built using the Web Services Security Specifications
propagated at least in part by Microsoft Corporation of Redmond, Washington.
These specifications include a message security model WS-Security, an endpoint
policy WS-SecurityPolicy, a metadata exchange WS-MetadataExchange, and a
trust model WS-Trust. Generally, the WS-Security model describes how to attach
identity tokens to messages. The WS-SecurityPolicy model describes end point
policy requirements, such as required identity tokens and supported encryption
algorithms. Such policy requirements can be conveyed and negotiated using a
metadata protocol defined by WS-MetadataExchange. The WS-Trust model
describes a framework for trust models that enables different web services to
interoperate. Some example embodiments described herein refer to the Web

Services Security Specifications described above. In alternative embodiments, one
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or more other specifications can be used to facilitate communications between the
various subsystems in system 100.

Referring again to Figure 1, principal 110 can send a request via principal
machine 111 to relying party 120 for access to goods, services, or other
information. For example, in one embodiment, principal machine 111 sends a
request to relying party 120 for access to information from relying party 120 that
principal 110 desires. The request sent by principal machine 111 can include a
request for the authentication requirements of relying party 120 using, for example,
the mechanisms provided in WS-MetadataExchange.

In response to the request, relying party 120 may send principal machine
111 requirements for relying party 120 to authenticate principal’s identity or other
information about principal 110. The requirements of relying party 120 for
authentication are referred to herein as a security policy. A security policy
minimally defines the set of claims from a trusted identity provider 115 that the
principal 110 must provide to relying party 120 for relying party 120 to
authenticate principal 110. A security policy can include a requirement of proof
regarding a personal characteristic (such as age), identity, financial status, etc. It
can also include rules regarding the level of verification and authentication required
to authenticate any offers of proof (e.g., digital signature from a particular identity
provider).

In one example, relying party 120 specifies its security policy using WS-
SecurityPolicy, including both the claim requirements and type of identity token
required by relying party 120. Examples of types of claims include, without
limitation, the following: first name, last name, email address, street address,
locality name or city, state or province, postal code, country, telephone number,
social security number, date of birth, gender, personal identifier number, credit
score, financial status, legal status, etc.

The security policy can also be used to specify the type of identity token
required by relying party 120, or a default type can be used as determined by the
identity provider. In addition to specifying the required claims and token type, the

security policy can specify a particular identity provider required by the relying
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party. Alternatively, the policy can omit this element, leaving the determination of
the appropriate identity provider up to principal 110. Other elements can be
specified in the security policy as well such as, for example, the freshness of the
required security token.

In some embodiments, principal 110 can require that relying party 120
identity itself to principal machine 111 so that principal 110 can decide whether or
not to satisty the security policy of relying party 120, as described below. In one
example, relying party 120 identifies itself using an X509 certificate. In other
embodiments, relying party 120 can identify itself using other mechanisms such as,
for example, a Secure Sockets Layer ("SSL") server certificate.

Principal machine 111 may include one or more DIRs for principal 110.
These DIRs (sometimes referred to as “Information Cards” in the Windows
Cardspace system provided in the .NET 3.0 framework developed by Microsoft
Corporation of Redmond, Washington) are artifacts that represent the token
issuance relationship between principal 110 and a particular identity provider, such
as identity provider 115. Each DIR may correspond to a particular identity
provider, and principal 110 can have multiple DIRs from the same or different
identity providers. The use of DIRs in an identity system is described in detail in
United States Patent Application No. 11/361,281, which 1s incorporated herein by
reference as if fully set forth herein.

DIRs can include, among other information, the identity provider's issuance
policy for identity tokens, including the type of tokens that can be issued, the claim
types for which it has authority, and/or the credentials to use for authentication
when requesting identity tokens. DIRs may be represented as XML documents that
are issued by identity providers 115 or DIR generation systems 164 and stored by
principals 110 on a storage device such as principal machine 111.

Principal machine 111 may also include an identity selector. Generally, an
identity selector is a computer program and user interface that permits principal 110
to select between one or more DIRs of principal 110 on principal machine 111 to
request and obtain identity tokens from one or more identity providers, such as

identity provider 115. For example, when a security policy from relying party 120
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is received by principal machine 111, the identity selector may be programmed to
identify one or more DIRs that satisfy one or more of the claims required by the
security policy using the information in DIRs. Once principal 110 receives the
security policy from relying party 120, principal 110 can communicate with (using,
for example, principal machine 111) one or more identity providers to gather the
claims required by the policy.

In example embodiments, principal 110 requests one or more identity tokens
from identity provider 115 using the issuance mechanism described in WS-Trust.
In example embodiments, principal 110 forwards the claim requirements in the
policy of relying party 120 to identity provider 115. The identity of relying party
120 can, but need not, be specified in the request sent by principal 110 to identity
provider 115. The request can include other requirements as well, such as a request
for a display token.

Generally, claims authority 140 of identity provider 115 can provide one or
more of the claims required by the security policy from relying party 120. Claims
transformer 130 of identity provider 115 is programmed to transform the claims
and to generate one or more signed identity tokens 150 that include the claim(s)
relating to principal 110.

As noted above, principal 110 can request an identity token in a certain
format in its request to identity provider 115, based on requirements from relying
party 120. Claims transtormer 130 can be programmed to generate identity tokens
in one of a plurality of formats including, without limitation, X509, Kerberos,
SAML (versions 1.0 and 2.0), Simple eXtensible Identity Protocol ("SXIP"), etc.

For example, in one embodiment, claims authority 140 is programmed to
generate claims in a first format A, and the security policy of relying party 120
requires an identity token in a second format B. Claims transformer 130 can
transform the claims from claims authority 140 from format A into format B before
sending an identity token to principal 110. In addition, claims transformer 130 can
be programmed to refine the semantics of a particular claim. In example
embodiments, the semantics of a particular claim are transformed to minimize the

amount of information provided in a particular claim and/or identity token to
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reduce or minimize the amount of personal information that is conveyed by a given
claim.

In example embodiments, claims transformer 130 forwards the identity
token 150 to principal 110 using the response mechanisms described in WS-Trust.
In one embodiment, claims transformer 130 includes a security token service
(sometimes referred to as an "STS”). In an example embodiment, principal 110
forwards identity token 150 to relying party 120 by binding identity token 150 to an
to application message using the security binding mechanisms described in WS-
Security. In other embodiments, identity token 150 may be sent directly from the
identity provider 115 to relying party 120.

Once relying party 120 receives identity token 150, relying party 120 can
verify (e.g., by decoding or decrypting the identity token 150) the origin of signed
identity token 150. Relying party 120 can also utilize the claim(s) in identity token
150 to satisfy the security policy of relying party 120 to authenticate principal 110.

Provisioning of DIRs will now be discussed in greater detail. Principal 110
may obtain a DIR in a variety of ways. In the example embodiment illustrated in
Figure 1, DIR generation system 164 is generally used to communicate with
principal 110, create new DIRs, and notify principal 110 of available DIRs. DIR
generation system 164 may in some embodiments comprise an internet web site. In
other embodiments, DIR generation system 164 may comprise a web service. DIR
generation system 164 may also include or work in conjunction with an internet
information server (IIS) 166 in certain embodiments.

Identity data store 168 is a digital information storage system that can be
accessed in certain embodiments by identity provider 115, DIR generation system
164, and administrator system 160. Identity data store 168 may comprise a
database server, computer memory, or any other data storage device(s). Identity
data store 168 may be comprised of a plurality of devices or systems in a
distributed data model. Identity data store 168 may also include or comprise a
directory service such as Active Directory 169 propagated by Microsoft
Corporation of Redmond, Washington.
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Administrator system 160 may include a computer system, including a user
interface that will allow an administrator to communicate with identity data store
168 and DIR generation system 164. Administrator system 160 permits an
administrator to organize and administer the data within identity data store 168. It
also permits an administrator to determine the types of DIRs that DIR generation
system 164 creates, and allows an administrator to control whether a particular
principal is eligible to receive particular DIRs. Use of administrator system 160 is
discussed further below.

Certain embodiments may include a separate data capture system 162. Data
capture system 162 may comprise a computer system adapted to capture
information relating to principals. For example, data capture system 162 may
comprise a human-resources computer system that captures personal information
about a principal, such as name, phone number, social security number, address,
etc. Data capture system 162 may include separate storage or may utilize the
identity data store 168.

Figure 2 illustrates a method 200 that may be implemented via system 100.
At step 210, an administrator configures an identity data store. For example, an
administrator may use administrator system 160 to configure identity data store
168. The administrator may, in some embodiments, use administrator system 160
to set up tables in identity data store 168 that will be used to administer, generate,
and manage DIRs. In an exemplary embodiment, the administrator may determine
the types of claims that will be supported in DIRs created by DIR generation
system 164 and identity tokens generated by identity provider 115. The
administrator may also use administrator system 160 to configure identity data
store 168 to store policy information, such as the types of tokens identity provider
115 supports, entitlement information, and federation metadata. Other information
in identity data store 168 that may be embedded in a DIR include a photograph of
the principal 110 and connectivity information relating to identity providers such as
identity provider 115.

The method 200 then proceeds to step 220, when principal 110 requests a

DIR. A request for a DIR can be made in a variety of ways. For example,
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principal 110 can use principal machine 111 to access DIR generation system 164.
In some embodiments, DIR generation system 164 is a web site, and principal
machine 111 accesses the DIR generation system 164 through an Internet browser
to request a DIR. In some embodiments, principal 110 requests a particular DIR.
In other embodiments, discussed further below, principal 110 requests a list of
DIRs available to principal 110 and chooses from that list.

The method 200 then proceeds to step 230, when DIR generation system
164 checks with the identity data store 168, generates the DIR, and provides the
DIR to principal 110. In one embodiment, DIR generation system 164 first checks
with identity data store 168 to determine whether the principal 110 is entitled to the
requested DIR. This can be accomplished in a variety of ways, including by
checking an entitlements DLL within identity data store 168, performing an Active
Directory access check, etc. DIR generation system 164 may also access identity
system metadata stored within identity data store 168 to determine what types of
identity claims are available to be included within the new DIR.

When DIR generation system 164 creates the new DIR, the DIR may take
the form of an XML document and may include, among other information: an
image for display on the principal machine; a list of claims included in the DIR; a
list of available token types for the DIR; a unique DIR identifier; a credential hint
(discussed further below); identification of the identity provider; and an end-point
reference for the identity provider 115. The new DIR may be provided to the
principal in a variety of ways as well, including an email of the new DIR, an HTTP
message, or other methods. As used herein, “email” includes text messaging,
instant messaging, and similar forms of electronic communication.

Upon receipt of the new DIR, the principal 110 stores 240 the DIR, for
example in memory associated with principal machine 111. Principal 250 then
requests access to a relying party, such as relying party 120. The relying party
denies access (e.g., via a redirect to an authentication page) and provides 260 its
security policy back to the principal 110. The principal 110 then selects 270 a DIR
to meet the security policy of the relying party 120. This can be accomplished, for

example, through a user interface on the principal machine 111 that displays all

11



10

15

20

25

30

MS 319583.06
WO 2008/088945 PCT/US2008/050205

available DIRs to principal 110. In some embodiments, DIRs that meet the
requirements of the relying party’s security policy may be highlighted for the
principal 110, and other cards may be dimmed to make the selection process easier
for the principal 110.

Principal 110 then sends 280 the request for an identity token to an identity
provider, such as identity provider 115. This request for an identity token can be
generated automatically by principal machine 111 upon selection by principal 110
of a DIR stored on principal machine 111. Identity provider 115 checks 285 the
identity data store 168 to obtain the required information to populate the requested
identity token. This information could include, for example, claims data. For
example, if the selected DIR includes a claim of age, the identity provider 115 may
check the identity data store 168 to determine the age of principal 110. Identity
provider 115 is then able to create 285 the requested identity token and send 290 it
to the principal. The principal then sends 295 the identity token to the relying party
and 1s granted access as previously discussed.

In providing access by identity provider 115 to the same identity data store
168 used by DIR generation system 164, an administrator can ensure that the
generation of DIRs remains in synch with the actual data available to fulfill claims
in a requested identity token. For example, if an administrator configures identity
data store 168 such that data for an age claim is not stored there, then DIR
generation system 164 will not create a DIR that includes an option for an age
claim. Otherwise, synchronization problems can arise. For example, assume an
administrator creates a new DIR ad hoc (without reference to available identity
data), and an age claim is included and sent as part of a DIR back to a principal.
When the principal attempts to obtain an identity token with an age claim, that
information is not available, and the token will be rejected by the relying party as
insufficient. System 100, by contrast, permits automatic synchronization of the
DIRs generated and the availability of underlying data to populate corresponding
identity tokens. An administrator is provided the ability through administrator
system 160 to make changes in the identity data store that will automatically affect

both provisioning of DIRs and issuance of corresponding identity tokens.
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In some embodiments, when the administrator makes particular changes to
identity data store 168 that affect the validity of already-issued DIRs, any principals
who have received affected DIRs are notified and permitted to obtain new DIRs.
For example, assume privacy regulations require that the administrator eliminate
the home addresses of any principals stored in identity data store 168. Any
principal 110 that received a DIR that included a claim as to his/her home address
now has an invalid DIR (because there is no longer any data in identity data store
168 to satisfy that claim). In one embodiment, all such principals are notified, for
example via an email from DIR generation system 164, that the DIR(s) are now
invalid and inviting the principals to obtain a new DIR that does not include the no-
longer-supported home address claim. In this manner, the single change by the
administrator to the identity data store 168 (a) prevents new DIRs from being
issued with a home address claim, and (b) alerts principals that existing DIRs that
include that claim are invalid and may be replaced.

Referring now to Figure 3, an exemplary method 300 is described in relation
to the system 100 shown in Figure 1. In this example, the principal 110
authenticates to the principal machine 111. Principal machine 111, for example,
may be connected to an intranet that includes a directory service, such as Active
Directory server 169. Authentication of principal 110 to principal machine 111
may include using sign-on information from any known method, including
username/password, smart card, etc. Principal 110 then initiates 320 a DIR request
by, for example, pointing a browser on the principal machine 111 to a web site that
comprises the DIR generation system 164. Principal 110 then authenticates 330 at
the DIR generation system 164. In some embodiments, principal machine 111,
DIR generation system 164, identity data store 168, identity provider 115, and
administrator system 160 could be part of the same intranet. In that embodiment, it
1s possible that single-sign-on capability may be available. For example, if the
principal machine is running a WINDOWS operating system available from
Microsoft Corporation of Redmond, Washington, and Windows Integrated
Authentication is turned on, then authentication at the DIR generation system 164

may be automatic and seamless to the principal 110 — information used to log on to
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principal machine 111 is passed to DIR generation system 164 along with the
request for access. In other embodiments, the administrator may configure DIR
generation system 164 to require a separate authentication of principal 110. The
administrator may configure the DIR generation system 164 to require any of a
variety of authentication mechanisms, including username/password, smart card,
etc. In some embodiments, the principal 110 may be authenticated by IIS 166,
which can be easily configured by an administrator to accept any of a variety of
authentication methods.

Once the principal 110 is authenticated, DIR generation system 164 accesses
350 identity data store 168. In this example, the DIR generation system 164 takes
the form of a web service to allow negotiation between the DIR generation system
and the principal 110. In this example, the negotiation determines the type of DIR
that will be returned to the principal 110. In this instance, the DIR generation
system 164 obtains 350 available DIR descriptors. In exemplary embodiments, an
administrator uses administrator system 160 to create DIR descriptors. For
example, a corporate I'T administrator may create descriptors that represent
different DIRs for different levels of employees. A part-time employee, for
example, may have a different set of claims than a full-time employee. A CEO
may have a different set of claims than a staff employee. Even the images that are
associated with each DIR descriptor may vary — e.g., the sales group DIR image
could be orange while the accounting group DIR image is green. Further, it 1s
possible to personalize the card image to contain the image of the principal 110
(obtained from the identity data store 168). This enhances the association that the
principal 110 makes between his/her DIRs and the identity provider 115. It
provides better “fingerprinting” capabilities as well.

In some embodiments, the administrator system 160 includes a user
interface that parses through all of the available types of information available in
the 1dentity data store 168 and presents the administrator with an easy way to create
descriptors. For example, the administrator may be presented with a list of: (a)
principal classes (e.g., part-time employee, full-time employee, executive team

member, sales group member, etc.); (b) claim types (name, address, phone number,
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age, etc.); (¢) security clearances; (d) employment status (current, terminated); etc.
The administrator could then decide to create distinct descriptors available to some
or all of the classes of principals. For example, all principals may be eligible to
receive a basic DIR that includes the principal’s name, phone number, and
employment status. However, only the executive team may be eligible to receive a
DIR that also includes a high-level security clearance. These descriptors can be
created by the administrator and saved in the identity data store along with a policy
delineating which principals are permitted to receive DIRs corresponding to
particular descriptors. Possible commands that may be useful to an administrator in
managing descriptors include: “GET DESCRIPTORS, GET ALL
DESCRIPTORS, ADD DESCRIPTORS, CHANGE DESCRIPTORS, DELETE
DESCRIPTORS, COPY DESCRIPTOR, etc.”

The request by the principal 110 for available descriptors may be
accomplished by the principal machine 111 through a web service method such as
“GET DESCRIPTORS.” This would cause the DIR generation system to check the
principal 110 against the policy set by the administrator to determine which, if any,
descriptors are available to that principal 110. This can be accomplished, e.g., via
an Active-Directory access check. Descriptors may be stored in any or all of, e.g.:
an identity data store 168, memory associated with DIR generation system 164, or a
separate store.

The DIR generation system 164 then sends 360 the available descriptors to
the principal machine 111. Principal 110 then selects 370 from the available
descriptors and requests particular DIR(s) corresponding to the descriptor(s).
Again, this can be accomplished, for example, by a web service method such as
“GET CARD(s)” (referring in this example to Information Cards available in the
Windows CardSpace system propagated at least in part by the Microsoft
Corporation of Redmond, Washington). A principal 110 may request one or
several available DIRs.

The DIR generation system 164 then creates 380 the requested DIR(s). In
exemplary embodiments, the DIR generation system includes in the DIR a

credential hint to “back” the DIR. For example, the DIR may include a
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username/password credential hint, and the principal 110 may be required to
authenticate using that username/password in order to use the DIR to obtain an
identity token. In some embodiments, the authentication type can be taken from
the authentication used by principal 110 to gain access to the DIR generation
system 164. For example, if the principal 110 used a username/password
combination to authenticate to IIS 166, the DIR generation system 164 may use the
same username and password to back the DIR when it is sent back to the principal
110.

In other embodiments, the digital generation system may have access to a
directory service, such as Active Directory 169, that may include other available
authentication methods for a particular principal 110. For example, if principal 110
uses a username/password to authenticate to DIR generation system 164, but Active
Directory also includes a certificate associated with a smart card registered to the
principal 110, the DIR generation system 164 could include either or both
authentication types as part of the DIR returned to the principal 110. In addition, if
single-sign-on capability is enabled between the principal machine 111 and the DIR
generation system 164, the authentication type that is included in the DIR may be
the authentication type used by the principal 110 to authenticate to the principal
machine 111.

Once the DIR(s) is/are generated by the DIR generation system 164, they are
sent 390 to the principal 110 via any of a variety of methods, including email,
HTTP, etc. In some embodiments, the file that includes the DIR(s) may be pin
protected. This is because, particularly in the case where multiple DIRs are sent to
the principal 110, the file containing the DIRs may include cryptographic key
material that should be protected against unauthorized access. The pin allows the
establishment of a shared secret between principal machine 111 and DIR
generation system 164. A file containing DIR(s) then could be decrypted by the
principal when installing the DIRs onto principal machine 111. Exemplary
methods for initiating, approving, and sending DIRs are discussed further below.

Referring now to Figure 4, a method 400 is illustrated. At step 410 a request

to create a DIR is received through a first channel. For example, principal 110 may
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use an internet browser on principal machine 111 to request a new DIR from DIR
generation system 164. At step 420, a notification is issued 420 through a second
channel that the DIR has been requested. For example, in response to a request for
a new DIR from principal 110, the DIR generation system 164 or an application
running on principal machine 111 may send an email notification that the request
has been made. This may act as a “check” to ensure that the principal 110 is the
one who is requesting the DIR and not an imposter. In some embodiments, the
email may be directed to a known email address for the principal. In other
embodiments, the notification may be directed to a third-party whom the
administrator’s policy requires to approve the issuance of a new DIR for the
particular principal 110. For example, some DIRs may be available to certain
employees in an organization only if their managers approve the issuance. This
type of DIR may be used, for example, to gain access to a confidential work group.

As used herein, a “channel” refers to the manner in which information at
issue is communicated. The distinction between difterent channels in method 400
is a logical one. Two distinct channels could employ some or all of the same
physical or electronic communication link or different paths altogether. For
example, a notification at step 420 could be sent over the same communication link
(e.g., the Internet) as the approval at step 430, but the channels may be logically
different (e.g., one could be an email and the other could be an HTTP message).

At step 430, an approval for the DIR to be created is received. For example,
the recipient of the notification in step 420 from the DIR generation system 364
may respond and approve the issuance of the requested DIR. This can be
accomplished in a variety of ways. For example, the notification in step 420 could
comprise an email with a link to an approval site hosted by the DIR generation
system 364.

At step 440, the requested DIR is created. If approval were denied by the
recipient of the notification at step 420, other events may occur. For example, the
administrator may be notified that an unauthorized request was made for a DIR.

Referring now to Figure 5, another exemplary method 500 is shown. At step

510, a notification is issued that a DIR is available to a principal. For example,
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DIR generation system 364 could send principal 110 an email alerting the principal
110 that a new DIR is available. Alternatively, the notification could go to a third
party, such as the principal’s manager. This type of notification could be useful in
a situation where the administrator has, for example, changed the identity data store
168 to include an additional descriptor. DIR generation system 364 could then be
used to notify all principals in a class that qualifies for the descriptor that the new
DIR is available. For instance, a manager in a particular business unit may ask an
administrator to create a new descriptor for a DIR to be used in conjunction with a
particular project. Once the administrator creates the descriptor, the notification of
all the principals the manager desires to have the new DIR could be automatic.

Notification 510 could also be included as part of a general business
worktlow. For example, when a new principal starts work an organization, the
human resources department could capture information about the principal through
data capture system 162. That data capture could kick off a series of automated
steps, including storing the relevant identity data regarding the principal in the
identity data store 168 and notifying the principal 110 that a DIR is now available
to him/her. Notification can take many forms, including an email to the principal
that includes a link to a web site that comprises the DIR generation system 164.
Alternatively, an application could be running on the principal machine 111 that is
adapted to receive a message from the DIR generation system 164 that a new DIR
is available to the principal 110 (e.g., the application could spawn a pop-up
message, an icon could appear in a toolbar on the principal machine 111, etc.).

At step 520, a request to create the DIR is received. This step can be
accomplished again in a variety of manners. For example, the principal 110 could
respond to a notification email by clicking on a link that takes him/her to a web
page that gives the principal the option to request the DIR. Alternatively, where an
application on the principal machine 111 alerts the principal 110 that the DIR is
available, the principal could request the DIR within such application and the
application could send a message back to the DIR generation system 364 to make

the request.
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At step 530, the DIR is created as requested. The creation of the DIR may
be accomplished as described elsewhere herein. The DIR is then sent 540 to the
principal, also as described elsewhere herein.

Referring now to Figure 6, another exemplary method 600 is shown. At step
610, a DIR generation system is polled for new DIRs that are available to the
principal. For example, principal machine 111 may be programmed to periodically
poll the DIR generation system 164 at predetermined intervals. At step 620, it is
determined whether any new DIRs are available to the principal. The DIR
generation system 164, for example, could check in identity data store 168 whether
any new descriptors have become available to principal 110 since the time it was
last polled by principal machine 111. At step 630, a request is made that the new
DIR be created. Continuing the example, upon receipt of notification that a new
DIR is available, the principal 110 could request that the DIR generation system
164 create the new DIR. At step 640, the new DIR is received (e.g., a new DIR
could be received by the principal machine 111 from the DIR generation system
164). This method 600 is another example of how an administrator’s job could be
simplified. If all principal machines were programmed to poll for new DIRs, for
example, when an administrator creates a new DIR descriptor in identity data store
168, the 1ssuance and delivery of the new DIRs 1s automatic and requires no further
work on behalf of the administrator.

It may also be beneficial to be able to create DIRs dynamically in response
to a relying party’s security policy. Referring now to Figure 7, an example method
700 1s illustrated. At step 710, access is requested to a relying party. For example,
if relying party 120 is a restricted web site, principal machine 111 attempts to
access the web site through a browser. At step 720, access to the relying party is
denied and a security policy from the relying party is received. Continuing the
example, the relying party 120 sends principal machine 111 its security policy and
an HTTP message that redirects the principal machine 111 browser to an
authentication web page. A DIR that satistfies the security policy is then requested
730 from a DIR generation system. In the example above, the principal machine

111 may first check whether it has a sufficient DIR and, if not, principal machine
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111 may be programmed to query a local cache for identity providers that offer
DIRs meeting the security policy of relying party 120. Principal machine may also
query a public list of DIR providers hosted by a third party. Principal 110 can then
choose an appropriate DIR provider and DIR generation system, such as DIR
generation system 164. At step 740, the DIR is received. In the example above,
the principal machine 111 receives the new DIR, which it can then forward to
identity provider 115 to obtain the necessary identity token to gain access to relying
party 120.

In some embodiments, the principal machine 111 may forward the security
policy of relying party 120 to the DIR generation system 164. The DIR generation
system 164 may then check the identity data store 168 to determine whether the
claims and other requirements set forth in the security policy can be satistied. If so,
a DIR meeting the security policy would be created. In this manner, a principal is
able to obtain a DIR on an as-needed basis, regardless of whether the administrator
has preconfigured an identity descriptor that meets the needs of that particular
relying party’s security policy.

Referring now to Figure 8, another exemplary method 800 is shown. At step
810 a policy is set for a group of principals, authorizing the group of principals that
a DIR 1s available. With reference to the exemplary system 100 of Figure 1, an
administrator could use administrator system to set a policy in identity data store
168 authorizing all principals that are part of a particular group to receive a
particular DIR. In some embodiments, this can be accomplished by an
administrator using the “Group Policy” feature available in Active Directory 169 or
other means to launch a client-side application resident on principal machine 111.
At step 820, the group of principals to whom the DIR is available is notified. In the
example above, the client-side application resident on principal machine 111 is
activated. This can result in the principal 110 being prompted that a DIR is now
available (e.g., through a pop-up, a tool-bar icon, etc.). The client-side application
can have its own set of rules (e.g., ability for the principal 110 to choose to be
reminded later, to provide the principal 110 only a certain amount of time to

retrieve the new DIR, etc.). At step 830, a request from at least a first principal in
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the group of principals is received to create the DIR. In some embodiments this
may involve the user authorizing the creation of the DIR through the client-side
application resident on principal machine 111. In other embodiments, the client-
side application may request the DIR without further involvement of the principal
110. At step 840, the DIR is created for the first principal.

FIG. 9 illustrates a general computing device 900 (also referred to herein as
a computer or computer system), which can be used to implement the embodiments
described herein. The computing device 900 is only one example of a computing
environment and is not intended to suggest any limitation as to the scope of use or
functionality of the computer and network architectures. Neither should the
computing device 900 be interpreted as having any dependency or requirement
relating to any one or combination of components illustrated in the example
computing device 900. In embodiments, computing device 900 may be used, for
example, as a principal machine 111, DIR generation system 164, data capture
system 162, IIS 166, identity data store 168, active directory 169, administrator
system 160, identity provider 115, or relying party 120 as described above with
respect to FIG. 1.

In its most basic configuration, computing device 900 typically includes at
least one processing unit 902 and memory 904. Depending on the exact
configuration and type of computing device, memory 904 may be volatile (such as
RAM), non-volatile (such as ROM, flash memory, etc.) or some combination of the
two. This most basic configuration is illustrated in FIG. 9 by dashed line 906.
System memory 904 stores applications that are executing on computing device
900. In addition to applications, memory 904 may also store information being
used in operations being performed by computing device 900, such as a DIR
creation request 910 and/or a DIR availability notification 911, as described below
with respect to FIGS. 1-8.

Additionally, computing device 900 may also have additional
features/functionality. For example, computing device 900 may also include
additional storage 908 (removable and/or non-removable) including, but not limited

to, magnetic or optical disks or tape. Such additional storage is illustrated in FIG. 9
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by storage 908. Computer storage media includes volatile and nonvolatile,
removable and non-removable media implemented in any method or technology for
storage of information such as computer readable instructions, data structures,
program modules or other data. Memory 904 and storage 908 are examples of
computer storage media. Computer storage media includes, but is not limited to,
RAM, ROM, EEPROM, flash memory or other memory technology, CD-ROM,
digital versatile disks (DVD) or other optical storage, magnetic cassettes, magnetic
tape, magnetic disk storage or other magnetic storage devices, or any other medium
which can be used to store the desired information and which can accessed by
computing device 900. Any such computer storage media may be part of
computing device 900.

As those with skill in the art will appreciate, storage 908 may store a variety
of information. Among other types of information, storage 908 may store a digital
identity representation 930 (e.g., in the case of a principal machine) or an identity
token 945 (e.g., in the case of an identity provider).

Computing device 900 may also contain communications connection(s) 912
that allow the system to communicate with other devices. Communications
connection(s) 912 is an example of communication media. Communication media
typically embodies computer readable instructions, data structures, program
modules or other data in a modulated data signal such as a carrier wave or other
transport mechanism and includes any information delivery media. The term
“modulated data signal” means a signal that has one or more of its characteristics
set or changed in such a manner as to encode information in the signal. By way of
example, and not limitation, communication media includes wired media such as a
wired network or direct-wired connection, and wireless media such as acoustic, RF,
infrared and other wireless media. The term computer readable media as used
herein includes both storage media and communication media.

Computing device 900 may also have input device(s) 914 such as keyboard,
mouse, pen, voice input device, touch input device, etc. Output device(s) 916 such
as a display, speakers, printer, etc. may also be included. All these devices are well

know in the art and need not be discussed at length here.
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The various embodiments described above are provided by way of
illustration only and should not be construed to limiting. Those skilled in the art
will readily recognize various modifications and changes that may be made to the
embodiments described above without departing from the true spirit and scope of

the disclosure or the following claims.
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We claim:
1. A method (400) for provisioning a digital identity representation (930) for
a principal (110), comprising the steps of:
receiving (410) a request through a first channel to create the digital
identity representation (930) for the principal (110);
issuing (420) a notification through a second channel that the digital
identity representation (930) has been requested;
receiving (430) approval for the digital identity representation (930) to be
created;
creating (440) the digital identity representation (930).
2. The method of claim 1, wherein the notification is an electronic message
sent to a known address for the principal.
3. The method of claim 1, wherein the notification is an electronic message
sent to a third party.
4. The method of claim 1, wherein the notification includes an electronic link
to facilitate the approval.
5. The method of claim 1, wherein the first channel is an HTTP request and
the second channel is an email.
6. The method of claim 1, further comprising the steps of:
receiving a second request through the first channel to create a second
digital identity representation for the principal;
issuing a second notification through the second channel that the second
digital identity representation has been requested;
receiving a denial of approval for the digital identity representation to be
created;
sending an electronic message to a third party that the denial of approval
has been received.
7. A method (500) for provisioning one or more digital identity
representations (930) for a principal (110), comprising the steps of:
issuing (510) a notification that the one or more digital identity

representations (930) are available for the principal (110);
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receiving (520) a request to create the one or more digital identity
representations (930);
creating (530) the one or more digital identity representations (930).

8.  The method of claim 7, wherein the notification includes a link to an
electronic site to enable creation of the request.

9. The method of claim 7, further comprising the step of:

capturing data regarding the principal;
wherein the step of issuing is automatically performed following the step
of capturing.

10. The method of claim 7, wherein the notification is issued to a third party.

11. The method of claim 7, further comprising the step of:

creating a digital identity representation descriptor;
wherein the step of issuing a notification is automatically performed
following the step of creating.

12. The method of claim 7, wherein the principal is a member of a group of
principals, further comprising the step of:

setting a policy that the group of principals are permitted access to the
digital identity representation;

wherein the step of issuing the notification comprises issuing the
notification to the group of principals.

13. The method of claim 1, wherein the step of issuing the notification
comprises sending a message to at least one application running on a principal
machine that is associated with at least one of the principals in the group of
principals.

14. The method of claim 13, wherein the request is created by the at least one
application automatically, without prompting by the at least one principal.

15. The method of claim 7, further comprising the steps of:

cryptographically protecting the one or more digital identity
representations;
sending the one or more cryptographically protected digital identity

representations to a principal machine.
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16. A method (600) for provisioning a digital identity representation (930) for

a principal (110), comprising the steps of:

polling (610) a digital identity representation generation system (164) to
determine whether any new digital identity representations (930) are available to
the principal (110);

receiving (620) a notification that a first new digital identity representation
(930) 1s available to the principal (110);

requesting (630) that the first new digital identity representation (930) be
created;

receiving (640) the first new digital identity representation (930).

17. The method of claim 16, wherein the step of polling is performed
automatically and periodically by a principal machine.

18. The method of claim 16, further comprising the step of:

after receiving the notification, alerting the principal that the digital
identity representation is available.

19. The method of claim 18, wherein the step of issuing a notification
comprises causing a pop-up notice to appear on a user interface of a principal
machine.

20. The method of claim 18, wherein the step of alerting includes providing
the principal an option to be reminded later to cause the requesting step to be

performed.
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2102 | Administrator Configures Identity Data Store
220~ | Principal Requests DIR

v

230 DIR Generation System Checks Identity Data Store, Generates
DIR and Provides to Principal

v

240 | Principal Stores DIR
250 . .
Principal Requests Access to Relying Party
260 . . . . -
Relying Party Provides Security Policy to Principal
270 - . .
Principal Selects DIR to Meet Security Policy
280 . ¢ . .
Principal Sends Request For Token to Identity Provider

v

285 | Identity Provider checks ldentity Data Store and Generates Token

v

20| Identity Provider Sends Token to Principal

v

295 Principal Sends Token to Relying Party and is Granted Access

Fig. 2
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310 Principal Authenticates to Principal Machine
320 Principal Initiates DIR Request
3307 Principal Signs On to DIR Generation System (e.g.,

Automatically through Windows Integrated Authentication)

v

350 7 DIR Generation Web Service Accesses Identity Data Store and
Obtains Available Descriptors

v

30| DIR Generation System Sends Descriptors to User

v

3707 Principal Selects from Available Descriptors and Requests
Particular DIR(s)

v

380 7 DIR Generation System Creates Requested DIR(s), Including
Information from Security Sign-On

v

390 DIR Generation System Sends New DIR(s) to Principal

Fig. 3
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410 400
R Receiving Request through First Channel to Create a DIR
420 | Issuing Notification through a Second Channel that the DIR Has
Been Requested
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430 Receiving Approval for the DIR to be Created
440 Creating the DIR
Fig. 4
500
S10 | Issuing Notification that a DIR is Available to the Principal
220 | Receiving a Request to Create the DIR
230 Creating the DIR
940 |

Sending the DIR to the Principal
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600
°10 - Polling a DIR Generation System for New DIRs Available to the Principal
620 R Determining that a New DIR¢is Available to the Principal
630 R Requesting that thetew DIR be Created

v
640 | Receiving the New DIR

Fig. 6

700

710
L Requesting Access to a Relying Party

v

720 — , , , ,
_k Receiving a Denial of Access and a Security Policy from the Relying
Party

730 v
_\ Requesting from a DIR Generation System a DIR Satisfying the Security
Policy

740 —\ 7

Receiving the DIR
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Setting a Policy for a Group of Principals to Obtain a DIR

l

Notifying the Group of Principals that the DIR is Available

l

830 3|

Receiving a Request from a First Principal in the Group of Principals
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