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METHODS AND APPARATUS FOR REDUCING UNDELIVERABLE
PUSH IP TRAFFIC IN A WIRELESS NETWORK

TECHNICAL FIELD

The present application relates generally to wireless communication networks, and
more particularly to methods and apparatus for reducing undeliverable server-initiated IP

traffic to mobile stations in a wireless communication network.

BACKGROUND ART

Internet Protocol (IP) communication networks were originally implemented 1n

land-line environments. Over the past decade, however, emerging wireless networks have
been designed with at least some form of IP protocol support. Wireless networks
operating in accordance with General Packet Radio Service (GPRS), for example, have
been specified to offer a form of native IP networking. In general, GPRS utilizes a series
of data-centric network protocols which operate in conjunction with traditional Global
Systems for Mobile Communication (GSM) networks.

Networks like those based on GSM/GPRS utilize proprietary tunneling techniques
for creating IP-based addressing mechanisms that work over the top of traditional network
infrastructure protocols that are not IP-based. In the case of GSM/GPRS, an IP tunnel is
utilized which is referred to as a Packet Data Protocol (PDP) Context. A PDP Context
utilizes a tunneling service on behalf of two entities, communicating only using native IP

packets. The creation of a PDP Context causes an IP address to be allocated and assigned
to a mobile station which is linked to an Access Point Name (APN) or host system. Such
proprietary methods of exchanging IP packets create design problems and challenges

when the state or status of one of the entities changes.

Since modern wireless networks utilize an IP protocol for data exchange, at least
some capabilities associated with sending asynchronous host or server-initiated messages

(i.e. “pushing” data) to mobile stations have been limited and compromised. In a wireless
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environment, there are many reasons why an attempt to communicate with a mobile
station might fail. At any giveh time, a host attempting to initiate a mess"age to a mobile
station has very little knowledge of whether the mobile station is in-coverage or out-of-
coverage, whether it has been swiiched off, whether it is still assigned to the same IP
address, or whether an IP data packet has been ever delivered. These problems are
exacerbated by the fact that wireless networks treat each mobile station as a ‘“client”,
which i1s not well-suited for the returning of status information in host~injtiafed
environments. .'
Communication failures are generally only communicated between proprietary
nodes within the network infrastructure. A protocol referred to as the Internet Control
Message Protocol (ICMP) defined by Request For Comments (RFC) 792 by the Internet
Engineering Task Force (IETF), for example, provides for the reﬁorting of IP messages
that cannot be delivered. In particular;, ICMP provides limited feedback to both hosts and
mobile stations whenever an actual IP message failure occurs. However, conventional
ICMP does not inform a host when the mobile station’s state or status changes
spontaneously. Such state changes are very common in a wireless environment. For
example, a network operator may set timeout values for idle PDP Contexts which may be
closed when inactivity timers have expired. Note also that without feedback regarding the
termination of a PDP Cont’efct, the host often utilizes an incorrect IP address when 1t
attempts to send information to a mobile station. When utilizing dynamic IP address
assignment, a previously-assigned IP address may be already reassigned which ‘may result
in the wrong mobile station receiving the information from the hoﬂst. 1
Accordingly, there is a resulting need for methods and apparatus that overcome the |

deficiencies of the pribr art.

DISCLOSURE OF THE INVENTION

Methods and apparatus for reducing undeliverable server-initiated IP traffic within

a wireless communication network are described herein. One illustrative method includes
the steps of identifying that a data connection for communicating server-initiated IP
messages from a host server to a mobile station has been lost or terminated; causing a
notification message having a destination address corresponding to the host server to be
produced based on identifying that the data connection has been lost or terminated; and

causing the notification message to be sent to the host server. The notiﬁcation'message
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may cause the host server to at least temporarily refrain from communicating and/or to
queue pending or future server-initiated IP messages intended for the mobile station. The
notification message may be formatted and communicated based on an existing protocol,
such as Internet Control Message Protocol (ICMP), or any other suitable protocol.
Advantageously, undeliverable server-initiated IP traffic intended for a mobile station is
reduced within the wireless network.

In another aspect of the invention, there is provided a method of reducing
undeliverable server-initiated IP traffic within a wireless communication network which
utilizes a data connection for communicating server-initiated IP messages from a host
server to a mobile station operating in the wireless communication network, the method
comprising the acts of: identifying, in the wireless communication network, a termination
of the data connection in response to the data connection being lost; in response to the act
of identifying the termination of the data connection: causing an Internet Control Message
Protocol ICMP notification message to be produced, the ICMP notification message being
formatted 1n accordance with ICMP and having a destination address corresponding to the
host server; and causing the ICMP notification message formatted in accordance with
ICMP to be sent to the host server for indicating the termination of the data connection to
the host server.

In another aspect, there is provided a computer program product, comprising: a
storage medium; computer instructions stored in the storage medium; the computer
Instructions being executable by a processor for reducing undeliverable server-initiated IP
traffic within a wireless communication network (20) which utilizes a data connection for
communicating server-initiated IP messages from a host server to a mobile station
operating in the wireless communication network, by: identifying a termination of the data
connection 1n response to the data connection being lost; in response to the identifying of
the termination of the data connection: causing an Internet Control Message Protocol
ICMP notification message to be produced, the ICMP notification message being
formatted 1n accordance with ICMP and having a destination address corresponding to the
host server; and causing the ICMP notification message formatted in accordance with
ICMP to be sent to the host server for indicating the termination of the data connection to
the host server.

In another aspect, there is provided a wireless network gateway, comprising: a

gateway processor; a storage medium; computer instructions stored in the storage medium,;
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the computer instructions being executable by the gateway processor for reducing
undeliverable server-initiated IP traffic within a wireless communication network which
utilizes a data connection for communicating server-initiated IP messages from a host
server to a mobile station operating in the wireless communication network, by:
identifying a termination of the data connection in response to the data connection being
lost; in response to the identifying of the termination of the data connection: causing an
Internet Control Message Protocol ICMP notification message to be produced, the ICMP
notification message being formatted in accordance with ICMP and having a destination
address corresponding to the host server; and causing the ICMP notification message
formatted in accordance with ICMP to be sent to the host server for indicating the
termination of the data connection to the host server.

In another aspect, there is provided a wireless communication system, comprising:
one or more base stations; a Serving GPRS Support Node SGSN coupled 1n a wireless
communication network for communications with the one or more base stations; a
Gateway GPRS Support Node GGSN coupled in the wireless communication network for
communications with the SGSN; the GGSN including: a GGSN processor; a storage
medium; computer instructions stored in the storage medium; the computer instructions
being executable by the GGSN processor for reducing undeliverable server-initiated IP
traffic within the wireless communication system which utilizes a data connection for
communicating server-initiated IP messages from a host server to a mobile station
operating in the wireless communication network, by: identifying a termination of the data
connection in response to the data connection being lost; in response to the identifying of
the termination of the data connection: causing an Internet Control Message Protocol
ICMP notification message to be produced, the ICMP notification message being
formatted in accordance with ICMP and having a destination address corresponding to the
host server; and causing the ICMP notification message formatted in accordance with
ICMP to be sent to the host server for indicating the termination of the data connection to

the host server.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of present invention will now be described by way of example with
reterence to attached figures, wherein:

FIG. 1 is a block diagram showing an exemplary wireless system which includes a

3a
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wireless network having a core wireless network infrastructure;

FIG. 2 is an expanded block diagram of the wireless system of FIG. 2;

FIG. 3 is an expanded block diagram of the wireless system of FIG. 2 including a
notification function entity;

FIG. 4 is an exemplary exchange diagram of data exchanges that take place when a
Packet Data Protocol (PDP) Context for a mobile station has been lost as identified by a
Serving GPRS Support Node (SGSN);

FIG. 5 is an exemplary exchange diagram of data exchanges that take place when a
PDP Context for a mobile station has been lost as identified by a Gateway GPRS Support
Node (GGSN); and

FIG. 6 is a flowchart for summarily describing the general method of reducing

undeliverable server-initiated IP traffic to mobile stations within the wireless network.

BEST MODE FOR CARRYING OQUT THE INVENTION

In one illustrative example of the techniques described herein, a method of
reducing undeliverable server-initiated IP traffic within a wireless communication network
includes the steps of identifying that a data connection for communicating server-initiated
IP messages from a host server to a mobile station has been lost or terminated; causing a
notification message having a destination address corresponding to the host server to be
produced based on identifying that the data connection has been lost or terminated; and
causing the notification message to be sent to the host server. The notification message

may cause the host server to at least temporarily refrain from communicating and/or to

3b
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queue server-iqitiated IP messages intended for the mobile station. The notification
message may be formatted and communicated based 0’11 'an existing protocol, such as
Internet Control Message Protocol (ICMP), or any other suitable protocol.
Advantageously, undeliverable server-initiated IP traffic to mobile stations is reduced
within the wireless network.

Referring to FIG. 1, a block diagram of an exemplary wireless system 21 which
includes a wireless communication network 20 having a core wireless network
infrastructure 18 and one or more base stations 16 is shown. Base stations 16
communicate with mobile stations 10, 12 over a wireless link 14 utilizing radio frequency
(RF) protocols. Examples of such RF protocols include Code Division Multiple Access
(CDMA), Time' Division Multiple Access (TDMA), and Frequency Division Multiple“
Access (FDMA) radio protocols used in virtually all wireless nptwdrks. Core wireless
network infrastructure 18 is responsible for all other network functions including
authentication, routing, provisioning, and IP address management.

One or more data sources 26 are the initiators of data to be “pushed” to mobile
stations 10, 12. In FIG. 1, there are two data sources shown but several additional data
sources may be utilized. Server-imitiated IP messages are sent from data source 26 to
mobile stations 10, 12 after an initial setup fpr mobile stations 10, 12. Data source 26 may

be a specific application server for mobile stations 10, 12 which may be referred to as a

host system or server. Data that are “pushed” asynchronously from data source 26 to

mobile stations 10, 12 may include electronic mail (e-mail) message data, stock data,
specialized call dispatch data, customer data, weather data, sports data, calendar or
schedule data, and a wide-range of other data types. Such data are regularly sent and

received substantially in “real-time” by mobile stations 10, 12. Mobile stations 10, 12

may Vis:ually: display and otherwise utilize the data as appropriate.

A gateway function 22, which may include one or more gateway servers or
processors, is provided for interconnection functions between mobile stations 10, 12 and
non-wireless network components (e.g. data source 26). The interconnection features of
gateway function 22 include the routing traffic from a private IP domain within wireless
network 20 to the public domain of the Internet, authorizing mobile stations 10, 12 to use
particular gateway functions, and providing an asynchronous “push’ mechanism for data
previously requested by mobile stations 10, 12.- In an exemplary embodiment, data source

26 and gateway function 22 are connected through an Internet connection 24 in FIG. 1.
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A “host server” referred to herein may be an application server (e.g. data source

26) that 1mitiates push communications to mobile stations, or an intermediate server such

as gateway function 22 which manages one or more push application servers (e.g. data

source 26) for providing subscriber services for mobile stations 10, 12. In this context,
gateway function 22 may include a Wireless Access Protocol (WAP) server, a push-proxy
server, or what 1s referred to in the industry as a push function for mobile stations 10, 12.

In FIG. 2, there is shown an expanded version of wirelessﬂ system 21 of FIG. 1
which operates based on Global Systems for Mobile Communications (GSM) and Genefal
Packet Radio Service (GPRS) standards. Core wireless network infrastructure 18 in FIG.
2 reveals routing and operational nodes, specifically, Serving GPRS Support Nodes
(SGSNs) 30, 34 and Gateway GPRS Support Nodes (GGSNs) 32, 36. SGSNs 30, 34 and
GGSNs 32, 36 may include conventional components such as computer processors and/or
servers. (GSNs 32, 36 are wireless network gateways and therefore include wireless
network gateway processing and/or servers.

As understood by those skilled in the art, this is not an exhaustive depiction of all
components within a GSM/GPRS, Universal Mobile Telephone Service (UMTS), or
Enhanced Data Rates For GSM Evolution (EDGE) type network, but rather just the
primary components involved in routing and managing information for mobile stations 10,
12 pertinent to this discussion. Although the present embodiment relates to GSM/GPRS,
it 1s clear to one skilled in the art that network components for CDMA, iDEN, UMTS,
EDGE, etc. may be:uti'lized as alternatives. -Specifically, for example, a Packet Data
Serving Node (PDSN) of a CDMA network (e.g. cdma2000) may be utilized to produce
and cause the notification messages to be sent to the host server. Note also that the
version of IP protocol utilized (i.e. IPv4 or IPv6) has no effect on the techniques of the
present application.

Core wireless network infrastr:ucture 18 of FIG. 2 also includes Access Point
Names (APNs) 40, 42 to identify which appropriaté gateway function 22, 28 should be
utilized. This is necessary in order to allow mobile stations 10, 12 to select different
gateway functions 22, 28, and thus different IP networks 24, 44 and different data sources
26, 46. 'In general, APNs 40, 42 act as end-point identiﬁefs, routing address and
provisioning points for mobile stations 10, 12 to communicate with entities outside of
wireless network 20. APNs 40, 42 are qualified similar to Internet domain names (i.e. by

label.label.label string). They are used in the network to determine which GGSN 32, 36
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and therefore which IP network 24, 44 mobile stations 10, 12 need to access. However,
APNs 40, 42 have no IP address and act as simple routers which take the information
provided by either mobile stations 10, 12 or gateway functions 22, 28 and route it
appropriately through wireless network 20.

As part of a provisioning process, each mobile station 10, 12 is associated with one
or more APNs 40, 42 1n a mapping table. SGSNs 30, 34 manage such mapping table
information within core wireless network infrastructure 18 and subsequently use it to
select which GGSN 32, 36 to route information to for a given mobile station 10, 12. The
mapping table stores a permanent identifier (e. g. a subscriber ID) for each mobile station
10, 12, a current dynamically-assigned IP address associzated therewith, and one or more
APN addresses associated therewith. = a

During normal operation, GGSNs 32, 36 receive one or more server-initiated IP
messages from gateway functions 22, 28 from data sources 26, 46. Intended for mobile
stations 10, 12, these messages are forwarded via core wireless network infrastfucture 18
to mobile stations 10, 12 over wireless link 14 through base station 16. Note, however,
that an error may occur when trying to send sush a message to mobile station 10, 12. In
these situations, conventional Internet Control Message Protocol (ICMP) is used to report
a specific failure to send the message. This is insufficient, however, and direct feedback
regarding data connection status of mobile stations 10, 12 is needed.

Using techniques of the present application, the data connection status of mobile
stations 10, 12 is provided. Broadly, a data connection for communicating server-initiated
IP messages from a host server to a mobile station ‘is identified to be lost or terminated.
The host server may be an application server (e.g. data source 26 or 46) that initiatss push
communications to mobile stations, or an intermediate server such as gateway function 22
(WAP Server, Push-Proxy Server, or Push Function) which rﬁanages one or more push
application servers (e.g. data source 26) for providing subscriber services for mobile
stations 10, 12. The data connection may be identified to be lost or terminated by GGSNs
32, 36, for example. In response to such identiﬁcation, a notification message having a
destination address corresponding to the host server is produced and sent immediately to
the host server. The notification message is indicative of the lost or terminated data
connection. The notification message may cause the host server to at least temporarily

refrain from communicating and/or to queue pending or future server-initiated IP
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messages intended for the mobile station. This way, undeliverable server-initiated IP
traffic to mobile stations is reduced within the wireless network.

In FIG. 3, there 1s shown a further expanded version of wireless system 21 of FIG.
2 which reveals a notification function 60. Notification function 60 may be included as
part of gateway function 28, where in the drawing it has been extracted for greater
illustrative clarity. Alternatively, notification function 60 may involve a component
sep-arate from gateway function.28 such as a separate notification processor or server.
Notification function 60 serves the purpose of managing notifications when data
connections for mobile stations 10, 12 become lost or terminated. Thus, in response to a
lost or terminated data connection, a notification message is sent to a notification IP
address which 1s managed by notification function 60. In response, notification function
60 updates an}} components that need to know the information (e.g. one or more host
servers for mobile station 10) or simply updates a database for mobile station 10.

An APN provisioning mechanism is used to establish a relationship between APNs

40, 42 and gateway functions 22, 28. This relationship establishes a physical

communication path between GGSNs 32, 36 and gateway functions 22, 28 for subsequent
communication. To facilitate a notification mechanism, a notification IP address is
established within the APN provisioning mechanism. This notification IP address acts as
a configured IP path for notification messages that are sent to a given APN.

In the present embodiment, GGSNs 32, 36 are capable of producing notification
messages which are indicative of lost or terminated data connections of mobile stations 10,
12. Such notification messages are produced and sent immediately in response to the
identification of the lost or terminated data connections. Alternatively, the sending of
notification messages may be delayed for a small time period before delivery. In any c;ase,
the notification IP address is used as a destination address to an entity (e.g. a host server)
that is prepared to act upon it, directly or indirectly. In response to a given notification
message, notification function 60 may at least update a local database, send a message to
defined gateway functions 22, 28, and/or perform other various activities to ensure better
delivery of information to mobile stations 10, 12. It is noted that, in some wireless
networks, the need to define the notification IP address may be unnecessary as gateway
functions 22, 28 may be reachable directly from a core v;/ireless net\;vork node. ~

Note that a notification message produced for a single terminated data connection

may be sent to more than one host server. In this case, the notification message may be
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viewed as being “broadcasted” to a plurality of host servers associated with a plurality of
[P addresses. For example, GGSN 32 may directly broadcast the notification message to a

plurality of host servers associated with a plurality of IP addresses. As another example,

GGSN 32 may send a single notification message to gateway function 22, which in turn

broadcasts the notification message to a plurality of host servers (e.g. data sources 26, 46).
As even another example, GGSN 32 may send a single notification message to notification
function 60, which in turn broadcasts the notification message to a plurality of gateway
functions 22, 28, which in turn may broadcast the notification message to a plurality of
additional host servers (e.g. data sources 26, 46). A list of IP addresses is kept stored n a
suitable location which depends on the embodiment utlhzed

FIG. 4 is a message flow diagram where a data connection for server-initiated
messages to mobile. station 10 i1s identified to be lost or terminated.( During normal
operaﬁon, gateway function}22 causes a server-initiated message 100 to be sent to GGSN
32. GGSN 32 routes message 100 to SGSN 30 as a message 102. At this stage, GGSN 32
may have modified the addressing information and perform basic checks on message 100.
Each of ‘the networks described earlier will have a similar function to determine that

message 100 1s valid and correctly formatted. SGSN 30 then identifies the correct base

station and routes a message 104 to mobile station 10. This may be performed using a

'dynam1cally—ass1gned IP address that 1s currently associated with mobile station 10. This

process repeats as shown by further message communications 106, 108, and 110.

At some point in time, however, a data connection for sending server-initiated
messages to mobile station 10 may become lost or terminated. The data connection may
be a Packet Data Protocol (PDP) Context for mobile station 10. Alternatively, the data
connection may involve a wireless link between mobile station 10 and the base station.
Thus, the data connection may be deemed lost when the PDP Context is terminated, for
example, or when mobile station 10 is out-of-coverage with the base station.

Termination of the PDP Context may be initiated by SGSN 30, for example, after a

predetermined time period of communication inactivity expires for the PDP Context

associated with mobile station 10. In some cases, a dynamically-assigned IP address that

was previously associated with the PDP Context is reassigned and given to another mobile
station 12. In response to the PDP Context termination, SGSN 30 normally sends a
message 122 to GGSN 32 indicating that the PDP Context for mobile station 10 has been

deleted 120. The communication of this message 122 may take place, for example, over
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the GPRS Tunnelling Protocol Control plane (GTP-C) defined in 3GPP specification
29.060. The procedure followed by SGSN 30 is referred to as a “GPRS Detach”

procedure or a “GPRS PDP Context Deactivation” procedure. Message 122 may carry a

subscriber ID of mobile station 10 and other information, such as the IP address currently
associated with mobile station 10. Providing the subscriber ID in the message allows
GGSN 32 to update any mapping tables (such as the mapping table which associates

mobile station 10 to an APN) to thereby reflect the current connection state of mobile

‘station 10. Message 122 may appear as an SGSN message directed to GGSN 32 with a

cause values of I[P :address relea§e 122. For i'eference, note that the 3GPP 29.060
specification has a full list of cause values.

In reéponse to message 122, GGSN 32 produce's a notification message 124
indicative of the lost/terminated data connection for mobile station 10. GGSN 32
immediately causes notification message 124 to be sent to the host server. The
notification message may cause the host server to at least temporarily refrain from
communicating and/or to queue pending or future server-initiated IP messages intended
for mobile station 10. A mobile station identifier for mobile station 10, such as its

subscriber ID or IP address, which is stored at the host server may be deleted so that future

-messages do not get sent to mobile station 10 using that identifier.

The notification message is IP-based and utilizes the IP address of the host server
as the destmation address. Specifically, the destination address of the notification message
may be derived from the configured notification IP address for APN 40 (FIGs. 2-3). The
notification IP address may be managed either by notification function 60 or, alternately,
by gateway function 22. It is noted that, in some networks, this additional IP address
might not be needed if the network already has the correct IP address for gateway function

22,

In one embodiment, the format and communication of the notification message is
specifically based on an Internet Control Message Protocol (ICMP). As a specific
example, the notification message is an asynchronous ICMP message having a type value
of 3 (“destination unreachable”) and a code value of 1 (“host unreachable”) to indicate that
the PDP Context has been lost/terminated for mobile station 10. Note that other ICMP
type and code values can be used other then that described herein. ICMP could be
extended to include wireless-specific message types and is not limited to currentljr-deﬁned

ICMP types. In an alternative embodiment, the format and communication of the
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notification message 1s not ICMP-based and may utilize any suitable protocol. Preferably,
the subscriber ID of the mobile station is included in the notification message. This allows
the recipient (e.g. host server) to appropriately update the data connection status of the
correct mobile station 10, 12.

FIG. 5 1s another message flow diagram where, again, a data connection for server-
initiated messages to mobile station 10 is 1dentified to be lost or terminated. Here, GGSN
32 mitiates termination of the PDP Context, especially in the situation where the host
system established the PDP Context and subsequently wishes to terminate 1t. The basic
steps are the same as FIG. 4, except that GGSN 32 initiates thé PDP Context deactivation
using the GTP-C protocol with SGSN 30. This proceduie 1s called the “PDP Context
Deactivation Initiated by GGSN” pfocedure. After deletion 130 of the PDP Context for
mobile station 10, GGSN 32 causes a GTP message 132 to be sent to SGSN 30.
Thereafter, GGSN 32 causes a notification message 134 to be sent to the hoét SETver
identified by the notification IP address.

Note that there are a wide variety of additional or alternative error conditions in the
networks where a notification message may be produced and delivered 1n accordance with
the present techniques. Some of these additional conditions may include situations where

the mobile station 1s GPRS-detached; the mobile station has initiated the shutdown of the

 PDP Context (similar to examples shown 1n FIG. 4 and FIG. 5); the mobile station 1s not

20

25

30

GPRS-responding, the mobile station is turned off, battery has died, or has been out-of-
coverage for an extended period of time; the mobile station refuses; the mobile station 1s
having internal problems (e.g. perhaps it has run out of resources but it 1s refusing to
accept messages through the PDP Confext); little or no resources are available; the
network is having spontaneous resource issues (allows hosts to temporarily refrain from
utiliiing resources until they are available); a system failure; the network 1s experience a
system failure which could effect data transfer (allows hosts that are trying to send to
back-off until systems are repaired); the GPRS connection 1s suspended or temporaﬁly
suspended; data traffic is affected; and the PDP Context not found, lost, or no longer
available.

FIG. 6 is a flowchart which summarily describes a general method of reducing
undeliverable server-initiated IP traffic within the wireless commuﬁic ation network. This
method may be implemented as computer software instructions which are stored on a

storage medium (e.g. memory, computer disk, CD-ROM, etc.) and executed at least in part

10
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by a gateway processor or server (e.g. in a GGSN) in a wireless communication network.
Before the method of FIG. 6, a mobile station 1s operating in a wireless communication

network and 1s receiving server-initiated IP messages from a host server over a data

connection. The server-initiated IP data may include, as examples, e-mail messages, real-

time stock quotes, real-time weather information, etc., which are visually displayed and
otherwise usable at the mobile station.

Beginning at a start block of FIG. 6, jche data connection for communicating the
server-initiated IP messages from the host server to the mobile station is identified to be
lost or terminated (step 602). The data connection may be a Packet Data Protocol (PDP)
Context or a wireless data link, for example. In response to 1dentifying that the data
connection has been lost or terminated, a notification message having a destination address
corresponding to the host server 1s produced (step 604). The host server may be the
application server that initiates such push communications to the mobile station, or an
intermediate server such as a gateway server (WAP, push-proxy, or push function) which
manages one or more application servers on behalf of the mobile station for subscriber
services.

The notification message is an IP message which 1s routable in the wireless
network. In particular, the notification message may be formatted and communicated
based on an Internet Control Message Protocol (ICMP) or other suitable protocol. If the
data connection that was lost or terminated is a PDP Context, the notification message
may be referred to as a PDP Context State Notification. In any case, the notification
message 1s immediately sent to the host server (step 606). Upon its receipt, the
notification message may cause the host server to at least temporarily refrain from
communicating and/or to queue server-initiated IP messages intended for the mobile
station. A mobile station identiﬁer, such as its subscriber ID or IP address, which is
stored at the host server may be deleted so that future messages do not get sent to the
mobile station using that identifier. Other suitable responses by the host server may be
performed 1n addition to or in lieu of the above-mentioned responses.

Final Comments. Methods and apparatus for reducing undeliverable server-
initiated IP traffic in a wireless communication network have been described. One
illustrative method includes the steps of identifying that a data comnection for
communicating server-initiated IP messages from a host server to a mobile station has

been lost; causing a notification message having a destination address corresponding to the

11
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host server to be produced based on identifying that the connection is lost; and causing the

" notification message to be sent to the host server. The notification message may cause the

host server to at least temporarily refrain from communicating and/or to queue server-
initiated IP messages intended for the mobile station. The notification message may be
based on an Internet Control Message Protocol (ICMP) or other suitable protocol.

A wireless network gateway of the present application includes a gateway
processor; a storage medium; -and computer instructions stored in the storage medium.
The computer instructions may be executable by the wireless network gateway proceSsor
for reducing undeliverable servler-initiated IP trafﬁc within a wireless communication
network by identifying that a data connection for communicating server-initiated IP
messages from a host server to a mobile station in a wireless communication network has
been lost; causing a notification message having a destination address corresponding to the
host server to be produced based on identifying that the data connection has been lost; and
causing the notification message to be sent to the host server.

A wireless communication system of the present application includes one or more
base stations; a Serving GPBS Support Node (SGSN) coupled in the wireless
communication network for communications with the one or more base sta‘gions; and Ia
Gateway GPRS Support Node (GGSN) coupled in the wireless communicatior; network
for communications with the SGSN. The GGSN includes a GGSN processor; a storage
medium; and computer instructions stored in the storage medium. The computer ;
instructions are executable by the GGSN processor for reducing undeliverable server-
initiated TP traffic within the wireless communicatioﬁ system from a host server by
identifying that a data connection for communicating server-initiated IP messages from the
GGSN server to a mobile station has been lost; causing a notification message having a .
destination address corresponding to the host server to be produced based on identifying
that the data connection has been lost; and causing the notification message to be sent to
the host server.

The above-described embodiments of invention are intended to be examples only.
Note that the mobile station may be associated with a permanent IP address as opposed to
a dynamically-assigned IP address from the network. In addition, although the detailed
embodiment relates to GSM/GPRS, it is clear to one skilled in the art that network
components for CDMA, 1DEN, UMTS, EDGE, etc. may be utilized as alternatives.
Specifically, for example, a Packet Data Serving Node (PDSN) of a CﬁMA ne‘twm:k may

12
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be utilized to produce and cause the notification messages to be sent to the host server.
Alterations, modifications, and variations may be effected to particular embodiments by

those of skill 1n art without departing from scope of invention, which is defined solely by

claims appended hereto.

INDUSTRIAL APPLICABILITY

The present invention i1s directed at methods and apparatus for reducing

undeliverable server-initiated IP traffic to mobile stations in a wireless communication

network.
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What is Claimed is:

1. A method of reducing undeliverable server-initiated IP traffic within a wireless
communication network which utilizes a data connection for communicating server-
initiated IP messages from a host server to a mobile station operating in the wireless
communication network, the method comprising the acts of:
identifying, in the wireless communication network, a termination of the data
connection 1n response to the data connection being lost;
in response to the act of identifying the termination of the data connection:
causing an Internet Control Message Protocol ICMP notification message
to be produced, the ICMP notification message being formatted in accordance with ICMP
and having a destination address corresponding to the host server; and
causing the ICMP notification message formatted in accordance with ICMP
to be sent to the host server for indicating the termination of the data connection to the

host server.

2. The method of claim 1, wherein the ICMP notification message has a type

value corresponding to destination unreachable.

3.  The method of claim 1, wherein the act of 1dentifying the termination of the
data connection comprises the further acts of:
receiving, from a gateway support node in the wireless communication network, a

message which indicates the termination of the data connection.
4.  The method of claim 1, wherein the method is performed by a gateway node.

5.  The method of claim 1, wherein the ICMP notification message comprises a

subscriber ID of the mobile station.

6. The method of claim 1, wherein the data connection is lost in response to an

out-of-coverage condition for the mobile station.

14
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7. The method of claim 1, wherein the data connection comprises a Packet Data
Protocol PDP Context and the act of identifying the termination of the data connection

comprises the further act of identifying the termination of the PDP Context for the mobile

station.

8. The method of claim 1, wherein the ICMP notification message is for causing
the host server to refrain from communicating the server-initiated IP messages to the

mobile station.

9. The method of claim 1, wherein the ICMP notification message 1s for causing

the host server to queue additional server-initiated IP messages to the mobile station.

10. A computer program product, comprising;:
a storage medium;
computer instructions stored in the storage medium;
the computer instructions being executable by a processor for reducing
undeliverable server-initiated IP traffic within a wireless communication network (20)
which utilizes a data connection for communicating server-initiated IP messages from a
host server to a mobile station operating in the wireless communication network, by:
identifying a termination of the data connection in response to the data
connection being lost;
in response to the identifying of the termination of the data connection:
causing an Internet Control Message Protocol ICMP notification
message to be produced, the ICMP notification message being formatted in accordance
with ICMP and having a destination address corresponding to the host server; and
causing the ICMP notification message formatted in accordance
with ICMP to be sent to the host server for indicating the termination of the data

connection to the host server.

11.  The computer program product of claim 10, wherein the ICMP notification

message has a type value corresponding to destination unreachable.

15
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12.  The computer program product of claim 10, wherein the act of identifying
the termination of the data connection comprises the further acts of:

receiving, from a gateway support node in the wireless communication network, a

message which indicates the termination of the data connection.

13. The computer program product of claim 10, wherein the wireless
communication network operates in accordance with General Packet Radio Service GPRS
and the computer instructions are performed by a server of a Gateway GPRS Support

Node GGSN.

14.  The computer program product of claim 10, wherein the ICMP notification

message comprises a subscriber ID of the mobile station.

15. The computer program product of claim 10, wherein the data connection is

lost based on an out-of-coverage condition of the mobile station.

16.  The computer program product of claim 10, wherein the data connection
comprises a Packet Data Protocol PDP Context, and the identifying of the termination of
the data connection comprises identifying that the PDP Context tor the mobile station has

been terminated.

17.  The computer program product of claim 10, wherein the ICMP notification
message 1s for causing the host server to refrain from communicating the server-initiated

[P messages to the mobile station.

18.  The computer program product of claim 10, wherein the ICMP notification
message 1s for causing the host server to queue incoming server-initiated IP messages to

the mobile station.

19. A wireless network gateway, comprising;
a gateway processor;
a storage medium;

computer instructions stored in the storage medium;

16
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the computer instructions being executable by the gateway processor for reducing
undeliverable server-initiated IP traffic within a wireless communication network which
utilizes a data connection for communicating server-initiated IP messages from a host
server to a mobile station operating in the wireless communication netwoik, by:
identifying a termination of the data connection in response to the data
connection being lost;
in response to the identifying of the termination of the data connection:
causing an Internet Control Message Protocol ICMP notification
message to be produced, the ICMP notification message being formatted in accordance
with ICMP and having a destination address corresponding to the host server; and
causing the ICMP notification message formatted in accordance
with ICMP to be sent to the host server for indicating the termination of the data

connection to the host server.

20. The gateway of claim 19, wherein the ICMP notification message has a type

value corresponding to destination unreachable.

21. The gateway of claim 19, wherein the act of identifying the termination of
the data connection comprises the further acts of:
receiving, from a gateway support node in the wireless communication network, a

message which indicates the termination of the data connection.
22, The gateway of claim 19, wherein the wireless communication network
operates in accordance with General Packet Radio Service GPRS and the computer

instructions are performed by a Gateway GPRS Support Node GGSN.

23. The gateway of claim 19, wherein the ICMP notification message comprises

a subscriber ID of the mobile station.

24,  The gateway of claim 19, wherein the data connection 1s lost based on an

out-of-coverage condition of the mobile station.

17
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25.  The gateway of claim 19, wherein the data connection comprises a Packet
Data Protocol PDP Context, and the identifying of the termination of the data connection

comprises identifying that the PDP Context for the mobile station has been terminated.

26. The gateway of claim 19, wherein the ICMP notification message is for
causing the host server to refrain from communicating the server-initiated IP messages to

the mobile station.

27. The gateway of claim 19, wherein the ICMP notification message is for
causing the host server to queue incoming server-initiated IP messages to the mobile

station.

28. A wireless communication system, comprising:
one or more base stations;
a Serving GPRS Support Node SGSN coupled in a wireless communication
network for communications with the one or more base stations;
a Gateway GPRS Support Node GGSN coupled in the wireless communication
network for communications with the SGSN;
the GGSN including:
a GGSN processor;
a storage medium;
computer instructions stored in the storage medium,;
the computer instructions being executable by the GGSN processor for
reducing undeliverable server-initiated IP traffic within the wireless communication
system which utilizes a data connection for communicating server-initiated IP messages
from a host server to a mobile station operating in the wireless communication network,
by:
identifying a termination of the data connection in response to the
data connection being lost;
In response to the identifying of the termination of the data
connection:
causing an Intermet Control Message Protocol ICMP

notification message to be produced, the ICMP notification message being formatted in

18
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accordance with ICMP and having a destination address corresponding to the host server;

and

causing the ICMP notification message formatted in
accordance with ICMP to be sent to the host server for indicating the termination of the

data connection to the host server .

29. The wireless communication system of claim 28, wherein the ICMP

notification message has a type value corresponding to destination unreachable.

30. The wireless communication system of claim 28, wherein the act of
identifying the termination of the data connection comprises the further acts of:

receiving, from a gateway support node in the wireless communication network, a

message which indicates the termination of the data connection.

31. The wireless communication system of claim 28, wherein the ICMP

notification message comprises a subscriber ID of the mobile station.

32. The wireless communication system of claim 28, wherein the data
connection is lost based on an out-of-coverage condition of the mobile station with respect

to the wireless network.

33. The wireless communication system of claim 28, wherein the data
connection comprises a Packet Data Protocol PDP Context, and the identifying of the
termination of the data connection comprises identifying that the PDP Context for the

mobile station has been terminated.

34. The wireless communication system of claim 28, wherein the ICMP
notification message is for causing the host server to refrain from communicating the

server-initiated IP messages to the mobile station.
35. The wireless communication system of claim 28, wherein the ICMP

notification message is for causing the host server to queue incoming server-initiated IP

messages to the mobile station.

19



CA 02524793 2005-11-04

PCT/CA2004/000678

WO 2004/100485

1/4

77
97 < 97

£ 99In0S
D30( 4
({d0}Di}iu] 0}O(Q)

2iPd uol}oun
1. 92JN0S . | |
D}RQ z2 e

(Jojoijiul DinQ)
uol}oun 4

MJOM]}BN
'SSa)aJIM 2407

7C
9¢
Z ®dnog | e
pog I\ e
N{Jo}pijiu] v30(Q) HJOM}SN
uoij}oun SSaladip 9409
ADM3}D9
| 9924nog
7¢ |
9¢ _



CA 02524793 2005-11-04

PCT/CA2004/000678

WO 2004/100485

2/ 4

£ 924n0S
D}D(]

| 82Jnog
D}D(]

77 8T

97 <

[Jojoiiu] ©yoQ)
uonsuUNn 4

uoi}aun4
O} DDIJIION

<

[Jo3oiIu] D}DQ)
uol}oun

7C
9¢



CA 02524793 2005-11-04

PCT/CA2004/000678

WO 2004/100485

3/4

G "9l

| 7€l | |

| \ _ _ |

_ ! |
| |
_ |

09

(uoppdasay sniois)
uojjound UOLDOIIION

(Jojoljiu] D}DQ)
uoljoun 4
Apmaling

| vzl | v Ol

Ol

(uoijdasay snjoig)
‘Uojjoun4d UOIJDDIIIION

(Jojoiiul wvivQ)
uolloun 4
AoMalog




CA 02524793 2005-11-04
WO 2004/100485 PCT/CA2004/000678

b/ 4

IDENTIFY THAT A DATA CONNECTION
FOR COMMUNICATING SERVER-INITIATED IP MESSAGES
FROM A HOST SERVER TO A MOBILE STATION 602
HAS BEEN LOST

CAUSE A NOTIFICATION MESSAGE HAVING A
DESTINATION ADDRESS CORRESPONDING TO THE HOST
SERVER TO BE PRODUCED 604

CAUSE THE NOTIFICATION MESSAGE TO BE SENT
TO THE HOST SERVER ' 606

FIG. 6
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