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A method and Systems for information Security threat iden 
tification, management, and analysis, including identifying 
and managing threats posed by Senders of unsolicited 
e-mail, pirates, hackers, and virus-spreaders. Methods are 
provided for identifying and facilitating legal action against 
a Sender of unsolicited e-mail. A Secure evidence repository 
can be used for Storing copies of and information regarding 
unsolicited e-mails in a forensically Sound manner. A rela 
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and information regarding unsolicited e-mails Such that the 
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INFORMATION SECURITY THREAT 
IDENTIFICATION, ANALYSIS, AND 

MANAGEMENT 

COPYRIGHT NOTICE 

0001. A portion of the disclosure of this patent document 
contains material which is Subject to copyright protection. 
The copyright owner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 
disclosure, as it appears in the Patent and Trademark Office 
patent files or records, but otherwise reserves all copyright 
rights whatsoever. 

BACKGROUND OF THE INVENTION 

0002 This invention relates in general to information 
Security, and in particular to Systems and methods for 
internet threat identification, analysis, management, and 
prevention along with a System and method to monetize the 
SC. 

0003. The importance of information security threat iden 
tification, analysis, management, and prevention has grown 
dramatically in recent years and continues to expand. For 
example, with the increasing use of the Internet and elec 
tronic communication, Such as e-mail, for business, per 
Sonal, and entertainment purposes, efficient, Safe, accurate, 
and reliable electronic communication is essential. Without 
Such communications, tremendous economic and other dam 
age can result, and the utility of electronic communication is 
compromised. Effectively identifying, analyzing, and man 
aging threats to information Security is therefore critical. 
0004 Spam, piracy, hacking, and virus spreading, for 
example, represent important and growing threats. UnSolic 
ited bulk e-mails, or “UBES', can cause Serious loSS in many 
ways. In the busineSS context, one type of UBE, unsolicited 
email (UCE or "spam) is distracting, annoying, wastes 
workers time, and reduces productivity. It can clog or slow 
down networks, and spread computer viruses and pornog 
raphy, leading to further complications and losses. Excessive 
UBES may lead to workers disregarding actual Solicited 
e-mail. 

0005 UBEs, in addition to their sharp negative effect in 
a business context, can also have dramatic negative conse 
quences in a Social context. Sources of UBES often prey on 
children and other Susceptible groups, Scamming them or 
threatening their Safety and privacy. For example, Spam 
from phony or disreputable drug companies may induce 
individuals to purchase Vital drugs, under false pretenses or 
claims about the nature, Source, or other critical information 
about the drug that they are purchasing, at great peril to the 
purchasers and great profit to the Scamming company. Other 
problems caused by UBEs include identity theft, fraudulent 
advertising, digital piracy, counterfeit products, diverted 
products, malicious code (virus/trojan) distribution, and 
digital entertainment piracy. 
0006 Systems are known for attempting to deal with 
information Security, Spam, piracy, hacking, and virus 
Spreading. For example, Some Systems simply attempt to 
determine whether a received e-mail is unsolicited and then 
filter or block such an UCE. Such systems suffer from a 
variety of deficiencies. Blocking or filtering Spam can be 
ineffective, Since SpammerS can often easily find ways to 
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avoid or get around the filter, or find another or different way 
in to a network or computer. Since Spam can be sent cheaply 
in mass quantity, and Since Spam blocking does nothing to 
hold the Source of the Spamming accountable, the Source is 
free to continue Spamming. Companies or entities that Suffer 
loSS or damage as a result of Spam are often without practical 
recourse, as the SpammerS often obscure or hide their real 
identity. 

0007 As an example of the above some spam includes an 
HREF to an URL that causes an image to be displayed. With 
Such spam, even though the image appears to the eye to 
contain text that may be searched for by a filter, the filter 
misses the Spam because the image contains no electroni 
cally formatted text to detect. Additionally, Such spam may 
use a chain of URLs to lead to the image, and the URL 
causing the image to be displayed can be disabled shortly 
after the Spam is sent, which can make tracking of the Source 
difficult. 

0008 Related problems exist in the computer piracy 
content. For example, identity thieves may use Spamming or 
Spoofing, Such as e-mails falsely purporting to be from a 
particular Source, like a bank, for example, to collect per 
Sonal or financial information from deceived recipients. 
Even if most of the spoofing is blocked or ignored, the thief 
may gain from what responses are obtained, without losing 
appreciably from unsuccessful attempts. 
0009. Some systems are available which provide limited 
internal, civil, or governmental enforcement actions against 
perceived Sources of threats. However, these System have 
many drawbacks. There is no process in the art for gathering 
large Volumes of reliable, court admissible evidence regard 
ing infringing email activity. There is no mechanism for 
efficiently associating evidence with a refined list of threat 
Sources. Prior art Systems are manually intensive especially 
With regard to evidence/intelligence aggregation, associa 
tion and presentation. There is also no method for qualifying 
and quantifying threats posed by a particular activity Source. 
0010 UBEs are presently costing large companies tens of 
millions of dollars each year. A Single Source may be 
responsible for great damage from Spamming, even though 
the identity of the Source may not obvious, and much 
apparently unrelated Spamming all may originate from an 
individual Source. 

0011 Thus, there is a need for a method and system 
which can provide information Security threat identification, 
management, and analysis more effectively than the prior 
art. 

SUMMARY OF THE INVENTION 

0012. The present invention provides methods and sys 
tems for information Security threat identification, manage 
ment, and analysis, including identifying and managing 
threats posed, for example, by Senders of unsolicited e-mail, 
identity thieves, digital pirates, product counterfeiters, prod 
uct diverters, hackers, and virus-spreaders. Methods are 
provided for identifying and facilitating legal action against 
a Sender of unsolicited e-mail. A Secure evidence repository 
can be used for Storing copies of and information regarding 
unsolicited e-mails in a forensically Sound manner. A rela 
tional knowledge database can be used for Storing copies of 
and information regarding unsolicited e-mails Such that the 
information can be queried, manipulated, or analyzed. 
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0013 In some embodiments, information is stored 
regarding unsolicited e-mails containing HREFS. Such 
HREFs may include a URL chain associated with the e-mail 
as well as an image obtained by accessing the URL. The 
image is Stored in a forensically Sound manner. 
0.014. In some embodiments, proprietary email accounts 
are used that obtain only unsolicited e-mails. Unsolicited 
e-mails obtained by the proprietary email accounts are 
Stored and analyzed to obtain information about SpammerS 
or identity thieves and their activities. 
0.015. In some embodiments, after a spammer or thief 
(including hackers, virus-spreader, thieves, and others) is 
identified, Internet-based activities or communications by 
the Spammer or thief are monitored or analyzed, Such as by 
monitoring a Web-based bulletin board used by the spammer 
or thief. By monitoring or analyzing the Spammer's or 
thief's activities or communications, information can be 
obtained by which other spammers or thieves can be iden 
tified. From this information, attractive targets for legal 
actions can be identified. 

0016. In some embodiments, methods are employed that 
enable forensically Sound extraction of information from 
computer hardware components, Such as hard drives that are 
be seized from an alleged spammer or thief as a result of a 
legal action. Such methods can include extraction of infor 
mation without the need to boot up the device, helping to 
preserve data integrity. 

0.017. In one embodiment, the invention provides a 
method for facilitating a legal action relating to unsolicited 
electronic communication. The method includes determin 
ing that a first entity is receiving unsolicited electronic 
communication. The method further includes obtaining first 
information associating a Second entity with a Source of at 
least a portion of the unsolicited electronic communication. 
The method further includes obtaining second information 
Sufficient to allow initiation of a legal action against the 
Second entity relating to the unsolicited electronic commu 
nication. 

0.018. In another embodiment, the invention provides a 
method of identifying senders of unsolicited e-mail. The 
method includes identifying an entity responsible for Send 
ing unsolicited e-mail. The method further includes moni 
toring Internet activity by the entity. The method further 
includes Storing information relating to the Internet activity 
in a database. The method further includes utilizing the 
Stored information to identify other entities who are Senders 
of unsolicited e-mail. 

0019. In another embodiment, the invention provides a 
method for facilitating bringing of a civil cause of action 
relating to Sending of unsolicited e-mails. The method 
includes determining that a first entity is receiving unsolic 
ited e-mails. The method further includes determining an 
impact of the unsolicited e-mails on the first entity. The 
method further includes obtaining information evidencing 
that the Second entity is at least partially responsible for 
Sending at least a portion of the unsolicited e-mails. The 
method further includes obtaining information sufficient to 
allow a legal action against the Second entity relating to the 
unsolicited e-mails. 

0020. In another embodiment, the invention provides a 
System for facilitating a legal action relating to unsolicited 
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electronic communication. The System includes a network, 
a Server computer connected to the network, a first computer 
connected to the network, the first computer being associ 
ated with a first entity; and one or more databases connected 
with the Server computer and the first computer. Unsolicited 
electronic communication received by the first computer is 
Sent to and Stored in the one or more databases. The Server 
computer is effective in obtaining information associating a 
Second entity with a Source of at least a portion of the 
unsolicited electronic communication, and obtaining infor 
mation Sufficient to allow initiation of a legal action against 
the Second entity relating to the unsolicited electronic com 
munication. 

0021. In another embodiment, the invention provides a 
method for facilitating bringing a legal action against a 
Second entity in relation to Sending of unsolicited e-mails to 
a first entity. The method includes utilizing one or more 
proprietary email accounts to receive unsolicited e-mails. 
The method further includes Sending unsolicited e-mails 
received by the one or more proprietary email accounts to 
one or more databases for Storage. The method further 
includes analyzing information Stored in the one or more 
databases and relating to the unsolicited e-mails to obtain 
information useful in facilitating bringing a legal action 
against one or more entities in relation with Sending of the 
unsolicited e-mails to the first entity. 
0022. In another embodiment, the invention provides a 
method for facilitating bringing of a civil cause of action 
relating to Sending of unsolicited e-mails. The method 
includes determining that a first entity is receiving unsolic 
ited e-mails. The method further includes obtaining first 
information evidencing that the Second entity is at least 
partially responsible for Sending at least a portion of the 
unsolicited e-mails. The method further includes obtaining 
Second information Sufficient to allow a legal action against 
the Second entity relating to the unsolicited electronic com 
munication. A first e-mail of the unsolicited e-mails com 
prises a reference to one or more URLS. Opening the first 
e-mail causes a non-electronically formatted image to 
appear. Third information about the first e-mail message is 
Stored in a Secure database, the third information comprising 
a copy of the first e-mail, each of the one or more URLS, and 
a copy of the image. 
0023. In another embodiment, the invention provides a 
method for facilitating obtaining information regarding 
unsolicited e-mails. The method includes one or more com 
puters associated with a first entity Sending copies of 
received unsolicited e-mails through a Secure channel for 
Storage in a Secure database. The method further includes 
Storing copies of the unsolicited e-mails in a knowledge 
database, the knowledge database being a relational data 
base. The method further includes allowing querying of the 
relational database to obtain information regarding the unso 
licited e-mails. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0024. The invention is illustrated in the figures of the 
accompanying drawings which are meant to be exemplary 
and not limiting, in which like references are intended to 
refer to like or corresponding parts, and in which: 
0025 FIG. 1 is a block diagram of distributed computer 
System, according to an embodiment of the invention; 
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0.026 FIG. 2 is a conceptual block diagram of a method, 
according to an embodiment of the invention; 
0027 FIG. 3 is a flow chart of a method of facilitating a 
legal action, according to an embodiment of the invention; 
0028 FIG. 4 is a flow chart of a method according to an 
embodiment of the invention; 
0029 FIG. 5 is a flow chart of a method according to an 
embodiment of the invention; 
0030 FIGS. 6, 6A, 6B and 6C are flows chart illustrating 
methods in accordance with an embodiment of the inven 
tion; 
0.031 FIG. 7 is a conceptual block diagram of a system 
according to an embodiment of the invention; 
0.032 FIG. 8 is a conceptual block diagram of a system 
according to an embodiment of the invention; 
0.033 FIG. 9 is a conceptual block diagram of a system 
according to an embodiment of the invention; 
0034 FIG. 10 is a block diagram of a system according 
to an embodiment of the invention; and 

0.035 FIG. 11 is a flow chart of a method according to an 
embodiment of the invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

0036). In the following description of the preferred 
embodiment, reference is made to the accompanying draw 
ings that form a part hereof, and in which is shown by way 
of illustration a specific embodiment in which the invention 
may be practiced. It is to be understood that other embodi 
ments may be utilized and Structural changes may be made 
without departing from the Scope of the present invention. 
0037 FIG. 1 is a block diagram of distributed computer 
System, according to an embodiment of the invention. In 
computer system 100 depicted in FIG. 1, multiple UBE 
sender computers 102, 104, 106, multiple UBE recipient 
computers 138, 140, one or more server computers 112, a 
System proprietary email account 142 run by the operator of 
system 100, and a client proprietary email account 136 run 
by a client of the operator of system 100, are connected to 
a network such as the Internet 108. Server computer 112 
Serves as a mail aggregator as discussed below. One or more 
Secure evidence libraries 126 are connected to the Server 
computer 112. One or more knowledge databases 130 are 
connected to the UBE recipient computers 136, 138,140 and 
to the server computer 112. While, in the embodiment 
depicted, databases 130, 126 are separate from server com 
puter 112, databases 130, 126, or one or some of them, may 
be located, for example, within server computer 112. Filter 
ing and parsing engine 128 can be connected to the Server 
computer 112. Filtering and parsing engine 128 can be part 
of Server computer 112, can be a separate computer or 
computers, or otherwise. 
0038. While the Internet 108 is depicted, the network 
connecting the computers can broadly include any of, or an 
array of, networks or distributed computer Systems, which 
can include wired or wireleSS networks, public networks, 
private networks, Secure or unsecured networks, cellular 
telephone networks, one or more local area networks, one or 
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more wide area networks, peer-to-peer networks or Systems, 
and embodiments of the invention are contemplated in 
which no connection to the Internet is included. 

0.039 Each of computers 102, 104, 106, 108136, 138, 
140 include one or more Central Processing Units (CPUs) 
114, 116 and one or more data storage devices 118, 120 
which can include one or more network or Internet Browser 
programs. 

0040 Data storage device 118 of server computer 112 
includes Server threat management program 124, and UBE 
recipient computers 136, 138, 140 include recipient threat 
management programs 122. 
0041) Data storage devices of all depicted computers may 
comprise various amounts of RAM for Storing computer 
programs and other data. In addition, all depicted computers 
may include other components typically found in computers, 
including one or more output devices Such as monitors, other 
fixed or removable data Storage devices Such as hard disks, 
floppy disk drives and CD-ROM drives, and one or more 
input devices, Such as keyboards, mouse pointing devices, or 
other pointing or Selecting devices. Generally, all depicted 
computerS operate under and execute computer programs 
under the control of an operating System, Such as Windows, 
Macintosh, UNIX, etc. 
0042 Generally, the computer programs of the present 
invention are tangibly embodied in a computer-readable 
medium, e.g., one or more data Storage devices attached to 
a computer. Under the control of an operating system, 
computer programs may be loaded from data Storage devices 
into computer RAM for Subsequent execution by the CPU. 
The computer programs comprise instructions which, when 
read and executed by the computer, cause the computer to 
perform the Steps necessary to execute elements of the 
present invention. It is to be understood that, all depicted 
computers can be computerized devices, Such as portable or 
wireleSS computerized devices. 
0043 Double-headed arrow 132 depicts a secure channel 
or method for communication between each of UBE recipi 
ent computers 136, 138, 140 and server computer 112. This 
channel, which can utilize the Internet or otherwise, is 
Secured in any of various ways known in the art, helping to 
preserve the integrity and evidentiary value of information 
Sent through the channel. Furthermore, information Stored in 
Secure evidence repository 126 is Stored in a Secure manner, 
as discussed below. Information may be Zipped prior to 
Sending. 
0044) In operation, a UBE sender 112 sends a UBE 
through the network 108 to UBE recipient 140. Unsolicited 
e-mails received by recipient computers are Securely sent to 
server computer 112. Additionally, UBEs can be received by 
System proprietary email account 142 or client proprietary 
email account 136, which are e-mail accounts designed to 
receive only unsolicited e-mails (proprietary email accounts 
and their use are further described below), and then the 
UBEs can be sent to server computer 112. Client and system 
proprietary email accounts 142, 136 may also use a Secure 
channel to send information to server 112. In the case of the 
client proprietary email account 136, messages may be 
aggregated by a threat management agent (not shown) 
operating on the client's Server. 
0045 Server threat management program 140 can then 
Securely Send time-Stamped copies of a UBE through chan 
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nel 132 to the secure evidence repository 126 for forensi 
cally Sound Storage. Copies of UBES can be sent by Server 
computer 112 through the filtering and parsing engine 128, 
and then to knowledge database 130, which can be a 
relational, queriable database. Information in Secure evi 
dence repository 126 can be saved for use in bringing or 
Supporting a legal or other action against unsolicited e-mail 
Senders or other responsible parties. For example, raw, 
forensically Sound copies of UBES can be Stored in Secure 
evidence repository 126 for later use in a legal action. 
Detailed examples of operation of the system 100 and its 
components are provided below. 
0046. One or more data mining programs, such as, or one 
or more artificial intelligence programs, or both, are used in 
analysis according to methods of the invention. These uses 
can include, for example, analyzing information, including 
information stored in the knowledge database 130, to iden 
tify threats, to identify Senders of unsolicited electronic 
communication, to estimate or calculate impacts of unsolic 
ited electronic communication, and to perform monitoring 
or link analysis (as described below). 
0047 Information in knowledge database 130 can be 
used, for example, by Server threat management program 
124, or by human analysis, or both, to determine information 
about entities responsible for Sending unsolicited e-mails, 
and other information relating to the unsolicited e-mails. The 
information in knowledge database 130 can be combined 
with information in information Sources database 150 as 
discussed in more detail below. The information in infor 
mation Sources database 150 includes open and closed 
Sources. Open sources include a WHOIS database, Internet 
IRC channels, UseNet Groups, web sites, bulletin boards, 
and other accounts designed by system 100. Closed sources 
include other information acquired by the operator of System 
100 (for example databases acquired from known UBE 
Senders), and input and email accounts from clients of the 
operator of system 100. 
0.048 Recipients can query knowledge database 130 to 
obtain information about or relating to unsolicited e-mails. 
For example, Supposing that Bank A becomes aware that 
UBEs are being sent falsely claiming to be from Bank A and 
requesting that recipients provide personal or financial infor 
mation that has been lost or needs updating (an example of 
phishing). Bank A may query knowledge database 130 to 
Search for Such UBES that may be contained therein, Such as 
by querying knowledge database 130 for all UBEs for all 
e-mails containing the term “Bank A' in the title of the 
e-mail, for instance. 
0049 Furthermore, reports may be requested to be gen 
erated to Summarize and provide analysis utilizing informa 
tion obtained from the knowledge database 130. For 
example, numerous employees of a recipient company may 
be receiving copies of a particular UBE. A report may be 
generated by using information about UBES of that type, and 
by analysis thereof, which can include determining the 
Source or Sources of the Such UBES. 

0050 Bank A may arrange for a report to be made which 
may include analysis of Such UBES, which can include 
human and computerized analysis, to determine and provide 
information about the Source or Sources of the UBEs, and to 
provide evidence for later legal action against the Source or 
SOUCCS. 
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0051. In using the server threat management program 
124, information from knowledge database 130 can be 
analyzed and used to identify or bring action against parties 
responsible for other types of information Security-related 
threats, including thieves, hackers, virus-spreaders, etc. Fur 
thermore, as described in detail with reference to FIG. 10, 
information from knowledge database 130 can be used to 
track down and identify associates of Such responsible 
parties. 

0052 FIG. 2 is a conceptual block diagram of a method 
200, according to an embodiment of the invention. The 
method 200 conceptually represents Steps leading from 
awareness of an Internet-based information Security threat to 
taking action against the threat, including mitigation of the 
threat, recovery of losses, and other actions. 
0053 Some embodiments of the invention are used with 
respect to unsolicited e-mail-related threats, as well as other 
types of information Security threats or potential threats, 
whether related to unsolicited e-mail or not, including 
piracy, fraud, Virus-spreading, pornography, hacking, and 
others. 

0054 Step 204 represents awareness of a threat, such as 
a threat posed to a company by received unsolicited e-mails. 
This Step can also represent awareness of detailed informa 
tion about the threat, including its Source or Sender, as can 
be obtained using methods according to the invention and 
described throughout. 
0055 Step 206 represents knowledge relating to the 
impact of the threat. For example, this Step can include the 
company obtaining information, whether Statistical or oth 
erwise, indicating or quantifying the impact, including dam 
age, loSS, or cost, Suffered by the company as a result of the 
threat. The impact can be calculated or estimated with regard 
to present, past, or anticipated future losses, Such as over a 
past or anticipated future time frame. 
0056. Once the company, for example, is aware of the 
threat and its impact, at Step 208, action is taken against the 
threat. This action can include, for example, bringing a legal 
action, Such as a local, State, federal criminal or civil action 
or Suit against one or more entities determined and evi 
denced to be responsible for the impact, or that portion of the 
impact for which the one or more entities can be shown to 
bear responsibility. For example, an entity, which can 
include a company, individual perSon, or other entity, may 
bear legal responsibility for the impact caused by unsolicited 
e-mails Sent by the entity. Such legal action can result in 
recovery of money through Settlement or judgment, injunc 
tion relief, and other types of recovery, restitution, or remu 
neration. 

0057 FIG. 3 is a flow diagram of a method 300 of 
facilitating a legal action, according to one embodiment of 
the invention. In Some embodiments, the Steps of the method 
300 are accomplished including use of a server or recipient 
threat management program (depicted in FIG. 1). 
0.058 At step 302, the method 300 determines that a first 
entity, Such as company A, is receiving unsolicited e-mails. 

0059 At step 304, an impact of the unsolicited e-mails on 
company A is determined, which determination can include 
being estimated, calculated, predicted, judged, etc., whether 
by computers, by hand, or both. 
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0060. At step 306, information is obtained associating a 
Second entity, Such as company B, with a Source of the 
unsolicited e-mails. This can include company B being the 
Sender or Source of the unsolicited e-mails. This information 
can be obtained, for example, using information Saved in a 
knowledge database (depicted in FIG. 1). 
0061. At step 308, Sufficient information is obtained to 
allow initiation of a legal action (including equitable 
actions) against company B, which can include information 
stored in the secure evidence repository 126 (FIG. 1). In 
Some embodiments, information is Stored in the Secure 
evidence repository in a manner So as to be Sufficient to 
produce evidence to meet legal Standards Such as proof 
beyond a reasonable doubt, clear and convincing evidence, 
or preponderance of the evidence. Furthermore, step 308 can 
include determining requirements for a particular legal 
action and Seeking to ensure that Sufficient information is 
obtained to bring action or obtain a remedy based on Such 
requirements. 

0.062 Referring to FIG. 4, some UBEs can contain an 
HTML file reference or HREF that causes a user's mail 
browser to download various files from Internet servers 
references by the HREFs. Such file types include .GIF; 
JPEG, BMP; .PNG; .TIF; TIFF, WMV; AVI; WAV; 
MPG, MPEG; and MP3. The image may appear to be a 
text e-mail, but is actually an image (an example of a 
non-electronically formatted text file). Existing techniques 
to identify or block a UBE may look for electronically 
formatted text, and So apparent text included in the image 
may be overlooked. Furthermore, the unsolicited e-mail may 
contain a reference to a URL that refers to another URL, and 
So on, before the URL presenting the image is accessed, 
further complicating detection. Still further, the URL pre 
Senting the image can be disabled or modified in a short 
period of time, Such as a few days after opening of the 
e-mail, which can foil later attempts at identifying the Sender 
or the displayed message. 

0063 Method 400 can be used in conjunction with other 
methods described herein, Such as methods for facilitating 
bringing legal actions against Senders of unsolicited e-mails, 
or can be used independently thereof. The method can be 
performed using the Server threat management program 124 
and system 100 (FIG. 1) or otherwise. 
0064. At step 402, it is determined that a particular 
unsolicited e-mail includes an HREF. 

0065. At step 404, a chain of URLs (one or more) pointed 
to or accessed as a result of opening the e-mail is deter 
mined, and associated information is Stored, for example, in 
the Secure evidence repository 136 and the knowledge 
database 130. 

0.066. At step 406, a copy of an image presented to the 
opener of the e-mail, Such as a GIF image, is time-Stamped 
and Stored in Secure evidence repository 126. Additionally, 
system 100 (FIG. 1) may be used to access the URL and 
store portions of the web site associated with the URL 
including, for example, the first page of the web site. This 
first page is also Stored in a Secure evidence repository. 
System 100 may also gather information from information 
Sources database 150 relating to the web site including the 
owner of the web site from a WHOIS database, or other IP 
related information. Again, all information gathered is per 
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formed in a forensically Sound manner. The System respon 
Sible for Serving each file is determined and documented. 
0067. The above steps provide a complete and secure 
record of the unsolicited e-mail and its affect at the time of 
opening. This information can be used in identifying the 
Sender, or as evidence in an action against the Sender, for 
example. 

0068 FIG. 5 is a flow diagram of a method 500 including 
Storing copies of, or information regarding, unsolicited 
e-mails, according to one embodiment of the invention. 
Method 500 may be accomplished using elements of the 
system 100 described with reference to FIG. 1. 

0069. At step 502, a UBE recipient 140, such as Com 
pany A, Sends copies of received unsolicited e-mails through 
Secure channel 132 for Storage in a Secure evidence reposi 
tory 126, Such as including Sending the e-mails to Server 
computer 112. The Server computer 112 then causes copies 
of the e-mails to be Stored in a Secure evidence repository 
126. 

0070. At step 504, copies of the unsolicited e-mails are 
Sent for parsing and filtering, Such as by parsing and filtering 
engine 128. This can include assigning a unique identifier to 
each e-mail, parsing each e-mail to identify each field 
thereof (title, body, domains, dates, text, etc.), parsing to find 
particular characteristics or information, filtering to remove 
unneeded information or portions of the unsolicited e-mails, 
etc. At step 505, the parsed information is cross-referenced 
with open and closed Source intelligence. 

0071 At step 506, information regarding the unsolicited 
e-mails, Such as information obtained after parsing and 
filtering, is stored in knowledge database 130, which may be 
a relational database. The knowledge database 130 can 
contain information regarding unsolicited e-mails from 
many recipients, and the information can include added 
information Such as a unique identifier for each e-mail, 
information organized into tables, etc. 
0072 At step 508, querying or manipulation is allowed of 
information in the knowledge database 130. Copies may be 
made for manipulation, to preserve the integrity of the 
knowledge database information. This Step can include, for 
example, manipulation of the information in order to help 
identify a Sender. This step can also include queries made by 
recipients to obtain organized or customized information or 
reports about unsolicited e-mails. 

0073 FIG. 6 is a flow chart of a method 600 of facili 
tating a legal action, according to an embodiment of the 
invention. Method 600, for example, may be accomplished 
using the Server computer 112, the recipient computer 140, 
the threat management programs 122, 124, the databases 
126, 130 (as depicted with reference to FIG. 1), and the 
parsing engine 128. 

0074 At step 602, method 600 associates UBEs with 
Sources of threats. 

0075). At step 604, method 600 quantifies or qualifies the 
threat to the victim related to each threat Source, beneficiary, 
or intermediary. 

0076. At step 606, method 600 assesses the action-ability 
of the threat Source, beneficiary, or intermediary. 
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0077 Referring now to FIG. 6A, and again to FIG. 1 as 
an illustrative example of a System which may implement 
method 600, step 602 of FIG. 6 is explained in further detail. 
At step 602-2 server 112 aggregates UBEs and ensures that 
UBEs are securely stored in repository 126. At step 602-4, 
filtering and parsing engine 128 extracts data from each 
UBE which is relevant to: the threat type, the UBE source 
or sender, intermediary ISPs involved, the victim ISP or user 
receiving the UBE, and beneficiary of the UBE-the party 
whose product/service is advertised or otherwise benefits 
from the threat activity. At step 602-6, the parsed data is 
stored in knowledge database 130 and correlated so that 
UBES are linked and grouped according to shared threat 
type, Source, Victim, intermediary or beneficiary. 

0078. At step 602-8 data is collected from various open 
and closed intelligence Sources regarding either threat activ 
ity Sources/beneficiaries that are already known or detected 
for the first time in the parsing at step 602-6. For example, 
information from an existing litigation could be used here. 
The sources include, for example, Domain WHOIS records, 
IP address WHOIS records, confidential informants, coop 
erating witnesses, Secretary of State records, court records, 
and other knowledge bases. In step 602-10, both server 112 
and human operators using Server 112 may cross-reference 
the groupings of UBEs performed at step 602-6 with the list 
of threat sources and beneficiaries from step 602-8. As such, 
evidence of a UBE is associated with parties thought to be 
asSociated with Internet threat activities. Such cross-refer 
encing includes email domain Searching for trademark or 
terms of use violations combined with a search of the body 
of an email for certain URLs or the header of an email for 
certain IP ranges, Searching the email body for certain 
combinations of text indicative of phishing, fraud, or other 
actionable content; or Searching for Specific URLS in the 
body of an email and the same term in the email domain. 
Among other aspects of the invention, accommodating the 
asSociation of evidence with potential targets and thereby 
making the targets actionable is neither known nor Sug 
gested in the prior art. 

0079 Referring now to FIG. 6B, and also, for example, 
FIG. 1, step 604 of FIG. 6 is explained in further detail 
where evidence is prioritized. At Step 604-2, queries are 
issued against knowledge database 130 (FIG. 1), for 
example, by users of system 100 or by automated processes 
for threat Sources, beneficiaries, or intermediaries. These 
queries determine which threat Sources, beneficiaries, or 
intermediates have been responsible for the range of activity 
types which pose a negative impact on a victim. At Step 
604-4 the queries return a list of threat sources, intermedi 
ates and beneficiaries and demonstrate the type of threats 
originating from, through or in relation to the parties and the 
volume of each type of threat. At step 604-6, each threat type 
is qualified and quantified. For example, a dollar loSS value 
per instance may be calculated. Additionally, costs Such as 
shielding a customer from SPAM, loss of productivity, and 
the cost to deal with SPAM may be considered. At step 
604-8, a final list is produced of threat sources, intermedi 
aries and beneficiaries prioritized by Volume and Severity of 
related threats. Among other aspects of the invention, gath 
ering a large Volume of evidence and intelligence in an 
automated way and thereby providing a more reliable means 
of assessing a threat, is neither known nor Suggested in the 
prior art. 
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0080 Referring now to FIG. 6C, and also, for example, 
FIG. 1, step 606 of FIG. 6 is explained in further detail 
where a threat is assessed. At Step 606-2, queries are issued 
against open and closed Source intelligence as discussed 
above regarding the threat activity, Source, beneficiary and 
intermediary which may be Stored in knowledge database 
130 (FIG. 1). At step 606-4, the queries from step 606-2 
return information Such as the location of the party, his 
resources, the nature of the threat activity, the qualities of 
evidence available in evidence repository 126, and the 
manner in which such evidence was collected. At step 606-4, 
using the information from step 606-4, a user weighs the 
available evidence and determines whether action should 
proceed against a potential target. Based on the decision 
made in Step 606-6, proprietary email accounts may be 
seeded differently-as discussed below in FIG. 9. 
0081 FIG. 7 is a conceptual block diagram of a system 
700 for utilizing a proprietary email account, according to an 
embodiment of the invention. The system 700 includes the 
Internet 702, an unsolicited e-mail sender 704, a proprietary 
email account 706, an unsolicited e-mail recipient 712, a 
Server computer 714, a filtering and parsing engine 720, a 
knowledge database 722, and a Secure evidence repository 
716. Server computer 714 functions as a mail aggregator as 
discussed below. 

0082 The proprietary email account is an e-mail account 
or e-mail address used to collect unsolicited e-mails and may 
be set up by the operator of system 700 or a client of system 
700. Proprietary email account 706 is designed such that no 
Solicited e-mails can be received; therefore, any e-mails 
received by the proprietary email account are unsolicited. 
UnSolicited e-mails obtained by the proprietary email 
account 706 can be stored and used to identify senders of 
unsolicited e-mails to recipients, for evidence in a legal 
action, and to add to the information Stored and available in 
a knowledge database. 
0083 Specifically, as depicted, an unsolicited e-mail 
sender sends an unsolicited e-mail 710 to recipient 712, and 
also sends an unsolicited e-mail 708 to proprietary email 
account 706. Both unsolicited e-mails are forwarded 
securely to the server computer 714. If account 706 is set up 
by a client of the operator of system 700, a secure channel 
may be used to forward the UBEs. Server computer 714 
Sends copies of the unsolicited e-mails to Secure evidence 
repository 716. Server computer 714 also sends copies to a 
parsing and filtering engine 720 and, after parsing and 
filtering, information regarding the e-mails is Stored in a 
knowledge database. Unsolicited e-mails can be sent to the 
Secure evidence repository, parsing and filtering engine 720, 
or knowledge database 722, without use of Server computer 
714. 

0084 FIG. 8 is a conceptual block diagram of a system 
800 for using a proprietary email account including Seeding, 
according to one embodiment of the invention. The System 
includes the Internet 802, a proprietary email account 804, 
an unsolicited e-mail sender 806, and a “Do Not Send” list 
808. The “Do Not Send” list808 can be a list indicating the 
unsolicited e-mails are not to be sent, or cannot legally be 
Sent, to listed accounts. For example, Some Web Sites have, 
through legal obligation or otherwise, areas in which indi 
viduals can choose to be listed on a “Do Not Send” list. 

0085. In spite of intended purpose of “Do Not Send” lists 
however, Some Senders of unsolicited e-mails actually har 
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Vest accounts or addresses from Such lists as targets to be 
Sent unsolicited e-mails. Electronic Internet Spiders or 
crawlers may be used to harvest the accounts from the lists. 
0.086 As such, including proprietary email accounts in 
“Do Not Send” lists causes the account to receive unsolic 
ited e-mails, which is the purpose of a proprietary email 
account. This is depicted in FIG. 8. Specifically, the pro 
prietary email account becomes listed 812 on the “Do Not 
Send” list808. An Internet spider 810 sent out by unsolicited 
e-mail sender 806 obtains and returns to the Sender 806 the 
proprietary email account listing. Sender 806 sends an 
unsolicited e-mail to the proprietary email account 804. 
Thereafter, the UBE can be further processed as in FIGS. 1 
and 7. A raw copy of the UBE can be obtained by a server 
computer and Sent to a Secure evidence repository, and a 
copy of the UBE can be sent to a parsing and filtering 
engine. The UBE can be processed in the parsing and 
filtering engine, and information about the UBE can be 
Stored in a knowledge database. Information in the databases 
can be used and analyzed as discussed above. 
0.087 FIG. 9 is a conceptual block diagram of a system 
900 for Seeding proprietary email accounts, according to one 
embodiment of the invention. The system includes the 
Internet 902, an unsolicited e-mail sender 904, a Internet 
spider program 906, an unsolicited e-mail recipient 922, a 
Server computer 924, a parsing and filtering engine 928, a 
knowledge database 930, and a proprietary email account 
network 910. The network 910 includes a web site 912, and 
three proprietary email accounts 914, 916, 918. 
0088 Spider programs may be used by spammers to seek 
to obtain e-mail accounts associated with an Internet Service 
Provider (ISP). System 900 is designed to seed the propri 
etary email accounts So that Such spiders harvest these 
accounts. Specifically, proprietary email account network 
910 is designed to appear to a spider (based on the pro 
gramming of the spider) to be an ISP. A Web page or site 912 
is established as well as a number of apparently associated 
proprietary email accounts 914, 916,918. Disguised in this 
way, network 910 induces spider 906 to harvest the propri 
etary email accounts 914, 916, 918 and return them to the 
sender 904. This seeding is generally used for proprietary 
email accounts. As a result, the Sender Sends an unsolicited 
e-mail or e-mails to one or more of proprietary email 
accounts 914, 916, 918 (as depicted, 914). Additionally, 
Sender 904 Sends unsolicited e-mails to recipients, Such as 
unsolicited e-mail 920 sent to recipient 922. The unsolicited 
e-mails received by the proprietary email accounts as well as 
the recipient 922 are securely sent to server 924, which 
sends copies to secure evidence repository 926. Server 
computer 924 also sends copies to a parsing and filtering 
engine 928 and, after parsing and filtering, information 
regarding the e-mails is Stored in a knowledge database 930. 

0089 FIG. 10 is a block diagram of a system 1000 
including identification of Senders of unsolicited communi 
cations Such as e-mails, including thieves, according to one 
embodiment of the invention. The system 1000 takes advan 
tage of the tendency for SpammerS or thieves to associate 
and communicate with each other. For example, once a thief 
is identified, the thiefs activities can be monitored to help 
identify the thief S associates or organizational Superiors. 
This information can then be used, for example, to help 
facilitate obtaining information and taking legal action 
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against the thief, the thief S associates or Superiors, or a 
company or entity with which a thief is associated. 

0090 The system 1000 includes the Internet 1002, an 
identity thief network 1004 that can be physically separated 
but communicate or associate via the Internet 1002, a 
recipient 1012 of an unsolicited e-mail sent by a thief, a 
bulletin board 1010 used by the thieves to communicate with 
each other, a Server computer 1014, a Secure evidence 
repository 1016, a filtering and parsing engine 1020, and a 
knowledge database 1022. Server computer 1014 functions 
as a mail aggregator as discussed below. 

0091 AS depicted, thief P7 sends an unsolicited e-mail to 
recipient 1012. The UBE is forwarded to server computer 
1014. The server computer 1014 sends copies to secure 
evidence repository 1016. Server computer 1014 also sends 
copies to a parsing and filtering engine 1020 and, after 
parsing and filtering, information regarding the e-mails is 
stored in a knowledge database 1022. 
0092 At monitoring and analysis section 1018, analysis 
which can include link analysis, is performed on information 
from knowledge database 1022, such as by a server threat 
management program, to determine the identity of, and other 
information associated with, the thief P7. Monitoring and 
analysis can be computerized, human, or both. The thief P7, 
however, may be only a “small fish.” For example, the thief 
may be low in a hierarchy associated with a black market 
drug company and unsolicited e-mail may be an attempt to 
fraudulently Sell drugs, including lies about the company or 
the drugs, or both. 

0093. From the information obtained about the thief P7, 
which can include, for example, tracking or investigating 
Web sites or pages that have been visited by an e-mail 
address of the thief, it is learned that P7 uses an electronic 
Internet-based bulletin board 1010 to post and receive 
messages from his associate thieves. An account, Such as an 
automated account that appears to be associated with a real 
perSon but is actually automatically Set up or monitored, can 
be created and maintained, and messages left, with bulletin 
board 1010. Using the account, copies of information from 
the bulletin board, including messages, can be monitored 
and, for example, periodically Stored to provide evidence of 
the communications on the board 1010. 

0094) Communications on bulletin board 1010, which 
can be from or to the thief P7, can indicate, evidence, or 
inculpate associates of the thief P7 who may also use board 
1010. The communications can also include admissions that 
can have evidentiary value. 

0.095 From communications using board 1010, it is 
learned that P1 is identified 1008 as the leader of P7s 
organization, a black market drug company. From this and 
other information, a legal action, including a criminal or 
civil action can be facilitated by recipient 1012, or other 
recipients or harmed perSons, against one or Several of the 
thieves, or the black market drug company or organization 
itself. Information stored in secure evidence repository 1016 
can be used to bring or Support Such action. 

0096 FIG. 11 is a flow diagram of a method 1100 for 
identifying Sources of UBES according to one embodiment 
of the invention. At step 1102, a source is identified, such as 
by methods according to the invention. 
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0097. At step 1104, the source's Internet-based activities 
are monitored. At step 1106, obtained information relating to 
the monitored Internet activity is Stored in a database. At 
step 1108, the stored information is used in identifying other 
entities. 

0.098 Thus, the invention provides new systems and 
methods for enabling a company to take action against threat 
Sources. Evidence regarding infringing mail activity is auto 
matically acquired though the use of proprietary accounts, 
client accounts, and referrals of emails by Victims. Evidence 
is automatically preserved in a Secure evidence repository. 
The evidence is parsed to extract data relating to threat 
types, Sources, intermediate parties, and beneficiaries. Activ 
ity evidence is associated with common threat types, 
Sources, intermediaries, and beneficiaries. Tools are avail 
able for cross-referencing the activity information with open 
and closed Source intelligence. Querying and reporting tools 
are provided to determine which threats produce the most 
impact and which are actionable. 
0099 While the invention has been described and illus 
trated in connection with preferred embodiments, many 
variations and modifications as will be evident to those 
skilled in this art may be made without departing from the 
Spirit and Scope of the invention, and the invention is thus 
not to be limited to the precise details of methodology or 
construction Set forth above as Such variations and modifi 
cation are intended to be included within the Scope of the 
invention. 

What is claimed is: 
1. A method for facilitating a legal action relating to 

unsolicited electronic communication, the method compris 
ing: 

determining that a first entity is receiving unsolicited 
electronic communication; 

obtaining first information associating a Second entity 
with a Source of at least a portion of the unsolicited 
electronic communication; and 
obtaining Second information Sufficient to allow initia 

tion of a legal action against the Second entity 
relating to the unsolicited electronic communication. 

2. The method of claim 1, comprising determining an 
impact of the unsolicited electronic communication on the 
first entity; 

3. The method of claim 1, comprising determining that a 
first entity is receiving unsolicited electronic communication 
that comprises e-mail. 

4. The method of claim 1, wherein the second information 
facilitates a method for facilitating a civil cause of action 
against the Second entity. 

5. The method of claim 1, further comprising determining 
an impact of the unsolicited electronic communication on 
the first entity by determining that damage has been Suffered 
by the first entity due to the unsolicited electronic commu 
nication. 

6. The method of claim 5, wherein determining the impact 
comprises at least one of calculating the impact, estimating 
the impact, quantifying the impact, and predicting the 
impact. 

7. The method of claim 6, further comprising using 
Statistical analysis to estimate the impact over a period of 
time. 
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8. The method of claim 1, wherein the first information 
indicates that the Second entity is responsible for Sending of 
the at least a portion of the unsolicited electronic commu 
nication. 

9. The method of claim 1, wherein the first information 
indicates that the Second entity is a Source of at least a 
portion of the unsolicited electronic communication. 

10. The method of claim 1, wherein the first and the 
Second information is obtained in a forensically Sound 

C. 

11. The method of claim 10, wherein the first and second 
information is obtained in a manner Such that the first and 
the Second information is uSeable as legal evidence to 
Support the legal action. 

12. The method of claim 1, wherein obtaining information 
Sufficient to allow initiation of a legal action against the 
Second entity relating to the unsolicited electronic commu 
nication comprises Storing copies of unsolicited e-mails 
received by the first entity in a Secure database. 

13. The method of claim 12, wherein the second infor 
mation is obtained by unsolicited e-mails from a computer 
asSociated with the Second entity through a Secure channel 
to be Stored in the Secure database. 

14. The method of claim 12, further comprising Storing 
copies of the unsolicited e-mails in a knowledge database. 

15. The method of claim 12, further comprising analyzing 
copies of the unsolicited e-mails using a parsing engine prior 
to Storage in the knowledge database. 

16. The method of claim 12, further comprising allowing 
querying of the knowledge database by the first entity. 

17. The method of claim 14, further comprising storing 
unsolicited e-mails from a plurality of recipients including 
the first entity in the knowledge database. 

18. The method of claim 17, further comprising using 
information Stored in the knowledge database to facilitate at 
least one of identifying the Second entity and determining 
the impact of the unsolicited electronic communication. 

19. The method of claim 17, further comprising identi 
fying the Second entity as being at least one of a Spammer, 
a pirate, a hacker, and a virus Sender. 

20. The method of claim 1, further comprising using one 
or more email accounts to attract unsolicited e-mails. 

21. The method of claim 20, further comprising Storing in 
a knowledge database the unsolicited e-mails received by 
the one or more email accounts. 

22. The method of claim 21, further comprising using the 
unsolicited e-mails received by the one or more email 
accounts to facilitate identification of one or more Sources of 
the unsolicited e-mails. 

23. The method of claim 1, wherein the unsolicited 
electronic communication comprises unsolicited e-mails, 
and wherein the Second entity is responsible for Sending at 
least a portion of the unsolicited e-mails. 

24. The method of claim 23, further comprising utilizing 
the first information about the second entity to obtain third 
information about one or more additional entities, the addi 
tional entities having communicated with the Second entity 
and being responsible for Sending unsolicited electronic 
communication. 

25. The method of claim 24, wherein the second entity 
and the one or more additional entities communicated with 
each other via an electronic message board. 

26. The method of claim 25, further comprising monitor 
ing the electronic message board to obtain fourth informa 
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tion regarding communication between the Second entity 
and the one or more additional entities. 

27. The method of claim 24, further comprising identi 
fying a potential target for a civil action from among the 
Second entity and the one or more additional entities. 

28. The method of claim 1, wherein the unsolicited 
electronic communication comprises e-mail, and wherein at 
least a first e-mail of the unsolicited e-mail comprises a 
reference to one or more URLS, and wherein opening the 
first e-mail causes a non-electronically formatted image to 
appear, and further comprising Storing information about the 
first e-mail message in a Secure database, the information 
comprising a copy of the first e-mail, each of the one or more 
URLS, and a copy of the image. 

29. The method of claim 1, wherein the second informa 
tion Sufficient to allow a legal remedy as a result of the legal 
action. 

30. The method of claim 1, wherein the second informa 
tion is Sufficient to allow legal recovery comprising at least 
one of an injunction and damageS as a result of the legal 
action. 

31. A method of identifying Senders of unsolicited e-mail, 
the method comprising: 

identifying an entity responsible for Sending unsolicited 
e-mail; 

monitoring Internet activity by the entity; 
Storing information relating to the Internet activity in a 

database; 

utilizing the Stored information to identify other entities 
who are Senders of unsolicited e-mail. 

32. The method of claim 31, wherein identifying an entity 
comprises identifying a perSon, and wherein monitoring 
Internet activity comprises monitoring Internet activity by 
the perSon, and wherein utilizing Stored information to 
identify other entities comprises utilizing Stored information 
to identify other perSons. 

33. The method of claim 32, comprising utilizing the 
information in identifying potential targets of civil actions. 

34. A method for facilitating bringing of a civil cause of 
action relating to Sending of unsolicited e-mails, the method 
comprising: 

determining that a first entity is receiving unsolicited 
e-mails, 

determining an impact of the unsolicited e-mails on the 
first entity; 

obtaining information evidencing that the Second entity is 
at least partially responsible for Sending at least a 
portion of the unsolicited e-mails, and 

obtaining information Sufficient to allow a legal action 
against the Second entity relating to the unsolicited 
e-mails. 

35. A System for facilitating a legal action relating to 
unsolicited electronic communication, the System compris 
Ing: 

a network; 

a Server computer connected to the network; 
a first computer connected to the network, the first com 

puter being associated with a first entity; and 
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one or more databases connected with the Server com 
puter and the first computer; 

wherein unsolicited electronic communication received 
by the first computer is Sent to and Stored in the one or 
more databases, and 

wherein the Server computer is effective in: 
obtaining information associating a Second entity with 

a Source of at least a portion of the unsolicited 
electronic communication; and 

obtaining information Sufficient to allow initiation of a 
legal action against the Second entity relating to the 
unsolicited electronic communication. 

36. The system of claim 35, wherein the one or more 
databases comprise one or more Secure databases for 
Securely storing copies of the unsolicited electronic com 
munication. 

37. The system of claim 36, wherein the one or more 
Secure databases are used in Storing information relating to 
unsolicited electronic communication in a forensically 
Sound manner. 

38. The system of claim 36, wherein the one or more 
databases further comprise one or more knowledge data 
bases for Storing copies of unsolicited electronic communi 
cation. 

39. The system of claim 36, wherein the unsolicited 
electronic communication comprises e-mails, and the SyS 
tem further comprises a parsing engine effective to parse 
copies of the unsolicited electronic communication before 
Storage in the one or more knowledge databases, and 
wherein the one or more knowledge databases comprise one 
or more relational databases that can be queried by the first 
entity. 

40. A method for facilitating bringing a legal action 
against a Second entity in relation to Sending of unsolicited 
e-mails to a first entity, the method comprising: 

utilizing one or more e-mail accounts to receive unsolic 
ited e-mails, 

Sending unsolicited e-mails received by the one or more 
email accounts to one or more databases for Storage; 

analyzing information Stored in the one or more databases 
and relating to the unsolicited e-mails to obtain infor 
mation useful in facilitating bringing a legal action 
against one or more entities in relation with Sending of 
the unsolicited e-mails to the first entity. 

41. The method of claim 40, further comprising inducing 
harvesting of the e-mail account for use by Senders of 
unsolicited e-mails. 

42. The method of claim 40, further comprising utilizing 
a set of e-mail accounts and at least one Internet Site to 
induce an internet Spider to harvest at least a portion of the 
plurality of email accounts as if the email accounts were user 
e-mail accounts associated with an Internet Service Pro 
vider. 

43. The method of claim 40, further comprising causing 
the one or more e-mail accounts to be listed on one or more 
“do not send' lists, So as to induce harvesting of the one or 
more e-mail accounts by an Internet Spider for use by 
Senders of unsolicited e-mails. 

44. A method for facilitating bringing of a civil cause of 
action relating to Sending of unsolicited e-mails, the method 
comprising: 
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determining that a first entity is receiving unsolicited 
e-mails, 

obtaining first information evidencing that the Second 
entity is at least partially responsible for Sending at 
least a portion of the unsolicited e-mails, and 

obtaining Second information Sufficient to allow a legal 
action against the Second entity relating to the unso 
licited electronic communication; 
wherein a first e-mail of the unsolicited e-mails com 

prises a reference to one or more URLS, and wherein 
opening the first e-mail causes a non-electronically 
formatted image to appear, and wherein third infor 
mation about the first e-mail message is Stored in a 
Secure database, the third information comprising a 
copy of the first e-mail, each of the one or more 
URLS, and a copy of the image. 

45. The method of claim 44, further comprising deter 
mining an impact of the unsolicited e-mails on the first 
entity. 

46. The method of claim 45, storing information about the 
image comprises Storing information about a GIF image. 

47. A method for facilitating obtaining information 
regarding unsolicited e-mails, the method comprising: 

one or more computers associated with a first entity 
Sending copies of received unsolicited e-mails through 
a Secure channel for Storage in a Secure database; 

storing copies of the unsolicited e-mails in a knowledge 
database, the knowledge database being a relational 
database; and 

allowing querying of the relational database to obtain 
information regarding the unsolicited e-mails. 

48. The method of claim 47, comprising using informa 
tion Stored in the Secure database in facilitating bringing a 
legal action against one or more entities determined to be at 
least partially responsible for Sending at least a portion of the 
unsolicited e-mails. 

49. The method of claim 47, comprising parsing the 
unsolicited e-mails before Storage in the knowledge data 
base. 
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50. The method of claim 47, comprising organizing 
information in the knowledge databases and relating to the 
unsolicited e-mails into tables. 

51. A method for enabling action against a threat Source, 
the method comprising: 

receiving evidence relating to a plurality of unsolicited 
emails though a proprietary account and through a 
referral from a victim; 
preserving the evidence in a Secure evidence reposi 

tory; 

parsing the evidence to extract data relating to threat 
types, Sources, intermediate parties, and beneficia 
ries, thereby producing parsed evidence; 

correlating the parsed evidence to produce common 
threat types, Sources, intermediaries, and beneficia 
ries relating to the unsolicited emails, 

collecting information from both open and closed 
Sources based on the correlating, 

cross-referencing the information and the common 
threat types, Sources, intermediaries, and beneficia 
ries, and 

Storing a result of the croSS-referencing. 
52. The method as recited in claim 51, further comprising: 
querying the result for one of a threat Source, beneficiary 

and intermediary thereby producing a query result with 
a threat type; 

qualifying the threat type; 
quantifying the threat type; and 
producing a list of targets based on the qualifying and 

quantifying. 
53. The method as recited in claim 52, further comprising: 
querying intelligence relating to the list of targets; 
reviewing information received from the intelligence, and 
deciding whether to pursue action against one of the 

targets. 


