wo 2014/119669 A1 |1 I} NN OO0 OO0 AR A A

12) FEFBAENICE DV T AR S -ERERE

(19) tt FLAN T A HEHLES >
EREER g
@3) ERABE _-'9//

2014 &£ 8 A 7 H(07.08.2014)

A0 OO
(10) ER2RES
WO 2014/119669 A1l

WIPOIPCT

(51

eay)
(22)
(25)
(26)
(30)

1

(72

ERfFr o8

HO4L 12/70 (2013.01)

ERHEES: PCT/JP2014/052134
ERHRER: 2014 £ 1 A 30 H(30.01.2014)
ERRHEDEE: BAGE
ER 2RO ERE: HAEE
BRET—4:

458 2013-015288 2013 &£ 1 A 30 H(30.01.2013)  JP

HEEA: BAEEBFE#H X 41 (NIPPON TELE-
GRAPH AND TELEPHONE CORPORATION)
[JP/JP]; T 1008116 RIRAMFKEBARKFE—TH

5% 15 Tokyo (JP).

FAHE. AL BA(KURAKAMI, Hiroshi); T 1308585 (84)

RRBEEFTEE3ITEO — 11
FMEMELE > 2N Tokyo (JP).

NTT

74 BN BH R, S (SAKAIL Hiroaki et al

(8D

Jiﬂ—u

D)
1006020 R FRARENE=TH2&S5
ENBEENLTs VYT BHEBBHEHER
Tokyo (JP).

BEE (RTODLEWVEREY., 2 TOEFEOERNR
#EATEEE): AE, AG, AL, AM, AO, AT, AU, AZ, BA,
BB, BG, BH, BN, BR, BW, BY, BZ, CA, CH, CL, CN,
CO, CR, CU, CZ, DE, DK, DM, DO, DZ, EC, EE, EG, ES,
FL, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN,
IR, IS, JP, KE, KG, KN, KP, KR, KZ, LA, LC, LK, LR,
LS, LT, LU, LY, MA, MD, ME, MG, MK, MN, MW, MX,
MY, MZ, NA, NG, NI, NO, NZ, OM, PA, PE, PG, PH,
PL, PT, QA, RO, RS, RU, RW, SA, SC, SD, SE, SG, SK,
SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR, TT, TZ, UA,
UG, US, UZ, VC, VN, ZA, ZM, ZW.

HBEE (RTEOLGEWVRY ., £ TOEREOLERF
% AYE] HE): ARIPO (BW, GH, GM, KE, LR, LS, MW,
MZ, NA, RW, SD, SL, SZ, TZ, UG, ZM, ZW), 1 — 35 &
7 (AM, AZ, BY, KG, KZ, RU, TJ, TM), 3—0 /¥
(AL, AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FL, FR,
GB, GR, HR, HU, IE, IS, IT, LT, LU, LV, MC, MK, MT,
NL, NO, PL, PT, RO, RS, SE, SL SK, SM, TR), OAPI

[(fEH]

(54) Title: LOG ANALYSIS DEVICE, INFORMATION PROCESSING METHOD AND PROGRAM

(34

REAOEWH . AT MTEE

AA TIuHURR A—-HFIPFEL AR cC PS5—k-Fiw
102 : . LR 104
N SR ARMERELS (1]
:""i _____ - ———_ N "
of notEsTEs [V
52 NN } [l
! T i
cign YT ERbeEy 101
fp— —
| ogkmess 10
e L OYSHER 0
BB A {RH - +5 70 7R E
FIG. 2:

10 Log analysis device

51 Control unit

Storage unit

Log information collection section
Normalization processing section
External information collection section
Log information analysis processing section
Event information notification section
Blacklist/user |P address information
Log information/traffic information
Alert/display

100
101
102
103
104

BB
CcC

. BROBFERVTOTS LA

(57) Abstract: This log analysis device has: a log informa-
tion collection section that collects log information and
traftic information output from multiple communication
devices that are included in a network; a normalization pro-
cessing section that normalizes the log information and
traftic information collected by the log information collection
section; a log information analysis processing section that ex-
tracts related log information and traffic information from the
normalized log information and traffic information and ana-
lyzes the extracted information in accordance with predeter-
mined rules in order to determine whether or not an unau-
thorized access is present; and an event information notifica-
tion section that outputs event information, including inform-
ation about a degree of importance, that is based on the de-
termination result of the log information analysis processing
section.
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