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(57) Abstract: Systems, methods and machine-readable media for providing a security service are disclosed. The methods include
receiving a modification of the application object code to allow the software application to transmit a request for the security service;
retrieving the moditied application object code corresponding to the software application from memory; receiving, via a processor,
the request for the security service from the modified application object code; and providing, via the processor, the security service.
The systems and machine-readable media performing operations according to the methods disclosed.
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INTRA-COMPUTER PROTECTED COMMUNICATIONS BETWEEN APPLICATIONS

(]

CROSS-REFERENCES TO RELATED APPLICATIONS

[66861] This application claims the benefit of and is a continuation of U.S. Patent
Application No. 14/213,244, filed March 14, 2014, which is a continuation-in-part of U.S.
13 Patent Application No. 13/841,498, filed March 15, 2013, which are hereby incorporated by

reference in their entiveties for all purposes.

BACKGROUND

[6862] The present disclosure relates generally to systems, methods and machine-readable

15 media for providing security services. Muore particularly, this disclosure relates to systems,
methods and machine-readable media for providing security services to software
applications, mcluding authentication, authorization, auditing, single sign on, security policy
enforcement, key management and distribution, secure communication, sccure data storage,
and securc data sharing, among others.

20

BRIEF SUMMARY
[6863] Systems, methods and machine-readable media for providing a security service are
disclosed. According to a feature of the present disclosure, the system inchudes a memory
and a processor. The memory may be used for storing a plurality of application data, each
25 application data associated with 8 software application and comprising an application object
code. The processor may comprise a security manager application module. The sccurity
manager application module may be responsive 1o a roquest, via the software application, for
the security service from the application object code modified by an object code modification
modile, the modified applcation object code facilitates transmission of the reqoest for the

30 security service to the sccurity manager application module.

{8084}  in one embodiment, the object code meodification module may be used to modify the
application object code by at least one of infroducing a dynamic or static library, adding a

foad command, symbol replacement, swizzling, and interposing. Tn another embodiment, the

ORA140574-WQG-PCT-3
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security manager application module may generate security artifacts selected from a group
consisting of authentication tokens, authentication keys and secure comimumication channels,
the sccurity manager application module transmitting the security artifacts to the software
application 1n response o receiving the request for the security service. The application
obiect code received and modified by the object modification module may be in an unsigned

form.

[88065]  According to a feature of the present disclosure, the application object code may be
converted by an object code signature conversion module from a signed form to an unsigned
form prior to modification of the application object code by the object code meodification
module, and converted from an unsigned form to a signed form after modification of the
application object code by the object code modification module. In ong embodiment, the
obiect code modification module may convert the application objcct code from a signed form
to an unsigned form prior to modification of the application object code, and may convert the
application object code from an unsigned form to a signed form after modification of the

application object code.

[8886] In one embodiment, the modification of the application object code may include
modifying at least one of a programmatic interface, class, object and function utilized by the
software application. The modification of the application object code may include an
mitroduction of a policy engine for ensuring complisnce with security policies. The secarity
policies may be sclected from a group consisting of data leakage prevention and access

control policies.

{88471 According to a feature of the present disclosure, the security manager application
module may include a policy engine for ensuring comphiance of the software application with
security policies. The securtty manager application module may transioit the security
policies to the software application for execution. The sceurity policies may apply to at least
one of a portion of the software application, a single software application, and a plurality of
software applications. In one embodiment, the policy engine is a dvnamic policy engine, the
security policies based on at least one factor selected from a group consisting of execution
context, external events, explicit policy redefimition, and changing group and role
membership, In ancther embodiment, the security policies are retrieved from a remote policy
server. n yet another embodiment, a first seftware application retrieves the sccurity policies

from the remote policy server and a second software application retrieves the security
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policies from the first software application. The data resulting from execution of the policy
engine may be iransmitted to the security manager application module and/or the policy

SCYVEY.

[8088]  According to a feature of the present disclosure, the security manager application
module, responsive to the request, via the software application, for the security service, may
facilitate the security service if the software application is signed with a public key
mfrastrocture (PKI) key. The security manager application module may confirm that the
software application and associated computing platform bave not been compromised, and
may verity the signature of the software application. Tn one crubodiment, the plurality of
application data include a common key. In another embodiment, the security manager
application module may be responsive 1o a registration request from the software application
to establish application trust. The security manager application module may prompt a user to
mput an application registration passcode, and generate a key to establish application trust
using the application registration passcode to facilitate the security service provided by the

securtty manager application module to the software application.

[6686%] In another embodiment, the security manager application module may provide the
key to the software application to allow the software application transmit the request for the
security service to the security manager apphication module. The application data may
melade an application data protection key generated by the software application or the
security manager application modale. The application data protection key may be enerypted
and decrypted by a corresponding data protection root key maintained with the security
manager application module. In one embodinent, the application data protection key may
perform at least one of encrypting and decrypiing an object data protection key to facilitate
data object iransfer from a first software application to a sccond software application. The
sccurity manager application module may generate a data-sharing key for encrypting the
object data protection key prior to transferring the data object and the object data protection
key from the first software applhication to the second software application. The data-sharing
key may also be used for decrypting the object data protection key after transferring the data
object and the object data protection key from the first software application to the second
software application. According to an embodiment of the present disclosure, at least one of
the security manager application module and the first software application may also decrypt

the object data protection key for the data object with the application data protection key of

s
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the first software application, and encrypt the object data protection key for the data object

with the application data protection key of the second software application.

[8818] According to a feature of the present disclosure, a computer-implemented method
for providing a security scrvice is provided. The method may be implemented on a processer
in communication with a2 memory baving a plurality of application data, cach application data
associated with a software application and comprising an application object code. The
method may include retrieving the application object code corresponding o the software
application from memory, and recetving a modification of the application object code to
atiow the software application to transmit a request for the secure service, the modification
comprising at least one of introducing a dynamic or static hibrary, adding a load command,
symbol replacement, swizzling, and nterposing. The method may further include receiving,
via the processor. the request for the sccurity service, and providing, via the processor, the

security service.

[#811] In onc embodiment, the application object code is converted from a signed form to
an unsigned form priotr 1o modification, and converted from ao unsigned form to a signed
form after modification. The modification of the application object code may include
intfroducing a policy engine for ensuring compliance with a security policy. The security
policy may apply to at least one of a portion of the software application, a single software
application, and a plurality of software applications. The security policy may be selected
from a group consisting of a data leakage prevention policy and an access control policy. In
one cmbodiment, the policy engine is g dynamic policy engine, the security policies based on
at least one factor selected from a group consisting of execution context, external evends,

explicit policy redefinition, and changing group and role membership.

[6812]  In onc embodiment, the computer-tmplemented method inchades confivming, via the
processor, that the software apphication and associated computing platform have not been
compromised, and verifying, via the processor, a PRI key signature of the software
application. Also, the computer-implemented method may include receiving a registration
request from the software application to establish application trust prior to receiving a request
for the security service, and prompting a user, via the processor, o input an application
registration passcode. The method may further inclode gencrating a key, via the processer, to

establish application trust using the application registration passcode, and providing, via the



(]

15

No
(4]

WO 2014/145039

PCT/US2014/029680

processor, the key to the software application to allow the software application to transmit the

request for the security service.

[8813] According to a feature of the present disclosure, the computer-implemented method
may include generating an application data profection keoy by the processor, retrieving a
corresponding data protection root key from the memory, and encrypting, via the processor,
the application data protection key using the corresponding data protection yoot key. In one
embodiment, the computer-implemented method may include decrypting, via the processor,
an object data protection key for a data object with the application data protection key of 8
first software application; generating, via the processor, a data-sharing key for at least one of
encrypting and decrypting the object data protection key; enerypting, via the processor, the
obicct data protection key using the data-sharing key; transferring the data object and the
encrypted obicet data protection key from the fivst software apphication to a sccond software
application; decrypting, via the processor, the object data protection key using the data-
sharing key; and encrypting, via the processor, the object data protection key for the data

object with the application data protection keoy of the second software application.

{8014} According to a feature of the present disclosure, machine-readable media are
provided. The machine readable media may provide instructions, which when read by a
machine having a processor and a memory, cause the machine to perform operations

according to the methods of the present disclosure,

[B6815]  Some embodiments relate to a method for providing a security service froma
central application to another apphication on a computing device. The method includes
providing a first apphcation configured to provide a security service on a computing device,
providing a second application on the computing device, the second apphcation having
original, post-compile object code, moditving, using at least one processor operatively
coupled with a memory, the original object code of the second application to create
replacement object code, the replacement object code configured for communication with the
first application, calling the replacement object code in the second application, and
requesting, using the replacement object code in the second application, the security service

from the first application.
[6816] The original object code can be modified by at least one technigue selected from the
group consisting of introducing a dynamic library, introducing a static library, introdocing an

additional load command, symbol replacement, pointer swizzling, and interposing. The
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method can include gencrating, by the first appHeation, a security artifact selected from the
group consisting of an authentication token, a key, a security credential, a single sign-on
token, an wdentifier, & security policy, a security command, a security configuration, a session
handle, 2 session token, and a secure commumication channel, and transmitting the security
artifact from the first application to the second application in response to the requesting of the
security service. The original object code can inchide unsigned code. The method can
further include converting the original obiect code from a signed form o an unsigoed form
before the modifying, and converting the replacement object code from an vusigned formto a

signed form after the modifying. The computing device can be a mobile device.

&

1668171  The medifying can include modifying at least one of @ programmatic interface, a
class, an object, and a function. The modifying of the original object code of the second
application can include introducing a policy engine for ensuring comphiance with a security
policy. The security policy can be selected from the group consisting of a data leakage
prevention policy and an access control policy. The first application can inchude a policy
engine for ensuring compliance of the second application with a security policy, the first
application fransmitting the sccurity policy to the sccond application for execution. The
security policy can apply to at least one of a portion of the second apphication, a single
software application, and a plurality of software applications. The security policy can be
based on at least one factor selected from a group consisting of execution contexi, external
events, explicit policy redefinition, and changing group and role membership. The security

policy is retrieved from a server that is remote from the computing device.

[36818]  The method can further jnclude introducing the policy engine from the second
application into a third application by modifying object code of the third application. The
data resulting from execution of the replacement object code can be transmitted to the first
application or the remote server. The first application, responsive to the request for the
security service, can facilitate the security service if the software application is signed with a
public key infrastructure (PKI) key. The method can further include confirming, by the first
application, that the second application and computing device have not been compromised,
and verifying a signature of the first application. The security service can provide a conugon
key to the second application and a third application. The first apphication can be responsive
to a registration request from the second application to establish application trust, the first
application prompting a user to input an application registration passcode, and generating a

key to establish application trust using the application registration passcode to facilitate the
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security service provided by the first application to the second application. The first
application can provide the key to the sccond application o allow the sccond application to

transmit the request for the security service.

[881%] The method can further include gencrating an application data protection key, the
application data protection key encrypted and decrypted by a corresponding data protection
root key maintained with the first application. The application data protection key can
perform at least one of encrypting and decrypting an obiect data protection key to facilitate
data object transfer from a first software application to a sccond software application. The
method can further include generating a data-sharing key for encrypting the object data
protection key prior to transferring the data object and the object data protection key from the
first software application to the sccond software application, and generating a data-sharing
key for decrypting the object data protection key after transtorring the data obicet and the
object data protection key from the fivst software application to the second software
application. At least one of the security manager application moduole and the first software
application can decrypt the object data protection key for the data obiect with the application
data protection key of the first software application, and encrypt the object data protection
key for the data object with the application data protection key of the second software
application.

[3828] Some embodiments relate to a methed for dynamically apdating security policies of
software applications. The method inclodes providing an application having original, post-
compile object code on a computing device, modifying, using at least one processor
operatively coupled with a momory, the original object code of the application 1o create
replacement object code, the replacement object code configured for enforcing a security
policy, retrigving a first security policy, enforcing the security policy using the replacement
obhiect code, replacing the first security policy with a second security policy, and then
enforeing the second security policy using the replacement object code, wherein the first and
second security policies are based on at least one factor selected from a group consisting of
execution context, external events, explicit policy redefinition, and changing group and role

membership.
[6821] The first or sccond sccurity policy can be retrieved from a server that is remote from
the computing device. A first application can refrieve the first or second security pelicy from

the remote server and a second application retrieves the first or second security policy from

|
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the first application. Data resulting from execution of the replacement object code can be

transmitted to the remote server. The computing device can be a mobile device.

[66822] Some embodiments relate to a method for establishing trost between applications on
a computing device. The method includes providing software applications on a computing
device, the apphications cach having original, poest-compile object code, modifying, using at
least one processor operatively coupled with a memory, the original object code of cach
application o create replacement object code for each application, the replacement object
code configured to access a shared secret between the applications, thereby establishing a

trust relationship between the applications.

{88231 The method can further include converting the original object code of each software
application from a sigoed form to an unsigned form before the modifying, and converting the
replacement object code of each software apphcation from an unsigned form to a signed form
after the modifving. The method can further inchide providing a security manager
application on the computing device, wherein the repiacement object code for cach
application is modified to conumunicate with the security manager application, obtaining, by
the replacement object code of each sofitware application, the shared sceret from the security
manager application. The method can further include verifying, by the security manager
application, a signature of first application of the software applications before allowing
aceess by the replacement object code of the first application to the shared secret. The

signature can be a product of a poblic key infrastructure (PKI) key.

&

16624] The method can firther include receiving, at the security manager application, a
registration request from a first application of the software applications, prompting, by the
security manager application, a user for a passcode upon registration of the first application,
generating 2 key using the passcode, the key being the shared seeret, and providing the key to
the first application. The method can further include generating, by the security manager
application, an application data protection key, retrieving, by the security manager
application, a corresponding data protection root key, and encrypting, by the secuority
manager application, the application data protection key using the corresponding data
protection root key.

[6825]  Some embodiments relate 10 a methed for sccurely transforring a data object from a

source application to a destination application on a computing device. The method includes

providing a source application and a destination application on a computing device, the
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source and destination applications each having original, post-cormpile object code,
modifying, using at feast onc processor operatively coupled with 3 memory, the original
object code of the source application to create first replacement object code for the source
application, modifying, using the at least one processor operatively coupled with the memory,
the original object code of the destination application to create second replacement object
code for the destination application, transferring, from the source application to the
destination application, a data object that is cucrypted with an object data protection key,
retrieving, by the first replacement code of the source application, a source application key
that is associated with the source application, decrypting, by the first replacement code of the
scurce application, the object data protection key with the retrieved source apphcation key,
encrypting, by the first replacement code of the source application, the object data protection
key with a data-sharing key or a destination application key, the destination application key
associated with the destination application, sharing with the destination application the object
data protection key that is encrypted with the data-sharing key or destination application key,
decrypting, in the second replacement code of the destination application, the object data
protection key that is encrypted with the data-sharing key or destination application key,
decrypting, in the second replacement code of the destination application, the objoct data

using the anencrypted object data protection key.

[8826] The method can include transferring the object data protection key that is encrypted
with the data-sharing key or destination apphication key to the destination application. The
retrieving can use a security manager application on the computing device. The method can
further include determining, by the sccurity manager application, whether a transter of the
data object between the source and destination applications is constrained, and facilitating the
retrieving based on the determining. The method can further include verifyng, by the central
security application, a signature of the source or destination application before facilitating the
retrieving. The signature can be a product of a public key infrastructure (PKI) key. The
refrieving can include sending, from the source application to the sccurity manager
application, an encrypted source application key with 4 request to decrypt the encrypted
source application key, and decrypting, by the security manager application, the source
application key using a data protection root key, and then transferring, from the sccurity
manager application o the source application, the source application key. The retricving can
inchide sending, from the source application to the security manager appleation, a request for

the source application key, decrypting, by the security manager application, the source
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application key using a data protection root key, and then wansferring, from the security
manager application to the source application, the source application key. The retrioving can
melude requesting, from the source application to the security roanager application, a data
protection root key, receiving, by the source application, the data protection root key, and
decrypting, by the source application, the source application key using the data protection

root key.

{88271 The method can further inchude generating, by the security manager application, at
least one of the source application key, the destination application key, and the data-sharing
key. The method can further include generating the source application key upon registration
of the source application with the security manager application, or generating the destination
application key upon registration of the destination application with the sccurity manager
application. The method can further include prompting the user for a passcode, and
generating the source application key or destination application key using the passcode. The
method can further inchude gencerating, by the security manager application, the data-sharing
key upon a request by the source application. The method can further include encrypting, by
the sccond replacement code of the destination application, the object data protection key

with the destination application key. The computing device can be a mobile device.

[6028] According to a feature of the present disclosure, machine-readable media arc
provided. The machine readable media may provide instructions, which when read by a
machine having a processor and a8 memory, cause the machine to perform operations

according to the methods of the present disclosure.

{8029} Embodiments can inchude computer softwarg, which, when executed by a computer,

causcs the computer to perform the methods.

BRIEF DESCRIPTION OF THE DRAWINGS
[6838] The above-mentioned features and objects of the present disclosure will become
more apparent with vreference to the following description taken in conjunction with the

accomapanying drawings wherein Hke reference numerals denote like elerents and in whick

#0631} FIG. 1 illustrates a block diagram of 3 system for providing a security service,

according to an cmbodiment of the present disclosure,

10
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{68321 FIG. 2 ilostrates a block diagram of a centralized security manager apphication
module for providing centralized security services to other software apphications residing on

the same platform, according 1o an embodiment of the present disclosure.

[8833] FIG. 3 illustrates an cxemplary block diagram of an object code modification,

(]

according to an embodiment of the present disclosure.

[8834] FIG. 4 is an excmplary block diagram illustrating 2 security manager application
module transmitting sccurity artifacts to other software applications, according to an

embodiment of the present disclosure.

[6835] FIG. 5 is an exemplary block diagram illustrating a method of modifying the
10 behavior of software applications by means of modifying existing application object code,

according to an embodiment of the present disclosure.

[B636] FIGS. 6-11 illustrate exemplary block diagrams of methods for moditving the
behavior of a software application by injecting a policy engine in the object code, according

to an embodiment of the present disclosure.

15 [8837f  FIG. 12 is an exemplary block diagram illustrating a method of establishing trust
between software applications using a secarity manager application module, according to an
embodiment of the present disclosure.

[86838] FIG. 13 is an exemplary block diagram illustrating a security manager application
modele tn communication with software applications having a commeon key, according to an

20 embodiment of the present disclosure.

[683%] FIG. 14 is an exemplary block diagram illostrating passcode registration of software
applications 1o establish trust with the sccurity manager application module, according to an

embodiment of the present disclosure.

[6048] FIG. 15 is an exemplary block diagram illustrating the use of application data

No
(4]

protection keys to maintain security within sofiware applications, according to an
embodiment of the present disclosure.

[66841] FIG. 16 1s an exemplary block diagram illustrating a method for securely
transferring the data object from a source (first) application to a destination (second}

application, according to an embodiment of the present disclosure.

ii
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[6842] FIG. 17 is an exemplary block diagram illustrating ancther method for sccurely
transferring the data obiect from a source (first) application to a destination (sccond}

application, according to an embodiment of the present disclosure.

DETAILED DESCRIPTION
[#843] The following detailed description includes representative examples utilizing
numerous features and teachings, both separately and in combination, and describes
numergus embodiments in further detail with reference to the attached drawings. This
detailed description is merely intended to teach a person of skill in the art further details for
practicing preforred aspects of the present teachings and is not intended to Hmit the scope of
the claims. Therefore, combinations of features disclosed in the following detailed
description may not be necessary to practice the teachings in the broadest sense, and are
nstead taught merely to describe particularly representative examples of the present

teachings.

[6844] Some portions of the detailed descriptions that follow are presented in terms of
algorithms and sequences of operations which are performed within a computer memory.
These algorithmic descriptions and representations are the means used by those skilled in the
data processing arts to most effectively convey the substance of their work to others skilled in
the art. An algorithia or sequence of operations is here, and generally, conceived to be a self-
consistent sequence of steps leading to a desired result. The steps are those requiring
physical manipulations of physical quantities. Usually, though not necessarily, these
quantifics take the form of clectrical or magnetic signals capable of being stored, transferred,

combined, compared, and otherwise manipulated.

[3045] 1t should be borne in mind, however, that all of these and stmilar terms are to be
associated with the appropriate physical quantities and arc mercly convenient labels applicd
1o these quantities. Unless specifically stated otherwise as apparent from the following
discussion, it is appreciated that throughout the description, discussions utilizing terms such
as “processing” or “computing” or “calcolating” or “determining” or “displaying” or the like,
refer to the action and processes of a computer system, of similar clectronic device, that
manipulates and transforms data represented as physical (electronic) quantities within the
computer system’s registers and memories into other data simifarly represented as physical
guantitics within the ¢lectronic device’s memory or registers or other such information

storage, transmission ot display devices.
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[#846] The methods presented herein are not inherently related to any particular electronic
device or other apparatus. Various gencral purposc systems may be used with programs in
accordance with the teachings herein, or it may prove convenicnt to construct a more
specialized apparatus to perform the required method steps. The required structure for a
variety of these systems will appear from the description below. It will be appreciated that a
variety of programaming languages may be used fo implement the teachings of the

embodiments as described herein.

168471 The present patent document describes unique systems, methods and machine-
readable media for providing security services to sottware applications on devices, inchuding
mobile devices. These security services may inclhude authentication, authorization, auditing,
single sign on, security policy enforcement, key management and distribution, secure
commmication, secure data storage, and secure data sharing, among others. To this end,
numerous protocols and standards are discussed and used in combination with the
embodiments discussed herein. Although the embodiments described herein may be used in
combination with any protoco] or standard, the following protocels and standards are
meorporated herein by reference fo their entirety: TETF RFC 2631 (Diffie-Hellman); IEEE
1363; IETF RFC 3280 (X.509 Public Key Infrastractare); IETF RFC 4120 (Kerberos V3);
IETF RFC 4178 (SPNEGQ); IETF RFC 2616 (HTTP 1.1} [ETF RFC 4556; IETF RF(C 4556
{PKINIT for Kerberos); IETF RFC 6101/2246/5246 (SSL/TLS); SAML V1.0/1.1/2.0;
OpenlDy; Oauth; WS-Federation; and OATH HOTP/TOTPF/OCRA.

#0348} Security Services Management for Computer AppHeations by Medifying Their

Object Code

[884%] A probiem exists in the art in that once a computing device is infected with
malware, just about any application executing on the computer can be snooped upon by
pecking at its persistent memory or intercepting commumications between it and other
applications. Some applications are programmed to minimize this by encrypling everything
that they send, save to disk, ctc., but this requires these features in their originally
programmed souree code, as well as every other application with which they communicate or
share files. Some embodiments include modifying original, post-compile ghiect code of
applications installed on a computing device in order to add encryption and decryption, delete
calls to unmsccure networks, request encryption keys from a security manager application, otc.

For example, an email client application’s .dylib file that saves emails in clear text can be
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switched out with another .dylib file that saves emails osing encryption. In another example,
a symbol tabic of a business intelligence application can be altered so that it calls a different
object file than its original, the different object file proventing email messages cutside of a
company’s fircwall. Tn yet another example, 2 policy engine can be copied into the new

obiect code and executed on policies that can be updated.

(80581  in one embodiment, a centralized security services architecture for mobile devices 1s
provided using a security manager application. One feature of the present disclosure inclades
the combination of the centralized security manager application and the integration of other
applications with the services provided by the security manager application by means of post-

compile object code modifications,

{80511 FIG. 1 illostrates a block diagram of a system 100 for providing a security service,
according to an embodiment of the present disclosure. The system 100 may include a

computing device 102 that can access remote devices 104, via a network 106,

166852]  In one embodiment, the computing device 102 may include a memory 108 and a
processor 110, The memory 108 may be used for storing a plurality of application data, each
application data associated with a software application and comprising an application object

code.

[6853]  As can be appreciated, the memory 108 may be used to store and/or retricve data,
for exaraple, inresponse to end user actions. As is well known, the memory roay melude
database categories that can be divided or cross-correlated, and any combination of databases
and the hike can be provided from within a server. In one embodiment, any portion of the
databases can be provided remotely over the network 106, The external data from an external
databasc can be provided in any standardized form which the device 102 can understand. For
example, an external database at & provider can advantageously provide end-user data in
response to requests from server in a standard format, such as, for example, name, user
identification, and computer identification number, and the like, and the end-user data blocks

are {ransformed into a function call format which code modules can understand.

[6854] As can be appreciated, the memory 108 may be a storage device such as a machine-
readable medium, which may be any mechanism that provides (1.e. stores and/or transmits)
mformation in a form readable by a processor. For example, the machine-readable medium
may be a read only memory (ROM), 2 random access memory (RAM), a cache, a hard disk

drive, a floppy disk drive, 2 maguetic disk storage media, an optical storage media, a tlash
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memory device or any other device capable of storing mformation. Additionally, machine-
readable medium may also comprise computer storage media and communication media.
Machine-readable mediwm includes volatile and non-volatile, removabie and non-removable
media implemented I any method or technology for storage of mformation such as
compuiter-readable instructions, data stroctures, program modules or other data. Machine-
readable medium also includes, but is not limited to, RAM, ROM, EPROM, EEPROM, flash
memory or other solid state memory technology, CD-ROM, DVD, or other optical storage,
magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices,
or any other medivm which can be used to store the desired information and which can be

accessed by a computer.

[6855] The computing device 102 may also inchide one or more functional modules,
electrically and/or physically coupled to the processor 110, including a security manager
application module 112, As used herein, the term module refers 1o logic embodicd n
hardware and/or firmware, or to a collection of software instructions, possibly having entry
and cxit points, written in 8 programming language, such as, for example, C++. A software
module may be compiled and linked into an executable program, or installed in a dysamic
hink Library, or may be written in an interpretive language such as BASIC. It will be
appreciated that software modules may be callable from other modules, and/or may be
invoked in response o detected events or interrupts. Software instructions may be embedded
m firmware, such as an EPROM. It will be further appreciated that hardware modules may
be comprised of connected logic units, such as gates and flip-flops, and/or may be comprised
of programmable units, such as programmable gate arrays. The modules described herein are
preferably implemented as software modules, but could be represented in hardware and/or

firmware.

{80561 in one embodiment, cach module is provided as a modular code object, where the
code objects typically interact through a set of standardized function calls. Tn one
embodiment, the code objects are wriiten In a suitable software language such as C++, but the
code objects can be written in any low level or high level language. In one embodiment, the
code modules are tmplemented in C++ and compiled on a conputer runping on a Windows
platform, 108 platform, Android platform, and the hike. Artisans of skill in the art will
recognize that any nomber of tmplementations, inchuding code implementations directly to

hardware, are also possible.
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{88571 The security manager application module 112 may be operatively coapled to an
application object code modificd by an object code modification module 114 and/or an object
code signature conversion module 116, The security manager application module 112 may
be responsive to a request, via the software application, for a security service, for example,
secure communication on the network 106, The object code modification moduale 114
and/or the object code signatire conversion module 116 may modify the application object
code to facilitate transmission of the request for the sccurity service to the security manager
application modude 112, The modified application object code for each application data

may be stored in the memory 108,

[66888] FIG. 2 iHustrates a block diagram of a centralized security manager application
modele 112 for providing ceniralized security serviees 117 {o other software applications
118-122 residing on the same platform, according 1o an cmbodiment of the present
disclosure. As can be appreciated, the other software applications 118-122 may be linked to
the centralized security services 117 by means of modifying existing application object code
124-128, not by medifying source code in the other software applications 118-122. In one
embodiment, the object code modification 124-128 may nvelve injecting dynamic or static
librarics, adding a load connmand, symbol replacement, swizzling, and interposing, among
other known object code modification technigues. Artisans skilled in the art would recognize
that the term modification may comprise addition, repiacement, and/or defetion. FIG. 3
iustrates an exemplary block diagram of an object code modification, according to an

embodiment of the present disclosure.

180597  in one cmbodiment, security artifacts, such as authentication tokens, keys,
credentials, single sign-on tokens, identifiers, security policies, security commands, security
configurations, session handles, scssion tokens, and secure conununications channels may be
generated by the security manager application module 112 and distributed on-demand to the
other software applications 118-122. FIG. 4 15 an exemplary block diagram illustrating the
security manager application modale 112 transmitting security artifacts 130-134 to the other

software applications 118-122, according to an embodiment of the present disclosure.

[8868]  As can be appreciated, the security manager application module 112 may be a
particular software application built specifically for that purpose (for example a secure
container application). In another embodiment, the sccurity manager application module 112

may be a modified mobile application, for example, the first application installed or launched
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on a given device, where the security manager fimetionality is part of the ohject code
modifications described above. In one embodiment, a system with a special-purpose security
manager application module may be preferred to minimize the duplication of code and

functionality across nudtiple applications, but it 18 not required.

(80611  Axtisans of skill in the art would recognize that there are several methods for
modifying the object code. In one embodiment, a phase of the object code modifications
124-128 may be performed dynamically at the time of execution of the software application
118-122. This may allow the object code modifications 124-128 and resulting application
hehavier modifications to be deterovned based on data that is available at that time i the

specific context of that execution.

[6862] FIG. 5 s an exemplary block diagram illustrating a method of modifying the
behavior of software applications 118-122 by means of modifying existing application object
code, according to an embodiment of the present disclosure. The modification process may
be performed in two phases. The first phase of the object code modification process may be
performed before the software application 118-122 is installed on the platform where it will
execute, resulting in an intermediate modified application object code 130. The second phase
of the object code modification process may be performed afier the software application 118-
127 is instalicd on the platform where it will exccute, resulting in a final modified application

object code 131,

166863]  To onc embodiment, the sccond phase of the object code modification process may
be performed by the mtermediate modified application object code 130 on tself. In another
embodiment, the first and second phases of the object code modification process may be
performed differently based on configuration and/or policy. As can be appreciated, the
sccond phase of the object code modification process may be performed differently each time
the application starts execution and/or during execution based on various factors, inchiding
but not hmited, to the execution context, external events, explicit policy redefinttion, various
counters, and changing group and role membership of the user that owns the mobile device.
In another embodiment, the sccond phase of the object code modification process may

melude loading some new object code from an external source.

[6864] According to an ereboediment of the present disclosure, the object code
modifications 124-126 may be used to modify the behavior of software apphications 118-122

in a way that does not break existing application functionality. This may be accomplished by
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having the modified object code execoted by the platform or operating system before the

original unmodified application code is executed by the platform or operating system.

[8865] In one embodiment, a method of analyzing and modifying the behavior of software
applications 118-122 by means of moditying cxisting application object code (not by
modifyving the application seurce code) s provided. The method may include analyzing the
vnmodified application object code and any associated configuration information to
determine how it will be executed by the platform or operating system that it is intended to
run on in order to extract an application execution profile; modifying the unmodified
application object code and any associated configuration information in such a way that it is
no longer used divectly by the platform or operating systeny; using the application execuation
profile to reproduce how the unmeodified application is executed by the platform or operating
sysier in new object code, optionally with new associated configuration information; and
combining the new object code with the unmodified application object code, resulting in the

modified application object code 124-128.

18066} in one embodiment, the modified object code 124-128 may include a dynamic
Ebrary that is injected into the software application 118-122. As can be appreciated, a new
load command that references the dynamic library may be added to a list of existing load

commands present in the unmodified application object code.

168671  As can be appreciated, the input to the object code modification process may be an
unmodified mobile application object code in an unsigned form and the output from the
object code modification process may be a modified mobile object code in an unsigned or
signed form. In one embodiment, the process to convert the signed form of the immodified
mobile application object code to the vasigned form of the unmeodified mobile application
object code may be performed before the object code modification process. In another
embodiment, the process to convert the vnsigned form of the modified mobile application
object code to the signed form of the modified mobile application object code may be
performed after the object code modification process. In yet ancther embodiment, the
process to convert the unsigned form of the mtermediate modificd mobile application object
code to the signed form of the intermediate modified mobile application object code may be
performed after the first phase of the two-phase object code modification process previously

described,

18
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#0681  in onc embodiment, the obiect code signature conversion module 116, shown in
FIG. 1, may be used to convert the application object code from a signed form to an unsigoed
form prior to modification of the application object code by the object code meodification
module 114, and may be used to convert the apphication object code from an umsigned form
to a signed form after modification of the apphication object code by the object code

modification module 114,

#3687  As can be appreciated, the conversion of the signed form of the unmodified
application object code to the unsigned form of the unmodified application object code and/or
the conversion of the unsigned form of the moedified application object code to the signed
form of the modified application object code may be performed as part of the object code
modification process. The modified object code 124-128 may include modifications to the
behavior of existing progravunatic imterfaces, classes, objects, and/or functions within the
application itself or which the application uses. The programmmatic interfaces, classes,

objects, and/or fimctions may be provided by the mobile device platform.

166781  To onc embodiment, the process muay result in an existing programnatic interface,
class, obiect, or fumction being blocked, removed, replaced with an alternative
implementation, and/or modified in part or in #s entirety. In another embodiment, the
process may result in new progranumatic functionality being executed before and/or afier an
existing programmatic interface, class, object, or function being used. In yet another
embodiment, the process may result in new programmatic functionality being executed
stcad of an existing programmatic interface, class, objoct, or function, even though the

cxisting programmatic jnterface, class, object, or function is still present in the object code.

[8871] As can be appreciated, the object code modifications 124-128 may be organized in
modules, where cach module implements a part of the object code modifications 124-128 and
the set of modules that are applied to the application daring the object code modification
process may be controlled by configuration and/or policy. The set of modules that are
applied to the softwarce application 118-122 during the object code modification process may
be deternmiined during the first phase and/or the second phase of the two-phase object code
modification process previously described. The set of modules that are applied to the
software application 118-122 during the object code modification process may also be

determined by a configuration file debivered with the application.

19
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{88721 According to an embodiment of the present disclosure, a method of modifying the
storage behavior of software applications 118-122 by means of modifying existing
application object code (net by modifying the application source code) is provided. The
method may include replacing, using existing interposing or swizzling techniques, existing
programmatic interfaces or functions that the unmodified application calls directly for storage
of data with new interfaces or functions. The new programmatic interfaces or functions may
be used to encrypt data when it is written and/or decrypt data when 1t is read. The new
programmatic interfaces or functions may also call the existing programmatic interfaces or
functions. As can be appreciated, the existing programmatic interfaces or functions may be
provided by the mobile device platform. The existing programmatic interfaces or functions

may be a part of the POSIX /O APL

[6873]  According to an erebodiment of the present disclosure, a moethod of modifying the
communication behavior of software applications 118-122 by means of modifymg existing
application object code is provided. The method may mehude pausing a commumnications
request from the software application 118-122 using the modified application objcct code.
The modified application object code may be used to check whether necessary security
artifacts are present in the communications request. In one embodiment, if the necessary
security artifacts are not present in the communications request, the modified application
obiect code may reiricve the necessary sccurity artifacts. After retricving the necessary
security artifacts, the modificd application object code may add them to the commumications
request and may allow the conumonications request to continge. As can be appreciated, the

conununications request may be a network commuunications request.

166874] The security artifacts may be authentication tokens, keys, credentials, single sign-on
tokens, identificrs, scourity policies, sceurity commands, security configurations, session
handles, session tokens, or secure communications channels. The security artifacts may be

retrieved from a server and/or a security manager apphication module 112

#0757 Medifving Computer Application Security Policies by Modifying Their Object

[8876] A probiem exists in the art in that once a computer application is installed on a
corapuict, its sccurity procedures or rules typically cannot be changed. Sorse embodiments
mclade changing object code of an application so that security policies can be updated.

Object code of the application can be added o, deletad, replaced, odited, or otherwise
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modified. For example, if it is determined that a mobile device 1§ travelling intemationally,
then an email client running on the device, which has its original .dylib {(or so or .dl) file
pertaining to saving and refrieving data replaced with one that adds steps for retricving a
security policy text file from a remote server, can download the new policy from the remote
server. The new policy can introdace new rules for overseas travel, such as no messaging,
chat, or printing. As another cxample, the new policy could specidy the encryption of

everything saved or sent by a business intelligence application.

[B877] FIGS. 6-11 illustrate exemplary block diagrams of methods for meodifyving the
hehavior of a software application 118-122 by tigecting 2 policy engine 132 1o the object
code, according to an embodiment of the present disclosure. The method may include

injecting a policy cngine 132-136 into the software application 118-122 that ensures the

prevention policies, access control policies, and the like.

[B878]  As can be appreciated, the software applications 132-136 may be linked to the
security services provided by the security manager application module 112, as shown in
FIGS. 7-9. Ag shown in FIG. §, the policies enforced by the poliey engine 132-136 may
change in real-time {arc dynamic). This may be based on various factors, inciuding but not
hmited to, the execution context, various counters, external eveunts, explicit policy

redefinition, and changing group and role membership of the user of the device.

[B687%]  As shown in FIGS. 7-11, the sccurity manager application module 112 may
optionally inclade a policy engine 137, The policy engine 132-136 may support processing
of commands sent to the software application 118-122, inchuding remote lock, wipe,
disablement, and the like. The processing of 3 wipe command may result in the software
application 118-122 being set back to its initial (unused) state. The individual policies {and
commands) may apply to all software applications 118-122, a portion of the software
applications 118-122, a single software application 118, or a part of a software application

118.

[6888] The policies {and conmmands) may be retrieved by cach software apphication 11§-
122 from the sccurity manager application module 112, as shown in FIG. 9. Alternatively, as
shown in FIG. 10, the policies {and commands) may be retrieved by cach software
application 118-122 from a policy server 138 that is external to the device. In one

embodiment, the policies (and commands) may be retrieved by each sofiware application
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118-122 from the security manager application module 112, which retrieves policies (and
commands) from the policy server 134 that is external to the device. As shown in FiG. 11,
the policies (and commands) may also be retrieved by cach software application 118-122
(including the security manager application module 112) from another software apphication
118-122 that previcusly retricved the policies {and commands). As can be appreciated, the
retrieval of policies {(and commands) by cach software application 118-122 {including the
security manager application module 112) may be performed using various methods
meluading, but not limited to, push mechanisms, pull mechanisms, polling, caltback fimetions,

registering for events, broadeasts, and the hke.

18681}  in one embodiment, the enforcement of a policy or the execution of a2 command
may resuli in execution results being gencrated. The execution results may be sent back to
the sccurity manager application module 112 and/or the policy server 138, In one
embodiment, the execution results may be audit events. The exccution resulis may be data
used for the purpose of gathering statistics about the usage of an application. The execution
results may also be data used for the purpose of determining how long it has been since one
oy more software applications 118-122 have been used.  As can be appreciated, the method
by which policies may be enforced and commands may be executed in cach software

application 118-122 may nvolve the object code modification process previously described.

[BO8Z]  Artisans of skill in the art would recognize that several securities services may be
provided o the software applications 118-122 by the sccurity manager application module
112 after their object code is modified. For example, security services may ioclude
authentication, authorization, auditing, single sign-on, protection of data at rest, protection of
data in transit, data leakage protoction policy enforcement, access control policy enforcement,
application command exccution, key managemend, key distribution, secure data sharing
between progrars, secure cornmunication between seftware applications 118-122,
provisioning, application lifecycle management, compromised platform detection,

compromised application detection, and the like.

166831 Additionally, artisans skilled in the art would recognize that there are several types
of authentication, single sign on, data leakage protection policies, access control policies,
application commands and security artifacts that may be used.  Types of authentication may
include password, PKI certificate, challenge / response, one time password, security token,

biometrics, and the hike. Types of single sign-on may include Kerberos, NTLM, SAML,

)
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OpeniD, OAuth, W5-Fed, password, HTTP Cookie, and the like. Types of data leakage
protection policics that can be cuforced may inciude no offline storage, no backups, restrict
open-in 1o trusted applications, restrict copy/pasie to trusted applications, no email, no
messaging, no chat, no social sharing, no printing, and the like. Types of access control
policies that can be enforced may mchide authentication strength, authentication frequency,
idle timeout, authentication session duration, list of ¢nabled applications, website and web-
service blacklist / whitelist, comproraise detection, inactivity duration, time-fence, goo-fence,
and the Hke. Types of application commands that can be executed may include application
disabloment, remote lock, remote wipe, and the like, Types of security artifacts distributed to
software applications 118-122 may foclude user credentials, authentication tokens, single
sign-om tokens, identifiers, data leak protection policies, apphication policies, application

commands, application configurations, and the like.
(80847 Establishing Trust Between Applications on a Computer

[B885] A problem exists in the art that a secure application may not rocognize whether it
can share data with another application on the same coroputer because the other application
may be compromised. The other applcation may be malware, or it may be a legitimate
application that has been compromised with malware. Some embodiments include
establishing trust between applications on a mobile device by having cach application, upon
mstallation on the device, register with a central security application or each other, for a
shared seeret, such as an encryption Key or key pair. For example, opon installation of a new
application on a device, the user is prompted to select a password, and the password is used
1o create & key for the application. If another trusted application wants to share data with the
installed application, the other, trusted application can use the key for the target application to

encrypt data for it.

[B886] Technical advantages of some embodiments mclade that applications on a
computing device can establish trust with one another at non-urgent times when time is not at
a promium. Signatures of the applications can be compared at a later time to determine if they

match the signatures that were present when they were originally installed.

{88871 As can be appreciated, the sccurity manager application module 112 may be used to
establish trust between software applications 118-122 on a device, such as a mobile device, in
a manner that provides security services and sensitive data to trusted applications. FIG. 12 1s

an cxemplary block diagram illustrating a method of establishing trust between software

-]
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applications 118-122 using the security manager application module 112, according to an
embodiment of the present disclosure. The security manager application module 112,
responsive to a request, via the software application 118-122, for the security service,
facilitates the security service if the software application 118-122 is signed with 4 common
PKI key. The signature of cach software application 118-122 may be verified when the
software application 118-122 is installed by leveraging cxisting computing platform
capabilitics and/or the scoeurity manager application module 112, The computing platforme
may verify signature of each software application 118-122 via a platform signature
verification module 142, while the sccurity manager application module 112 may verify
signature of each softwarc application 118-122 via a security manager application siguature
verification module 140, as shown in FIG. 12, In one embodiment, the security manager
application module 112 may be used to confirm that the software application 118-122 and
associated computing platform have not been compromised, and verity the sigoature of the

software application 118-122,

[B888] The signature of cach software application 118-122 may be verified at rontime,
cither leveraging existing computing platform capabilities and/or by the security manager
application module 112, A shared communication mechanism available to software
applications 118-122 signed with the same PKI key may be used to establish trust with the
sccurity manager application module 112 and the rest of the trusted software applications
118-122. An example of such a shared comoumication mechanism on the 108 platform is

writing data to a keychain.

{80831  In one embodiment, an identifier contained in or associated with a certificate of the
PKI key may be added to each of a group of software applications 118-122 in order for them

to trust each other.

[38%¢] In another embodiment, all applications are built with a common key embedded in
them. In such instance, the pherality of application data comprise the common key. FIG. 13
is an excmplary block diagram illosirating a sccurity manager application module 112 in
communication with software applications 118-122 having a common key 144, according to
an embodiment of the present disclosure. When the software application 118-122 wanis to be
trusted, it may initiate a conununication exchange with a communication exchange
verification module 146 of the sccurity manager application module. This convmunication

exchange may be encrypted and optionally signed or MACed with the common key 144, As



10

15

WO 2014/145039 PCT/US2014/029680

can be appreciated, any of a moltitade of specific and well-known cryptographic mechanisms
can be used in this communication exchange to verify that the sofiware application 118-122
that wants {0 be trusted and the security manager application module 112 share the same
common key. Before verifying the communication exchange, the security manager
application module 112 may be used to check that the computing platform and/or software

application 118-122 have not been compromised.

[8881] FIG. 14 is an exemplary block diagram illostrating passcode registration of software
applications 118-122 to establish trust with the sccurity manager application module 112,
according to an embodiment of the prescnt disclosure. In one cmbodiment, when a software
application 118-122 is first installed, it is antrusted. To receive trust, a software application
118-122 may make a registration call to the sccurity manager application module 112, The
sccurity manager application module 112 may then present a dialog to the uscr indicating the
name of the software application 118-122 that 15 asking to be trusted, and providing an
application registration passcode 148. Before presenting this dialog, the security manager
application module 112 may be used to check that the computing platform and/or software

application 118-122 have vot been compromised.

[6892] In one embodiment, the application registration passcode 148 may be cntered ina
corresponding dialog bex prompted by the untrusted seftware application 118-122, and may
then be used to derive a key 150 that is used to cstablish trust with the security manager
application modude 112 and the rest of the trusted software applications 118-122. This
derived key 150 may be used to initiate a communication exchange with the communication
exchange verification module 146 of the security manager application module 112, As
described above, this commumication exchange may be encrypted and optionally signed or
MACed with the key 150. In one cmbediment, before presenting this dialog, the medified
ohiect code may be used to check that the computing platforo and/or the software application

118-122 have not been compromised.

168931  As can be appreciated, the security manager application module 112 may be
responsive 10 a registration request from the software application 118-122 to establish
application trust. The security manager application moduole 118-122 may prompt a user to
inpui an application registration passcode 148, and generate a key 150 to establish application

trust using the application registration passcode 148 to facilitate the sccurity services

Al
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provided by the secority manager application modale 112 to the application software 118-

122

(80941  As the result of trust establishment using one of the methods, one or more security
artifacts such as keys may be distributed from the scourity manager application module 112
to the newly trusted software application 118-122. These security artifacts may then be used
to request security services or exchange data in a secure fashion. Thus, the sceurity managey
application module 112 may provide the key 150 to the software application 118-122 to allow
the softwarc application 118-122 to fransmit the request for the security service to the

security manager application module 112,
(8695} iIntra~-Uompuier Protected Communications Between Applications

[8896] There cxists a problem in the art that data stored by applications, or communications
between applications, can be snooped upon by malware ronning on the same device. Once
malware has mfected a device, it typically can access unencrypted data fn memory or on disk,
or unencrypted communications between applications. And this can be done swrreptitiously

in the backgrovund without a user’s knowledge.

[8897] Technical advantages of some embodiments allow virtually all saved data and
commuinications between registered applications on a device to be encrypted. Keys for
encrypiion and decryption of the data within applications are themselves encrypted, blocking
would-be attackers from obtaining the keys. Data that persists in one application as
encrypted data can be transferred to another application without having to decrypt the data,
saving processing time and power. Instead, the key that encrypts the data 1s transferred, tsclf
wrapped in encryption, between applications. Transferring the data between applications is

relatively safe, even if malware happened to tind its way on to the device.

[B898]  As can be appreciated, the security manager application module 112 may be
contigured and/or programmed fo share data between software applications 118-122 ona
device in a way to facilitate the following: data can be frecly shared between a group of
trusted applications, but may not be exported to untrusted applications; data can be tmported
from unirusted applications to trusted applications; data stored inside trusted applications
may be encrypied at all imes; data shared between trusted applications may be encrypted n
transtt between trusted applications; large data objects may not need to be re-encrypted in

order to be shared between applications, to avoid significant computation during sharing; and

)
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allow sharing of data between applications without requiring user interaction (accepting Ul

dialogs, eic. ).

[6689%] Further, the sccurity manager application module 112 may be configured and/or
prograguned to display, via a user interface, the list of trusted software applications 118-122
when user interaction is desired to select from a list of what applications a given data object
should be opened in (shared t¢}. The data may include docimments, security artifacts, policies,
commands, requests/responses between applications, etc. The data may be created inside a
trusted software application 118-122 on the device, inside an untrusted software application
118-122 on the device, or external 1o the device. User interaction may be useful as a double-

check for extremely sensitive business or confidential data.

[8186] Some embodiments use a security manager application that acts as a centralized key
repository for the device. An advantage of 4 security manager application can be that it is
specialized to protect keys at a high level, allowing other applications, written by non-

security-minded developers, to specialize in other arcas.

[8161] FIG. 15 is an exemplary block diagran illustrating the ose of application data
protoction keys 152-156 to maintain security with the security manager application module
112, according to an embodiment of the present disclosure. As shown in FIG 15, cach
software application 118-122 may inchide one or more unique application data protection
keys 152-156. An advantage is that if a particular software application 118-122 is
compronused, mncluding its application data protection keys 152-156, this may be used fo
himit the exposure to just that software application 118-122. it also may decrease the
frequency with which any given key is used, allowing it to be securely used for a longer time.
The application data protection keys 152-156 for cach software application 118-122 may be
generated when trust is established with the security manager application module 132, They
may be generated within the software application 118-122 itself or within the security

manager application module 112,

16162]  One method of securely storing the apphication data protection keys 152-156 for the
software application 118-122 is for the keys to be persisted within the software application
118-122 itself in encrypied form, encrypted by one of a plurality of data protection root keys
158 maintained by the security manager application module 112, When the software
application 118-122 needs to use an application data protection key 152-156, it may initiate a

request/response exchange with the security manager application module 112 to decrypt the

)
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application data protection key 152-156 using the corresponding data protection root key 158.
The request may condain the encrypied application data protection key 152-156 and the
respounse may contain the decrypied application data protection key 152-156. An advantage
can be that the application data protection key associated with the application is mamtained

with the application and thus only loaded when necessary.

[#183]  Another method of securely storing the apphication data protection keys 152-156 for
the software application 118-122 is for the keys to be persisted within the security manager
application module 112, encrypted by one of a plurality of data protection root keys 158
maintained by the sccurity manager application module 112, When the application necds 1o
use an application data protection key 152-156, it may inifiate 4 request/response exchange
with the security manager application module 112 o decrypt the application data protection
key 152-156 using the corresponding data protection root key 158, The response may
contain the decrypted application data protection key 152-156. An advantage can be that
sensitive application data protection keys are stored together, and intrusions nto their

Memory space may be better detected.

[#884] As can be appreciated, a modification to either of these two methods above may
inchude having the security manager application module 112 providing the corresponding
data protection root key 158 to the software application 118-122 for the software application
118-122 10 decrypt the application data protection key 152-156 uself. An advantage can be

that the application data protection key does not have to be commmunicated vupon the rogquest.

[6165]  As can be appreciated, the application data may comprise the application data

protection key 152-156 generated by at least one of the software application 118-122 and the
sccurity manager application module 112, The application data protection key 152-156 may
be encrypied and decrypted by a corresponding data protection root key 158 maintaimed with

the security manager apphication module 112,

#3166} In one embodiment, the security manager application module 112 may be used to
facibitate the transfer of encrypted data objects 172-182 between software applications 18-
122. Data objects 172-182 may be encrypted with an object data protection key 160-170 that
is unique to that data object 172-182 or set of related data objects 172-182. These object data
protection keys 160-170 may further be encrypted with one or more of the application data
protection keys 152-156 of the software application 118-122 within which they reside. This

¥

may cnable sharing data objects 172-182 between software applications 118-122 without
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needing to unencrypt the data objects 172-182 dvring transfer or to re-encrypt the data objects
172-182Z. In general, encrypting and decrypting the object data protection key 160-170 s
much faster than encrypting and decrypting the data object 172-82 uisclf, as most data objects

172-182 will be significantly larger than their object data protection keys 160-17(.

[B1¢7]  FIG. 16 is an exemplary block diagram Ulustrating a method for securely
transferring the data object 172-182 from a source (first) applcation 134 1o a destination
{second) application 186, according to an embodiment of the present disclosure. The method
may include decrypting the object data protection key 160 for the data object 172 with the
application data protection key 152 of the source (first) application 184; and encrypting the
object data protection key 160 for the data object 172 with a data-sharing key 18R generated
by the security manager application modole 112, The data-sharing key 188 may be
transferred from the security manager apphication module 112 to the source (first) and
destination {second) applcations 184 and 186 when trust is established. The data-sharing key
188 may also be transferred to these software applications 184 and 186 on-demand when a
new data object 172 needs to be shared, or be used by the security manager application
module 112 for cncryption and decryphion in response to security service requests by the

source (first) and destination (second) applications 184 and 186.

[6188] The method may further include transforring the data object 172 and the encrypied
data protection key 160 for the data object 172 to the destination (second) application §86;
decrypting the obiect data protection key 160 for the data object 172 with the data-sharing
key 188; and encrypting the object data protection key 160 for the data obiect 172 with the

application data protection key 154 of the destination (second) apphication 186,

[8189%] As can be appreciated, the sccurity manager application module 112 may gencrate
the data-sharing key 18R for encrypting the object data protection key 169 prior o
transferring the data object 172 and the object data protection key 169 from the source {first)
software application 184 to the destination (second) software application 186, and decrypting
the obicct data protection key 160 after transterring the data object 172 and the object data
protection key 160 from the source (first) software application 184 to the destination (second)

software application 186,
[8116]  FIG. 17 is an exemplary block diagram illustrating another mocthod for securely
transferring the data object 172-182 from a source (first) application 184 to a destination

{(second) application 146, according to an embodiment of the present disclosure. The method
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may inclade deerypting the object data protection key 160 for the data object 172 with the
application data protection key 152 of the source (first) application 184, and encrypting the
object data protection key 160 for the data object 172 with the application data protection key
154 of the destination (second) application 186. The application data protection key 154 of
the destination (second) application 186 may be transferred from the security manager
application module 112 to the source (first) application 184 when trust is cstablished. The
application data protection key 154 of the destination (second) application 186 may also be
transferred on-demand when a new data object 172 needs to be shared, or be used by the
security manager application module 112 for encryption and decryption in response to a
security service request by the source (first) application 184, The method may further
mclude transterring the data object 172 and the encrypted object data protection key 160 for

the data object 172 to the destination (second) application 186,

{8111  According to an emboediment of the present disclosure, the security manager
application module 112 may be used to facilitate secure data sharing between applications on
constrained platforms. A device platform may impose constraints on how data can be shared
hetween software applications 118-122. Each platform may have various mechanisms for
sharing data between software applications 118-122, but each mechanism may have specific
hEmitations that makes it inappropriate for use by itself for secure data sharing. Each data
sharing mechanism may have a maximuom daia size or place the entire data objects in
memory 108, such that it cannot be used for sharing large data objects. It may be openly
accessible to all software applications 118-122, such that it cannot be ased for sharing
sensitive data in unencrypted form. It may not support being launched programmatically
with requiring user fnteraction, such that it carmot be used for automated progranunatic
sharing of data objects. [t may also not transfer control to the destination application, such
that it cannot be used for request/response processing.  Additionally, it may be inactive when
an application is not in the foreground, such that it cannot be used to receive data from

another application.

#3812}  Artisans skilled in the art would recognize that there arg soveral classes of data

sharing mechanisios. For example:

{61131 Class I: A mechanism that transfors control to the destination application, does not

require user interaction, and is only accessible to the source and destination applications, but

30



(]

10

oo
o

LN

30

WO 2014/145039 PCT/US2014/029680

cannot be used for sharing large data objects. An example of this class of mechanism s

custom URL scheme processing on the i0S platform.

[8114] Class 2: A mechanism that can be used for sharing large data objects, does not
require user interaction, and is accessible only to a limited set of trusted applications, but
does not transfer control to the destination applcation. An example of this class of

mechanism is the keychain on the 108 platform.

1#118]  Class 3; A mechanism that can be used for sharing large data objects, does not
require user interaction, but does not transter control to the destination application and is
openly accessible to all applications. An example of this class of mechanism is the pasteboard

on the 105 platform.

[#116] Class 4: A mechanism that transfers control to the destination application, does not
require user interaction, can be used for sharing large data objects, and is only accessible to
the source and destination applications, but is only active for a short period of time as an
application transitions to background and is inactive when an application is fully in the
background. An example of this class of mechanism 15 a local receiving socket on the 108

platform.

{81171  Class §: A mechanism that transfers control to the destination application, can be
used for sharing large data objects, and is only accessible to the source and destination
applications, but requires user interaction 1o select the destination application. An example of

this class of mechanism is the open-in function for registered files types on the 108 platform.

[6118]  In onc embodiment, a method 1o securcly share data from the source application 184
to the destination application 186 on a constrained platform without requiring user interaction
1s provided. The method inchides transmitting instructions to the source application 184 to
write g data object 172 using a Class 2 data sharing mechanism, and encrypting the data
object 172 by the source application 184, The method may further include transmitting
mstroctions to the source application 184 to use a Class | data sharing mechanism to transfer
conirol to the destination application 186, including sufficient information to wdentify the data
obiect 172 written using the Class 2 data sharing mechanism. The Class 1 data sharing
mechanism may optionally include the object data protection key 160 that encrypts the data
object 172 written using the Class 2 data sharing mechanism. Furthermore, the method may
nclude transmitting instructions to the destination application 146 to read the data object 172

using the Class 2 data sharing mechanism and to decrypt the data object 172,
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[#11%]  Another method that may be used to perform a secure request/response interaction
between a requesting application and a responding application without requiring user
mteraction is provided. The requesting application may write a request using a Class 2 data
sharmg mechanism, where at least some part of the request 15 encrypted by the source
application. The requesting application may use a Class 1 data sharing mechanism to transfor
conirol to the responding application, including sufficient information to identify the request
written using the Class 2 data sharing mechanism and the requesting application to respond
to. The Class 1 data sharing mechanism may optionally inchide the key that encrypts the
request written using the Class 2 data sharing mechanism. The responding application may
read the request using the Class 2 data sharing mechanism and decrypt the encrypied part of
the request. The responding apphication may also process the reguest and write a response
using the Class 2 data sharing mechanism, where at least some part of the response is
encrypted by the responding application. Furthermore, the responding apphcation may use
the Class 1 data sharing mechanisio fo transfer contrel back to the requesting application,
melading sufficient information to 1dentify the response written using the Class 2 data
sharing mechanism. The Class 1 data sharing mechanism may optionally inclade the key that
encrypts the response written using the Class 2 data sharing mechanism. The requesting
application may read the response using the Class 2 data sharing mechanism and decrypt the

encrypted part of the response.

[8128] In another embodiment, as long as the request and response are not too large, the
location of the reqoest and optional key may be reversed in the previoos method o result in
the following method. The requesting application may write a key using a Class 2 data
sharing mechanista. The requesting application muay then use a Class | data sharing
mechanism to transfer control to the responding application, sending a request of which at
least some part is encrypted by the key, including safficient information to identify the key
written using the Class 2 data shariog mechanism and the requesting application to respond
to. The responding application may then read the key using the Class 2 data sharing
mechanism and decrypt the encrypted part of the request. Next, the responding application
may process the request and optionally write a new key using the Class 2 data sharing
mechanism. The responding application may use the Class 1 data sharing mechanism fo
wransfer control back to the requesting application, sending a response of which at least some
part is encrypied by the key (either the same key as the request or a new response key),

inchuding sufficient mformation to identify the key written using the Class 2 data sharing
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mechanism. Finally, the requesting application may read the key using the Class 2 data

sharing mechanism and decrvpt the encrypted part of the response.

(@821}  Artisans skilled in the art would recognize other alternative methods for secure data
sharing between applications on constrained platforms in light of the description above, for
example, difforent parts of the request, different parts of the response, and different parts of
the key may be split between the Class | data shaving mechanism and the Class 2 data
sharing mechanism in a multitude of ways. Alternatively, a Class 3 data sharing mechanism
may be used in place of the Class 2 data sharing mechanism in the methods described above,
for exaraple, if any data writion using the Class 3 data sharing mechanisio is encrypted using
application data protection keys as previously described. Another alternative fncludes a Class
4 data sharing mechanism (available temporarily in cach software application 118-122 as it
goes to the background) that may be used in place of the Class 2 data sharing mechanism in
the methods described asbove, for example, if cach data transfer can be performed within the

short period of time before the application transitioning to the background becomes inactive.

#3122}  in one embodiment, a method that can be used to securely share data from a trusted
source application 184 to a trusted destination application 186 without requiring vser
interaction to select the destination application 186 but preventis the data from being exported
to untrusted applications is provided. Inthis exemplary method, the source application 184
may write a data object 172 using a Class S data sharing mechanism. The data object 172
may be encrypted by the source application 186, and may be written as a unique data or file
type such that when selecting from a list of the applications that support the given data or file
type only the list of trusted applications are displayed. The destination application 186 may
then read the data obiect 172 using the Class 5 data sharing mechanism and decrypt the data
obiect 172. As can be appreciated, any of the methods previously described for securely
transferring the data object 172 from the source application 184 to the destination application

186 may be used to encrypt and decrypt the data object 172,

1#123] According to an cmbodiment of the present disclosure, it may be preferred to
wansfer encrypted data objects using application data protection keys as previously described
in order to minimize reliance on platform-level protections that may potentiaily be
compromised using well-known techniques. For security, any transient data that is written
using a data share mechanism that persists the data outside of the applications raay be deleted

after it is read.
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[#124] Technical advantages are many as well as applications. For example, in an
embodiment, a user on his smart phone can be preparing a chart of confidential data in s
business intelhigence application and initiate a new email from the business intelligence
application. The business intelligence application opens the smart phone’s email client for
the user to ‘compose’ an email. The chart, in a data object, persists in an encrypted form in
the business intelligence application, it being encrypted by an object data protection key. The
obicet data protection key persists in the business fotelligence application, usclf encrypted in
the business intelligence application’s own key. The business intelligence application
requests iis key from a contral security manager application on the smart phone, and the
cendral security manager provides it in unencrypted form to the business intclligence
application. The business intelligence application also requests a data-sharing key from the
security manager application, and the security manager application provides the data-sharing
key. The business inielligence application then decrypts the object data protection key with
its own key and then encrypts the object data protection key with the data-sharing key. The
object data protection key that is encrypted with the data-sharing key is then transterred to the
ematl client along with the (already encrypted) chart. In the email client, the object daia
protection key is unencrypied with the data-sharing key, which is requested from the security
manager application. The chart is onenerypted with the object data protection key and then

imserted in the new email that the user can compose,

[#125]  As can be appreciated, any of the methods described above may be integrated,
combined and/or utitized with one or more of the methods and systems disclosed in pending
U.S. Patent Application Serial No. 13/405,357, titled Methods and Apparatuses for Secure
Communication, and U5, Patent Application Serial No. 13/215,178, titled Methods and
Apparatuses for Interaction with Web Applications and Web Application Data, both of which

are incorporated by reference herein in their entirety.

[#126]  According to an embodiment of the present disclosure, a machine-readable medivm
that provides instructions, which when read by a machine having a processor 113 and 2
memory 108, cause the machine to perform operations according to any of the methods

described above is also provided.

(88277 While the systoms, methods, and machine readable media have been described in
terms of what are presently considered to be the most practical and preferred embodiments, it

1s 10 be understood that the disclosure need not be fimited o the disclosed embodiments. Tt is
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mtended to cover various modifications and similar arrangements included within the spirit
and scope of the claims, the scope of which should be accorded the broadest interpretation so
as to encorapass all such moedifications and similar structures. The present disclosure inchudes

any and all embodiments of the following claimas.

[6128] Ir should also be understood that a varicty of changes may be made without
departing from the essence of the invention. Such changes are also implicitly incladed n the
description. They still fall within the scope of the invention. It should be understood that this
disclosure is intended 1o yvield a patent o7 patents covering mumerous aspects of the inventions
both independently and as an overall system, machine-readable media and in both roethod

and apparatus modes.

{81297 Further, cach of the various eloments of the fnventions and claims may also be
achieved in a varicty of manners. This disclosure should be understood to encompass cach
such variation of an embodiment of any apparatus embodiment, a method, machine-readable

medium or process embodiment, of even merely a variation of any clement of these.

[@838] Particolarly, it should be understood that as the disclosure relates to elements of the
inventions, the words for cach element may be expressed by equivalent apparatus terms of
method torms — even if only the function or result is the same. Such cquivalent, broader, or
eve more generic terms should be considered to be encompassed in the deseription of each
clement or action. Such terms can be substituted where desired to make explicit the implicitly

broad coverage to which this invention is entitled.

[6131] @t should be onderstood that all actions may be expressed as a means for taking that
action or as an clement which causes that action. Similarly, cach physical clement disclosed
should be understood to encompass a disclosure of the action which that physical element

faciiitates.

1#132] Any patents, publications, or other references mentioned in this application for
patent are hereby incorporated by reference. In addition, as o each term used, it should be
onderstood that unless its utilization in this application 1s tnconsisient with sach
interpretation, convmon dictionary definitions should be understood as incorporated for each
term and all definitions, altermative terms, and synonyms such as contained in at least one of a

standard technical dictionary recognized by artisans, incorporated herein by reference.
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#1331 Further, all claim terms should be interpreted in their most expansive forms so as to
afford the applicant the broadest coverage legally permissible. Although the embodiments
have beon described with reference 1o the drawings and specific examples, 1 will readily be
appreciated by skilied artisans that many modifications and adaptations of the processes and
apparatuscs described herein are possible without departure from the spirit and scope of the
invention. Thus, it is to be clearly understood that this description is made only by way of

example and not as a limitation on the scope of the embodiments as claimed below.
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WHAT IS CLAIMED IS:

1. A method for securely transterring a data object from a source
application to a destination application on a computing device, the method comprising:

providing a source application and a destination application on a computing
device, the source and destination applications each having original, post-compile object
code;

medifying, using at least one processor operatively coupled with a memory,
the original object code of the source application to create first replacement object code for
the source application;

modifying, using the at least one processor operatively coupled with the
memory, the original object code of the destination application to create second replacement
obiect code for the destination application;

transferring, from the source application to the destination application, a data
object that is encrypted with an object data protection key:

refrieving, by the fivst replacement code of the source application, a source
application key that s associated with the source application;

decrypting, by the first replacement code of the source application, the object
data protection key with the retrieved source application key;

encrypting, by the first replacement code of the source application, the object
data protection key with a data-sharing key or a destination application key, the destination
application key associated with the destination application;

sharing with the destination application the object data protection key that is
encrypted with the data-sharing key or destination application key;

decrypting, in the second replacement code of the destination application, the
object data protection key that is encrypted with the data-sharing key or destination
application key;

decrypting, in the second replacement code of the destination application, the

object data using the unencrypted object data protection key.

2. The method of claim 1, wherein the sharing includes transferring the
object data protection key that is encrypted with the data-sharing key or destination

application key 1o the destination application.
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3. The method of claim 1 or 2, wherein the retricving uses a security

manager application on the computing device.

4, The method of ¢claim 3, further comprising:
determining, by the secarity manager application, whether a transfer of the
data object between the source and destination applications is constrained; and

facilitating the retricving based on the determining.

3. The method of elaim 3 or 4, further comprising:
verifying, by the contral security application, a signature of the source or

destination application before facilitating the retrieving.

6. The method of claim §, wherein the signatare is a product of a public

key infrastrocture (PKI) key.

=

The method of any one of claims 3 o 6, wherein the retrigving
includes:

sending, from the scurce application 1o the security manager application, an
encrypted source apphication key with a request to decrypt the enerypted source apphication
key;

decrypting, by the security manager application, the source application key
using a data protection root key; and then

transferring, from the security manager application to the source application,

the source application koy.

g. The method of any one of claims 3 to 6, wherein the retrieving
mcludes:

sending, from the source application to the security manager application, a
request for the source application key;

decrypting, by the sccurnity manager application, the source application key
using a data protection root key: and then

transterrng, from the security manager application {o the source application,

the spurce apphication key.

38

PCT/US2014/029680



(WS V]

N

(4]

"

52 [\l

N

52 [\l

N

[\

JFS]

o

V]

WO 2014/145039 PCT/US2014/029680

9. The method of any one of claims 3 1o 6, wherein the retrieving
mcludes:

requesting, from the source application to the security manager application, a
data protection root key;

receiving, by the source application, the data protection oot key; and

decrypting, by the source application, the source appleation key using the data

protection root key.

10.  The method of any one of claims 3 to 9, further comprising:
generating, by the sccurity manager application, at least oue of the source

application key, the destination application key, and the data-sharing key.

11, The method of clatrn 10, further comprising:

generating the source application key upon registration of the source
application with the security manager application; or

generating the destination application key upon registration of the destination

application with the sccurity manager application.

12 The method of claim 10 or 11, further comprising:
prompting the user for a passcode; and
generating the source application key or destination application key using the

passcode.

13. The method of claim 10, further comprising:
generating, by the security manager application, the data-sharing key upon a

request by the source application.

14, The method of any one of claims 1 to 13, further comprising:
encrypting, by the second replacement code of the destination apphication, the

object data protection key with the destination application key.

15, The method of any one of claims | to 14, wherein the computing

device is a mobile device.

16. Computer software, which, when executed by a computer, causes the

computer to perform the operations of any one of claims 1 to 15,
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17. A machine-readable non-transitory storage medium embodying
mformation indicative of mstructions for causing one or more machines to perform
operations for:

providing a source application and a destination application on a computing
device, the source and destination applications each having original, post-compile object
code;

modifying, using at least one processor operatively coupled with a memory,
the original object code of the source application to create first replacement object code for
the source application;

modifying, using the at least one processor operatively coopled with the
memory, the original object code of the destination application to create second replacement
ohiect code for the destination application;

transferring, from the source application to the destination application, a data
object that is encrypted with an object data protection key:

refrieving, by the first replacement code of the source application, a source
application key that s associated with the source application;

decrypting, by the first replacement code of the source application, the object
data protection key with the retrieved source application key;

encrypting, by the first replacerment code of the source application, the object
data protection key with a data-sharing key or a destination apphcation key, the destination
application key associated with the destination application;

sharing with the destination application the object data protection key that is
encrypted with the data-sharing key or destination application key;

decrypting, in the second replacement code of the destination application, the
obicct data protection key that is encrypted with the data-sharing key or destination
application key;

decrypting, in the second replacement code of the destination application, the

object data using the unencrypted object data protection key.

18, The mediom of claim 17, wherein the shaning includes transferring the
obicct data protection key that is encrypted with the data-sharing key or destination

application key 1o the destination application.
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i 19, The medium of claim 17 or 18, wherein the retricving uses a security

2 manager application on the computing device,

1 20, A computer system executing instructions in a compater program, the
2 computer program instructions comprising:

3 program code for providing a source application snd a destination application
4 onacomputing device, the source and destination applications cach having original, post-

5 compile object code;

& program code for modifying, using at least one processor operatively coupled
7 with a memory, the original object code of the source application to create first replacement

o

obiect code for the source application;

o)

program code for modifying, using the at least one processor operatively

10 coupled with the memory, the original object code of the destination application to create

11 second replacement object code for the destination application;

12 program code for transferring, from the source application to the destination
13 application, a data object that is encrypted with an object data protection key;

14 program cade for retrieving, by the first replacement code of the source

15 application, a source application key that is associated with the source application;

16 program code for decrypting, by the first replacement code of the source

17 application, the object data protection key with the retricved source application key;

1% program code for encrypting, by the first replacement code of the source

19 application, the object data protection key with a data-sharing key or a destination application
20 key, the destination application key associated with the destination application;

21 program code for sharing with the destination application the object data

22 protection key that is encrypted with the data-sharing key or destination application key;

23 program code for decrypting, in the second replacement code of the

24 destination application, the object data protection key that is encrypted with the data-sharing
25 key or destination application key;

26 program code for decrypting, m the second replacement code of the

27 destination application, the object data using the umencrypted object data protection key.

1 21, The system of claim 20, wherein the sharing includes transferring the

]

object data protection key that is encrypted with the data-sharing key or destination

3 application koy to the destination application.
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i 22 The systom of clain 20 or 21, wherein the refrieving uses a sccurity

2 manager application on the computing device,

1 23, An apparatus comprising:
2 means for providing a souree application and a destination application ona

3 computing device, the source and destination applications cach baving original, post-compile
4 objectcode;
5 means for modifying, using at least one processor operatively coupled with a

& memory, the original object code of the source application to create first replacement object

7 code for the source application;
8 means for modifying, using the at least one processor operatively coupled with
8 the memory, the original object code of the destination application to create second

18 replacement object code for the destination application;

11 means for transferring, from the source application to the destination

12 application, a data object that is encrypted with an object data protection key;

13 means for retrieving, by the first replacement code of the source application, a
14 source application key that is associated with the source application;

15 means for deerypting, by the first replacement code of the source application,
16 the object data protection key with the retrieved source application key;

17 means for encrypting, by the first replacement code of the source application,
18 the objcct data protection key with a data-sharing koy or a destination apphication key, the
19 destination application key associated with the destination application;

24 means for sharing with the destination application the object data protection
2} key that is encrypted with the data-sharing key or destination application key;

22 means for deerypting, in the sccond replacement code of the destination

23 application, the object data protection key that is encrypted with the data-sharing key or

24 destination application key;

25 means for decrypting, in the sccond replacement code of the destination

26 application, the object data using the unencrypted object data protection key.

1 24, The apparatus of claim 23, wherein the sharing inchudes transferring

the object data protection key that 18 encrypted with the data-sharing key or destination

o

3 application key to the destination application.
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1 25. The apparatus of claim 23 or 24, wherein the retrieving uses a security

2 manager application on the computing device,
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