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- ADDRESS RESOLUTION REWRITING

‘ BACKGROUND
[11 ~In networks using software defined networking (SDN), one or more
network controllers may manage the control plane of network switches, such as
bridges and routers. The network controller may also manage the data plane of the
switches by providing flow handling rules to the switches. _
[2] - In some SDN he'tworks, such as networks implementing. an
OPENFLOW standard (an “OPENFLOW network™), when a packet is received by a
controlled switch, the switch determines if it has a rule applicable to the paeket.
Such a'rule may be defined to'applyv‘if a mat‘ching‘criterion is satisfied. For example,
the matching criterion may be based on source or destination IP or MAC address,
‘port numbers, transport protocol type, frame type, class of service indicators, or
frame "control |nformat|on If the matching criterion is met3 the rule may define -
various actions for the switch to take. For example, the rule may direct the switch to
forward the packet out of a particular port. If the switch does not have a rule
| applicable to the packet, the switch may transmit all or a portion of the packet to a
network controller to allow the network controller to provide a rule applicable to the

packet.

BRIEF DESCRIPTION OF THE DRAWINGS

' [3] - Certain examples are described in the foIIowmg detailed descrlptlon

and in reference to the drawings, in which: L
[4] Figure 1 illustrates an example process of network control including
rewntmg address resolutlon packets; o

[5] - Figure 2 illustrates an example process of network control including-
managing an endpoint database;

[6] Figure 3 illustrates an example process of network control including
estabhshlng a network path between edge SW|tches

71 ' Figure 4 illustrates an example network controller lncludlng an address
resolution rewriter and rule manager; and '

[8] Figure 5 iIIustrates an example network switch including a non-
transitory .computer readable medium storing instructions to cause the switch to
forward address resolution packets and rewrlte packets recelved from or destined for

a host
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~ DETAILED DESCRIPTION OF SPECIFIC EXAMPLES
0] | In an SDN network, a n‘etwork_ controller may define flow rules to
ifnplement network paths on a per endpoint basis. For example, to implement a flow
‘on a single subnet of a virtual local area network (VLAN) between a first host, H7,
and a second host, H2, a network controller may provide eech switch in the ﬂow path
with a rule of the type illustrated in Table 1: "
TABLE 1 ' :

Match Condition ' : Action:
Destination Address == -MAC_‘HZ Output port = {i}

Other Fields == wildcards o :
In Table 1, MAC_H2 refers to the Media Access Control (MAC) address of the

second host, H2, and i is specific to each switch to implement the path. Accoi'dingly,~

the rule causes a switch to output a packet to output port i if a packet is received with
H2's MAC address as the destinatieh address, W'here the value of / depends on the -
switch. , )

[10] - | Programihg flow rules on a per endpoint basis may’ cbnsume significant
forwarding table resources-and render it difficult to scale up the number of active
endpoints in a network. Additionally, the workload of programming flows may be
directly-preportional. te the number of switches and endpoints in a network.
Workload scalability may become a concern. as network s'izes'increaee. For
example, to cope with the number of endpoint-to-endpoint flows, a network

- . administrator may need to utilize more expensive and power intensive switches

having larger ternary content addressable‘memory (TCAM) tables.

[11] Additionally, a-network controller may, add and remove flow rules on a
per flow basis. This may requ‘ire significant overhead, particularly if thefe are many
transient or ephem‘eral flows. For example, a network controller may send out a set
of flow rules for each new Transport Control Protocol (TCF’) connection, and may
. remove the flow rules/when the TCP connection ends.

[12] Some implementations of the disclosed technology rewrite .packets ‘
such that packete between endpoint hosts are rewritten to a~ppear to be addressed to
‘and from the edge switchee connected to the hosts. Accordingly, the edge switches
may act as proxies for their connected endpoint host deVices. This may simplify the
number of different paths through a network because the number of switches in the '
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network may be less than the number of endpoints in the. network. In turn, this may
reduce the forwarding table resources needed to implement the network. '

[13] Figure 1 illustrates an example process of network control including
‘rewriting address resolution padkets. For example, the illustrated process may be
performed by a network controller in an SDN network, such as an OPENFLOW.
nétwbrk. The network controller may be connected fo a number of switches, such as
bridges and routers, through a control interface. For example, the control interface -
may be an out-of-band network coupling the switches to the network controller. In
‘various implementations, 'thé network controiler and connected network devices may
be physical or virtual network devices. By performing the example process, the
network controller may cause edge switches tb act as proxies for connected devices,

' redubing the number of flow rules needed to provide paths between devices. ,

[14] ~ In some examples, edge switches may be at the edge of the SDN'
netwofk controlled by the network controller. In.these examples, the edge switch .
fnay be directly connected to the host or may be connected to the host via one or
more devices that are not controlled by the network controller. '

[15] The example process includes a step 101 of receiving an address
resolution request from a first switch. - For example, step 101 may be performed by
the network controller.. The address resolution request may be forwarded by the first
| switch from a source host. For example, the first switch may receive and forward the
address resolution request from a directly or indirectly connected source host. For
example, the address resolution request may be an Address Resolution Protocol
(ARP) request or a Neighbor Discovery Protocol (NDP) solicit'ation.' ,
[16] In some ‘implementations, a network controller may provide address
resolution request forwarding rules to its controlled switches. The address'resolution _
request forwarding rules may cause the swit_cﬁes to forward packets to the network
controller if the packets have a packet type matching the address resolution request .
packet type. For éxample, the forwafding action may occur if the packet has an ARP
EtherType or NDP Internet Control Message Protocol version 6 (ICMPv8) type.

[17] | The example process includes é step 102 of rewriting the address
resolution request by chahging a request source link address to a first switch link
address. For exémple, the request sourc‘e link addfess may be a MAC address of a
source host that generated an ARP request. The first switch link address may be a
MAC address of an edge switch that is connected to the source host. - After rewriting

3
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the request source link address, the source host's internetwork address méy be
assobiated with the first switch’s link address. For example, the first switch’s MAC
address may bé associated with the source host’é IP address in address tables
maintained by other network devices. - | |

[18] ~In some cases, the request source link address may be inpluded at
‘multiple locations in the requést. For example, the request source link address may
occur in an Ethemet frame header and in an ARP packet transported in the Ethernet
frame. Step 102 may include changing the request source link address at any
location it occurs. For example, the network controller may rewrite thé request és
 indicated in Table 2. | ’ |

TABLE 2 .
Ethernet Frame Header Fields . ARP Packet Fields
DA SA Type | Header | Sender | Sender | Target | Target
' MAC P | MAC | IP
Received |FFFF.. [MAC_H1 [0x0806 |ARP MAC_H1 [IP_H1 [000... {IP_H2
Request Request | '
_ L Header
Rewritten {FFFF... |[MAC_S1 |0x0806 |ARP MAC_S1 (IP_H1 [000... |IP_H2
Request : Request | '
Header

In Table 2, DA' denotes a destination MAC address, which is a placeholder value in
an ARP requést frame; SA denotes a.source MAC address; MAC_H1 denotes the
“source host's MAC address; MAC_S1 denotes MAC address of the edge switch
connected to the source host;0x0806 is the ARP EtherType code; IP_H1 denotes the
‘source host’s Internet Protocol (IP) address; IP_H2 denofes‘ the destination host's IP
address; and the target MAC address in the ARI‘3 packet is another‘placeholder‘ :
value. ‘ ' K
[19]
address resolution requeét to a second switch. For example, the second switch may

The example process includes a step 103 of transmitting the rewritten

~ be an edge switch connected to a destination host specified in the address resolution
request. In some implementations; step 103 includes broadcésting the rewritten
address resolution request vto' thé controlled switches of the network. For example,
the controller may send a separate outgoing message to each of the controlled
switches in a subnet of the network using an out-of-band SDN control network. As

another example, the controller may broadcast rewritten messages in-band in frames
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add\ressed to the switches. As a further example, the sécond switch may be a router
or gateWay connected to another subnet.

[20] The example process also includes a step 104 of receiving an address
resolution response from the second switch. For example, step 104 may be
- performed by the network contfoller. In some cases, the address resolution
response may be forwarded to the controller by the second switch from a target host_'
spAecified- iﬁ the address resolution request. In other casés, the address resolution
response may be éent to the controller by a router or gateway. For example, the
address resolution response -may be an ARP response to an ARP request or an
NDP advertisement in response to an NDP solicitation.

[21] In some implementations, the network controller may provide address
resolution response forwarding rules‘to its controlled switches. The address request.
resolution response forwarding rules may cause the switches to forward packets to
the network controlier if the packets have a packet type matching the address
fesolutioh request packet type. The response received in step 104 may be an -
© address resolution response forwarded by the second switch‘according to such a -
rule. In.some implementations, the address request resolution response forwarding -

rules may be the same as the address request resolution request forwarding rules. - -

For example, a single rule may be provided for both request and response
forwardmg if the rule specifies forwardmg all packets having an ARP EtherType or

NDP ICMPV6. | | /
[22] The example process furt_her includes a step 105 of rewriting the
address . resolution response by changing a response source link address to a
second switch liﬁk address. For example, the response source link address may be
a MAC address of a destination host that generaied the ARP‘response. The second
switch link address may be the MAC address of an edge switch that is connected to
the destination host.  After rewriting the response source link address, the
destination host's internetwork address may be associated with the second switch’s -
link address. For example, the second switch’'s MAC address may‘ be associated
‘with the destination host's IP address in address tables such as ARP caches,

maintained by network devices.

[23] In some cases, the&response'source link address may be included at
multiple locations in the request. For example, thé response source link éddress
may occur in-an Ethernet frame header and in an ARP packet transported in the
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Ethernet frame. Step 104 may include changing the response soUrce link address at
any location it occurs. For example, if the response is to the rewritten request

described in relation to Table 2, the network controller may rewrite the response as

indicated in Table 3.

TABLE 3 ,
Ethernet Frame Header Fields ARP Packet Fields _
DA SA Type | Header | Sender | Sender| Target { Target
. ' MAC IP MAC IP
Received |MAC_S1 [MAC _H2 |[0x0806 |ARP MAC_H2 (IP_H2 [MAC_St |IP_H1
Response ~ Response
i » - Header
Rewritten [MAC_S1 [MAC _S2 |0x0806 |ARP MAC_S2 [IP_H2 [MAC_S1|IP_H1
Response Response ‘
‘ _ [Header

In Table 3, MAC_H2 denotes the destination host's MAC address; MAC_82 denotes
the second switch’'s MAC add‘ress; and the remaining entries have the same
meaning as in Table 2. .

[24] In further implementations, 'step 105 may further includé changing a
‘respdnse destination link address tb the source host link address. In some
implementations, the network controller rﬁay obtain the host link address frdrh the
address resolution request received in step 1A01\.- Changing the response destinatioh
link address may prevent the source host from drop'ping the address resolution
response. For example, if the received response is a respénse to the rewritten
request‘._desc'ribed in relation to Table 2, the network controller may rewrite the

response as indicated in Table 4.

TABLE 4 , .
Ethernet Frame Header Fields ARP Packet Fields
DA SA Type | Header | Sender |Sender| Target | Target
MAC P | MAC IP
|Received |MAC_S1 |MAC _H2 [0x0806 |ARP MAC_H2 |IP_H2 |MAC_S1 |IP_H1
Response 1 Response | .
Header -
Rewritten  |[MAC_H1 |MAC _S2 |0x0806 [ARP IMAC_S2 |IP_H2 [MAC_H1|IP_H1
Response ' ‘ Response :
Header

In Table 4, entries have the same meaning -as in Tables 2 and 3. |In other
implementations, the network controller may provide a rule to the first switch to
rewrite the destination link of the response packet to the source host’s link address.
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- [25] | The example process‘f'urther includes a step 106 of transmitting the
ewritten address resolution response to the fi rst swﬂch For example, step 106 may
include transmitting the rewritten address resolution response out-of-band using an -
~ SDN control network. As another example, step 106 may incldde transmitting‘ the
rewritten response in-band encapsulated in a frame addressed to the first switch.
The first switch may then transmit the rewritten response to the source host.
Accordingly, the source host may update its address table to associate the
destination host s internetworking address with the second switch’s link address. For
example ‘the source host may update |ts ARP cache to associate the destination -
host’s IP address W|th the second switch’s MAC address. -
[26] " Figure 2 illustrates an example process of network control including .
managing an endpoint database. For example, the illustrated process may‘be
performed by a vnetw,ork controller managing an SDN network, soch as an
OPENFLOW network. | o
[27] The example process includes a step 201 of receiving an address
~ resolution request. For example, like the example process ilIustrated in Figure 1, the
address resolution requ'est ‘may be received by a network controller after being
forwarded by a first switch. In some implementations, the request may be received
out-of-band via a control interface. | ,

[28] . The example process further includes a step 202 of obtaining a host
link address from the address resolution request. For example, a network controller
may obtain a source host's MAC ‘address from an ARP request or an NDP
solicitation obtained in step 201. _

[29] In the illustrated example the network controller may maintain an
endpoint database 204. The endpoint database 204 may have entries associating
host devices' link and internet addresses with their connected edge switches’
identifications. Entries in the endpoint database 204 may also include a 'po'rt or
interface number connecting the edge switch and its associated host dewce For
" example, Table 5 shows an example entry of an example endpomt database 204.
TABLE 5

IP Address MAC address Edge Switch ID Edge Switch Interface

P_H1 MAC_H1 S1 K
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In Table 5, S1 is: a device identification number used by the controller to identify the
first switch, such as a link address of the first switch; K is the interface to which the
_ source host is con'nected_, such as a port number; and the remaining entries have the
same meaning as in Tables 2-4. | ‘
[30] The process includes a step 203 of determining if the host link address
obtained in step 202 is in the endpoint database 204. If not, then a stép 205 of
storing the first host link address may be performed. In step 205, the stored first host
link address méy be associated with a first host internetwork address and the first
switch link address in the endpoint database 204.'
- [31] The illustrated process further includes a step 206 of rewriting the.
address resolution request. Step 206 may include rewriting the address resolutiqn
request by change the request source link address to the first switch’s link address.
If the request source link address corresponds to a host link address in the database
204, then step 206 may be performed after step 203 using information obtained from -
the database 204. For example, during a subseqqent operation, the controller may.
perform step 201 by receiving a second address resolution request. The second .
address resolution request may have a request destination ‘inte'rnetWor_k.‘ address that -
is a stored internetwork address stored in the endpoint database 204. In this .
exarriple, the controller may perform step 206 after step 203. _

[32] " The process further includes a step 207 of transmiﬁing the reWritten
request and a step 208 of receiving a response to the rewritten request. ‘For
- example, steps 207 and 208 may be perfornied in a manner similar to' steps 103 and
104 of Figure 1. | ) -
- [33] The example process includes a step 209 of obtaining a seéond host
link address from the address res-olution response. For example, the second host
link address may be the requested MAC address of a target host indicated in the
address resolution request.

[34] The example process further includes a sfep 210 of storing the second
host link address associated with a second host internetwork address and the
second switch link address in the endpoint database 204. For example, Table 6
illustrates an example entry for the endpoinf défabaSe 204.
TABLE 6 |
IP Address | MAC address »Edge Switch ID Edge Switch Interface
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IP_H2 MAC_H2 - s2 | L

In Table 6, S2 is a device identification number used by the controller to identify the
second 'switch, such as a link address of 'the second switch; L is the'interface to -
which the destination host is connected, such as a port number; and the remaining .
entries have the same meaning as in Tables 2-4. |

[35] ~ After step 210, the example process may proceed as described with
respect to steps 105 and 106 of Figufe 1. .

[36] ~In some implementatiqns, the network controller may use information in
" the endpoint database 204 to bypass a remainder of the address resolution process.
For example, in the illustrated process,‘ during a subsequent operation the network
controller may perform'step 201 by receiving a Second address resoluﬁon request.
During}step 203, the network controller may determine that the request has a
request destination internetwork address that is a stored internetwork address stored
in the endpoint database 204. For example, the request may havel a target IP
address that correspohds to a host IP aadress stored in the database 204.

[37] In these cases, the process may include a step 211 of generating an
address resolution response. For example, step 208 may include generating an
address resolution response having’ a response destination link that is switch fink -
address associated with the stored internetwork address. As anfexample, in step’
201, the controller may neeeive an ARP request from host H7 requesting the MAC
address of a second destination host, H3. The network controller may determine in
step 203 that H3's IP address is stored ih the endpoint database 204 arjd associated
with a third edge switch S3. If so, the network controller may perform step 211 to
generate an ARP response including S3's MAC address as the destination MAC
address ‘ ' _

| [38] The network controller may then perform step 212 by transmitting the
generated address resolution response. In some i/mplementatvions, step 212 may
comprise bfoadcasting the generated address resolution response to the controlled
switches. For example, the controller may broadcast the response to allow the
network to update address tables. As another example, the network controller may
perform step 212 by transmitting thevgenerated addréss resolution 'respense only to
the edge switch connected to the host performing the address resolution request. |
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[39] . In some implementations, a network controller may provide path

management rules to its controlled sWitches. For example, rules may be formatted

and transmitted in compliance with an SDN networking protocel, such as an

. OPENFLOW standard. Figure 3 illustrates an exarhple process of establishing a -

network path between edge switches. For example, the illustrated process may be
performed to cause edge switches to translate packet addresses so that packets are
‘delivered to the correct host devices. As a further example, the illustrated process
may be performed to manage paths between edge switches th'rough transit switches.
[40] The example process may also inc_:'lude a step '_303 of establishing
~network paths. For example, with respect fo Figure 1, the step 301 may be
! performed to establlsh a path between the first switch connected to the first host

transmlttlng the address resolution request and the second switch connected to the

second host transmitting the address resolution response. The path established in

step 301 ’ may be used for subsequent flows between the first host and the-second
host. The path may be implemented as forwarding rules that define how transit

¢

~switches between the edge switches handle packets from the first edge switch to the

second edge switch. For example, the ‘fen/varding rules may be based only on

destination link addresses as match criteria. As another example, the forwarding L

rules may be based on a destination link and source link address pair. In the second
example, multiple link level paths may be used for traffic to a single edge switch.

[41] " In further implementations, step 303 may include establishing multiple
paths between a pair of edge switehes; For exarnple multiple Apaths may be
established to implement Quality of Service (QoS). In this example, QoS values may
"be included in forwardmg rule criteria to indicate different paths for the _packet.
_Additionally, edge switches may be provided with rewriting rules to establish the QoS

values. For example, QoS value rewriting rules may be provided if hosts may not be

trustworthy to set their own QoS values.
[42] The example process may include a step 302 of transmitting a first rule

to a first switch.  For example, the first switch may be an edge switch connected to a |

host that transmitted an address resolution request or address resolution response

that was rewritten during the process illustrated and described with respect to Flgure

1. The first rule may instruct the first switch to rewrite a first packet received from a
‘host to haye a source: link address that is the link address of the switch. The first
rule may specify the host’s internetwork address as a match condition. For example,

10
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the rule may specify that any packet having the host’s IP address as the source IP
address be rewritteniiso that the source MAC address is replaced with the first
SWitch’s MAC a‘ddress. In some implementations, this rule may ensure that the
source link address of a} packet matches the entry in the ARP cache of the
- destination host Th|s may prevent destlnatlon host security or firewall software from .
interfering with packet delivery.

[43] In further |mplementat|ons the fi rst rule may mclude further actions.
For example, the first rule may instruct the first switch to output the packet on a
specific output port. This may allow the network rnanager to select the path to be
-' used to transmit packets from the host to other network devices. For example, the
fi rst rule may include an output instruction to |mplement the path established in step -
301._ In some |mplementatlons the first rule ‘may also include any QoS rewntmg
rules established as part of step 301. |

[44] The example process may also include a step 302 of transmitting a - -
second rule to the first switch. The second rule may ins_trUct the first switch to rewrite
a second packet destined for the host to have a destination link address that is the
host's link address. The second rule may specify the host's internetwork address as
a match condition. For example, the rule may specify that ahy packet having the-
host's IP address as the destination |P address be rewritten so that the destination .
MAC address is replaced with the host's MAC address. The second rule may.
include further actions. For example the second rule may. instruct the switch to
- output the packet on the interface connected to the host. In some |mplementat|ons,'
-after an address resolution rewriting process other network devices may associate
the hosts mternetworkmg address with the ‘switch’s Imk address. Accordingly,
packets destined for the host's mternetworklng address may be addressed to the
switch's link address. After lmplementmg the second rule, packets may be wrltten to
be correctly delivered to the host.

'[45] The example process may also lnclude a step 304 of transmlttlng a
forwarding rule to a third switch in the path to |mplement the path established in step
301. For example, the forwarding rule may define a match criterion based on source -
~and deStination link addresses and may speCify an outgoing forwarding interface. In
some implementations, because the source and destination link addresses are
rewritten to be edge switch addresses, the number of forwarding rules needed to
handle packets is reduced. This may reduce the flow rule programming overhead on

11
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~ the controller. This may also decouple the scalability of the number of supportable'
. endpoints' from the size of the forwarding tables on the network switches.

[46] In some implementations, step 304 is repeated to provide a second
forwarding rule to a fourth switch in a second -path between the first and second
| switches. For example, to establish different levels of QoS, the network controller
"may establish multiple paths between pairs of switches. In these implementations,
the rules transmitted in step 304 may further include QoS values as match criteria. -
[47] 'Additionally, in some implementations, the forwarding rule transmitted
in step 304 may be maintained while the hosts are present.on the network and
connected to tne same edge switches. “In these implementations, cleering non-
active endpoint flows does not require removing rules from transit switches. Rather,
clearing non-active endpoint flows may be irnplemented by transmitting clearing
instructions only to the corresponding edge switches. ThlS may reduce the burden-
on the network controller.

[48] Figure 4 illustrates an example network controller 401 including an
-address resolution rewriter 406 and rule manager 407. For exarnple, the example
. network controller 401 may comprise an SDN controller managing an SDN network,
such as an OPENFLOW network. In some examples, the illustrated modules may
be implemented as processor-executable - instructions on non-transitory computer
readable media, as hardware, or as a combination of the two. In some
- implementations, during operation, the example ‘netvyork controller 401 may perform
- the processes described and illustrated with respect to Figures 1,2, 0r3.

[49] “ The example network controller 401 may include an interface 408. For
example, the interface 408 may be an out-of-band-control interface to connect to
controlled switches. As another example, the interface 408 may be a network
interface to connect in-band with controlled switches.

[50] In some implementations, the interface 408 may allow the controller
- 401 to receive an'address resolution request from a first switch and to receive an
address resolution response from a second switch. The interface 408 may also be
used to transmit rewritten address resolution vpackets For example, the interface
408 may be used to transmit a rewritten address resolution response to the second
~ switch and a rewritten address resolution request to the first switch.

[51] The network controller 401 may also include an address resolution
rewriter 406. The address resolotion rewriter 406 may rewrite the address resolution
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request received using the interface 408. For example, the rewriter 406 rnay rewrite
thé address resolution‘requeét by changjing a request source link address to the first
switch’s link address. | _ |

'[52] The address resolution rewriter 406 rnay also rewrite the address
resolution respone’e by changing a response 'source address to the second switch’s
~link address. In further implementations, the rewriter 406 may rewrite the address
resolution response by changing the destination link address of the response to a
host's link address. For example, the host's link address may be the link of the host
that generated the address resoIUtion reqdest ‘ _
[53] The example network controller 401 may also include a database
manager 404 For example the database manager 404 may manage an endpoint
database 402. The database manager 404 may store host link addresses
associated with host internetwork addresses and switch link addressed. For
example, the database manager 404 may obtain and store a first host link address,
first host internetwork address, and first switch link address from an address
resolution request received through the interface 408. As another example, the
database manager 404 may obtain and store a second host link address, second
" host internetwork address, and second switch link address from an address
resolution response received through the interface 408. The database manager 404
‘may obtain this information directly from the interface 408, or from the address
resolution rewriter 406. Additionally,. the database manager 404 may provide 'fhe' v
entries from the endpoint database 402 to the rewriter 406. o

-[54] The example network controller 401 may also include a path manager
405. Th.e path manager 405 may be used to establish paths to destination edge
switches or between pairs of switches. ' For example, the path manager 405 may
establish a path to the switch that forwarded the addrese_ resolution response. As
another example the path manager 405 may‘ establish a path between the ewitch |
that forwarded the address resolution request received and the switch that forwarded
the address resolution response. ’

[55] In some implementations, the path manager 405 may establish multiple
paths between pairs of switches. To implement the paths, the path manager 405
may transmit a first forwarding rule to a switch in a first' path and may transmit a
second forwarding rule to a switch in a second path. For example, the path manager
7 405 may establish multiple pathe'betwéen pairs of switches to implement QoS. In~

13
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this example, the path manager 405 may transmit a first set of rules to transit
switches in. a first QoS path and a second set of rules to transit switches in a second
QoS path. | . |

[56] The example network controller 401 further includes a rule manager
407. In scme implementations, the rule ma'nager 407 may provide a first rule to a
switch to rewrite a source link address of a received packet. For example, the rule
manager 407 may pfovide a rule to the first switch that forwarded the address
resolution request. The first rule m'ay instruct the first switch to rewrite packets |
received from the host that generated the address resolution request. The first rule
'may cause the first switch to rewrite the packets’ source link address to the switch’s
link address. For example,. the rule rhanager 407 may specify the host's
internetwork address as a match criterion to cause the second switch to perform the
- rewrite. | | | ‘ | |

[57] In further ir'nplementations, the rule manager 407 may provide a -
second rule to the second sWi_tch that forwarded the address resolution response. -
The second rule rﬁay instruct the second switch to rewrite the source link address of »
packets received from the host that generated the address resolution response. The-
second rule may cause 'the second switch to rewrite the packets’ source link address ~ .
tuo.second switch’s link address. For eXampIe the rule mahager 407 may specify the -
host's internetwork address as a match criterion to cause the second switch to
‘ perform the rewrite. ' ‘

[58] - In further |mplementat|ons the rule manager 407 may provide a rule to |
a switch to rewrite the destlnatlonllmk address of a received packet. For example,
. the rule manager 407 may provide a second rule to the first switch that forwarded the
address resolution request. The second rule may instruct the first switch to rewrite
the destination Iink-ad.dress to the link address of the host that transmitted the'
address resolution‘request For example, the rule manager 407 may specify the

: hosts internetwork address as a match criterion to cause the first switch to perform -
the rewrite. ‘ o

[59] | In further implementations, the rule mana'ger 407 may prcvide arule to
provide a second rule to the second switch to rewrite a source link address of a
second packet to the second switch link address if the second packet is received

from a second host.

14
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[60] Figure 5 illustrates an example nétwork switch 501 ‘including. a non-
t_ransito'ry computer readable medium 506 storing. instructions 508 to cause the
~switch 501 to rewrite_packets. In some implementations, the switch 501 may be a
switch an SDN network controlled by a network controller. For example, the switch
501 may be an edgé switch interacting with a network controller performing a
process, such as the example processes illustrated in Figures 1-3.

[61] The ‘example switch 501 may include a processor 503 coupled to a
control interface 502, a non'—transi"tory computer readable medium 505, and switch
hardware 506. For example, the processor 503 may be a network processor
‘implefnenting an SDN protocoli stack 507 to configure switch hardware 506, such as
- TCAM tables, according to rules 508 provided' by a controller over the  control
interface 502. In some implementations, the non-transitory computer readable
medium 505 may include read-only memory (ROM), random-access memory (RAM),
TCAM, flash memory, other storage, or a combination thereof.

[62] In the illustrated example, the rules 508 may include instructions 509 to
~ cause the switch 501 to forward én address resolution packet fo a network controller:
In various implementations, the address resolution packet may be an address
-resolution request or an address résolution response. For example, .the instructions:
509 may cause the switch 501 to forward an address resolution request when acting
as an edge switch for a source host. As.another example, the instructions 509 méy
cause the switch 501 to forward an address resolution response when acting as an
:edge switch for a'target host. In some implementations, when executing the
~ instructions 509, the processor 503 may forward an address resolution packet
received from a host via the network interface 504 to a controller via control interface
502. In some implementations, the instructions 509 may be received from a nétwork
controller via the controller interface 502. For example, the instructions 509 may be
received during configuration when the switch 501 joins a network. »
[6'3] In the illustraied exémple, thé rules 508 further include instructions 510
to rewrite a source link address of a first packet if a first packet is received from a
host. For example, the host may be a host that generated an address résolution
packet forwarded in accordance with instructions 509. In some implementations, the
instructions 510 may be executable by the~pro<;essor 503 to rew_rite the source link
address of a first packet received from the host via the network interface 504. In

some. implementaﬁons, the instructions 510 instruct the .processor to rewrite the
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: : 4 )
source link address of the first packet to the switch’s link address 512. For example,

the link address 512 may be the switch’s 501 MAC address

[64] The instructions 510 may cause ‘the processor 503 to determine if the'
first packet is from the host by determlnlng if the first packet has a source
internetwork address that is the host's internetwork’ address. For example, the
instructions 510 may be provided via the control interface 502 as a match criterion
and an action. The match criterion may"match the packet’s source internetwork
address and the host’s internetwork address. The action may be to rewrite the
packet s source link address to the switch’s link address 512.

[65] ‘ In the ||lustrated example, the rules 508 further lnclude instructions 511
to rewrite a destination I|nk address of a second packet if a second packet destined
for the host is received. In some implementations, ‘the instructions’ 511‘m.ay be
executable by the processor 503 to rewrite the destination link address of the second ,v '
packet to the host's link address. | |
[66] The instructions 511 may cause the processor 503 to determlne if the
second packet is destlned for the host by determmmg if the second packet has a
destination internetwork address that is the host's internetwork address. For
example, the instructions 511 may be provided via the control interface 502 as a
hﬁatch criterion and an action: 'The match criterion may match the packet's
- destination internetwork address and the host’s internetwork address. The action
may be to rewrite the second packet’s destination link address to the host's link
address. ‘ | |

[67] In the foregoing deseription, numerous details are set forth to provide
an understanding of the sUbject disclosed herein. However, implementations-may :
be practiced without some or all of these details. Other irhplementatiens may include
modifications and variations from the details discussed above. It is intended that the

-appended claims cover such modifications and variations.
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CLAIMS

1. A method, combrising: _ |
receiving an address resolution request from a first switch; /
rewriting the address resolution request by changing 'a‘r_equest source link
~ address to a first switch link address; | '
| tfansmitting the rewritten address resolution request to a second switch;
receiving an address resolution response from the second éwitch; :
rewriting the address resolution response by éhanging a response source link
address to a second switch link address; and |
transmitting the rewritten address resolution .response to the first switch.

2. The method of claim 1, further comprising:
obtaining a host link address from the address resolution request; and
wherein the step of rewriting the address resolution response fu_rther

comprises changing a response destination link addréss to the host link address.

3. The method of claim 2, further cbmprising: _
storing the first host link address associated with a first host internetwork
address and the first switch link address in an endpoint database;
| obtaining a second host link address from the address resolution response;
and | | o |
storing the second host link address associated with a second host
internetwork address and the second switch link address in the endpoint database.

4. The method of claim 3, further comprising:
receiving a second address resolution request having a request destination
internetwofk address that is a stored internetwork address stored in the endpoint
database; and I |
" transmitting a second address resolutiqn response ha\/ing a second response
destination link address that is an associated switch link address associated with the

stored internetwork address.

5..  The method of claim 1, fu‘rther comprisinvg: ,
~ transmitting, to the first switch, a first rule to rewrite a first packet received
- from a host to have a source link address that is the first switch link address; and

17
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‘trahsmittir:\g, to the first switch, a second rule to rewrite a second packet |
destined for the host to have a destination link address that is a host link address.

6. The method of claim 1, further comprising:
establishing a path between the first switch and the second switch; and
transmitting a forwarding rule to a third switch in the path to implement the

path.

7. -+ A network controller, cdm‘prising:

an interface to: , ‘

receive an address resolution request from a first switch, and

receive an address resolution response from a second switch; and

an address resolution rewriter to: . o

rewrite the address resolution request by changing a request source link
“address to'a first switch link address, and , ’

rewrite the address resolution response by changing a response Source
address to a second switch link address; ;

wherein the interface is to:

transmit the rewritten address resolution request to the second switch, and

transmit the rewritten addresé resolution responsé to the first switch.

8. The network controller of claim 7, wherein: -
the address resolution rewriter is to rewrite the address resolution response
" by changing a destination link address to a host link address.

9. The network controller of claim 7, further comprising:
a databaée manager to store in an endpoint database:
- a first host link address assocyialted with a first host internetwork address and
the first switch link address; and - , |
a second host link address associated with a second host internetwork
address and the second switch link address.

10.  The network controller of claim 7; further comprising: _
a path manager to establish a first path between the first switch and the
second switch by transmitting a first forwarding rule to a third switch in the first path,
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and to establish a second path between the first switch and the second switch by

tranemitting a second forwarding rule to a fourth switch in the second path. -

11.  The network controller of claim 7, further comprising: -
a rule manager to provide a rule to the first switch to rewrite a source-link
address of a packet to the first switch link address if the packet is received from a

host.

12.  The network controller of claim 11, wherein: _
~ the rule manager is to provide a second rule to the second SWItCh to rewrite a
source link address of a second packet to ‘the second switch link address if the

second packet is’ received from a second host.

13.  The network controller of claim 11, wherein: -
the rule manager is to provide a second rule to the first switch to rewrite a
destlnatlon link address of a second packet to a host link address if the. second

packet is destlned for the host.

14. A non-transitory computer readable ‘lmedliu.m, storing instructions executable.
by a processor of a switch to cause the switch to: _
forward an address resolution packet toa network controller;
if a first packet is received from a host, rewrite a source link address of the
first packet to a switch link address; and , | _
" if a second packet is received that is destined for the host, rewrite é

destination link address of the second packet to a host link address.

15.  The non-transntory computer readable medium of clalm 14, wherein, when
executed, the instructions cause the switch to: .
determine if the first packet is received from the host by determining if the first
packet has a source internetwork address that is a host internetwork address; and
determine if the second packet |s destined for the host by determining if the
second packet hes a destination internet\'/vorkaddresvs that is the host internetwork

address.
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