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(57) ABSTRACT 
A public key cryptosystem with roaming user capability 
within a network that allows Secure communication between 
users of the System, client machines, and encryption Servers. 
A client machine generates and Stores an encrypted private 
key on an encryption Server. A user may then access the 
encrypted private key from any client machine located on 
the network and decrypt it using a passphrase, thus giving 
the user roaming capability. The private key may then be 
used to decrypt any encrypted messages received. A user can 
generate a digital message, encrypt it with a client recipi 
ent's public key, and transmit it to the encryption Server 
from any client machine on the network. 
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PUBLIC KEY CRYPTOSYSTEM WITH ROAMING 
USER CAPABILITY 

TECHNICAL FIELD OF THE INVENTION 

0001. This invention relates in general to encryption of 
data in communication Systems. In particular, this invention 
relates to a System and method for managing public/private 
key pairs within a cryptosystem having roaming user capa 
bility. 

BACKGROUND OF THE INVENTION 

0002 Encrypted voice and data communication systems 
are well known in the art. These cryptosystems allow a user 
to digitally transmit information to one or more System users 
without it being intercepted and interpreted. This is accom 
plished by encrypting and decrypting the transmitted infor 
mation with what is known as an encryption key. Encryption 
keys may be Secret keys, where a single key is utilized for 
encryption and decryption, or public keys, where two or 
more keys are used. 
0.003 Cryptosystems which utilize secret keys and public 
keys are well known in the art. Each type of cryptosystem 
provides Some degree of privacy and authentication for 
digital communications. Secret-key cryptosystems utilize 
the traditional method known as Symmetric key cryptogra 
phy. In a Symmetric key cryptosystem, a single electronic 
key is used both to encrypt and decrypt the transmitted 
information. Since only one key is used, the Sender must 
provide the receiver with the key by some form of secure 
communication. The lack of a Secure channel, which is 
usually why encryption is used in the first place, makes this 
System mostly obsolete in common practice these dayS. 
0004 Public-key cryptosystems, also referred to as asym 
metric cryptosystems, provide another means of encrypting 
information. Such cryptosystems differ from Secret-key 
cryptosystems in that two or more keys are required as 
opposed to one. In a public-key cryptosystem, each entity 
has a private key and a public key. Public keys are generally 
held in databases run by “Key Certificate Authorities” and 
are publicly known. However, each user's private key is 
known only by that user. Once a Sender encrypts a message 
with a recipient's public key, it can only be decrypted using 
that recipient's private key. Because the computational 
power required to break a key increases exponentially with 
the length of key, longer keys provide greater Security. 

0005 Private keys are usually between 512 and 4096 bits 
long, far too long for the average person to commit to 
memory. For this reason, most users of a public key cryp 
tosystem Store their private key on a personal computer or 
other personal device. The problem with this practice is that 
private key may be lost if the computer Software crashes or 
computer hardware fails. In most cases, the user may have 
not “backed up' their data. This situation occurs more often 
than is convenient. In the event that the user wrote down the 
private key in a "safe' place and then lost it, the result is the 
SC. 

0006 If or when this private key is lost or stolen, and thus 
compromised, a complicated “Key Revocation' proceSS 
occurs. The user must perform the embarrassing task of 
informing all other users with whom he or she communi 
cates with that the public/private key pair is no longer valid, 
and provide them with a new public key to use instead. 
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0007 Another major drawback with current public key 
cryptosystems is that the users must have their private key 
with them to read any of their messages. This becomes a 
problem when the user is traveling and the private key is 
Stored on their personal computer at home. In the current age 
of “roaming email' and other roaming communication, the 
technology is readily available for users to check their 
messages almost anywhere in the World. If the users do not 
have their private key with them, they cannot retrieve their 
messages. If the users do carry their private key with them 
while traveling, there is the risk that the private key may be 
lost or Stolen. Furthermore, it is not always easy or conve 
nient for users to carry around a piece of digital data with 
them that quickly integrates with other digital hardware 
worldwide. 

SUMMARY OF THE INVENTION 

0008. The present invention provides a system and 
method for transmitting Secure digital electronic messages 
over communication channels in a way that Substantially 
eliminates or reduces disadvantages and problems associ 
ated with previously developed cryptosystems. 
0009 More specifically, the present invention provides a 
System and method for providing a public key cryptosystem 
having roaming user capability. The public key cryptosys 
tem with roaming user capability comprises a network 
having multiple client computers and multiple encryption 
Servers. The network allows Secure communication between 
the client computers and the encryption Servers. 
0010. In one embodiment, the client computer executes a 
New User computer program and an Enabler computer 
program to facilitate Secure communication. Both the New 
User computer program and the Enabler computer program 
communicate with a Server computer program located on 
the encryption Server. The New User computer program 
communicates with the Server computer program to gener 
ate a public/private key pair, a user identifier, and a user 
passphrase. The private key is then encrypted with the user 
passphrase yielding an encrypted private key, which is 
transmitted with the public key to the encryption Server. 
0011. The Enabler computer program communicates with 
the Server computer program to enable a user to both read 
encrypted digital messages Sent to him or her and Send 
encrypted digital messages to other users. To read encrypted 
digital messages Sent to a user, the user is first prompted for 
a passphrase. The passphrase is then hashed and transmitted 
to the encryption Server for authentication. Once the hashed 
passphrase is authenticated, the encryption Server transmits 
the user's encrypted private key back to the client computer, 
where it is decrypted. The user may now use the private key 
to read any digital messages he has received. 
0012. The Enabler computer program and the Server 
computer program also work in conjunction to Send 
encrypted digital messages. Once a digital message is gen 
erated, it is encrypted with a client recipient's public key. 
The encrypted message is then transmitted to the client 
recipient computer. 
0013 The present invention provides an important tech 
nical advantage by providing a way to Securely Store a user's 
private key on an encryption Server by Symmetrically 
encrypting it with a passphrase So that no one but the user 
has access to it. 
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0.014. The present invention provides another important 
technical advantage by providing a way to Securely Store a 
user's private key on an encryption Server So a user may 
access the private key from any client machine on the 
encryption Server network, thus providing roaming capabil 
ity. 

0.015 The present invention provides another important 
technical advantage by providing a way to access an 
encrypted private key from any client machine on a network 
by Simply remembering a user passphrase. 
0016. The present invention provides another important 
technical advantage by providing a way to Store an 
encrypted private key on an encryption Server instead of the 
user's client machine, thus preventing the loSS of the private 
key in the event the client machine crashes or fails. 
0.017. The present invention provides another important 
technical advantage by limiting the number of times a user 
may try to log-in to the network per hour So a hacker cannot 
break into the System and retrieve the user's encrypted 
private key. 
0.018. The present invention provides another important 
technical advantage by providing a user friendly public key 
cryptosystem where the user need not understand how to 
generate, Send, or receive a public/private key pair Since all 
this is handled by the New User computer program, Enabler 
computer program and the Server computer program. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.019 For a more complete understanding of the present 
invention and the advantages thereof, reference is now made 
to the following description taken in conjunction with the 
accompanying drawings in which like reference numerals 
indicate like features and wherein: 

0020 FIG. 1 shows one embodiment of a communica 
tions network System comprising an encryption Server, mul 
tiple client machines, multiple users, and communication 
channels in accordance with the invention; 
0021 FIG. 2 shows a diagram of a client machine 
comprising incoming and outgoing communication chan 
nels, a New User computer program, an Enabler computer 
program, memory, and processors, 
0022 FIG. 3 shows a diagram of an encryption server 
comprising incoming and outgoing communication chan 
nels, a New User computer program, an Enabler computer 
program, a Server computer program, memory, proceSSOrS, 
and a database having a plurality of encrypted private keys, 
public keys, user identifiers and hashed passphrases, 
0023 FIG. 4 shows a system diagram of an encryption 
Server downloading a New User computer program, running 
the New User computer program on a client machine, and 
transmitting an encrypted private key and public key back to 
the encryption Server in accordance with this invention; 
0024 FIG. 5 shows a flow chart detailing the functions 
performed by the New User computer program in accor 
dance with this invention; 
0.025 FIG. 6 shows a system diagram of the process of 
logging-in to the encryption Server from a client machine, 
downloading the Enabler computer program to the client 
machine, transmitting a hashed passphrase to the encryption 
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Server, downloading the encrypted private key, downloading 
a client recipient's public key, and generating and Sending an 
encrypted digital message to the encryption Server in accor 
dance with the invention; 
0026 FIG. 7 shows a flow chart detailing the functions 
performed by the Enabler computer program in accordance 
with this invention; 

0027 FIG. 8 shows another embodiment of a commu 
nications network comprising an encryption Server, a plu 
rality of client machines, and a public/private key Server 
located outside the communications network. 

0028 FIG. 9 shows another embodiment of a commu 
nications network comprising an encryption Server, a pop 
Server, and a client machine containing a pop proxy; and 
0029 FIG. 10 shows a network comprising multiple 
encryption Servers all connected to each other through 
communication channels. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0030 Preferred embodiments of the present invention are 
illustrated in the FIGURES, like numerals being used to 
refer to like and corresponding parts of the various drawings. 
0031 FIG. 1 shows one embodiment of the public key 
cryptosystem with roaming user capability 200 of the 
present invention within a communication network System 
1000 comprising an encryption server 105 connected to a 
network of multiple client machines 110 through commu 
nication channels 115 which may each be comprised of a 
Secure Socket layer. The public cryptosystem with roaming 
user capability 200 may have a firewall or any other security 
devices placed between the encryption server 105 and the 
client machines 110 to further secure the encryption server 
105 from being hacked or broken into. 
0032 FIG. 2 shows a client machine 110 which can 
comprise incoming and outgoing communication channels 
115, a memory 205, and one or more processors 210, such 
as microprocessors or digital Signal processors. Memory 205 
can include any Storage medium, including RAM, a hard 
drive, and tape memory. The processors 210 are electrically 
connected to the memory 205 and have access to a New User 
computer program 215 and an Enabler computer program 
220. The New user computer program 215 and Enabler 
computer program 220 may be downloaded from the 
encryption server 105 and stored in memory 205 of client 
machine 110 or directly installed in the memory 205 of client 
machine 110 from Some other source. Both the New User 
computer program 215 and 5 Enabler computer program 220 
communicate with a Server computer program located in 
memory 305 of the encryption server 105. One example of 
a client machine 110 is an IBM compatible computer, 
however, it should be understood that the client machine 110 
can be any communication unit which contains input and 
output communication channels 115, memory 205, and 
processors 210. 
0033 FIG.3 shows an encryption server 105 which may 
comprise input and output communication channels 115, a 
memory 305, a database 315, and one or more processors 
310, Such as microprocessors or digital Signal processors. 
The database 315 may comprise a plurality of encrypted 
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private keys 320, a plurality of public keys 325, a plurality 
of user identifiers 330 and a plurality of hashed passphrases 
335. The user identifiers could be a log-in ID, or a pass 
phrase. The processors 310 are electrically connected to the 
memory 305 and have access to a Server computer program 
335. The Server computer program 335 may be divided into 
two or more Subprograms. The New User computer program 
215 and an Enabler computer program 220 may be resident 
on the encryption server 105 and accessible by the client 
machines 110. One example of an encryption server 105 is 
a Sun Sparc Station 5, however, it should be understood that 
the encryption server 105 can be any communication unit 
which contains input and output communication channels 
115, memory 305, and processors 310. 
0034 FIG. 4 shows one embodiment of the public key 
cryptosystem with roaming user capability 200 where a user 
may access a web page on the client machine 110 and 
download the New User computer program 215 to the client 
machine 110 from the encryption server 105. The New User 
computer program 215 may also be downloaded from a 
server outside the network 1000 or directly loaded on to the 
client machine 110 from another Source. The New user 
computer program 215 directs the client machine 110 to 
generate a user identifier 330, a private key, and a public key 
325. The New User computer program 215 then encrypts the 
private key and transmits the encrypted private key 320 and 
public key 325 back to the encryption server 105. The Server 
computer program 335 directs the encryption server 105 to 
receive the encrypted private key 320 and the public key 325 
from the client machine 110 and store them in the encryption 
Server 105 database 315. 

0035 FIG. 5 shows the steps performed by one embodi 
ment of the New User computer program 215 working in 
conjunction with the Server computer program 335. The 
user first accesses an encryption server 105 from the client 
machine 110 as stated in step 505. The encryption server 105 
may be accessed from the client machine 110 through an 
encryption server 105 web page. The user then downloads 
the New User computer program 215 from the encryption 
server 105 to the client machine 110 in step 510. At steps 
515, 520 and 525 respectively, the New User computer 
program 215, which may be written in a number of different 
computer languages including JAVA, generates a user iden 
tifier 330, private key, public key 325, and prompts the user 
for a user passphrase. The user may choose his own pass 
phrase or let the New user computer program 215 generate 
it for him. True random numbers needed to facilitate key 
generation may be actively or passively generated by the 
user during this time. The New user computer program 215 
then communicates with the Server computer program 335 
and compares the hash of the user passphrase against a large 
database of hashed English words, hashed common nouns, 
and hashed popular Sayings to assure that the hash of the 
passphrase chosen cannot be easily guessed in Step 530. If 
the passphrase is determined to be easily guessable, the user 
has the option to either keep the passphrase or generate a 
new one. The New User computer program 215 then 
encrypts the private key with the passphrase in step 535. The 
private key may be encrypted with a number of different 
ciphers, including a Symmetrical cipher Such as Blowfish or 
DES. In step 540, the encrypted private key 320 and public 
key 325 are then transmitted to the encryption server 105. 
Finally, the Server computer program 335 stores the 
encrypted private key 320 and public key 325 on the 
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encryption server 105 in step 545. In another embodiment, 
the New User computer program 215, the Enabler computer 
program 220, the encrypted private key 320, and other user 
preference information may be Stored on the client machine 
110 as well as transmitting and Storing it on the encryption 
server 105 to save download transmission time. 

0036 By storing the encrypted private key 320 on the 
encryption server 105, the user enjoys some added benefits. 
First, the user may access and download the encrypted 
private key 320 from any client machine 110 on the network 
1000, thus giving the user roaming capability. Second, 
Storing the encrypted private key 320 on the encryption 
server 105 eliminates the need for the user to remember or 
carry his or her private key. All the user needs to remember 
to access the encrypted private key 320 is a passphrase. This 
is considerably easier than remembering a private key which 
may be as large as 2,048 bits. Third, Since the user's private 
key is stored on the encryption server 105 in encrypted form, 
only the user may retrieve and decrypt the private key. 
Neither an encryption server 105 administrator nor anyone 
else would be able to decrypt the private key. 

0037 FIG. 6 shows one embodiment of the public key 
cryptosystem with roaming user capability 200 depicting the 
process by which a client machine 110 transmits a digital 
message to the encryption Server 105. First, the user logs-in 
to the encryption server 105 in step 605. Here, the server is 
authenticated to the user by industry Standard means, Such as 
SSL using authentication certificates. For Security purposes, 
a user may be limited to a certain number of log-in Sessions 
per hour, Such as forty, to prevent Someone from trying to 
break into the network 1000 and obtain a user's encrypted 
private key 320. The encryption server 105 then downloads 
the Enabler computer program 220 to the client machine 110 
in step 610. The user then enters his or her passphrase, 
hashes the passphrase, and transmits the hashed passphrase 
to the encryption server 105 in step 615. In step 620, the 
encryption Server 105 authenticates the hashed passphrase 
and transmits the encrypted private key 320 back to the 
client computer 110. In step 625, the user may decrypt the 
encrypted private key 320 with his or her passphrase, 
generate a digital message, and obtain a message recipient's 
public key 325 from the encryption server 105. Finally, in 
Step 630, the user may encrypt the digital message with the 
recipient's public key 325, optionally signing the digital 
message with the client Sender's private key, and transmit 
the encrypted digital message to the encryption Server 105. 
All public keys 325 of message recipients may be tempo 
rarily or permanently stored on the client machine 110 for 
Speed in future message Sending. 

0038. Once the encrypted digital message is stored on the 
encryption server 105, the client recipient to whom the 
encrypted digital message is directed may retrieve and 
decrypt the encrypted digital message with his private key. 
The digital message may be email, real-time chat, or any 
other form of digital message which may be transmitted over 
the network 1000. 

0039. In another embodiment, the encrypted digital mes 
sage does not have to be stored on the encryption server 105, 
but may instead be transmitted in any convenient way to the 
digital message recipient. For real time data that is time or 
bandwidth sensitive, (e.g., real time voice communication) 
encrypted digital message data may flow directly between 



US 2001/0014158A1 

both communicating client machines 110. The encryption 
Server 105 is only necessary for user key Storage. 
0040. In the process depicted in FIG. 6, the user pass 
phrase, plaint text private key, or encrypted private key 320 
remains on the client machine 110 only for the duration of 
time in which the user is logged-in to the network 1000. As 
Soon as the user logs-off of the network 1000, the passphrase 
is erased from the client machine 110. 

0041. In another embodiment, the user passphrase, or 
private key may not be erased after logging-off the network 
1000. In this embodiment, the user passphrase or private key 
remain on the computer So the user rarely has to retype their 
passphrase or download the encrypted private key 320 from 
the encryption server 105. The user passphrase or plain text 
private key, are never transmitted to the encryption Server 
105. 

0042 FIG. 7 details the functions performed by one 
embodiment of the Enabler computer program 220 working 
in conjunction with the Server computer program 335. In 
step 705, the Enabler computer program 220 first prompts 
the user for a passphrase. The passphrase is then hashed and 
transmitted to the encryption server 105 in steps 710 and 
715. The Server computer program 335 authenticates the 
hashed passphrase and transmits the encrypted private key 
320 back to the client machine 110 in steps 720 and 725. The 
Server computer program 335 may also transmit other user 
information from the encryption server 105 to the client 
machine 110. In step 730, the Enabler computer program 
220 then decrypts the encrypted private key 320 at the client 
machine 110. At this point, the user may use his or her 
private key to access his or her digital messages. 
0043. The Enabler computer program 220 also allows the 
user to generate a digital message and obtain a recipient's 
public key 325 from the encryption server 105 as shown in 
step 735 and 740. Finally, in steps 745 and 750, the Enabler 
computer program 220 encrypts the digital message with a 
client recipient public key 325 and transmits the encrypted 
digital message to the encryption Server 105. A cyclic 
redundancy check (CRC) may be added to the end of the 
digital message before encrypting it for added Security. A 
couple of examples of ciphers which may be used to encrypt 
the digital message are the Standard RSA cipher or the 
Diffie-Helman cipher. 
0044 FIG. 8 shows another embodiment of the public 
key cryptosystem with roaming user capability 1000 where 
the client machines C1 and C2 may communicate with a 
public key server 805 located outside the network 1000. The 
encryption server 105 may also communicate with the 
public key server 805 through communication channel 815. 
Communication with the public key server 805 is made 
possible through a Translator program which may be stored 
on the encryption server 105. First, a user may download the 
Enabler computer program 220 to client machine C1. The 
user may then execute the Enabler computer program 220 
and transmit an encrypted digital message from client 
machine C1 to the public key server 805 through commu 
nication channels 810. A user of client machine C2 may then 
retrieve the digital message from the public key server 805, 
download the Enabler computer program 220 from the 
encryption server 105, and decrypt the retrieved encrypted 
digital message. 
004.5 FIG. 9 shows another embodiment of the public 
key cryptosystem with roaming user capability 200 where a 
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user transmits and receives digital messages through a pop 
proxy 910. This embodiment comprises an encryption server 
105, a client machine 110 containing a pop proxy 910, and 
a pop server 905. A user first downloads a pop proxy 910 
application to his or her client machine 110. The pop proxy 
910 is then installed and configured to be the pop address 
that client machine 110 connects to. The pop proxy 910 is 
connected to and communicates directly with a pop account 
located on pop server 905 through communication channel 
915. The pop proxy 910 is also connected to the encryption 
server 105 through communication channels 115 and has 
access to both the New User computer program 215 and the 
Enabler computer program 220. 
0046) Once the pop proxy 910 is installed and configured 
on the client machine 110, the user may access a web page 
on the client machine 110 and download the New User 
computer program 215 to the pop proxy 910 from the 
encryption server 105. The New user computer program 215 
directs the client machine 110 to generate a user identifier 
330, a private key, and a public key 325. The New User 
computer program 215 then encrypts the private key and 
transmits the encrypted private key 320 and public key 325 
back to the encryption server 105. The Server computer 
program 335 directs the encryption server 105 to receive the 
encrypted private key 320 and the public key 325 from the 
client machine 110 and store them in the encryption server 
105 database 315. 

0047. To transmit a digital message from the system 
depicted in FIG. 9, the user first logs-in to the encryption 
server 105. Here, the server is authenticated to the user by 
industry Standard means, Such as SSL using authentication 
certificates. For Security purposes, a user may be limited to 
a certain number of log-in Sessions per hour, Such as forty, 
to prevent Someone from trying to break into the network 
1000 and obtain a user's encrypted private key 320. The 
encryption server 105 then downloads the Enabler computer 
program 220 to the pop proxy 910. The user then enters his 
or her passphrase, hashes the passphrase, and transmits the 
hashed passphrase to the encryption server 105. 
0048 Next, the encryption server 105 authenticates the 
hashed passphrase and transmits the encrypted private key 
320 back to the client computer 110. The user may now 
decrypt the encrypted private key 320 with his or her 
passphrase, generate a digital message, and obtain a message 
recipient's public key from the pop server 905. Finally, the 
user may encrypt the digital message with the recipient's 
public key, optionally Signing the digital message with the 
client Sender's private key, and transmit the encrypted digital 
message to the pop server 905. All public keys of message 
recipients may be temporarily or permanently Stored on the 
pop proxy 910 for Speed in future message Sending. 
0049. Once the encrypted digital message is stored on the 
pop server 905, the pop server 905 client recipient to whom 
the encrypted digital message is directed may retrieve and 
decrypt the encrypted digital message with his private key. 
The digital message may be email, real-time chat, or any 
other form of digital message which may be transmitted over 
the network 1000. 

0050. In another embodiment, the encrypted digital mes 
sage does not have to be stored on the pop server 905, but 
may instead be transmitted in any convenient way to the 
digital message recipient. For real time data that is time or 
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bandwidth sensitive, (e.g., real time Voice communication) 
encrypted digital message data may flow directly between 
both communicating client machines 110. 
0051. In the process depicted in FIG. 6, the user pass 
phrase, plaint text private key, or encrypted private key 320 
remains on the pop proxy 910 only for the duration of time 
in which the user is logged-in to the network 1000. As soon 
as the user logs-off of the network 1000, the passphrase is 
erased from the pop proxy 910. 
0.052 In another embodiment, the user passphrase, or 
private key may not be erased after logging-off the network 
1000. In this embodiment, the user passphrase or private key 
remain on the computer So the user rarely has to retype their 
passphrase or download the encrypted private key 320 from 
the encryption server 105. The user passphrase or plain text 
private key, are never transmitted to the encryption Server 
105. 

0053 FIG. 10 shows another embodiment of the public 
key cryptosystem with roaming user capability 200 where 
the network 1000 comprises multiple encryption servers 105 
which all communicate with each other through communi 
cation channels 1010. An example of an encryption server 
105 may be a Sun Workstation, or a low cost personal 
computer operating on a Unix System. Each encryption 
server 105 on the network 1000 may contain all or a subset 
of every user's encrypted private key 320, public key 325, 
user identifier 330, or other user information. In this embodi 
ment, the encryption server 105 administrator may have 
access to the private keys specific to each encryption server 
105 on the network 1000. 

0.054 Although the present invention has been described 
in detail, it should be understood that various changes, 
Substitutions and alterations can be made hereto without 
departing from the Spirit and Scope of the invention as 
described by the appended claims. 

What is claimed is: 
1. A System for Sending an encrypted digital message from 

a user at a client Sender computer to a client recipient 
computer over a network, comprising: 

a client computer operable to access an Enabler computer 
program, Said client computer comprising: 

a client memory operable to Store said Enabler com 
puter program, 

a client processor electrically connected to Said client 
memory, Said client processor operable to execute 
Said Enabler computer program Such that Said client 
computer is directed by Said Enabler computer pro 
gram to communicate with a Server computer pro 
gram located on Said encryption Server to: 

allow Said user to enter a user identifier; 

transmit Said user identifier to Said encryption Server 
to verify identity of said user; 

receive a private key encrypted with a passphrase 
from a database located in a memory of Said 
encryption Server, Said private key having a cor 
responding public key forming a public/private 
key pair, 
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use Said passphrase to decrypt Said encrypted private 
key at Said client computer; 

retrieve a user recipient's public key; 
encrypt a digital message with Said user recipient's 

public key; and 
transmit Said encrypted digital message to Said user 

recipient; 
an encryption Server, Said encryption Server operable to 

proceSS requests from Said client computer, Said 
encryption Server comprising: 

a Server memory operable to Store Said Server com 
puter program and a database, Said database com 
prising a plurality of Said user identifiers, 
encrypted private keys, and public keys, and 

a Server processor electronically connected to Said 
Server memory, Said Server processor operable to 
execute Said Server computer program Such that 
Said encryption Server is directed by Said Server 
computer program to communicate with Said 
Enabler computer program to: 
receive and compare Said user identifier against a 
plurality of user identifiers located in Said database 
of Said encryption Server to Verify identity of Said 
uSer, 
retrieve Said encrypted private key from Said 
encryption Server database; and 
transmit Said encrypted private key from Said 
encryption Server to Said user's client computer; 
and 
a network comprising Said client Sender computer, 
Said encryption Server, and Said client recipient 
computer, wherein Said network allows commu 
nication between Said client Sender computer and 
Said encryption Server and further between Said 
encryption Server and Said client recipient com 
puter. 

2. The System of claim 1, wherein Said client computer is 
further operable to Store and access a New User computer 
program, Said client computer processor operable to execute 
Said New User computer program Such that Said client 
computer is directed by Said New User computer program to 
communicate with Said Server computer program to: 

generate Said public/private key pair; 
generate Said user passphrase; 

generate Said user identifier; 
hash said user passphrase; 

transmit Said hash of Said user passphrase to Said encryp 
tion Server to compare against a plurality of hashed 
English words, common nouns, and popular Sayings 
located on Said database of Said encryption Server; 

encrypt Said private key with Said hash of Said user 
passphrase yielding Said encrypted private key; and 

transmit Said encrypted private key and Said public key to 
Said encryption Server. 

3. The system of claim 1, wherein said user identifier is a 
user log-in ID or said user passphrase, and further wherein 
Said user log-in ID or user passphrase is hashed and trans 
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mitted to Said encryption Server and compared against Said 
database of hashed user identifiers to verify the identity of 
Said user. 

4. The System of claim 2, wherein Said encryption Server 
is further operable to execute Said Server computer program 
to communicate with Said New User computer program Such 
that Said encryption Server is directed by Said Server com 
puter program to: 

receive and compare said hash of Said passphrase against 
a plurality of hashed English words, common nouns, 
and popular Sayings located on Said database of Said 
encryption Server; 

compare Said hash of Said passphrase against Said data 
base of hashed passphrases to Verify the identity of Said 
uSer, 

receive Said encrypted private key and Said public key 
paired to Said encrypted private key from Said client 
computer, and 

Store Said encrypted private key and Said public key in 
Said database of Said encryption Server. 

5. The system of claim 1, wherein said Enabler computer 
program is further executable to transmit other user Specific 
information from Said client computer to Said encryption 
Server, Said Server computer program is further executable 
to transmit other user Specific information from Said encryp 
tion Server database to Said client computer. 

6. The System of claim 1, wherein Said user may use any 
client computer on Said network to acceSS Said encrypted 
private key, thus giving Said user roaming capability. 

7. The System of claim 1, wherein Said user passphrase 
remains on Said client computer for the duration of time Said 
user is logged-in to Said encryption Server, further wherein 
Said user passphrase is never transmitted to Said encryption 
Server and is erased from Said client computer when said 
user logs-off Said network. 

8. The System of claim 1, wherein Said user passphrase or 
private key may not be erased after logging-off Said network, 
Said user passphrase or said private key remain on Said 
computer. 

9. The system of claim 1, wherein said encrypted digital 
message resides on Said encryption Server and may not be 
accessed by anyone but an intended user recipient, further 
wherein Said digital message may be in the form of email or 
real-time chat. 

10. The system of claim 1, wherein a secure socket layer 
exists between said client Sender computer and Said encryp 
tion Server, and wherein Said Secure Socket layer also exists 
between Said encryption Server and Said client recipient 
computer. 

11. The system of claim 1, wherein said New User 
computer program and Said Enabler computer program are 
downloaded from Said encryption Server or are directly 
installed on Said client computer. 

12. The System of claim 1, wherein Said private key is 
Symmetrically encrypted with Said passphrase and Stored on 
either Said encryption Server or said client computer. 

13. The system of claim 1, wherein said encryption server 
allows a limited number of log-on attempts. 

14. The System of claim 1, wherein Said digital message 
is encrypted using any public/private key cipher including 
RSA, Elliptical Curve, or Diffie-Helman. 
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15. The system of claim 1, wherein said encrypted digital 
message is transmitted from Said client Sender computer to 
a Server outside Said network, then from Said Server outside 
Said network to Said client recipient computer. 

16. The system of claim 1, wherein said network com 
prises a plurality of client computers and encryption Servers, 
further wherein each encryption Server can communicate 
with every other encryption Server on Said network. 

17. The system of claim 16, wherein each encryption 
Server on Said network contains all or a Subset of every 
user's encrypted private key, public key, user identifier, or 
other user information. 

18. The system of claim 17, wherein each encryption 
Server of Said network has its own public/private key pair, 
further wherein each encryption Server has access to Said 
public/private key pairs of every other encryption Server on 
Said network. 

19. The system of claim 18, wherein only an encryption 
Server administrator has access to Said private keys of each 
encryption Server on Said network. 

20. The system of claim 1, wherein a cyclic redundancy 
check (CRC) is added to the end of Said digital message 
before encrypting it. 

21. The System of claim 1, wherein Said encryption Server 
includes a translator computer program to communicate 
with other public/private key encryption ServerS operating 
under a different Standard certificate of authority. 

22. The System of claim 1, wherein Said public keys are 
Stored on Said encryption Server in plain text form. 

23. The system of claim 1, wherein said Server computer 
program and said New User computer program are divided 
into two or more Subprograms. 

24. The System of claim 1, wherein Said user passphrase 
is generated by Said New User computer program. 

25. The System of claim 1, wherein Said passphrase is 
actively or passively generated by true random numbers. 

26. The System of claim 1, wherein Said encryption Server 
is authenticated to Said user by industry Standard means, 
Such as SSL, using authentication certificates. 

27. The System of claim 1, wherein Said user may option 
ally sign said digital message with Said private key before 
encrypting and transmitting Said digital message to Said 
encryption Server. 

28. The System of claim 1, wherein Said digital message 
contains time or bandwidth Sensitive data, and wherein Said 
digital message need not be transmitted through Said encryp 
tion server, and further wherein said time or bandwidth 
Sensitive data is encrypted and transmitted directly to Said 
client recipient computer. 

29. The System of claim 1, wherein Said passphrase, 
private key, or Said user recipient's public is not erased after 
logging-off Said network, and Said passphrase, Said private 
key, or said user recipient public key remains on Said 
computer. 

30. A method for Sending an encrypted digital message 
from a client Sender machine to a client recipient machine 
comprising the Steps of: 

at Said client Sender machine: 

entering a user identifier; and 
transmitting Said user identifier to an encryption Server; 

at Said encryption Server: 
receiving Said user identifier; 
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comparing Said user identifier against a plurality of user 
identifiers located in a database on Said encryption 
server to verify the identity of said user; 

retrieving a private key encrypted with a passphrase 
from Said database of Said encryption Server, Said 
private key having a corresponding public key, 
thereby forming a public/private key pair; and 

transmitting Said encrypted private key from Said 
encryption Server to Said user's client machine; 

at Said client Sender machine: 

receiving Said encrypted private key from Said encryp 
tion Server; 

decrypting Said encrypted private key with Said pass 
phrase; 

generating a digital message, 
retrieving a user recipient's public key from Said 

encryption Server database; 
encrypting Said digital message with Said user recipi 

ent's public key; and 
transmitting Said encrypted digital message to Said 

client recipient machine. 
31. The method of claim 30, further comprising the 

following StepS prior to entering Said user identifier, 
at Said client Sender machine: 

generating said public/private key pair; 
generating Said user passphrase; 

generating Said user identifier, wherein Said identifier 
can be a user log-in ID, 

hashing Said user passphrase, 
transmitting Said hash of Said user passphrase to Said 

encryption Server to compare against Said database 
of hashed English words, common nouns, and popu 
lar Sayings, 

encrypting Said private key with Said hash of Said user 
passphrase yielding Said encrypted private key; and 

transmitting Said encrypted private key and Said public 
key to Said encryption Server, 

at Said encryption Server: 
receiving Said encrypted private key and Said public 

key; and 
Storing Said encrypted private key and Said public key 

in Said database of Said encryption Server. 
32. The method of claim 30, wherein said user identifier 

is said user's passphrase, further wherein Said user's pass 
phrase is hashed and transmitted to Said encryption Server 
and compared against Said database of hashed passphrases to 
verify the identity of said user. 

33. The method of claim 30, wherein said encrypted 
digital message is transmitted from Said client Sender 
machine to Said encryption Server, then transmitted from 
Said encryption Server to Said client recipient machine. 

34. The method of claim 30, wherein said encrypted 
digital message is transmitted from Said client Sender 
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machine to a server outside Said network then from Said 
Server outside Said network to Said client recipient machine. 

35. The method of claim 30, wherein said passphrase is 
actively or passively generated by true random numbers. 

36. The method of claim 30, wherein said user may 
optionally sign said digital message with Said private key 
before encrypting and transmitting Said digital message to 
Said encryption Server. 

37. A method for Sending an encrypted digital message 
from a client Sender machine to a client recipient machine 
comprising the Steps of: 

entering a user identifier; and 
transmitting Said user identifier to an encryption Server to 

Verify identity of Said user; and 
downloading an Enabler computer program from Said 

encryption Server to Said client Sender's machine, 
wherein Said Enabler computer program is executable 
to communicate with a Server computer program 
located on Said encryption Server to: 
allow said user to enter a user identifier; 

transmit Said user identifier to Said encryption Server to 
verify identity of said user; 

receive a private key encrypted with a passphrase from 
a database located in a memory of Said encryption 
Server, Said private key having a corresponding pub 
lic key, thereby forming a public/private key pair; 

use said passphrase to decrypt said encrypted private 
key at Said client computer; 

retrieve a user recipient's public key from Said encryp 
tion Server database; 

encrypt a digital message with Said user recipient's 
public key; and 

transmit Said encrypted digital message to Said user 
recipient. 

38. The method of claim 37, wherein a New User com 
puter program is downloaded from Said encryption Server to 
said client Seder's machine, further wherein said New User 
computer program is executable to communicate with a 
Server computer program located on Said encryption Server 
to: 

generate Said public/private key pair; 
generate Said user passphrase; 
generate Said user identifier; 
hash said user passphrase; 
transmit Said hash of Said user passphrase to Said encryp 

tion Server to compare against a plurality of hashed 
English words, common nouns, and popular Sayings 
located on Said database of Said encryption Server; 

encrypt Said private key with Said hash of Said user 
passphrase yielding Said encrypted private key; and 

transmit Said encrypted private key and public key to Said 
encryption Server. 

39. The method of claim 37, wherein said user identifier 
is Said user's passphrase, further wherein Said user's pass 
phrase is hashed and transmitted to Said encryption Server 
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and compared against Said database of hashed passphrases to 
verify the identity of said user. 

40. The method of claim 37, wherein said New User 
computer program and Said Enabler computer program are 
directly loaded onto Said client Sender's machine. 

41. The method of claim 37, wherein logging into said 
encryption Server comprises the Steps of finding a log-in web 
page for Said encryption Server on the Internet and typing in 
a user's identifier. 

42. The method of claim 37, wherein said encrypted 
digital message is transmitted from Said client Sender 
machine to Said encryption Server, then transmitted from 
Said encryption Server to Said client recipient machine. 

43. The method of claim 37, wherein a pop proxy appli 
cation is downloaded to a client Sender machine, Said pop 
proxy being installed and configured to be a pop address on 
Said client Sender machine So Said client Sender machine 
may communicate with a pop client through a pop Server. 

44. The method of claim 43, wherein said pop proxy is 
located on Said client Sender or Said client recipient machine 
and is operable to download and run said New User com 
puter program and Said Enabler computer program. 

45. A System for Sending an encrypted digital message 
from a client Sender machine to a client recipient machine 
over a network, comprising: 

a client computer operable to access a pop proxy, Said 
client computer comprising: 
a pop proxy operable to access an Enabler computer 

program, Said pop proxy further operable to transmit 
and receive an encrypted digital message to and from 
a pop SerVer, 

a client memory operable to Store said Enabler com 
puter program, 

a client processor electrically connected to Said client 
memory, Said client processor operable to execute 
Said Enabler computer program Such that Said client 
Sender computer is directed by Said Enabler com 
puter program to communicate with a Server com 
puter program located on Said encryption Server to: 
allow Said user to enter a user identifier; 

transmit Said user identifier to Said encryption Server 
to verify identity of said user; 

receive a private key encrypted with a passphrase 
from a database located in a memory of Said 
encryption Server, Said private key having a cor 
responding public key, thereby forming a public/ 
private key pair; 

use Said passphrase to decrypt Said encrypted private 
key at Said client computer; 

retrieve a user recipient's public key from Said 
encryption Server database; 

encrypt a digital message with Said user recipient's 
public key; and 

transmit Said encrypted digital message to Said user 
recipient; 

an encryption Server, Said encryption Server operable to 
proceSS requests from Said pop proxy, Said encryp 
tion Server comprising: 
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a Server memory operable to Store a Server computer 
program and a database, Said database comprising 
a plurality of Said user identifiers, encrypted pri 
Vate keys, and public keys, and 

a Server processor electronically connected to Said 
Server memory, Said Server processor operable to 
execute Said Server computer program Such that 
Said encryption Server is directed by Said Server 
computer program to communicate with Said 
Enabler computer program to: 
receive and compare Said user identifier against a 
plurality of user identifiers located in Said, data 
base of Said encryption Server to Verify Said user 
identity; 
retrieve Said encrypted private key from Said 
encryption Server database; and 
transmit Said encrypted private key from Said 
encryption Server to Said user's pop proxy; and 

a network comprising Said client Sender computer, 
Said encryption Server, and Said client recipient 
computer, wherein Said network allows commu 
nication between Said client Sender pop proxy and 
Said encryption Server and further between Said 
client Sender pop proxy and Said pop server. 

46. The system of claim 45, wherein said pop proxy is 
further operable to Store and access a New User computer 
program, Said client processor operable to execute said New 
User computer program Such that Said client computer is 
directed by Said New User computer program to communi 
cate with Said Server computer program located on Said 
encryption Server to: 

generate Said public/private key pair; 

generate Said user passphrase; 

generate Said user identifier; 

hash said user passphrase; 

transmit Said hash of Said user passphrase to Said encryp 
tion Server to compare against a plurality of hashed 
English words, common nouns, and popular Sayings 
located on Said database of Said encryption Server; 

encrypt Said private key with Said hash of Said user 
passphrase yielding Said encrypted private key; and 

transmit Said encrypted private key and public key to Said 
encryption Server. 

47. The system of claim 45, wherein said user identifier is 
Said user's passphrase, further wherein Said user's pass 
phrase is hashed and transmitted to Said encryption Server 
and compared against Said database of hashed passphrases to 
verify the identity of said user. 

48. The system of claim 45, wherein said encryption 
Server is further operable to execute Said Server computer 
program to communicate with Said New User computer 
program Such that said encryption Server is directed by Said 
Server computer program to: 

receive and compare Said hash of Said passphrase against 
a plurality of hashed English words, common nouns, 
and popular Sayings located on Said database of Said 
encryption Server; 
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compare Said hash of Said passphrase against Said data 
base of hashed passphrases to Verify the identity of Said 
uSer, 

receive Said encrypted private key and Said public key 
paired to Said encrypted private key from Said pop 
proxy; and 

Store Said encrypted private key and Said public key in 
Said database of Said encryption Server. 

49. The system of claim 45, wherein said encryption 
Server is authenticated to Said user by industry Standard 
means, Such as SSL, using authentication certificates. 
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50. The system of claim 45, wherein said user may 
optionally sign said digital message with Said private key 
before encrypting and transmitting Said digital message to 
Said encryption Server. 

51. The System of claim 45, wherein Said digital message 
is time or bandwidth Sensitive and is not transmitted through 
Said encryption Server, and wherein Said time or bandwidth 
Sensitive data is encrypted and transmitted directly to Said 
client recipient computer. 


