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(57) Abstract: A method of generating a pre-subscription Conditional Access System (CAS) chip is disclosed. In order for a mobile
& terminal to receive a conditional-access broadcasting service, a broadcasting service subscription process has been performed on the
& CAS chip in advance. A CAS Initial Delivery (CID) key is generated using a seed key and an algorithm, stored in an issuance Per-
sonalization Secure Application Module (PerSAM) card, and the generated CID key is registered in the CAS chip. A subscriber key
is generated using a seed key and an algorithm, stored in a subscription PerSAM card. The generated subscriber key is inserted into
a subscription Entitlement Management Message (EMM). A pre-subscription CAS chip is generated by registering the subscription

EMM in the CAS chip in which the CID key is registered.
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Description
SYSTEM AND METHOD FOR PROVIDING CONDITIONAL

ACCESS BROADCASTING SERVICE
Technical Field

The present invention relates, in general, to a system and method for providing a
conditional-access broadcasting service, in which a broadcasting service subscription
process is performed in advance when a Conditional Access System (CAS) chip is
issued, so that a conditional-access broadcasting service can be received using a
mobile terminal in which the corresponding CAS chip is installed, and, more par-
ticularly, to a system and method for providing a conditional-access broadcasting
service, which determines whether access to the broadcasting service of a specific
channel is possible by analyzing the subscription Entitlement Management Message
(EMM) of an installed CAS chip when a request for access to the broadcasting service
of the corresponding channel is made, and which makes a request for subscription to
the broadcasting service of the corresponding channel in order to receive the cor-
responding broadcasting service if it is determined that access to the broadcasting

service of the corresponding channel is not possible.

Background Art

A Digital Multimedia Broadcasting (DMB) service is a broadcasting service that
enables subscribers to view or listen to various types of multimedia broadcasts, such as
video, audio, and data, in a multichannel environment using personal portable
terminals equipped with receiving antennas or mobile terminals for vehicles, even
when the subscribers are outdoors or are traveling.

The DMB service has changed the type of broadcast from a conventional analog type
to a digital type, thereby providing high-quality Compact Disk (CD)-level sound
quality, various data services, bidirectionality, and excellent mobile reception quality,
expanding the concept of existing broadcasts from that of watching and listening to
broadcasts to that of watching, listening to and participating in broadcasts, and
enabling various types of multimedia information, such as news, traffic information,
weather information, geographical information, and moving picture information, to be
transmitted in the form of text and graphics, in addition to music broadcasts.

Meanwhile, since the above-described DMB service is generally a charged service, a
CAS is applied thereto to enforce the conditional access of subscribers.

The CAS performs a conditional-access function by setting viewing levels using a

DMB chip installed in each mobile terminal, and performs a security function of



WO 2009/057857 PCT/KR2008/000616

[7]

[8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

preventing the viewing of a DMB through the illegal use of the DMB chip.

A CAS chip, which is inserted/installed into/in a terminal and is then operated,
performs functions of generating a Control Word (CW), necessary to decrypt
encrypted broadcasting content, based on an Entitlement Control Message (ECM), and
extracting a subscription message and access rights information from an EMM.

A subscription procedure is required in order for the CAS chip to support the normal
viewing of a specific program. The subscription procedure is completed by receiving
the subscription message.

FIG. 1 is a conceptual diagram showing a method by which a mobile terminal uses a
broadcasting service after a conventional CAS chip has been issued.

Referring to FIG. 1, when a CAS chip issuance order is made by a terminal manu-
facturing company 130, a Personalization Secure Application Module (PerSAM)
issuance company 100 issues an issuance PerSAM card, used when important in-
formation is issued to a CAS chip, generates a Called Subscriber Identification (CSID)
list to be stored in each CAS chip, and then provides the CSID list, together with the
issuance PerSAM card, to a CAS chip issuance company 110.

The CAS chip issuance company 110 generates a CAS Initial Delivery (CID) key to
be included in the CAS chip using a seed key and an algorithm stored in the issuance
PerSAM card, received from the PerSAM issuance company 100, and then inputs the
generated CID key to the CAS chip.

Thereafter, the generation of the CAS chip is completed, and the CAS chip issuance
company 110 transmits the generated CAS chip to the terminal manufacturing
company 130.

The terminal manufacturing company 130 installs the CAS chip in a mobile terminal
150, and transmits the results of the installation to a client management server 140.

Thereafter, the client management server 140 transmits the CSID information of the
CAS chip, installed in the mobile terminal 150, to a CAS server 120.

Through the above-described processes, the mobile terminal 150, in which the CAS
chip is installed, is manufactured.

In order to use a broadcasting service using the mobile terminal 150, manufactured as
described above, a user transmits a broadcasting service subscription request message,
used to make a request for subscription to the broadcasting service from the client
management server 140. The broadcasting service subscription request message
includes the CSID information of the CAS chip installed in the mobile terminal 150.

The client management server 140 transmits the broadcasting service subscription
request message to the CAS server 120.

Then, the CAS server 120 approves subscription for the CSID included in the

broadcasting service subscription request message, and then transmits a subscription
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message to the mobile terminal 150. Consequently, the mobile terminal 150 can use
the broadcasting service.

As described above, in order to view a specific program using a mobile terminal in
which a conventional CAS chip is installed, there is inconvenience in that an additional
subscription procedure must be performed.

Furthermore, there is a disadvantage in that a significantly large amount of
bandwidth is required when a subscription message is transmitted in compliance with a
broadcasting service subscription procedure.

Moreover, in order to receive a broadcasting service, an additional subscription
procedure must be performed after a terminal has been purchased, so that there is a dis-

advantage in that the procedure for receiving the broadcasting service is complicated.

Disclosure of Invention
Technical Problem

Accordingly, the present invention has been made keeping in mind the above
problems occurring in the prior art, and an object of the present invention is to provide
a system and method for providing a conditional-access broadcasting service in which
a broadcasting service subscription process is performed in advance when a CAS chip
is issued, so that bandwidth consumed by subscription messages is reduced, thereby
increasing the number of subscribers.

Another object of the present invention is to provide a system and method for
providing a conditional-access broadcasting service which can receive a conditional-
access broadcasting service, even though an additional subscription procedure has not
been performed after a mobile terminal has been purchased.

A further object of the present invention is to provide a system and method for
providing a conditional-access broadcasting service which includes product rights in
formation together with a subscription message when a CAS chip is issued, so thata
corresponding program can be immediately viewed without performing a purchase

procedure for the product.

Technical Solution

According to an aspect of the present invention in order to accomplish the above
objects, the present invention provides a method of generating a pre-subscription
Conditional Access System (CAS) chip, for which a broadcasting service subscription
process has been performed in advance, in order for a mobile terminal to receive a
conditional-access broadcasting service, the method including: a step of generating a

CAS Initial Delivery (CID) key using a seed key and an algorithm, stored in an
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issuance Personalization Secure Application Module (PerSAM) card, and registering
the generated CID key in the CAS chip; and a step of generating a subscriber key using
a seed key and an algorithm, stored in a subscription PerSAM card, inserting the
generated subscriber key into a subscription Entitlement Management Message
(EMM), and generating a pre-subscription CAS chip by registering the subscription
EMM in the CAS chip in which the CID key is registered.

According to another aspect of the present invention, the present invention provides a
method of generating pre-subscription CAS chips, for which a broadcasting service
subscription process has been performed in advance, in order for a mobile terminal to
receive a conditional-access broadcasting service, the method including a step of a
PerSAM card issuance device for issuing a PerSAM card functioning as a device for
authenticating a card and loading a key value, generating a Called Subscriber Iden-
tification (CSID) list, and providing the CSID list to a CAS server and a CAS chip
issuance device; a step of the CAS server generating a subscription EMM for the CSID
list, and providing the subscription EMM to the CAS chip subscription device; a step
of the CAS chip issuance device generating a CID key using a seed key and an
algorithm, stored in an issuance PerSAM card, and registering the generated CID key
in the CAS chip; and a step of the CAS chip subscription device generating a
subscriber key using a seed key and an algorithm, stored in a subscription PerSAM
card, inserting the generated subscriber key into the subscription EMM provided from
the CAS server, and then generating a subscription-completed CAS chip by registering
the subscription EMM in the CAS chip, issuance of which is completed by the CAS
chip issuance device.

According to another aspect of the present invention, the present invention provides a
method of at least one mobile terminal receiving a broadcasting service through a
client management server for storing subscriber information, and a CAS server, the
method including a step (a) of, when a request for access to the broadcasting service of
a specific channel has been made, determining whether the access to the broadcasting
service of the corresponding channel is possible by analyzing the subscription EMM of
an installed CAS chip; a step (b) of, if, as the result of the determination at the step (a),
it is determined that the access to the broadcasting service of the corresponding
channel is not possible, displaying a message inquiring about whether a request for
viewing rights has been made to access the broadcasting service of the corresponding
channel; a step (c) of, if a request command is selected using the displayed message
inquiring about whether the request for viewing rights has been made, transmitting a
viewing rights request message to the CAS server through the client management
server; and a step (d) of, if a viewing rights investment message is received from the

CAS server, receiving the broadcasting service of the corresponding channel.



WO 2009/057857 PCT/KR2008/000616

[30]

[31]

[32]

[33]

[34]

The step (a) step includes determining whether the access to the broadcasting service
of the corresponding channel is possible by checking information about channel
viewing qualification and about a charged channel viewing level included in the sub-
scription EMM of the CAS chip.

After the step (c), the CAS server affiliates the mobile terminal with the broadcast
service of the corresponding channel, and then transmits a viewing rights investment
message to the mobile terminal.

According to another aspect of the present invention, the present invention provides a
system for providing a conditional-access broadcasting service, including one or more
mobile terminals, each configured to include a CAS chip, in which a CID key and a
subscription EMM are registered, determine whether access to the broadcasting service
of a specific channel is possible using the subscription EMM if the corresponding
channel is selected for the access to the broadcasting service, and display a message
inquiring about whether a request for viewing rights has been made if it is determined
that the access to the broadcasting service of the corresponding channel is not possible;
a client management server configured to manage subscriber information, including a
CSID list, in which a broadcasting service subscription process has been performed in
advance when a CAS chip is issued, and transmit a viewing rights request message
when the viewing rights request message is received from one of the mobile terminals;
and a CAS server configured to, when the viewing rights request message is received
from the client management server, perform subscription to the broadcast service of a
channel included in the viewing rights request message, and then transmit a viewing
rights investment message to the mobile terminal.

The mobile terminal, when a request command is selected using the message
inquiring about whether the request for viewing rights has been made, generates the
viewing rights request message, including the identification information of the mobile
terminal and information about the corresponding channel, and then transmits the
viewing rights request message to the client management server.

According to another aspect of the present invention, the present invention provides a
mobile terminal including a wireless transmission/reception unit, an input unit, a
display unit, and an audio unit, and receiving a conditional-access broadcasting
service, the mobile terminal including a CAS chip including a subscription EMM
configured to include a subscriber key, and a CID key; a channel viewing qualification
determination unit configured to, when a broadcasting service access request command
is received through the input unit, determine whether access to the broadcasting service
of a specific channel is possible using the subscription EMM included in the CAS chip,
and if, as the result of the determination, it is determined that the access to the

broadcasting service of the corresponding channel is not possible, display a message
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inquiring about whether a request for viewing rights has been made for the cor-
responding channel on the display unit; and a viewing rights request unit configured to,
if the request command is input through the displayed message inquiring about
whether the request for viewing rights has been made, generate and transmit a viewing
rights request message including the identification information of the mobile terminal
and information about the corresponding channel.

The channel viewing qualification determination unit receives the broadcasting
service of the corresponding channel through the wireless transmission/reception unit
if it is determined that the access to the broadcasting service of the corresponding
channel is possible.

The channel viewing qualification determination unit determines whether the access
to the broadcasting service of the corresponding channel is possible by checking in-
formation about channel viewing qualification and about a charged channel viewing
level included in the subscription EMM of the CAS chip.

According to another aspect of the present invention, the present invention provides a
pre-subscription CAS chip enabling a conditional-access broadcasting service to be
received without performing a subscription procedure when the broadcasting service is
initially used, wherein a subscription EMM including a subscriber key is registered in a
CAS chip in which a CID key is registered.

The CID key is generated using a seed key and an algorithm stored in an issuance
PerSAM card, and the subscriber key is generated using a seed key and an algorithm

stored in a subscription PerSAM card.

Advantageous Effects

As described above, the present invention can provide a system and method for
providing a conditional-access broadcasting service in which a broadcasting service
subscription process is performed in advance when a CAS chip is issued, so that
bandwidth consumed by subscription messages is reduced, thereby increasing the
number of subscribers.

Further, the present invention can provide a system and method for providing a
conditional-access broadcasting service which can receive a conditional-access
broadcasting service, even though an additional subscription procedure has not been
performed after a mobile terminal has been purchased.

Moreover, the present invention can provide a system and method for providing a
conditional-access broadcasting service which includes product rights information
together with a subscription message when a CAS chip is issued, so that a cor-

responding program can be immediately viewed without performing a purchase
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procedure for the product.

Brief Description of the Drawings

FIG. 1 is a conceptual diagram showing a method by which a mobile terminal uses a
broadcasting service after a conventional CAS chip has been issued;

FIG. 2 is a diagram showing a system for issuing a CAS chip and providing a
conditional-access broadcasting service according to the present invention;

FIG. 3 is a flowchart showing a method of generating a pre-subscription CAS chip
according to the present invention;

FIG. 4 is a block diagram schematically showing the configuration of a mobile
terminal in which the pre-subscription CAS chip is installed according to the present
invention; and

FIG. 5 is a flow chart showing a method of providing a broadcasting service using
the mobile terminal in which a subscription-completed CAS chip is installed according

to the present invention.

Best Mode for Carrying Out the Invention

The above-described objects, technical configuration, and consequent effect of the
present invention will be clearly understood through the embodiments of the present
invention below, with reference to the drawings attached to the patent specification for
the present invention.

Although the devices and organizations (companies) for managing the devices,
which will be described below, are the same, they will be described as devices or orga-
nizations (companies) for convenience of explanation.

FIG. 2 is a diagram showing a system for issuing a CAS chip and providing a
conditional-access broadcasting service according to the present invention.

Referring to FIG. 2, the system for issuing a CAS chip and providing a conditional-
access broadcasting service includes a PerSAM card issuance device 200 for
generating a CSID list to be stored in each CAS chip, a CAS server 220 for generating
a subscription EMM for the CSID list, a CAS chip issuance device 210 for generating
a CID key using the issuance PerSAM card, issued from the PerSAM card issuance
company 200, and inputting the generated CID key to the CAS chip, a CAS chip sub-
scription device 230 for generating a subscription-completed CAS chip by registering
the subscription EMM, generated by the CAS server 220, in the CAS chip, the
issuance of which is completed by the CAS chip issuance device 210, a terminal manu-
facturing company 240 for installing the subscription-completed CAS chip in a mobile

terminal 260 and providing the CSID list to a client management server 250, and the
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client management server 250 for transmitting a viewing rights request message to the
CAS server 220 when viewing rights for a specific channel is requested by the mobile
terminal 260.

The PerSAM card issuance company 200 issues an issuance PerSAM card and a sub-
scription PerSAM card, used for a broadcasting service pre-subscription process, and
then provides the issuance PerSAM card to the CAS chip issuance device 210 and
provides the subscription PerSAM card to the CAS chip subscription device 230.

Further, the PerSAM card issuance device 200 generates the CSID list to be stored in
the CAS chip, and then transmits the CSID list to the CAS chip issuance device 210
and the CAS server 220.

When the CSID list is received from the PerSAM card issuance company 200, the
CAS server 220 generates a subscription EMM for the CSID list, and then transmits
the subscription EMM to the CAS chip subscription device 230. The subscription
EMM includes information about the channel viewing qualification of the user of the
mobile terminal and about a charged channel viewing level.

The CAS chip issuance device 210 generates a CID key using a seed key and an
algorithm stored in the issuance PerSAM card, and then completes the issuance of the
CAS chip by registering the CID key in the CAS chip. Thereafter, the CAS chip
issuance company 210 provides the issuance-completed CAS chip to the CAS chip
subscription device 230.

The CAS chip subscription device 230 generates a subscriber key using a seed key
and an algorithm stored in the subscription PerSAM card, inserts the subscriber key
into the subscription EMM transmitted from the CAS server 220, and then registers the
subscription EMM, including the subscriber key, in the issuance-completed CAS chip.
That is, the CAS chip subscription device 230 generates a CAS chip, the pre-
subscription for a broadcasting service of which is completed, by registering the sub-
scription EMM in the issuance-completed CAS chip.

The terminal manufacturing company 240 installs the CAS chip, the subscription of
which is completed by the CAS chip subscription device 230, in the mobile terminal,
and provides a CSID list for a terminal, which operates normally, to the client
management server 250.

The client management server 250 transmits the pre-subscription CSID list,
transmitted from the terminal manufacturing company 240, to the CAS server 220.

Therefore, the client management server 250 and the CAS server 220 function to
manage subscriber information corresponding to the pre-subscription CSID of a
broadcasting service.

A user who purchased the mobile terminal 260, in which the CAS chip generated by

the above-described process is installed, can receive a conditional-access broadcasting
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service without performing an additional subscription procedure. That is, the mobile
terminal 260, in which the generated CAS chip is installed, can receive a broadcasting
service corresponding to a specific channel based on information about channel
viewing qualification and about a charged channel viewing level, included in the cor-
responding subscription EMM, without performing an additional subscription
procedure.

Whether access to the broadcast of a corresponding channel is possible is determined
by analyzing the subscription EMM of the installed CAS chip, and then, if, as the
results of the determination, it is determined that the access to the broadcast of the cor-
responding channel is not possible, the mobile terminal 260 outputs a message
inquiring about whether a request for viewing rights has been made to access the
broadcast of the corresponding channel. If a request command is selected using the
displayed message inquiring about whether a request for viewing rights has been made,
the mobile terminal 260 requests the viewing rights for the corresponding channel from
the CAS server 220 through the client management server 250.

Thereafter, the CAS server 220 invests the viewing rights such that the mobile
terminal 260 can receive a broadcast for the corresponding channel, and then transmits
a viewing rights investment message to the mobile terminal 260.

Therefore, the mobile terminal 260 can receive the broadcast of the corresponding
channel.

FIG. 3 is a flowchart showing a method of generating the pre-subscription CAS chip
according to the present invention.

Referring to FIG. 3, the PerSAM card issuance device generates a CSID list to be
stored in a CAS chip at step S300, and then transmits the CSID list to the CAS server
and the CAS chip issuance device at step S302.

Here, the PerSAM card issuance device issues an issuance PerSAM card and a sub-
scription PerSAM card, used for pre-subscription to a broadcasting service.

The CAS server generates a subscription EMM file for a CSID list, transmitted from
the PerSAM card issuance device, at step S304, and then transmits the subscription
EMM file to the CAS chip subscription device at step S306.

Thereafter, the CAS chip issuance device generates a CID key using a seed key and
an algorithm, stored in the issuance PerSAM card, issued by the PerSAM card issuance
device, at step S308, completes the issuance of the CAS chip by registering the
generated CID key in the CAS chip at step S310, and then provides the issuance-
completed CAS chip to the CAS chip subscription device at step S312.

The process of the CAS server generating the subscription EMM and the process of
the CAS chip issuance device generating the issuance-completed CAS chip can be si-

multaneously realized.
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The CAS chip subscription device generates a subscriber key using a seed key and an
algorithm stored in the subscription PerSAM card at step S314, and inserts the
generated subscriber key into the subscription EMM, transmitted from the CAS server,
at step S216.

Thereafter, the CAS chip subscription device generates a subscription-completed
CAS chip by inputting the subscription EMM to the issuance-completed CAS chip,
transmitted from the CAS chip issuance device, at step S318. Consequently, the CAS
chip includes the subscription EMM, which includes the subscriber key generated by
the subscription PerSAM card and the CID key generated by the issuance PerSAM
card. Here, the subscription-completed CAS chip is a CAS chip in which subscription
to a broadcasting service is performed before the CAS chip is issued.

FIG. 4 is a block diagram schematically showing the configuration of a mobile
terminal in which a pre-subscription CAS chip is installed according to the present
invention.

Referring to FIG. 4, the mobile terminal, in which the pre-subscription CAS chip is
installed, includes a wireless transmission/reception unit 300 for performing wireless
communication, an input unit 310 for receiving user commands, a storage unit 320 for
storing various types of data, a display unit 330 for displaying the current state of the
mobile terminal or the processing state of an event requested by the user, and an audio
unit 340 for outputting voice signals, a CAS chip 350 for storing subscription EMM in-
formation, a channel viewing rights determination unit 360, and a viewing rights
request unit 370.

The CAS chip 350 includes the subscription EMM, including the subscriber key
generated by the subscription PerSAM card and the CID key generated by the issuance
PerSAM card. The subscription EMM includes information about the channel viewing
qualification of the user of the mobile terminal and about a charged channel viewing
level.

Here, the CAS chip 350 of the mobile terminal includes a unique CID key. The CID
key is issued to the CAS chip 350 through the issuance PerSAM card, and a seed key
and an algorithm, used to generate the CID key, are included in the issuance PerSAM
card. The CID key is a key used for encryption/decryption when a broadcasting service
provider transmits a subscription EMM, including a subscriber key, to a mobile
terminal.

That is, the subscription EMM is encrypted using the CID key, and then the
encrypted subscription EMM is transmitted to the mobile terminal. The mobile
terminal decrypts the encrypted subscription EMM using its own CID key, and then
extracts a subscriber key.

Thereafter, a message, transmitted to the mobile terminal, is basically encrypted
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using a subscriber key or a key generated based on the subscriber key, and is then
transmitted. Accordingly, in order to interpret a message transmitted to the mobile
terminal, a subscriber key is necessary.

Conventionally, the subscriber key is included in a subscription EMM, is encrypted
using a CID key, and is then transmitted. However, the subscription EMM is installed
in the CAS chip in advance using the subscription PerSAM card in the present
invention. Therefore, a seed key and an algorithm are included in the subscription
PerSAM card so as to generate a subscriber key.

Briefly, in order to view a broadcast using a mobile terminal, the CAS chip 350 must
include a CID key and a subscriber key. Therefore, the subscriber key is included in
the CAS chip 350, along with the CID key.

When a broadcasting service is initially used, the CAS chip 350 enables a
conditional-access broadcasting service to be received without performing a sub-
scription procedure. The CAS chip 350 is called a pre-subscription CAS chip.

When a broadcasting-service-viewing request command for a specific channel is
input by a user through the input unit 310, the channel viewing rights determination
unit 360 determines whether it is possible to view the corresponding channel using the
subscription EMM included in the CAS chip 350.

If, as the results of the determination, it is determined that it is possible to view the
corresponding channel, the channel viewing rights determination unit 360 receives the
broadcasting service corresponding to the channel through the wireless transmission/
reception unit 300.

If, as the results of the determination, it is determined that it is not possible to view
the corresponding channel, the channel viewing rights determination unit 360 displays
a message inquiring about whether a request for viewing rights has been made to
access the broadcast of the corresponding channel.

The user of the mobile terminal checks the displayed message inquiring about
whether the request for viewing rights has been made. If the user wants to access the
broadcast of the corresponding channel, the user can select a request command.

When the request command is selected through the input unit 310, the viewing rights
request unit 370 generates a viewing rights request message including the iden-
tification information of the mobile terminal and about the corresponding channel, and
then transmits the viewing rights request message to the client management server and
the CAS server through the wireless transmission/reception unit 300.

Thereafter, the CAS server invests viewing rights for a channel included in the
viewing rights request message, generates a viewing rights investment message, and
then transmits the viewing rights investment message to the mobile terminal.

FIG. 5 is a flow chart showing a method of providing a broadcasting service using
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[95]

[96]

[97]

the mobile terminal in which a subscription-completed CAS chip is installed according
to the present invention.

Referring to FIG. 5, when the user of a mobile terminal makes a request for access to
the broadcast service of a specific channel using a menu at step of S400, the mobile
terminal determines whether access to the broadcast service of the corresponding
channel is possible by analyzing the subscription EMM of a CAS chip installed in the
mobile terminal at step S402.

That is, if a broadcasting service viewing request command is input, the mobile
terminal determines whether access to the broadcast service of the corresponding
channel is possible by checking information about channel viewing qualification of the
subscription EMM of the CAS chip and about a charged channel viewing level.

If, as the results of the determination at step S402, it is determined that access to the
broadcast service of the corresponding channel is not possible, the mobile terminal
displays a message inquiring about whether a request for viewing rights has been made
to access the broadcast of the corresponding channel at step S404.

If a user, who checked the displayed message inquiring about whether the request for
viewing rights has been made, wants to access the broadcast service of the cor-
responding channel and selects a request command at step S406, the mobile terminal
transmits a viewing rights request message to the CAS server through the client
management server at step S408. Here, the viewing rights request message includes the
identification information of a mobile terminal and information about a channel for
which it is desired to access a broadcast service.

The CAS server affiliates the mobile terminal with the broadcast service of the cor-
responding channel, and then transmits a viewing rights investment message to the
mobile terminal at step S410.

Consequently, the mobile terminal can receive the broadcast service of the cor-
responding channel.

If, as the results of the determination at step S402, it is determined that access to the
broadcast service of the corresponding channel is possible, the mobile terminal
receives the broadcast service of the corresponding channel at step S412.

It will be apparent to those skilled in the art, to which the present invention,
described above, belongs, that the present invention can be realized using other
preferred embodiments without departing from the technical scope or essential features
of the present invention. Therefore, it should be understood that the above-described
embodiment has been described for illustrative purposes only, and is not intended to
limit the present invention. The range of the present invention is described by the ac-
companying claims, which will be set forth below, rather than the preferred

embodiment, and it should be understood that the meaning and range of the claims, all
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[98]

modifications deduced from equivalent concepts thereof, and modified embodiments
are included in the range of the present invention.
Industrial Applicability

As described above, a system and method for providing a conditional-access
broadcasting service according to the present invention uses a mobile terminal in
which a pre-subscription CAS chip, in which a broadcasting service subscription
process is performed in advance when the CAS chip is issued, is installed, so that it is
suitable for receiving a conditional-access broadcasting service without performing an

additional subscription procedure.
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Claims
A method of generating a pre-subscription Conditional Access System (CAS)

chip, for which a broadcasting service subscription process has been performed
in advance, in order for a mobile terminal to receive a conditional-access
broadcasting service, the method comprising:

a step of generating a CAS Initial Delivery (CID) key using a seed key and an
algorithm, stored in an issuance Personalization Secure Application Module
(PerSAM) card, and registering the generated CID key in the CAS chip; and

a step of generating a subscriber key using a seed key and an algorithm, stored in
a subscription PerSAM card, inserting the generated subscriber key into a sub-
scription Entitlement Management Message (EMM), and generating a pre-
subscription CAS chip by registering the subscription EMM in the CAS chip in
which the CID key is registered.

A method of generating pre-subscription CAS chips, for which a broadcasting
service subscription process has been performed in advance, in order for a
mobile terminal to receive a conditional-access broadcasting service, the method
comprising:

a step of a PerSAM card issuance device for issuing a PerSAM card functioning
as a device for authenticating a card and loading a key value, generating a Called
Subscriber Identification (CSID) list, and providing the CSID list to a CAS
server and a CAS chip issuance device;

a step of the CAS server generating a subscription EMM for the CSID list, and
providing the subscription EMM to the CAS chip subscription device;

a step of the CAS chip issuance device generating a CID key using a seed key
and an algorithm, stored in an issuance PerSAM card, and registering the
generated CID key in the CAS chip; and

a step of the CAS chip subscription device generating a subscriber key using a
seed key and an algorithm, stored in a subscription PerSAM card, inserting the
generated subscriber key into the subscription EMM provided from the CAS
server, and then generating a subscription-completed CAS chip by registering the
subscription EMM in the CAS chip, issuance of which is completed by the CAS
chip issuance device.

The method according to claim 2, wherein the PerSAM card issuance device
issues the issuance PerSAM card and the subscription PerSAM card.

A method of at least one mobile terminal receiving a broadcasting service
through a client management server for storing subscriber information, and a

CAS server, the method comprising:
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a step (a) of, when a request for access to a broadcasting service of a specific
channel has been made, determining whether the access to the broadcasting
service of the corresponding channel is possible by analyzing a subscription
EMM of an installed CAS chip;

a step (b) of, if, as a result of the determination at the step (a), it is determined
that the access to the broadcasting service of the corresponding channel is not
possible, displaying a message inquiring about whether a request for viewing
rights has been made to access the broadcasting service of the corresponding
channel;

a step (c) of, if a request command is selected using the displayed message
inquiring about whether the request for viewing rights has been made,
transmitting a viewing rights request message to the CAS server through the
client management server; and

a step (d) of, if a viewing rights investment message is received from the CAS
server, receiving the broadcasting service of the corresponding channel.

The method according to claim 4, wherein the step (a) step comprises de-
termining whether the access to the broadcasting service of the corresponding
channel is possible by checking information about channel viewing qualification
and about a charged channel viewing level included in the subscription EMM of
the CAS chip.

The method according to claim 4, further comprising, after the step (c), the CAS
server affiliating the mobile terminal with the broadcast service of the cor-
responding channel, and then transmitting a viewing rights investment message
to the mobile terminal.

A system for providing a conditional-access broadcasting service, comprising:
one or more mobile terminals, each configured to include a CAS chip, in which a
CID key and a subscription EMM are registered, determine whether access to a
broadcasting service of a specific channel is possible using the subscription
EMM if the corresponding channel is selected for the access to the broadcasting
service, and display a message inquiring about whether a request for viewing
rights has been made if it is determined that the access to the broadcasting
service of the corresponding channel is not possible;

a client management server configured to manage subscriber information,
including a CSID list, in which a broadcasting service subscription process has
been performed in advance when a CAS chip is issued, and transmit a viewing
rights request message when the viewing rights request message is received from
one of the mobile terminals; and

a CAS server configured to, when the viewing rights request message is received
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[10]

[11]

[12]

from the client management server, perform subscription to a broadcast service
of a channel included in the viewing rights request message, and then transmit a
viewing rights investment message to the mobile terminal.

The system according to claim 7, wherein the mobile terminal, when a request
command is selected using the message inquiring about whether the request for
viewing rights has been made, generates the viewing rights request message,
including identification information of the mobile terminal and information about
the corresponding channel, and then transmits the viewing rights request message
to the client management server.

The system according to claim 7, wherein the mobile terminal does not perform
an additional subscription procedure for the broadcasting service based on the
subscription EMM registered in the CAS chip.

A mobile terminal including a wireless transmission/reception unit, an input unit,
a display unit, and an audio unit, and receiving a conditional-access broadcasting
service, the mobile terminal comprising:

a CAS chip including a subscription EMM configured to include a subscriber
key, and a CID key;

a channel viewing qualification determination unit configured to, when a
broadcasting service access request command is received through the input unit,
determine whether access to a broadcasting service of a specific channel is
possible using the subscription EMM included in the CAS chip, and if, as a result
of the determination, it is determined that the access to the broadcasting service
of the corresponding channel is not possible, display a message inquiring about
whether a request for viewing rights has been made for the corresponding
channel on the display unit; and

a viewing rights request unit configured to, if the request command is input
through the displayed message inquiring about whether the request for viewing
rights has been made, generate and transmit a viewing rights request message
including identification information of the mobile terminal and information about
the corresponding channel.

The mobile terminal according to claim 10, wherein the channel viewing qual-
ification determination unit receives the broadcasting service of the cor-
responding channel through the wireless transmission/reception unit if it is
determined that the access to the broadcasting service of the corresponding
channel is possible.

The mobile terminal according to claim 10, wherein the channel viewing qual-
ification determination unit determines whether the access to the broadcasting

service of the corresponding channel is possible by checking information about
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[13]
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[15]

channel viewing qualification and about a charged channel viewing level
included in the subscription EMM of the CAS chip.

A pre-subscription CAS chip enabling a conditional-access broadcasting service
to be received without performing a subscription procedure when the
broadcasting service is initially used, wherein a subscription EMM including a
subscriber key is registered in a CAS chip in which a CID key is registered.

The pre-subscription CAS chip according to claim 13, wherein the CID key is
generated using a seed key and an algorithm stored in an issuance PerSAM card.
The pre-subscription CAS chip according to claim 13, wherein the subscriber
key is generated using a seed key and an algorithm stored in a subscription
PerSAM card.
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