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DESCRIPTION

Description

Technical Field

[0001] The present disclosure relates to recording communications, and in particular, but not
exclusively, to recording communications transmitted via an Internet Protocol Multimedia
Subsystem.

Background

[0002] There are several circumstances that require the recording of phone communications.
These circumstances generally address one of three purposes: lawful intercept, personal note
taking, and non-repudiation of contracts.

[0003] Providing non-repudiation of verbal agreements and recording of communications that
might result in a financial transaction to avoid issues of insider dealing has been mandated by
government regulation in several countries. In particular, the financial industry has this
requirement. Due to increasing regulatory and compliance requirements for this industry, there
is an increment of the number of countries in which communications are required to be
recorded and there is also a growing requirement to record and store data in the financial
entity's own premises within its own infrastructure.

[0004] Lawful intercept has different considerations and will usually be carried out by
authorities in the relevant jurisdiction. These authorities will typically have some form of
privileged access to a network, rendering the technical considerations involved in lawful
intercept somewhat different from those involved in recording of communications by a private
party such as a bank (even if the communications recording is required to meet a legal
obligation).

[0005] The two-stage dialling service provides recording of calls over a telecommunications
network, however, this procedure can be bypassed.

[0006] Mobile terminals, particularly smart phones, have been programmed to automate the
two-stage dialling and to intercept the normal call progression. However, such applications are
easily bypassed, disabled, or the equipment changed.
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[0007] Lawful intercept is also different in that it does not provision services to subscribers or
employees of subscribers and it operates under specific restraints (it typically must not
interfere with the call if it cannot be recorded).

[0008] Historically, mobile phones provided voice call services over circuit-switched networks,
rather than over Internet Protocol, IP, packet-switched networks. Alternative methods of
delivering voice or other multimedia services are now available on smartphones, for example
Voice over Internet Protocol, but were not initially standardized across the industry. The IP
Multimedia Subsystem or IP Multimedia Core Network Subsystem (IMS) consists of a
standards-based architectural framework for delivering multimedia communications services
such as voice, video and text messaging over IP networks and provides standardization across
the industry.

[0009] Voice over Long Term Evolution (VoLTE) is the industry-recognised solution for

providing a packet voice service, over IP via LTE® access technology. VOLTE uses IMS
technology, which provides a common platform to provide an enriched call experience by also

deploying conversational video (ViLTE - Video over LTE®) and RCS-based (Rich
Communication Services) Enhanced Messaging. Voice Over IP (VoIP), Voice Over New Radio
(MVoNR) and Voice Over WiFi (VoWIiFi) are other industry-recognised solutions.

[0010] With the continuously increasing momentum of LTE® deployments, IMS is seen
throughout the industry as the common service platform for deploying communication services
over IP technology (e.g. VoLTE, VIiLTE, RCS).

[0011] It is desired to more efficiently perform communications recording in a
telecommunications network without limitation to specific network requirements and resorting
to the next-generation mobile networks.

[0012] The document "3rd Generation Partnership Project; Technical Specification Group
Services and System Aspects; 3G security; Lawful interception architecture and functions
(Release 15)", 3GPP TS 33.107, no. V15.6.0 discusses standardisation in the area of lawful
interception of telecommunications. The architecture and functions for lawful interception are
described.

[0013] US 2010/039946 A1 discusses a method for monitoring in a telecommunication system.
The system comprises a service domain that handles session control and a bearer domain
used for transportation of media flow. A request for monitoring of a first party (A) is received by
a Call Session Control Function (CSCF) in the service domain.

Summary

[0014] According to a first aspect of the present disclosure, there is provided a method of
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recording communications transmitted via an Internet Protocol Multimedia Subsystem, IMS,
network, the method comprising: receiving a call request from a first party to call a second
party; querying a database comprising a plurality of subscriber profiles to obtain subscriber
configuration data relating to at least one of the first party and the second party; and based on
the subscriber configuration data: cause a first media stream to be transmitted between the
first party and a Media Resource Function, MRF; cause the MRF to transmit a second media
stream between the MRF and the second party; and cause the MRF to transmit a third media
stream from the MRF to a recording device for recording at least part of a call between the first
party and the second party.

[0015] According to a second aspect of the present disclosure, there is provided an application
server for enabling recording of communications transmitted via an Internet Protocol
Multimedia Subsystem, IMS, network, the application server comprising at least one processor
and memory, the memory comprising computer readable instructions which, when executed by
the at least one processor, cause the at least one processor to: obtain call request data
relating to a call request from a first party to call a second party; obtain subscriber
configuration data relating to at least one of the first party and the second party; and based on
the subscriber configuration data: cause a first media stream to be transmitted between the
first party and a Media Resource Function, MRF; cause a second media stream to be
transmitted between the second party and the MRF; and cause the MRF to transmit a third
media stream from the MRF to a recording device for recording at least part of a call between
the first party and the second party.

[0016] According to third aspect of the present invention there is provided a communications
network adapted to record communications transmitted therethrough, the communications
network comprising: a session border controller for receiving call requests from a first party to
a second party; a database comprising a plurality of subscriber profiles including subscriber
configuration data relating to subscribers of a communications recording service; a Media
Resource Function, MRF; and an application server as described above.

[0017] According to a fourth aspect of the present invention there is provided a user device
comprising at least one processor and at least one computer-readable storage medium, the
computer-readable storage medium storing instructions which, when executed by the at least
one processor, cause the at least one processor to: receive a user input indicative of a
decision to make a call using a call recording service; select an identity associated with the
user device, wherein the selected identity is associated with subscriber configuration data
stored in the database of the communications network according to the third aspect, the
subscriber configuration data specifying a manner in which the call recording service is to be
provided to the user device; and use a Mobile Station International Subscriber Directory
Number, MSISDN, associated with the selected identity to make the call.

[0018] Further features and advantages of the invention will become apparent from the
following description of preferred embodiments of the invention, given by way of example only,
which is made with reference to the accompanying drawings.
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Brief Description of the Drawings

[0019]

Figure 1 is a schematic diagram illustrating user equipment comprising a secure module
according to an example;

Figure 2 is a flow diagram illustrating a method according to an example;
Figure 3 is a schematic diagram illustrating network equipment according to an example; and

Figure 4 is schematic diagram illustrating an application server according to an example.

Detailed Description

[0020] Certain examples described herein provide a method for recording communications
transmitted via an IMS network. The communications either originate or terminate at mobile
devices associated with subscribers of IP multimedia services provided via the IMS network. In
some examples, configuration data relating to the subscriber(s) of the IP multimedia services
are used to configure the call and the recording of at least part of said call.

[0021] Figure 1 illustrates a secure module 100 included in a user device, or user equipment
(UE) 110. The UE 110 comprises at least one computer-readable storage medium 120 and at
least one processor 130. The computer-readable storage medium 120 and the at least one
processor 130 are communicatively coupled such that the processor 130 may execute
instructions stored on the at least one storage medium 120. Examples of UEs, include mobile
terminals such as mobile phones, smart phones, tablets, computers or other cellular network
enabled devices. It will be appreciated that the at least one computer-readable storage
medium 120 may run on mobile devices, desktop computers or web browsers. The at least
one computer-readable storage medium 120 may comprise instructions which, when executed
by the at least one processor 130, may provide a session trigger for a method of recording
communications transmitted via an IMS network. The method of recording communications will
be described below in relation to Figure 2.

[0022] The secure module 100 may comprise a Universal Integrated Circuit Card, UICC, an
electronic UICC, eUICC, an integrated UICC, iUICC, or a soft Subsriber Identity Module, SIM.
In some examples, the methods described herein may be implemented with a UICC, an
eUICC, an iUICC or a soft SIM included in a UE 110 making or receiving a call. In some
examples, the UE 110 may comprise a consumer device, or a machine or object in an Internet
of Things, 0T, or Machine-2-Machine, M2M context.
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[0023] The processor 130 may possess proactive capacity in the sense that it is able to
interact directly with external elements and cause the secure module 100 to send proactive
commands to a cellular network, including data for purposes of identification or authentication
to a cellular network as well as data to be recorded and to trigger the execution of a method of
recording communications transmitted via the IMS network as will be described with respect to
Figure 2.

[0024] Figure 2 illustrates a flow diagram of a method 200 of recording communications
transmitted via an IMS network. The method 200 may be triggered upon making a call from a
mobile terminal 110 registered with a call recording service provided via the IMS network, or
when receiving a call request to call a mobile terminal 110 registered with a call recording
service provided via the IMS network. At block 210, the method 200 comprises receiving a call
request from a first party to call a second party. The call may be initiated at a mobile terminal
110 or at a fixed terminal, a fixed terminal being understood as a user equipment provisioned
with fixed telecommunication services. Examples of fixed terminals including landline
telephones, or other terminals which are located in a particular location and/or which provide
telecommunications services to users via fixed line networks.

[0025] At block 220, the method 200 comprises querying a database comprising a plurality of
subscriber profiles to obtain subscriber configuration data relating to at least one of the first
party and the second party. In an example, the database is a home subscriber server, HSS,
comprising a database storing information relating to subscribers of IP multimedia services.
The subscriber profile configuration data may comprise data relating to the types of services
for which a subscriber is registered and, in some cases, detailed information regarding a
manner in which said I[P multimedia services are provided to the subscriber.

[0026] At block 230, the method 200 comprises causing a first media stream to be transmitted
between the first party and a Media Resource Function (MRF). An MRF is a component of IMS
networks which provides media related functions such as media manipulation, including voice
stream mixing, splitting, forking, and playing of tones and announcements. In the present
example, the first media stream is a Real-time Transfer Protocol, RTP, stream. Although, it will
be appreciated that other suitable protocols may be used for the media stream.

[0027] At block 240, the method 200 comprises causing a second media stream to be
transmitted between the MRF and the second party. The second media stream is also an RTP
stream, although again, other suitable protocols may be used. The first and second media
streams may also be transmitted between the MRF and the second and first parties
respectively in order to provide the call between the first and second parties. Alternatively, the
MRF, may set up further media streams, which are configured end-to-end with the first and
second media streams in order to transmit the media between the first and second parties to
provide the call.

[0028] At block 250, the method 200 comprises causing the MRF to transmit a third media
stream from the MRF to a recording device for recording at least part of a call between the first
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party and the second party.

[0029] In this way, at least part of the call between the first party and the second party is
recorded. This process may occur automatically and without the intervention of either the first
or the second party. The subscriber profile configuration data comprises information relating to
the specific configuration of the call recording as will be described further below.

[0030] In the present example, the recording device is a node located in the IMS network. The
recording device is adapted to receive the third stream and store data received via the third
stream in a storage medium for recording at least part of the call between the first and second
parties. The recording device may be a physical component comprising a processor and a
memory or may be a virtualised component implemented in a server or node in the IMS
network.

[0031] In some cases, the subscriber profile configuration data is processed in order to select
an MRF. For example, the subscriber profile configuration data may be processed to identify a
geographic location of the subscriber of the call recording service, the subscriber being either
of the first or second parties. An MRF which is nearest to either of the first or second parties
may be selected as the MRF. This may reduce call latency, and jitter, which might otherwise
occur if a more distant MRF were to be selected.

[0032] The subscriber profile configuration data may specify other settings relating to the
handling of call recording. For example, the subscriber profile configuration data may be
processed to determine a manner in which the call is established. The manner in which the call
is established may include, but is not limited to, a manner in which any of the first and second
parties are notified that the call is being recorded, and a manner in which the third media
stream is generated.

[0033] In at least some territories it is a legal requirement to inform parties to a call if said call
is being recorded. Accordingly, notifications are transmitted to the parties during the call, by the
MRF. These notifications may take the form of audio notifications played at the start of a call to
inform either or both of the first and second parties that the call is being recorded. Alternatively,
or additionally, notifications in the form of beeps or tones may be played during the call, for
example periodically, to inform either or both of the first and second parties that the call is
being recorded. The precise notification method which is used may be specified in the
subscriber profile to allow reliable notification of the call recording and to allow the settings to
be easily updated and modified based on the territory in which the first or second party are
located.

[0034] The subscriber profile may also specify which recording device is to be used to record
the call. For example, where the subscriber profile configuration data corresponds to the first
party, the first party's subscriber profile may specify that the calls are to be recorded at a
specific recording device located in the IMS network. In this case, the subscriber configuration
profile data may be processed to determine the recording device to which the third media
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stream is to be transmitted from the MRF.

[0035] In alternative examples, recording devices which are external to the IMS network may
be used to record the call, for example third party and cloud-based recording devices may be
used to record the call. In this case, the third media stream may be established by sending a
Session Initiation Protocol, SIP, invite to a Session Border Controller, SBC, associated with the

recording device. An SBC is a 3GPP® compliant network element providing the function of
securing voice over IMS infrastructures while providing interworking between incompatible
signalling messages and media flows from end devices or application servers. In the present

example, the SBC is to be understood as a 3GPP® compliant network element with all
functions and interfaces supporting Proxy Call Session Control Function (P-CSCF), Emergency
Call Session Control Function (E-CSCF), Emergency Access Transfer Function (EATF),
Breakout Gateway Control Function (BGCF), IMS Access Media Gateway (IMS-AGW), IMS -
Application Level Gateway (IMS-ALG), Access Transfer Control Function (ATCF), Access
Transfer Gateway (ATGW), Interconnect Border Control Function (IBCF), Transition Gate\Way
(TrGW). In some examples, a first SBC in the IMS network is sent a SIP invite, and a SIP invite
is then sent to another SBC in different network in which the recording device is located.

[0036] As briefly described above, the MRF is capable of performing a variety of media related
functions, and hence there are a variety of ways in which the call can be recorded. In a first
example, the third media stream transmitted from the MRF to the recording device is
generated by forking either of the first or second media streams. In this way, the third media
stream may transmit media generated by either of the first or second parties to the call to the
recording device, in other words either the caller stream or the called stream. This may be the
case where for example the first party is a subscriber of the call recording service but is not
authorised to cause the recording of the second party's part of the call. This may be the case
where the recording service provided to the first party is configured to record the call at a
recording device owned by the first party's organisation or company.

[0037] In a second example, the third media stream is generated by mixing the first and
second media streams. This may be the case where both parts of the call are to be recorded.

[0038] In a third example, the third media stream is generated by forking either of the first or
second media streams and the MRF is caused to transmit a fourth media stream being
generated by forking the other of the first or second media streams.

[0039] In an example, the method further comprises monitoring whether the third media
stream is delivered to the recording device and performing at least one predetermined action
based on the monitoring. The at least one predetermined action may comprise a variety of
different actions, and in some cases these actions are specified in the subscriber configuration
data. As such, the subscriber profile configuration data may be processed to determine the at
least one predetermined action to be performed. Providing this information in the subscriber
profile allows increased customisability in, and reconfiguration of, the predetermined actions to
meet user and legal requirements.
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[0040] In one implementation, if it is determined in the monitoring that the third media stream
is not being delivered to the recording device, the at least one predetermined action may
comprise stopping transmission of at least one of the first media stream or the second media
stream, in other words the call is terminated. Where call recording is a legal requirement, such
as for financial institutes as specified by the Financial Conduct Authority (FCA), it is desirable to
prevent calls from proceeding unless they are being recorded. To this end, the method
described above provides automatic and efficient handling of call recording for members of
financial institutions who are subscribed to IP multimedia services and in particular call
recording services, in a legal and robust manner.

[0041] Monitoring that the third media stream is delivered to the recording device may
comprises continuously receiving a notification indicating whether the third media stream is
being delivered to the recording device. In this way, continual confirmation that the call is being
recorded is provided, and any short-term or transitory failures in delivery of the third media
stream are identified such that appropriate action can be taken. In some cases, it may be
acceptable for a call to be mostly recorded where brief drops in signal to the recording device
are tolerated, however, in other cases it is desirable, and potentially even legally required, that
an entirety of the call is recorded. In this case, even if there is a momentary lapse in the third
media stream it may be desired that the call recording service cause the call to end to satisfy
these legal requirements. As such, the continual monitoring of the delivery of the third media
stream to the recording device is beneficial.

[0042] Figure 3 shows schematically at least part of an IMS network 300 in which the present
disclosure may be implemented. As above described in relation to Figure 2, the method 200
may be triggered upon making a call from a UE 110 or upon receiving a call request to call a
UE 110, where the UE 110 is associated with a subscriber of the call recording service. In this
example the UE 110 sends an initial call request to call a second UE 310. The user of the UE
110 is the first party initiating a mobile originating (MO) outbound call by dialling the number
associated with the UE 310. The call request reaches the IMS network 300 at an SBC 350. The

SBC 350 being a 3GPP® compliant network element providing the function of securing voice
over IMS infrastructures while providing interworking between incompatible signalling
messages and media flows from end devices or application servers. Signalling communications
between components are shown in Figure 3 using broken lines, and solid lines are used to
show media streams.

[0043] The SBC 350 communicates with a Core Session Manager (CSM) 355 to exchange
information concerning the establishment and control of the call. This communication between
the SBC 350 and the CSM 355 is provided through common channel signalling via a separate
telecommunication channel than that used for transmitting media during the call. Common
channel signalling being understood as the transmission of control information via a separate
telecommunication channel than that used for the communications. The CSM 355 is a node
providing session core functions. In the present example, the CSM 355 is to be understood as
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a 3GPP® compliant network element with all core session and breakout gateway functions and
interfaces supporting Interrogating Call Session Control Function (I-CSCF), Serving Call
Session Control Function (S-CSCF) and Breakout Gateway Control Function (BGCF).

[0044] The information exchanged between the SBC 350 and the CSM 355 may comprise:

a call behaviour query of the calling and/or called party to identify the call behaviour, the call
behaviour being dependent on whether the call is MO, mobile terminating (MT), or both MO
and MT;

a routing query based on the calling and called numbers, associated with UE 110 and UE 310,
to determine if the call is MO, MT or MO to MT;

a call property query to determine the appropriate media to be played to the first and second
party in establishing the call;

a recorder query to identify which recording device will receive at least the third media stream
and store at least part of the call;

a subscriber profile configuration query to determine the operating behaviour of the network for
the subscriber:;

a geographic determination query to select an appropriate MRF to serve the subscriber; and

a service delivery platform operations query to determine the operations for supporting the
subscriber profile.

[0045] The CSM 355 and an application server (AS) 345 communicate through common
channel signalling to exchange information concerning the establishment and control of the
call. This communication may comprise the abovementioned information, exchanged between
the SBC 350 and the CSM 355. The AS 345 obtains call request data relating to a call request
from the first party to call the second party. The call request data may comprise the queries
described above as well as numbers identifying each of the first and second parties, for
example, telephone numbers associated with UE 110 at which the call request originates and
the UE 310 with which a call is to be established. The call request data may be used by the AS
345 to obtain subscriber configuration data.

[0046] The network 300 also includes an Evolved Communications Application Server (ECAS)
360. The ECAS 360 provides IMS application server functions including voice-based
applications like VOLTE, VoIP, VoNR, and VoWiFi. These applications are executed in Runtime
and implement service logic that enables the definition of call flow logic. The ECAS 360 uses
the database 365 as a user data repository for the retrieval of subscriber data in Runtime.

[0047] The CSM 355 and an ECAS 360 communicate through common channel signalling to
exchange information concerning the establishment and control of the «call. This
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communication may comprise the above mentioned information, exchanged between the SBC
350 and the CSM 355. The CSM 355 obtains a call flow logic in the network 300.

[0048] The network 300 includes a database 365 comprising subscriber profiles. The
subscriber profiles include subscriber configuration data. The subscriber configuration data
comprises information relating to services to be provided to subscribers. Subscriber
configuration data may include data relating to call properties, specified recorders to be used
to record said subscribers' calls, a recording configuration, and other relevant information
relating to the subscriber, such as location. In some examples, the database 365 is
implemented in a Home Subscriber Server (HSS). The database 365 may be queried by any
suitable network component. In the present example, the application server 345 queries the
database 365 to obtain subscriber configuration data relating to at least one of the first and
second parties.

[0049] Based on the subscriber configuration data the AS 345 may then cause a first media
stream 320 to be transmitted between the first party and the MRF 340 comprised in the
network 300. This may be performed by instructing the SBC 350 to route a media stream from
the UE 110 to the MRF 340, or to the second UE 310 via the MRF 340. Instructing the SBC
350 may be performed by the AS 345 providing signalling via the CSM 355 or directly to the
SBC 350.

[0050] The AS 345 causes a second media stream 330 to be transmitted between the second
party, associated with the second UE 310 and the MRF 340. This may be performed by
instructing an SBC 370 to route a media stream between the UE 310 and the MRF 340. The
first 320 and second 330 media streams are shown in Figure 3 as comprising multiple legs
although it will be appreciated in practice that each stream may comprise a single leg. To
provide the call between the first party and the second party the first 320 and second 330
media streams may each be routed between the first and second party via the MRF 340, as
shown in Figure 3. In other examples, end-to-end streams are established at the MRF to
provide the call between the first party and the second party.

[0051] The AS 345 also causes a third media stream 380 to be transmitted from the MRF 340
to the recording device 335 for recording at least part of the call between the first and second
parties. As described above, this may be performed by forking either of the first 320 and
second 330 media streams or mixing the first 320 and second 330 media streams. The AS 345
may also cause a fourth media stream to be transmitted from the MRF 340 to the recording
device 335, for example so that the first 320 and second 330 media streams may be recorded
separately at the recording device 335.

[0052] In order to reduce the call latency and improve the call quality and user experience, the
traffic from each of the UEs 110 and 310 is delivered to the closest connection for RTP media
traffic, minimizing RTT, delays and jitter. To achieve this the following configurations are made:

each subscriber to the call recording service is provided a corresponding subscriber profile in
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the database 365 configured to use a Temporary Service Access Number (TSAN) belonging to
a TSAN range configured for each country;

the TSAN ranges to be applied are defined in the network configuration and are triggered by a
service Key in the database 365, depending on the subscriber profile.

[0053] In the present example, the recording device 335 is a physical node located in the IMS
network 300 comprising a processor and a storage medium. The storage medium comprises
computer-readable instructions which, when executed by the processor in the recording device
335, cause said processor to receive at least the third media stream 380 and to record the
data, transmitted via the third media stream 380, to the storage medium. The recording device
335 may be configured to replicate, encrypt and retrieve on demand, communications data
(both voice calls and SMS messages) stored in the storage medium. This recording device 335
may comprise a graphical user interface providing input and/or output user interface functions.
It will be appreciated that a recording device 335 may be a physical node in the network 300 or
may be a virtualised node. The recording device 335 may be a hosted recording device when it
is located within the structure of the network 300 providing the recording service. Alternatively,
the recording device may be an externally hosted recording device located within the premises
of a subscriber to the call recording services, for example at the premises of a financial
institution which procures call recording services via an IMS network 300 as described above.
When a hosted recording device is used, the network 300 will invite this recording device into
the call for recording. When an externally hosted recording device is used, the network will
invite the relevant SBC into the call which will then invite the relevant externally hosted
recording device into the call. For example, a SIP invite may be sent to a relevant SBC
associated with recording device 335.

[0054] The recording device 335 may support session timers, so that it can expect to receive
regular updates within a set time frame. If the session timer is not responded to, the network
may terminate the call. Alternatively, or additionally, the call may proceed and be terminated
either by the first party terminating the call or by the second party terminating the call.

[0055] In an example, the AS 345 is adapted to monitor delivery of the third media stream 380
to the recording device 335 and to perform at least one predetermined action in response to
the monitoring. The AS 345 notifies the MRF 340 if the third media stream 380 is being
delivered to the recording device 335 or not. In some examples, the predetermined action
includes instructing the MRF 340 to stop transmission of either of the first 320 or second 330
media streams if the third media stream 380 is not delivered to the recording device 335.

[0056] In some examples, not illustrated, the recording device 335 may be a primary recording
device and a secondary recording device may also be provided. The primary and secondary
recording devices may be specified in the subscriber profiles for each geographical location. If
the primary recording device is not reachable then the secondary recording device is invited
into the call. Additional recording devices may be available to duplicate the recording, to record
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each of the first 320 and second 330 streams separately or to be used as passive backup if the
first recording device fails.

[0057] The AS 345 may send metadata information to the recording device 335 when the call
is established. The recording device 335 will store this information along with the
communications data received via the third media stream 380.

[0058] In examples, where the subscriber of the recording service is the second party,
associated with the second UE 310 and the first party is calling from a fixed terminal, the user
of the fixed terminal is the first party initiating a MT inbound call by dialling the number
associated to the UE 310. When the call request reaches the mobile network 300 of the
second party 310 receiving the call, IMS network 310 is agnostic to the access network from
which the call originates, and the network 300 performs the method of recording
communications described above in relation to Figures 2 and 3.

[0059] Figure 4 shows schematically, the application server 345 suitable for enabling recording
of communications via the IMS network 300. The application server 345 comprises at least one
processor 410 and memory 420. The memory 420 comprises computer-readable instructions
430a to 430e which when executed by the at least one processor 410 cause the processor 410
to perform the steps as described above. The steps including: obtaining call request data 440
relating to a call request from a first party to call a second party; obtaining subscriber
configuration data 450 relating to at least one of the first party and the second party; and
based on the subscriber configuration data 450: cause a first media stream to be transmitted
between the first party and an MRF; cause a second media stream to be transmitted between
the second party and the MRF; and cause a third media stream to be transmitted from the
MRF to a recording device for recording at least part of a call between the first party and the
second party.

[0060] The AS 345 may also be adapted to process the subscriber configuration 440 to
determine a number of actions and parameters relating to the call recording, as described
above with respect to Figure 2. The AS 345 may be implemented as a computer comprising at
least one processor 410 and memory 420 positioned at a specific location within the network.
Alternatively, the AS 345 may be a distributed computing device wherein the at least one
processor may comprise multiple cores distributed geographically. In some examples, two or
more computers/servers may be used to implement the application server 345. The functions
performed by the application server 345 may be suitably distributed to appropriate hardware
within the network 300.

[0061] The subscriber profiles corresponding to subscribers of the call recording service may
be accessed and/or modified by said subscribers. UE 110 may implement a program, or
application, which provides a user of said UE 110 with an interface to generate and transmit
subscriber reconfiguration data suitable for modifying their subscriber profile. The subscriber
reconfiguration data is transmitted to the database 365 where it is used to modify the
subscriber configuration data associated with the relevant subscriber profile.
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[0062] Returning to Figure 1, a secure module 100 is included in a UE 110 which comprises at
least one computer-readable medium 120 and at least one processor 130.

[0063] For purposes of authentication with the network, the computer-readable storage
medium 120 may use an automatically or on demand provisioned identity. For example, this
identity may be an identity stored in the database 365 and associated to the UE 110.

[0064] A session trigger, to perform a method 200 as described herein, may include making a
call from, or receiving a call at, the UE 110. Alternatively, or additionally, a session trigger may
include the user launching an application on the UE 110 and/or the user launching the
application on the UE 110 and using the application to make a call. In some examples, the
computer-readable storage medium 120 may comprise an application which is capable of
interfacing with a cellular network. Functionalities described herein may be implemented as
part of a service provided by the application comprised in the storage medium 120 which is run
on a user equipment 110. The application may comprise a set of computer-readable
instructions to provide given services, such as call recording via the methods described above,
making and receiving calls at the UE 110 and/or to provide a user interface for users of the UE
110. The application may be downloaded and stored on the user equipment 110 and the
session trigger initiating a user session of the call recording service may be instantiated by the
application. For example, the application may cause a subscriber profile, associated with the
application and/or the UE 110, to be modified to include call recording services as described
above in relation to Figures 2 and 3. In an example, the UE 110, which in some examples may
be referred to as a user device 110, is adapted to receive a user input indicative of a decision
make a call using a call recording service; select an identity associated with subscriber
configuration data stored in the database 365 in the network 300. The subscriber configuration
data specifying a manner in which the call recording service is to be provided to the user
device 110; and use a Mobile Station International Subscriber Directory Number, MSISDN
associated with the selected identity to make the call.

[0065] In some examples, the communications, including call requests, may be made via
desktop or web applications specializing in providing video chat, voice calls and instant

messaging, such as Skype® or Microsoft Teams®, may be recorded according to the method
of recording communications described above in relation to Figures 2 and 3.

[0066] As will be apparent from the description above, the database 365 is a network element
that interfaces with the CSM 355 and the AS 345 and acts as an authentication system for
checking the configuration of subscriber's profile to determine if the subscriber is registered for
call recording services, among other aspects. The AS 345 is a network element that interfaces
with the CSM 355 and the database 365 and acts as a call recording logic system for receiving
the configuration of subscriber's profiles and causing the execution of the relevant actions to
perform the call recording services, among other aspects. The AS 345 engages in information
exchange with the CSM 355 and the SBC 350 to provide the relevant data, such as
subscriber's profile, to enable the performance of the appropriate network behaviour for call
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recording. The AS 345 may run in a virtual application server instance in the mobile network
infrastructure and exchange information with the CSM 355 and the SBC 350 on demand. The
AS 345 has the capacity to identify call behaviour of the calling and/or called party and
determine the MO call behaviour, MT call behaviour and/or an MO call to an MT call behaviour.

[0067] The AS 345 may retrieve the recorded subscriber profile from the database 365. The
profile information may include:

streams configuration - if both streams are to be recorded, mixed, separately or whether only
one stream is to be recorded;

announcements configuration - if a "call is being recorded" announcement is to be played to
caller, called or both users;

ringback tone recording configuration - if the ringback tone is to be included in the stream
recording;

beeps configuration - if beeps are to be included in the call to warn the users that the call is
being recorded;

failure scenario configuration - if upon failure to record the call is to be terminated or is to
continue; and

recording devices configuration - in other words, specifying the recording devices to be used,
for example, whether physical storage mediums or virtualised storage mediums, hosted or
externally hosted, are to be used.

[0068] The AS 345 may be triggered by a call request which is either mobile originating, i.e.
originating from a subscriber of the call recording service, or mobile terminating, i.e.
terminating at a subscriber of the call recording service, and it will have the same behavior in
both cases.

[0069] The AS 345 is implemented using a set of functions, including: initialisation; geographic
determination, Session Description Protocol (SDP) matrix determination, and connectivity
management.

[0070] The initialisation function verifies the validity of the inbound request of recording
communications. The geographic determination function verifies the geographic location of the
subscriber of the call recording service. The SDP matrix determination function determines the
SDP operations specified by the subscriber profile of the subscriber to the call recording
services. The connectivity management function handles SIP interactions between the SBC
350, MRF 340, and the recording device 335.

[0071] The initialisation function represents a bootstrap process of the AS 345, the successful
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outcome of which is loading a subscriber profile and optionally setting session state variables
for specific operating behaviour of later functions. The initialisation function includes, upon
receipt of call request data, verifying the call request and retrieving subscriber configuration
data from the database 365 based on a search.

[0072] Following the completion of the initialisation function, the geographic determination
function selects an MRF hosted in the same data centre as an SBC which is serving the
subscriber, this is achieved by reading the session state variable. In the event of a failure to
fetch an MRF allocation based on the executed function, a fallback or default MRF may be
defined based on the home country of the subscriber or a local backup MRF hosted in the
same data centre as the SBC which is currently serving the subscriber may be selected.

[0073] Following the completion of the geographic determination function, the SDP matrix
determination function will determine the session description protocol operations for supporting
the subscriber's profile and pass the outputs to the connectivity management function together
with setting session state variables read from the subscriber profile. The connectivity
management function contains the decision logic of which specific type of recording will be
implemented by analysing data from the recorded subscriber's profile, i.e. the subscriber
configuration data stored in the subscriber's profile.

[0074] Upon completion of the functions implemented by the AS 345 as described above, the
relevant data is passed to the CSM 355, the SBC 350, and the MRF 340 is invoked by the AS
345, in order to set up the call and call recording services according to the call request data
and the outcomes of the functions implemented by the AS 345.

[0075] The above embodiments are to be understood as illustrative examples of the invention.
Further embodiments of the invention are envisaged. It is to be understood that any feature
described in relation to any one embodiment may be used alone, or in combination with other
features described, and may also be used in combination with one or more features of any
other of the embodiments, or any combination of any other of the embodiments. Furthermore,
equivalents and modifications not described above may also be employed without departing
from the scope of the invention, which is defined in the accompanying claims.
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OPTAGELSE AF KOMMUNIKATIONER
PATENTKRAV

1. Fremgangsmade (200) til optagelse af kommunikationer overfort via et Internet Protocol Multimedia
Subsystem-, IMS-, netvaerk (300), hvilken fremgangsmade omfatter:

modtagelse af en opkaldsanmodning fra en ferste part om at foretage opkald til en anden part;

at foresporge en database (365), der omfatter en flerhed af abonnentprofiler, om at indhente
abonnentkonfigurationsdata vedrerende mindst én af den forste part og den anden part; og

baseret pa abonnentkonfigurationsdataene:

bevirke, at en forste mediestrom (320) overfores mellem den ferste part og en Media Resource
Function, MRF (340);

bevirke, at en anden mediestrom (330) overfores mellem den anden part og MRF’en (340); og

bevirke, at MRF en (340) overforer en tredje mediestrom (380) fra MRF en til en optageenhed (335)
for optagelse af mindst en del af et opkald mellem den forste part og den anden part.

2. Fremgangsmade ifelge krav 1, hvor abonnentkonfigurationsdatacne behandles for at vaelge MRFen.
3. Fremgangsmade ifelge et hvilket som helst foregiende krav, og som omfatter:

overvagning af, om den tredje mediestrom leveres til optageenheden; og

udforelse af mindst én forudbestemt handling baseret pa overvagningen,

eventuelt hvor overvagningen omfatter kontinuerlig modtagelse af en notifikation, der indikerer, om
den tredje mediestrom leveres til optageenheden.
4. Fremgangsmade ifelge krav 3, hvor abonnentkonfigurationsdataene behandles for at bestemme den
mindst enc forudbestemte handling, der skal udferes,

eventuelt hvor, hvis det bestemmes i overvagningen, at den tredje mediestrom ikke leveres til
optageenheden, den mindst ene forudbestemte handling omfatter standsning af overfersel af mindst én af den
forste mediestrom eller den anden mediestrem.
5. Fremgangsmade ifolge et hvilket som helst foregiende krav, hvor den optageenhed, hvortil den
tredje mediestrom overfores, bestemmes ved behandling af abonnentkonfigurationsdataene.
6. Fremgangsmade ifelge et hvilket som helst foregiende krav, hvor abonnentkonfigurationsdataene
behandles for at bestemme en made, hvorpa opkaldet etableres, som indbefatter en hvilken som helst af:

en made, hvorpa en hvilken som helst af den forste part og den anden part underrettes om, at opkaldet
optages; og

en made, hvorpa den tredje mediestrom genereres,

eventuelt hvor den tredje mediestrom genereres ved forgrening af enten den forste eller anden
mediestrom.
7. Fremgangsméde ifolge krav 6, hvor den tredje mediestrom genereres ved blanding af den forste eller
anden mediestrom.
8. Fremgangsmade ifolge et hvilket som helst af kravene 1 til 5, hvor den tredje mediestrom genereres

ved forgrening af enten den forste eller anden mediestrom, og MRF en foranlediges til at overfore en fjerde
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-0
mediestrom fra MRF en til optageenheden, hvor den fjerde mediestrem genereres ved forgrening af den anden
af den forste eller anden mediestrom.

9. Applikationsserver (345) til etablering af optagelse af kommunikationer overfert via et Internet
Protocol Multimedia Subsystem-, IMS-, netvark (300), hvilken applikationsserver (345) omfatter mindst én
processor og hukommelsen, hvor hukommelsen omfatter computerlasbare instruktioner, der, nar de udferes

af den mindst ene processor, foranlediger den mindst ene processor til at:

indhente opkaldsanmodningsdata vedrerende en opkaldsanmodning fra en ferste part om at foretage
opkald til en anden part;

indhente abonnentkonfigurationsdata vedrerende mindst én af den ferste part og den anden part; og

baseret pa abonnentkonfigurationsdataene:

bevirke, at en forste mediestrom (320) overfores mellem den ferste part og en Media Resource
Function, MRF (340);

bevirke, at en anden mediestrem (330) overfores mellem den anden part og MRF’en (340); og

bevirke, at MRF en (340) overforer en tredje mediestrom (380) fra MRF en (340) til en optageenhed
(335) for optagelse af mindst en del af et opkald mellem den ferste part og den anden part.

10. Applikationsserver ifelge krav 9, hvor hukommelsen omfatter computerlesbare instruktioner, der,
nar de udfores af processoren, bevirker, at processoren behandler abonnentkonfigurationsdataene for at vaelge
MRF en.
11. Applikationsserver ifelge krav 9 eller krav 10, hvor hukommelsen omfatter computerlesbare
instruktioner, der, nar de udferes af processoren, foranlediger processoren til at:

overvage levering af den tredje mediestrom til optageenheden; og

udfere mindst én forudbestemt handling baseret pa overvagningen,

eventuelt hvor overvagning af levering af tredje mediestrom til optageenheden omfatter kontinuerlig
modtagelse af notifikation om, at den tredje strom leveres til optageenheden.
12. Applikationsserver ifelge krav 11, hvor applikationsserveren er tilpasset til at behandle
abonnentkonfigurationsdataene for at bestemme den mindst ene forudbestemte handling,

eventuelt hvor, hvis det bestemmes i overvagningen, at den tredje mediestrom ikke leveres til
optageenheden, den mindst ene forudbestemte handling omfatter standsning af overfersel af mindst én af den
forste eller anden mediestrom.
13. Kommunikationsnetvark (300) tilpasset til at optage kommunikationer overfort derigennem, hvilket
kommunikationsnetvark (300) omfatter:

en Session Border Controller, SBC, til modtagelse af opkaldsanmodnings fra en forste part til en
anden part;

en database (365), der omfatter en flerhed af abonnentprofiler, som indbefatter
abonnentkonfigurationsdata vedrerende abonnenter af en kommunikationsoptagelsestjeneste;

en Media Resource Function, MRF (340); og

en applikationsserver (345) ifelge et hvilket som helst af kravene 9 til 12.
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14. Kommunikationsnetvark ifelge krav 14, og som omfatter optageenheden.
15. Brugerenhed (110), der omfatter mindst én processor og mindst ¢t computerlesbart lagringsmedium,

hvilket computerlasbart lagringsmedium lagrer instruktioner, der, nar de udferes af den mindst ene processor,
foranlediger den mindst ene processor til at:

modtage et brugerinput, der angiver en beslutning om at foretage et opkald ved hjzlp af en
opkaldsoptagelsestjeneste;

valge en identitet forbundet med brugerenheden, hvor den valgte identitet forbindes med
abonnentkonfigurationsdata lagret i database (365) for kommunikationsnetvearket ifolge krav 13 eller krav
14, hvor abonnentkonfigurationsdataene nermere angiver en made, hvorpa opkaldsoptagelsestjenesten skal
leveres til brugerenheden (110); og

anvende ¢t Mobile Station International Subscriber Directory Number, MSISDN, der er forbundet
med den valgte identitet for at foretage opkaldet
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