wo 2013/188629 A2 || N0FVY A0SO O R0 A

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2013/188629 A2

19 December 2013 (19.12.2013) WIPO | PCT
(51) International Patent Classification: (74) Agent: ZAVORAL, Julie; GTC Law Group LLP & Affili-
HO04W 84/02 (2009.01) HO4W 16/00 (2009.01) ates, ¢/o CPA Global, P.O. Box 52050, Minneapolis, Min-
ta 55402 (US).
(21) International Application Number: fesota (US)

PCT/US2013/045581 (81) Designated States (unless otherwise indicated, for every
. o kind of national protection available). AE, AG, AL, AM,
(22) International Filing Date: AO, 151", AU, Ag, BA, BB, BG, BH), BN, BR, BW, BY,
13 June 2013 (13.06.2013) BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
(25) Filing Language: English DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
Lo . HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KN, KP, KR,
(26) Publication Language: English KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
(30) Priority Data: MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
61/659,174 13 June 2012 (13.06.2012) Us OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SC,
13/667,424 2 November 2012 (02.11.2012) Us SD, SE, 8G, 8K, SL, SM, ST, SV, 8Y, TH, T], TM, 1N,

13/755,808 31 January 2013 (31.01.2013) Us TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
13/860,711 11 April 2013 (11.04.2013) US  (84) Designated States (unless otherwise indicated, for every
13/916,338 12 June 2013 (12.06.2013) us kind of regional protection available): ARIPO (BW, GH,
(71) Applicant: ALL PURPOSE NETWORKS LLC GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
[US/US]; 19 Chesterfield Drive, Chester, New Jersey UG, ZM, ZW), Burasian (AM, AZ, BY, KG, KZ, RU, TJ,
07930 (US). TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
(72) Inventors: RUBIN, Harvey; 26 Brookfield Way, Morris- MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,

town, New Jersey 07960 (US). BREWINGTON, James,
Keith; 19 Chesterfield Drive, Chester, New Jersey 07930
(US). SAWKAR, Anil S.; 20 Hansom Road, Basking

TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Ridge, New Jersey 07920 (US). POTICNY, David M.; 7 Fublished:

Valley Forge Drive, Whippany, New Jersey 07981 (US).

without international search report and to be republished
upon receipt of that report (Rule 48.2(g))

(54) Title: METHODS AND SYSTEMS OF AN ALL PURPOSE BROADBAND NETWORK

(57) Abstract: The present disclosure is related to a large-scale broadband wireless network capable of providing a very high wire-
less data capacity. The broadband wireless network may combine proven leading edge commercial wireless design and architecture
methodologies with advanced RF technologies to substantially improve spectrum efficiency, spectrum usage, and data performance,
including beam forming, optimization servers, beam forming operations, locating and tracking user equipment, data transmission and
reception control, reduction of inter-cell interference, delivery of real-time services, conserving back-haul, integration of a sensor
platform, capability for implementing a dual-use network, data rate priority usage, usage-data reporting, mobile base-station replace-
ment, and active hot standby redundancy.



WO 2013/188629 PCT/US2013/045581

METHODS AND SYSTEMS OF AN ALL PURPGSE
BROADBAND NETWORK

CROSS-REFERENCE TO RELATED APPLICATIONS

{60011 This application is a confinuation-in-part of U.S. patent application serial
no. 13/916,338 filed Junc 12, 2013, U.S. patent application serial no. 13/755,808 filed Jan.
31, 2013, and U.S. patent application serial no. 13/860,711 filed April 11, 2013, which are
cach countinuation-in-part applications ot U.S. patent application serial no. 13/667,424, filed
November 2, 2012, which claims the benefit of U.S. provisional patent application
61/659,174, filed June 13, 2012, Al of these applications are incorporated herein by

reference in their entirety.
BACKGROUND
{6002} This disclosure refates to broadband networks, and more specifically to

methods and systeras for increasing bandwidth in a large arca broadband network,

Description of Related Art

{0803] Wireless networks are deployed ubiguntously across the globe, with each
new standardized air interface supplying ever-higher data rates to users, However, the
popularity of data applications, and especially of video applications, is becoming so great that
even the high data rates and increased capacity offered by 3G and 4G networks do not meet
the current and expected demands for bandwidth, Several factors combine to make it difficult
to meet these user demands. Onge is the air interface itself. New standards such as 3GPP
{Third Generation Partnership Project) LTE (Long Term Evolation), offer the possibility of
providing user data rates of ap to 10 Mbps, 20 Mbps, or even higher. However, becanse of
the way uscrs are generally distributed across the coverage arca of a tranamitting Cell, an
average Cell throughput of arcund 13 Mbps may be expected. This is not enough to supply
video services to more than a handful of users. Henee, it is necessary to improve the
utihization of the LTE air interface. Furthermore, inter-cell interference caused by the overlap
of RF signals between transmitting Cells reduces the data rates and capacities that may be
provided to users who are located in the boundaries between Cells. Any method of reducing,
or climinating, this inter-cell interforence will improve the system capacity and throughput,
and offer improved quality of service 1o these users. Another factor is the over-utilization of

the back haul facility that connects an LTE Basc Station {eNB) to the Enhanced Packet Core
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(EPC) network. Facilities that operate at one Gbps may not be deployed to reach all base
stations, and hence, a moderate number of users of video applications may easily use so much
back haul bandwidih that other services cannot be provided to the remaining users. Another
factor is the way in which servers are deploved to bring services to wireless users. These
servers are external to the wireless network, and may be located at great distances from the
user access point in the wireless network. Long packet transit delays (latency) between the
service program that runs on the server and the user access point in the wireless network may
result in a poor user experience in using the service.

{8004] The US Government needs to take advantage of the plethora of new user
devices being produced to run on new wircless networks like LTE. It s becoring less
attractive for the Government to use proprictary systems for their wireless compmnications
needs. The expense involved in acquiring new spectrum, and the coincidence of needs of US
Government users and of general users, suggest that a standard LTE network be used
concurrently by both types of users. In this shared system, during an emergency, it is
necessary for the Government to be able to implement prioritized access for authorized
governpment use of the network, or of a part of the network, necessarily excluding use for
non-governrnent purposes when capacity is exhausted. This behavior may not be available 1o
today’s wireless networks to the degree required by the government. Furthermore,
government and commercial applications are more and more using sensors of all types to
gather information. A wireless network that has the ability to acquire, process, store, and
redistribute the sensor data efficiently and quickly is not available. Also, during military
operations, or during emergencies, the ad hoc deployment of an LTE wircless network may
be the best way to provide wireless service to emergency responders, to US armed forces, or
to the general public. An ad boc network may use aithorne base stations that are deployed
above the disaster area, or arca of operation. In the case of an airborne ad hoc network
deployment (or of other deployments involving mobile base stations), the network must be
kept running as the airborne, or mobile, base stations need to be taken out of service becaunse

of low fuel or power, or because of loss of the airbome, or mobile, vehicle.

SUMMARY

{0005] Beam forming techuiques have been used for many vears in the areas of
audio signal processing, sonar signal processing, and radio frequency signal processing to
improve the operation of the system. In many cases, these systems locate a transmitting or

receiving point, and then focus the systern antennas to create a beam for that point. Among
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the teachings presented herein are those that disclose systems that operate in a different
manner, and which take advantage of the fact that in cellular LTE Systems, user devices are
scheduled either to roceive a transmission, or to gencrate a transmission. Such systeros do
not focus an antenna beam on g particular user, but rather, for frequency division duplexing
{FDD) systems, generate in each of m 1 msec intervals a different pattern of N non-
overlapping fixed position RF beams; for a time division duplexing (TDD) system, one of m
different patterns of N fixed position RF beams is generated in each 1 msec non-S sub-frame
of cach LTE frame. Each RF beam covers a sub-area of the total Cell coverage area. The total
collection of m times N RF beam patterns covers the area of the Cell. After m milliseconds in
an FDD systern, the RF bearn patterns repeat; the beam patterns repeat after 10 msec ina
TDD systern, The RF beam patterns thus appear to rotate periodicaily over the Cell coverage
area. Users are scheduled for transmission or reception only when a beam is focused on the
beam sub-area that includes the user location. Such systems are referred to herein by terms
such as “Agile Beam Forming system,” “agile beam system,” and “periodic beam forming
system,” and include a cellular LTE base transceiver station operating in a frequency division
duplexing mode, or in a time division duplexing mode.

{0006] In a celhular LTE system, downlink transmissions may be scheduled by
software in the base station called the Scheduler. The Scheduler may also grant permission
for uplink transmissions from the UE. In this way, the bandwidth available via the ETE air
interface is allocated to different users at different times in 8 manner determined by the
Scheduler. Hence, when an Agile RF heam forming techuique is used, it is troportant for the
Scheduler to know the current location of cach UE to the accuracy of an R¥ beam sub-area,
so that, in a particudar | msec interval, it can give uplink transmission grants only to those
UEs i one of the N RF bearn sub-areas about to be focused by the RF bearn forming
subsystern in that I msec interval. Likewise, the Scheduler may need to schedule downlink
transmissions only to those UEs known to be located in one of the N RF beam sub-areas
about to be ithiminated by the RF beam forming subsystem operation.

{60671 Two aspects of locating the UE within an RF beam sub-area are
determining the RF beam location when the UFE first accesses the CeH (ie., after the Random
Access procedure, or after a Handover procedure, or after a Service Request procedure), and
then tracking the UE across the RF beam sub-areas as the UE moves throughout the Cell
coverage area. Two methods may be available for developing algorithms for locating the UE
within an RF beam and for tracking 3 UE across RF beams, namely, Channel Quality

Indicator (CQI) measurements, and Soanding Reference Signal (SRS) measurements. A CQI
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measurement may be returned by 3 UE after it measures a channel quality signal that is
tranamitted by the Cellular wireless RF base station. An SRS signal may be transmitted by
the UE, and detected by the Cellular wireless RF base station. Heunce, CQI may be used 1o
determine the downlink channel quality, while SRS may be used to determine the uplink
channel quality.

{0508] In an LTE TDD system, the same frequency band is used for both uplink
and downlink transnussions, and hence, #t may be expected that using cither an uplink
measurement, or using a downlink measurement, of the RF channel condition in each RF
beam results in the same determoination of the beam that best covers the current UE location.
LTE FDD systeros use different frequency bands for uplink and downlink transoussions, and
hence, in RF environments where multipath reflections are prevalent, it may be expected that
a measurement of the downlink channel and a measurement of the uplink channel may result
in different determinations of the RF beam that best covers the current UR location. Hence,
both a CQl-based algorithm and an SRS-based algorithm may be used to determine an RF
beam for downlink transmissions to the UE, and an RF beam for uplink transmissions from
an UE.

{0009] This disclosure relates 1o a systern for supporting celiular mobile
transceiver device communications, which includes a plurality of cellular LTE base
transceiver stations, each cellular LTE base transceiver station in RF communication with a
phurality of mobile transceiver devices in an RF coverage area, the cellular LTE base
transceiver station including an agile beam fornung anteuna system that 1s adapted to provide
full coverage of the cell coverage arca by generating a number m different sets of fixed-
position patteros of a number N RF beams, each RF beam sized to cover a sub-area of the cell
coverage arca with the cell coverage area being covered with the number ro tumes the number
N RF beam patterns. The cellular L'TE base transceiver station is adapted to provide at least
one of: RF frequency division duplexing (FDD) communication with the plurality of mobile
transceiver devices, wherein | <m <4; RF time division doplexing (TDD) communication
with the plurality of mobile transceiver devices, wherein | <m <3 and o s determined at
least in-part based on a selected LTE TDD uplink/downlink (U/D) configuration; and a
configuration of selected RF beams which is constrained such that whenever an RF beam is
focused on a sub-arca of the cell coverage arca of a first cellular LTE base transceiver station
that is adjacent to the cell coverage area of a second cellular LTE basc transceiver station, the

RF beam patiern in the adjacent cell coverage area of the second cellular LTE base
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transceiver station is such that none of its RF beam sub-areas are adjacent to the RF beam
sub-area in the cell coverage arca of the first cellalar LTE base transcetver station.

{001 6] The system also may include a digital baseband processing and RF facility
adapted to conmunicate with the plurality of mobile transceiver devices through a cell-wide
RF transmit signal, a cell-wide RF receive signal, phis a number m different sets of fixed-
position patterns of a number N RE transmit beams and a namber N RF receive beams; a
back haul network; and a base station optimization server. The base station optimization
server 18 connected to the cellular LTE base transceiver station and to the back haul network
in parallel with the cellular LTE base transceiver station, and may include at leastone oft a
publish-subscribe broker communications facility adapted to publish for an application s
streamning, or other, application data to the plurality of mobile transceiver devices; and a base
station optimization server usage data reporting facility for collecting and reporting service
and data usage for each of the plurality of mobile transceiver devices in the RF coverage area.

{6011} The system may also include a regional optimization server
communicatively connected with a public data network gateway (PGW) on a public data
network side of the PGW and adapted to (a) run an application for providing services to at
least one moobile transceiver device and (b) transfer the application’s functionality for the at
ieast one mobile transceiver device to the base station optimization server based on a usage
characteristic of the at least one mobile transceiver device.

{8012} The system may also inclode a wireless control facility cornmunicatively
connected with the regional optumization server and at least one of the plarality of cellular
LTE base transceiver stations through the back haul network, and a processor-based
schedaler facility in commumicative connection with the celtular LTE base transceiver
station. The scheduler tacility may schedule comamunications between the cellular LTE base
transcetver station and the plurality of the mobile transceiver devices, wherein the scheduler
facility schedules communications with a target mobile transceiver device to take place in
one of the m times N RF beams based on a location determination of the target mobile
transceiver device within the cell coverage area determined through a location determination
algorithm that utilizes at least one of a channel quality indicator measurement and a sounding
reference signal measurement collected through a commumicative interaction between the
celtular LTE base transceiver and the target roobile transceiver device, and the access of cach
mobile transcetver device to the LTE air interface based on a data rate priority value assigned
to each of the plurality of mobile transceiver devices currently accessing the LTE network

through the cellular LTE base transcetver station associated with the scheduler.

2%
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{B013] The system may inchude a plurality of sensors deploved in the coverage
arca of at least one of the pherality of cellular LTE base transceiver stations, the sensors
providing data that is collected, processed, stored, and distributed by the base station
optimization server through the publish-subscribe broker communications facility.

{0014 An access priority facility may determine a wireless system access fevel
for each of the plurality of mobile transceiver devices, the wireless system access level
determining the priority given to the user for accessing the cellular LTE base transceiver
station during times when such access is restricted, and extending the priority levels beyond
those prescribed in standards.

{001 5] A base transceiver station replacernent facility may manage the handover
of a plurality of mobile transceiver devices i an RF coverage area from a replaced base
transceiver station to a replacing base transceiver station.

{B016] The system may inclade a hot backup facility, wherein the hot backup
facility utilizes a publish-subscribe broker commmunications facility to maintain the same
application state information as is maintained in the active computing facility that is being
backed-up.

{0017] In another aspect, the disclosure relates to a system including a first
cellular wircless RF base station node in RF communication with a mobile device, the first
cethular wireless RF base station node being connected to a back haul network and having an
RF coverage arca; and at Jeast one first base station optimization server that is connected to
the first cellular wircless RF base station and to the back baul network in paralie] with the
first collular wircless RF base station node so as to permit a data packet to selectively flow
gither (a) between the first celhular wireless RF base station node and the back haul network,
{b) between the at least one first base station optimnization server and the back haul network,
or {¢) between the first cellular wirciess RF base station node and the at least one first base
station optirmization server. The system also inclades a second celhular wireless RF base
station node, the second cethdar wireless RF base station node being connected to a back
haul network and having an RF coverage arca, and at least one second base station
optimization server that is connected to the second cellular wircless RF base station and to
the back haul network in parallel with the second cellular wireless RF base station node so as
to permit a data packet to selectively flow cither (a) between the second cellular wireless RF
base station node and the back haul network, (b) between the at least one second base station
optimization server and the back haul network, or (¢) between the second cellular wircless RF

base station node and the at least one second base station optimization server. The system
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further includes a regional optimization server communicatively connected with a public data
network gateway (PGW) on the public data network side of the PGW and adapted to (a) run
an application tor providing services to the mobile device and (b) transter the application’s
functionality for the mobile device to the at lcast one base station optimization server of the
first cellular wireless RF base station node based on a usage characteristic of the mobile
device; and a wireless control facility communicatively connected with the regional
optimization server and at least one of the first and second cellular wireless RF base station
nodes. The respective RF coverage areas of the first and second cellular base station nodes
overlap and the wireless control facility s adapted to manage during a mobile device
handover of the mobile device from the first to the second cellular wireless RF base station
node: (a) the application’s connectivity with the mobile dovice, and (b) the application’s
functionality transfer to the at least one base station optimization server of the second cellular
wireless RF base station node.

{6018} In another aspect, the disclosure relates to a system for supporting cellular
mobile transceiver device communications, the system inchuiding a celfular LTE base
tranaceiver station adapted for RF frequency division duplexing (FDD3) communication with
a plurality of mobile transceiver devices within a cell coverage arca of the celiular LTE base
transceiver station, the celhular LTE wireless base transceiver station comprising an agile
beam forming antenna system that is adapted to provide full coverage of the cell coverage
area by generating a number m different sets of fixed-position patterns of a number N RF
heams, cach RF heam sized 10 cover a sub-area of the cell coverage area with the ccll
coverage area being covered with the number m times the number N RF beam patterns,
wherein 1 <m <4, and the antenna system is adapted to generate cach of the m sets of NRF
bearn patterns o a different one-millisecond sub-fraroe of an LTE frame such that the m sets
of N RF beams arc generated in a sequence across tour contiguous onc-nullisecond sub-
frames.

{00197 In a further aspect, the disclosure relates to a system for supporting cellular
mobile transceiver device comnunications, the system including a collular LTE base
transceiver station that is adapted for RF time-division duplexing (TDD) communication with
a plurality of mobile transceiver devices within a cell coverage area of the celiular LTE base
transceiver station, the cellular UTE wireless base transceiver station comprising an agile
beam forming antenna system that is adapted to gencrate a number m different sets of fixed-
position patterns of a number N RF beams, cach RF beam sized to cover a sub-area of the cell

coverage area with the cell coverage area being covered with the mumber m times the number
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N RF beam patterns such that cach one of the m sets of N RF beam patterns is generated in
one or more of the sub-frames of an LTE TDD frame, and such that the m seis of N RF
bearos are generated in a sequence across a plurality of contiguous LTE TDD sub-frames,
wherein 1 <m < 3 and m is determined at least in-part based on a selected LTE TDD
uplink/downlink (U/E) configuration.

{80241 In another aspect, the disclosure relates to a system for scheduling cellular
mobile transceiver device comnunications, the system including a cellular LTE base
transceiver station adapted for communication with a plurality of mobile transcetver devices
within a cell coverage area of the celhular LTE base transceiver station, the cellular LTE base
transceiver station comprising an agile beam forming antcona systom that generates 4 numbe
m different sets of fixed-position patterns of a number N R¥ beams, cach RF beam covering a
sub-area of the cell coverage area where the m times N RF beam patterns cover the area of
the cell coverage arca. The systern also mncludes a processor-based scheduler facility in
communicative connection with the cellular LTE base transceiver station, wherein the
scheduler facility schedules communications between the celiular LTE base transceiver
station and the plorality of the mobile transceiver devices, wherein the scheduler facility
schedules communications with a target mobile transceiver device 1o take place inone of the
m times N RF beams based on a location determination of the target mobile transceiver
device within the cell coverage area determined through a location determination algorithm
that utilizes at least one of a chaunel quality mdicator (CQI) measurerent and a sounding
reference sigoal (SRS) roeasurement collected through a communicative interaction between
the cellular L'TE base transceiver station and the target mobile transceiver device.

{00211 In another aspect, the disclosure relates to a system for baseband data
transmission and reception in cellular mobile transceiver device cornnmunications. The system
includes a celhular L'TE base transceiver station adapted for communication with a plurality
of mobile transceiver devices within a cell coverage area of the cellular LTE base transceiver
station. The celiular LTE wireless base transcetver station includes a digital bascbhand
processing facility, a digital interface, an RF facility, and an agile bearn forming antenna
system. The cellular LTE base transceiver station is in communication with the mobile
tranaceiver devices through a cell-wide RF transmit signal, a cell-wide RF receive signal,
plus a murober m different sets of fixed-position patterns of a nurnber N RF transmit bearns
and a number N RF receive beams, each of the N RF transmit and N RF receive beams
covering a sub-arca of the cell-wide coverage area where the m times N RF beam patterns

cover the area of the cell-wide coverage arca. The digital baseband processing facility
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provides N transmit beam digital data streams and a cell-wide transmit digital data stream to
the RF facility through the digital interface {or transmission through the agile beam forming
antenna systom, and the RF facility provides N recetve beam digital data streams and a cell-
wide receive digital data stream from the agile beam forming antenna system to the digital
baschand processing facility through the digital interface. The digital baseband processing
facility processes transinissions o the mobile transceiver devices through at least one of the
N transmit beam digital data streams and the cell-wide transmit digital data stream for
transmission in at least one of the m times N RF beams and the cell-wide RF transmit signal,
and processes receptions from the mobile transceiver devices through at least one of the N
recetve heam digital data streams and the cell-wide receive digital data strearn fror at least
one of the m times N RF receive beams and the cell-wide RF receive signal,

{80221 In another aspect, the disclosure relates o a system for reducing inter-cell
interference in a cellular mobile communications network, The systern inchudes a first
celiular LTE base transceiver station adapted for communication with a plurality of mobile
transceiver devices within each cell coverage area of the first cellular LTE base transceiver
station, the fivst cellular LTE wireless base transcetver station comprising a number of cells
and an agile bearn forming antenna systern that generates in cach cell a nurnber mi dufferent
sets of fixed-position patterns of 3 number N1 RF beams, each RF beam covering g sub-area
of the cell coverage area of the first cellular LTE base transceiver station where the mi times
NI RF beam patterns in each cell cover the area of the respective cell coverage area of the
first cellular LTE base transceiver station. The fust cellular LTE base transceiver station
illuminates the N1 RF beams in cach cell such that none of the illuminated RF beam sub-
areas are adjacent to one another. The system includes a second cellular LTE base
transceiver station adapted for commmunication with a plurality of mobile transceiver devices
within each cell coverage area of the second cellular LTE base transceiver station, the second
cethilar LTE wireless base transceiver station comprising a mumber of cells and an agile
beam forming antenua system that generates in each cell a mumber m2 different sets of fixed-
position patterns of a number N2 RF beams, each RF beam covering 4 sub-area of the cell
coverage area of the second celfular LTE base transceiver station where the m2 times N2 RF
beam patterns in each cell cover the area of the respective cell coverage area of the second
celtular LTE base transceiver station. The second cellular LTE base transcetver station
illuminates the N2 RF beams in ecach cell such that none of the illuminated RF beam sub-
argas are adjacent to one another, Whenever the first celiuiar LTE base transceiver station

iltuminates an RF beam on a sub area of its ccl coverage area that is adjacent to the cell
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coverage arca of another of the cells of the first celiular L'TH base transceiver station, the RF
beam pattern generated by the first cellular LTE base transceiver station in these cells 15 such
that none of its Hluminated RF beam sub areas are adjacent to one another. Whenever the
second cellular LTE base transceiver station illuminates an RF beam on a sub area of its cell
coverage area that is adjacent to the cell coverage area of another of the cells of the second
cethidar LTE base transceiver station, the RF beam pattern generated by the second cellular
LTE base transceiver station in these cells is such that none of its iHuminated RF beam sub
areas are adjacent to one another, and whenever the first cellular LTE base transceiver station
Hhuminates an RF beam on a sub-area of its cell coverage avea that is adjacent to the cell
coverage area of the second cellular LTE base transceiver station, the RF beam pattern
generated by the second celinlar L'TE base transceiver station is such that none of its
ilfuminated RF beam sub-areas are adjacent to the RF beam sub-areas being tHluminated in
the cell coverage arca of the first cellolar LTE base transcetver station.

{6023} In another aspect, the disclosure relates to g systemn including a cellular
LTE base transcetver station in RF commumnication with a first and a second mobile
tranaceiver device, the cellular LTE base transceiver station being connected to a back haul
network and haviog an RF coverage area. A base station optumization server is connected to
the celiular LTE base transceiver station and to the back haul network in parallel with the
cethular LTE base transceiver station so as to permit a data packet to selectively flow between
any one of (a) the cethilar LTE base transceiver station and the back haul network, (b) the
base station optimization server and the back haul network, and (¢) the cellular LTF base
transceiver station and the base station optinuization server. The base station optimization
server is communicatively connected to the first and the second mobile transceiver devices
via LTE bearers that are redirected through the cellular LTE base transceiver station for cach
mobile transceiver device. The system further includes a publish-subscribe broker
communications facility to which the first and the second mobile transceiver devices are
connected via their redivected bearers, and wherein the publish-subscribe broker
coramunications facility is adapted 10 route a packet stream, on behalf of an application that
publishes its streaming application data, to the first and the second mobile transceiver
devices, wherein the first and second mobile transceiver devices both subseribe to the
application data and receive at least a common portion of a stream of apphication data from
the publish-subscribe broker communications facility.

{0024 In another aspect, the disclosure relates {0 a system inclading a cellular

L TE base transceiver station in RF communication with a first and a second mobile

16

SUBSTITUTE SHEET (RULE 26)



WO 2013/188629 PCT/US2013/045581

transceiver device. The cellular LTE base transceiver station is connected to a back haul
network and has an RF coverage area. A base station optimization server is connected to the
celtular LTE base transceiver station and to the back haul network in parallel with the cellular
LTE base transceiver station so as to permit g data packet to selectively flow between at least
one of: (a) the celhular LTE base transceiver station and the back haul network, (b) the base
station optimization server and the back haal network, and (¢} the cellular LTE base
transceiver station and the base station optimization server. The base station optimization
server is communicatively connected to the first and the second mobile transceiver devices
via LTE bearers that are redirected through the cellular LTE base transceiver station for the
first and the second mobile transceiver devices, A publish-subseribe broker comraunications
facility to which the first and the second mobile transceiver devices are connected via their
redirected bearers is adapted to route a packet stream, on behalf of an application that
publishes its streaming apphication data, from the publish-subscribe broker comomunications
facility to the first and the second mobile transceiver devices, wherein the first and the second
mobile transceiver devices subscribe to and request the application data stream at time of
request, the time of request being different for the first and the second mobile transceiver
devices.

{B025] In another aspect the disclosure relates to g system including a cellular
LTE base transceiver station in RF communication with a sensor device. The cellular LTE
base transceiver station is connected to a back haul network and has an RF coverage area. A
hase station optimnization server is connected to the cellular LTE base transceiver station and
to the back haul network in paralle! with the cellular LTE base transceiver station, and is
communicatively connected to the sensor device via an LTE bearer that is redirected through
the ccliular LTE base transceiver station for the sensor device. The system also includes a
first publish-subscribe broker communications facility to which the sensor device is
connected via its redirected bearer, and the first publish-subscribe broker commumications
facility 15 adapted to route the application data for a phurality of applications that publish their
data transroissions via the broker communications network, and to route the application data
ot cach publishing application to all communicating entities that have subscribed to receive
the data published by that application. A regional optimization server is communicatively
connected with a public data network gateway (PGW) on the public data network side of the
PGW and is adapted to run an application for providing services to the plurality of mobile
transceiver devices and sensors. The regional optimization server includes a second publish-

subscribe broker communications facility and is adapted to route data that is published by an
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application to the first publish-subscribe broker communications facility and to all other
publish-sabscribe broker communications facilities in the broker network that support at least
one of a phurality of communicating cud points that have subscribed to receive that data. The
sensor device 18 deployed in the coverage area of the cellular LTE base transceiver station,
and provides data that is subscribed to by an application adapted to run on at feast one of the
base station optimization server and the optimization server comnmunicatively connected to
the PGW. One of the applications is a conferencing service, and the conferencing service and
other applications collect, process, store, and distribute the sensor data through at least one of
the publish-subscribe broker communications facility that is adapted to run on the base
station optumization server and through the publish-subscribe broker communications facility
that is adapted to run on the optimization server node that hosts the application.

{80261 In another aspect, the disclosure relates to a system for supporting cellular
mobile transceiver device communications, The system inclades a plurality of celhidar LTE
base transceiver stations, each cellular LTE base transceiver station in RF communication
with 3 plurality of mobile transcetver devices in an RF coverage area, an access priority
facility. The access priority factlity determines a wireless system access priority level for
cach of the plurality of mobile transceiver devices, the wircless system access level
determining, during a time when network access is restricted at a cellular L'TE base
transceiver station, whether a mobile transceiver device that is one of attemipting to gain
access to the celhular LTE base station and maintaining access through the cellular LTE base
station, has an access priority level that exceeds a value provisioned for the cellular LTE base
station cell where such access is restricted. The available priority levels exceed the limited
set of values specified in LTE standards documents, and all mobile transceiver devices whose
access priority level s lower than the provisioned threshold are detached from the wireless
network at the restricted celiular LTE wireless base station.

{80271 In another aspect, the disclosure relates to a system for supporting cellular
mobile transceiver device comnminications, the system incloding a cellular LTE base
transceiver station in RF coromurication with a plurality of mobile transceiver devices inan
RF coverage arca; and 3 processor-based scheduler facility in comnwnicative connection
with the cellular LTE base transceiver station. The scheduler facility schedules the access of
the mobile transceiver devices to the L'TE air interface based on a data rate priority value
assigoned to cach mobile transceiver device, such air interface access priority including
granting access to the air interface before other mobile transceiver devices that have a lower

data rate priority valoe, and assigning air interface resources to achieve a higher data rate
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than is provided to other mobile transceiver devices that have a lower data rate priority value,
The setting of the data rate priority value for each mobile transceiver device accessing the
LTE network through the cellular LTE basc transceiver station is accomplished via an
interaction between the cellular LTE base transceiver station and an application that has
access to a database of data rate priority values for the mobile transceiver devices.

{00281 In another aspect, the disclosure relates to 8 system for reporting cellular
mobile transceiver device communications. The system includes a cellular LTE base
transceiver station in RE communication with a plurality of mobile transceiver devices in an
RF coverage area; and a base station optimization server. The base station optimization
server is communicatively connected to the cellular LTE base transceiver station and to a
back haul network in parallel with the cellular LTE basc transceiver station. The base station
optimization server is communicatively connected to the plurality of mobile transceiver
devices via LTE bearers that are redivected throogh the cellular LTE base transceiver station
for cach mobile transceiver device. The system includes g publish-subscribe broker
commumnications facility to which the phurality of mobile transceiver devices are connected
via their redirected bearers, and include a base station optimization server usage data
reporting facility for collecting service and data usage for each of the plarality of mobile
transceiver devices in the RF coverage arca that bave g redirected bearer. The publish-
subscribe broker communications facility is adapted to report billing usage data for cach
mobile transceiver device connected to the publish-subscribe broker communications facility,
thereby enabling the collection ot billing usage data by the usage data reporting facility for all
data sent by the mobile transceiver devices on paths that do not include the PGW clement,
where such data is collected in an LTE network via paths that include a redirected bearer at
the ccliular LTE base transceiver station,

{8029] In another aspect, the disclosure relates to a system for effecting a
replacement procedure wherein a base station deployed via a mobile platform in an ad-hoc
LTE system is replaced by another base station deployved via a mobile platform. The system
inchudes a cellular UTE base transceiver station in RF comyaunication with a plurality of
mobile transceiver devices in an RF coverage area, wherein the cellular L'TE hase station 18
deployed v an ad-hoc mannper using a mobile deployment platform. A replacement cellular
LTE base transceiver station 1s adapted for RF coromunication with the plurality of mobile
transceiver devices, the replacement celiular UTE base transceiver station 18 also deployed in
an ad-hoc manner using a mobile deployment platform, and located such as to enable

comnmnication with the plurality of mobile transceiver devices in the RF coverage area. A
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base transceiver station replacement computing facility is communicatively connected to a
back haul network and to the celhidar LTH base transceiver station, as well as to the
replacement cellular LTE base transceiver station, and the base transceiver station
replacement computing facility manages the handover of the plurality of mobile transceiver
devices in the RF coverage area from the cellular LTE base transceiver station to the
replacement cellular LTE base transceiver station. The handover procedure includes: a) the
replacement cellular LTE base transceiver station connecting to the back haul network, b) the
replacement cellular LTE base transceiver station communicatively connecting to the base
tranacetver station replacement computing facility, ¢) the base transceiver station replacement
computing facility provisioning the replacement celtular LTE base transceiver station with
the same parameters as the celhular UTE base transceiver station, exeept for the cell Identifier,
d) the celluiar LTE base transceiver station reducing its transmit power at a rate Pr, while the
replacement cellular LTE base transceiver station increases its transmit power at a rate Pr.
The rate Pr is selected to enwulate the power received at a typical mobile transceiver device
the RF coverage area from two typical fixed LTE base transceiver stations separated by a 2-
Cell radii. The emulation is of a motion of the typical mobile transceiver device away from
the ccliular LTE base transceiver station and towards the replacement collular LTE base
transceiver station, and the rate of emulated motion of the mobile transceiver device 18
between 3 and 30 kew'hr, Each of the plurality of mobile transceiver devices is handed over
from the cellolar LTE base transcetiver station to the replacement celhular LTE base
transceiver station when power levels and RF propagation characteristics determune handover
based on a predetermined algorithm, wherein the replacing of the cellular LTE base
tranaceiver station is complete when all of the phurality of mobile transceiver devices are
handed over to the replacernent cellular LTE base transceiver station.

{0038 In another aspect, the disclosure relates to a system including a plurality of
celhular LTE base transceiver stations, each cellular LTE base transceiver station in RF
compmmnication with a plurality of mobile transceiver devices in an RF coverage area, the
celhular LTE base transceiver station comprising a base station optimization serverand a
publish-subscribe broker communications facility, wherein the plurality of base station
optimization servers are networked together in part to form a distributed publish-subscribe
broker netwaork architecture. The system inchades a pair of Wdentical service application
instances, ong designated as an active service instance, and one designated as a hot standby
service instance, wherein the active service instance is hosted on one optimization server, and

the hot standby service nstance is hosted on a different optimization server. An active service
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instance utilizes the distributed publish-subscribe broker network architecture to provide its
service to the plurality of mobile transceiver devices, aund the hot standby service instance
utilizes the distributed publish-subscribe broker network architecture to maintain the saroe
application state information as does the active service instance, or as do the active service
mstances, by subscribing to the same communications as does the active service instance, or
as do cach of the active service instances.

{60311 These and other systemns, methods, objects, features, and advantages of the
present disclosure will be apparent to those skilled in the art from the following detailed
description of the preferred embodiment and the drawings. AH documents mentioned herein

are hereby incorporated o their enturety by reference.

BRIEF DESCRIPTION OF THE FIGURES
[0632] The disclosure and the following detailed description of certain
emmbodiments thereof may be understood by reference to the following figures:
{6033} Fig. 1 depicts an embodiment typical deployment of LTE network
clements.
34] Fig. 2 depicts adding optiraization servers 1o the LTE network.
BO35] Fig. 3 depicts redirecting a UE bearer at the eNB.

{00
{
mgFi
{08
{

. 4 depicts redirecting a dedicated bearer at an eNB.

il

371 Fig. 5 depicts a high-level view of LTE handover processing,

038 Fig. 6 depicts integrating a change of the optimization server during LTE
handover processing.

{8039] Fig. 7 depicts an embodiment of an airborne eNB deployment.

{0046] Fig. 8 depicts replacing an airborne eNB without loss of service to UEs,

{0041 ] Fig. U depicts an example cmbodiment where celf coverage area is scanned
with 16 RF beams every 4 msec.

[{0842] Fig. 10 depicts an embodiment LTE TDD uplink/downlink configuration.

{00431 Fig. 11 depicts an exarople embodiment iHustrating a 4 msec beam
rotation in an FDD system to support H-ARQ operation.

[8044] Fig. 12 depicts an example embodiment of a delivery of a real-time event
service 10 six wireless users.

{0045] Fig. 13 illustrates an embodiment of the publish-subseriber broker

architecture.
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{6048] Fig. 14 depicts and example embodiment of a deployment of P/S brokers
in the APN optimization server architecture.

{0047] Fig. 15 depicts a real-time event service using the P/S broker architecture
and APN bearer redirection.

{8481 Fig. 16 depicts a keep-alive message interaction for service instance state
monioring.

{00491 Fig. 17 depicts an embodiment deployment of a streaming movie delivery
service on the APN optimization servers.

{B056] Fig. 18 depicts an example embodiment for finding the closest SMD
service instance and delivery movie streams to UE.

{8051 ] Fig. 19 depicts an example embodiment for streaming a movie delivery
when download from a ceniral store is required.

{B052] Fig. 20 depicts an example embodiment for detaching roaming UEs when
g cell is restricted for government use.

{8053] Fig. 21 depicts clements and interfaces to implement dual use capabilities
in an LTE network.

{0054] Fig. 22 depicts an ernbodimaent UE application for bioraetric testing.

{0055 Fig. 23 depicts an initial phase of automated UFE detachment from a cell
with CB-for-GU enabled: detach roamers.

[0856] Fig. 24 depicts and example embodiment for mutomatically detaching low
priority UEs frors a barred cell.

{0057 Fig. 25 depicts an example embodiment inchuding biometric testing when
cell barring is first enabled.

{D0S8] Fig. 26 depicts an example embodiment for inttial attach processing when
a UK accesses a cell that may have CB-for-GU enabled.

{0059 Fig. 27 illustrates an embodiment for modification of a network triggered
service request in a dual use network.

{00661 Fig. 28 depicts an exarople embodiment for a processing addition to the
LTE service request procedure in a dual use network.

{8061 ] Fig. 29 depicts an example embodiment addition to the X2 handover
procedure in a dual use network.

[0062] Fig. 30 depicts an example embodiment addition to the 81 handover

procedure in a dual use network.

16

SUBSTITUTE SHEET (RULE 26)



WO 2013/188629 PCT/US2013/045581

{03063] Fig. 31 depicts an example deployment of conferencing functions on the
optimization servers in the APN LTE wireless network,

{0064] Fig. 32 depicts an ernbodiment for an ad-hoc network deployment for an
CMICTZENCY action sCenario.

{0065] Fig. 33 depicts a functional view of an embodiment emergency action
service architecture involving sensor processing,

{00661 Fig. 34 depicts an embodiment deployment view of an emergency action
service architecture involving sensor processing.

{8067] Fig. 35 depicts an embodiment for starting an emergency action
multimedia conference.

{B068] Fig. 36 depicts an embodiment for participants joining a conference and
joining their sessions.

{00691 Fig. 37 depicts a fixed sensor data collection, analysis, and alarm
generation and distribution.

{60781 Fig. 38 depicts an embodiment for finding an image server instance,
inifiating and using the image service in the emergency action sceuario.

{0071} Fig. 39 depicts an ernbodiroent for obtaining the UE data rate priority
value and updating the eNB with the value for the initial access case.

{80721 Fig. 40 depicts an embodiment for obtaining the UE data rate priority
value and updating the eNB with the value for the service request case.

{06731 Fig. 41 depicts an embodiment for obtaining the UE data rate priority
value and updating the target eNB with the value for the handover case.

{8074] Fig. 42 depicts an ermbodiment for updating the UE data rate priority
values when data rate priority service s enabled at the serving cell.

{B075] Fig. 43 depicts an embodiment for updating the UE data rate priority
vaiues when data rate priority service is disabled at the servicing call.

{80761 Fig. 44 depicts an embodiment of ap architectare for collecting,
transporting, and further processing the billing data that may be collected on the APN
Optimization Servers.

{8077} Fig. 45 depicts an embodiment of a message exchange that enables
programs to collect and report billing data for usage via a redirected bearer.

{0078} Fig. 46 depicts an embodiment of a message exchange that enables billing
data collection programs to learn when to stop their collecting actions when a UE goes to the

BECM-IDLE state.
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{80761 Fig. 47 depicts an embodiment of a message exchange that enables billing
data collection programs to leam when to stop their collecting actions when a UE becomes
detached from the LTE Network,

{0086] Fig. 4% depicts two adjacent Cells, and shows the overlap of the RF
transmissions of cach Cell into the coverage area of the other Celi, thereby illustrating the
concept of Inter-Cell Tuterference.

{6081} Fig. 49 depicts a hexagonal representation of a Cell, wherein the Cell
coverage area is divided into four sets of four sub-areas (i.e., sixteen sub-areas overall), and
where each sub-area s covered by an RF beam that is generated by the Cell antenna system
using Agile Beam forming techniques.

{00821 Fig. 50 depicts the three Cells of an example base station system that
employs Agile Beam forming, and shows how the RF beam rotation pattern in cach Cell may
be constructed to avoid Inter-Cell Interference at the boundaries of any Cell.

{6083} Fig. 51 depicts all the Cells that may be adjacent to 8 given Cell, and
shows how the RF beam rotation pattern in each Cell may be constructed to avoid Inter-Cell
Interference at the boundary of any Cell.

{0084] Fig. 52 depicts all the Cells in four base station systerns that use Agile
Beam forming, and shows how the RF beam rotation pattern in cach Cell may be constructed
to avoid Inter-Cell Interference at the boundary of any Cell, thereby demonstrating that Inter-
Cell Interference avoidance may be extended to all the Cells in the wireless network.

{00851 Fig. 53 depicts the baseband subsystem and the RF and antenna subsystem
ot an LTE wircless basc station that generates Periodically Scanning RF Beams, emphasizing
the interface between the two subsystems and the MAC layer software and the PHY laver
software that perform bascband signal processing.

{00861 While methods and systems have been described in connection with
certain preferred embodiments, other embodiments would be understood by one of ordinary

skill in the art and are encompassed herein.

DETAILED DESCRIPTION

G087 The following is & written description of the present disclosure, and of the
manner and process of making and using 1, in such full, clear, concise, and exact terms as to
enable any person skilied in the art to which it pertains, or with which it is most nearly
connected, to make and use the same, and sets forth the best mode contemplated by the

inventors of carrving out the disclosure,
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{B088] The present disclosure is related to a broadband wireless network, more
specifically, to a muldti-purpose network, alternatively referved to in this disclosure as an “All
Purpose Network” or “APN,” that is capable of implementing a large scale (e.g., national)
broadband wireless network to provide a very high wireless data capacity, and is capable of
resolving all the issugs described above. The APN may combine proven leading edge
commercial wireless design and architectore methodologies with advanced RF technologies
to substantially improve spectrum efficiency, spectrum usage, and data performance. A
unique beam forming technique may be used to improve spectrum efficiency and spectrom
usage, and part of the methods and systerns disclosed herein as part of the APN network may
mvolve orchestrating the periodicity of the RF beams in a moanner appropriate to the LTE
network. Also, an efficient algorithm for locating and tracking users within beams may be
part of the present disclosure. Furthermore, it may be noted that the interference offered to
users in one Cell by transmissions originating in an adjacent Cell typically reduce the quality
of service offered to users who are located near the boundary between the two adjacent Cells,
Part of the present disclosure describes how the use of an Agile Beam Forming System in
each of the Cells in an APN network may substantially remove inter-Cell interference
without resorting to special coromurnications between the Cells, and without reducing the
bandwidth available for use by users located in any part of the Cell coverage arca. The issues
above related to service delays, back haul utilization, and server and long haul network
utilization may be resolved in the APN petwork via the deplovment of servers as close as
possible to the wircless users, namely, via deployments associated with the eNB (E-UTRAN
Node B or Evolved Node B) network clements, such as through providing the servers with
high speed connections to the eNB, locating the servers in proximity to the eNB, co-locating
the servers with the eNB, and the like. Such deployments roay require the integration of the
servers into the UTE wireless network operation in the unique manner disclosed herein.
When users are allowed to access servers associated with the eNB elements, their bearer
packets no longer flow through the Serving Gateway (SGW) and public data network (PDN)
Gateway (PGW) clements, so part of this disclosure shows how to preserve the collection of
billing data in these cases. These servers, when integrated into the APN wireless network,
may also form the foundation of a platform for gathering, processing, storing, and
redistributing sensor data as disclosed in the present disclosure. Furthermore, the introduction
into the APN network of Publish/Subseribe data communications, as disclosed in the present
disclosure, makes it possible to implement the APN network as a Dual Use network, where

only government users may be allowed access to portions of the network during a disaster or
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other emergency. The present disclosure may also relate to the use of the Publish/Subscribe
communications infrastractare of the APN network to implement Hot-Standby services,
which may play an important role i improving network operation and in iraproving the user
experience. The present disclosure also addresses the issue of how to replace an airborne, or

otherwise mobile, eNB base station, while the mobile base station is in operation.

Integrating an Optimization Server Function inte the LTE Wireless Metwerk

{B08G] Fig. 1 shows an embodiment of deployment of the network elements that
may provide the LTE wireless service to users and their user equipment (UE). The eNB 102
clements may be deployed in local areas where their RF radiation can reach the UEs 104, The
Mohility Management Entity (MME) 108 and the Serving Gateway (SGW) 110 elements
may be deployed in regional locations, and handle many (e.g., hundreds} eNB 102 elements.
The MME 108 may connect to the eNB 102 clements via the LTE Back Haul network 112,
and manage the access of the UEs 104 to the LTE network, and also handle mobility of UEs
104 as they Handover their wireless network connection from one eNB Cell (antenna) to
another. The SGW 110 may connect to the eNB 102 clements via the LTE Back Haul
network 112, and provide a semi-static connection point for routing packets between the UEs
104 and their targeted Server 124 computers. While the SGW 110 may be changed duringa
UE Handover procedure, in many cases, the SGW 110 may remain fixed during the
Handover operation. The SGW 110 may maintain the bearers {utilizing General packet radio
service Tunneling Protocol, also reterred to as Generie Tunneling Protocol or GTP tunnels)
for a UE 104, cven when the UE 104 is Idfe, and not actively connected to the network, The
PDN Gateway (PGW) 114 may be generally deployed in a more centrally located data center,
and interfaces with roany (e.g., hundreds) SGW 110 clements. The PGW 114 may constitute
the connection point between a UE 104 and a particular Packet Data Network 122 (e.g., the
Internet), and may not change, even though the UE 104 goes through multiple Handover
procedures as it moves around the LTE network. The Home Sabscriber Server (HSS) 120
may provide a database of user subscription data. The Policy Charging and Rules Function
(PCRY) 118 may control the allowed connection patterns of each UE 104, The LTE Wireless
Network boundary thus may include the UE 104, the eNB 102, the MME 108 and SGW 110,
and the PGW 114, HSS 120, and PCRF 118, The PGW 114 may interface to a particular
packet data network 122, of which the Intemet is one example.

{80981 Users typically invoke service programs on their UEs 104, and connect o

computers (Servers 124) that roay need {0 be accessed, for example, via the Internet. Packels
7 o

20

SUBSTITUTE SHEET (RULE 26)



WO 2013/188629 PCT/US2013/045581

are routed from the UE 104 over the LTE air interface to the eNB 102, where they may be
placed in a particular GTP tunnel {called a bearer 302), and sent to the SGW 110, and then {0
the PGW 114, and then via the Internet 122 (or other Packet Data Network) to the Server 124
which is their destination. Packets may then be sent from the Server 124 via the Internet 122
{or other Packet Data Network) to the PGW 114, and then via a particular GTP tunnel (bearer
302) to the SGW 110, eNB 102, and finally to the UE 104 over the LTE air interface.

{60911 It 15 important to note in Fig. 1 that the Server 124 computers that provide
services to wircless users are typically far away from those users and their UE 104, Hence,
packets roay suffer the delays involved in traversing the Internet 122, the PGW 114 and SGW
110 network elements, the UTE back haul network 112, as well as the eNB 102 element and
the LTE air interface. When congestion occurs at any of those points in the packet traversal
path, the user experience suffers. Furthermore, the Server computers 124 that provide
services to wireless users may be completely separate from the LTE Wireless Network, and
cannot collect any data rogarding the real-time state of the wireless network {e.g., the air
interface utilization, the LTE back haul utilization at a given eNB 1(2, or congestion in the
PGW 114 and SGW 1190 clements), Today’s Server computers 124 may thus be unable to
alter their behavior in response to the real-time state of the LTE Wireless Network, and are
therefore unable to use real-time network data to improve the user experience in using the
LTE Wireless Network and in using the services offered by the Server computer.

{80921 The present disclosure describes an approach to resolve the issues pointed
out above through a server computer 202, 204 (which may be a collection of server
computiers) that is integrated into the wireless network at one or more points, and is referred
to herein alternately as an Optinization Server (OptServer), or a Priority and Optimization
Processor (POP). The Optiraization Server may be designed as a platform for running
programs that provide services to UEs 104, and thus is cquivalent in that respect to the server
computers 124 that connect to the wireless UE today via the Internet, or via another packet
data network.

{60931 The “integration” aspect may include management via a Network
Management System that also manages the wireless network elements {(e.g., the LTE wireless
network elements shown in Fig. 1), and also may include having interfaces to the wireless
network elements for the purpose of extracting real-time network data, and for the purpose of
controiling the wircless network element in delivering services to the wireless user. The real-
time network data may also be used to change the behavior of service programs that execute

on the Optimization Server 202, 204, where the changed behavior improves the user
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experience. As an example, a service program that delivers streaming video to a user can use
ditferent video encoding rates based on real-tine knowledge of the ability of the air interface
to deliver a particular data rate to the UE 104, Also, the placement of the Optinmization
Server 202, 204 in the wireless network may reduce the packet transit delay that the user
experiences. As will be shown below, the interface of the Optimization Server 202, 204 to the
wireless network elements may be used to minimize the delay in exchanging packets between
g server program and a UE 104,

{6094} An embodiment of the deployment points for the Optimization Server in
the LTE wireless network is shown in Fig. 2. One deployment point is shown to associate the
Optimuization Server 202 together with the PGW 114 element, such as through providing the
Optimization Server with high speed connections to the PGW, locating the Optimization
Server in proximity to the PGW, co-locating the Optimization Server with the PGW, and the
like. Deing so places the Optimization Server 202 at the edge of the LTE wireless network,
and therefore avoids the packet transit delay that would otherwise be incurred in transiting g
packet data network like the Internet. Services such as streaming video, or real-time video,
can be better provided to many concurrent users in the region of the LTE wireless network
with this approach. Furthermore, if the PGW 114 (and Optimization Server 202} s deployed
regionally, as opposed to centrally within the country, packet delays may be further reduced.
This deployment configuration is shown in Fig. 2. Note, too, that providing services via the
Optimization Server 202 associated with the PGW 114 may still require packets to traverse
the L'TE back haul network 112 1o reach the wireless UE 104, Second i importance to the air
interface, the back haul network 112 1s a critical resource whose utilization has to be
conserved. This point is Hlustrated by having a large number of users who are accessed
through the same eNB 102 element, and are all viewing a real-time video event. If all the
streaming video packets transit the back haul network, enough bandwidth may not be
available for use by other users who are accessed via that eNB 102,

§0095] The need to conserve the back haul 112 utilization may lead to the
association of Optimization Servers 204 together with the eNB clements, such as through
providing the Optimization Server with high speed connections to the eNB, locating the
Optimization Server in proximity to the eNB, co-locating the Optimization Server with the
eNB, and the like. If the service to the UE 104 (e.g., strearning a real-time video event) can
be provided via the Optimization Server 204 that s associated with the eNB 102 that serves
the UE 104, then the back haul network 112 usage may be minimized in delivering that

service to the UE 104, Alse, the delay experienced by packets exchanged between the
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Service Access Point (i.e., the Optimization Server 204) and the UE 104 may be minimized,
because those packets only transit the eNB 102 and the LTE air interface.

{0096] As an example, consider the task of providing a video for a real-time event
to 200 hundred users connected through the same oNB 102, Without the Optimization Server
204 associated with the eNB 102, the Service Access Point lies bevond the wireless network,
and a single video packet stream for each UE 104 traverses the PGW 114, SGW 110, back
haul network 112, eNB 102, and the LTE air interface. For 200 hundred UEs 104
concurrently viewing this service through the same eNB 102, it means that 200 times the
basic video rate may be consumed on the back haol network 112, Now consider the sitaation
when an Optimization Server 204 is associated with the serving eNB 102, Suppose further
that the Optimization Server 204 and the UHs 104 implement the Publish/Subscribe
comimunications paradigm described herein, so all 200 UEs subscribe to receive the same
real-time video transmission. The video data stream is sent once from its generation point in
the Internet through the LTE network, over the back haul 112 to the Optimization Server 204
associated with the serving eNB 102, The Publish/Subscribe software on the Optimization
Server 204 then distributes the video packet stream to each of the 200 UEs 104 that have
subscribed to the service via the Optimization Server 204,

{00971 Because of the way bearers 302 (i.c., GTP tunnels) are set up in the LTE
network to carry packets to and from UESs, there may be no clear way to connect a UE to an
Optimization Server that is associated with the eNB. Part of the present disclosure shows how
this connectivity may be established. Furthermore, when services are provided by a server
124 attached to the Internet, or by an Optimization Server 202 associated with the PGW, the
service may continue to be provided un-disrupted from the same service access point, even
though the UE moves through the LTE wireless network, and is in Handover among the eNB
102 elements in the LTE network. However, when the Service Access Point is an
Optimization Server 204 associated with an eNB 102, that access point may need to be
changed when the UE 134 goes into Handover to another eNB 102, Part of the present
disclosure shows how the Service Access Point may be switched rapidly between
Optirmization Servers 204 associated with the eNB 102 clements, If the Service Access Point
switching is performed fast enough, the user experiences no disruption in the service being
provided. Before switching the Service Access Point, it may be required that the UE 104 be
connected to an Optimization Server 204 that is associated with an eNB 102 clement.

{03981 Fig. 3 shows that in the LTE network, different bearers 302 may be
established for cach UE 104 to connect the UE 104 with a POW 114 clement. The PGW 114
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element may provide the interface with the packet data network (e.g., the Internet 122 where
the user service computers are typically located. In embodiments, each bearer 302 is a
tunnel, using a simple GTP (Generic Tunneling Protocol) header to encapsulate the packets
that are routed through the tunnel. Packet routing into a tunnel may be accomplished at the
UE 104 and at the PGW 114 by associating the P addresses and port numbers in the packet
with the Internet Protocol (JP) addresses and port numbers in a “Traffic Flow Template”
associated with a bearer 302. Each bearer 302 ostablished for a UE 104 has a different
Cuality of Service {(208) associated with it. Up to 15 bearers 302 can be established for a
single UE 104, The first bearer 302 that is established to a given PGW 114 is called the
Default Bearer 302, Any additional bearers 302 established to that PGW 114 are called
Dedicated Bearers 302

i0899] Fig. 3 shows an embodiment where one Dedicated Bearer 302 is
“redirected” to point to an Optimization Server 204 that is associated with the eNB 102 that
serves the UE 104, in this instance, the Optimization Server 204 associated with the eNB 102
is labeled OptServereNB 308, while the Optimization Server 202 associated with the PGW
114 1s labeled OptServerPGW 304, An application 310 on the UE 104 may comsmmicate
with the OptServerPGW 304 by sending packets through a Default Bearer 302 that carries the
packet to the PGW 114 associated with the OptServerPGW 304. Packets may be sent from
the OptServerPGW 304 to the UE 104 by traversing the same Defanlt Bearer 302, After the
redirection of the Dedicated Bearer 312 1s accomplished, an application 310 on the UE 104
may conununicate with the OptServereNB 308 by seuding packets through the redurected
Diedicated Bearer 312, Packets may be sent from the OptServereNB 308 to the UE by
traversing the same redirected Dedicated Bearer 312; no back haul may need to be utilized 1
the packet exchanges over the redirected bearer 312,

{00188] Redirecting a bearer 302 may not be a standard operation, so it may need
to be accomplished via an OAM-style interface (Operations, Administration, and
Maintenance interfaces) to the eNB 102, Also, note 1 Fig. 3 that after the Dedicated Bearer
312 s redirecied at the eNB 102, the tunnel information that previously linked the bearer to
the SGW 110 is still maintained in the oNB 102, This may be necessary to enable Handover
to occur without change to the existing Handover procedure, and to enable the fast re-
direction of the saroe Dedicated Bearer 312 at the target oNB during a Handover. The
Dedicated Bearer 302 may not have to be re-established after a Handover, because it s may
not be removed from the eNB 102 list of established bearers 302 when the bearer is

redirected to an OptServereNB 308,
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{00181] In the architecture shown in Fig. 2 and Fig. 3, the UptServerPGW 304 may
be used as a control pont for redivecting bearers 312 at the eNB 102 elersents for any UE
104. Fig. 4 shows a set of message interactions that may be used to accomplish the
redirection. When the UE 104 accesses the LTE network, a Default Bearer 302 may be
established to the PGW 114 associated with the OptServerPGW 304, The UE 104 may
perform a Domain Name System (DNS) query to retrieve the IP address of the
OptServerPGW 304, The UE 104 may use the Default Bearer 302 to connect to a Wireless
Control Process 3902 on the OptServerPGW 304, and Registers itself with that program. The
Registration information may contain the Cell 1D of the LTE Cell through which the UE s
currently accessing the network, the Cell Radio Network Temporary Tdentifier (C-RNTH,
which is the parameter used in the eNB 102 to identify the UE 104, the IMSI (International
Mobile Subscriber Identity) used to identify the UE 104 in all LTE network elements except
for the eNB 102, and the GUTI (Globally Unique Temporary Identifier) used to identify the
MME 108 element currently serving the UE 102, Other parameters may be conveyed by the
UE 104 to the Wircless Control Process 3902 via the Register message (¢.g., the UEIP
address) to facilitate the implementation of other services, as discussed herein.

{00162]  When the UE 104 Registers with the program on the OptServerPGW 304,
it may receive an acknowledgement response, which may contain a command to establish a
Dedicated Bearer linked to the currently used Default Bearer. Alternatively, the LTE network
provisioning at the PCRYF (Policy Charging and Rules Function) may start the establishment
of such a Dedicated Bearer for the UE 104, The UE 104 may use the standard LTE procedure
to gstablish the Dedicated Bearer 302, and when this is completed, the UE 104 sends a
response to the OptServerPGW 304 that contains the IMSI (to identify the UE 104 to the
Wireless Control program 3902) and the BeareriD of the just-established bearer 302, Because
the Wircless Control Process 3902 may have the Cell 1D for the UE 104, it may determine
the 1D of the eNB 102 currently serving the UE 104, Using, for example, provisioned CAM
1P addresses for the ¢eNB 102 elements, the Wireless Control Process 3902 may send a
message to the serving eNB 102 to comunand it 1o redirect the bearer 302, The C-RNTI roay
identify the UE 104 context to the eNB 104, and the BearerlD may identify the UE bearer
302 that should be redirected. The server IP address tells the eNB 104 which OptServereNB
308 1s the target of the redirection (8o more than one Optimization Server 302 may be
associated with the eNB 102). When the eNB 102 completes the redirection operation, it may
reply to the Wireless Control Process 3902, The Wireless Control Process 3902 next may

send a packet via the Defanlt Bearer 302 to the UE 104 to inform it that it can start using the
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redivected Dedicated Bearer 312 {o start services using the OptServereNB 303 as the Service
Access Point. By directing packets through the redirected Dedicated Bearer 312, the UE 104
may start any of a plurality of services. Back Haul 112 utilization may be minimized for all

of these services, and packet delays may likewise be minimized.

Transfer of Service Delivery Between eNB-Based Optimization Servers During Handover

{00163] In Fig. 2. in an cxample suppose that a UE 104 is receiving service from
an OptServereNB 308 associated with its serving eNB 102, If the UE 104 moves, 50 it is in
Handover to another eNB 102, the Service Access Point has to be changed to the
OptServereNB 3028 that is associated with the new, target eNB 102 clement. A service
interruption is inevitable in this case, 50 it should be made as short as possible. To minimize
the service interruption, the additional message interactions to effect the change in the
Service Access Point needs to be embedded with the standard Handover processing used in
the LTE network, Hence, a brief discussion of the standard Handover processing is provided
here.

[80164]  Standard Handover processing may be divided into three phases, such as
Handover Preparation, Handover Execution, and Handover Completion. See Fig. 5. The
current serving oNB 102 is referred to as the source eNB. The new eNB 102 is referred to as
the target eNB. In the Handover Preparation phase, the source eNB 102 receives signal
measurements from the UE 104, and determines that an antenna at another eNB 102 provides
a stronger signal to the UE 104, and that a Handover should occur. The source eNB 102
transfers to the target eNB 102 its context information for the UE, including the 1D and
tunne] parameters for each bearer in effect for the UE. The tunnel information for the
redirected bearer 312 may be jochuded in the set of bearer intormation, but that information is
for the tunnel endpoint at the SGW 110, not at the OptServereNB 308 associated with the
source eNB 102, In this way, standard Handover processing may not be impacted by the
inclusion of the OptServereNB 102 and the redivected bearers 312, Parameters involved in
redirecting a bearer 312 are not transforred in the Handover processing. Meanwhile, the
target eNB 102 may send to the source eNB 102 a C-RNTI value for the UE 184 to use at the
target eNB 102, When the Handover Preparation phase is completed, the source eNB 102
sends a Handover Coromand raessage to the UE 104, and includes the new C-RNT{ value.
Any downlink data received by the source eNB 102 for the UE 104 may not be sent over the

air to the UE 104, but is forwarded to the target eNB 102, where it is quened until the UE 104
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connects at the target eNB 104, The SGW 110 may not yet be aware of the Handover, so it
may continue to forward downlink data to the source eNB 102,

{80105  When the UF 104 receives the Handover Command, the Handover
Execution phase may begin. The UE 104 synchronizes to the signals transmitted by the target
eNB 12, and when this is done, the UE 104 accesses the target eNB 102 Cell using the new
C-RNTT value, and sends the Handover Contirm message to the target eNB 102, The target
eNB 102 starts to transmit the queued forwarded data to the UE 104 via the air interface.
Because the tunnel information for the UE bearers 302 is available at the target eNB 102
from the Handover Preparation phase, the UE 102 may begin to send uplink packets through
the target eNB 102, Uplink packets for the bearer 302 that needs to be redirected are not sent
at this time, because the redirection has not yet occurred at the target eNB 102,

{08886]  In the Handover Completion phase, the SGW 110 may be provided with
the bearer 302 tunnel parameters being used at the target eNB 102, and it may now forward
downlink data to the target eNB 102. The UE 104 context information may be deleted at the
source eNB 102, and the Handover processing is done. See Fig. 5.

{80107} Fig. 6 shows the interactions between the UE 104 and the Optimization
Servers 202, 204 that integrates these servers into the UTE Haodover procedure, and
etfectively transfers the point of service delivery from the Optimization Server 308 located at
the source eNB 102 to the Optimization Server 308 located at the target eNB 102. The UE
104 chient may play a role in ensuring that no data 1s lost in the transition of Optimization
Server 308 elements, per Fig. 6. The OptScrverPGW 304 plays a role 1o sending a comumand
to the target eNB 102 to cause the bearer 312 that was previcusly redirected at the source
eNB 102 to now be redirected at the target eNB 102, The use of a smali plurality of messages
{e.g., five) to effect the change in the Service Access Point means that the change may be
accomplished quickly. In this instance, messages may inchude disconnect from the
OpiServereNB 308 at the source eNB 102, Handover(), RedirectBearer(),
RedirectBearerDone(), ResumeSession(), and the like. See Fig. 6.

{00168] In Fig. 6, the UE 104 client may be mformed by the LTE software
executing on the UE 104 that the Handover Command message has been received. Before
allowing the UE LTE software to proceed in synchromzing with the target Cell, the UE 104
client may send 4 packet over the redivected Dedicated Bearer 312 to disconnect from the
OptServereNB 308 associated with the source eNB 102, When this is accomplished, the UE
104 client may allow the UE LTE software to proceed. Another notification may be provided

to the UE 104 chient when the UE 104 sends the Handover Confivm message to the target
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eNB 102, The client may then send a Handover() message to the Wireless Control Process
3902 executing on the OptServerPGW 304 1o inform 1t of the new Cell 1D, the new C-RNTI,
the IMSI, and the GUTI (which may have changed), and the bearer 1D of the Dedicated
Bearer 312 that needs to be redirected, phus other parameters {e.g., the UE 104 IP address)
that may be required to provide additional services. The Wireless Control Process 3902 may
derive the new eNB 1D from the new Cell 1D, and obtain the eNB OAM IP address from
provisioned, or other data. The target eNB 102 may be coramanded to redirect the bearer 312
for the UE 104, and replies when this is done. At this point, the Wireless Control Process
3902 may send a ResumeSession() message to the UE 104 via the Default Bearer 302, and
the UE 104 client 15 able to send a packet via the redirected Dedicated Bearer 312 to the
OptServereNB 308 at the target eNB 102 to continue the session that was interrupted at the

source eNB 102 location.

Replacing an Alrborne ¢NB using the LTE Handover Mechanism

{60109] Referring again to Fig. 1, during emergencies, the wireless infrastructure
may be destroyed, or may not be operating, and it becomes necessary to deploy a temporary
network in an ad-hoc manner. One way to iraplement the deployment is 1o place the eNB 102
network element in an airborne vehicle, and have it hover over the area in which LTE
wircless service is desired, as indicated by the Cell Coverage Area 712. The atrbome vehicle
may either be manned, or unmanned. In the latter case, the aireraft may be referred to as an
Unmanned Acrial Vehicle (UAV 708). The Enhanced Packet Core {EPC) 710 network
clements may include the MME 108, SGW 110, PGW 114, HSS 120, PCRF 118, and the
fike, plus a Router 702 to provide communications interconnectivity among the network
clements. The MME 108, SGW 110, and PGW 114 network eloments may be deployed ina
second airborne vehicle 710 that may be situated remote from the area of operation of the
eNB 102 elements. The MME 108 and the PGW 114 network elements may communicate
over a the Long Haul Network connection 704 and the Long Haul Network 304 with the HSS
120 and the PCRF 1128 network eleraents. The eNB-based vehicle 708 and the EPC-based
vehicle 710 may communicate over a wircless back haul interface 112, AH LTE network
clements may communicate with the Flement Management System (EMS) 802 using the
Long Haul Network 804, This configuration 18 shown in Fig. 7. An alicroative deployment of
the EPC 710 clements is in ground-based nodes. In this case, the airborne eNB 102 vehicles
708 communicate via a wireless radio link 112 to a ground station that provides connectivity

to the EPC 710 elements and to the EMS 802,
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{B0118]  While other deployment configurations are possible, it may be best to
deploy the eNB 102 elements by themselves, without adding other LTE network elements to
the acrial vehicles 708 carrying the eNB 102, This deployment roay be especially usetul to be
followed when Unmanned Aerial Vehicles (JAVS) are used. Weight and power limitations
may be important in these deployments, and carrying only the eNB 142, and not any of the
other LTE network elements, may ensure that the UAV 70R carrving the eNB 102 does so

with minimal payload weight and power dissipation.

Replacing the eNB UAV in the Area of Operation

{00111]  In any remote ficld deployment situation, but especially when the
platforms that contain the LTE network elements are UAVSs, there will come a time when a
UAV needs to be replaced. The reason might be that the battery that powers the LTE
equipment is running fow, or that the UAYV is running low on fuel, or it may be that the UAV
that carries the LTE equipment needs to be removed from the scene and be serviced. In any
case, it may be possible to replace the UAYV platform while it is in operation in the field. The
following algorithm shows how the eNB UAV 708 may be replaced while in service over an
area of operation. The algorithm for accomplishing this replacement resulis in continnous
service being provided to the UEs 104 in the ares of operation of the eNB 102,

{B0812] Fig & depicts the situation when the eNB1 UAY 708 is being replaced by
another eNB2 UAV 708 that has arrived in the arca of operation. An embodiment ot a

replacement procedure s as follows.

{. The replacement UAV 708 hosting eNB2 102 arrives at the site of the UAV 708
hosting eNB1 192, eNB2 102 establishes radio communications with the

backhau! antenna/radio of the UAY 710 that hosts the EPC 710 eloments.

2. ¢NB2 102 establishes communications with the remote Element Management
Systern (EMS §02) via a router 702 contained in the EPC UAV 710 equipment.
3. The EMS R02 provisions eNB2 102 with the same parameters that oNBI 102

has, except that its Cell ID is different.

4. The EMS 302 starts the replacement procedure at eNB1 102, and commands
eNB1 162 1o reduce its transmit power at a rate, Pr, and concurrently commands
eNB2 102 to turn ON its transmitter, and increase its transmit power output at 3
rate Pr. The rate Pr should be chosen to emulate the power received at a UE 134

from two fixed anteunas separated by the usual 2-Cell vadit in deployed
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commercial LTE systems, when the motion of the UE 104 is away from eNB1
192 and towards eNB2 102, and the rate of emulated UE 104 motion 1s 3-30
kb,

5. Atsome point determined by the rate Pr and the RF propagation characteristics
over the area of operation, all the user equipment {cell phones, digital clements,
sensors, efc.) in the RF area 712 covered by eNB1 102 (and now also covered
by eNB2 102) determine that the Cell at eNB2 102 has a strong enough signal
compared with the Cell at eNB1 102 that a handover should be performed to the
Cell at eNB2 102, All the UEs 104 in the RF coverage area 712 now perform a
handover frorn eNB1 102 to eNB2 102,

6. When all the UEs 104 have migrated away from ¢NB1 102, eNB1 102 sends a
“replacement completed” indication to the EMS 802, and eNB1 {2 is now
commanded to reduce s transmit power to (1. eNB1 102 is able to leave the area
of operation. The eNB replacement has been completed without loss of service

to the UEs in the area of operation.

Beam Periodicity Allowed in a Bearn Forming LTE Wireless Systemn Using Periodically
Seanning Agile Beam Patterns

{08813] Ip cmbodiments, the present disclosure may provide for an RF beam
forming technique in an LTE wireless system. The particular beam forming technique may
generate a number “N” of RF beams concurrently, such as in cach one msec nterval of an
LTE frame 1002, where an LTE frame 1002 may be ten msec in duration. The N RF beams
902 may cover N sub-arveas 902 of the total coverage area 712 of an LTE Cell, the coverage
area 712 being determined by an LTE Cell using the same total transmit power used in the
beam forming solution, but which may not use the beam forming technique. In the next
mterval, another N RF beams 902 may be generated to cover a different set of N sub-areas
902, This process may be repeated until the entive Cell coverage arca has been scanned by the
RF beam patierns 902, The RF beam patterns 902 repeat periodically in this scanving
fashion.

{00814] The present disclosure may provide information related to the constraints
on the scanning periodicity that may need to be obeved by the RF bearn patierns 902, For
example, without limitation, for 8 Frequency Division Duplex (FDD) system, the periodicity
of the RF beam patterns 902 may be required to be four msec. For a Time Division Duplex

(TDID) system, the periodicity may geunerally be 10 msec (e, one LTE Frame 1002), but
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may be a shorter interval, depending on the TDD Uplink/Downlink (U/E) configuration 1002
being used in the LTE system. The data presented herein is the result of analysis through the
methods and systeros of the present disclosure, Certain specific constraints are given below.

{00115] The technigues of beam forming have been used for many years in the
areas of audio signal processing, sonar signal processing, and radio signal processing. In
many implementations, a technigue 13 used whereby the signal source (for reception at the
antenna array ) location is determined, and then the antenna array is focused on that point.
With the beam forming technology pertinent to this disclosure for LTE wireless systems, the
beam forming operates in a different manner, and takes advantage of the fact that in LTE, the
transmission of data to the UFs 104, and the reception of data from the UEs 104, 18 scheduled
by the software in the LTE base station 102, This beam forming technology focuses a set of
RF beams on specific, non-overlapping sub-areas of the Cell coverage area 712 for a fixed,
short time interval, and then is moved to another set of non-overlapping sub-areas of the Cell
coverage area 712 for the same fixed, short time interval. The bearn pattern may be moved in
this way until the entire Cell coverage area 712 has been scanned for a transmission from the
antenna array, and for reception by the antenna array. Then, the beam pattern of coverage
repeats 1o periodic fashion. See Fig. 9 for an example of 4 beam-scanning pattern consisting
of four RF beams 902 generated in each of four consecutive ong msec sub-frames of an LTE
Frame, with the pattern repeating every four msec. In the first one msec interval, RF beams
802 numbered §, 11, 9, and 14 may be generated, where these constitute 8 non-adjacent set of
RF beams 902. In the second one msec interval, RF beams 902 numbered 3, 6, 7, and 13 may
be gencrated. in the third one msec interval, RF beams 902 numbered 4, 8, 10, and 16 may be
generated. Tn the fourth one msec interval, RF beams 902 nombered 2, §, 12, and 15 may be
generated. In the fifth one msec interval, the pattern repeats. Alternative sets of RF beam
patterns 902 may be used, with the proviso that they be non-adjacent to ensure the best
operation of the agile beam forming system.

{08116] The present disclosure may cover the constraints on the repetition rate of
the beam patieras 902, and for TDD systems, also on the sets of sub-frames of frame 1002 in
which the RF beam patterns 902 may need to be identical.

{80817] LTE s an OFDM (Orthogonal Frequency Division Multipiexing) system.
The transroission intervals are organized into a set of sub-frames, and a set of 10 sub-frames
comprises an LTH Frame 1002, Each sub-frame is one msec in duration, and each of these is
further broken down into two slots, each of 0.5 msec duration. In an LTE FDD system,

different frequency bands are used for uplink and downlink transmissions. Hence, UEs 104
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can be scheduled to receive a downlink transmission, and/or can be scheduled for an uplink
transmission, in any sub-frame. In an LTE TDD system, the same frequency band 1s used to
carry uplink and downlink transmissions. To organize these transmissions, cach sub-frame in
the set of 10 sub-frames in cach LTE Frame 1002 may be configured for either Uplink
fransmissions, or for Downlink transmissions. As shown in Fig. 10, there are 7 different TDD
U/D Configarations 1002 specified for LTE operation. A particular LTE eNB 102 may be
configured to use one of these Contigurations 1002, The sub-frame labeled “S” in Fig. 10 1s
used to trapsmit an Uplink Pilot signal and a Bownlink Pilot signal. The S-sub-frame is not

used in determining the constraints imposed on the RF beam forming technique.

Hvbrid Automatic Repeat Requesi (H-ARQ) Processing

{B0818] Transmissions over the air interface are prone to errors due to interference
and fading. Fach transmission in the uplink direction and in the downlink direction has to be
acknowledged by the other end. This is done by sending Hybrid Automatic Repeat Reguest
(H-ARQ) acknowledgments or negative-acknowledgments on control channels. H-ARQ isa
powertul technique for improving the performance of LTE systems over that of other
wireless systems, and may need to be maintained when using the beam forroing technology.

{00119]  In the downlink direction, H-AR(Q ACKS/NAKS are for uplink
fransmissions, and are sent on the Physical H-ARQ Indicator Channel (PHICH), which is part
of the PDCCH (Physical Downlink Control Channel), t.e. the PHICH is transmitted in the
first 1-3 syrobols of cach sub-frame. In the uplink durection, H-ARQ ACKs/NACKs
(acknowledgement characters or negative acknowledgement characters) are sent on the
Physical Uplink Control Channel (PUCCH), which 1s implicitly scheduled shortly after a
downlink transraission.

{00120 When a downlink transmigsion 18 “NAKed,” (i.e., receives a negative-
acknowledge character) and needs to be retransmitted, the Media Accees Control (MAC)
layer in the eNB 102 clement may need to schedule that retransmission. When the beam
forming technique 1s eroploved, the MAC may be required to schedule the retransoussion to
occur in the sub-frame in which the RF beam 902 is formed that covers the current UE 104
location, and the data may be transmitted to the UE 104 via the covering RF beam 902,
Because all user plane data may need to be sent to the UE 104 in the sub-frare tn which is
formed the RF beam 902 that covers the UE 104 location, the statement for the downlink
transmissions may need to treat re-transmitted data in the same way that initial transmissions

of user plane data are treated with the beam forming technology. These stateraents apply
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equally to the FDD system and to the TDD system. Maintaining the efficiency of
retransmissions 1n the downlink divection is not an issue when using the beam forming
technigue.

{00121]  Uplink retransmissions may not be explicitly scheduled, but may be
implicitly scheduled. For instance, assume that the UE 104 makes an uplink transmission in a
sub-frarse in which the eNB 102 beam-forming receiver focuses on the UE 104 location. Tn
an FDD system, if the UE 104 receives a NAK of any transmission via the downlink PHICH,
the NAK may need to be sent four sub-frames after the sub-frame that contained the
maligned UE 104 transmission. The UE 104 uses smplicit scheduling to re-transmit the
mformation four sub-fraraes after receiving the NAK. Heuoce, in an FDD system, if the period
of the RF beam 902 coverage of the Cell sub-area 902 is different from four mseg, it means
that the UE 104 re-transmission may occur in a sub-frame in which the UE 902 location is
not iltuminated by an RF beam 902, As mentioned, the UE 104 interprets an ACK or NAK
received on the PHICH in sub-frame n as applying to the UE 104 transmission in sub-frame
(n-4}); See Section 8.3 of TS 36.213 vad0. Meanwhile, the UE 104 mmplicitly reschedules its
retransmission in sub-frame (n+4). See Section 8.0 of TS 36.213 vadd. Hence, unless the RF
bearn 902 rotation through the Cell coverage area 712 is four msec (4 sub-frames) in an FDD
system, uplink retransmissions fail (the eNB 102 is scarching the receive beams for UE 104
user plane transmissions, and with a rotation different from four msec, the beam location 902
in the sub-frame where the retransmission takes place does not cover the UE 104 location).
See Fig. 11 for an cxarople using a beam 902 rotation period of five msec versus using a

beam 902 rotation period of four msec in an LTE FDD system.

H-ARQ Processing for Uplink Retransmission in TDD Systems

{00122] The situation for a TDD systern may be more complicated, because the
relationship of the sub-frame in which the NAK is received to the referenced sub-frame of the
original transmission is diffevent for the different TDD U/D configurations 1002, So, too, is
the relationship of the received NAK sub-frame 1o the sub-frame in which the UE 104
implicitly schedules the re-transmission. Table 8.3-1 of TS 36.213 a40 is reproduced below,
and gives the relationships. If a NAK is received in sub-frame n, it implicitly refers to the
transmission sent by the UE 104 in sub-frame (n-k), where the value k 18 shown below for the

different TDD U/D configurations 1002,

(%)
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Table 1: Sub-frame Relationship of NAK Received to Original Transmission in TDD

Systems
TOD Sub-Frame Number {(n} in Which PHICH NAK is Received by the UE
UL/DL
Config
L i 2 3 4 5 & 7 8 9
@ 7 4 7 4
i 4 6 4 6
2 4] 6
3 6 ] 6
4 6 6
5 6
) 6 4 7 4 6

{B0823F The NAK trapsmissions from the eNB 102 may only come in specific
downlink sub-frames, and not always four sub-frames removed, as in the FDD systom.

{00124}  Another way to view the information is to view the sub-frames in which
the original UE 104 transmission is made, and then use the values to show when the NAK for
that transmission may be sent by the eNB 102, This view is presented in the following Table
2, where the notation h} means that the NAK is received in sub-frame b of the following LTE
frame. The TDD configurations show the Uplink/Downlink {(or 8) behavior of the system in

cach sub-frame, per Fig. 10 and Table 42-1 of TS 36.211 ad{}.
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Table 2: Original UE Transmission Sub-frame and Sub-~frame in Which NAK is

Received in TIHD Systems

TDD  {Downlink Sub-Frame Number
U o Uplink
Config { Switch
Point
Periodicity
Notation: U/n} means that the PHICH NAK for the transmission in the
indicated sub-frame comes in sub-frame n of the next frame.
0 i 2 3 4 5 6 7 X G
0] 5 ms D S /6 1 U/0} U D S Uy 1 /sy U
i S ms D S U6 1 um D D S Uy U/ D
2 S ms B S /R D D B S L/3: D B
3 10 ms D S u/g 1 ums U0 D D D D D
4 10 ms D S /g J/G D B D D D D
5 10 ms B S /g D 5 B D D D D
6 S ms D S U6+ UM | U D S Uy U/ D

{001258]  Now that it is clear in which sub-frame 3 NAK may be sent fora UE 104
transmission, the next point to understand is the sub-frame in which the UE 104 may re-
transmit its fntormation. The offset from the sub-frame 1 which NAK is received may also
depend on the TDD configuration 1002, and on the sub-frame in which the NAK is received.
If the NAK is received in sub-frame n, the UE 104 schedules its retransmission in sub-frame
{nt+k), where k is given in the following table (frorn Table 8-2 of TS 36.213 a4{ for normal

HARQ operation).
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Table 3: The Value k for UE Retransmission in Sub-frame (a+k) When NAK is

Received in Sub~framen

TOD
UL/BL
Counfig
Sub-frame n
{ 1 2 3 4 3 6 7 R 9

0 4 o 4 6
i 6 4 6 4
5 4 4
3 4 4 4
4 4 4
5 4
6 7 7 7 7 5

{00126] Table i, Table 2, and Table 3 provide a set of constraints on the where the
RF beams 902 have to be in order to preserve the HARQ capability in TDD systems that use
the beam forming technique. For example, if the RF beam 902 is focused on a location in
sub-frame n when a UE 104 transroits information, then the same RF beam 902 patiern roay
need to be in effect in the sub-frame when the UE re~transmits its data. For example, Table 2
shows that for TDD configuration , if @ UE 104 transmits information in sub-frame 3, 2
MNAK for that transmission cornes in sub-frame 0 of the following LTE frame. Table 3
specities that a NAK received in sub-frame O causes the UE to reschedule its retransmission
in sub-frame 4 (4 sub-frames after the NAK 1s received). This relationship means that the RF
beam pattern 902 in sub-frame 3 (where the original transmission took place) and in sub-
frame 4 (the sub-frame in which the retransmission occurs) may need to be the same. All of
the constraints implied by these H-ARQ tables determine how many separate sets of RF
beam patterns 902 can be had for a TDD system with a particular U/D configuration, and
therefore, what the rate of repetition may need to be for the RF beam patterns 902, The result
is not as straightforward as it is for the FDD system, in which there are 4 RF beam patterns
that repeat every 4 sub-frames.

{80127} Before analyzing Table |, Table 2, and Tabie 3 for all the HARQ
constraints on the bearn patierns, another aspect of the system may need to be analyzed for

additional constraints imposed on the number of sets of beam patterns 902, and the sub-
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frames in which the RF beam patterns may need to be the same. Additional constraints may
be imposed by the Channel Quality Indicator {CQI) measurements, because these
measurements roay be used to locate the UE 104 in the different RF beam locations 902. A
description for Locating and Tracking UEs 104 in an RF Beam 902 of 2 Periodically
Scanning RF Beam System, as described herein, explains the CQI measurements and how

they are used in an LTE system employing this beam forming technology.

Channel Quality Indication (CH)

[B0I28]  To be able to optimize downlink transmissions by adapting the modulation
and coding scheme (MCS), the mobile device 104 may have 1o send channel quality
indications (CQ1) on the PUCCH (Physical Uplink Control Channel) or the PUSCH (Physical
Uplink Shared Channel). The CQI 1s a 4-bit result that indicates the measurement value, The
measarement may be over the entire frequency range of the Cell bandwidth, or it can be over
some subset of that frequency range. The entire frequency range may be divided into g set of
Physical Resource Blocks, and collections of these are defined as a “sub-band”™ for the
purpose of making CQU measurements over a frequency range that is less than the total RF
bandwidth assigned to the Cell. In an LTE system, sub-band CQI measurements can be made
on an aperiodic basis, where the report is sent via the PUSCH. Periodic wideband CQL
measurements may be made vsing the PUCCH to send the report to the eNB 102,

{80129  When the eNB 102 desires that the UE 104 make a measurement of the
Chanuel Quality and return a COI measurement value, it may send comnand information,
calied Downlink Command Information (DCI), to the UE 104, In an FDD system, if DCLis
seut 1 sub-frame n, the QCI measurervent is reported by the UE o sab-frame (n+4). That,
plus the HARQ constraint of (n+8) tor uplink retransmissions, may dictate that the FDD
system contain four sets of RF beam patterns 902 that repeat every 4 sub-frames, In a TDD
system, the DCI commands may be constrained to be sent by the eNB 102 in the sub-frames
shown in Table 2, i.e., the same sub-frames in which ACK/NAK are allowed to be sent. The
UE 104 CQI measurement report is returned to the eNB 102 k sub-frames later, where k is
shown in Table 3. Because the UE 104 location determination algorithm uses so-called
aperiodic CQI reporting, where the report is returned via the PUSCH channel (i.¢., within an
RF beam 902), it means that the sub-frame in which the DCI comyand s sent and the
corresponding sub-frame that contains the CQI measuroment report may need to generate the

same RF beam patterns 502.

(%)
~
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Determining the Number of RF Beam Patierns in g TDD System

[80138] The information in Table 1, Table 2, and Table 3 may now be used to
determine the number of RF bearn patterns 902 that can be maintained v a2 TDD system with
a particular U/D Configuration 1002, and the sub-frames that may need to use the same RF
beam pattern 902. The constraints are based in the fact that HARQ may need to be preserved
for UE 104 retransmussions; the sub-frame of an original transmission and the sub-frame of a8
retransmission may need to have the same RF beam coverage 992, Also, a DCI for a Channel
Quality Information measurement in a given sub-frame and the CQI report in another sub-
frame may need to have the same RF beam 902 coverage in those two sub-frames, The
rationale for this staternent is apparent from the algorithros presented herein for locating a UE
104 in an RF beam 902 when the UE 104 first accesses the Cell, and for tracking a2 UE 104 ag
it moves across the set of RF beam 902 locations that cover the Cell area 712, The
information in Table 1, Table 2, and Table 3 is incorporated into the following table to make
the analysis easier to visualize for each TDD U/D contiguration 1002,

{603831]  The notation used in Table 4 is described here. For each TRD U/D
configuration 1002, the configuration is repeated from Fig. 10 for the convenience of the
reader. The row above the configuration is used to indicate the sub-frame in which the UE
104 can send an Uplink transmission, X (i.¢., in any U sub-frame), the sub-frame in which a
corresponding NAK 1s received (N}, and the sub-frame in which the corresponding
retransmission occurs {(R). It the relevant sub-frame occurs in the preceding LTE frame (24
LTE fraroes are shown in Table 4), it is indicated by N{j (for a NAK; the referenced
transmission is sub-frame i in the previcus LTE frame), or by R{j (for a retransmission; the
original transmission occurred in sub-frame j of the previcus LTE frame). In one case (TDD
configuration 6), the retransmission is for an original transmission two LTE traroes previous,
so the notation R{{j is used.

{80832} The row beneath the configuration row is used {o indicate when a DCI
comnmand can be sent by the eNB 102 {6 canse a CQI measurement. The notation deij is
used to indicate that the DCT coramand is sent in sub-fraroe j (it 5 already indicated in sub-
frame j, 50 this part is for convenience of viewing). The corresponding CQI measurement
result is returned to the eNB 102 is the sub-frame marked by CQL-j, where, again, if the

corresponding DCT command occurs in the previous LTE frame, the notation CQI-4j 18 used.

Table 4: HAR( and DCVCQT Data for Determining the Number of RF Beam Setsina
TDD System

(a2
o0
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The data in Table 4 is analyzed as follows to determine the mirober of RF

hat can be supported in a specitic TDD U/D configaration 1002, and the sub-

frames in which the same R¥ beam patiern 902 may need to be used. The results in Table 5

constitute the main constraints in this disclosure for LTE TDD systems that employ an RF

Beam Scanning antenna system. The constraints for a corresponding LTE FDI system are

that the RF Beam paticrn 902 repeat every 4 msec.

Table 5: The Number of RF Beam Sets, and the Sub-Frames Requiring the Same RF

Beam Coverage in LTE TDD Systems

TDD Analysis RF Beams may need to be
Configuration identical in the listed sub-
frame scts

{ The HAR{ constraint shows that sub-frames  {(0,3,4,7)5,9,8.2);
3,4 ray need to have the same RF beam 902
coverage, and that sub-frames 8,9 may need to L hence, two sets of RF beams
have the same RF beam 902 coverage, The 902 can be used in
DI constraint shows that sub-frarses 0,4 may | Configuration 8. Ouve set of
need to have the same RF beam 902 coverage, | RF beams 902 may be
and that sub-frarnes 5,9 may need to have the | gencrated in sub-frames 0, 3,
same RF beam 902 coverage. Sub-frame 2 and | 4, and 7; a second set of RF
sub-frame 7 have no constraints related to the | beams 902 mway be generated
beam forming, because QCI reports generated }in sub-frames 2, 5, 8, and 9.
in those sub-frames are related to DCI No RF bearns 902 are
commands sent in an S sub-frame. The S sub- | gencrated in sub-frames 1
frame data may abways be transmitted inthe  jand 6, which are the S sub-
Cell-Wide signal, and does not present frames.
constraints on the mumber of RF beam sets. A
requirement for the beam forming technique is | An alternative set of sub-
that the S frames not be used tosend DCI frames in which the same RF
commands. or to receive COI measurement beams 902 may need o be
reports for the purpose of determining the UE {used are: ((,3,4,2) and
location, as described hergin, This {5,9,8,7). Two other
requircrnent limits the number of RF beam alternative sets of sub-frames
902 sets that can be used to determine the UE  {are possible in which the
tocation to 2. Sub-frames 2 and 7 may need to {same sets of RF beam
therefore be included in one of these RF beam | patterns may be generated,
902 sets, for otherwise, UEs 104 in locations  {namely, (1,3,4,2.7) and
other than the ones tluminated in the two for  (5,8,9); (0.3,4) and
which CQ measurements are returned cannot {5,4,9.2.7).
be located via the algorithms described herein
on Locating UEs 104 within RF Beams 902,

1 The HARQ issue presents no consiraints on (3,9,0,5%4,82,7
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Configuration

THD

Analysis

RF Beams may need to be
identical i the Lsted sub-
frame seis

the RF beam forming, because the
retransmission occurs in the same sub-frame
as the original transmission. The CQI
constraint shows that sub-frames 9,3 may
need to have the same RF beam 902 coverage,
and that sub-frames 4,8 may need to have the
same RF bearn 902 coverage. Because the
(CI reports may need to be able to identify
UEs i any of the beam 902 locations, there
cannot be more than two sets of RF beams.
The remaining sub-frames may veed to be
inchaded in either of the two sets of sub-
frames in which CQI reports are returned. One
example is shown in the cell to the right of
this one in thig table,

hence, two seis of RE beams
907 can be used in
Configuration 1. One set of
RF beams 902 may be
generated in sub-frames @, 3,
5, and 9; a second set of RF
beams 902 may be generated
n sub-frames 2, 4, 7, and 8.
No RF beams 902 are
generated in sub-frames 1
and 6, which are the 5 sub-
frames,

As noted, alternative dual
sets of RF beam 902 may be
generated by assigning sub-
frames §, 2, 3, and 7 to the
two sets differently than
shown above. There are 3¢
different ways of partitioning
the four sub-frames 0,2,5,7
into the two sets of RF beam
patterns, one of which is
shown above.

The HARQ ssue presents no constrainis on
the RF beam forming seis, because
retransmissions occur in the same sub-frame
as the original transmission. However, the
CQI constrains the use of only two RF beam
patterns, because CQI is returned in just two
sub-frames. These two may need to be used to
locate the UEs in any of the RF beam 902
locations, The QCI relationships show that
sub-frames 2,8 may need to have the same RF
beam 902 pattern, and that 3,7 may need to
have the same RF beam 902 pattern. The
remaining sub-frames, ¢,4,5,9, may need to be
included in one of these two sets of sub-
frames. One example is shown in the next
table cell.

(2,8,0,4)3,7,5.9);

hence, two sets of RF beams
902 may be used in
Configuration 2. One set of
RF bearns 902 may be
generated in sub-frames 0, 2,
4, and §; a second set of RF
beams 902 may be generated
in sub-frames 3, 5, 7, and .
No RF beams 902 are
generated in sub-frames |
and 6, which are the S sub-
frames.

As noted, alternative dual
sets of RF beam 902 may be
generated by assigning sub-
frames 0, 4, 5, and 9 to the
two sets differently than
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DD
Configuration

Analysis

RF Beams may need to be
identical i the Lsted sub-
frame seis

shown above. There are 30
different ways of partitioning
the four sub-frames (,4,5,9
into the two sets of RF beam
patterns, one of which is
shown above.

not constrain the way the RF beams are
formed in the different sub-frames, because
X2 1s re-transmitted (when necessary) in sub-
frame 2, and X3 ts re-transmitted (when
necessary ) in sub-frame 3. With only two
uplink sub-frames, at most two sets of RF
beam patterns can be had, because the COL
values returned in the two uplink sub-frames
may need to identify UEs for dowalink
transroission in all the other (D) sub-frames.

3 The HARQ 1ssue presents no constraints on (3,4,6%2,8,5)3.9,7%

the RF beam forming sets, because

retransmissions occur in the same sub-frame | hence, three sets of RF

as the original transmission. There are throe beams 902 can be used in

sub-frames in which CQI reports are returned, | Configuration 3. One set of

and none are tied to an 5 sub-frame Hence, RF beams 902 may be

three sets of RF beams 902 can be used, with | generated in sub-frames 0,4,

01 reporting constraining 2,8 to have the and 6; a second set of RF

sarae RE heam 902 pattern, 3,9 to have the beams 902 may be generated

same RF beam 902 pattern, and 4,0 to have in sub-frames 2, 5, and 8; a

the same RF beam 902 pattern. The other sub- |third set of RF beams 902

frames, 3, 6, 7, may need to be placed inone  {maybe g g,enﬂrated in sub-

of these thrye sets of sub-frames, and frames 3, 7, and 9. No RF

therefore, other combinations of sets of sub-  [beams 902 are generated in

frames can be used, as fong as (2,8 are kept  {sub-frame 1, the S sub-

together, {3,9) are kept together, and (4,0) are | frame,

kept together.
Asg poted, alternative triple
sets of RF beam 902 may be
generated by assigning sub-
frames 5, 6, and 7 to the
three sets differently than
shown above. There are 39
different ways of partitioning
the three sub-frames 56,7
into the three sets of RF
beam patterns, one of which
is shown above.

4 The HARQ for aplink re-transmissions does  {(2,8,0,4,6)(3,9,5,7);

hence, two sets of RF beams
902 can be used in
Configuration 4. One set of
RF beams 902 may be
generated in sub-frames §, 2,
4,6, and 8: a second set of
RF beams 902 may be
generated in sub-frames 3, 5,
7, and 9. No RF beams 902

44
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DD
Configuration

Analysis

RF Beams may need to be
identical i the Lsted sub-
frame seis

The dei/CQI associations indicate that sub-
frames &,2 may need to have the same RF
beam 902 pattern, and that sub-frames 3,9
may nead 1o have the same RF beam 902
pattern. The other sub-frames, ¢, 4, 5, 6, 7,
may need to be collected with either pair to
map the rematning sub-frames to the two RF
beam 902 patterns. One example is shown in
the table cell to the right.

are generated in sub-frame 1,
the S sub-frame.

As noted, alternative dual
sets of RF bears 902 may be
generated by assigning sub-
frames 0, 4, 5, 6, and 7 1o the
two sets differently than
shown above. There are 62
different ways of partitioning
the five sub-frames 0,4,5,6,7
iuto the two sets of RF beam
patterns, one of which is
shown above.

5 Because there is only one uplink sub-frame in [(2,24,0,3,4,5,6,7.9);
Configuration 5, the CQI measurement
returped in that sub-frame (2) may need to hence, one set of RF beams
capture the location of the UE regardless of 1902 can be used in
where the UE is located in the Cell coverage [ Configuration 5. This single
arca 712, Le., there is just one set of RF beams | set of RF beams is repeated
902 in this configuration, and the entire Cell  jin sub-frames 9, 2, 3, 4, §, 6,
coverage area 712 may need to be covered by {7, 8, and 9. No RF beams
this one set of beams. 992 are generated in sub-

fraroe 1, the S sub-frame.
6 HARQ for uplink retransmissions constrains  1(8,2,3.4,5,7.8,9;

the following pairs of sub-fraraes to use the
same RF beam 902 pattern: {2,3), (3,4, (4,7,
(7,8),(2,8). The sub-frames when DCT 15 sent
by the eNB 102, and the corresponding sub-
frames when CQI is received by the eNB 102
constrains the following pairs of sub-frames to
use the same RF bearg 902 pattern: (9.4),
(0,73, (5,2). The sub-frame RF beam 902
pattern constraints overlap across all the sub-
frames (except the S sub-frames, which are
not used to send DCI o locate the UEs in this
disclosure).

hence, one set of RF beams
9072 can be used in
Configuration 6. This single
sct of RF beams 902 i
repeated in seb-frames G, 2,
3,4,5, 7,8, and 8. No RF
beams 902 are generated in
sub-frames 1 or 6, the S sub-
frames,

Locating and Tracking UEs in an RF Beam of a Periodically Scanning RF Beam System

100134

The present disclosure describes aspects for locating and tracking users in

conjunction with an RF bearm forming technique. The particular beam forming technique
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generates N RF beams 902 concurrently, such as in each 1 msec interval. The N RF beams
902 cover N sub-areas of the total coverage area 712 of an LTE Cell, the coverage area 712
being deterrained by an LTE Cell using the sarne total transrott power, but which does not use
the beam forming technique. In the next | msec interval, another N RF beams 902 are
generated to cover a different set of N sub-argas. This process may be repeated inan LTE
Frequency Division Duplex (FDD) systers for m times unti], for exarople, after 4 msec
(where m=4), the entire Cell coverage area 712 has been covered by the 4¥N RF beams 902,
For example, let N=4, so 16 RF beam 902 sub-areas cover the entire Cell area 712 in an FDD
system. See Fig. 9.

{00135]  The RF beam forming techuique depicted in Fig. 9 does not focus an RF
beam 902 on a particular user equipment (UE 104), as is done in other beam forming
approaches. Rather, the RF beams 902 are generated continuously each 1 msec, with the
same RF beam 902 sub-areas being covered every 4 msec in an FDD systern. In Fig. 9, four
sets of non-adjacent sub-arcas are itluminated (for transmit) and are focused (for receive)
over the course of four consecutive 1 msec time intervals,

[B0136] In an LTE wireless system, downlink transmissions may be scheduled by
software in the base station 102 called the Scheduler. The Scheduler may also grant
permission for uplink transmissions. In this way, the bandwidth available via the LTE air
interface is allocated to different users at different times in a manner determined by the
Scheduler.

{00137] When the RF beam forming techuigue sunvparized in Fig. 9 s used, it is
important for the Scheduler to know the current location of cach UE, so that, in g particular 1
msec interval, it can give uplink transmission grants only to those UEs 104 in one of the four
locations about to be focused by the RF subsystem beam forming in that | rosec interval,
Likewise, the Scheduler may need to schedule downlink transmissions only to those UEs 104
who are known to be located in one of the four RF beam 902 sub-areas about to be
iltuminated by the RF subsystem beam forming operation.

{00138] Henee, to enable the effective use of the RF beam forming technique, it
may be essential that the Scheduler know which RF beam 902 covers the current UE
location. There are two aspects to this problem that need to be resolved. One is to determine
the RF beam 902 that covers the UE 104 location when the UE 104 first accesses the Cell
{i.c., during an Initial Attach to the LTE system, or during a Handover into the Cell froma
neighboring Cell, or during a time when the UE 104 comes out of the IDLE state, and re-

establishes its connection to the current Cell). The second aspect of this problerm is (o track
7
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the UE 104 as the user moves across the sub-areas covered by the RF beams 902 generated
by the RF subsystem of the Cell. This disclosure provides iformation that discloses
techniques to handle these two aspects, for the purpose of proving priority in developing the
techniques, and for providing the teachings required to locate and track UEs 104 for use with
the RF beam forming technique.

(801381 In an example, in an LTE Time Division Duplex (TDD) system, the ten |
msec sub-frames of cach LTE Frame 1002 are divided into a set of sub-frames used for
downlink transmissions and a set of sub-frames used for uplink transmissions. There are
seven different configurations of the sub-frames into k-uplink sub-frames and m-dowulink
sub-frames. See Fig. 10, (The sub-frame labeled “S” 18 not used in the UF location
algorithms presented herein.) When the RF beam forming technique is used inan LTE TDD
system, UEs 104 need to be scheduled for uplink and downlink transmissions in a sub-frame
{i.c., | msec interval) when an RF beam 902 covers the UE 104 location. Hence, the need to
determine the UE 104 location within an RF beam 902, and the need to track the UE 104
iocation across the RF beams 902, are identical to those needs in an LTE FDD system.
However, rather than design the RF beams 902 to have a pattern that repeats every 4 rosec, as
in an FDD systery, the RF beam 902 patiern repeats every 10 rasec ina TDD systern for any
of the Uplink/Downlink contigurations chosen for the TDD system. Sec Table 6 for an
example listing of the sub-frames in cach TDD configuration 1002 where the RF beam 902
pattern may be the same. As described herein, for each TDD U/D Configuration, there may
be several different acceptable modes of operation for assigning RF beam patterns to the U/D
sub-framaes. The number of sets of sub-frames therefore indicates the number of different sets

of 4-beam patterns that can be sustained in the given TDD configuration 1002,

N
~
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Table 6: Mumber of Sets of RF Beam Patterns Supported in Each TDD Configuration

TDDU/D Sets of Sub-frames that Have Identical Beam Patterns
Configuration
G (0,3, 4, Tyand (5, 9, 8, 2} hence, this U/D configuration 1002

supports two sets of beam patierns of 4 beams each. No RF beams
902 are generated in sub-frames 1 or 6.

i {3,9,0, 5yand {4, & 2, 7} hence, this U/D configuration 1462
supports two sets of beam patterns of 4 beams cach. No RF beams
992 are generated in sub-frames 1 or 6.

[

(2, 8,0, 4yand (3, 5,7, 9): hence, this U/D configuration 1602
supports two scts of beam patterns of 4 beams cach. No RF beams
9012 are generated in sub-frames 1 or 6,

w3

(¢, 4,6), (2,85, 8y, and (3,7, 9): hence, this U/D configuration 1002
supports three sets of beam patterns of 4 beams each. No RF beams
992 are generated in sub-frame 1.

4 (€, 2,4,6, 8Yand (3, 5,7, 9} hence, this configaration 1002
supports two sets of beam patierns of 4 beams cach. No RF beams
902 are generated in sub-frame 1.

L

(0,2,3,4,5,6,7, 8, 9): hence, this configuration 1002 supports one
4-beam pattern. No RF beams 902 are generated in sub-frame 1.

6 (¢,2,3,4,5,7, 8, 9y hence, this configuration 1002 supports one 4-
beam pattern. No RF bearns 902 are generated in sub-frames 1 ot 6.

Channel Quality Indicator

[B0148] To be able to optimize downlink transmissions by adapting the modulation
and coding scheme (MCS), the mobile device 104 may need 1o send channel quality
indications (CQ1) on the Physical Uplink Control Chanpel (PUCCH) or on the Physical
Uplink Shared Channel (PUSCH). The CQI is a 4-bit result that indicates the measurement
value. The measurement may cither be over the entire frequency range of the Cell bandwidih,
or over some subset of that frequency range. The entire frequency range is divided into g set
of Physical Resource Blocks, and collections of these are defined as a “sub-band” for the
purpose of making CQU measurements over a frequency range that is less than the total RF
bandwidth assigned to the Cell. In an LTE system, sub-band CQI measurements can be made
on an aperiodic basis, where the report is sent via the PUSCH. Periodic wideband CQL
measarements can be made using the PUCCH to send the report to the eNB 102,

{80141]  When the eNB 102 desires that the UE 104 make a measuroment of the

Channel Quality and return a CQI measurement value, it sends command information, called
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Downlink Command Information (DCI), to the UE 104, In an FDD system, 1f DCT is sent in
sub-frame n, the QCT measarement is reported by the UE 104 in sub-frame (n+4). In a TDD
system, the DCT coromands are constrained to be sent by the eNB 102 in 2 subset of the sub-
frames used for downlink transmissions, The UE 104 CQI measurement report is returned to
the eNB 102 k sub-frames later, where k depends on the TDD Uplink/Downlink
configuration 1002, and where (nt+k) is a sub-frame configured for uplink transmission in the

TDD system.

A COI-Based Algovithm for Finding the UE Location Afier Random Access, Handover, or
Service Request
UE 104 Initial Location Deternunation in an FDD System

{00842] The eNB 102 system may learn of the existence of a UE 104 in its Cell
coverage area 712 via the Random Access (RA) procedure, via a Handover procedure, or via
g Service Request procedure, in which the UE 104 becomes connected via the Cell. To allow
the beam forming approach to be used for this UE 104, the current UE 104 location in one of
the 16 RF beam 902 locations in the FDD system may need to be determined. The following
algorithm uses COQI measureroents to determine the UE 104 location within an RF beam 902.
{f the RF environment includes major multipath components, the CQI measurements may be
used to determine an RF beam for downlink transmissions to the UE, while an SRS
measarement {(disclosed below) may be used to determine an RF beam for uplink
transmissions by the UE,

{00143} In cmbodiments, right after the eNB 102 sends an RA grant to the UE 104,
if there is no contention, the eNB 102 MAC (Mediam Access Control) software may send
comynands in cach of 4 successive sub-frames (i.c., sub-frames n, (nt+1), (n+2), and (n+3)) 0
have the UE 104 provide an aperiodic report of g sub-band CQI value. (If there is contention,
the commands are sent after contention is resolved, ie., after the eNB 102 sends the
Contention Resolution message on the PDSCH.) The eNB 102 MAC and the PHY (Physical
Layer) software may arrange for the selected set of measurernent sub-bands to be included in
gach of the transmit beam signals in each of the measurement sub-frames {0 ensure that every
tranamit beam has transmit energy from the sub-band focused on the tluminated beam area
902, if the UE 104 18 n the illuminated beam area 902, it can make the desired CQE
measurement of the configured sub-bands. These aperiodic measurements are returned via
the UE 104 PUSCH. If the measurement is made in sub-frame n, the report is returned in sab-

frame (n+4) 1u an FDD system.
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{60844} The eNB 102 PHY and MAC software ook for the UE PUSCH
measurements in each of the four receive beam streams in each of the reporting sub-frame
mtervals, (n+4), (nt+5), (n+6), and (n+7). The recetve heams 902 cover areas that are non-
adiacent (sec Fig. 9). It means that the UE 104 measurement report should generally be
recetved in only one sub-frame, and in only one received beam 902 signal for that sub-frame.
It is possible, though, that the eNB 102 may receive measurement reports in more than one
reporting sub-frame, in one receive-beam 902 data stream in each of those sub-frames, Thig
sitnation oocurs if the UE 104 is on the border between RF beam 902 location arcas. In this
case, the MAC may select the measurement with the best CQI value (or pick one of the
measurements, if they are the same). The MAC roay note the sub-frame and the received
bearn 902 signal that contains the UE 104 CQI measurement report to determine which of the
16 beam 902 locations contains the UE 104, This location is recorded as the current UE 104
location {1.e., the location that the ¢eNB 102 may use when sending vser plane transmissions
to the UE 104, or when scheduling the UE 104 for uplink transmissions in 2 non-multipath

RF environment),

UF nitial Location Determination in o TDD System

{00145]  An approach similar to the one for FDD systems may be used to determine
the UE 104 location within an RF beam 902 when the UE 104 first accesses a TDD system,
Depending on the TDD U/D configuration 1002 (see Fig. 10}, right after the eNB 102 sends
an RA grant to the UE, if there 15 no contention, or after contention is resolved in the case of
RA contention, the eNB 102 MAC software may send 3 command in the first upcoming sub-
frame in cach of the sets of sub-frames in which the different RF beam 902 patterns are
generated for the particular TDD U/D configuration 1002, and in which a DCI command may
be sent. See Table 4. The commands cause the UE 104 to make an aperiodic report of a sub-
band CQI measurement. The eNB 102 MAC and the PHY may arrange for the selected set of
measarement sub-bands {0 be included in each of the transmit beam 902 signals in the sub-
frames in which the DCT commands are sent to the UE 104, This approach ensures that every
transmit beam 902 has transmit energy from the sub-band focused on the illuminated beam
arcas 902; if the UE 104 18 in an iHluminated beam 902 area, it can make the desired CQI
measurement of the configured sub-bands. (The S sub-frames may not be used 1o send these
commands to make aperiodic channel quality measurements for the purpose of locating the

UE 104 1o an RF beam area 902.)
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{60846] These aperiodic measurements are returned via the UE PUSCH,
Depending on the TDD U/D configuration 1002, the sub-frame that can be used to send the
DCT to make the aperiodic measurement 5 constrained. See Fig. 10, So, if the measurement
is made in sub-frame n, the report is returned in sub-frame (n+k) in a TDD system that uses
rormal Hybrid-ARQ operation. The value that o can be, and the corresponding vahlue of k, are
specified 10 T8 36.213 a4{. As an example, suppose the UE 1{4 accesses the Cell in sub-
frame 2, and that the TDD U/D configuration 1002 being used is Configuration 0. Using the
values in Table 6 and the Configuration 0 Hsted in Fig. 10, the eNB 102 MAC sends a3 DCH
command in sub-frame §, and receives the report in sub-frame 9. The eNB 102 MAC also
sends a DCT command in sub-frame 0 of the next LTE frarme, and receives the corresponding
CQI measurement report in sub-frame 4 of that LTE frame.

{B0847F The eNB 102 PHY and MAC look for the UE 104 PUSCH measuremenis
in cach of the four receive beam 902 streams in each of the reporting sub-frame intervals,
which depend on the TDD U/D Configuration 1002, The receive beams 902 cover non-
adjacent areas, where possible (in the case of Configuration 5 or 6, only one set of RF beams
902 1s repeated 1 every U or D sub-frare, 50 some of the RF beam 902 areas may need to be
adjacent t0 one another). It means that the UE 104 measurement report should generally be
received in only one sub-frame, and in only one received beam 902 signal for that sub-frame.
1t is possible, though, that the eNB 102 may receive measurement reports in more than one
reporting sub-frame, and/or in more than one receive-beam 902 data stream in each of those
sub-trarges. This sttuation occurs it the UE 104 is on the border between RF location arcas
902, In this case, the MAC may select the measurement with the best CQI value {or pick one
of the measurements if they are the same, and/or pick one of the receive RF beam 502
signals, if a report with the same best CQI value s received in more than one receive RF
beam signal). The MAC may note the sub-frame and the recetved beam 902 signal that
contains the UE 104 CQI measurement report to determine which of the RF beam 902
locations contains the UE 104, This location is recorded as the current UE 104 location (Le.,
the location the eNB 102 may usc when sending user plane transmissions to the UE 104, or
when scheduling the UE 104 for uplink transmissions when the RF environment is not

impacted by multipath transmissions).
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A CH-Based Algorithm for Tracking the UE Location
UE Location Tracking in an FDD System

{80148]  Once the UE 104 Jocation is determined atier it completes the Random
Access procedure, or & Handover procedure, or the Service Request procedure, the UE 104
needs to be tracked, in case it moves to another RF beam 902 location within the same Cell
coverage area 712, The following algorithm uses CQI reporting to track the UE 104 across
the set of RF beam 902 locations that overlay the Cell coverage area 712 in an FDD system.

[60849] A value K (some number of hundreds of msec, e.g., K=20 for a 2000 msec
interval)y may be provisioned for periodic checking of the UE 104 location. The eNB 102
MAC may perform a CQl-based UE 104 location determination algorithm that s simailar to
the one specified above for the case of initial access to the FDD Cell. Hence, commands may
be sent to the UE 104 to perform aperiodic COQI reporting in four consecutive sub-frames, n,
(nr+1), (+2), and {(n+3). UE 104 measurement reports are thus sent via the PUSCH in sub-
frames (n+4), (nt3), (n+6), and (n+7). As in the case of the UE 104 location determination
upon completion of the Random Access procedure, the eNB 102 MAC ensures that the sub-
band Physical Resource Blocks (PRBs) selected for measurement are included in cach of the
transmit beam signals in cach of the rocasurement sub-frames, The eNB 102 PHY and MAC
ook for the UE 104 PUSCH measurement reports in each of the four receive beam 902
streams in each of the reporting sub-frame intervals, (n+4), (n+5), (0 +6), and (n+7). The
receive beams 902 cover non-adjacent areas. [t means that the UE 104 measurement report
should generally be received in only one sub-frame, and in only one recetved beam 902
signal in that sub-frame. The MAC may note the sub-frame and the received beam signal to
determine which of the 16 beam locations 902 coutains the UE.

{00158]  Because the RF beams in any sub-frame cover non-adjacent areas, the
eNB 102 MAC should recover a measurement from only one receive beam 902 stream in any
given reporting sub-frame. However, if the UE 104 is on the border between two or more RF
beam 902 locations, the oNB 102 MAC may receive measarement reports in each of 2, 3, or
in all 4 of the measurement reporting sub-frames. The MAC records the UE 104 location, or
locations (up to four), in 8 temporary data set assigned to the UE 104, If the current UE 134
location is not among the ones determined via the just-received measurement reports, and if
more than one UE-location has been determined, the MAC selects the UE 104 location
associated with the best returned CQl value, and updates the current UE 104 location
accordingly. I the current UE 104 location is among the ones just reported, or if it 1s the only

one reported, the current UE 104 location is not updated at this point in time.
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{60881}  Whether the current UE 104 location has been updated at this point, or noi,
the aperiodic CQI reporting is repeated at H msec intervals {(a provisioned number of 20 msec
mtervals, e.g., H=25 for making aperiodic rocasurements every 500 ros) uniil a single UE 104
location is determined, and which does not change for M (a provisioned value) consecutive
H*20 msec intervals. H the K msec periodic UE 104 check interval occurs before the UE 104
location determined from the reports remains fixed in M consecutive reports, the K msee
periodic location check is not performed for this UE 104, and the check for M consecutive
fixed UE 104 location determinations is continued at the H*20 msec rate.

[80182]  If the UE 104 location determination remains fixed in M consecutive
aperiodic reporting instances, update the UE 104 Jocation information if it has changed,
cancel the H*20 meec running of the CQl-based location check procedure, and resume
operation of the K msec UE 104 location check procedure for this UE. This repeating of the 4
consecutive sub-frames CQI measwurement procedure handles the case where the UE 104 is
on the boundary of different coverage areas illuminated by the RF beams 902, or oscillates
between RF beam 902 locations. (Note: the sub-band C0Q1 measurement inferval is 1 sub-
frame, namely, the sub-frame in which the UE 104 recetves a command to make an aperiodic

COI measurement. )

UE Location Tracking in a TDD System

{08153]  An approach similar to the one for FDD systerns may be used to track the
UE 104 location within an RF beam 902 as the UE 104 moves across the Cell coverage arca
712 of a TDD system.

[801584] A value K (some number of hondreds of msec, e.g., K=20 for a 2000 msec
mterval) is provisioned for pertodic checking of the UE 104 location. The eNB 102 MAC
may perform a CQl-based UE 104 location determination algorithm that is similar to the one
specified above for the case of nitial access to the TDD Cell. Hence, commands are sent to
the UE 104 to perform aperiodic CQI reporting o non-S sub-frames in which a DCI
coramand can be sent, where a single sub-frame is selected from cach of the sets of sub-
frames in which a differcnt sct of RF beam patterns is generated, to initiate the aperiodic CQIf
measurement; S sub-frames are not used for this purpose. The mumber of DCI commands sent
is thus equal to the number of RF bearn 902 sets generated v the particular TDD U/D
Configuration 1002 (sce Table 6). UE 104 measurement reports are thus sent via the PUSCH
in sub-frames appropriate for the particular TDD configuration 1802 in effect for the Cell.

The receive RF beam areas 902 covered in the TDD system in a given sab-frame may, or
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may not be non-adjacent. It means that the UE 104 measurement report should generally be
recetved in only one sub-frame, and in only one received beam 902 signal in that sub-frame.
{t 1s possible, though, that the eNB 102 may receive measurernent reports in roore than one
reporting sub-frame, and/or in more than one receive-beam 902 data stream in each of those
sub-frames. If the report is recetved in only one sub-frame, and in only one receive RF beam
902 signal, the MAC may note the sub-frame and the received beam 902 signal to determine
which of the RF bearn 902 locations countains the UE 104,

[60855]  However, if the UE 104 is on the border between two or more RF beam
902 locations, the eNB 102 MAC may reccive measurement reports in each of the
measurement reporting sub-frames, and/or in more than one receive RF beam 902 signals in
one or more of the reporting sub-frames. The MAC records the UE 104 location, or locations,
in a temporary data set assigned to the UE 104, If the current UE 104 location is not among
the ones determined via the just-received measurernent reports, and if more than one UE-
location has been determined, the MAC selects the UE 104 location associated with the best
returned CQI value, and updates the current UE 104 location accordingly. If the current UE
104 location i1s among the ones just reported, or if it is the only one reported, the current UE
104 location s not updated at this point in time.

{00156  Whether the current UE 104 location has been updated at this point, or not,
the aperiodic CQI reporting 1s repeated at H msec intervals (a provisioned number of 20 msec
intervals, e.g., H=25 for making aperiodic measurements every 500 msec) until a single UE
104 location is determined, and which does not change for M (a provisioned value)
consecutive H*20 msec intervals. If the K msec periodic UE 104 check interval occurs before
the UE 104 location determined from the reporis remains fixed in M consecutive reports, the
K msec periodic location check 15 not performed for this UE 104, and the check for M
consecutive fixed UE 104 location determunations is continued at the H*20 msec rate.

{80157 I the UF 104 location determination remains fixed in M consecutive
aperiodic reporting instances, update the UE 104 location information if it has changed,
cancel the H¥20 msec running of the CQl-based location check procedure, and resurne
operation of the K msec UE 104 location check procedure for this UE 104. This repeating of
the CQ1 measurement procedure handles the case where the UE 104 is on the boundary of
ditferent coverage arcas illuminated by the RF bearas 902, or oscillates between RF beam
002 locations. (Note: the sub-band CQI measurement interval is 1 sub-frame, namely, the
sub-frame in which the UE 104 receives a command to make an aperiodic CQI

measurement. }
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The Sounding Reference Signal (SRS} in LTE Systems

{00158]  The LTE standard defines an optional Sounding Reference Sigonal (SRS) in
the uplink direction. It is transmitted by a UE 104 using a known sequence, and using a set of
PRBs assigned by the eNB 102 MAC software. The SRS can be schedaled when the UE 104
is not transmitting user data, and is generally used to make estimates of the aplink channel
conditions. The eNB 102 MAC can schedule periodic transmissions of the SRS with a period
as low as Z sub-frames. The eNB 102 MAC can also schedule a single aperiodic SRS
tranamission. The SRS is detected at the eNB 102 and processed by the PHY layer. The PHY
layer reports to the MAC layer the received SRS signal-to-noise level per Resource Block
assigoed for the SRS, Reference the Femto Forum, Doc, No. FF Tech 003 v1.11 page 104,
2010.

An SRS-Based Algovithm for Finding the UE Location After Random Access, After Handover,
or After Service Request
UE Initial Location Determination in an FI3D System

{00159]  The UE 104 location determination algorithm for an FDD system may
operate the same way as when using the CQI reports, except that instead of having the eNB
102 MAC command the UE 104 0 make COQI measurements in four successive sub-frames, it
commands the UE 104 to send an 3RS in cach of four successive sub-frames. These are
aperiodic SRS transmissions, Each SRS transmission is sent in a sub-frame offset defined for
all UEs 104 by a Cell-specific parameter. The SRS transmissions received at the oNB 102
may be used in a mwanner similar to way the CQI measurernents are used at the eNB 102 to

determine the RF beam 902 that covers the UE 104 location,

UE Initial Location Determination in a TDD System

{08168] The UE 104 location determination algorithm for a TDD system may
operate the same way as when using the COI reports, except that jnstead of having the eNB
102 MAC send DCT cornmands for the UE 104 10 make CQl measurements, the DCI
commands are to send SRS transmssions. The commands are sent in the first upcoming sub-
frame 1o cach of the seis of sub-frames in which the different RF beam 902 paticrns are
generated for the particular TDD U/D configuration 1002, and in which a DCI command may
be sent. See Table 4. The commands cause the UE 104 to send an aperiodic SRS transmission

in the PRBs specified in the BCT command and in U sub-frames corresponding to the sub-
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frames in which the DCI comumand is received. Each SRS is returned in a sub-frame offset
defined for all UEs 104 by a Cell-specific parameter. The SRS transmissions received at the
eNB 102 may be used in a manner sinilar to way the CQI roeasurements arc used at the eNB

102 to determine the RF beam 902 that covers the UE 104 focation.

An SRS-Based Algorithm for Tracking the UFE Location
UE Location Tracking in an FDD System

{80861] The UE 104 location tracking algorithm for an FDD system may operate
the same way as when using the CQI reports, except that instead of having the eNB 102
MAC command the UE 104 to make COQI measuyrements in four successive sub-frames, it
comands the UE 104 to send an SRS in cach of four successive sub-frames. The commands
and reports are generated per the period values defined in the CQl-based tracking procedure
outlined herein for an FDD system. These are aperiodic SRS reports. Each SRS report is
returned in g sub-frame offset defined for all UEs 104 by a Cell-specific parameter. The SRS
transmissions received at the eNB 102 may be used in a manner similar to way the CQH
measurements are used at the eNB 102 to track the UE 104 as it moves from one RF beam

Q02 that covers the UE 104 location to another RF bearn 902 that covers the UE 104 location.

UE Location Tracking in a TDD System

{08162] The UE 104 location tracking algorithm for a TDD system may operate
the sarme way as when asing the CQI reports, except that instead of baving the eNB 102
MAC send DCY commands for the UF 104 to make CQl measurements, the DCI commands
are to send SRS transmissions. The commands are sent in the first upcoming sub-frame in
cach of the sets of sub-frames in which the ditferent RF beam 902 patterns are generated for
the particular TDD U/D configuration 1002, and in which 8 DCI command may be sent. See
Table 4. The commands cause the UE 104 to send an aperiodic SRS transmission in the PRBs
specified 1 the DCT command and in U sub-frames corresponding to the sub-frames in which
the DCI command is received. Each SRS is transmitied 1o a sub-frare oftset defined tor all
UEs 104 by a Cell-specific parameter. The SRS transmissions received at the eNB 102 may
be used 1n a manner similar to way the CQI measurements are used at the eNB 102 to track
the UE 104 as i moves from one RF beam 902 that covers the UE 104 location to another RF

beam 902 that covers the UF 104 location,
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Efficient Delivery of Real-Time Event Services Over a Wireless Network

{80163} A Real-Time Event service 1502 is a service that delivers the same
information content (e.g., video and audio) concurrently to multiple users. Examples include
the delivery of the State of the Union Address. The event does not have to occur i real time;
delivery of pre-recorded TV programs to users who see and hear the same content at the same
time constitutes another example of this type of service. It may be difficult to offer real-time
gvent services using the architecture shown in Fig. 1. In a typical deployment, there may be
on the order of 600 eNB 102 elements that provide coverage for a particular geographic
region. Tu the case of wireless users using today’s architecture (i.e., Fig. 1), it mnay mean that
cach end-user 104 connects 1o a server 124 that delivers these data streams, and the data
streams may be sent from the server 124 to cach end-user independently of delivery to other
end users. The situation is depicted in Fig. 12 for the case of 6 LTE wircless users 104
receiving the service. Note that the Real Time Event Server 124 may maintain a separate
connection to cach wircless user, so 6 connections, and 6 independent packet fransmissions
for video and 6 independent packet transmissions for audio may be required at the Real Time
Event Server 124, Note, 100, that the PGW 114 may handle the dehivery of the 6 video
gtroams and the 6 audio streams 1o the SGW 110 element, and that the SGW 110 element
may deliver the 6 vidoo strearas and the 6 audio streams to the eNB 102 elements that serve
the individual LTE users 104, Finally, each LTE eNB 102 element delivers the separate video
and audio strearos to the end users 104 who access the system via that eNB. Hence, one eNB
102 may handle the over-the-air delivery of packets for three users 104, another may do so
for two users 104, a third eNB 102 may do so for one user 104 in the example shown in Fig,
12,

{00164]  If the video data strearn rate is 500 kbps (a typical rate), and the audio
strear rate is 32 kbps (a typical rate), the example in Fig. 12 would have the Real Time event
server 124 handiing six independent connections, and sending about 3 Mbps to these end
users. Likewise, the PGW 114 and SGW 110 may handle packet transfers of similar rates.
These rates are well within the capabilitics of today’s servers and wireless network elements.
However, 6 users of the service is just an example. A realistic situation may have 60,000
users 104 distributed across the 600 eNB 102 clements concurrently watching the Real Time
Event {e.g., a TV show, a sporting event, a political event). With the architecture of Fig. 1,
the Real Time event server 124 may have to support 60,000 user connections, and deliver an
aggregate data rate of 63,000 times 500 kbps, or 30 Gbps. This rate far exceads the

capabilitics of today’s servers 124, Multiple servers 124 may need to be emploved {e.g., 10
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servers 124) to bring the transmission rate at each server to a manageable vahie. Likewise,
with multiple servers 124 eroployed, the nursber of user connections at each server may be
reduced to a roore manageable value of, perbaps, 6,000 per server. The econoraics of
deploying about 10 Real Time Event servers 124 to deliver this service to 60,000 concurrent
users may not be palatable to the service provider.

{80165  The situation at the POGW 114 cannot be remedied so ecastly. It is not
economical to deploy many PGW 114 clements that scrve large geographical regions, and in
the case of serving 60,000 wircless users 104 for this Real Time Event service, the PGW 114
must handle the transit of 30 Gbps, a daunting task, which may be resolved only at great
expense using the architecture of Fig. 1. The situation with the SGW 110 cleruent may not be
as bad ag it is for the PGW 114 clement, because in practice, there arve several SGW 110
clements that serve subsets of the 600 eNB 102 clements in a region. At the eNB 102
elements, cach eNB 102 clement may have to deliver the service to each of arcund 100 users
104 connected through its Cells, and hence, cach oNB 102 clemnent has to handle delivery of
50 Mbps over the LTE air interface. While this value may be slightly beyond the capabilities
oftoday’s LTE eNB 102 elements, it may be well within the capability of the APN beam
forming RF system presented in Fig, 9, However, cach eNB 102 may then be required to
support 50 Mbps utilization on its back haul 112 interface to receive the packets for its users
from the SGW 110 element. This value may be probiematic and costly to resolve at each eNB
102, If it is not resolved unitormly across the LTE wireless network, the user experience

suffers, depending on which eNB 102 is used to access the LTE wireless network.

T

{80166] From the gbove, it may be seen that the difficulties involved in providing
Real Time Event services (including cornmercial TV service delivery) to wireless users may
mvolve the number of connections required at the Real Time Event Server 124, the data
transmission rate required at the Real Time Event Server 124 and at the PGW 114 element,
and secondarily, the real time data transmission rate required at the SGW 118, and the

transinission capacity taken on the back haul 112 interface to each eNB 102 clement.

An Architecture for Efficient and Economical Real Time Event Delivery

[80867]  The tssues related to the economical delivery of Real Time Event services
in an LTE network may be reseolved, if a distributed Publish/Subscribe (P/8) architecture
concept is introduced into the APN wireless network to augment the capabilitics of the
Optimization Server 202 and 204. Fig. 13 shows an architecture that deploys the

Publish/Subscribe Broker programs 1304 on a set of computing nedes 1302, One or more P/S
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Brokers 1304 may be deployed on cach computing node 1302, depending on the number of
entities expected to connect at cach computing node 1302, Each communicating entity (.e., a
user device or a server) may connect to a single P/S Broker 1304 to recetve the services of
the P/S Broker architecture. End points may not connect directly to each other in this
architecture. The packets that comprise a particular data stream may be identified by a tag
called a Topic. A packet within a Topic stream may be referved to as an Event. In Fig. 13, one
entity 1308 connected to a P/S Broker 1304 at Node 1 1302 may Publish a stream of packets,
where the Publisher 1308 mnserts the stream Topic into each packet. Meanwhile, 10 other
users 1310 (1o, end user devices, or programs running on other computers) may have
previously Subscribed to this Topic. These users 1310 may be distributed across the three
computing Nodes 1302 shown in Fig. 13, in cach case connecting to the P/S Broker 1304 that
runs on its attachment Node 1302.

{80168  The P/S Broker 1304 network s designed to distribute the Published
packets to all the destinations that have Subscribed to the given Topic. P/S Broker 1 1304
knows to distribute the packet to P/S Broker 2 1304 within its own Node 1 1302, and also
knows to distribute the packet to the two entities 1310 directly connected to it that have
Subscribed to the Published Topic. P/S Broker 2 1304 knows to distribute the packet to P/S
Broker 3 1304 on Node 2 1302 and to P/S Broker 5 1304 on Node 3 1302, and also knows 1o
distribute the packet to the two entities 1310 directly connected to it that have Subscribed to
the Published Topic. P/S Broker 5§ 1304 knows to distribute the packet to its three directly
connected entities 1310 that have subscribed to the Published Topic. P/S Broker 3 1304
knows to distribute the packet to P/S Broker 4 1304 and to its two directly connected entitics
13 1( that have Subscribed to the Published Topic. Finally, P/S Broker 4 1304 knows to
distribute the packet to the single divectly connected entity 1310 that has Subscribed to the
Published Topic. The Publisher sends one packet, and the P/S Broker network takes care of
packet replication whenever it is needed. Each packet is replicated at each P/S Broker 1304
only to the extent that is necessary. Thus, the P/S Broker network distributes the task of
replicating packets in an efficient manner.

{00169] A distributed set of Publish/Subscribe (P/8) Brokers 1304 may be setup to
run on the set of Optimization Servers 202, 204 shown in Fig. 2, where the P/S Brokers 1304
may use the Publish/Subscribe coramunications paradigm to route packets efficiently
between an entity 130¥ that Publishes a packet stream and all entities 1310 that Subscribe to

recetve packets from that stream Topic. See an example deployment in Fig. 14,
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{80378]  As described previously herein, 2 technique is described that may be used
to redirect a UE 104 dedicated bearer 312, so 1t has a local OptServereNB 308 as its end
point, rather than the usual SGW 110 end pont. If each UE 104 i Fig. 14 15 connected via its
redirected bearer to the OptServereNB 308 associated with its serving eNB 102, the UE 104
may connect to the P/S Broker 1304 program that runs on that computer. Note that in Fig. 14,
a P/S Broker 1334 program may also run on the Server 124 that may be located n the
Internet, remote from the LTE Wircless Network, All the P/S Brokers 1304 in Fig. 14 may be
interconnected into a logical Publish/Subscribe Broker networking infrastracture.

[B0171]  Ifthe Server 124 remotely connected via the Internet provides a Real Time
Bvent service 1502, the P/S Broker 1304 network arrangement shown in Fig, 14 may be seen
to climinate the problems that occur in providing this service when the traditional architecture
of Fig. 1 is used to deliver it. See Fig. 15 for the results that may be obtained when using the
Publish/Subscribe Broker architectare in conjunction with the bearer redirection technique
previously described herein.

{B0872] The previously discussed issues relating the problems in providing a Real
Time Event Service 1502 to wireless users 104 may now be seen to be resolved. The entity
1502 that generates the Real Time Event data stream connects 10 one P/S Broker, and no end
user 104 device connects directly to it. The issue of maintaining 60,000 concurrent user
connections may be seen to resolve into maintaining a single connection (which may also be
used to deliver other services, besides the Real Time Event service). Furthermore, the Real
Time Event service prograra 1502 generates one video packet per video tirae frame, and one
audio packet per audio time frame, to send into the P/S Broker network, and it may be seen
that it is no longer required that this program generate 60,000 video packets per video fime
frame, and 60,000 audio packets per andio time frame, to seud to the 60,000 concurrent end
users 104, It may be seen that packet replication is performed by the P/S Broker network,
when necessary. [t may be seen that one Real Time Event Server 124 can handie delivery of
the service to 60,000 concurrent users 104, and that a multiplicity of Real Time Event servers
124 s no longer required. The economics of delivering this service may therefore be seen to
be improved corapared with using the current wireless network architecture.

{60373} Furthermore, it may be seen that the Internet and the long haul network
now carries one packet per video time frame, and one packet per audio tiroe frare, instead of
60,000 of cach per time frame. Theretore, it may be seen that the long haul network
bandwidth utilization has been reduced from 30 Gbps to 500 kpbs, a reduction by a factor of
60,000
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{00874] It may be scen that because of the presence of the OptServerPGW 304 and
the OptServereNB 308 servers associated with the eNB 102 clements, the PGW 114 s no
longer is involved in routing the packets for this service. The capacity of the PGW 114 may
be retained to deliver other services. The packets are routed by the P/S Broker 1304 on the
OptServerPGW 304 to a P/S Broker 1304 on each of the OptServereNB 308 servers that have
UEs 104 that Subscribe to the Real Time Event service data streams. To relate the sitaation in
Fig. 15 to the one extrapolated {to 60,000 users) from Fig. 12, it is supposed that each of the
6 eNB 102 elements have 100 UEs 104 that Subscribe to the Real Time Event service.
Hence, the P/S Broker 13034 on the OptServerPGW 304 replicates by 600 times a video
packet per video time frame, and an audio packet per audio tirae frame, and forwards cach of
these packets to an OptScervereNB 30€ server. The transmission rate at the OptServerPGW
304 may thus be seen to be 600 times 500 kbps, or 300 Mbyps, a value that may reasonably be
handled by today’s server computers. Furthermore, the transmission rate over the LTE back
haul network to cach OptServereNB 308 may be seen to be 500 kbps, rather than the 50
Mbps required using today’s architecture, a reduction by a factor of 100.

{80175 It may also be observed that the need to distribute the Real Time Event
service packets at a 300 Mbps rate by the OptServerPGW 304 may be reduced by having
more than one server instance associated with the PGW 114, For example, if five
OptServerPGW 304 instances are deployed, with each covering 120 of the 600
OptServereMNB 308 servers, then the data rate required from cach OptServerPGW 304
instance to deliver the Real Time Event service is reduced to 60 Mbps,

{00176] At cach OptServereNB 30, the P/S Broker 1304 receives one video
packet per video time frame, and one aadio packet per audio time frame (1.e., about a 500
kbps rate} from the P/S Broker 1304 running on the OptServerPGW 304, and distributes the
packets to its directly connected UE 104 entities. 1n this example, it is assumed that cach eNB
102 supports 100 UEs involved with the Real Time Event service, so the transmit data rate at
the OptServereNB 308 may be seen to be 100 tiroes S00 kbps, or 50 Mbps. This value may
likewise be seen to be viable using today’s server computer techoology.

{00177}  The integration of the Publish/Subscribe Broker architecture, the bearer
redirection capability, and the Optimization Servers into the LTE wireless network in this
disclosure may be seen to cnable the cconomical delivery of Real Time Event services,

including commercial TV, to wireless users.
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{mplementing Active-Hot Standby Redundancy in Server Architectures Using the
Publish/Subsecribe Paradigm

{00178]  In an Active-Hot Standby Redundancy architecture, two identical service
instances, 1602 and 1604, arc installed in the network. The servers 124 that run cach service
istance may be located far from its mate server 124, or may be co-located with the mate
server 124, but placed on ditferent power sapplies. The actual deployment situation may
depend on the expected failure modes pertaining to the servers 124, The Standby service
instance 1604 may maintain state information for every Session maintained at the Active
service instance 1602 that it is poised to replace. When a failure occurs in the Active instance
1602, the Standby instance 1604 promotes itseif to Active, and assumes all aspects of the
service identity and role of the Active instance 1002 it is replacing. Service to user entities
continues without interruption, although transactions that are ongoing just as the failure
occurs may be lost.

{00179] KeepAlive messaging may be used between the Active and Standby
instances, 1002 and 1604, so the Standby instance 1604 can determine when to promote itself
to the Active state, and assume the functions and all aspects of the service identity of the
failed instance it is replacing.

{00188] When point-to-point communications architectures are used, it may
generally be difficult to transfer the state information from the Active to the Standby
instance. Maintaining lock-step state information at both the Active Service instance 1602
and at the Standby Service instance 1604 may involve a great deal of overhead at the Active
Service instance 1602 in providing state information to the Standby Service instance 1604, In
typical iroplementations where, as in this case, the service instances may execute on different
computing nodes, state changes may first be accurnulated on the Active instance 1602, and
then transferred to the Standby instance 1604, Hence, many CPU cyeles may be used in the
Active instance 1602 host to implement the Hot Standby architecture.

{08181] When the Publish/Subscribe paradigm is used with the distributed P/S
Broker architecture described herein, it may be much casier to maintain a common state in
the Active and Standby instances, 1602 and 1604, The Standby instance 1604 may be
programmed {0 Subscribe to the exact same Topics as does the Active service instance 1602,
mcluding Topics with the unique instance 1D tag used by the Active instance 1602, Hence,
without any actions being taken on the part of the Active instance 1602, the Standby instance
1604 may receive exactly the same messages that the Active instance 1602 receives. The

Standby mstance 1604 may process these messages in exactly the same way that the Active
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instance 1602 does, except that while the Active instance 1602 Publishes responses and other
service-specific messages, the Standby instance 1604 may not Publish any service-specific
messages. The state information kept in the Standby instance 1604 thus may be kept in fock
step with the state information kept in the Active instance 1602,

{00882] Each service instance may have an instancelD value that distinguishes one
service instance from another. These valoes may be used in the KeepAlive exchanges used by
the Standby instance 1604 to monitor the operational state of the Active instance(s) 1602
The KeepAlive interactions shown in Fig. 16 and discussed herein may be used in this
Active-Hot Standby Redundancy architecture. Because the Standby service instance 1604 1
already using the same rustance 1D that the Active service instance 1602 uses for service-
specific interactions, there is no need for the Standby instance 1604 to assume the service
identity of the failed Active instance 1602 when a Role change occurs. The Standby service
instance 1604 promotes itself to Active, and turns ON a software switch that allows it to
Publish the messages it formerly did not Publish while #t was in the Standby state, All service
sessions continue without interruption, with the previously Standby mstance 1604 now
providing the service.

{B0183]  The paragraphs above indicate how the Standby instance 1604 may
monitor an Active service instance 1602, and assumes all aspects of the role of the Active
instance 1602, when the Active instance 1602 fails {including Publishing service-specific
messages). This Active-Hot Standby Redundancy architecture may also be shown to work
when a single Standby instance 1604 is ready to replace any of N Active service instances
1602, In this case, the Standby instance 1604 Subscribes to the service Topics that each of the
monitored Active instances 1602 Subscribe to. The session state information may be
organized on the Standby instance 1604 in a way that allows identification of a service
session with a specific Active service instance 1602, Also, the Standby instance 1604 may
maintain a separate KeepAlive exchange with each Active service instance 1602 that it is
monitoring. When a fatlure is detected in an Active service instance 1602, the Standby
imstance 1604 promotes itself to Active, deletes the session state information for all but the
sessions associated with the service instance 1602 that it is replacing, un-Subscribes from all
service-specitic Topics, except for those of the service instance 1602 it is replacing, and huns
ON the software swiich that hitherto prevents i from Publishing service-specific roessages.
The service sessions previously handled by the service instance 1602 that has failed are now
handled by the Standby (now Active) service instance 1604, The newly promoted Active

service instance may also veport to an Element Management System 02 (EMS), indicating
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the fatture of a specific Service instance 1602, and the assumption of an Active service role
by the reporting service jnstance 1604,

{80¥84] It may be seen how the Active-Hot Standby Service Redundancy
architecture disclosed herein using the P/S Broker messaging system can be used to provide a
Hot Standby Redundancy server for the Real Time Event Service 1502 deseribed in this
disclosure. A Hot-Standby redundant server 124 may be deployed in addition to the Real
Time Event server 124 shown in Fig. 15. The Service program 1502 running on the Standby
server 124 may exchange KeepAlive messages with the Active service instance 1502 shown
in Fig. 15 to determine the operational state of the Active instance 1502, Meanwhile, the
Standby service 1502 Subscribes via the P/S Broker network to the saroe Topics as does the
Active instance 1502, and may therefore maintain the same state information that is kept on

the Active service instance 1502.

Using Keep-Alive Messages to Monitor the State of an Active Instance

{B0188] The service instances, 1602 and 1604, may implement a method to
determine whether they assume the Active state, or the Standby state, when they initialize.
Further, the Standby instance 1604 and the Active instance(s) 1602 may implement a
KeepAlive conumunication exchange, so the Standby instance 1604 can determine when an
Active instance 1602 has failed. The repetition rate of the KeepAlive messages may
determine the rapidity with which the Standby instance 1604 can determine the failure of an
Active mnstance 1602, and promote itself to the Active state. Usually, a configured nurober of
contiguous non-replies to KeepAlive messages sent by the Standby instance 1604 may be
used to declare the failure of an Active instance 1602, The processing of the KeepAlive
messages may be given priority, so false declarations of service instance failures do not
OCCUI.

{00I86] Fig 16 shows an example of KeepAlive messaging that may be used in
this redhindancy architecture. The interactions all occur using the counection of the Service
programs to the P/S Broker instance 1304 that runs on their server 124, 304, 303, machine.
However, the passing of messages through the P/S Broker 1304 architecture is omitted in Fig.
16 for the sake of simplicity. The Active service instance(s) 1602 and the Standby service
mstance 1604 may execute on different Server machines (124, 304, 30%), because it 5 the
failure of a Server (124, 304, 308) that is being overcome in the redundancy architecture.
Furthermore, the Active service instances 1602 do not inttiate the sending of KeepAlive

messages, but always respond 1o a received KeepAlive message.
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{G0I87]  In the design of these service instances, 1602, 1604, cach instance of
<serviceType> may be configured with an <instancelly>, Also, several Topics (e.g., text
strings) roay be hard-coded for comununicating the KeepAlive messages, All Active service
instances 1602 of <serviceType> may Subscribe to the Topic
ServiceControl/<serviceType>/KeepAlive. In addition, when a service instance is
Initializing, it must determine whether it is Active or Standby, so it Subscribes to the Topic
ServiceControl/<serviceType>/KeepAlive/<instancell>, where <instancel[™ may be a
value assigned to its own service instance. The initializing program may also Subscribe to the
Topic ServiceControl/<serviceType>/KeepAlive. The latter Topic may be used to receive
KeepAlive messages from another service instance that is etther Initializing, oris in the
Standby state. Although there can be N Active service instances 1602, there is only one
Standby service instance 1604, Hence, when a service instance determines that it is the
Standby instance 1604, it Subscribes to the Topic ServiceControl/<serviceType>/KeepAlive,
and also Subscribes to ServiceControl/<servieeType>/KeepAlive/Standby. The former
Subscription is used to receive KeepAlive messages from Active service instances 1602 that,
for some reason, restart.

{B0188]  When a service instance Initializes, i may send a single KeepAlive
message at a periodic configured rate to the Topic ServiceControl/<serviceType>/KeepAlive,
and may indicate in the message payload that its state is “Inttializing,” and may also inchude
its <instancelD3>. The P/S Broker 1304 messaging system takes care of replicating this packet
when there is more than one service instance 1602 being backed up in the redundancy
architecture. Each service instance that receives this message responds by Publishing a
KeepAliveResp message to the Topic
ServiceControl/<serviceType>/KeepAlive/<instancelDy>, where the <justancelDd> is the
value received in the KeepAlive message. Hence, the message may be routed by the P/8
Broker 1304 system only to the Initializing service instance. The KeepAliveResp message
contains the state of the sending iustance, and the <instancelD> of the sending instance.

[00189] I, after a configured, or a provisioned, number of KeepAlive attompts, the
initializing service instance receives no responses from any other service instance, the
initializing service instance may set its State to Standby, and thereby leave no gaps in the
state information it subsequently collects when other service mnstances initialize, assumeo the
Active state, and begin to provide servige to users. Upon transitioning to the Standby state,
the service instance may un-Subscribe from the Topic

“ServiceConirol/<serviceType>/KeepAlive/<anstancelD>” and may add a Subsceription to the
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Topic “ServiceControl/<serviceType>/KeepAlive/Standby™. The Subscription to the Topic
“ServiceControl/<serviceType>/KeepAlive” may be retained. The Standby service mstance
1604 may begin to Publish KeepAlive messages at the configured, or provisioned, periodic
rate after a configured, or provisioned, time it may wait to allow other service instances 10
mitialize. KeepAlive messages Published by the Standby service instance 1604 use the Topic
“ServiceControl/<serviceType>/KeepAlive”,

5

and include the Standby state and the
<instancelDD> of the Publisher of the message. Responses to KeepAlive messages received
from the Standby service instance are Published to the Topic
“ServiceControl/<serviceType>/KeepAlive/Standby”.

{80¥98]  If a response 18 received from the Standby service instance 1604
respounse to any KeepAlive message sent by the initializing service instance, the initializing
imstance may promote itself to the Active state, un-Subscribe from the Topic
“Servicelnstance/<serviceType>/KeepAlive/<instancelD>", and retain ifs Subscription to
“ServiceControl/<service Type>/KeepAlive”.

{00191] If after a configured, or provisioned, number of KeepAlive message
transmissions, an mittializing service instance receives responses from fewer than N Active
service instances 1602, and none from a Standby service instance 1604, the mitializing
instance may change s state to Standby, may un-Subscribe from the Topic
“ServiceConirol/<serviceType>/KeepAlive/<instancelD>", and may add a Subscription to
the Topic “ServiceControl/<serviceType>/KeepAlive/Standby”. The Subscription to the
Topic “ServiceControl/<service Type>/KeepAlive” roay be retained. The Standby service
instance 1604 may begin to Publish KeepAlive messages at a configured, or provisioned,
periodic rate.

{00192]  If the Inatializing instance receives responses from all N Active service
instances 1602, the Intializing instance may change its state to Standby, may un-Subscribe
from the Topic “ServiceControl/<serviceType>/KeepAlive/<instancelD>”, and may add a
Subseription to the Topic “ServiceControl/<serviceType>/KeepAlive/Standby™.
Alternatively, if the futializing service instance receives a reply from the Standby instance
1604, the Initializing service instance promotes itself to Active, un-Subscribes from the Topic
“ServiceInstance/<serviceType>/KeepAlive/<instancelD>", and retains its Subscription to
“ServiceControl/<serviceType>/KeepAlive”,

{00893]  Afier a configured, or provisioned, number of KeepAlive atiempts, if the
Initializing instance receives responses from other service instances, where the total mumber

of replies 18 M or fewer, and some responses (including none) indicate service instances in the
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Active state, and other responses indicate service instances in the Initializing state, but no
response indicates the Standby state, then the sending service instance may promote itself to
the Active state it its <instancelD> is a smaller number than at least one of the <iustancelD>
values of all the other initializing instances, and may promote itself to the Standby state if its
<instancelDy> is larger than the values of all the other service instances reporting themselves
to be in the Initializing state. Depending on the State assigned by the initializing service
instance, the Subscriptions noted above are removed, added, or kept, depending on the State
assigned by the initializing service instance.

[80184] If a Standby service instance 1604 receives a KeepAlive response from
another service jnstance indicating that it, too, is in the Standby state, the instance that
receives the response remains in the Standby state if its <instancelD> value is larger than the
one indicated in the response message, but changes its state to Active if its <instancelD> is
smaller than the one indicated in the response message. If a transition to the Active state is
made, the changed service instance un-Subscribes from the Topic
“ServiceControl/<service Type>/KeepAlive/Standby”, and retains its Subscription to the
Topic “ServiceControl/<serviceType>/KeepAlive”.

{B0¥95]  Whenever a service instance receives a KeepAlive message from the
Standby service instance 1604, it Publishes a response message to the Topic
“ServiceControl/<serviceType>/KeepAlive/Standby”, and indicates the unigque identifier of
the responding service instance, plus its current State. This respouse message is theretore
routed by the P/S Broker 1304 networking architecture to the Standby service instance 1604,

{00196] It may be seen from the above that the logic to determine the
Active/Standby status of a service instance is complex. Fig. 16 shows the KeepAlive
mteractions for one Active service instance 1602 and a Standby Service instance 1604, The
P/S Broker 1304 subsystem is not shown to keep the figure as uncluttered as possible. Also,
not all the cases described in the above paragraphs are illustrated in Fig. 16 for the sake of
simplicity. Those skilled in the art may note that the descriptions herein constitute a complete
algorithm for determining the Active or Standby state of an initializing service instance.

{00197]  Note that Fig. 16 shows that when g Standby instance 1604 promotes iself
to Active, it may retain its <instancelD> identity for KeepAlive message exchanges, but may
use the <instancelDd> of the service instance it is replacing for all Service-specific message.
Doing so allows UEs 104 whose sessions have been interrupted at the failed service instance
to restart those service sessions, or resume them, at the replacement service instance, using

the same service instance 1D value obtained at the start of the service sesston. An alarm
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message may also be generated by the formerly Standby service instance 1604 to report the
failure of a specific, formerly Active, service nstance 1602, and to report the state change of

the Standby mstance 1604 1o the Active state. The alarm message s not shown in Fig. 16.

Architecture that Conserves Back Haul Utilization When Previding Services to
Wireless Users

{00198]  Disclosed herein provides how to use an Optimization Server architecture
that is integrated into an LTE Wireless network, plus a means of allowing a UE 104 to be
connected to an Optimization Server 308 associated with its serving eNB 102 via a redirected
bearer 312, plus a Pablish/Subscribe Broker architecture to provide efficient delivery of Real
Time Event services to wireless users. In the Real Time Event service, many users are
recetving the same information (e.g., video, andio} at the same time. One of the efficiencies
provided by the architecture is the great reduction in back haul 112 utilization compared with
the utifization necded when today’s architecture is used to provide the service.

[60199]  Other types of services distribute the same information (e.g., video, audio}
to roany users, but do not do 50 at the same time. One example may be a Streaming Movie
Delivery service. In this service, many users may elect to view the same raovie, or video, but
do so at different times. If the traditional architecture shown in Fig. 1 is used, cach such end
user 134 in the ETE wireless network recetves a unique video data stream and a unique audio
data stream that traverses the Internet 122, the long haul network 804, the elements of the
Enhanced Packet Core (EPC) network (PGW 114 and SGW 118), the back haul network 112
connecting their serving eNB 102 to the EPC, and the LTE air interface.

[B0268] A better approach may be 1o ase the set of Optimization Servers 304 and
308 described o this disclosure, along with the Publish/Subscribe Broker architecture, as
shown in Fig. 14, It may be noted that if the Service {e.g., Streaming Movie Delivery Service
{SMD} 1702 1s provided at the OptServereNB servers 308 shown in Fig. 14, and if the UE
104 dedicated bearer redivection 312 shown in Fig. 3 and Fig. 4 is invoked for each user
desiring to roceive the Strearning Movie Delivery service 1702, then the movie dehivery to
gach such user does not use the LTE back haul network 112, The video and audio packet
streams may be seen to traverse the path from the OptServereNB 308 associated with the user
serving eNB 102 through that eNB 102, and over the LTE atr interface to the User Equipment
104, This technique is applicable to any service that has the characteristic that the same

mformation may need to be sent to a phurality of users 104, but not necessarily at the same
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instant in time. The Streaming Movie Delivery Service 1702 is just one example of a Service
with this characteristic.

{00281]  To provide the Strearing Movie Delivery service, a Streaming Movie
Delivery (SMD) application 1702 may be deployed to run on cach Optimization Server 304
and 308. See Fig. 17. This application 1702 may have access to movies that are stored locally
in a permanent storage, but the number of movies stored may be more tirnited in the
OptServereNB 308 elements than in the OptServerPGW 304 clement. Movies that are not
stored at any of the Optimization Servers 304 or 308 in the APN wireless network are
obtained from a more remote store 1704 via the Internet, and saved at the OptServerPGW
304, Distribution of movies to the eNB 102 locations can be controlled by the Streaming
Movie Delivery (SMD) 1702 service instance that runs on the OptServerPGW 304, and may
be based on the number of users 104 who access a particular movie from a particular eNB
102 location.

{00262] Video streaming ray consume not only a large over-the-air bandwidth,
but generally may consume a large amount of bandwidth on the back haul connection 112
between the eNB 102 and the SGW 110. Thus, a relatively small number of users 104
engaged in a video streaming service at one eNB 102 may consuroe a large fraction of the
over-the-air and back haul 112 capacities of the eNB 102, While the beam forming system
discussed in this disclosure enhances the air interface capacity, so a larger number of high
bandwidth users 104 may be served than in current eNB 102 ioplementations, a
corresponding increase in the back haul 112 bandwidth may not be avaiable. Hence, it s
important to conserve back haul 112 bandwidth as much as possible, especially when
delivering video services. When the back haul 112 is highly utilized, service delivery to all
users 104 may be corapronused, and the quality of service for all users 104 may deteriorate.
The APN Optimization Server 30 deployment at the eNB 102 locations, plus the bearer
redirection 312 at the eNB 102 elements, plus the Publish/Subscribe 1304 message delivery
system deploved on the Optimization Servers 304 and 303, may conserve eNB 102 back haul
112 utilization, and therefore may keep quality of service high for all users 104, Also, the
iowest delay possibic is incurred in sending the audio and video data streams to the UE 104,
because of the short path between the UE 102 and the point where the service is provided.
This sub-section shows how the back haul 112 utilization s nuninuzed when one, or many
users access the Streaming Movie Delivery service 1702,

{82837  Fig. 4 shows the interactions between the UE 104 and software that runs

on the OptServerPGW 304 when the user 104 invokes the Streaming Movie Delivery 1702
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service on the UE 104. A dedicated bearer 302 may be established (o support the service
1702 that is invoked by the user, and that bearer is re~-divected 312 to an OptServereNB 308
node that is associated with the ¢NB 102 that serves the UE 104, The UE 104 may need to
connect to a P/S Broker 1304 that runs on the OptServereNB 308 {0 receive its services via
the P/S Brokering middleware.

[08284] The following is an exarople of the way the Streaming Movie Delivery
service 1702 may be designed. Other designs may be possible. See Fig. 17 for the Service
Deployment architecture. See Fig. 18 for the Service message interactions discussed next.

[B0265]  When the user selects the Streaming Movie Delivery icon on the UE 104
display, and enters the name of a movie to view, the UE 104 software roay use the
linkedBearerll), the DedBearerl}, the ServertP and ServerPort parameters obtained from the
OptServerPGW 304 (see the StartServices message in Fig. 4) to connect to the P/S Broker
1304 at the OptServereNB 308, The UE 104 may have to locate a Service instance that can
stream the selected movie to the UE 104, so the UE 104 Publishes a Service Discovery
message to the Topic string “Servicelnquiry/StreamingMovieDelivery/<movie pame>,” and
may include the UE 104 TMST and the serving eNB 1D in the message payvload. The UE 104
also sends a Subscription to the Topic “ServiceDescription/StreamningMovieDelivery/<maovie
name>/<IMSI>." Including the UE IMSI in these messages may allow the response from any
Streaming Movie Delivery service instance 1702 to be routed by the Broker network only to
this recuiesting UE 104,

{00286] Al Streaming Movie Delivery server programs 1702 may Subscribe to the
Topic “Servicelnquiry/StreamingMovieDelivery/*,” so all instances of this service may
recetve the UE 104 inquiry message. In the example shown in Fig. 18, the service instance
1702 runming on the OptServereNB 308 at the serving eNB 102 location may receive the
Service Inquiry message, as may the service instance 1702 running on the OptServerPGW
304. The UE 104 Service Inquiry message is replicated by the P/S Broker 1304 mnstance that
is connected to the UE 104 at the OptServereNB 308, Assume that configuration of the
OptServerPGW 304 P/S Broker 1304 inhibits further routing of this Service Inguiry, and
hence, only the Streaming Movie Delivery instances 1702 at the serving eNB 102 and at the
PGW 114 may respond, if they can provide the movie. Suppose they can (in this example, the
service instance at the OptServerPGW 304 roay store the set of all movies that can be
provided at any OptServereNB 308, but the set of movies stored at a particular
OptServereNB 308 may be a subset of these. The UE 104 may inchude the serving eNB 102

identifier in the Service Discovery message that it sends, so the Streaming Movie Delivery
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Service instance 1702 at the PGW 114 can determine when enough downloads are being
requested from that Jocation to warrant sending and storing the movie at that eNB 102
location, if it 5 not already stored there.).

{00267]  Each responding Streaming Movie Delivery instance 1702 may Publish a
service response message to the Topic “ServiceDescription/StreamingMovieDelivery/<movie
name>/<IMSI>.” This message may be routed only to the requesting UE 104, Tn this case,
W0 response messages may be returned to the UE 104, The UE 104 software can determine
from a parameter included in the message (e.g., associated eNB 1D, or PGW), that the service
instance 1702 at the OptServereNB 308 is closer to the UE 134, and selects that one to
deliver the service. The Service Description message may contain the unique 1D assigned to
the service instance 1702,

{00288  Each SMD service instance 1702 Subscribes to a conirol message stream
Topic for its service. In this case the Topic may be
“ServiceControl/StreamingMovieDelivery/<unique ID>." Hence, when the UE 104 software
Publishes a service request message to the topic
“ServiceControl/StreamingMovieDehivery/<unique ID>,” it may be routed to the service
mstance 1702 at the serving eNB 102 location. The movie name may be placed into this
message payioad, as well as a “StartMovie” indication, as well as any other parameters
requaired to start the service (e.g., charging information, the Topic used by the UE 104 to
receive the andio portion of the movie (includes the UE 104 IMST to ensure routing back to
the UE 104), the Topic used by the UE 104 to receive the video stream for the movie
(includes the UE 104 IMSI to ensure routing back to the UE 104), the Topic used by the UE
104 to receive control information for the wovie (ncludes the UE 104 IMST to ensure routing
back to the UE 104)).

{00289]  The audio and video streams may be Published by the service instance
1702 running on the OptServereNB 308 that is associated with the serving eNB 102, and
hence, no back haul 112 15 ased (o send these streams to the UE 134, The UE 104 software
receives the streams, and renders them to the vser.

{00218]  This scenario is followed by any number of UEs 104 being served by a
particalar eNB 102, and as long as the requested movies are available at the OptServereNB
308 that 15 associated with the eNB 102, no back haunl 112 is used to carry any of the
audio/video streams to these users 104, A large amount of back haul 112 utilization is

conserved because of this architecture.
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Providing Streaming Movie Delivery When the Movie is Not Stored at the Serving eNB
Location

{00211]  If the requested roovie is not available at the Streaming Movie Delivery
service instance 1702 at the serving eNB 102 location, the service instance 1702 may not
reply to the Servicelnquiry Published by the UE 104, Sece Fig. 19, If the movie is avatilable at
the service instance 1702 at the PGW 114 location, it may respond to the UE 104
Servicelnquiry, and the movie is provided by that service instance 1702, Because the service
dedicated bearer 312 for the UE 104 is re-directed at its serving eNB 102, the routing for the
movies streams is frorg the Streaming Movie Delivery imstance 1702 at the PGW 114
location through its P/S Broker 1304 connection to the P/S Broker 1304 on the
OptServereNB 308 associated with the serving eNB 102, and then to the UE 104. Sec Fig. 17
and Fig. 19.

{086212] Meanwhile, because the UE 104 may mclude s current serving eNB 102
identity in the Servicelnguiry message, the SMD service instance 1702 at the PGW 114 may
increment a count of the number of requests for this movie at that eNB 102 location. If the
count exceeds a provisioned value, the service imstance 1702 at the PGW 114 location may
downdoad the movie to the service instance 1702 at the eNB 102 location, where it may be
stored. Future requests for this movie by a UE 104 attached through that eNB 102 are served
by the Streaming Movie Delivery service instance 1702 associated with the eNB 102, The
SMD service instance 1702 at the PGW 114 thus may keep a record of the SMD service
mstances 1702 and thetr eNB 102 locations, and the movies cach is able to provide. This
information may be used in the Handover scenario by the Wireless Control Process 3902
software at the OptServerPGW 304 to help it determine whether, or not, the service dedicated
bearer 302 should be re-divected at the target oNB. Also, usage-based algorithms may be
implemented to determine when a movie should be deleted from storage at a particular eNB
102 location.

{08213]  In the case where the Streaming Movie Delivery service instance 1702 at
the PGW 114 does not have local storage of the movie named in the UE 104 Servicelnguiry
message, the SMD instance 1702 may interact over the Imternet 122 with the Centralized
Main Store 1704 for this movie service, and may begin to retrieve the movie. As the movie
packets are received from the Centralized Main Store 1704, they are saved to disk. Once the
SMD instance 1702 on the OptServerPGW 304 determines that it can obtain the movie from
the Centralized Store 1704, it may send a ServiceDescription response to the UE 104

ServiceIngquory message. The movie is provided in this case by the SMD service nstance
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17072 that runs on the OptServerPGW 304, See Fig. 19 for the messaging involved in this
scenario.

{00214] While ouly a fow embodiments of the preseut disclosure have been showa
and described, it will be obvicus to those skilled in the art that many changes and
modifications may be made thereunto without departing from the spirit and scope of the
present disclosure as described in the following claimns. All patent applications and patents,
both foreign and domestic, and all other publications refercnced herein are incorporated

herein in their entireties to the full extent permitted by law.

APN LTE Netweork fo Serve as 2 Dual Use Network

{00215  Dual Use means that the network may be used concurrently by the general
public and by government agencies, with the following proviso. Whenever it may be deemed
necessary (1.e., under control of the US government, without the need to get a court ovder),
network access may be denied to all users/entities whose priority is lower than the miniroum
allowed priority set by the government administrator, or is not one of the subset of allowed
high priority access classes set by the government administrator. Farthermore, network
access may be denied to all users/entities who are not maembers of specific government
agencies allowed to access the network, The LTE Cell Barring for Government Use feature
can be applied to any Cell, or to all Cells, or to a subset of Cells, in a 3GPP wireless network.
Also, when Cell-Barring-For-Government-Use (CB-for-GU) is enabled, it may be possible
for the network to cause a Detach of all users who are not members of the allowed
government agencies, and/or whose priority is lower than the mininmum aliowed priority, or is
not one of the sabset of allowed high priority access classes set by the government
admunistrator. [t may also be possible to make exceptions for Emergency sessions that have
already been established in the network, and it may be possible to allow Emergency access to
the network, at the discretion of the US Government administrator. Lastly, it may be possible
for the network to perform verification tests of the user identity before allowing a user to
maintain access with the network, or with the part of the network that hag CB-for-GU
enabled. It may be apparent to those skilled in the art that the CB-for-GU capability described
above goes well bevond the 3IGPP Cell Barring capabilities prescribed for 3GPP networks. Tn
the rerpainder of this disclosure for this feature, the focus is placed on how to design a Dual
Use capability into a 3GPP LTE wircless network with the aforementioned characteristics. It

may be understood that the same principles may be used in building a Dual Use capability
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into other types of 3GPP wireless networks, such as 3G Universal Mobile
Telecommunications System (UMTS).

{00216]  Scc the 3GPP documents TS 36.331 and TS 22.011; TS 23.203 (Policy
Controf Rules Function, ete.y and TS 23.228 (IP Multimedia Services, ¢tc.) for standardized
Cell Barring specifications. See also, TS 22,153, Requirements for Multimedia Priority
Service. These standardized specifications do not allow the operation of a Dual Use network
as described above. Furthermore, all the details for implementing even these standardized
capabilities are not spelled out in these 3GPP documents. The standardized capabilities may
be combined with additional, new features and capabilities to implement the type of Dual Use
wireless network described above. The information contained in this disclosure describes in
clear terms that may be understood by anyone skilled in the art the manner in which a Dual
Use LTE wireless network may be implemented. The standardized capabilities are integrated

with new, additional capabilities, to accomplish this end.

Using Network Roaming Concepts to Differentiate Government Agency Users from General
Users

{00217]  The International Mobile Subscriber Identity, IMSH, 1s a unique wdentifie
assigoned to every piece of User Equipment (UE 104) that can access a 3GPP wireless
network. The IMSI is a 64-bit value composed of up to 15 numbers. The first three digits are
the Mobile Country Code (MCC). The next three digits (or two digits in European and other
non-MNorth American networks) are the Mobile Network Code (MNC) within the coundry,
The remaining 9 {or 10) digits are the Mobile Subscription Idemtification Number (MSIN}
within the network. The Home Network of a 3GPP wireless network s thus identified by a
specific MCC, MNC value, which identifies 4 specitic Public Land Mobile Network
{PLMN). Users who sign up with the operator of a network are assigned an IMS{ within that
network, and are able to gain access to the Cells of that operator. Those Cells are within the
Home Network of the IMSL

{00218] Frequently, network operators enter into mutual agreements, whereby
users in one operator network are allowed access in another operator network and vice versa.
Such users are said to be Roaming when they access a Cell in an operator network that is
ditferent trom their Horae Network.

{00219] Network operators generally may provision their wireless network
clements to define both the Home Network and the allowed set of Roaming Networks, A UE

104 with an IMSI that is not in the Home Network of a Cell being accessed, or is not in the
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list of Roaming Networks provisioned into the Home Network elements, is not allowed to
access the Cell.

{00228]  The Roaming concepts described above may be used 1o help implerent
part of the requirements of a Dual Use network, A UE 104 belonging to a2 member of 3
Government agency may be assigned an IMSI that is in the Home Network of the Dual Use
network, Members of different government agencies may be distingoished by agency by
using a subset of the MSIN values for assignment to mermbers of a particular agency.
Alternatively, members of different agencics may be assigned IMSIs with different MCC,
MNC vahies, where each of these networks is defined to be an Equivalent network to the
Home Network in the Dual Use network. In the Home Network, members of Equivalent
Networks are treated in the same way as are mermbers of the Home Network. As for the
Home Network, the list of Equivalent Networks is provisioned into the network elements
used to control access to the Home Network. The concept of Equivalent Networks is defined
in the 3GPP standards.

{B0221]  Per the previous paragraph, members of Government agencies are
assigned IMST values that are either in the Home Network of the Dual Use network, or are
assigoed values 1o the set of Equivalent Networks in the Dual Use network, All other users
may be assigned IMSI values in the network of their traditional network operator, and may
access the Dual Use network as a Roamer. General users may prefer to access the Pual Use
network because of lower cost of service, because of the ability to receive higher data rates
than on Cells in their Home Network, because of lower congestion than on the Cells in their
Home Network, or because of other reasons.

[80222]  Ordinarily, general users may access the Cells in the Dual Use network as
Roamers, and receive the same quality of service as is provided to roembers of Governraent
agencies who access the Dual Use network as their Home, or Equivalent, Network, The
Element Management System (EMS 802} that manages the network elements of the Dual Use
network may be used o provision the network elements with the Home Network valae, with
the network values of cach Equivalent Network, and with the network vahies of each allowed
Roaming Network.

{60223} During an Emergency, or when the Government administrator doems it

ceessary, access 1o one Cell, to several Cells, or to all Cells, of the Dual Use network may
need to be restricted for use only by Government users, One step to achieve this restriction
may be to have the EMS provision each Mobility Management Entity (MME 108) that

handles the restricted Cell, or Cells, to remove the Hist of allowed Roaming networks. In this
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case, the MME 108 may reject users who access the restricted Cell, or who access any of the
restricted Cells, if they are members of any but the Home Network, or of an Equivalent
network. In this case, atteropted accesses may be rejected with a cause of “pormanent PLMN
restriction.” Receiving this cause value makes the UE 104 enter the PLMN into its Forbidden
PLMN list, and only a manual selection of a Cell in that PLMN can cause the UE 104 to
atternpt another access to it. Alternatively, if only a selected set of Cells s restricted, the
reject cause value may be “temporary PLMN restriction.” In this case, the UE 104 enters the
Tracking Area {TA) of the restricted Cell into its list of restricted TAs, and may not attempt
to access another Cell in this TA. It may also be the case that a subset of Roaming Networks
is provisioned to be restricted, with the remaining Roaming MNetworks allowed. This type of
provisioning may be at the discretion of the Government Network Administrator,

{B0224] Fig. 20 below is a modification of Fig. 1 of this disclosure, and includes an
EMS 802 that manages the network elements in the LTE network. Fig. 20 shows that when a
Cell 15 restricted, the MME(s) 108 that handle the Cell may be provisioned to remove or
restrict the st of Allowed Roaming Networks, and the MME 108 may detach all UEs 134
that are not members of the Home Network, or of an Equivalent Network, or of an allowed
Roaming Network, in the Dual Use network. The MME 108 keeps the UE 104 TMST as part
of the context information kept for cach UE 104 handled by the MME 108. See Section
5.3.8.3 of TS 23.401 v9.4.0 for the MME-initiated Detach procedure.

{082258] While asing the Roaming concepts serves to detach non-government users
104 from the restricted Cells, and denies their access to restricted Cells, these UEs 104 may
still atternpt to access the restricted parts of the Dual Use network. During disasters or other
emergencies, such access attempts may prevent or delay the access of High Priority
government users, of Police Departroent users, or of Fire Departroent users, or of Emergency
Responder users. Rapid access must be provided to these users during such emergencies, The
Cell Barring concept of 3GPP may be used and extended as described in this disclosure to

achieve another aspect of implementing a Dual Use LTE wireless network.

Architecture Components That Implement Cell Barring and User Identity Validation

[80226]  Cell Barring is a standardized mechanism that may be used to limit the set
of UEs 104 that are allowed to access a Cell. When Cell Barring is cuabled at a particular
Cell, the broadeast information from the Cell includes the CellBarred parameter, the ac-
BarringFactor parameter, the ac-BarringTime parameter, the ac-BarringForEmergency

parameter, and the list of allowed/notAllowed high priority access classes contained in the
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ac-BarringForSpecial AC parameter. The System Information Block 1 (S5IB 1) CellBarred
parameter indicates whether or not any access restrictions are enabled at the Cell. The SIB 2
ac-BarringFactor parameter and the ac-BamingTime parameter determine how frequently a
UE 104 with Access Class Priority between 0 and 9 may atterapt access to the Cell. The SIB
2 ac-BarringForEmergency parameter indicates whether E911 calls are also barred on the
Cell. The ac-BarringForSpecialAC 1s a Boolean list detailing the access rights for each high
priority access class. The UE 104 Access Class (AC) priority that is stored in the SEM card at
the UE 104 allows the UE 104 to determine what to do when it detects that a Cell is Barred
for access. Regular users have their UEs 104 assigned an AC value between § and 9 (the
values are randomly assigued to regular users). TS 22.011 specifies that AC 10 is to be used
for B9 11 calls; AC 11 is for PLMN users; AC 15 is for PLMN Staff; AC 12 1s for Security
Services; AC 13 is for Public Utilities (e.g., gas and water suppliers); and AC 14 is for
Emergency Services users, The 3GPP standards indicate that there is no priority associated
with AC 11 through AC 15, No other Access Class values are defined in the 3GPP standards,
so a Dual Use network has to be able to operate using just these values configured into the
UE 104 SIM card.

{80227 According 1o 3GPP standards, when CellBarred s set to “Barred,” UEs
104 with Access Class priority values that exceed 10 are always allowed to access the barred
Cell. This may, or may not be what is desired by the government administrator when a Cell is
barred for Government use. A finer grain barring based on UE 104 Access Class priority may
be needed (e.g., access may need to be barred for AC less than 12, or access may need to be
allowed for some users with AC 12, but access may need to be barred for other users with AC
12, or more Access Class values than those in the 3GPP standards may be required to
ditferentiate the governmuent users). This patent disclosure provides design information for
achicving a finer grain Cell access barring capability, Also, in a Dual Use network, it may be
necessary to restrict the access of even High Priority users as noted above (e.g., FBI users
with Access Class Priority 12 may need to access the barred Cell, but other users with Access
Class Priority 12 may need to be restricted from accessing the barred Cell), The design
information presented in the present disclosure uses the UE 104 IMSI to further restrict
access to a barred Cell by a high priority user. Lastly, in certain circumstances, it may be the
case that UE 104 SIM cards have been illegally set with a high priority Access Class by
criminals or terrorists, or have programmed IMSls that are assigned to high priority users. It
may therefore be a requirement in 3 Dual Use network to be able to perform a biometric test

of any High Priority user that becomes connected through a Cell that is barred for
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government use. Biometric testing may inchude voice matching, fingerprint matching, or any
other type of test involving unique user characteristics or knowledge (e.g., a password). This
biometric testing need 18 also accounted for in the information presented in this disclosure for
a Dual Use network.

{00228] [t may be the case that Cell barring strictly in accordance with the 3GPP
standards needs to be set up at one or more LTE Cells. Meanwhile, the above paragraph
shows that additional access constraints need to be enabled when Cells are barred for
Government use. This patent disclosure design description therefore defines a special Cell
Barring type, called Cell Barming for Government Use (CB-for-GU), which is distinct from
the Cell barring capability defined 1o 3GPP standards documents. The design information
contained in the present disclosure, and understandable by those skilled in the art, shows how
to add the CB-for-GU Cell Barring capability to be used in addition to the Cell Barring
specified 1u the 3GPP standards,

{006229]  The design of the system disclosed herein is just one of several designs
that may be used to implement the capabilities required in a Dual Use network. It should be
noted that modifications to the design information presented herein are possible while
achicving the same result, A specific set of design fnformation is presented herein to illustrate
to those skilled in the art how a Dual Use network may be implemented.

{00238] Fig 21 shows the L'TE network components that may be required to
implement the CB-for-GU capabilitics described above. Note that Fig. 21 includes the
Optimization Server concept and the P/S Broker concept described hercin. Inclusion of these
components into the design information makes the system disclosed here efficient, perhaps
more efficient than with other types of element interfacing. The sohid Hines in Fig. 21 show
standardized interfaces for an LTE network, and include the mnemonic used in the 3GPP
standards for cach interface. The dashed lines indicate additional interfaces that may be
required to provide the Dual Use capability. The dashed lines connecting to the Government-
run Element Management System (EMS 802) are OAM interfaces (Operations,
Administration, and Maintenance interfaces) of the kind present in any LTE network, albeit
in this case, they may provision information that may be pertinent to the Dual Use network
capabilities. The interface between the LTE MME 1038 and the P/S Broker 1304 running on
the OptServerPGW 304 node may provide efficient interfacing between the plurality of
MME 108 clements deploved in the LTE network and the Application Function (AF) 2102

that may play a central role in providing the Dual Use capabilities to the LTE network.
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{60231} I Cell Barring is not in effect at any Cell in the LTE network, the EMS
302 does not provision any additional Cell Baming nformation into the AF 2102, and does
not provision any additional Cell Barring information into the MME 108 clements. I the
standardized Cell Barring is in effect at any Cell in the LTE network, the EMS 802 likewise
does not provision any additional Cell Barring information into the AF 2102, and does not
provision any additional Cell Barring information into the MME 108 elements. When Cell
Barring for Government Use is cnabled at one or more Cells in the LTE network, the EMS
302 provisions additional data related to the CB-for-GU into the AF 2102, into the MME 103
clements that serve the barred Cells, and into the eNB 102 elements that operate the barred
Cells. (The information provisioned into the eNB 102 clements 1s the same as the information
required for the standardized Cell Barring capability.) The following sections may describe a
processing design that implements the Pual Use wireless network features.

(802321 In addition to the network clements and interfaces shown in Fig 21, a new
application may be added to the UE 104 to enable biometric user validation in the Dual Use
LTE network. The additional UE 104 capability is illustrated in Fig. 22, The UE 104 may
also connect to the P/S Broker 1304 network for services other than Biometric Testing. The
advantage of using the P/S Broker 1304 middieware is that a single connection of the UE 104
to the P/S Broker 1304 network may suffice to support any number of UE 104 applications.
Each application uses application-specific Topics via the P/S Broker interface 2204, Hence,
the UE 104 app for Biometric Testing 2202 may be invoked when the UE 104 1s twrned ON
and first connects to the LTE network, The Biometric Testing app 2202 Subscribes to receive
micssages via a specific Topic, and may wait until the initial Biometric Testing message is
recetved (it may never be sent, because the testing is not generally required). It may be
understood by those skilled in the art that P/S Brokering s not essential to the Biometric
Testing feature, because the UEs 104 may instead individually connect to a network-based
program for such testing. The P/S Brokering 1304 middieware makes the solution more

efficient.

Automatic Detachment of Restricted Users When Sole Government Usage Is Enabled
{80233}  The 3GPP standards defive mechanisms to allow, or gate, or deny the
access of a user 1o the network. To accomplish this, the standards define a Policy Charging
and Rules Function (PCRF 118) and an Application Function (AF 2102) that may be
mvolved in interactions with the PGW 114 when a user 104 first establishes access to the

LTE setwork. These elements are shown in Fig. 21, To implement the capabilities required in
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the Dual Use network, special functionality may be added to the AF 2102, The AF 2102 may
be provisioned with a list of Cell 1D values for the Cells for which access 1s Barved for
Government Use. For each Cell with CB-for-GU enabled, the provisioning data may include
the minimum value of Access Class priority that is allowed to access the Cell, or a subset of
allowed high priority access ¢lass valaes, a parameter to indicate whether E911 calls are
permitted at the Barred Cell, a parameter to indicate whether, or not, biometric testing 1s
enabled for accessing the Cell, and a parameter to indicate a minimun: time interval between
biometric tests for the same UE 104, In addition, the AF 2102 may be provisioned with, or
have access to, a list of IMST values, and for each one, its Access Class priority. Note that
because these AC priority values are associated with IMSIs in 4 database that is used by the
AF 2102, and is not contained in the UF 104 SIM card, the AC priority value may not be
constrained to the standardized values 11 through 13, but may be assigned any value. Hence,
for CB-tor-GU, very fine access class restrictions may be imposed by the use of these AC
priority values, as described in the present disclosure.

{60234}  As shown in Fig. 21, the AF 2102 maintains an Rx Diameter interface o
the set of PCRF 118 functions deployed in the LTE network, and also maintains an interface
to a P/5 Broker 1304, so the AF 2102 may participate in message exchanges with other
entities that use the Publish/Subscribe Broker 1304 middleware for communications. The
MME 18 entities in this Dual Use network design may also interface to the P/S Broker 1304
middleware for communicating with the AF 2102, as shown in Fig. 21, The UEs 104 may
also interface to the P/S Broker 1304 middleware for communicating with the AF 2102, as
shown in Fig. 22.

[BO238] A first step that may be performed when CB-for-GU is being enabled at a
particular Cell is for the EMS 802 10 send provisioning mnformation to the oNB 102 that
provides the restricted Cell, so it can broadeast the changed set of allowed Roaming
networks. A next step may be to provision each MME 108 that serves the Cell, so its
provisioned information is changed to indicate that no Roaming is allowed at the Cell, or that
only a subset of the Roarning networks remain configured for Roaming at the restricted Cell.

{60236}  When the allowed Roaming networks are changed at the Cell, the UEs 104
attached through that Cell may select a different Cell once they determine that they are
accessed through a Cell that does not allow Roaming from the UE 104 Home Network.,
Meanwhile, the MME(s} 108 may secarch through the UE 104 contexts for each UE 104
accessed through the Cell that has been provisioned for no Roaming, or for Restricted

Reaming. For cach UE 104 whose IMSI MCC, MNC value does not match the Home
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Network, or an Equivalent Network, or an allowed Roaming network, the MME 108 may
inifiate a Detach procedure, and these UEs 104 are remnoved from the Cell. The standardized
MME-inttiated Detach procedure ts specified in Section 5.3.8.3 of TS 23,401 v9.4.0. See Fig.
23,

{08237] A next step may for the EMS 802 to provision the AF 2102 with the Cell-
Barring-for-Government-Use parameters input by the Government administrator for this
instance of access barring for Government Use. Per the first paragraph of this section, these
parameters may include the Cell 1D, the minimum Access Class Priority allowed to access
the Cell, or a list of high priority access class values allowed to access the Cell, whether E911
calls arc allowed via the Cell, whether Biometric Testing 15 enabled for the Cell, and the tume
interval between biometric tests for a UE 104, Note that the list of AC priority values may
contain values that exceed the set 11 through 15 specified in the 3GPP standards, as
described in the preceding paragraphs. Following this, the Cell Barring for Government Use
parameters may be provisioned into the set of MME 108 clements that serve the Barred Cell.
Lastly, the eNB 102 that provides the Cell may be provisioned with the Cell Barring
parameters for the restricted Cell. These parameters are the ones specified in the 3GPP
standards, namely, the CellBarred parameter, the ac-BarringFactor pararocter, the ac-
BarringTime parameter, the acBarringForEmergency parameter, and the ac-
BarringForSpecial AC parameter. To ensure that no low priority UEs 104 access the barred
Cell, the ac-BarringFactor may be set to zero.

{80238]  Once the eNB 104 Cell broadeasts the Cell Barring information, no low
priority UEs 104 may access the Barred Cell. However, the low priority UEs 104 that are
already accessed via the now-Barred Cell need to be detached. To accomplish this, the
MME(s) 108 that serve the Barred Cell may search through their sets of UE 104 contexts for
UKs 104 accessed through the Barred Cell. The UE 104 context contains the Hstablishment
Cause parameter, which was sent by the UE 104 when it accessed the LTE network. If the
Establishment Cause does not indicate High Priority, the MME 08 may mnitiate a Detach
procedure for the UE 104, See Fig. 24,

{00239) It a High Priority UE 104 becomes detached via Fig. 24 because it
initiated its LTE attachment without indicating 8 High Priority call, it may now re-attach to
the Barred Cell, indicating a High Priority call. Low Priority UEs 104 may not access via the
Barred Cell, especially if the ac-BarringFactor has been set to zero.

{02487 Fig 24 shows that Low Priority UEs 104 may no fonger attempt an access

of the LTE network through the Cell that has CB-for-GU enabled, and that previously
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attached UEs 104 whose Establishment Cause is not High Priority are Detached from the
Cell. The UEs 104 that rerpain attached via the Cell that has CB-for-GU enabled are therefore
High Priority users, but as noted above, it is not certain that thewr priority ts high enough to
allow them to remain attached via the Barred Cell, and it is possible that 2 Biometric Test
may need to be performed to aliow them to remain attached via the Barred Cell. These
aspects are not part of the standards-based Cell Barring capabilities of an LTE network, but
are part of the capabilities of 8 Dual Use network when a Cell is Barred for Government Use.
The following processing may detail the way in which these additional checks are made for
the UEs that remain attached via the Barred Cell.

{00241]  To implement these further checks, this design of a Dual Use network may
require that the MME 108 clements that serve the Cell that has CB-for-GU enabled interact
with the AF 2102 to check the UE 104 Access Priority, and to cause a biometric test to be
performed, if necessary. As described herein, entities connected via the P/S Broker 1304
network communicate messages by tagging each Published message with a Topic, which may
be a string. The message is delivered to all entities that have Subscribed to that Topic. Hence,
when the AF 2102 initializes, it may Subscribe to the Topic “AF/biometric/*”. The “*7
character indicates that any text following the second slash sign is a match to this
Subscription Topic. Meanwhile, each MME 108 may Subscribe to the Topic
“AF/biometric/<GUMMEDPR”, where <GUMMEL> is the Globally Unique MME Identity
assigned to the MME 108 instance. When Publishing any message, the sending entity is able
to indicate that the message should not be routed back to itsclf, for in this case, the sender
may have Subscribed to the same Topic to which it Publishes messages.

{80242}  For each UE 104 that remains attached via the Cell that has CB-for-GU
enabled, the MME 104 that serves the UE 104 may now Publish a UFaccessedCheck
message to the Topic “AF/biometric/<GUMMEI>", Because of the wild card notation in the
Topic Subscribed to by the AF 2102, this message is received by the AF 2102, The message
may contain the Cell ID of the Barred Cell, plus the UE 104 IMST value. The AF 2102 may
perform a further validation, via its provisioned data, that the Cell 1D referenced in the
received UEaccessedCheck message is indeed a Cell that has CB-for-GU enabled. (if it is
not, the AF 2102 may Pablish a UBaccessedCheckResponse message to the Topic
“AF/biometrie/<GUMMEDR" to indicate that the UE 104 passes the access test, and also
indicate the discrepancy between the MME 108 and the AF 2102 provisioning data. The
message is received only by the MME 103 that sent the original UEaccessedCheck message,

becanse of the inclusion of the unique GUMMEI value in the Topic string.) Assaming that
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the Cell ID is that of a Cell with CB-for-GU enabled, the AF 2102 may obtain from its
provisioning data the minimum value of Access Priority allowed to access the Barred Cell, or
the list of high priority access class values allowed to access the Cell. The value(s) of AC
priority value may cxceed the values allowed in the 3GPP standards. The AF 2102 may then
obtain either from its provisioned IMSI values, or from an accessible database of IMSI
values, the priority of the UE 104 IMSI, the IMSI being that value received in the
UEaccessedCheck message. The AC priority value assigned to the IMSI may exceed the
values of AC priority allowed in the 3GPP standards. If the IMSI is not found in the
provisioning data, or in the IMSI database, the AF 2102 way return the
UEaccessedCheckResponse message to the MME 108 instance, indicating that the UE 104
should be Detached. The MME 108 may initiate a Detach procedure for the UE 104 in this
case, because only High Priority users acknowledged by the Government are allowed access
to the Cell with CB-for-GU enabled.

{00243}  Alternatively, if the AF 2102 locates the UE 104 IMSI either in s
provisioned data, or in an IMSI database, it may retrieve the UE 104 AC priority value, and
compare it with the minimam AC priority valoe provisioned for the Barred Celi, or with the
provisioned set of allowed high access class priority values. If the IMST bas too low a
priority, or does not have a matching priority, the AF 2102 may return the
UEaccessedCheckResponse message to the MME 108 instance, to cause the UE 104 to be
detached. However, if the UE 104 AC priority 1s high enough, or matches one of the allowed
High Priority access classes, the AF 2102 may check its provisioned data to determine if
Biometric Testing is reguired for this Cell that has CB-for-GU enabled. If not, the AF 2102
may return the UEaccessedCheckResponse message to the MME 108 instance, indicating
that the UE 104 may remain attached via the Barred Cell. If Biometric Testing is enabled for
the Barred Cell, the following processing may be followed before a final resolution is
determined regarding the UE 104 ability to remain attached via the Cell that has CB-for-GU
enabled.

{80244} The text above indicates that when the UE connects to the LTE network,
the UE Biometric Testing application 2202 may be started, and the UE 104 may connect
automatically {i.c., without user intervention) to a P/S Broker 1304 instance on an
Optimization Server 304 in the network. The UE 104 software may Subscribe to the Topic
“AF/biometric/test/<IMSE>", where <IMST> is the unigue IMST value assigned to the UE
104. The UE Biometric Test app 2202 is a special purpose application loaded onto all UEs

104 that may need to access the Dual Use network during emergencies. Meanwhile, when the
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AF 21072 initializes, it Subscribes to the Topic “AF/biometric/test/*”. With these mechanics
in place, and the checks through the previous paragraph being completed, the AF 2102
Publishes the StartBiometricTest message to the Topic “AF/biometric/test/<IMSI>", where
the <IMSE> s the value received in the UEaccessedCheck message sent by the MME 108
that serves the UE 1(4. The message is therefore delivered by the P/S Broker 1304 network
to the unique UE 104 that has the <IMSI> value, where it is consamed by the UE Biometric
Test app 2202, The message may contain data such as the type of biometric test that should
be performed, or any other data pertinent to the performance of the test. Other data may
include obtaining the GPS location of the UE 104, generating periodic reports of the GPS
location, continuing to make these reports even when the user atteripts to put the UE 104 into
the Evolved packet system Connection Management (ECM) ECM-IDLE state, or even when
the user attempts to turn OFF the UE 104, (These latter capabilities may be required during
military operations, or daring other government operations.) The StartBiometricTest message
may be delivered reliably by the P/S Broker 1304 network. A timer may be started by the AF
2102 for receipt of the Biometric Test data from the UE 104, in case the user chooses not to
enter the data. In this case, if the timer expires, the AF 2102 may send the
UEaccessedCheckResponse message to the MME 108 to indicate that the UE 104 should be
detached.

{82457  When the biometric test is performed at the UE 104, the UE 104 Biometric
Testing App 2202 Publishes the BiometricTestResults message to the Topie
“AF/biometric/test/<IMSI>", and again, this message s received by the AF 2102, The AF
2102 cancels the timer previously established to receive this message, and starts the analysis
of the returned data. Depending on the type of test being performed (e.g., matching a speech
phrase, matching a fingerprint, or other biometric inforroation, matching a password), the AF
2102 may analyze the data itsclf, or it may send the data to another service program to
perform the analysis. The analysis reveals whether or not the UE 104 should remain attached
via the Cell that has CB-for-GU enabled. The determination is returned to the serving MME
108 when the AF 2102 Publishes the UEaccessedCheckRespounse message. Accordingly, the
UE 2102 is either detached from the Cell, or is allowed to remain attached via the Barred
Cell. In the latter case, the AF 2102 may set 3 BiometricTestPassed parameter for the IMS],
and may start a timer whose duration s set by the value of the TimeBetweenBiometricTests
that is provisioned at the AF 2102 for the given Cell 1D,

{B0246] When Biometric Testing is enabled at a Cell with CB-for-GU enabled, the

testing may be performed whenever the UE goes through an Initial Access procedure at the
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Barred Cell, a Service Request procedure into the Barred Cell, or a Handover procedure into
the Barred Cell. The purpose of the timer is to avoid testing the UE 104 too frequently. When
the timaer expires, the AF 2102 mayv reset the value of the BiometricTestPassed parameter
associated with the IMSI, so another biometric test may be performed for that UE 104 IMSL
{The value of TimeBetweenBiometricTests may be set to INDEFINITE to ensure that just
one test is performed per UE 104, if that is desired by the Government administrator.)

{06247) The processing described in the previous paragraphs for UEs that remain
attached via the Cell with CB-for-GU enabled after the initial processing checks at the
serving MME 103 is shown in Fig. 25

{80248]  The UEs 104 that romain attached via the Cell that has CB-for-GU enabled
have had their Access Priority validated, and have possibly had the user identity validated via
a biometric test. It may also be possible that UEs 104 not yet attached via the Barred Cell will
atternpt to access the Cell via an Initial Attach LTE procedure, or via a Service Request LTE
procedure, or via a Handover LTE procedure. Such UEs 134 must also be checked before
being allowed to remain accessed o a Cell that has CB-for-GU enabled. The following
sections describe the processing that may be required to ensure that only appropriately

validated UEs 104 roman accessed to a Cell that s Barred for Government Use,

Initial Access to Cells With CB-for-GU Enabled

{0024%]  As noted above, when a Cell 18 Barred {for Government Use, a UE 104 that
has an AC priority that is Jess than 10 does not generally atiempt 1o access the Cell, except
for E911 calling (Gf E911 calls arc allowed at the Barred Cell). If the ac-BarringFactor is set
to §, UEs 104 with low AC priority may not attempt access through the Barred Cell. Hence,
when an Initial Access Request is received at the eNB 102 via a Barred Cell, it is from a High
Priority UE 104, The Attach Request is sent from the eNB 102 to one of the MMEs 10¥ that
serves the Cell. See Section §.3.2.1 of TS 23.401 v9.4.0 for the LTE Initial Attach procedure
specification. If the Cell 18 Barred for some reason other than for Government Use, no
additional processing is required, or indicated i this disclosure. However, i the Cell s
Rarred for Government Use, the additional processing described here may be reguired.

{B0258]  As noted previously, cach MME 108 is provisioned with the CB-for-GU
pararoeters whenever one of the Cells that it handles s Barred for Government Use. Hence,
when an Attach Request is received from an eNB 102, the MME 108 that receives the Attach

Request message may check its provisioned data to determine if the Cell through which the
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access is occurring is Barred for Government Use. I it is, a modification may be introduced
into the MME 108 processing during the Imitial Attach LTE procedure, as follows.

{80281} There are several points in the LTE Initial Attach Procedure where the
MME 108 may initiate an interaction with the AF 2102 to determine whether the UE 104
should be allowed to continue with the procedure, or whether the MME 108 should Reject
the Attach attempt. One point may be when the MME 108 first learns the IMSI of the UE
(1., when it receives the Attach Request message from the eNB 102). Another point may be
when the MME 108 receives the UE 108 Subscription data from the Home Subscriber Server
(HSS 120) (i.c., when the MME 10§ receives the Update Location Ack message from the
HSS 120). The point at which the MME 108 interaction with the AF 2102 ensues does not
materially affect the design illustrated in this disclosure. (In fact, another alternative may be
for the HSS 120 to store the UE 104 AC priority with the rest of the IMSI Subscription data,
and have the MME 108 make the determination of whether the UE 104 should proceed
through the rest of the Initial Access procedure, rather than have the AF 2102 make the
determination. ) In what follows, the receipt of the Attach Request message by the MME 108
is used to initiate the AF 2102 interaction if the MME 108 determines that the Cell through
which the UE 104 accesses the network is Barred for Government Use. See Fig. 26.

{00252] To more casily operate the Dual Use network, the default APN (the 3GPP
Access Point Name, as opposed to the All Purpose Network used herein to distinguish the
type of advanced wireless network that is the subject of this disclosure) for all UEs 104 in the
Home Network and in all Equivalent Networks roay be set to the APN that includes the
Optimization Server 304 on which the AF 2102 progran runs. When an Attach Request is
recetved from a UE 104 that accesses the LTE network via a Cell that is Barred for
Government Use, the MME 108 may be programmed to only allow an initial default bearer to
be set up to this default APN (ie., to a PGW 114 clement that serves the default APN).

{82537 As the processing in Fig. 26 shows, when the MME 108 receives the
Attach Request from the eNB 104, the MME 108 may determine if the Cell being accessed is
Barred for Government Use. This determination is made from the provisioning inforraation
that may be sent to it by the Government EMS 802, as described previously. If the Cell is not
Barred for Government Use, the Attach procedure proceeds per the LTE standards with no
modification (Seetion 5.3.2.1 of TS 23,401 v9.4.0). However, if CB-for-GU is enabled at the
Cell, the MME 108 may Publish a UEaccessCheck message to the Topic
“AF/biometric/<GUMMEDR", where <GUMMER> is the unique 1D assigned to the MME

10R. The message contains the UE 104 IMST and the Cell_TD of the Cell being accessed. Ag
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noted previously, this message is received by the AF 2102, The AF 2102 may perform a
further validation via its provisioned data that the Cell ID referenced in the received
UEaccessCheck message s indeed a Cell with CB-for-GU caabled. (If i is vot, the AF 2102
may Publish a UEaccessCheckResponse message to the Topic “AF/biometric/ <GUMMER>"
to indicate that the UF 104 passes the access test, that no biometric fest is required, and also
indicate the discrepancy between the MME 103 and the AF 2102 provisioning data. The
micssage is received only by the MME 10¥ that sent the original UEaccessCheck message,
because of the inclusion of the unique GUMMEI value in the Topic string.) Assuming that
the Cell ID 1s that of a Cell with CB-for-GU enabled, the AF 2102 may obtain from its
provisioming data the rainimum value of Access Priority allowed to access the Barred Cell, or
the set of high priority access class values allowed for access to the Cell. Note that these AC
priority values may include values that exceed the AC priority values specified in the 3GPP
standards, to implement a finer grained priority access featore than may be provided with
standardized Cell Barring. The AF 2102 may then obtain either from its provisioned IMSI
vaiues, or from an accessible database of IMSI values, the priority of the UE 104 IM5], the
IMST being that value recetved in the UEaccessCheck message. If the IMST s not found in
the provisiouning data, or in the IMST database, the AF 2102 may return the
UEaccessCheckResponse message to the MME 108 instance, indicating that the UE 104
access request should be Rejected. The MME 108 may initiate a Reject response to the UE
104 in this case.

{80254] Alcematively, if the AF 2102 locates the UE 104 IMSH either in its
provisioned data, or in an IMSI database, it may retricve the UE 104 AC priority value, and
compare it with the minimam AC priority value provisioned for the Barred Cell, or compare
it to the hist of allowed high priority access class values, Note that the AC priority value
stored with the UE 104 IMSI may exceed the AC priority values allowed in the 3GPP
standards, to introduce a finer grained distinction of access priority classes than may be
provided in the 3GPP standards. 1f the TMSI has too Tow a priority, or does not have a prigrity
value that matches one of the allowed values, the AF 2102 may retamn the
UEaccessCheckResponse message to the MME 108 instance, to cause the UE 104 Attach
Request to be Rejected. However, if the UE 104 AC priority is high enough, or if the UE 104
AC priority matches one of the allowed values, the AF 2102 may check its provisioned data
to determine if Biometric Testing is required for this Barred Cell. f not, the AF 2102 may
return the UEaccessCheckResponse message to the MME 103 instance, indicating that the

UE 134 Attach Request processing should proceed, and that no Biometric Testing is required.

X
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if Biometric Testing is enabled for the Barred Cell, the AF 2102 may return the
UEaccessCheckResponse message to the MME 10R instance, indicating that the UE 104
Attach Request processing should proceed, and that Biometric Teosting is required.

{B02558]  Per Fig. 26, if the Attach Request processing continues for access via a
Cell that has CB-for-GU enabled, and if the AF 2102 response to the inttial MME 108
interaction indicates that a further Biometric Test is required, the MME 108 may wait until it
determines the 1P address assigned to the UE 104, This may occur when the MME 108
recetves the Create Session Response message from the SGW 110 during the LTE Initial
Attach procedure. At this point, the MME 108 may Publish a UEipInfo message to the Topic
“AF/biometnie/<GUMMEDR", so the message is received by the AF 2102, The message may
contain the Cell 1D, the IMS], the 1P address assigned to the UE 104, and the IP address of
the PGW 114 that serves the UE 104, The AF 2102 may then use this information together
with additional provisioned data to interact with the PCRF 11R function to vequest that a
Filter Policy be set in the PGW 114 for this UE 104, The Filter Policy may be to restrict the
packets that will be forwarded uplink by the PGW 114, or accepted for downlink
transmission over the UE 104 bearer. The uplink packets allowed are only for the TP address
and port number of cach P/S Broker 1304 instance that runs on an avatlable OptServerPGW
304 node (there may be more than one of these server nodes at the PGW 114 location, and
there may be more than one P/S Broker instance on each of these servers). Allowed downlink
packets can only come from one of these P/S Broker 1304 instances. The purpose of the
Filter Policy is to 1solate the convnunications capability of the UE 104 until the Bioretric
Test is corapleted. The UE 104 purpose-built software 2204 generally may attempt 0 connect
and interface to a P/S Broker 1304 when the default bearer is first established. This
comynunication is allowed by the Filter Policy.

{00256]  Meanwhile, the standardized LTE Attach Procedure proceeds for the UE
104, eNB 102, MME 108, ctc. When the eNB 102 sends the Attach Complete message to the
MME 108, it indicates that the UE 104 has obtained its 1P address, and it may begin to send
uplink messages. (The UE 104 should atterapt to connect to a P/S Broker 1304, which will be
allowed by the Filter Policy at the PGW 114.) When the MME 108 receives the Modify
Bearer Response message from the SGW 110, it indicates that the first downlink data can be
seut to the UE 104, Hence, i is at this point that the MME 108 may Publish the
mitisteBiometricTesting message to the Topic “AF/biometric/<GUMMET>", The message
contains the Cell 1D and the IMSI of the concerned UE 104, The message is received by the

AF 2102, The AF 2102 checks the BiometricTestingPassed variable kept for the IMSL, and if
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it is set, no Biometric Test is performed. Insiead, the AF 21{2 may Publish the
UEBiometricTestinfo message to the Topic “AF/biometric/<GUMMETI>, so the message is
recetved by the serving MME 108, The roessage indicates the the UE 104 s allowed to
access the Cell. On the other hand, if the BiometricTestPassed variable for the IMSI is not
set, the Biometric Testing ensues as follows.

(802577 Similar to what is shown in Fig. 25, the AF 2102 Publishes the
StartBiometricTest message to the Topic “AF/biometric/test/<IMSE>", where the <IMSI> 15
the value received in the initiateBiometricTesting message sent by the MME 104 that serves
the UE 184, The message 1s therefore delivered by the P/S Broker 1304 network to the
voigue UE 104 that has the <IMSI> value, where it is consurned by the UE Biometric Test
app 2202. The message may contain data such as the tyvpe of biometric test that should be
performed, or any other data pertinent to the performance of the test. Other data may inchide
obtaining the GPS location of the UE 104, generating periodic reports of the GPS location,
continuing to make these reports even when the user attempts to put the UE 104 into the
ECM-IDLE state, or even when the user attempits to turn OFF the UE 104, (These latter
capabilities may be required during military operations, or during other government
operations.) The StartBiometricTest roessage may be delivered reliably by the P/S Broker
1304 network. A timer may be started by the AF 2102 for receipt of the Biometric Test data
from the UE Biometric Testing app 2202, in case the user chooses not to enter the data. In
this case, if the timer expires, the AF 2102 may send the UBregjectAccess message to the
MME 108 to indicate that the UE 104 Attach Request should be Rejected. In this case, the
MME 108 rejects the UE 104 access, and access via the Cell with CB-for-GU cnabled is
denied for the UE 104

{B0258]  When the biometric test is performed at the UE 104, the UE Biometric
Testing app 2202 Publishes the BiometricTestResults message to the Topic
“AF/biometric/test/<IMSE>", and again, this message is received by the AF 2102, The AF
2102 cancels the timer previously established to veceive this message, and starts the analysis
of the returned data. Depending on the type of test being performed (e.g., matching 4 speech
phrase, matching a fingerprint, or other biometric information, matching a password}, the AF
2102 may analyze the data itself, or it may send the data to another service program to

erform the analysis. The analysis reveals whether or vot the UE 104 should remain attached
via the Cell that has CB-for-(GU enabled. The determination is returned to the serving MME
108 when the AF 2102 Publishes the UEBiometricTestinfo message. Accordingly, the UE

104 1s either Rejected for access to the Cell, or is allowed to remain accessed via the Barred
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Cell. In the latter case, the AF 2102 may set a BiometricTestPassed parameter for the IMSI,
and may start a timer whose duration is set by the value of the TimeBetweenBiometricTests
that is provisioned at the AF 2102 for the given Cell_1D. The purpose of the timer 15 to avoid
testing the UE 104 too frequently. When the timer expires, the AF 2102 may reset the value
of the BiometricTestPassed parameter associated with the IMSI, so another biometric test
may be performed for that UE 104 IMSI (The value of TimeBetwecnBiometricTests may be
set to INDEFINITE to ensure that just one test is performed per UE 104, if that is desired by
the Government administrator. )

[B0258]  Ifthe UE 104 passes the biometric test, the AF 2102 may then interact
with the PCRF 118 via its Rx Diameter jnterface to cause the removal of the Filter Policy

previously installed at the PGW 114,

Avaiding Unnecessary Paging At Cells With CB-for-GU Enabled

{00268]  Section 5.3.4.3 of TS 23.401 v9.4.0 specifies the LTE Network Triggered
Service Request Procedure. When the UE 104 transitions from the ECM-ACTIVE state to the
ECM-IDLE state, there is no connection between the UE 104 and an eNBE 102, and hence, no
comynunications between the LTE network clements and the UE 104, Because the UE 104
was previously in the ECM-ACTIVE state, a context is kept in the MME 10 instance that
last served the UE 104, If, while in this state, a downlink packet arrives for the UE 104 at the
SGW 110, the SGW 11{ sends a Downlink Data Notification message to the MME 138, The
MME 108 tries to locate the UE 104 by sending Paging messages 1o one or more eNB 102
elements that the MME 108 determines are most likely to cover the arca in which the UE 104
restdes. In a Dual Use network, it may be advantageous not to send Paging messages to an
eNB 102 for transmission using a Cell that bas CB-for-GU cnabled, unless it s first
determined that the UE 104 is allowed to access such a Cell. Fig. 27 shows the modification
to the Network Triggered Service Request procedure that may be used effectively in a Dual
Use LTE network. Note that if the UE 104 AC priority (which may have been obtained from
the HSS 120 UE Subscription data) is maintained in the UE 104 context at the MME 108, the
determination of initial access viability may be performed by logic in the MME 108, without
the need to interact with the AF 2102 for that purpose. Fig. 27 shows a procedure that may be
used when the UE 104 AC priovity is not kept in the HSS 120 UE Subscription data.

002611 In Fig. 27, when the MMEFE 108 receives a Downlink Data Noetification for
a UE 104, it determines the set of Cells over which Paging messages should be sent to

atternpt to reach the UE 104, Using the data provisioned into the MME 108 by the
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Government EMS, the MME 108 may determine the subset of these Cells that have CB-for-
GU enabled. Using this subset of Cells, the MME 108 may Publish the UEpagingCheck
message to the Topic “AF/biometric/<GUMMER", where the <GUMMEIR> 1s the unique 1D
assigoned to the MME 108, As described previously, this message is received at the AF 2102,
{00262F  For cach Cell 1D in the received message, the AF 2102 may obtain from
its provisioning data the minimum value of Access Priority allowed to access the Barred Cell,
or the list of allowed high priority access class values. Note that the AC priority values
assigned to the Cells with CB-for-GU enabled may exceed the set of values allowed in the
3GPP standards. The AF 2102 may then obtain either from its provisioned IMST values, or
from an accessibie database of IMST values, the AC priority of the UE 104 IMS], the IMST
being that value received m the UBpagingCheck message. Note that the AC priority value
assigned to the IMSI may exceed the values allowed in the 3GPP standards. If the IMS1 is not
found in the provisioning data, or in the IMST database, the AF 2102 may retum the
UEpagingCheckResponse message to the MME 108 instance, indicating that the paging
message for the UE 104 not be sent to any of the Cells recetved in the request message. The
MME 108 may initiate paging to other Cells, but not to those with CB-for-GU enabled.
{80263]  Alternatively, ifthe AF 2102 locates the UE 104 IMST cither in s
provisioned data, or in an IMSI database, it may retrieve the UE 104 AC priority value, and
compare it in turn with the minimum AC priority value provisioned for each Barred Cell, or
compare it with the list of allowed high priority access class values for each Cell in the check
fist, T the IMST has too low a priority for a given Cell 1D, or if the IMST access priority does
not match one of the allowed values for the Cell, the AF 2102 may compose the the
UEpagingCheckResponse message to indicate no-paging-allowed to the given Cell 1D,
However, if the UE 104 AC priority 15 high enough for the given Cell_ID, or matches one of
the allowed values for the Cell, the AF 2102 may check its provisioned data to determine if
Biometric Testing is required for this Barred Cell. If not, the AF 2102 may compose the
UEpagingCheckResponse message to indicate that paging s allowed to this Cell 1D, and that
no Biometric Testing 1s required. If Biometric Testing is enabled for the given Barred Cell,
the AF 2102 may conpose the UEpagingCheckResponse message to indicate that paging is
allowed to the given Barred Cell ID, and that Biometric Testing is required. When all the
Cell 1D values in the request roessage have been processed 1o this way, the AF 2102 may
Publish the UEpagingCheckResponse message to the Topic “AF/biometric/ <GUMMEDR>", s0

it is received by the MME 108 instance that sent the request message.
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{60264} When the MME 108 receives the UEpagingCheckResponse message, it
uses the results for each Barred Cell to determine whether, or not, a paging message can be
seut to the eNB 102 that handles that Cell. In this way, paging messages are not sent to Celis
for which UE 104 access is prohibited by CB-for-GU. For those Cells with CB-for-GU
enabled to which a paging message is sent, the MME 108 may save the status that paging is
in progress to the Cell, and may save the status of whether, or not, a biometric test is required
if the UE 104 accesses the network through that Cell. The processing modifications to the

Service Request procedure 0 support the Dual Use network are described next.

Automatic Treatment of Restricted Users During Service Request

{00265]  Section 5.4.3.1 of TS 23.401 v9.4.0 specifics the processing in the LTE
network for the UE Initiated Service Request procedure. As noted in the previous section of
this document, this procedure is also invoked when the UE 104 vesponds to a paging
nICssage.

[00266]  As the processing in Fig. 28 shows, when the MME 108 receives the
Service Request from the eNB 102, the MME 108 may determine it the Cell being accessed
is Barred for Government Use. This determination 1s made from the provisioning information
that may be sent to it by the Government EMS 802, as described previcusly. If the Cell is not
Barred for Government Use, or if the Service Request is the result of a paging message {(see
the previous section of this disclosure), the Service Request procedare proceeds per the LTE
standards (Section 5.4.1.3 of TS 23.401 v9.4.0), with no modification. However, if the CB-
for-GU is enabled for the Cell, and the Service Request is UE Initiated, the MME 108 may
Pablish a UESrvcReqCheck message to the Topic “AF/biometric/<GUMMEDR", where
<GUMME> 5 the unique 1D assigned to the MME 108, The roessage contaius the UE 104
IMST and the Cell 1D of the Cell being accessed. As noted previously, this message is
recetved by the AF 2102. The AF 2102 may perform a further validation via its provisioned
data that the Cell ID referenced in the recetved UESrveReqCheck message is indeed a Cell
with CB-for-GU enabled. (If it 1s not, the AF 2102 roay Publish a UESrveReqCheckResponse
message to the Topic “AF/biometric/<GUMMED" o indicate that the UE 104 passes the
access test, that no biometric test is required, and also indicate the discrepancy between the
MME 108 and the AF 2102 provisioning data. The moessage 6 recetved only by the MME
10¥ instance that sent the original UESrveReqCheck message, because of the inclusion of the
unigue GUMMEI] value in the Topic string. ) Assuming that the Cell ID is that of a Cell with

CB-for-GU enabled, the AF 2102 may obtain from s provisioning data the minimuom value
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of Access Priority allowed to access the Barred Cell, or obtain the list of high priority access
class vahies allowed to access the Barred Cell. Note that the AC priority value(s) in this case
may exceed the values used in the 3GPP standards, so that a finer grained differentiation of
priority users may be made in this case than with the 3GPP standards. The AF 2102 may then
obtain either from its provisioned IMSI values, or from an accessible database of IMSI
values, the Access Class priority of the UE 104 IMSI, the IMSI being that value received in
the UESTveReqCheck message. Note that the value of AC priority assigned to the UE 104
IMSI may be greater than the set of values specified in the 3GPP standards. If the IMSI s not
found 1o the provisioning data, or in the IMSI database, the AF 2102 may retum the
UESrveReqCheckResponse raessage to the serving MME 108 instance, indicating that the
UE 104 Service Reguest should be Rejected. The MME 108 may initiate 3 Reject response 10
the UE 104 in this case.

802677  Alernatively, if the AF 2102 locates the UE 104 IMSH either in its
provisioned data, or in an IMSI database, it may retricve the UE 104 AC priority value, and
compare it with the minimom AC priority valae provisioned for the Barred Cell, or compare
it with the hist of allowed high priority aceess classes allowed for the Cell. If the IMST has too
low a priority, ot if the IMST AC priority does vot match one of the allowed access class
values, the AF 2102 may return the UESrveReqCheckResponse message to the MME 108
instance, to cause the UE 104 Service Request to be Rejected. However, if the UE 104 AC
priority is high enough, or matches one of the allowed values for the Celi, the AF 2102 may
check s provisioned data to determine if Biometric Testing is required for this Barred Cell.
If not, the AF 2102 may return the UESrveReqCheckResponse message to the MME 108
instance, indicating that the UE 104 Service Request processing should proceed, and that no
Biometric Testing is required. If Biometric Testing 15 enabled for the Barred Cell, the AF
2102 may return the UESrveReqCheckResponse message to the MME 108 instance,
indicating that the UE 104 Service Request processing should proceed, and that Biometric
Testing 1 required.

{80268] If the Service Request is to proceed, the remainder of the procedure
specified in Section 5.4.3.1 of TS 23.401 v9.4.0 is completed. When the MME 108 receives
the Modify Bearer Response message from the SGW 110, the standardized Service Request
procedure is fintshed, but the MME 10R has the following additional processing to perform in
a Dual Use network when the accessed Cell has CB-for-GU enabled. See Fig. 28.

{80269  When the MME 108 receives the Modify Bearer Response message from
the SGW 110 to end the Service Request procedure, the MME 108 may check the
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information stored for the UE 104 IMSL If the information indicates that a Biometric test
should be performed, the MME 108 may Publish the initiateBiometricTesting message to the
Topic “AF/btometric/<GUMME>", The message contains the Cell 1D and the IMST of the
concerned UE 104. The message is received by the AF 2102, and the Biometric Testing
ensues as follows.

(802781 Similar to what 18 shown in Fig. 25, The AF 2102 checks the
BiometricTestPassed variable kept for the IMSI, and if it is set, no Biometric Test 15
performed. Instead, the AF 2102 may Publish the UEBiometricTestinfo message to the Topic
“AF/biometric/<GUMMED>, so the message is received by the serving MME 108, The
message indicates the the UE 104 s allowed to access the Cell. On the other band, if the
BiometricTestPassed variable for the IMSI 18 not set, the Biometric Testing ensues as
follows. The AF 2102 Publishes the StartBiometricTest message t¢ the Topic
“AF/biometric/test/<IMSI>", where the <IMSD> 18 the vahue recetved in the
initiateBiometricTesting message sent by the MME 108 that serves the UE 104, The message
is therefore delivered by the P/S Broker 1304 network to the unique UE 104 that has the
<IMSI> value, where it is consumed by the UE Biometric Test app 2202, The message may
contain data such as the type of biometric test that should be performed, or any other data
pertinent to the performance of the test. Other data may include obtaining the GPS location of
the UE 104, generating periodic reports of the GPS location, contimuing to make these reports
even when the user atiempts to put the UE 104 into the ECM-TDLE state, or even when the
user atternpts to turn OFF the UE 104, (These latier capabilities may be required during
military operations, or during other government operations. ) The message may be delivered
reliably by the P/S Broker 1304 network. A fimer may be started by the AF 2102 for receipt
not 10 enter the data. In this case, if the timer expires, the AF 2102 may send the
UErejectAccess message to the MME 108 to indicate that the UE 104 should be Detached
from the network. In this case, the MME 10§ starts the MME Initiated Detach procedure, and
the UE 104 15 detached from the Cell with CB-for-GU cnabled.

{60271}  When the biometric test is performed at the UE 104, the UE Biometric
Testing App 2202 Publishes the BiometricTestResults message to the Topic
“AF/biometric/test/<IMSE>", and again, this message is received by the AF 2102, The AF
2102 cancels the timer previously established to receive this message, and starts the analysis
of the returned data. Depending on the type of test being performed (e.g., matching a speech

phrase, matching a fingerpriut, or other biometric information, matching a password), the AF
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2102 may analyze the data itself, or it may send the data to another service program to
perform the analysis. The analysis reveals whether or not the UE 104 should remain attached
via the Barred Cell. The determination is returned to the serving MME 108 when the AF
2102 Publishes the UEBiometricTestinfo message. Accordingly, the UE 104 s either
Detached from the Cell, or is allowed to remain accessed via the Barred Cell. In the latter
case, the AF 2102 may set a BiometricTestPassed parameter for the IMSI, and may start a
timer whose duration is set by the value of the TimeBetweenBiometricTosts that is
provisioned at the AF 2102 for the given Cell 1D, The purpose of the timer is to avoid testing
the UE 104 too frequently. When the timer expires, the AF 2102 may reset the vahie of the
BiometricTestPassed parameter associated with the IMST, so another biometric test roay be
performed for that UE 104 IMSL (The value of TimeBetweenBiometricTests may be set to
INDEFINITE to ensure that just one test is performed per UE 104, if that is desired by the

Government administrator.)

Automatic Detachment of Restricted Users During Handover

{80272] The LTE standards specity two different types of Handover procedures. In
the first type, called X2 Handover, there is a direct coramunications path between the souwrce
eNB 102 (i.c., the eNB 102 that manages the current Cell through which the UE 104 is
accessed) and the target eNB 102 {ie,, the eNB 102 that manages the Cell to which the UE
104 1s being handed over). When no direct path exists between the source eNB 102 and the
target eNB 102, the MME 108 becomes invelved in the Handover processing at an earlier
stage of the Handover, and uses its S1 links to arrange for communications between the
source eNB 102 and the target eNB 102, This type of Handover is therefore called an 51
Handover. In an X2 Handover, the MME does not change, but the SGW 110 cloment may
change if the UE 104 is moving to 2 Cell that is not handled by the current (source) SGW
1190. In an S1 Handover, there may be a change (i.e., a Relocation) to a new (target) MME
108, as well as a possible change (Relocation) to a new {target) SGW 110 element.

(802731 A high level view of the LTE Handover processing 18 shown in Fig, 5.
There are three distinct phases to the Handover procedure, namely, the Handover preparation
phase, the Handover execuation phase, and the Handover completion phase. During the
Haudover preparation phase, the UE 104 context 1 the source eNB 102 is transferred to the
target oNB 102, In the Handover execution phase, the UE 104 leaves the Cell at the source
eNB 102, and synchronizes and accesses the Cell at the target eNB 102, Uplink and downlink

data can be exchanged with the UE 104 once the Handover Execution phase is completed. In
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the Handover completion phase, the UE 104 GTP tunnels at the SGW 110 are modified, so
data is sent from the SGW 110 to the target eNB 102 (until this 1s done, the data is sent to the
source eNB 102, and s forwarded to the target eNB 102 via the X2 commmunications path,
where the data 15 qucued until it can be sent to the UE 102 without data loss).

{80274] The X2 Handover procedure is specified in Section 5.5.1.1.2 of TS 23.401
v9.4.G for the case where there is no SGW 110 Relocation. Section 5.5.1.1.3 provides the
specitication for the X2 Handover case where there is an SGW 110 Relocation. In an X2
Handover, the MME 108 serves both the source eNB 102 and the target eNB 102, so there is
no change in the MME 108, i.e., there 18 no MME 108 Relocation in an X2 Handover,
Section 5.5.1.2.2 of TS 23.401 v9.4.0 provides the specification of the SI Handover case, and
includes the possibilities of MME 108 Relocation as well as SGW 110 Relocation.

{00275]  This portion of the disclosure may tdentify the changes to the MME 103
processing to implement a Dual Use network capability when the UE 104 is in Handoverto a
Cell that has CB-for-GU cnabled. It may be recognized by those skilled in the art that the
points in the standardized procedures chosen here to initiate MME-AF interactions is an
example, as other processing poiuts may be chosen without altering the results, and withowut
materially altering the description provided here. Also, i roay be pointed out that if the UE
104 AC priority is kept with the Subscriber data stored at the HSS 120, it may be obtained by
the MME 108 when the UE 104 first accesses the LTE network, and the checks of the UE
104 AC priovity versas the priority allowed at a Cell with CB-for-GU enabled may be

performed by the MME 108 without the need to interface with the AF 2102 for this purpose.

X2 Handover in a Dual Use Network

{80276]  Inan X2 Handover, the MME 108 first learns of the Handover when the
Handover Compiletion phase starts. The target eINB 102 sends the LTE Path Switch message
to the MME 10¥, and identifics the UE 104 and the target Cell 1D, Fig. 29 shows the
introduction of additional MME 108 processing to implement a Dual Use network. When the
Path Switch message 1 received, the MME 102 determines trom its provisioned data it the
target Cell has CB-for-GU enabled. I it does not, there is no change to the X2 Handover
processing. However, if the target Cell has CB-for-GU enabled, the MME 108 may check the
UE 104 context data that it keeps, and determine it the UE 104 is making a High Priority call,
or is making an Emergency Call (i.e., check the Establishment Cause value for the UE 104,
If the UE 104 is making a normal call, or if the UE 104 is making an Emergency Call, but

E911 calling s not allowed at the target Cell, the MME 104 may return the Path Switch
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Request Failure message to the target eNB 102, and may start the MME-initiated Detach
procedure for the UE 104,

{80277 Ifthe UF 104 is making a High Priority call, the MME 10R needs to
determine whether the UE 104 AC priority is high enough to be allowed to gain access to the
target Cell. Hence, the MME 104 may Publish the UEXZHandoverCheck message to the
Topic “AC/biometric/<GUMMEDR, where <GUMMED> is the unique 1D assigned to this
MME 108 instance. As noted herein, this message is received by the AF 2102, The message
contains the UE 104 IMSI and the Cell ID of the Celi being accessed. The AF 2102 may
perform a forther validation via its provisioned data that the Cell D referenced in the
recetved UEX2HandoverCheck roessage is indeed a Cell with CB-for-GU enabled. (If it 1s
not, the AF 2102 may Publish a UEXZHandoverCheckResponse message to the Topic
“AF/biometric/<GUMMED>" to indicate that the UE 134 passes the access test, that no
biometric test is required, and alse indicate the discrepancy between the MME 10R and the
AF 2102 provisioning data. The message 15 received only by the MME 108 instance that sent
the original UEX2HandoverCheck message, because of the inchusion of the unique
GUMMEI vahie in the Topic string.) Assuming that the Cell_ID is that of a Cell with CB-for-
GU cnabled, the AF 2102 yoay obtain from its provisioning data the minionwrn value of
Access Priority allowed to access the Barred Cell, or the list of high priority access class
values allowed to access the Cell. Note that the value(s) received in this case may exceed the
set of values allowed by the 3GPP standards. The AF 2102 may then obtain either from s
provisioned IMSI values, or from an accessible database of TMST values, the priority of the
UE 104 IMSL, the IMSI being that value received in the UEXZHandoverCheck message.
Note that the value of AC priority assigned to the UE 104 IMST 1o this case may exceed the
set of values allowed by the 3GPP standards, so that a finer grained discrimination of UE 104
AC priority classes may be implemented for the CB-for-GU feature than may be
implemented for the standardized Cell Barring featare. If the IMSI is not found in the
provisioning data, or in the IMST database, the AF 2102 may return the
UEX2HandoverCheckResponse message 1o the serving MME 108 instance, indicating that
the UF 104 Handover should be Failed. In this case, the MME 108 may send the Path Switch
Request Failure message to the target eNB 102, and may then start the MME-initiated Detach
procedure for the UE 104,

002781 Alternatively, if the AF 2102 locates the UE 104 IMS1 cither in its
provisioned data, or in an IMSI database, it may retrieve the UE 104 AC priority value, and

compare it with the mintmm AC priority value provisioned for the Barred Cell, or with the
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list of allowed high priority access class vahues. If the IMSI has too low a priority, or does not
match one of the allowed high priority values, the AF 2102 may return the
UEX2HandoverCheckResponse message to the MME 108 1nstance, to cause the UE 104
Handover to be Failed, and the UE 104 10 be Detached. However, if the UE 104 AC priority
is high enough, or if it matches one of the allowed high priority values, the AF 2102 may
check its provisioned data to determine if Biometric Testing is required for this Barred Cell.
If not, the AF 2102 may return the UEXZHandoverCheckResponse message to the MME 108
instance, indicating that the UE 104 Handover processing should proceed, and that no
Biometric Testing is required. If Biometric Testing is enabled for the Barred Cell, the AF
2102 may return the UEX2HandoverCheckResponse ruessage to the MME 108 jostance,
indicating that the UE 104 Handover processing should proceed, and that Biometric Testing
is required.

[88279]  If the X2 Hanodver procedure 18 to proceed, the parts of the procedure are
followed as specified in Section 5.5.1.1.2 of TS 23.401 v9.4.0 until the Modify Bearer
Response is received by the MME 108 for the case of no SGW 110 Relocation. For the case
of SGW 110 Relocation, the parts of the procedure are followed as specified in Section
5.5.0.1.3 of TS 23.401 v9.4.0 until the Create Session Response 15 received by the MME 108,
When the MME 108 receives the Modify Bearer Response/Create Session Response message
from the SGW 110, the MME 108 checks whether Biometric Testing is required for the UE
104, and if so, imitiates an interaction with the AF 2102 to perform the Biometric Test. See
Fig. 29,

{00288]  As shown in Fig. 29, the MME 108 may Publish the
initiateBiometricTesting message to the Topic “AF/biometric/<GUMMETD", The message
contains the Cell 1D and the IMS] of the concerned UE 104, The message is received by the
AF 2102, and the Biometric Tosting ensues as follows.

{02817  Similar to what is shown in Fig. 25, The AF 2102 checks the
BiometricTestPassed variable kept for the IMS], and if'it 15 set, no Biometric Test 15
performed. Tostead, the AF 2102 may Publish the UEBiometricTestinfo message to the Topic
“AF/biometric/<GUMMEI>, so the message is received by the serving MME 108, The
message indicates that the UE 104 is allowed to access the Cell. Un the other hand, if the
BiometricTestPassed variable for the IMSH is not set, the Biometric Testing ensues as
follows. The AF 2102 may Publish the StartBiometricTest megsage to the Topic
“AF/biometric/test/<IMSI>", where the <IMSID> i3 the vahie received in the

imitiateBiometnicTesting message sent by the MME 10R that serves the UE 104, The message
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is therefore delivered by the P/S Broker 1304 network to the unique UE 104 that has the
<IMSI> value, where it is consumed by the UE Biometric Test app 2202, The message may
contain data such as the type of biometric test that should be performed, or any other data
pertinent to the performance of the test. Other data may include obtaining the GPS location of
the UE 104, generating periodic reports of the GPS location, contimuing to make these reports
even when the user atiempts to put the UE 104 into the ECM-TDLE state, or even when the
user atterapts to turn OFF the UE 104, (These latter capabilitics may be required during
military operations, or during other government operations.) The message may be delivered
reliably by the P/S Broker 1304 network. A fimer may be started by the AF 2102 for receipt
not 10 enter the data. In this case, if the timer expires, the AF 2102 may send the
UErejectAccess message to the MME 108 to indicate that the UE 104 should be Detached
from the network. In this case, the MME 108 starts the MME-Initiated Detach procedure, and
the UE 104 is detached from the Cell with UB-for-GU enabled.

{60282]  When the biometric test is performed at the UE 104, the UE Biometric
Testing App 2202 Publishes the BiometricTestResults message to the Topic
“AF/biometric/test/<IMSE>", and again, this message is received by the AF 2102, The AF
2102 cancels the timer previously established to receive this message, and starts the analysis
of the returned data. Depending on the type of test being performed (e.g., matching a speech
phrase, matching a fingerpriut, or other biometric information, matching a password), the AF
2102 may analyze the data tself, or it may send the data to another service program to
perform the analysis. The analysis reveals whether or not the UE 104 should remain attached
via the Barred Cell. The determination is returned to the serving MME [08 when the AF
2102 Publishes the UEBiwometricTestinfo message. Accordingly, the UE 104 1s either
Detached trom the Cell, or is allowed to remain accessed via the Barred Cell. In the latter
case, the MME 108 may continue the X2 Handover processing by sending the Path Switch
Reqguest Ack message to the target eNB 102, and perform the remaining processing indicated
i TS 23.401 v9.4.0. Meanwhile, the AF 2102 may set a BiometricTestPassed parameter for
the IMSI, and may start 2 timer whose duration is set by the value of the
TimeBetweenBiometricTests that is provisioned at the AF 2102 for the given Cell 1D, The
purpose of the timer is 1o avoid testing the UE 104 1oo frequently, When the timer expires,
the AF 2102 may reset the value of the BiometricTestPassed parameter associated with the

IMSI, so another biometric test may be performed for that UE 104 IMSI. (The value of
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TimeBetweenBiometricTests may be set to INDEFINITE to ensure that just one test is

performed per UE 104, if that is desired by the Government administrator.)

81 Handover in a Dual Use Network

{82837 The S1 Handover procedure is specified in Section 5.5.1.2.2 of TS 23.401
v9.4.0, and covers the case of MME 108 Relocation and of SGW 118 Relocation. The
standards specifications show that the MME 108 is involved in all three phases of an 81
Handover procedure. It is noted here again that there may be multiple possible points in the
51 Handover processing where it may be appropriate to insert the additional behaviors
required in a Dual Use network. Regardless of the points selected in the 81 Handover
procedure, the results of these interactions must be the same, namely, that the UE 104 AC
priority must be checked to determine whether or not the UE 104 can remain attached
through a target Cell that has CB-for-GU enabled, and that a Biometric Test is performed if
the target Cell with CB-for-GU cnabled is contigured for such testing. Fig. 30 shows the
point in the ST Handover procedure that is selected here to show how additional processing
may be used to implement a Dual Use Network,

{80284]  Inan S1 Handover, the MME 108 (the target MME 108, if MME
Relocation is involved) first learns the identity of the target Cell when it receives the
Handover Notify message from the target eNB 102, This message is sent during the
Handover Completion phase, so the UE 104 has alrcady synchronized on the target Cell, and
uplink and downlink data may be exchanged with the UE 104, As Fig. 30 shows, the receipt
ot the Modify Bearer Response message from the (target) SGW 110 is used to trigger the
additional actions required in a Dual Use network. Choosing this processing point ensures
that the (target) MME 1028 starts a timer for the deletion of the Indirect Data Forwarding
paths, in case the checks performed for the Dual Use network result in Detaching the UE 104,

{82857  When the (target) MME 108 receives the Modify Bearer Response
message, it may check its provisioned data to determine whether the target Cell has CB-for-
GU enabled. I not, the 51 Handover processing proceeds without any modification.
However, if the target Cell has CB-for-GU enabled, the MME 108 may check the UE 104
context data that it keeps, and determine if the UE 104 is making a High Priority ¢all, or is
making an Emergency Call (i.¢., check the Fstablishment Cause value for the UE 104). If the
UE 104 15 making a normal call, or if the UE 104 is making an Emergency Call, but E911
calling is not allowed at the target Cell, the MME 10X may start the MME-initiated Detach

procedure for the UE 104,
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{B0286]  If the UE 104 1s making a High Priority call, the MME 108 needs to
determine whether the UE 104 AC priority is high enough, or matches one of the allowed
High Priority AC values, to be allowed 1o rernain accessed to the target Ceoll, Henee, the
MME 108 may Publish the UESTHandoverCheck message to the Topic
“AC/biometric/<GUMMEDP, where <GUMMEI> is the unique ID assigned to this MME 108
instance. As poted herein, this message is received by the AF 2102, The message contains the
UE 104 IMS1 and the Cell 1D of the Cell being accessed. The AF 2102 may perform a
further validation via its provisioned data that the Cell ID referenced in the received
UEStHandoverCheck message is indeed a Cell with CB-for-GU enabled. (If it 15 not, the AF
2102 may Publish a UESTHandoverCheckResponse message to the Topic
“AF/biometric/<GUMMEDR>" to indicate that the UE 104 passes the access test, that no
biometric test is required, and also indicate the discrepancy between the MME 108 and the
AF 2102 provisioning data. The message 1s received only by the MME 10§ instance that sent
the original UES1HandoverCheck message, because of the inclusion of the unique GUMMEL
value in the Topic string.) Assuming that the Cell ID is that of a Cell with CB-for-GU
enabled, the AF 2102 may obtain from its provisioning data the mimimum valoe of Access
Priority allowed to access the Barred Cell, or the list of high access class priovity values
allowed for access to the Cell. Note that the AC priority value(s) may in this case exceed the
vaiues allowed by the 3GPP standards. The AF 2102 may then obtain either from its
provisioned TMSI values, or from an accessibie database of IMST values, the Access Class
priority of the UE 104 IMSI, the IMST being that value received in the UESTHandoverCheck
micssage. Note that in this case, the value of AC priority assigned to the UE 104 IMSI may
exceed the set of AC priority values allowed 1n the 3GPP standards, so that a finer grained
discrimnination of UE 104 access priority classes may he obtained than s possible in the
standardized 3GPP Cell Barring feature. I the IMSI is not found in the provisioning data, or
in the IMSI database, the AF 2102 may return the UES IHandoverCheckResponse message (o
the serving MME 10R instance, indicating that the UE 104 Handover should be Failed. Tn this
case, the MME 108 roay start the MME-initiated Detach procedure for the UE 104,

{00287F  Alternatively, if the AF 2102 locates the UE 104 IMSI either in s
provisioned data, or in an IMSI database, it may retrieve the UE 104 AC priority value, and
compare it with the minimum AC priority value provisioned for the Barred Cell, or compare
it with the list of allowed high access class priority values. If the IMSI has too low a priority,
or does not match one of the allowed values, the AF 2102 may return the

UEStHandoverCheckResponse message to the MME 1038 instance, to cause the UE 104 to be
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Detached. However, if the UE 104 AC priority is high enough, or matches one of the allowed
high priority access class priovity values, the AF 2102 may check its provisioned data (o
determine if Biometric Testing is required tor this Barred Cell. If not, the AF 2102 may
return the UESTHandoverCheckResponse message to the MME 108 instance, indicating that
the UE 104 Handover processing should proceed, and that no Biometric Testing is required.
If Biometric Testing 1s enabled for the Barred Cell, the AF 2102 may return the
UES1HandoverCheckResponse message to the MME 108 instance, indicating that the UE
104 Handover processing should proceed, and that Biometric Testing is required.

[BO28R]  If the receipt of the UES I HandoverCheckResponse message indicates that
the UE 104 1s allowed access, but Blometric testing s not required, the MME 108 may
continue with the S1 Handover procedure with no further modifications. However, if the
message indicates that Biometric testing is required, the MME 108 may initiate an interaction
with the AF 2102 to perform the Biometric Test. See Fig.30.

{0028%]  As shown in Fig. 30, the MME 108 may Publish the
initiateBiometricTesting message to the Topic “AF/biometric/<GUMMEDR". The message
contains the Cell 1D and the IMST of the concerned UE 104, The message is received by the
AF 2102, and the Biometric Teosting ensucs as follows,

{00296]  Similar to what is shown in Fig, 25, The AF 2102 checks the
BiometricTestPassed variable kept for the IMSI, and if it is set, no Biometric Test is
performed. Instead, the AF 2102 may Publish the UEBiometricTestInfo message to the Topic
“AF/biometric/<GUMMER>, so the message 1s received by the serving MME 108 instance,
The message indicates that the UE 104 is allowed to access the Cell. On the other hand, if the
BiometricTestPassed variable for the IMST is not set, the Biometric Testing ensues as
follows. The AF 2102 may Publish the StartBiometricTest message to the Topic
“AF/biometric/test/<IMSI>", where the <IMSD> is the value received in the
mitiateBiometricTesting message sent by the MME 108 that serves the UE. The message is
therefore delivered by the P/S Broker 1304 network to the unigue UE 104 that has the
<IMSI> value, where i 1s consumed by the UE Biometric Test app 2202, The message may
contain data such as the type of biometric test that should be performed, or any other data
pertinent to the performance of the test. Other data may include obtaining the GPS location of
the UE 104, generating periodic reports of the GPS location, continuing to make these reports
even when the user atterapts to put the UE 104 into the ECM-IDLE state, or even when the
user attempts to turn OFF the UE 104, (These latter capabilities may be required during

military operations, or during other governynent operations.} The message may be delivered
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reliably by the P/S Broker 1304 network. A timer may be started by the AF 2102 for receipt
of the Biometric Test data from the UE Biometric Testing App 2202, in case the user chooses
not to enter the data, In this case, if the timer expires, the AF 2102 may send the
UErejectAccess message to the MME 108 to indicate that the UE 104 should be Detached
from the network. In this case, the MME 108 starts the MME Initiated Detach procedure, and
the UE 104 is detached from the Cell with CB-for-GU enabled.

{00291  When the biometric test i performed at the UE 104, the UE Biometric
Testing App 2202 Publishes the BiometricTestResults message to the Topic
“AF/biometric/test/<IMSI>”, and again, this message is received by the AF 2102, The AF
2102 cancels the timer previously established to receive this message, and starts the avalysis
of the returned data. Depending on the type of test being performed {e.g., matching a speech
phrase, matching a fingerprint, or other biometric information, matching a password), the AF
2102 may analyze the data itself, or it may send the data to another service program to
perform the analysis. The analysis reveals whether or not the UE 104 should remain attached
via the Barred Cell. The determination is returned to the serving MME 108 when the AF
2102 Publishes the UEBiometricTestinfo message. Accordmgly, the UE 104 is either
Detached trom the Cell, or is allowed to remain accessed via the Bamed Cell. In the latie
case, the MME 108 may countinue the S Handover processing indicated in Figure 5.5.1.2.2-1
of TS 23.401 v9.4.0. Meanwhile, the AF 2102 may set a BiometricTestPassed parameter for
the IMSI, and may start a tiner whose duration is set by the value of the
TimeBetweenBiometricTests that is provisioned at the AF 2102 for the given Cell 1D, The
purpose of the timer is to avoid testing the UE 104 too frequently. When the timer expires,
the AF 2102 may reset the value of the BiometricTestPassed parameter associated with the
IMS], s0 another biometric test may be performed for that UE 104 IMSI. (The value of
TimeBetweenBiometricTests may be set to INDEFINITE to ensure that just one test is

performed per UE 104, if that is desired by the Government administrator.)

Using Access Barring and Roaming Restrictions to Secure a Government Base

[60292]  In some circumstances, it may be desirable to allow only a restricted set of
users to access Cells that provide coverage to a government-controlied arca, or base. One
method that may be used is to assign all the Cells that provide RF coverage of the base to a
Closed Subscriber Group {CSG). The CS(5 is then broadcast in one of the System
Information Blocks periodically sent by each Cell. Only UEs 104 that have their SIMs

configured with the specific CSG value bound to each of the Cells 1s allowed to access those

103

SUBSTITUTE SHEET (RULE 26)



WO 2013/188629 PCT/US2013/045581

Cells. This approach may have the following loopholes, or issucs. Invalid users may gain
access to the CSG value of the Cells (simply by monitoring the System Information
transmitied by the Cells), and may be able to place the C8G value into their SIM card. These
invalid UEs 104 are then able to access the Cells. Secondly, it may be necessary to allow
access to personnel not normally present at the base, and therefore not equipped with UEs
104 that have the specific C3G configured. Because of these issues, it is desirable to use
alternative methods to restrict the access to the Cells that cover a goverament base. The Cell
Barring and Roaming restrictions described in this disclosure may provide a good alternative
to providing the restricted access.

{00293] Roaming concepts roay be used as a first Hine of defense against
unauthorized access to the Cells that cover the government base. Each of the Cells may be
provisioned with a set of allowed Roaming networks that cover the government users that are
authorized to access these Cells. The Roaming list may also be a mull list, so only UEs from
the Home Network ascribed to the Celis, and from a set of Equivalent Networks ascribed to
the Cells, are allowed to access these Cells. In this case, it may be that all the government
users have UEs 104 with IMSIs in one PLMN (MCC, MNC), where members of different
government agencics may be differentiated by using different IMST ranges for the mernbers
of the different agencies. Alternatively, as described previously, members of different
government agencics may be assigned IMSI values in different Equivalent Networks.

{08294]  The Cells that provide the RF coverage of the government base may also
be placed into one or more Tracking Areas (TAs), where the TA(s) only contain Cells that
cover the government base. Via provisioning data, the MMEs 108 in the LTE network that
handle the neighbor Cells to the Cells that cover the government base may be sent Handover
Restriction lists that contain the TA(S) that contain the Cells that cover the government base.
This Handover Restriction list may then be delivered to all UEs 104 that are ineligible for
accessing the Cells that cover the government base. The list may also be delivered to all UEs
104 on the neighbor Cells that are not allowed to access the Cells that cover the government
hase for other reasouns. Handover of these UEs 104 1s then prohibited, if the target Cell is one
that covers the government base.

{B0298]  Access to the Cells that cover the government base may also be further
restricted by introducing Cell Barring for Govermument Use to these Cells. In this case, UEs
104 that are able to access these Cells must be High Priority UEs 104, The capabilitics
described previousiy in this disclosure for CB-for-GU may then be applied. Hence,

verification checks of the UE 104 IMST and of the UE 104 AC priority value versus the
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Access Priority allowed at the restricted Cells may be performed by an entity separate from
the UE 104 (i.c., by the MMTE 108, or by an AF 2102 that runs on an Optinnzation Server 304
deployed in the LTE network). Furthormore, the user identity may be veritied via the
Biometric Testing described previously in this disclosure. These checks and the Biometric

Testing are performed as described herein.

APN LTE Network to Serve as a Platform for Sensor Bata Collection, Processing,
Storage, and Distributien

[80286] Governmeut and commercial applications are more and more using
seusors of all types to gather information. Sensors can include image capturing devices, video
capturing devices, audio capturing devices, scanning devices, chemical detectors, smoke
detectors, etc. Sensors may be carried on airborne drones or on manned aircraft, or may be
deployed on the ground in moving vehicles or robots, or may be deploved at stationary points
such as lamp posts, in or on buildings, in supermarkets and at other shopping areas, in mobile
phones that are carried by a nmltiplicity of users, ete. It may be scen that the amount of data
being collected by sensors in different applications is growing at a rapid rate. Sensor data

ceds to be collected and transroitted to points where the data can be stored and processed.
Depending on the application, data from a multiplicity of sensors of the same or of different
types may need to be analyzed together to generate resulls, or to generate tertiary data, and
then may need to be distributed to one, or to a multiphicity of end points for further
processing or for decision making. Wireless technology roay ofter beneficial ways to acquire
and transport the data collected by sensors. However, the amount of data that needs to be
collected in certain sensor-based applications may exceed the capacitics of current wireless
networks, Furthermore, a wireless network that has the ability to acquire, process, store, and
distribute the sensor data cfficiently and guickly is not available. Such capabilities are
referred to herein as characteristics of a sensor platform,

{08297]  The system described herein utilizes aspects of the APN LTE Wireless
MNetwork presented in prior sections of this disclosure, plus additional concepts, to create the
sensor platform outlined in the previous paragraph. These aspects may inclade the higher
data capacity that may be available using the APN network beam forming technique, the
ability to co-locate Optimization Servers 308 with the oNB 102 elements, close to the
wircless access points of a large st of sensors, the ability to use the Publish/Subscribe 1304
communications in the APN LTE Wireless network to coliect and distribute the sensor data

among a large set of end points in an efficient mavner, and the ability to use the Optimization
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Servers 304 and 308 as storage and analysis processing points for the sensor data. A large set
of sensor-based applications roay be built using these capabilities, as revealed in the example
scenario below that iHhustrates the present disclosure. It may be understood by those skilled 1o
the art that the example shown herein is an ilhustration of the power and applicability of the
APN LTE Wireless Network in providing a sensor platform, and that many other sensor-

based applications may be built using the capabilities described herein,

Using Optimization Servers and Publish/Subscribe Messaging to Handle Data from a
Multiplicity of Sensors

{00298]  Fig. 13 shows how a Publish/Subscribe (P/5) Broker 1304 middleware
messaging system may be used to provide a means of interconnecting a set of diverse end
points, which in this case may be a diverse set of sensors, computer programs for processing
and storing sensor data, and vser terminals and devices that may receive the results of the
sensor data processing and data distribution. Per the teachings disclosed in the carlier sections
of this disclosure, the Publishing end points 1308 and the Subscribing end points 1310 do not
interact directly with one another, and are therefore decoupled. This decoupling provides a
benefit in that entities (e.g., sensOrs, Processors, user ferminals) may be added to or deleted
from the network without impacting the behavior of any Publisher 1308 or of any Subscribers
1310 to the data being sent or recetved. All communicating entities may have one connection
into the P/S Broker 1304 network, and through it, are able to send to, or receive from, a
multiplicity of other end poiots. Publishers 1308 may send one packet, and any rephication of
the packet required to reach a multiplicity of Subscribers 1310 is taken care of by the P/S
Broker 1304 middleware. Hence, the system is efficient, and may operate in a simpler
manner than with other communications architectures.

{00299] Fig. 14 shows an example deployment of P/S Broker 1304 instances on the
set of Optimization Servers 304 and 30K that may be deployed in the APN LTE Wireless
Network. Note that at least one OptServereNB 308 1s associated with each eNB 102 network
element. In addition, the OptServerPGW 304 may be associated with the PGW 114 that
serves the users that gain access via the eNB 102 elements. The teachings in this disclosure
also describe how a UE bearer 302 may be redirected at the eNB 102, so it connecis to the
OptServereNB 308 that is associated with the eNB 102, This proceduare may give the UE 104
a short path to reach the services that may be provided by the OptServereNB 308, and
especially, to allow the UE 104 to connect {0 a P/S Broker 1304 instance that may run on that

server 308, Farthermore, the use of the redirected bearer 312 may result in reducing, or
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eliminating, the use of back haul 112 resources when sending data to the UE 104, or when
recetving data from the UE 104, It may also result in the lowest delay possible in sending or
recetving data from a server program to/from a UE 104, wheu the server runs on the
OptServereNB 308 that is associated with the eNB 102 that serves the UE 104, In thig
instance, the UE 104 may be a sensor, or it may be a user terminal that displays the sensor
data or controls the sensors that may connect via this type of LTE Wireless Network. The
number of sensors that may connect to the network may be large, especially when the Beam
Forming system referenced in this disclosure is used at the eNB 102 elements to increase the
system capacity. Many sensors may be able to connect to the LTE network at each eNB 102
clement.

{00388]  Over the past dozen years, several universities around the world have
participated in specifying and building service architectures that can accommodate
collaborative andio and video conference meectings. These types of services may be precisely
what are needed fo support sensors deployed to serve troops in the field, or to support
Emergency workers at a disaster scene, or to support many types of commercial services
involving sensors, Collaborative audio communications may be needed by the people
mvolved in an emergency or military operation. Video streams are likely to be generated by
sensors, and may need to be distributed to sets of people who need the information to
improve their decision making ability, and to inform them before making a next move.
Likewise, large collections of images taken by sensors may need to be stored, so they can be
sent later to users who need to make decisions based on the image contents. The ability to
interconnect the sensors and the users in a conference arrangement using the P/S Broker 1304
middleware of the APN LTE Wireless Network may facilitate the storage, processing, and
distribution coramunications needs of applications involving sensors. These services may
extend naturally into the commercial domain as well, although person-to-person, or sensor-
to-person communications may be used more frequently than conference services. However,
conference services may have their place in the commercial domain, and the P/S Broker 1304
corpnmnications may facilitate the operation of the conferencing service. Meanwhile, persoun-
to-person and sensor-to-person communications may likewise be handied efficiently by using
the P/S Broker 1304 muddleware, as itlastrated in the present disclosure.

{00361]  Fig. 31 shows the moindmum set of functions that may be required to set up
and manage nmltinedia contference services using the P/S Broker 1304 middieware for
communications. Fig. 31 shows how these functions may be distributed across the set of

Optimization Servers 304 and 308 that may be deployed in the APN LTE Wireless Network,
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The Conference Repository 3110 may contain a list of scheduled conferences, together with
the set of user 104 IMST values that are allowed access to the conference, the role of each
user 104 i the conference (e.g., sensor of a particular type, general participant, chairperson,
speaker, listener), and the conference start and end times. The Conference Manager 3102
may start and terminate the conference, interact with the Session Manager 3104 to add or
delete specific types of sessions {e.g., audio, video, alarms), and manage the orderly ase of
the Conference resources by the participants. The Session Manager 3104 may interact with
the Media Server 3108 to start and delete media types from the Conference. The Media
Server 3108 may provide services specific to different types of media. The Session Manager
3104 1s the foterface point for sensors, devices, and users 104 who wish to join a particular
session associated with the Conference that the end point (sensor, device, or user 104} has
joined.

[08382]  The generic 1deas presented in Fig. 31 are that the Optimization Servers
304 and 308 and the associated P/S Broker 1304 communications middieware may be used as
a platform to receive, process, store, and redistribute the sensor data in an LTE Wireless
network. A conference capability may be required to facilitate the implementation of the
distribution and collection functions, depending oun the application, and may serve 1o organize
the sensor, processing, and end user resources into one application. Other functions required
by the specific sensor application may be deployed on the set of Optimization Servers 304
and 308, and may be connected to the P/S Broker 1304 system. There 1s no restriction on the
type of functionality that may be added. The following subsections of this disclosure describe
a set of additional functions, such as an Image Server 3302 and an Alarm Server 3304, that
recetve, process, store, and redistribute sensor data as part of a specific application. The
mclusion of these functions may serve to tlustrate how the APN LTE Wireless Network may
serve as a platform for building sensor applications.

{00383]  Deployment of these sensor services may be on the Optimization Server
304 associated with the PGW 114, or may be on the Optimization Server 308 associated with
the eNB 102, The choice may depend on the location of the sensors and of the human and
machine participants in the sensor application. As the following subsections show, choosing
the appropriate server 304 and/or 308 to execute the function may result in large savings in
bandwidth utilization on the network communications links 112 and 704 and/or in greatly
reduced delay in getting information from or to an end point.

7

An Emergency Application Example Involving Sensors
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{00384] This example application of sensors may serve to itiustrate how the
capabilities built into the APN LTE Wireless Network may be used as a platform to build
seusor-based applications. A set of diverse sensor capabilities are used in this example to
emphasize and itustrate how the sensor platform may be used.

{00385] When disasters occur, it frequently happens that the wireless infrastructure
required to support the commumications needs of Emergency responders is destroved along
with other infrastructure. The enhanced data capacity of the APN Beam Forming technology
and the use of the Optimization Server 304 and 308 technology in an APN network may be
used to restore LTE wireless capabilities over the area in which the Emergency responders
must operate. In addition, deployment of the Publish/Subscribe Broker 1304 roessage
delivery middleware and an associated set of conferencing software may be used to support
the sensor data collection, analysis, and distribution that is vital to the safety of the
responders and to the success of the Emergency operation. The details provided i this
disclosure may illustrate how these aspects are addressed. Multimedia conference capabilitics
are also important to the response team and to the staff situated remote from the area of
operation in a Command Post. The ability to co-locate service applications with the eNB 102
clements offers back haul 112 utilization savings and miniroizes delays in providing
information to the response team. The following example scenario may illustrate how the
APN network may be used to support these important requirements of an Emergency Action
application.

{80306] The cxample scenario that lustrates the use of the APN LTE Wireless
Network as a sensor platform is one in which wireless infrastructure has been destroyed in
the disaster area. Hence, an Unmanned Acrial Vehicle (WAV) 708 is used to deploy an eNB
102 clersent and an OptServereNB 308 element above the disaster area. The UAV-base
APN network deployment shown in Fig. 32 may be used in this example scenario. A single
eNB 102 carried in 3 UAV 708 is assumed {0 be sufficient to cover the emergency arca of
operation. While Fig. 32 shows the use of a second UAYV 7190 to carry the Enhanced Packet
Core (EPC) coraponents (MME 108, SGW 110, and PGW 114), it s understood by those
skilled in the art that commmunications from the eNB 102 to a ground-based EPC s another
possible deployment option.

{00367]  Table 7 shows the roain players and functions involved in the
comumunications and processing aspects of the Emergency Action operation example
scenario, and indicates where cach function may be deployed in the architecture. A functional

architecture for this scenario is shown in Fig. 33, A deployment architecture for this scenario
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is shown in Fig. 34 (it should be understood by those skilled in the art that not all the service

functions hsted in Table 7 are shown in Fig. 34 because of the lack of space in the figure).
£ ZUIC)

Table 7: Actors, Deployment, and Descriptions for an Example Emergency Action

Scenario Invelving Sensors

Function Description YWhere Beployed Nates
Emergency Humans engaged in | Deploved across the | All are in an audio

responder team
members and their
UE devices 33160

first responder
activities in the
emergency area of
operation,

area of operation.

conference call, 80
their actions can be
coordinated and
modified based on
conditions in the
field.

Conference
Chaitrperson UE
device 3310 or 3308

The entity recognized
by the Conference
software as being
able to make
decisions about the
conference,

Generally, one of the
eruergency
esponders 3310, or
soroeone at the
command post 330&.

Decides whether to
give the “floor” of
the conference to
someone else;
decides whether
someone not on the
nitial attendance hist
can join the
conference.

Commangd Post
personnel and their
UE devices
(coraputers, mobile
phones) 3308

Personnel who can
coordinate the actions
of human responders
3310 and sensors
3312 and 3314,

Deployed at a fixed
focation distant from
the area of operation.

18 in audio
conference with all
human responders
3310 and command
post personnel 3308,
and has control of the
robotic sensors 3314
deployed into the
eroergency
operational area.

Conference Manager
3102

A software service
function that
manages the
Conference,

Dieployed on the
OptS CrVelpow 304
node.

Starts the conference,
termoinates the
conference, interacts
with the Session
Manager 3104 to0
start and terminate
media sessions.
Keeps a database of
conference attendees
and session
terplates. Keeps the
set of roles
participants play in
the conference,
including the identity
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Function Description Where Deployed Motes
of the Conference
Chairperson.

Session Manager
3104

A software service
function that
manages the media
sessions that are part
of the conference
{e.g., audio session
3324, video session
3328, Alarm session
3334, robot control
session 3332,
Admits participants
10 the sessions they
select, and sends
information that
enables
conmunications
within the session.

Deployed on the
OptS CrvVerpaw 304
node.

Based, generally, on
control cornmands
from the Conference
Manager software;
creates the sessions
for a Conference, and
manages the data
gtreams that are used
by participants to use
inn each of the
Sessions,

Media Processing
Server 3108

Aundio mixer 3318 to
handle multiple audio
streams that arrive
simultancously.
Publish mixed audio
stream to cach
participant. Video
mixer 3320 to handie
muliiple concurrent
video streams in the
video session. froage
Grabber 3322 0
“grab” a single image
from each video
stream, 8o a
representation of that
user Or sensor video
can be displayed on
cach participant 3303
or 3310 device. Other
functions may
inchide vocoder
translations.

Deployed on the
OptServeras 308
associated with the
eNB 102 element
that serves the
Emergency Action
operational arca.

When & participant
audio stream is
added to the
conference, the
participant's stream 1s
added to the audio
stream-roixing
function 3318, and a
strearn containing the
audio of all
participants 3302 and
3310 except that one
is Published to a
unigue topic
Subscribed-to by the
added participant
3308 or 3310,

Fixed Sensors {(a

special purpose UE

as far as the LTE
ctwork 18
concerned) 3312

In this scenario, the
fixed sensors are
carried toa spot by a
robot, and dropped
into place at the
command of a human
operator 3308 or

Beposited throughout
the Emergency arca
of operation, based
on directions from
the Command Post
3308 or from first
responders 3310 to

The fixed sensors
3312 are not
involved in the
conference. Instead,
they send their data
to the Fixed Sensor
Data Analysis Server
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Function

Description

Where Deploved

3310, These sensors
detect such things as
fire, smoke, specific
chemicals,
movements, sounds.
No video.

the mobile robots
that carry them.

Mobile Sensors
(robot-mounted; a
special purpose UE
as far as the LTE
network is
concerned) 3314

In this scenario, these
SEnsors are mounted
on moving robots,
whose motions in the
cmergency arga of
operation are
controlled by the
Command Post
personnel 3308, or by
a First Responder
3310, The video
streams they generate
are part of the
Conference, Their
condrol data stream i
also used to control
the movement of the
robot that carries the
SENSOT,

These robot-mounted
4EnSOTs are
distributed
throughout the
emergency areg of
operation,

When a robot-
mounted sensor is set
up near the
operational area,
someone at the
command post 3308,
or a first responder
3310, positions the
robot to a point
where the fixed
sensor(s) 3312 that it
carries can be
deposited. Further
control commands
direct the robot to
other points in the
operational area,
where video of the
arca is distributed to
the conference
participants,

Fixed Sensor Data
Analysis Server 3304

This function
recetves the data
from each of the
fixed sensors 3312
deploved in the
cmergency arga of
operation, If an alarm
condition is
determined 1o exist,
an Alarm is
Published to all
conference
participants 3308 and
3310 who are set up
to receive the Alarm.

Deployed on the
OptServerpaw 304,

Hach conterence
participant 3308 or
3316} can obtain
details about the
Alarm, including
type of Alarm {e.g.,
movenient or sound
from a disaster
victim is detected),
focation of the
sensor, eic. The
command post 3308
{or any participant
3310 gaining countrol
of the conference}
can direct a robot-
mounted sensor 3314
to the location of the
Alarm to send video

information,
limage Server 3302 Stores images sent Deployed on the During the
from cameras OptServer.g 308 Emergency
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Function

Description

Where Deploved

Motes

integrated into the
Response Team
members’ UEs 3310,
Delivers images to
participants 3308 and
3310 for display.

associated with the
eNB 102 element
that serves the
Emergency Action
operational area.

operations, many
detailed photos may
be taken of different
arcas to get closer,
different, better looks
at the scene, Images
can be used for
historical
comparison, or for
near real-time
information
gathering and
analysis,

P/S Broker 1304

Provides the
attachment point for
cach cntity (sensor
3312 and 3314, UE
330% and 3310)
mvolved in accessing
the APN LTE
network and
obtaining the services
offered on the APN
Optimization Servers
304 and 308, Allows
connected entities to
Publish and
Subscribe to
“Topics.” Routes a
message Published to
a Topic to all entitics
that have Subscribed
to that Topic,

Deployed on the
Optierverpaw 304
and on the
OptServer.p 308,

Decouples senders of
data from receivers
of the data. Allows
an arbitrary mursber
of Publishers and
Subscribers to be
involved ina
Service, and allows
entities to be added
to, or deleted from,
the service
dynamically.

[00368]

Because of the deployment of the Media Server 310K on the

OptServereNB 304 that 1s located over the Emergency Action operational area, all audio and

video data strearns roay be mixed and delivered to each first responder 3310 team member

with little use of the back haul 112 interface. The audio data sitream from each first responder

3310 may be routed via its re-directed dedicated LTE bearer 312 to the OptServereNB 308

associated with eNB_2 102, which covers the area of operation. The audio streams are mixed

in the Media Server 3108, so concurrent packets from different user audio streams may

appear in the single audio data stream that each participant 3308 and 3310 receives from the

Media Server 3103 (the packets sent by a specific user 3308 or 3310 are not mixed in the

audio stream returned to that user). The back haul 112 s not used in these mteractions
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because of the re-directed bearer 312 used to carry the data to/from the UE 3310 and the
OptServereNB 308, where the Media Server 3108 executes (see Fig. 3 for the meaning ofa
redirected bearer 312).

{00389]  [f g UE 3308 located at the Commuand Post joins the Audio session 3324 of
the conference, the audio packets from that UE 3308 may be routed via the P/S Broker 13034
associated with eNB 1 102 via the wireless back haul 112 to the P/S Broker 1304 associated
with the PGW 114 to the P/S Broker 1304 associated at eNB 2 102, and then to the Media
Server 310&. The mixed audio stream generated at the Media Server 3108 for that UE 3303
may be routed via the reverse path. Heoce, lower packet delays may be achieved for the first
respouder team members 3310, and Jower back haul 112 uvtilization may be achieved overall
than with a traditions! architecture.

{00318] The Image Server 3302 may be deployed on the OptServereNB 308 that is
associated with eNB_2 102, Henee, no back haol 112 may be atilized to store images
collected by the first responder 3310 tcam members. Because each image is a large file, the
back haul 112 savings are significant with this architecture. When images are uploaded, the
application on the UE 3310 for image handling may tag the image with a date, time, GPS
coordinates, and user comments. By interacting with the Tmage Server 3302, any UE 3308 or
3310 in the operation may obtain a list of images, filtered by criteria set by the user. Any user
may thus view any of the large set of detailed images that may be recorded during the team
operation. In this case, because of the APN Optimization Server 304 and 308 architecture, the
image download to the UE 3310 or 3308 comes from the OptServeroNB 302 with litile delay,
and no back haul 112 may be used to transmit the images to the first responder team members
3310, See Fig. 34.

{00311] Wiuth the UAVs 708 and 710 deployed over the operational area, the first
respounder team 3310 may approach the disaster area, load the mobile robots 3314 with their
fixed sensor 3312 payloads, and tarn on the mobile robots 3314, The responder team
members 3310, the Command Post personnel 3308, and the robots 3314 with their video
sensors may all join the multimedia conference. In this scenario, the robots 3314 may only
send a video stream. They do not receive video, but they do have a control channel 3332 to
recetve commands for movement and for control of the fixed sensors 3312 that they carry.
The mobile robot sensor video streams 3314 may appear on the displays of the coramand
Post 3308 personnel, who use the communications control chanunels 3332 to direct the robots
further into the disaster area. Based on the video stream from a particular robot-mounted

sensor 3314, its fixed sensor 3312 payload may be deposited on the ground, and tirned on.
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The software/firmware in these fixed sensors 3312 may connect to the LTE network, and
then to the P/S Broker 1304 network, locate the Fixed Sensor Data Analysis service 3304,
and announce themselves and thetr capabilities {e.g., five detection, sound detection, chemical
detection, motion detection) and their GPS location coordinates. The data sent from cach
fixed sensor 3312 may be collected and analyzed by the Fixed Sensor Drata Analysis service
program 3304 that rans (in this exarople) on the OptServerPGW 304, and an Alarm may be
generated based on the data received from the fixed sensor 3312, Al participant UEs 3310
and 3308 Subscribe to receive the Alarm data stream 3330

[80312] Meanwhile, all participants 3308 and 3310 may be able to communicate
via the voice conferencing setup, and may be able to select the video feed from any of the
robot-mounted sensors 3314, or from videos playved by any first responder 3310, Based on
the needs of the first responders 3310, robots 3314 may be commanded to move in particular
directions. The commands may come either from the Command Post personnel 3303, or from
g first responder team member 3310, As an example, a robot 3314 near the area of 3 fixed
sensor 3312 can be sent to “investigate” an Alarm that is generated by the data from that
fixed sensor 3312, Also, video streams that may be generated by the UEs 3310 of the first
respouders are made available 1o all the conference participanis 3308 and 3310 via the
Conference video session capabilities. The conference participants 3308 and 3310 may have
the ability to select a video data stream for display from a list of all the entitics in the
conference that generate video data, via the still images available from the Tmage Grabber
3322. Likewise, the irnages captured by the response teara roobile devices 3310 may be
selected for display on any participant's UE 3302 or 3310

{80313}  The following sab-sections of this disclosure provide details,
understandable to those skilled in the art, for how the Multimedia Conference roay be set up
to allow audio and video communications among all the conference participants, how the
video streams from the mobile robot-mounted sensors 3314 may be made available to all the
conference participants 3308 and 3310, how the Alarm notification messages may be made
available to the conference participants 3308 and 3310, and bow control channcls may be set
up to allow users at the Command Post 3308 to control the motions of the mobile robots
3314, and to control the locations at which the fixed sensors 3312 are deposited by the mobile
robots 3314, The interactions among participant UE 3308 and 3310 devices and the Tmage
Server 3302 is outside the scope of the multimedia conference, as are the interactions

between the fixed sensors 3312 and the Fixed Sensor Data Analysis server 3304, The Image
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Server 3302 interactions and the Fixed Sensor Data Analysis Server 3304 interactions with

the fixed sensors 3312 are also described in the succeeding subsections in this disclosure.

Setting Up the Multimedia Conference

{08314] The Conference Manager 3102 application may have associated with it a
Registry 3110 of Conferences. The data for each Conference stored in the Registry 3110 may
have the following information: Conference Name, Conference 1D (defined by the
Conference Manager 3102 when the Conference 18 activated), Stari time, end Time, attendee
fist, chairperson 153, hist of Roles and Capabilities, and a Template for cach Session that can
be selected for this Conference. A ficld in cach Scssion Template roay indicate whether the
Session should be activated by the Conference Manager 3102 when the Conference is started.
Attendees may not join a session until the session is activated, and sessions may be activated
dynamically by any participant 3308, 3310, or 3314 once the Conference starts. In this
scenario, all the sessions are started by the Conference Manager 3102, based on the
information in the Registry 3118 for the “Emergency Action”™ Conference. The Conference
Manager 3102 may also create a set of Topics for use in the Publish/Subscribe
comynunications schema for all the activities required in the Conference. Additional Topics
may be created and distributed by the Conference Manager 3102 as each participant 3308,
3310, or 3314 joins a session, so the participant may be able to receive a unigue and
appropriate view of the conference data.

{00318]  The Registry 3110 informoation roay be created by any authorized UE 104
to set up a future Confercnce, but can also be set up by an Eloment Management System 802.
In this scenario, assume that the Registry 3110 entry for the “Emergency Action” conference
has already been set up when the Emergency Operation needs to begin.

{00316] UEs 3308, 3310, and 3314 may join and feave the Conference at any time.
UEs 3308, 3310, and 3314 may join or leave any, all, or a subset of the Sessions 3324, 3328,
3330, and 3332 that are activated for the Conference, and for which they are allowed to join.
Henee, i this Eroergency Action scenario, the murnber of participants 3308, 3310, and 3314
may change dynamically. For instance, one or more robots 3314 may be disabled, and new
ones may replace them, or additional ones may be added to the operation as needed.

{00317]  Table ¥ may show sore of the information the Registry 3110 may contain
for the “Emergency Action™ Conference before and after the Conference is Activated (some
entries may be made after the Conference Starts, such as Conferencelld and the list of

Activated Sessions and their Topics). The entries may be made by the Conference Manager
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3102 once the Conference is started, but may be made by any entity (e.g., EMS 802 or a user)

before the Conference 18 started.

Table 8: Emergency Action Conference Parameters

Conference Value(s) When Entry {s Made
Paramester
Conference Emergency Action Prior to Conference Start
Name
Conferencel <a mumber, or 3 text string™> Vhen the Conference is

Started

Start Time

<time>, but IMMEDIATE in this scenario

Prior to Conference Start

End Time

<time>, but in this case UNTIL-
TERMINATED

Prior to Conference Start

Attendee List

May be names of users, or IMSIs of user
UEs, or names such as “Alarm Generator,”
or generic 1Ds such as “any first
responder,” “any robot,” or “any
Commander”

Prior to Conference Start,

although additional entries
may be made via the EMS
802, or by approval of the
Chairperson

Chairperson D

<g unique 1D in the Conference™: may be
an IMSI or a participant name

Prior to Conference Start,
but the Chairperson may
be changed dynamically
via
RequestChair/GiveChair
interactions between
participants and the
Conference Manager 3102

Roles and
Capabilities

“FirstResponder,” (all sessions);
“CommandPost,” (all sessions);
“AlarmGenerator,” (send alarros and alarm
imformation, receive alarm queries);

“MobileRobot,” (send video, receive
commands); “FixedSensor,” (send data);

Prior to Conference Start

Conference
Topics

ServiceControl/ConfSve/Emergency Action
/<contiD> (the Conf Mgr Subscribes to
this Topic;

append /<IMSE> to direct Conf Mgr
responses to a particular UE

When the Conference 1s
Started

Session Topics:

See next items

When Session is
Activated; in this scenario,
when the Conference is
Started

Audio Session
control

ServiceControl/ContSve/Emergency Action
/<gonfiD>/audio

When the audio session
3324 is activated; in this
case, when the Conference
siarts.

Video Session

ServiceControl/ConfSve/Fmergency Action

When the video session
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Conference Value(s) When Entry Is Made
Parameter
control <conflD>/video 3328 1s activated; in this

case, when the Conference
starts.

Alarm Session

ServiceControl/ConfSve/EmergencyAction
/<confiD>/alarm

When the Alarm session
3330 1s activated; in this
case, when the Conference
starts.

Rohaot Control
Session

ServiceCoutrol/ConfSve/EmergencyAction
/<contlD>/robotControl

When the Robot Control
session 3332 is activated;
int this case, when the
Conference starts,

o~

Seasion Control

ServiceControl/CoutSve/Emergency Action
/<conflD>/sessionUpdate

When the first session is
activated; in this case,
when the Conference
starts. Sessions may be
activated or terminated by
participants Publishing
messages to this Topic.

The Conference Manager
3102 and the Session
Manager 3104 may usca
separate pair of Topics to
communicate initially,
before the Session
Manager 3104 can learn
the <couftD> assigned by
the Conference Manager
3102,

Seasion
Notification

ServiceControl/ContSve/Emergency Action

/<conflD>/<sessionName-Notify>

This generic Topic may be
used by the Conference
Manager to potity all UEs
that participate in a
particular session of
changes in the session
participant list. Al UEs in
a particular session
Subscribe to this Topic to
receive these updates.

{00318

See Fig. 35, Fig. 36, Fig. 37, and Fig. 3§ for the following description of

how the Conference may be started and operated. The use of the P/S Broker 1304 networking

is omitted in these figures for the sake of simplifying the figures, but it should be apparent to

those skilled in the art that the messaging interactions occur through the actions of the P/S

Broker 1304 muddleware systom.
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{B0318] Fig. 35 shows how the Conference may be started. Because the Registry
3110 contains an entry for the Emergency Action Conference ndicating that it start
IMMEDIATELY, once the Registry 3110 entry 18 made, the Conference Manager 3102 may
be notified. The Conference Manager 3102 may start the Conference, assign a ConflD to the
Conference, and Subscribe to the Topic:
ServiceControl/ConfSve/EmergencyAction/<confll>. The <confll> may embed the
uniquell assigned to this Conference Manager 3102, as opposed to any other instance, so
messages pertaining to its conferences are routed by the P/S Broker 1304 network only to this
Conference Manager 3102 instance.

{00328]  The Conference Manager 3102 may determine from the Registry 3110
information the Sessions that need to be started, and may Publish a Service Inquiry to the
topic Servicelnquiry/ContSession/<ContfMgriy to locate a Session Manager 3104 instance,
where <ConfMgrID> may be a unique TD assigned to this Conference Manager 3102
instance. All Session Manager 3104 mstances may Subscribe to the Topic
Servicelnquiry/ConfSession/* to receive these Inquiries. In this case, there 1s just one Session
Manager 3104 instance, so the Conference Manager 3102 may receive one Service
Description reply that carries a SessMgriD that is unigque among all the Session Manager
3104 instances. The Session Manager 3104 may Subscribe to its unique controf channel that
is outside the scope of any particular Conference
{ServiceControl/ConfSession/<SessMgrli¥y>), With each commaunicating entity in possession
of the unigue 1D assigned to the other, the Conference Manager 3102 and the Session
Manager 3104 may now exchange messages via the P/S Broker 1304 network.

{80321}  The Conference Manager 3102 may Publish a message to the Session
Mavager 3104 to indicate the start of the Emergency Action Conference, and may provide a
fist of sessions that need to be started. The Topics for cach Session may also be included in
the information passed to the Session Manager 3104, In this case, an audio session 3324, 2
video session 3328, an Alarm session 3330, and a Robot Control session 3332 may be
activated. Because an audio conferencing session 3324 is activated, and because a video
conferencing session 3328 is activated, the Session Manager 3104 nust locate a Media
Server 3108 to reserve and start the audio mixer 3318, video mixer 3320, and Image Grabber
3322 capabilities for the Conference participants, so they are available when cach participant
joins the corresponding session.

{00322] The location of the Media Server 3108 may involve a Service Inquiry

being Pablished by the Session Manager 3104 to the generic topic Subscribed-to by all Media
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Server 3108 instances (in this example, there is just one instance), and a Service Description
response being returned to a Topic made unique by adding the uniquelD of the Session
Manager 3104 instance. The reply contains the uniquelD assigned to the Media Server 3108
instance, and from that point cowards, the two instances may communicate via the P/S
Broker 1304 network to set up the media processing for the audio and video sessions. The
availability of andio mixer 3318, video mixer 3320, and tmage grabber 3322 resources may
be inchuded in the Service Description response generated by the Media Server 3108, so the
Session Manager 3104 is able to select from among several Media Servers 3108 when there
is more than one instance available in the network. Hence, the Topic Subscribed-to by the
Session Manager 3104 for the audio session in this Counfercuce may be
ServiceControl/ConfSve/Emergency Action/<conflD>/audio/<SessMgrild>, The Topic
Subscribed-to by the Media Server 3108 for the audio session in this Conference may be
ServiceControl/ConfSve/Emergency Action/<confID>/audio/<MediaServertD>. The andio
mixing resources 3318, video mixing resources 3320, and the image grabbing resources 3320
may be reserved at the Media Server 3108 instance for the Emergency Action Conference.
The Emergency Action Conference is now in the Activated state. The Conference Manager
3102 may return an Acknowledgersent to the Registry 3110 to indicate the start of the
Conference, and may provide the Registry 3110 with the ConflD that has been assigned to
the Conference. This value must be passed to cach participant to allow the participant to Join
the Conference.

{00323]  Fig. 35 shows the interactions discussed above for starting the Emergency
Action Conference. As noted, the use of the P/S Brokers 1304 1o route these messages is not
shown in Fig. 35 as a simplification. The incluosion of the P/S Broker 1304 routing is
therefore to be understood by the reader as underpioning cach of the interactions shown in
Fig. 35. It should be remembered that the only point-to-point connections are those between
an entity {e.g., Session Manager 3104, Media Server 3108, sensor 3314) and a P/S Broker
1304, There are no explicit connections between the communicating service entitics, sensors,
or participant UEs. Also, every roessage sent 15 actually Published to a Topic, and every
message received implies a Subscription to the Published Topic. The Topics that may be used

in this scenario may be found in Table 8.

Participants Join the Conference and Join Sessions
{B0324]  See Fig. 36 for this description of how entities may join the Conference

and the Sessions allowed to them. Fach conference participant UE 3308, 3310, and cach
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sensor 3314, needs to communicate with the Conference Manager 3102 to join the
Counference. For this and other Conference control purposes, the Conference Manager may
Subscribe to the Topic: ServiceControl/ConfSve/EmergencyAction/<confiD>, Hernce, the
participant device mwust obtain both the Conference Name and the <confli¥> before it is able
to Publish a request to join the Conference. While the Conference Name may be provisioned
into the participant device, the <confID> may not, because it is assigned by the Conference
Manager 3102 when the Conference is started. This behavior adds a degree of security to the
Conference Join procedure,

{00325] When the user 3308, 3310, or 3314 selects to Join a Conference, the UE
3308, 3310, or 3314 may Publish a Service Tnquiry to the Topic
Servicelnguiry/ConfSve/Registry/<IMSI>, where <IMSI> is the unigue value assigned to the
UE. Because all Registry 3110 mnstances may have Subscribed to the Topic
ServiceInquiry/ConfSve/Registry/®, the UE 3308, 3310, or 3314 message may be routed by
the P/S Broker 1304 network to all Registry 3110 instances. The Service Description
response message Published by a Registry 3110 instance may include the unique UE 3308,
3310, or 3314 IMST in the Topie, to allow routing the response to this particular UE 3308,
3310, or 3314, The Servicelnquiry message may contain the Conference Name {Emergency
Action), so the Registry 3110 may respond if it has information for that Conference. In this
example, there is only one Registry 3118, so just one Service Description response message
may be retarned to the UE 3308, 3310, or 3314, It contains the anigue 1D of the Conference
Manager 3102, and the information about the Emergency Action Conference, including the
<confil>, (In this case, the Conterence Name may be provisioned into the sensors 3314 and
other UHs 3308 and 3310 that need 10 join the conference.)

{00326]  The UE 3308, 3310, or 3314 may now Publish a Join message to the
Conference Manager 3102 for the Emergency Action Conference. The list of Attendees
available to the Conference Manager 3132 may allow it to admit the UE 3308, 3310, or 3314
to the Conference. The Join may have information related to the Role of the UE 3308, 3310,
or 3314, and hence, the Coufercnce Manager 3102 may determine the set of sessions the UE
3308, 3310, or 3314 may be able to join, and may send the Session Hst to the UE 330¥, 3310,
or 3314 in an Acknowledgment to the Join request. Thus, the UE 3308, 3318, or 3314 is able
to display all the Sessions that the UE 3308, 3310, or 3314 is able to Join. The Conference
Manager 3102, as the initiator of the Sessions, sends an Invite() message to the UE 3308,

3310, or 3314 for cach session that the UE 3308, 3310, or 3314 is able to Join. The UE 330%,
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3310, or 3314 may not Join a Session without first recetving an Invite() from the Session
inifiator, which may be the Conference Manager 3102 in this scenario.

{80327} In other Conference sttuations, the user may select the Sessions to be
Joined. In this case, the UE 3308, 3310, or 3314 may be programumed to automatically Join
those sessions pertinent to its Role. Hence, the UEs 3308 of Command Post personnel and
those UEs 3310 of First Responders may accept a Join Invite() to the audio 3324, video
3328, Alarm 3330, and Robot Control 3332 sessions. The robot-mounted video sensors 3314
may accept a Join Invite() only of the video session 3328 with an ability only to send/Publish
video, but not to recetve if. The Fixed Sensors 3312 are pot participants in the Conference in
this exaraple scenario. They may only Publish their data to the Topic indicated in the next
subsection, where the Topic is Subscribed-to by the Fixed Sensor Data Analysis Service
3304,

803287  When the UF 3308, 3310, or 3314 Publishes a request to Join a Session
{(e.g., for a video session 332%: ServiceControl/ConfSve/Emergency Action/<conflD>/video),
the Conference Manager 3102 may receive the request, determine from the Role of the UE
3308, 3310, or 3314 whether the request can be granted, and if # can, may generate one or
more Topics to assign to the UE 3308, 3310, or 3314 for the session. For instance, a Join of
an audio session 3324 may generate two Topics. One is for the UE 3308 or 3310 to use in
Publishing its audio stream. The other is for the UE 3303 or 3310 to Subscribe-to, so it may
receive the mixed audio stream being sent to it by the audio mixer 3318 in the Media Server
3108, The mixed audio stream has the concurrent audio packets generated by all UE
participants, except for the UE receiving the streamn. Robot-mounted sensor UEs 3314 do not
participate iu the audio session 3324 in this scenario.

{00329]  Fora video session 3328, two Topics may be generated for the First
Responder 3310 and for the Command Post 3308 UEs, Only one Topic may be generated for
a robot-mounted sensor 3314 UE. The first Topic may be used by the UE 3308, 3318, or
3314 in Publishing its video stream. The second, if generated, may be for the UE 3303 or
3310 to Subscribe-to to recetve the rixed video stream being generated by the video muixer
3320 at the Media Server 3108, Here, too, the mixed video contains the video streams
gencrated by all video-generating-sensors and by all participant UEs 3308, 3310, or 3314,
except for the receiving UE. (Actually, a sequence of grabbed images, one from cach
participant 3308 and 3310 and sensor stream 3314, may be sent. When the user selects a
particular video stream, only the video stream from the selected participant 3308 or 3314, or

sensor 3314, may be sent to the requesting UE 3308 or 3310.)
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{60338]  For an Alarm session 3330, one Topic may be generated, and is
Subscribed-to by the UE 3308 or 3310 to receive the Alarms. Only First Responder 3310 and
Command Post 3308 UEs may Join the Alarm session, and most ikely, the saroe Alarm
Topic may be assigned to all UEs 3308 and 3310 that Join the Alarm session, so the Alarm ig
Published once by the Fixed Sensor Data Analysis 3304 Alarm generator function, and all
Subscribing UEs 3308 and 3310 may be able to recetve it

{06331]  For the Robot-control session 3332, two Topics may be generated. The
first may be for the UE 3308 or 3310 to use to Publish Robot control commands. The second
may be for the UE 3308 or 3310 to use to Sabscribe for reception of Robot responses to those
comynands.

{B0332]  As the participant fist changes for cach Session, the Confercnce Manager
3102 may Publish an updated session participant list, so it is received by each UE 3308 and
3310 participating in that Conference session. Per Table 8, all UEs 3308 and 3310
participating in a session whose name is “sessionName™ Subscribe to the Topic:
ServiceControl/ContSve/Emergency Action/<conflD>/<sessionName-Notify> to receive the
Session participant change notices for that particular session {e.g., for the video session 332§,
the last part of the Topic string may be “video-Notify™).

{80333]  The Topics generated by the Conference Manager 3102 may not be
strings, but may be 8-byte nmumbers. Transmission of audio 3324 and video 3328 streams
recratres fow delay, so the use of String Topics may be aveided to redace the time spent by
the P/S Broker 1304 network to determine routing of these packets. Because the Topic
generation s handled by the Conference Manager 3102, their uniguencss may be guaranteed.
When a UE 3308, 3310, or 3314 joins a Session, the Conference Manager 3102 has to
generate the Topicds), and may send the Topics to the UE 3308, 3310, or 3314 and also to the
Session Manager 3104, which takes care of Publishing them to the Media Server 3108, where
the audio and video streams from UEs are collected, and where the mixed streams 3324 and
3328 are Published. In the case of the Alarm session 333{, the Conference Manager 3102
may send the Topic to the Fixed Sensor Data Analysis service 3304, as well as to the UEs
3308 and 3310 that Join the Alarm session 3330. For the Robot-controi session 3332, the
Topics may be sent to the Robot participants 3314 that Join the Robot-control session 3332
{they all do in this scenario), as well as to the UEs 3308 and 3310 that Join the Robot-control

SE88101H.
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{60334} Meanwhile, the First Responder UEs 3310 and the Command Post
personnel UEs 3308 may display all the available sessions to the user, as well as those
sessions that the user may have Joined.

{B0335]  Fig. 36 shows the message interactions that may occur when a UE 3308,
3310, or 3314 Joins the Conference, and then subsequently Joins one or more Sessions.
Again, the P/S Broker 1304 routing and interactions are omitted in Fig. 36 for the sake of
simplifying the messaging diagram. To keep the interactions to g limited number in Fig. 36,
all the Session Joins for the UE 3308, 3314, or 3314 are not shown. Readers who are skilled
in the art may recognize that all sessions required by a particalar UE-type may be joined in
the manuner indicated in Fig. 36.

{00336]  Once the UE 3308, 3310, or 3314 has Joined all of 11s sessions, it may
participate in all the services allowed to it during the Conference. A UE 330K or 3310 that
has joined the andio session 3324 may now Publish its audio packets to the Topic received 1o
the Join{audio) interactions. It also may receive the mixed audio stream 3324 via the audio
Topic to which it now Subscribes for that purpose. The user 3308 or 3310 is thus in audio
conference with every other user 3308 and 3310 in the andio session 3324, Likewise, the UE
3308 or 3310 may display the grabbed tmage of each video strearn 1o the video session 3328
of the Conference, including those of the Robot-mounted sensors 3314 and those of the First

esponse team members 3310, When a user 3308 or 3310 selects one of the grabbed images
on the display, the UE 3308 or 3310 may send a control message to the Conference Manager
3102 to select a particular video strearn, The Conference Manager 3102 may send the
instruction to the Session Manager 3104, which nforms the Media Server 3108 to stop
seuding the mixed video stream to the Topic it Publishes on for that UE 3308 or 3310, The
Couference Manager 3102 may return to the UE 3308 or 3310 the Topic number used by
another UE 3308, 3310, or 3314 to Publish the selected video stream. The requesting UE
3308 or 3310 may Subscribe to that Topic, and may begin to receive the selected video
stream. Thus a first responder 3310 or a command person 3308 may receive the video stream
being sent by any sensor 3314, or by any video publisher 3310 1 the conference. Note that
the P/S Broker 1304 middleware being used in this disclosure does not change the way in
which the generator of (in this case) a video stream transmits its video packets. If another end
point (L.e., user 3308 or 3310) needs to receive that video strearm, the P/S Broker 1304
network arranges for the delivery of the siream, as long as the new viewer Subscribes to the

Topic being used to Publish the video stream packets.
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{80337} Likewise, once the UE 3308, 3310, or 3314 Joins any other session, and
the corresponding Topics are distributed appropriately, the UE 3308, 3318, or 3314 may be
able to participate in that Session. First Responder 3310 and Command Post 3308 UEs may
receive the Alarms generated by the Fixed Sensor Data Analysis service 3304, First
Responder 3310 and Command Post 3308 UEs may send movement commands to the mobile
Robot UEs 3314 (the Conference Manager 3102 distributes a Subscribe Topic to each mobile
Robot UE 3314 when it Joins the Robot-control session 3332, and distributes that Topic as a
Publish Topic to cach First Responder 3310 and Command Post 3308 UE that joins the

Robot-control Session 3332).

Fixed Sensor Data Collection and Alarm Distribution

{B0338]  As noted in the above descriptions in this disclosure, the Fixed Sensors
3312 in this scenario do not directly participate in the Multimedia Conference. Depending on
their capabilities, they may monitor for movernent, or may detect smoke or chenicals, or may
detect heat, or sound, etc. When they sense something to report, these sensors 3312 may send
their information to the Fixed Sensor Data Analysis service 3304, which may analyze the
data, and generate an Alarm, if appropriate. Thus, when a Fixed Sensor 3312 s turned on, it
may connect to the LTE network, it may connect to a F/S Broker 1304, and it may send a
Service Inquiry to locate one or more instances of the Fixed Sensor Data Analysis service
3304 (there 18 just one in this scenario example). Suppose the Fixed Sensor Data Analysis
service 3304 subseribes to the Topic Servicelnguiry/FixedSensor/* to receive the Service
Inguiry messages. Fach Fixed Sensor 3312 may Publish its Service Inquiry message to the
Topic Servicelnguiry/FixedSensor/<myIMSE>, By inclading its unique IMST vahue, the Fixed
Sensor Data Analysis 3304 service software roay Publish a Scrvice Description reply that is
routed by the P/S Broker 1304 network only to the Fixed Sensor 3312 that generated the
Service Inquiry. The Service Description may inchide an identity value that is unique across
all the Fixed Sensor Data Analysis 3304 service instances in the network. Once the Fixed
Sensor 3312 and the Fixed Sensor Data Analysis 3304 program are in possession of the
unique ID of the other party, the Fixed Sensor 3312 and the Analysis 3304 service program
may thereafter exchange messages with one another via the P/S Broker 1304 network.

{00339]  The Fixed Sensor 3312 yuay send an InitiateService() message to the Fixed
Sensor Data Analysis 3304 service instance, providing information such as its GPS location

coordinates and its detection capabilities. The Fixed Sensor Drata Analysis 3304 service

SUBSTITUTE SHEET (RULE 26)



WO 2013/188629 PCT/US2013/045581

software may Publish an InitiateServiceAck() message in which it assigns a Topic that the
Fixed Sensor 3312 1s to use to Publish data for whatever it detects.

{80348] Meanwhile, as indicated above in Fig. 36, cach UE 3308 and 3310 that
Joins the Alarm session may receive a Topic to which it Subscribes to receive Alarms, and
that Topic may also be maintained at the Fixed Sensor Data Analysis 3304 service program
as a Publish Topic for Alarms. If all UEs 3308 and 33180 in the Session are to receive all
Alarms, then the same Topic may be assigned to cach UE 3308 and 3310 participant in the
Alarm session, If different UEs 3308 and 3310 are to be made responsive to different sets of
Alarms, then the Alarm session Topics assigned to different UEs 3308 and 3310 by the
Conference Manager may be different. At any rate, when a Fixed Sensor 3312 Publishes data
to its assigned Topic, it is received by the Fixed Sensor Data Analysis 3304 service software,
analyzed, and if an Alarm is generated, it is Published to the Topic, or Topics, associated
with that Alarm type. The Alarm may then be received by all UEs 3308 and 3310 in the
Alarm session that have Subscribed to the Published Topic. These interactions are shown
below in Fig. 37. The P/S Broker 1304 network is again omitted in Fig. 37 for the sake of

simplifying the interaction diagram.

Image Collection, Storage, and Distribution

{08341]  As noted in the above descriptions of the Emergency Action scenario, the
UEs 3318 of the First Responder team members may be capable of taking pictares as the
members go through the arca of operation. These images may need to be loaded onto a
server, and made available to the other merbers of the First Responder team 3310, as well as
to the personnel 3308 located at the Command Post. The Image Server 3302 shown in Fig, 34
may ran on the OptServereNB 302 associated with the eNB 102 that covers the arca of
operation, and may provide the means to upload and store these images, and to make them
available for download to any participant 3308 or 3310 in the Emergency Action operation.
By executing the Tmage Server 3302 software on the OptServereNB 308, no back haol 112 1
used to carry the images from the First Responder team member UEs 3310 to the storage site,
and no back haul 112 is used to download the images to members of the First Responder
team 3310, Transmission delays over the back haul 112 are thas avoided in this architecture,
and back haul 112 utilization 1s minimized, 50 it 18 available for other services. When images
are downloaded to participants 3308 at the Command Post, the back haul 112 is used,

because in this example scenario, their UEs 3308 access the network via a different eNB 102
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clement from the one associated with the OptServereNB 308 that runs the Image Server
3302. See Fig. 34.

{80342]  When the user invokes the image handling program on the UE 3308 or
3310, the program must first locate an Image Server 3302 in the APN network. To do so, it
may Publish a Service Inguiry message to the Topic Servicelngquiry/ImageService/<IMSE>,
where <IMSI> 15 the unique 1D assigned to the UE 3308 or 3310, Meanwhile, all Tmage
Server 3302 instances Subscribe to the generic Topic Servicelngquiry/lmageService/*, and
therefore receive the Service Inquiry messages that are Published by the UEs 3308 or 3310,
The Image Server 3302 may Publish a ServiceDescription reply message to the Topic
Servicelnguiry/ImageService/<IMSE>, so the P/S Broker 1304 network may route the reply
only to the UE 3308 or 3310 that sent the Service Inguiry. In this example scenario, there is
only one Image Server 3302 in the network, so one Service Description is returned to the UE
3308 or 3310 for its Inquiry. The Service Description message may contain the unigae 1D
assigned to the Image Server 3302 program. Hence, from this point onwards, the UE 3308 or
3310 and the Image Server 3302 instance may cxchange messages via the P/S Broker 1304
network. The UE 3308 or 3310 image handling program may register itself with the Image
Server 3302 instance, and roay receive a Topic to use when Publishing images to the Server
{only UEs 3310 do this in this cxample scenario), a second Topic to use when Publishing
service requests {e.g., for image downloads and for image information) to the Image Server
3302, a third Topic to use to Subseribe to receive service response information from the
Image Server 3302, plus a fourth Topic to use to recetve downloads of images from the
Image Server 3302,

[80343] When an image is recorded at the UE 3310, the image handling program
on the UE 3310 may tag the ireage with the current GPS coordinates of the UE 3310, may
add the date and time, and may allow the user to enter comments. This information may be
kept together with the image in the UE 3310 memory. When the user selects to upload this
image to the Tmage Server 3302, the UE 3210 image handling program may use the Publish
Topic given to it during its initial interaction with the [roage Server 3302 to upload the image
and the associated tag information to the Image Server 3302, The image and s tag data may
be saved to permanent storage by the Image Server 3302.

{00344] When auser (3308 or 3310) elects to see one or more irpages kept at the
Image Server 3302, the UE 3308 or 3310 may Publish a request message via its assigned
service request Topic. The request may ask for a list of images stored from a particular user

3310, or from a set of dates/times, or from a set of locations, ete. The lst may be returned to
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the user UE 3308 or 3310 via the Topic assigned to it to receive responses to the service
requests. Another service request Published by the user UE 3308 or 3310 may request the
downdoad of one or more specific tnages from the list. These images may be downloaded to
the user UE 3308 or 3310 via the Topic assigned to the UE 3308 or 3310 to receive image
downloads. These interactions are shown in Fig. 3. Here, too, the P/S Broker 1304
interactions in the messaging scheme are omitted for the sake of simphicity.

{00348]  The disclosure presented herein utilizing the Emergency Action scenario
shows how the APN LTE Wireless Network and its associated Optimization Server 304 and
308 architectare, plus the vedivected bearer 312 capability, and the P/5 Broker 1304
Middleware compouents may be used to handle a variety of sensor requireruenis. It should
be clear to those skilled in the art that any sensor data collection and processing not covered
in this scenario example is capable of being deployed in an efficient manner using the APN
LTE Wireless Network Optimization Servers 304 and 308, the bearer redirection 312
capability, and the associated P/S Broker 1304 middleware, thereby demonstrating the ability
of the systems disclosed in this document to be used as a platform for sensor data collection,

storage, analysis, and distribution.

APN LTE Network {e Give Data Rate Priority te L'TE Users

{83467  In an LTE network, and especially in a Dual Use LTE network, users may
be given Access Priorities, and may be assigned bearer priorities, but they are not assigned a
priotity tor being allocated awr interface resources to send or receive data. It may be desirable
t0 assign prioritics to users for receiving high data rates when there are many users accessed
through a particular Cell. This sttuation may occur when there is no emergency condition,
and theretore Cell Barring for Government Use (CB-for-GU) 15 not cnabled at the Cell.
Alternatively, there may be an emergency or disaster condition, and the Cell may be barred
for Government Use, but there are still so many users accessing the LTE network through the
restricted Cell that the highest priovity users are not able to receive the high data rates that
they roay need.

{00347] Inan LTE system, user equipment (UE 104} is granted a set of Physical
Resource Blocks {each PRB 1s a set of 12 contiguous sub-carriers used in the system) and a
tume for sending uplink data. Likewise, the LTE system schedules a tirne and a set of PRBs o
carry downlink data to a particular UE 104, The software component within the LTE system
that performs this function is the Scheduler within the eNB 102 element. The Scheduler may

generally be designed to give fair treatment to all the UEs 104 that access the LTE network
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through the Cells of the eNB 102, However, there may be situations in which UEs 104
designated as High Priority UEs 104 require preferential treatment in the assignment of PRBs
for over-the-air transmissions. The number of PRBs assigned to the UE 104, plus the

encoding applied to the data, determines the data rate that is provided to the UE 104,

Assigning Data Rate Priorities to UEs and Configuring the eNB Scheduler to Use the Values

{00348]  This disclosure describes methods and systems for configuring the eNB
102 Scheduler with a Data Rate Priority value for cach UE 104 that accesses a Cell contained
within the eNB 102, The Scheduler may use the Data Rate Priovity value associated with a
given user to guide its assignroent of Physical Resource Blocks (PRBs) to the user for
sending and receiving data over the LTE air interface, and/or to give time-based priority to
the UE 104 for access to the LTE air interface. Previous sections of this disclosure are
pertinent to the present disclosuare, namely, the use of a Publish/Subscribe (P/S) Broker 1304
middleware to implement efficient comnunications among cleraents in the APN LTE
network, the use of a set of Optimization Server 304 and 308 nodes that are associated with
the LTE network elements and integrated into the LTE procedure processing in the network,
the use of a Wireless Control Process (WCP) 3902 and us interface to the eNB 102 clements
to effect the delivery of UE 102 Data Rate Priority values to the eNB 102, and thence, o the
Scheduler, the use of an Application Function (AF 2102} that contains provisioning data for
high priovity UEs 104 (IMSI valoes), or is able to access a database of IMSI values that may
contain provisioning information pertaining to the Data Rate Priority capability. See the
previous sections of this disclosure.

[80348] The following set of Hst items describes the mechanics that may be put
mto place to tnplement the Data Rate Priority capability referved to above. It may be
recognized by those skilled in the art that deviations from the descriptions given below may
be made, while achieving the same result. The teachings presented specifically below are thus
iltustrative of how a Data Rate Priornity feature may be implemented in an LTE Wireless

MNetwork.
I, All asers 104 may be assigned by the eNB 1{(2 Scheduler a Data Rate Priority
value of 1 by default when they first gain access 1o a Cell. The default value of

UE 104 Data Rate Priority may be inserted by the Scheduler into a data record

kept for the UE 104 by the Scheduler.
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The AF 2102 program that may run on the OptServerPGW 304 node may be
provisioned on a per-Cell basis with DataRatePriority OFF, or ON. The default
value may be OFF. When the value of the DataRatePriority variable is changed
for a Cell, the AF 2102 may interact with an application program referred to
herein as the Wireless Control Process 39072 to cause the Data Rate Priority value
of each currently Registered UE 102 that 1s served by the Cell to be apdated
appropriately (i.c., to the value 1 if the DataRatePriority becomes OFF at the Cell,
or to the UE 104 Data Rate Priority value assigned to the UE 104 if the
DataRatePriority becomes ON at the Cell).
3. The eNB 102 wterface with the Wireless Control Process 3902 that runs on the
OptServerPGW 304 may be used to send a Data Rate Priority value to the eNB
102 for a given UE 104 (the C-RNTT kept at the Wireless Control Process 3902 as
part of the data saved per UE 104 1s used to identify the UE 104 at the eNB 102).
4, Hence, for all UEs 104 that do not interface with the Wireless Control Process
3902, their Data Rate Priority remains set at the defanlt value 1. Such UEs 134
may be those of non-government agency users that may be Roaming on the Dual
Use APN Wircless Network, All goverruuent agency users, and likewise, many, or
all, other users of the Dual Use APN Wireless Network may have software that
interfaces with the Wireless Control Process 3902 via the P/S Broker 1304
middleware. For UEs 104 that interface with the Wireless Control Process 3902,
such interfacing ray occur whenever the UE 104 accesses a Cell inthe APN
Wireless Network, 1.e., whenever the UE 104 sends the Register message (i.c.,
after the LTE Initial Access procedure), or sends the RegisterUpdate message
(i.e., after the LTE Service Request procedure), or sends a Handover roessage
(i.., after the LTE Handover procedure), to the Wireless Control Process 39072,
See Fig. 4 and Fig. 6. During the processing of any of these messages, the
Wireless Control Process 3902 ay interface with the AF 2102 via the P/S
Brokering 1304 middleware to obtain the Data Rate Priority value associated with
the UE 104 IMSL If the provisioning at the AF 2102 for the Cell ID in the
Wireless Control Process 3902 request message indicates DataRatePriority OFF,
the AF 2102 may return the value 1 for the UE 104 Data Rate Priority. Otherwise,
the AF 2102 may check the Data Rate Priority provisioned into it for the UE 104
IMSI, or check the value provisioned into an accessible IMSI database. if the AF

2182 does not retricve nformation provisioned for the UE 104 IMSI, the default
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vaiue of 1 may be returned. Otherwise, the AF 2102 may obtain the Data Rate
Priority vahie provisioned for the UE 104 IMS], aund return that valae to the
Wireless Control Process 3902, The Wureless Control Process 3902 may
therefore send the UE 104 Data Rate Priority value to the eNB 102 when it
processes the UE 102 Register message, or RegisterUpdate message, or Handover
message, whether or not a UE 102 bearer 302 15 sobsequently redirected at the
eNB 102 by the Wireless Control Process 3902, The values used for the UE 104
Data Rate Priority may be any value 1, or greater, with the higher number value
implying a higher Data Rate Priority for the UE 104,

The eNB 104 Scheduler may be changed from current implementations to take the
Diata Rate Priority value into account when scheduling the UE 104 to receive or
send data. For example, if the eNB 102 Scheduler is about {0 scheduie downlink
data t0 be sent to a set of UEs 104, the set of available PRBs may be assigned
based on the RF conditions reported previously by the UEs 104, and also based on
the Data Rate Priority associated with the UEs 104, The UE 104 with the highest
Data Rate Priority value may receive the maximum number of PRBs consistent
with sending the data queued tor that UE 104, or, may be handled by the
Scheduler before the Scheduler handles a UE 104 with a lower Data Rate Priority
value. Meanwhile, all UEs 104 with Data Rate Priority 1 may recetve a number of
PRBs smaller than the maximurm number that might otherwise be assigned,
because somne number of PRBs have been assigned to UEs 104 with higher Data
Rate Priority values. All UEs 104 with the same Data Rate Priority value may
receive equal treatment by the Scheduler in terms of being assigned a mumber of

PRBs, or in torms of being handled first by the Scheduler.

{00358] The disclosure in the above paragraphs may be seen in Fig, 39, Fig. 40,

Fig. 41, Fig. 42, and Fig 43. The first three of these figores add the Data Rate Priority

interactions to the interactions shown in Fig. 4 and Fig. 6, where the Wireless Control

Process 3902 and the P/S Broker 1304 messaging infrastructure are shown explicitly (Fig. 4

and Fig. 6 do not show these componenis explicitly). Fig. 39 may apply to the situation in
d Fig. 6 do not show th ts explicitly). Fig. 39 may Iy to the situat

which the UE 104 has not yet registered with the Wireless Control Process 3902 (i.e., during

the Initial Access Procedure). Fig. 40 may apply to the situation in which the UE 104 has

previously registered with the Wireless Control Process 39072, but must provide an update

becaunse, for example, the UE 104 is in transition from the ECM-IDLE state to the ECM-
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CONNECTED state. Fig. 41 may apply to the situation where the UE 104 is in Handoverto a
new eNB 102, Each of these three sitnations may result in the UE 104 accessing a different
Cell than previously, and hence, the newly accessed eNB 102 must be informed of the Data
Rate Priority for the UE 104, Fig. 42 may apply to the situation where the AF 2102 is
provisioned to turn PataRatePriority ON for one or more Cells 1o the LTE network. Fig. 43
may apply to the situation where the AF 2102 is provisioned to turn DataRatePriority OFF
for one or more Cells in the LTE network.

{60381}  Fig. 39 shows an claboration and modification of the procedure shown in
Fig. 4 and described carlier in this disclosure. The elaboration shows how the UE 104 way
use the P/S Broker 1304 middleware to conrnunicate with the Wireless Control Process 3902
that runs on the OptServerPGW 304 node. The portiNumber in the StartServices message i8
the port number of the P/S Broker to which the UE 104 connects. Meanwhile, the AF 2102
sottware that plays a role in the disclosure provided herein for implementing a Doal Use
Network may also be provisioned with IMSI data, or have access to an IMSI database, that
includes the Prata Rate Priority value assigned to the UE 104 IMSL In a modification to the
procedure described in Fig. 4, the Wireless Control Process 3902 and the AF 2102 may
comynunicate via the services of the P/S Broker 1304 nuddleware, as shown in Fig. 39, Fig.
40, Fig. 41, Fig. 42, and Fig. 43, to provide the Data Rate Priority value for 3 given IMSI, and
to update the serving eNB 102 with this value.

{B03527  To receive messages from a multiplicity of UEs 104, the Wireless Control
Process 3902 roay Subscribe to the Topic “WirclessControl/*”. To communicate with the
Wireless Control Process 3902, a UE 104 may Publish its message to the Topic
“WirelessContol/<myIMSI>", where <myIMSI> 1s the unique IMSI value assigned to the UE
104. When the Wireless Control Process 3902 respounds to 4 particular UE 104, ¢ may
Publish the message to the Topic “WirclessControl/<IMST>", where <IMSI> is the value
assigned to the targeted UE 104. The UE 104 must have previously Subscribed to this Topic
to receive messages on this Topic.

{00353] To effect the exchange of rucssages between the Wireless Control Process
3902 and the AF 2102, the AF 2102 may Subscribe to the Topic “AF/data/*”. The Wireless
Control Process 3902 may then Publish the DataRatePriorityCheck(} message to the Topic
“AF/data/<WCPid>", where <WCPid> 1s a unique 1D assigned to the Wireless Coutrol
Process 3902, and where the Wireless Control Process 3902 Subscribes to receive messages

on the Topic “AF/data/<W{Pid>". The AF 2102 may then reply to the Wireless Control
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Process 3902 by Publishing the DataRatePriorityCheckResponse() message to the Topic
“AF/data/<WCPid>".

{80354] When the UF 104 first accesses the LTE network, it proceeds as deseribed
in the carlier sections in this disclosure (sec Fig. 4}, until the DedicatedBearerEstablished
message is Published by the UE 104 to Wireless Control Process 3902 (see Fig. 39). At this
point in the Registration Procedure, it may be appropriate for the Wireless Control Process
39072 to Publish the DataRatePriorityCheck message to the AF 2102, The AF 2102 may use
the Cell ID in the message and the IMSI to obtain 3 Data Rate Priority value for the IMSE
and may then Pablish the DataRatePriorityCheckResponse message to the Wireless Control
Process 3902, The Wireless Control Process 3902 waay then use its divect interface with the
eNB 102 that serves the UE 104 to deliver the Data Rate Priority value associated with the
UE 104, and the value may be passed by the eNB 102 software to the eNB 102 Scheduler.
The remainder of the Registration procedure proceeds as shown in Fig. 4 {and Fig. 39).

{00388]  Fig. 40 shows the processing that may be used when the UE 104
transitions from the ECM-IDLE state to the ECM-CONNECTED state, and successfully
completes the LTE Service Request Procedure. The interactions that ensue to register the UE
104 with the Wircless Control Process 3902 for the now Cell 1D and new C-RNTI value are
the same as shown in Fig. 39, except that the RegisterUpdate and RegisterUpdateAck
messages are exchanged, instead of the Register and RegisterAck messages of Fig. 39. The
same parameters may be contained in the messages in both cases.

{00356] Fig. 41 shows an claboration and a modification of the procedure shown 1o
Fig. 6 and described carlier in this disclosure. The elaboration shows how the UE 104 may
use the P/S Broker 1304 middleware to communicate with the Wireless Control Process 3902
that runs on the OptServerpaw 304 node. The portNumber received by the UE 104 in the
ResumeSession message is the port number of the P/S Broker 1304 to which the UE 104
connects. Fig. 6 shows the interactions during a Handover procedure for integrating the
Optimization Server 304 and 308 into the LTE network behaviors, and for redivecting a UE
hearer 312 at the target eNB 102 for the purpose of allowing the UE 104 to coromunicate
directly with an OptServereNB 308 node associated with the target eNB 102, Per the present
disclosure, Fig. 41 shows how the procedure of Fig. 6 may be modified to also inchude
making an update at the target eNB 102 Scheduler for the UE 104 Data Rate Priority value.

{003587F  When the Handover is completed, and the UE 104 Publishes the Handover
message to the Wireless Control Process 3902, the new C-RNTI and the new Cell 1D values

are made available to the Wireless Countrol Process 3902, along with the UE 104 IMST value.
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The Wireless Control Process 3902 may therefore interact with the AF 2102 to obtain the
Drata Rate Priority assigned to the UE 104 {or, the value 1, if the new Cell 1D has
DataRatePriority OFF). The Wireless Control Process 3902 may then deliver the UE 104
Data Rate Priority to the target eNB 102 via a direct conununication interaction, so it may be
passed to the eNB 102 Scheduler. The Wireless Control Process thergafter may continue with
the processing of the Handover procedure by exchanging the RedirectBearer and
RedirectBearerResponse messages with the target eNB 102, and with causing the UE 104 to
FESUME ifs service session via the OptServereNB 304 that is associated with the target eNB

102, See Fig. 6 and Fig. 41.

Data Rate Priority is Turned ON for One ar More Cells

{B0358] Sec Fig. 42 for the following message interaction descriptions. As noted in
the preceding paragraphs, the AF 2102 may be provisioned with the DataRatePriority value
assigned to each Cell in the LTE network, When the DataRatePriority variable is changed
from OFF to ON for a Cell, all the UEs 104 that are Registered with the Wireless Control
Process 3902 and that access the LTE network via the Cell need to have their Data Rate
Priority values updated at the Scheduler of the serving eNB 102 that contains the Cell. The
current Data Rate Priority of the UE 104 may have the value 1 at the Scheduler, because the
DataRatePriority value previously associated with the Cell 1s OFF. Fig. 42 shows the
processing that may be required to update the eNB 102 Scheduder with the Data Rate Priority
values of cach Registered UE 104 that accesses the network via that Cell.

{00359] The Wireless Control Process 3902 may Subscribe to the generic Topic
“WirelessControl/*” to receive messages from a multiphicity of end points. When the AF
2102 is provisioned with a value of ON for the DataRatePriority for a given Cell, or Cells, the
AF 2102 may Publish a CellDataRatePriorityON message to the Topic
“WirelessControl/dataRatePriority/<AFi1d>", so the message may be received by all instances
of the Wireless Control Process 3902, The message contains a hist of Cell 1D values. This
message is received by the Wireless Control Process 3902, For cach Cell 1D in the miessage,
the Wireless Control Process 3902 may search its data structares for all UEs 104 that have
registered with it, and have imdicated their serving Cell ID as the value selected from the
message sent by the AF 2102, The list of UE 104 IMSI values thus collected by the Wircless
Control Process 3902 may be placed into 2 BulkDataRatePriorityRequest message that is
Published to the Topic “AF/<W{Pid>", so it is received by the AF 2102, A message is sent

for each Cell 1D in the moessage received by the WCP 3902, When the
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BulkDataRatePriorityRequest message 1s received by the AF 2102, the AF 2102 may search
its provisioned data, or an accessible IMSI database, on a per-IMSI basis, for the Data Rate
Priority value of cach IMSL The results roay be placed into a BulkDataRatePriorityResponse
message that may be Published to the Topic "AF/<WCPu>", so it is received by the
requesting Wireless Control Process 3902 instance. The Wireless Controf Process 3902 may
then retrieve from its provisioned data the C-RNTT value corresponding to each IMSI, and
also retrieve from its provisioned data the IP address of the eNB 102 that serves cach Cell in
the received message, and send the Drata Rate Priority value for each UE (C-RNTI) that
accesses the network throogh each corresponding Cell. These interactions are followed for

cach Cell 1D value in the CellDataRatePriorityON rocssage.

Data Rate Priority is Turned OFF for One or More Cells

[08368]  See Fig. 43 for the following message interaction descriptions. When the
DataRatePriority variable is changed from ON to OFF for a Cell, all the UEs 104 that are
registered with the Wireless Control Process 3902 and that access the LTE network via the
Cell need to have their Data Rate Priority values apdated at the Schedaler of the eNB 102
that contains the Cell. At the Scheduler, the current Data Rate Priority of the UE 104 may
have the value provisioned for the UE 104 IMSI, because the DataRatePriority value
previously assigned to the Cell is ON. These vahues now need to be changed to the value 1,
so all UHs 104 that access the network through that Cell can obtain equal priority treatment
from the eNB 102 Scheduler. Fig, 43 shows the processing that may be required to update the
eNB 102 Scheduler with the Data Rate Priority value of 1 for cach Registered UE 104 that
accesses the network via that Cell.

{00361]  When the AF 2102 provisioning s changed, so the DataRatePriority value
of one or more Cells is changed from ON to OFF, the AF 2102 may Publish the
CeliDataRatePriorityOFF message to the Topic “WirelessControl/dataRatePriority/<AFid>",
so the message may be received by all instances of the Wireless Control Process 3902, The
message contains a st of Cell ID values. For each Cell 1D in the received message, the
Wireless Control Process 3902 may search its data structures for all UEs 104 that have
registered with it, and have mdicated their serving Cell ID as the value selected from the
message sent by the AF 2102, The data kept at the Wireless Countrol Process 3902 for each
such UE 104 includes the C-RINTI value, which is the identifier by which the UE 104 is
known at the serving eNB 102, The list of UE 104 C-RNTT values may be collecied by the

Wireless Control Process 3902, and placed into a UEDataRatePriorityList message that s
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sent to the eNB 102 that handies the selected Cell whose DataRatePriority value has changed
to OFF. For each C-RNTT value, the message may indicate that the Data Rate Priority valae
of 1 1s to be associated with the C-RNTT that identifies a UE 104 to the eNB 102 Scheduler,
When this message is received by the eNB 102, the UE 104 values are updated accordingly

by the Scheduler.

Cellecting and Reporting Billing Data at Optimization Servers in an APN LTE Netwerk

{60362}  When a UE bearer is redirected at its serving eNB 102, so the bearer is
connected to a local Optimization Server 308, rather than to an SGW 110 clement and then to
a PGW 114 clement, the PGW 114 1s unable to create billing information for the usage of the
air interface by the data that traverses the redirected bearer.. This condition may not be
important for some applications {e.g., for a military application, or for an Emergency
application), but may be important for commercial applications. In this latter case, programs
on the OptServeres 308 may keep track of the bytes, packets, connection time, eic. reguired
to generate the equivalent of a Call Detail Record (CDR) for the transport of data that
traverses a redirected bearer 312, and must be able to convey this information to the PGW
114, or to some other billing data processor, at the appropriate time(s). {(Different charging
may be applied to this usage, because the back haul 112 may not be used to transport the data
between the OptServereap 308 and the UE 104.) Furthermore, the resources provided by the
Optimization Servers 304 and 308 may include permanent data storage, temporary data
storage, program oxecution time, etc., and the operator of the APN network may desire to
charge for the use of these system resources. Hence, billing data must also be collected for
the Optiroization Server 304 and 308 resource usage.

{00363]  The Broadband Forurg IPDR (IP session Detail Record) is specified in TR

232 (http/www.broadband-forum, org/technical/download/TR-232.pdf), and provides an

outline for data reporting that may be used to organize and report the collection of the billing
data at the OptScrver.g 308 and at the OptServerpaw 304, and the sending of the detail
record to the PGW 114, or to another processing point for such data. Passing the billing detail
requires a specification of the precise data to be collected, and either an interface into the
PGW 114 that allows an Optimization Server 304 or 30§ to effect the transfer of the
mformation, or the specification of another processing entity that is charged with bandling
this imformation.

{83647 Furthermore, collection of 1P detail records for particular redirected

bearers 312 associated with particular UEs 104 needs to be worked out, because at the
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OptServer.ng 308 with a redirected bearer 312, no bearer-to-IMSI mapping is immediately
available. The extension of the vedirected bearer 312 that rernains at the PGW 114 1s no
longer applicable to this situation, hecause packets that traverse a redirected bearer 312 do
not pass through the PGW 114, and hence, cannot be accounted for by the PGW 114 in its
usual manner of collecting billing data. The bearer-to-IMSI mapping for the redirected bearer
312 may need to be conveyed to a billing data collection program on the OptServeras 308,
and a design may need to be made to generate the data, and to transport the billing data to the
billing data collection service. This disclosure may provide such a design. Also, when the UE
104 moves from one eNB 102 to another, the redirected bearer 312 moves from one
OptServerap 308 1o another, and the billing data collection point ray need to be migrated
for the data that traverses the redirected bearer 312, This disclosure may also provide details
for how this movement of the billing data collection point may be arranged.

[08365]  As noted above, in addition to the transport of user data packets via the
redivected bearer 312 entities, use of the resources at the OptServersew 304 and OptServerap
303 entities may need to be reported. For this purpose, operating system statistics may be
collected and used, e.g., process text size and .bss (random access memory) size, permanent
memory file size and storage time, oic. This disclosure may provide details ot how this data
collection and reporting may be arranged on the OptServerpgw 304 and OptServerap 308

nodes in the APN network architecture.

An Architecture that Mav be Used to Collect and Report Biliing Data at OUptimization Servers

{00366] Readers skilled in the art may recognize that many alternative means may
be devised to organize the collection and reporting of data that may be used for billing
purposes in an APN LTE Network with its set of integrated Optimization Servers 304 and
308. However, any architecture that succeeds in this task may be seen to provide a means of
identifving a set of usage data, including, perhaps, duration of usage, with a particular user or
other billing entity, and of transferring the collected data 1n a timely mauner to an appropriate
desigunated billing center. The teachings provided in this disclosure provide one such
architectare. The architecture takes advantage of capabilities made inherent in the APN
Network via the disclosures reported previously in this document, and thus provides what
may be a most efficient means of collecting and reporting the needed billing data.

{00367] Fig. 44 shows that on cach OptServer.ws 30 node, a program called the 1P
Billing Data Record (IPBDRp 4404) program instance may run for the purpose of

collecting billing data pertinent to using the resources of the OptServer.wg 308 and also
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pertinent to collecting billing information related to the transport of user data using the
redivected bearers 312 that terminate on the OptServerens 308 node. Further, a similar
program instance, the IPBDRpgw 4402, 13 seen to run on the OptServersgw 304 node that is
associated with the PGW 114 clement in the APN LTE Network, Whereas the IPBDR g
4404 program may be concerned with collecting billing data for resource usage on its local
server and also for the transport of data over UE 104 redivected bearers 312, the IPBDRpow
program may only be concerned with collecting billing data for resource usage on its local
server. The reason for this difference s that any user data transported by LTE bearers to the
OptServerpaw passes through the PGW 114 element, and therefore, billing data for this
transport is collected and reported by the PGW 114 clement in the usual fashion well known
to those skilied in the art, Fig. 44 also shows a set of Service Programs 4408 that run on the
Optimization Servers 304 and 308. These may be the same service program, such as depicted
in Fig. 17, or they may be different service programs. Also shown in Fig. 44 1s a Central IP
Billing Data Collection and processing program 4410, This program 4410 is shown to run on
a server 124 that is external to the APN LTE Network, but the server location may
alternatively be within the APN LTE Network, on the OptServerpew 304 node, for example.
The tunction of this program in the architecture shown 1o this disclosure is to aggregate the
data being coliected and reported by the IPBDRygw 4402 program and by the multiplicity of
IPRDR i 4404 programs, to store the aggrogated results in a database for casier access by
the operator of the APN LTE Network, and to distribute the aggregated billing data to the
formal billing system programs used by the L'TE Network operator for Wireless Network
billing purposes. Note that in Fig. 44, all the program components mentioned above connect
to a P/S Broker 1304 instance, and hence, are able to participate in the Publish/Subscribe
messaging described throughout this disclosure.

003681 A unique ID may be assigned to cach OptServeras 308 node and to the
OptServerpaw 304 node. This assignment may be desirable to facilitate the creation of a
unigue 1D for each P/S Broker 1304 instance that is deployed in the APN LTE Network. In
the present disclosure, when the IPBDRpgw 4402 or when an IPBDRop 4404 mitializes, it
may be provided with the ID assigned to the Optimization Server 304 or 30, respectively, on
which it runs. The processor type (L.e., OptServerpew 304 or OptServerans 30&) may also be
provided to the 1nitializing program, so it roay determine whether to register with the
Wircless Control Process 3902 for the purpose of collecting data related to the transport of
user packets via a redirected bearer 312. The IPBDRwp 4404 programs may register with the

Wireless Control Process 3902, as shown in Fig. 45,
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{0036%9] Meanwhile, the Wireless Control Process 3902 may have provisioning
data that associates each P/S Broker 1304 instance on cach OptServeronp 308 and on the
OptServerpaw 304 with an associated eNB 102 clement, ora PGW 114 cloment,
respectively, for the purpose of assigning g P/S Broker 1304 to a UE 104 for communications
using a dedicated bearer. The StartServices message and the ResumeSession message in Fig.
4, Fig. 6, Fig. 39, Fig. 40, and Fig. 41 show this assignment of the P/S Broker 1304 1P
address and port mumber to the UE 104, The provisioning data at the Wireless Control
Process 3902 for each P/S Broker 1304 instance may now also include the server ID. Doing
s0 may enable the Wireless Control Process 3902 to associate 8 registered IPBDR oy 4404
program with a UE 104 IMST and the P/S Broker 1D or 1P address and port number
nfornation.

{80378  Once these associations are made, Fig. 45 shows that whenever a UE 104
bearer 312 is redirected to the OptServerap 308 that hosts the IPBDR ng 4404 tnstance, the
IPBDR g 4404 instance receives from the Wireless Conirol Process 3902 the UE 104 IMSL,
plus the 1P address and Port mumber of the P/S Broker 1304 to which the UE 104 conpects
vig the redirecied bearer, plus the TP address assigned to the UE 104 (the UE 104 TP address
may be included in the Register and RegisterUpdate messages that the UE 104 sends to the
Wireless Control Process 3902; see the Register and RegisterUpdate messages in Fig. 39 and
Fig. 40). See Fig. 39, Fig. 40, and Fig. 41 for the LTE processing situations in which a
dedicated bearer 312 may be redirected fora UE 104,

{00371]  Once the IPBDR s 4404 instance obtains the UE 1P address and the IP
address and port mumber of the P/S Broker 1304 to which the UE 104 connects, Fig. 45
shows that the IPBDRwp 4404 may communicate with the P/S Broker 1304 instance to
mform it to collect billing data for the UE (via the BrokerStartCollection() message), and to
cause it to transfer the billing data to the IPBDR g 4404 program either continuously, or at
periodic intervals, or upon command by the IPBDR i 4404 program. Because the P/S
Broker 1304 instance is in the divect path of conveyance of packets to and from the UE 104
redirected bearer 312, all such data can be counted, and the resulis conveyed by the P/8
Broker 1304 instance to the IPBDRwn 4404 instance. The data that may be coliected inchudes
the start time and the end time of the billing data collection, the bearer 1D of the redirected
bearer 312, the number of bytes and packets sent to, and received frorg, the UE 104 via the
redirected bearer 312, and also a breakout of these numbers into bytes and packets sent and
recetved per Topic. The assoctation of the values with a Topic may help to determine

whether the data traverses the back haud 112 network, or whether the data is being exchanged
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with a real time service, such as an interactive game, that requires very low delay. Different
bilhing policies may then be applied {0 the usage data when the data is differentiated by the
Topic used to convey the data via the P/S Broker 1304 communications.

{00372] The analysis of the Topic-based usage data to determine whether the back
haul 112 is used, or to determine whether a different billing policy should apply because low
delay s provided to the data transport by the proximity of the OptServerams 308 to the user
104 access point, may be most conveniently provided by the Central IP Billing Data
Collection 4410 program. The program 4418 may be provisioned with information that
relates the Topics used in the APN LTE Metwork to other information that may be used to
determine billing policies that may apply to the collected data. Subsequently, the hilling data
may be reported by the Central 1P Billing Data Collection 4410 program to the billing system
used by the APN LTE Network Operator.

803731 Fig. 45 shows, in addition, that when a Handover cecurs, the
ResumeSession( ) message is sent to the UE 102, In this case, the OptServerogy 308 clement i
changed from one at the source eNB 102 location to one at the target eNB 102 focation. The
explicit message interaction to start billing data collection at the target location is shown via
the StartDataCollection{) message, 1t 18 also the case that billing data collection for the
redirected bearer at the source location must be ended, and any unreported data may now be
reported to the Central IP Billing Data Collection 4410 program. Fig. 45 shows that the
Wireless Control Process 3902 may send the StopDataCollection{} message to the IPBDRue
4404 instance at the source location to cause a final reporting from that program to the
Central 1P Billing Data Collection 4410 program, to cause the P/S Broker 1304 at that
focation to cease data collection for the UE 102, and to remove context data for the UE 102 at
the IPBDR e 4404 instance at the source location, These latter inferactions are not shown n
Fig. 45, but may be understood by those skilled in the art to take place as described herein.

{08374] The StopDataCollection() message is shown in Fig. 45 to indicate how
billing data collection for a UE 102 redirected bearer 312 1s stopped during a Handover,
when the UE 102 moves away from the source location where the redirected bearer 312 was
formerly terminated. Data collection also needs to be stopped when the UE 102 transitions
from the ECM-CONNECTED state to the ECM-IDLE state, and also when the UE i
detached fromo the LTE network. The interactions that roay be used to implement this
behavior are shown in Fig. 46 for the case of transition to ECM-IDLE, and i Fig. 47 for the

case when the UE 102 is detached from the LTE network.
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{603758]  The transition of a UE 104 from the ECM-ACTIVE state to the ECM-
IDLE state is shown in Section 5.3.5 of TS 23.401 v9.4.0. The LTE procedure is called the
St Release procedure. The 3GPP specification shows that the UE 104 may, or may vot, be
involved in the S1 Release message interactions, but that the MME 108 entity is always
involved. Figs. 25, 26, 27, 2&, 29, and 30 show that the MME 108 entity may be connected to
the P/S Broker 1304 middleware in an APN LTE Network, and thus may be used to facilitate
the notification of the IPBDR.ng 4404 instance when a UE 104 transitions to the ECM-IDLE
state. Fig. 46 shows how the LTE S1 Release procedure may be extended for the MME 10¥
element to enable the IPBDR g 4404 instance that currently collects the redirected bearer
312 data usage for the UE 104 to be jnformed by the MME 108 when the UE 104 transitions
to the ECM-1DLE state. Each IPBDR g 4404 instance may Subscribe to the Topic
“IPBDR/<IMSI>” when it first starts collecting usage data for a particular UE 104 IMS], 1.¢,,
when it receives the StartDataCollection() message from the Wireless Control Process 3902
(see Fig. 45). As shown in Fig. 46, when the MME 108 receives the UE S1 Context Release
Complete message from the eNB 102 that previously served the UE 104, the UE 104 15 no
fonger connected to the LTE network via any eNB 102 element. The MME 108 may then
Publish the StopDataCollection{IMSI) message to the Topic “TPBDR/<IMSE"so it is
recetved only by the IPRDR gy 4404 instance that serves that IMSL The IPBDR vy 4404
instance may then send any remaining usage data for the UE 104 to the Central IP Billing
Data Collection 4410 program, interact with the local P/S Broker 1304 instance o have it
stop collecting usage data for the UE 104, rernove the UE 104 context data from the
IPBDR o 4404 memory, and UnSubscribe from the Topic “IPBRDR/<IMS[>

[80376] The LTE procedures used to Detach 8 UE 104 from the LTE network are
specified in Section 5.4.8 of TS 23.401 v9.4.0. Three situations roay pertain to the current
disclosure, namely, the UE-Initiated Detach Procedure specified in Section 5.3.8.2 of TS
23.401 v9.4.0, the MME-Initiated Detach Procedure specified in Section 5.3.8.3 of TS 23.401
v9.4.0, and the H5S-Initiated Detach Procedure specified in Section 5.3.8.4 of TS 23.401
v9.4.0. Several points in the procedures may be used by the MME 108 to Publish the
StopDataCollection(IMSI) message to the IPBDReNB 4404 instance in the first two
sitnations. One 1s when the MME 108 receives the LTE Delete Session Response message
from the SGW 110; the other is when the ST Release Procedure completes with the reception
by the MME 108 of the S1 UE Context Release Complete message (see Figures 5.3.8.2-1 and
5.8.3.3-1in TS 23.401 v5.4.0). If the S1 Release Procedure occurs in these interactions, the

preferred point for the MME 108 to Publish the StopDataCollection() message may be at the
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end of that part of the Detach procedure. Otherwise, the MME 108 may Publish the
StopDataCollection() message when it receives the LTE Delete Session Response message
from the SGW 110. When the Detach is an HSS-intiated Detach Procedure, the MME 108
may Publish the StopDataCollection{) message preferably after the S1 Release portion of the
Detach procedure completes, but alternatively, when the MME 103 sends the LTE Cancel
Location Ack message to the HSS 120. See Fig. 47.

{006377)  Note that although Fig. 45, Fig. 46, and Fig. 47 show the message
inieractions using the faciities of the P/S Broker 1304 middleware, the descriptions provided
herein do not inchude & complete set of Topics that may be used for these exchanges. The
previous paragraphs and the preceding sections of this disclosure has included teachings as to
how the Topics may be constructed to provide effective communications among all the
participating entities, and those skilled in the art may be able to apply these teachings to the
message exchanges in the current disclosure.

{00378]  In addition to collecting and reporting the usage data that traverses a
redivected bearer 312 associated with a particolar UE 104, the IPBDR v 4404 programs, and
likewise, the IPBDRpaw 4402 program, may also report billing data for the vesource usage
that occurs on their processing node. In one embodiment of this capability, these program
instances may periodically obtain data collected by the operating system for their computing
node. Typically, these programs may collect the size of program text and bss (i.e.,, RAM
memory) used by cach Service Program 4403 shown in Fig. 44. The usage data thus collected
may be Published to the Central IP Billing Data Collection program 4410 for aggregation,

deposition into a database, and for sending to the LTE Network billing system.

{06379]  To obtain the number of bytes of permanent storage used by Service
Program 440¥ instances, and the amount of tine used for permanent storage of Service
Program 4408 data, the IPBDRpgw 4402 and the IPBDR g 4404 instances may use an
mterface to the local disk system that is constructed to provide this information to these
billing data collection programs. For cxample, the disk or permanent memory system may be
segmented, so Service Program 4403 data is stored in one or more particular segments. The
IPERDRpgw 4402 instance and the IPBDRovp 4404 instances may register on their respective
Optimization Server 304 and 308 processors to receive notifications whenever these
segments are changed. An agreement with the Service Program 4408 providers may be
necessary to allow tagging of the stored data with an 1D that identifies the provider of the

Service Program 4408 for which data is being stored. With this type of arrangement, it may
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be seen that the IPBDRpgw 4402 and IPBDR v 4404 instances may collect permanent
storage usage data for particular billable entities. This usage data may inclade the number of
bytes stored, the start time, end time, or duration of the storage, the node on which the data is
stored, number of accesses to g specified stored item per hour of cach day, and the total
number of access to a specified stored item per day, the average length of time spent by users
in accessing this content item, the total volume of data involved in delivering a specific
stored content item using the Back Haul 112, the total volume of data involved in delivering a
specific content item not using the Back Haul 112, the number of control messages used in
delivering a specified content item per hour of each day. The permanent storage nsage data
may then be forroatted and Published to the Ceniral 1P Billing Data Collection program 4410
for aggregation, deposition into a database, and for sending to the LTE Network billing

system.

Efficient Reduction of Inter-Cell Interference Using Agile Beams

{60388] A problem of note in all wireless networks is the inferference presented o
users in one Cell coverage area by the signals transmitted by an adjacent Cell. This
mterference 15 called Inter-Cell Tnterference, and is especially encountered by users who are
near the boundary between two adjacent Cells. See Fig. 4%, which shows two adjacent Cells
modeled as hexagonal areas 4802, where the solid dot represents the antenna that gencrates
the RF signal 4808 for the Cell. The RF signal 4308 from each Cell necessarily overlaps the
coverage area of the adjacent Cell, for otherwise, RF coverage holes result, The arcas 4804
where the RF signals overlap are the areas in which Inter-Cell Interference occurs. Because
of the nterference, the data rates offered to users located in the Cell boundary arca 4804 may
be reduced, and hence the Cell capacity and throughput, as well as the user experience, may
be impacted in a negative way. Inan LTE Wircless Network, users are assigned sub-carriers
on which to transmit or receive their data, The sub-carriers are designed in the standards to be
orthogonal, so that users assigned to one set of sub-carriers observe no mterference from the
transmissions for other users who are assigned a different set of sub-carviers. However, near
the Cell boundary, cach of two adjacent Cells may assign the same set of sub-carriers to users
in its respective Cell boundary area 4804, which is part of its Cell coverage area 712. In this
case, cach of these users may be interfered with by the transroissions 1o the adjacent Cell that
usc the same sub-carriers as are assigned to the given user.

{00381] Techniques for reducing or eliminating this Inter-Cell Interference have

long been sought. Current technigues for LTE may include dividing the band of sub-carriers
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into subsets, such that one subset of sub-carriers is assigned only to users near a boundary of
the serving Cell, while the second sabset is assigned to users located in the interior of the
serving Cell. The subsets may be arranged in cach of a set of adjacent Cells such that
different subsets of sub-carriers are used at the boundary of these Cells. While this technique
mitigates the Inter-Cell Interference problem, the technigue leads to a reduction in overali
Cell throughput and to a reduced mndividual user data rate, because ouly a subset of all the
available sub-carriers is made available for assignment to any user.

{60382}  Another techpique currently being explored may be to have adjacent Cells
communicate with one another in real time to announce the set of sub-carriers that #t will
assigo 10 a user located in the boundary 4804 of its Cell coverage area 712, This technique
may allow the use of the entire set of sub-carriers by any user, but may result in extra
communications between base stations to coordinate their use of the available set of sub-
carriers. This technique results in not being able to assign sub-carriers to users at the Cell
boundary of one Cell, if the sub-carriers are being assigned to users at the Cell boundary of
an adjacent Cell. Hence, Cell throughput and individual user data rates may be impacted
negatively. This technique is referred to as Inter-Cell Tnterference Coordination.

{B0383]  The present disclosure uses neither of the above techniques. Rather, it may
exploit the use of Agile Beam Forming discussed earlier in this disclosure. In a given one
millisecond interval, 2 Cell with Agile Beam Forming generates a8 set of RF beams 902 (e.g.,
four beams) that covers a subset of the total Cell coverage area 712, A different set of {(four)
RF beams 902 is gencrated in cach of four one millisecond intervals in an LTE FDD systom,
such that the sixteen RF beams 902 so generated span the entire Cell coverage area 712. In
the fifth millisecond, the first set of RF beams 902 is generated again, followed by the second
set of RF bearns 902 in the sixth mullisecond, ete., and the rotation of the Agile Bearas may
continue to sweep over the Cell coverage area with a periodicity of four milliseconds. An
example of a set of sixteen Agile Beams 902 covering the area 712 of an FDD LTE Cell is
shown in Fig. 9.

{006384] Using the hexagonal model for a Cell coverage arca 712, Fig. 49 shows an
example arrangement of sixteen RF beam areas 902 that collectively span the Cell coverage
area 712, Fig. 49 shows the set of sixteen RF beam 982 areas grouped into four sets of four
RF beam arcas 902 that are used to span the Cell coverage area 712, where the sub-arcas
belonging to the same set are shaded in the same way. All sub-areas with the same shading
are covered by RF beams generated in the same one millisecond interval. It may be noted in

Fig. 49 that the RF beams 902 cannot be contained to the sub-areas shown, but spill over to
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some degree into adjacent sub-areas, and likewise spill over at the Cell boundary to the sub-
areas of adjacent Cells. By using a large set of antenuas to generate the Agile Bearns, the
spill-over into adjacent sub-areas may be minimized, because the RF beams 902 may be
better focused, and the RF signal level of a particular beam 902 may be attenuated rapidly
outside the sub-area of its intended coverage. Note in Fig. 40 that the sub-argas 502 that are
generated in any single one millisecond iuterval are, in general, separated by one or more
sub-areas 902 in the same Cell. Hence, in any one millisccond interval, the use of Agile
Beam forming allows the same sub-carriers to be assigned to users in the same Cell {to up to
four users}, but who are located in different sub-arcas 902, The Cell capacity and throughput,
as well as the maximum data rate that moay be assigned to any user, may be greatly inereased
compared with a Cell that does not use Agile Beam forming.

{00385] It may therefore be noted that if the RF beam 902 rotations in adjacent
Cells can be arranged such that the RF beams 902 covering adjacent sub-arcas in adjacent
Cells are not generated in the same one millisecond interval, the Inter-Cell Interference
problem may be solved without resorting to additional communications, and without

resorting to imiting the set of sub-carviers that may be assigned to users.

Establishing Non-Adiacent RF Beam Patterns in the Cells of the Same LTE Base Station

{83867  This disclosure presents the case where the same sets of four RF beam
sub-areas 902 are generated in each Cell, although not necessarily at the same time in each
Cell. It should be noted that if the sixtecn RF beams 902 are arranged 1o a patiern in which
only one, two, or three RF beams 902 cover any boundary 4804 of the Cell, then 1t may be
possible to arrange the beam rotations in adjacent Cells such that no two adjacent RF beam
002 sub-arcas are generated in the same one millisecond interval. However, if the patiern of
the RF beam sub-areas results in their being four or more RF beam 902 sub-areas at any Cell
boundary 48034, it may not be possible to choose a beam rotation in each Cell without causing
two or more adjacent sub-areas to be generated in the same one millisecond interval.

{00387]  Fig. 50 shows the case for a base station that supports three Cells. The
antennas of the base station system are located at the solid black dot in Fig. 50, and the three
Cells are labeled a1, B1, and v1. The RF beam arca 902 sub-areas are labeled 1 through 16.
The same sets of four RF beam areas 902 are used in cach Cell, and for the R¥ beam 902
geometry shown in Fig. 50, the same RF beam 902 rotation pattern may be used in each Cell
Hence, in the first one millisecond interval, each of the three Cells generaies RF beams 902

that cover sub-areas 4, 6, 11, 13 in its respective Cell coverage avea 712, These sub-areas are
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all shaded with vertical lines in Fig. 50. Note that at the boundary between any two Cells, the
adjacent sub-area in the adjacent Cell is not being generated in this time interval, and hence,
there is no Inter-Cell interference in this first millisecond of operation,

{003881  In the second millisecond of operation, Fig. 50 shows that cach Cell
generates RF beam areas 902 that cover sub-arcas 2, 8, 10, and 16 in its respective Cell
coverage area 712, which are shaded with a dotted pattern. Again, it may be seen that at the
boundary between any two Cells, the adjacent sub-areas in the adjacent Cell are not being
generated in this time interval. Hence, there is no Inter-Cell Interference in the second
millisecond of operation.

{B0389]  In the third millisecond of operation, Fig. 50 shows that cach Cell
generates RE beam arcas 902 that cover sub-areas 1, 7, 9, 15 in its respective Cell coverage
area 712, which are shaded with a fine hashed pattern. Again, it may be seen that at the
boandary between any two Cells, the adjacent sub-areas in the adjacent Cell are not being
gencrated in this time interval. Hence, there is no Inter-Cell Interference in the third
millisecond of operation.

[80388]  In the fourth millisecond of operation, Fig. 50 shows that each Cell
generates RE beam arcas 902 that cover sub-areas 3, 5, 12, 14 in its vespective Cell coverage
arca 712, which are shaded with a slanted brick pattern. Again, it may be seen that at the
boundary between any two Cells, the adjacent sub-areas in the adjacent Cell are not being
generated. Hence, there is no Inter-Cell Interference in the fourth millisecond of operation.

{80391}  The first set of RF beam 907 areas, 4, 6, 11, 13, are generated again in the
fifth millisecond of operation, so the pattern of RF beam 902 generation repeats again. Thus,
it may be secu that the RF beam rotation pattern selected for each Cell in Fig. 50 resulis in no
Inter-Cell Interference. No inter-Cell communications or coordination is required, and no
restrictions are placed on the LTE sub-carriers that may be assigned to users in any of the RF
beam 902 arcas in any given millisecond of operation. The selection of RF beam 902 sub-
areas grouped into sets of four is not unigue, and the rotation pattern shown in Fig. 50 is not
unique. It may be apparent to those skilled in the art that other selections of the RF beam 902
sub-areas, and other choices for the RF bear rotation pattern may be selocted with the same

result of no Inter-Cell Interference.

Establishing Non-Adiacent RF Beam Patierns in the Adjacent Cells of Different LTE Base

Stations
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{B0392] Fig. 51 expands the result shown in Fig. 50 by adding the adjacent Cells of
neighbor LTE base stations 2, 3, and 4. For the sake of casier understanding of the results,
Fig. 51 shows only the adjacencies to the Cell 1. In this hexagonal representation of a Cell,
cach Cell has six sides and hence, cach Cell has six adjacent Cells. Two of the adjacent Cells,
81 and v1, are in the same base station system as is o, and the results of their RF beam
rotation patierns is alveady shown in Fig. 50. The other Cells that are adjacent to Cell al are
B2 and v2 in base station system 2, Cell §3 in base station system 3, and Cell v4 in base
station system 4, as shown in Fig. 51. The boundaries of Cell a1 are shown in highlight to
make it easier to see that there are no adjacent sub-arcas being generated at the same time in
any two adjacent Cells, 1.¢., at any boundary 4804 of Cell al, whenever an RF sub-area is
being generated in that Cell, the adjacent sub-area in the adjacent Cell is not being generated
{has a different shading).

{08393] Fig. 51 lists the RF bearn rotation pattern followed in each of the Cells B2
and v2, and $3 and v4 that are adjacent to Cell al, but not in the same base station systent,
Table 9 shows the beam rotation patterns chosen for these Celis adjacent to Cell a1, and
focated in a different base station system from Cell a1, It should also be noted 1n Fig. 51 that
the adjacent sub-arcas at the boundary between Cells v2 and B2 and at the boundary between
Cells v2 and B3 likewise have different shading patterns, thereby indicating that no Inter-Cell
Interference occurs between these Cells. The same conclusion 1s reached for the boundary

between Cells B2 and v4 and for the boundary between Cells B3 and v1. See Fig. 51.
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Table 9: Example of Beam Retation Patterns for Cells Adjacent to a Given Cell;

but in a Different Base Station System

Base Station System Cell Rotation Pattern
ol msec 1 4,6, 11,13
i msec 2: 2,8, 10, 16

2

msec 3: 1,7,.9, 15

msecd: 3,5, 12, 14

B2 msec 1o 4,6, 11,13
msec 2: 2,8, 10, 16

msec 3: 3,5,12, 14

-

msecd: 1,7,.9, 15

v2 msec 1: 4,6,11, 13
3,512, 14

2,8, 10, 16

msecd: 1,7,9,15

msec 1 4,6, 11, 13
{13 mesec2: 1,7,9, 18
3 msec 3: 3,512, 14

msecd: 2,8, 10, 16

mseg 1 4,6, 1, 13
v msec 2 3,5, 12, 14
4 msec 3 1,7,9,15

meec 4: 2, &, 10, 16

[80384] The example of Fig. 51 may be continued to show that when the remaining
Cells of base station systems 2, 3, and 4 are added, RF beam 902 rotation patterns may be
selected, so there is again no Inter-Cell Interference generated at any boundary of any Cell.
This process of selecting the RF beam 902 rotation pattern may be extended to every base
station system, and to every Cell, in the LTE Wireless Network. Fig. 52 shows the result
when Cell o2 15 added for base station system 2, when Cells a3 and v3 are added for base
station system 3, and when Cells 04 and B4 are added for base station system 4. The RF beam
502 rotation pattern is shown for each of these Cells in Fig. 52, and the boundary between

cach pair of adjacent Cells s highlighted to make tt easier to sce that no like-shaded sub-
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areas are adjacent to each other across any inter-Cell boundary. Thus, Inter-Cell Interference
may be avoided when Agile Beams are used in the LTE wireless system, as disclosed herein.

~ _ 97

Arranging for Time Synchronization In Each Cell for RF Beam Generation

{B8395] Fig. 50, Fig. §1, and Fig. 532 show how Inter-Cell Interference may be
avoided in wireless systems employing Agile Beam Forming for systems of three Cells in
one base station systemn and in a nultiplicity of base station systems. In cach case, the base
station systems must maintain the same notion of a start time, so each Cell is able to
determine which sub-set of RF beam arcas 902 must be generated in any given millisecond
mterval, The time synchronization across all the Cells moust therefore be precise to a tolerance
much less than one millisecond. The RF beam 902 patterns repeat in each Cell every four
milliseconds, and hence a given set of four RF beams 902 occurs in the same sab-frame of an
LTE frame every twenty milliseconds (1.e., i every other LTE frame). If each Cell is able to
determine when the first millisecond of an odd-numbered (or even-numbered) LTE frame
occurs, all the Cells may generate the correct subset of RF beam 902 patterns i every one
millisecond interval.

{00396] There may be at least two approaches to generate the desired result, where
1O new invention is required for this purpose. The first approach may be if all the base station
systems in the wireless network operate using GPS for timing. In this case, ¢ach base station
system may have the same notion of the current time to a precision better than 20
nanoseconds. Fach Cell may therefore be synchronized, for exaraple, to start an odd-
numbered LTE frame coincident with a 1-second mark of the GPS timing system. (Each LTE
frame is 10 milliseconds in duration.y I GPS is not available to any, or to all, the base station
systems in the LTE network, then the Precision Tirae Protocol (PTP) specified in the [EEE
158¥ standard may be used. A master clock that is part of an IEEE 1588 timing system may
be synchronized to GPS time, for example, and precise timing information may be distributed
to each base station system in the LTE network, synchronized to the master clock. Here, as in
the use of GPS timing, cach Cell may then, for example, synchronize s odd-numbered LTE
frame with a 1-second mark of the IEEE 138K system. The precision obtained may be much
better than one millisecond, and hence, may be used for the purpose of synchronizing the

LTE Cells in their generation of the RF beam 902 patterns.
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Baseband Data Transmission and Reception in an LTE Wireless Base Station
Employing Periodically Scanning RF Beam Forming

{00397]  Bear formoing techniques have been used for many years in the areas of
audio signal processing, sonar signal processing, and radio frequency signal processing to
improve the operation of the system. In many cases, these systems locate a transmitting or
receiving point, and then focus the systern antennas to create a beam for that point. The
systemns disclosed herein operate in a ditferont manner, and take advantage of the fact that in
LTE Wireless Systems, user devices are scheduled either to receive a down link transmission,
or to generate an uplink transmission. The disclosed systems do not focus an antenna beam
on a particular user, but rather geoerate m sets of N RF bear patterns 902, where a given set
of N RF beams 902 covers a fixed set of N sub-areas of the total Cell coverage area. The
systems perform best when the sub-areas are non-adjacent. The maximum number of seis of
N RF beam patterns 902 may be restricted in an LTE FDD system to be 4, as disclosed
herein, while the maxiroum number of sets of N RF beam patterns 902 may be restricted in
an LTE TDD system to be either 1, 2, or 3, depending on the 11/D configuration 1002 of the
TDD system, as disclosed herein. The total mumber, m times N, of RF beams 902 may be
designed to overlap the total Cell coverage area 712, Inan LTE FDD system, cach of the m
sets of RE beam patterns 902 may be gencrated in a one-millisecond sub-frame ofan LTE
frame, where the m sets may fill every four consecutive sub-frames in an LTE FDD system in
the same sequence, and thus have a periodicity of 4 sub-frames, as disclosed herein. Inan
LTE TDD systern, each of the m sets of RF beam paticros may be generated i a one-
millisecond sub-frame of an LTE frame, wherein the m sets may be distributed across the 10
sub-frames of each LTE frame in a restricted manner that depends on the TDD U/
configuration 1002, as disclosed herein. In either the LTE FDD system, orin the LTE TDD
system, the RE beams may be seen to rotate over the Cell coverage area 712 in a periodic
manner. These types of beam forming systems are referred to as Periodically Scanning RF
Beam Forming Systerns, or Periodic Beam Forming Systems, or Periodic Agile Beam
Forming Systems,

{60398]  The present disclosure teaches information related to the systems and
methods that may be used by the wireless base station digital baseband sabsystern 5302 (o
construct and process the data that passes via an inderface between the RF and antenna
subsystern 5304 and the baseband processing subsystem 5302 of an LTE wireless RF base
station that employs Periodically Scanning RF Beam Forming. Hence, the present disclosure

does not deal with the system and methods used 1n the RF and antenna subsystern 5304 to
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generate the RF beam signals that are transmitted or received by the wireless RF base station.
The present disclosure teaches that enabling the RF and antenna subsystern 5304 to form N
concurrent focused RF bearos 902 requires the RF and antenna subsystern 5304 to work with
N+1 separate data streams 5308 in the transmit direction and N+1 separate data streams 5310
in the receive direction. For cach transmit or receive direction of transmission, cach one of N
of the data streams corresponds to a different one of the N focused RF beams 902, and one
additional data stream corresponds to an additional RY signal whose energy covers the entire
arca of the Cell, the Cell-Wide transmit data stream, or the Celi-Wide receive data stream.
The teachings disclosed herein pertain to the placement of different types of information into
cach of these data streams for transmission and pertaing to the extraction of different types of
information from the received data streams. Hence, these teachings describe the operation of
the baseband subsystem 5302 of the wireless RF base station that employs Periodically
Scanning RF Beam Forming.

{60399} Fig. 53 shows a depiction of interfacing the RF and antenna subsystem

302 for the

(%]

5304 to the wireless RE base station digital baseband processing subsystem

<

ase
where N=4, Fig. 53 therefore shows five digital transmit data streams 5308 between the two
subsystems, denoted by Cell-Wide', BIY, B2, B3\, B4 These streams may be carried on
separate physical interfaces, or may be nuitiplexed onto a single physical interface between
the two subsystems. Fig. 53 also shows five digital receive data streams 3310 between the
two subsystems, denoted by Cell-Wide', BT, B2', BY, B4'. These streams may be carried on
separate physical interfaces, or may be roultiplexed onto a single physical jnterface betwecen
the two subsysiems.

{80480} Inevery 1 milhisecond LTE sub-frame interval in an FDD system, or in

cach I sub-frame interval in a TDD systern, the MAC (Medium Access Control) layer
software 5312 must generate information for five transmit data streans 5308, One
information set corresponds to “Cell-Wide',” where this is the stream whose data is intended
i0 be transmitted across the entire Cell coverage area doring the upcoming 1 miilisecond sub-
frarne interval, Each of the four other inforreation sets corresponds 1o one of the four transmit
beam data streams labeled “B1L7 “B2.7 “B3” and”B4'.” Each transmit beam data stream is
intended to be transmitted via a separate RF beam that “Thuminates”™ a specific fixed Cell sub-
area in the upcoming | millisecound interval. The PHY (Physical) layer software 5314
processing may be applied to convert each transmit information set received from the MAC
layer software 5312 into a digital representation of the modulated sub-carriers of the

composite signal that needs to be transmitted over the LTE air interface. Hence, the LTE
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Physical Resource Block (PRB) assignment to the information in each data stream 5308 may

be applied by the PHY layer software 5314,

{80401} The digital samples for each generated transmit data stream 5308 are
conveyed to the RF and antenna subsystern 5304, which contains the arvay of antenna
clements used to generate the RE beam signals 902 as well as the Cell-Wide RF signal. Fach
of the five digital data streams 5308 is further processed to generate the Cell-Wide RF
transmit signal, plus the four RF transmit bearm signals 902, which are transmitted over the

ait fnterface,

{00402} The receive process is analogous 1o the transmut process for beam
forming. In each 1 millisecond interval in an FDD gystem, or in cach U sub-frame in a TDD
system, the array of antenna elements in the RF and antenna subsystem 5304, plus additional
processing components, generates five digital receive signals $310, one corresponding to
cach RF receive beam generated in the interval, plus one corresponding to a Coll-Wide RF
receive signal. These signals are denoted in Fig. 53 by Cell-Wide', B1', B2', B3, B4, and are

sent over the interface to the wireless base station digital baseband subsystem 5302,

{00483 LTE is an OFDMA (Orthogonal Frequency Division Multiple Access)
systern. Orthogonal Frequeney Division Multiple Access is the scheme of multiplexing
nmultiple users onto an OFDM (Orthogonal Frequency Division Multiplexing) air interface. A
number of sub-carrier frequencies comprise the entire LTE bandwidth for a particular system,
where the carrier spacing is chosen so the sub-carriers are orthogonal to one another in the
seuse specified in TS 36.211 a40. The spacing between sub-carriers s typically 15 kHz. The
multiple access of users is achieved by allocating a subset of the total set of sub-carriers o
different users at different times. Thus, the sub-carrier resources are assigned to users in a
time-shared fashion and in a frequency-shared fashion, L'TE signals are allocated to users in
units of 12 adjacent sub-carriers (180 kHz), called a Physical Resource Block (PRB). The
allocation is for a ime interval of .5 milliseconds, and usualiy contains 7 symbols whose
modulation can be either QPSK, 16QAM, or 640QAM in the current versions of the standards.
The OFDMA symbol period is 66.7 microseconds.

{004064] The PRBs and the time donain are viewed as a set of resources, with
PRBs being available for assignment to UEs in a given slot of time. The time domain is
broken into a series of Frames, cach 10 nulliseconds long. Fach frame consists of 10 sub-

frames of T millisecond each, and cach sub-frame consists of two slots of 0.5 mitliscconds
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each. In every 0.5 millisecond slot, 7 (typically) symbol time intervals occur. In each symbol
time mterval (66.7 ps), the symbol can modulate an assigned sub-carrier. The combination of
symbol time and sub-carrier is veferred to as a Resource Element. There are 84 (12 timmes 7)
Resource Elements per PRB in each slot, and 168 Resource Elements per PRB in cach sub-
frame. The view of the Resource Elements {sub-carrier frequency and symbol time axes) is

referred 1o as a Resource Grid.

[B0485] Some of the Resource Elements are assigned to Reference Signals,
which are transmitted with a predetermined amplitade and phase. These signals are sent by
the wireless base station PHY laver software and by the UE PHY layer software, and allow
the recetving end to perform coherent demodulation of the radio channel, or to determine the
radio channel conditions. Other Resource Flements are assigned to a set of channels used to
convey control and other information. The remaining (majority of) Resource Elements are
available tor assignment to UEs for downlink user data transmissions and for uplink user data

transmissions,

{68406] Table 1€ lists the set of Reference Signals used in down link
transmissions, and describes the function of cach signal. Table 11 lists the set of physical
layer data channels used in down link transmissions, and describes the function of each data
channel. Table 12 lists the set of Reference Signals used in uplink transmissions and also
describes their functions. Table 13 lists the set of uplink physical layer data channels and
describes their functions. These tables may be used to determine the placement of cach
Reference Signal and each data channel into the data streams used in the Periodically

Scanning RF Beam Forming System.

J—
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Table 18 Summary of Down Link Reference Signals

Deown Link Reference Reference Signal Function
Signal Sub-Type
PSS-Primary Used in Cell search and
Synchronization Signal nitial syonchronization;

conveys part of the Cell ID
and synchronization to the

system 5 millisecond

fiming
$35-Secondary Identifies frame (10
Synchronization Signal millisecond) timing, and

conveys the rest of the Cell

D

Celi-Specific RS

UE-Specific RS Used for down link channel

Channel State eatimation and coherent
RS-Reference Signal (Pilot ) . )
gratt ) Information {CSI) demodulation of down link
RS data

MBSEFN RS

Positioning RS
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Table 11 Summary of Down Link Physical Layer Data Channels

Bewn Link Channel Function

Physical Downlink Broadcast Channel | Conveys cell-specific information {e.g.,

{PBCH) number of transmit antennas, system
bandwidth)

Physical Control Format Indicator Conveys mumber of OFDM symbols

Channel (PCFICH) used for PDCCH in a sub-frame

Physical Hybrid ARQ Indicator Conveys H-ARQ feedback to the UE

Channel (PHICH) for UE transmissions

Physical Downlink Control Channel Conveys UL and DL scheduling

(PDCCH) tnformation and other information

Physical Downlink Shared Channel Conveys user data, Paging Messages,

(PSCH) and somie system block information
{SBI} of the Broadcast Channel

Table 12 Summary of Uplink Reference Signals
Uplink Reference Signal Function

Demodulation Reference Signal for the | Used for uplink shared channel

Shared Channel (PUSCH-DMRS) coherent demodulation {(per-UE)

Demodulation Reference Signal for the | Used for uplink conrtrol chanunel

Control Channel (PUCCH-DMRS} coherent demodulation {(per-UE)
Sounding Reference Signal (SRS) used for uplink channel estimation
when no PUSCH or PUCCH s
scheduled
155
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Table 13 Supmary of Uplink Physical Layer Data Channels

Uplink Changnel Function
Physical Random Access Channel Used to request signaling establishment
{PRACH) with the wireless R base station
Physical Uplink Control Channel Carries ACK/NAK for downlink
(PUCCH) packets, CQT information, and

scheduling requests

Physical Uplink Shared Channel Carries User data
(PUSCH)
{00447} Based on the functions of cach Reference Signal and on cach data

channel, a decision may be made as to which digital data stream to use on the interface
between the baseband subsystem and the RF and antenna subsystem when sending or
recetving cach Reference Signal, and when sending or receiving information for each data
channel. The decision may be to use the digital data stream corresponding to the Cell-Wide
RF signal or to use the digital data stream corresponding to the specific RF beam signal that
covers the current user location. The resulting determinations may be reflected in Table 14
for down link Reference Signals, in Table 15 for down link physical laver data channels, in
Table 16 for uplink Reference Signals, and in Table 17 for uplink physical laver data

channels.
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Table 14 Mapping Doewn Link Reference Signals to Transmit Data Streams

Reference Signal

Cell-Wide Transmit

Data Stream

Per-Beam Traonsmit

Data Stream

Primary Synchronization

Must be seen by all UEs

Signal at all times and at all
locations.
Secondary Must be seen by all UEs

Synchronization Signal

at all times and at all

focations.

UE-specific Reference

Signal

When the UE location i8
unknown, this signal may
be sent with the downlink
PDSCH transmission of
the user data to allow
coherent demodulation at

the UE.

When the UE location is
known, this signal may
be sent with the dowalink
PDSCH transmission of
user plane data to allow
coherent demodulation at

the UE.

Cell-spectfic Reference

These signals raust be

Signal seen by all UEs at all
times and at all locations.

MBSFN Reference if these signals are used,

Signal they must be seen by all

UEs at all times and at all

locations.

Positioning Refercnce

If these signals are used,

Signal thev must be seen by all
UFEs at all times and at all
locations.

ST Reference Signal This signal may be sent
in the beam signal for
which a UE measurement
is desired.
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Table 15 Mapping Down Link Physical Layer Iata Channels to Transmit Data Sireams

Bown Link Physical Cell-Wide Transmit Per-Beam Transmil
Layer Data Channel Data Stream Data Stream
PBCH The system tirging

information, Cell 1D, and
MIB information must be
roceived by any UE in
any tocation at any time.
The UE must receive this
mformation before the
UE accesses the Cell.

PCCH PDCCH Control

information 1s sent o
UEs during the Random
Access procedure, before
the UE location 18 known.

PHICH H-ARQ ACK/NAK must

¢ sent to any UE in any

location at any time.

PMCH Muiticast data must be
received by any UE in
any location at any time.

PDSCH Data for the logical

Multicast Channel needs
1o be transmitted cell-
wide, so it can be
received by a UE in any

focation.
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Bown Link Physical

Layer Data Channel

Cell-Wide Trapsmit

Data Stream

Per-Bearn Transmii

Data Stream

PDRSCH

User plane data is seot to
the UE via the Cell-Wide
data stream when the UE
focation is not known,
c.g., whenthe RA
Contention Resolution

message 18 sent.

User plane data is
scheduled for downlink
transmission in the RF
beam that covers the UE
focation, if the UE
location is known. This
data may include data
seut from applications
being used by the user,
and data sent to the UE
via the Logical Dedicated

Control Channel.

PDRSCH

The Logical Common
Control Channel
information from higher
tayer protocols in the
wireless RF base station
is sent via the PDSCH,
and needs to be received
by the UE hefore the UE

focation 18 known.

PDSCH

The Broadeast Channel
SiBg sent via the PSCH
must be received by UEs
betore they access the
systerg, and before the

UE location i1s known.

PBSCH

Paging messages must be
transmitted cell-wide to
reach a UE in any

focation at any time.
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Table 16 Mapping Uplink Reference Signals to Receive Data Streams

Uplink Reference Signal

Cell-Wide Receive Data

Stream

Per-Beam Receive Data

Stream

PUSCH-DMRS

Received m Cell-Wide
RF signal along with the
corresponding UE
PUSCH transmission,
when the UF location is

unknown.

Received in an RE beam
along with the
corresponding UE
PUSCH transmission,
when the UE location is

known.

PUCCH-DMRS

Recetved in the Cell-
Wide receive signal
along with the UE

PUCCH data.

Sounding Reference

Signal

Received in an RF beam
signal to allow
determination of the
uphink channel
characteristics for the
beam-based reception of
user plane data by the

wireless base station.
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sical Layer Data Channels te Recelve Data Streams

Uplink Physical Layer
Pata Channel

Cell-Wide Receive Data

Stream

Per-Beam Recetve Data

Siream

PRACH

Data is sent on the
PRACH before the UE

{ocation s known.

PUCCH

Recerved in the Cell-
Wide receive stream to
aliow requests and
measurements 1o be
reported at any time, and
to avoid re-assigning this
channel whenever the UE
moves to a new RF beam

{ocation.

PUSCH

User plane data s
received via the Celi-
Wide receive stream if
the UE location is

unknown,

User plane data is
received via a receive
beam signal, if the UE
Iocation is known, This

data includes data sent on

the Logical Dedicated
Control Channel of the

UE,

PUSCH Logical Common Countrol
Channel signaling is sent
{0 the UE before the UE
{ocation is known, and
hence, must be received
in the Cell-Wide receive
signal,

{80408 It may be seen from Table 14 and Table 15 that the Reference Signals and
physical layer data channel information transmitted to the UE using the transmit R¥F beam
data stream corresponding to the RF beam signal that covers the UE location may be limited
to the UiE-specific Reference Signal used to allow demodulation of user data sent via an RF

bearn signal, the CSI Reference Signals sent down link to allow the UE to report the down
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iink channel conditions, and the UE data sent via the PDSCH when the UE location is
known. All other down link Reference Signals and physical layer data channel information
may be sent via the Cell-Wide transroit data stream. The UE data may be sent to the RF and
antenna subsystem via the Cell-Wide transmit data strearn when the UE location is unknown
or when the data is also sent via a transmit RF beam data stream. In the latter case,
Transmission Mode 2 (transmit diversity) may be ased. When the UE data is sentonly in a
transmit RF data stream, Transmission Mode 7 may be used (i.2., logical antenna port §, the
beam forming port, is implied).

[80468] It may be seen from Table 16 and Table 17 that the Reference Signals and
physical layer data channel information received from the UE using the RF beam that covers
the UE location are limited to the PUSCH-DMRS that may be transmitted with the UE data
and may be recetved via an RF beam signal when the UE location is known, the SRS signal
transmitted by a UE when the wireless base station determives the uplink channel conditions
and the UE location is known, and the UFE data sent via the PUSCH when the UE location is
known. All other uplink Reference Signals and physical layer data channel information may
be recetved via the Cell-Wide receive data stream.

{80418]  The teachings presented in this disclosure may therefore be used to
constrain and guide the behavior of the MAC layer software 5312 and the PHY layer
software 5314 in their operation in an LTE wireless base station employing a Periodically
Scanning RF Beam Forming system. In each Transmission Time Interval (TTL, i.e., one
millisecond interval of an LTE Frame) in an FDD system, or in each D sub-frame of a TDD
systern, the MAC layer software may interact with the PHY layer software to present a set of
tranaport blocks for the data that s to be transmitted during the TTE where for each transport
block, the MAC layer software may also indicate the transrott beam data strearn(s) that are to
be used to transmit the data block. For cach common channel, the PHY layer software may
be pre-provisioned by the MAC layer software with the mapping to a transmit beam data
stream. Also, the PHY layer software may be pre-provisioned, or instructed in each TTT by
the MAC layer, to include the Reference Signals appropriate to the set of transport blocks in
the transmit data streams presented to the PHY layer.

{60411} Likewise, in cach TTI {i.e., one millisecond interval of an LTE Frame) in
an FDD system, or in each U sub-frame 1o a TDD system, the MAC layer software may
interact with the PHY layer software to indicate the set of Resource Elements or PRBs to use
to detect data for a particular common or control channel, Reference Signal, or uplink shared

channel, and may also indicate the receive beam data stream(s) to use to perform the
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detection processing. The MAC layer software may re-provision the PHY layer software for
some of these items, e.g., for the PRACH channel. It may be important for the PHY layer
software to indicate to the MAC layer software the recetve data stream which was used to
detect cach tiem of detected data presented to the MAC layer by the PHY layer.

{B0412F  Other teachings in this disclosure address the issue of locating and tracking
UEs within the sub-areas covered by the RF beams generated in a Periodically Scanning RF
Beam Forming system. To better enable the wircless base station MAC layer software to
determine which UEs are allowed to be scheduled for data transmission uplink and down
fink, the MAC layer may keep a list for each of the RF beams generated by the system, where
cach list contains the set of UEs known 1o be 1o the sub-area corresponding to the RF beam
represented by the list,

{08413] While only a fow embodiments of the present disclosure have been shown
and described, 1t will be obvious to those skilled in the art that many changes and
modifications may be made thercunto without departing from the spirit and scope of the
present disclosure as described in the following claims, All patent applications and patents,
both foreign and domestic, and all other publications referenced herein are incorporated
herein in their entireties to the full extent permtited by law.

{00414] The methods and systems described herein may be deployed in part or in
whole through a machine that executes computer software, program codes, and/or
instructions on a processor, The present disclosure may be implemented as a method on the
machine, a3 a gystem oOr apparatus as part of or in relation o the machine, or as a compuier
program product embodied in a computer readable medium executing on one or more of the
machines. The processor may be part of a server, client, network mfrastructure, mobile
computing platform, stationary coroputing platform, or other computing platform. A
processor may be any kind of computational or processing device capable of executing
program instructions, codes, binary instructions and the like. The processor may be or include
a signal processor, digital processor, embedded processor, microprocessor or any variant such
as a co-processor (math co-processor, graphic co-processor, communication co-processor and
the like) and the like that may dircetly or indirectly facilitate execution of program code or
program instructions stored thereon. In addition, the processor may enable execution of
multiple programs, threads, and codes. The threads may be executed stmultaneously to
enhance the performance of the processor and to facilitate simuitancous operations of the
application. By way of implementation, methods, program codes, program instructions and

the like described herein may be implemented in one or more thread. The thread may spawn

163

SUBSTITUTE SHEET (RULE 26)



WO 2013/188629 PCT/US2013/045581

other threads that may have assigned priorities associated with them; the processor may
execute these threads based on priority or any other order based on instructions provided n
the program code. The processor may inchude rocroory that stores methods, codes,
instructions and programs as described herein and elsewhere. The processor may access a
storage medium through an interface that may store methods, codes, and instructions as
described herein and elsewhere. The storage medium associated with the processor for
storing mothods, programs, codes, program instructions or other type of instructions capable
of being executed by the computing or processing device may mclhude but may not be limited
to one or more of a CD-ROM, DVD, memory, hard disk, flash drive, RAM, ROM, cache and
the like.

{00415] A processor may include one or more cores that may enhance speed and
performance of a multiprocessor. In embodiments, the process may be a dual core processor,
quad core processors, other chip-level multiprocessor and the like that combine two or more
independent cores (called a die).

{#0416] The methods and systems described herein may be deployed in part or in
whole through a machine that executes computer software on a scrver, client, firewall,
gateway, hub, router, or other such computer and/or networking hardware. The software
program may be associated with g server that may include a file server, print server, domain
server, internet server, intranet server and other variants such as secondary server, host
server, distributed server and the like. The server muay include one or more of memories,
processors, computer readable media, storage raedia, ports (physical and virtual),
coramunication devices, and interfaces capable of accessing other servers, clients, machines,
and devices through a wired or a wireless medium, and the tike. The methods, programs, or
codes as described herein and elsewhere may be executed by the server, In addition, other
devices required for execution of methods as described in this application may be considered
as a part of the infrastructure associated with the server.

{08417]  The server may provide an interface to other devices including, without
limitation, clicnts, other servers, printers, database servers, print servers, file servers,
comnmnication servers, distributed servers and the like. Additionally, this coupling and/or
connection may facilitate remote execution of program across the network. The networking
of some or all of these devices may facilitate parallel processing of a prograra or method at
one or more location without deviating from the scope of the disclosure. In addition, any of
the devices attached to the server through an interface may inclnde at feast one storage

medium capable of storing methods, programs, code and/or instroctions. A central repository
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may provide program imstructions to be executed on different devices. In this
implementation, the remote repository may act as a storage mediam for program code,
mstructions, and programs.

{00418] The software program may be associated with a client that may include a
file client, print client, domain client, internet client, intranet client and other variants such as
secondary client, host client, distributed chient and the like. The client may include one or
more of memories, processors, computer readable media, storage media, ports (physical and
virtual), communication devices, and interfaces capable of accessing other clients, servers,
machines, and devices through a wirved or a wireless medium, and the like. The methods,
programs, or codes as described herein and clsewhere may be executed by the client. T
addition, other devices required for execution of methods as described in this application may
be considered as a part of the infrastructure associated with the client.

{80419 The client may provide an nterface to other devices inclading, without
limitation, servers, other clients, printers, database servers, print servers, file servers,
communication servers, distributed servers and the like. Additionally, this coupling and/or
connection may facilitate remote execation of program across the network, The networking
of some or all of these devices may facilitate parallel processing of a prograra or method at
one or more location without deviating from the scope of the disclosure. In addition, any of
the devices attached to the client through an interface may include at least one storage
medium capable of storing methods, programs, applications, code and/or instructions. A
central repository may provide program instructions to be executed on different devices. In
this iaplementation, the remote repository may act as a storage medium for program code,
instructions, and programs,

{80428]  The methods and systems described herein may be deployed in part or in
whole through network infrastructures. The network infrastructure may include elements
such as computing devices, servers, routers, hubs, firewalls, clients, personal compuiers,
communication devices, routing devices and other active and passive devices, modules and/or
corpponests as known in the art. The computing and/or non-corputing device(s) associated
with the network infrastructure may include, apart from other cornponents, a storage medium
sach as flash memory, buffer, stack, RAM, ROM and the like. The processes, methods,
program codes, nstructions described hercin and elsewhere may be executed by one or more
of the network infrastructural elements.

{08421] The methods, program codes, and instractions described herein and

elsewhere may be implemented on a cellular network having multiple cells. The cellular
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network may either be frequency division multiple access (FBMA) network or code division
multiple access {(CDMA) network. The celhudar network may include mobile devices, cell
sites, hase stations, repeaters, antennas, towers, and the like, The cell network may bea
GSM, GPRS, 3G, EVDQO, mesh, or other networks types.

{00422] The methods, programs codes, and instructions described herein and
elsewhere may be implemented on or through mobile devices. The mobile devices may
include navigation devices, cell phones, mobile phones, mobile personal digital assistants,
laptops, palmiops, netbooks, pagers, electronic books readers, music players and the like.
These devices may inchude, apart from other components, a storage medium such as a flash
memory, buffer, RAM, ROM and oue or more computing devices. The computing devices
associated with mobile devices may be cnabled to execute program codes, methods, and
instructions stored thereon. Alternatively, the mobile devices may be configured to execute
instructions in collaboration with other devices. The mobile devices may communicate with
base stations interfaced with servers and configured to execute program codes. The mobile
devices may communicate on a peer-to-peer network, mesh network, or other
communications network. The program code roay be stored on the storage medium associated
with the server and executed by a computing device embedded within the server, The base
station may inchide a computing device and a storage medium. The s‘wrage device may store
program codes and instructions executed by the computing devices a ated with the base
station.

{00423]  The computer software, program codes, and/or instructions roay be storec
and/or accessed on machine readable media that may include: computer components, devices,
and recording media that retain digital data used for computing for some interval of time;
semiconductor storage known as random access roemory (RAM); mass storage typically for
more permanent storage, such as optical discs, forms of magnetic storage like hard disks,
tapes, droms, cards and other types; processor registers, cache memory, volatile memory,
non-volatile memory; optical storage such as CD, DVD; removable media such as flash
memory (e.g. USB sticks or keys), floppy disks, magnetic tape, paper tape, punch cards,
standalone RAM disks, Zip drives, removable mass storage, off-line, and the like; other

computer memory such as dynamic memory, static memory, read/write storage, mutabie

o 2 ‘
storage, road only, random access, sequential access, location addressable, file addressable,
content addressable, network attached storage, storage arcs network, bar codes, magnetic ink,

and the like.
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{60424} The methods and systems described herein may transform physical and/or
or intangible items from one state to another. The methods and systems described herein
may also transform data representing physical and/or intangible iteros from one state to
another.

{8425} The clements described and depicted herein, including in flow charts and
block diagrams throughout the figures, imply logical boundaries between the elements.
However, according to software or hardware enginecring practices, the depicted elements and
the functions thereof may be implemented on machines through computer executable media
having a processor capable of executing program instructions stored thereon as a monolithic
software structure, as standalone software modules, or as modules that employ external
routines, code, serviges, and so forth, or any combination of these, and all such
implementations may be within the scope of the present disclosure. Examples of such
machines may include, but may not be limited to, personal digital assistants, laptops, personal
computers, mobile phones, other handheld computing devices, medical equipment, wired or

wireless communication devices, transducers, chips, calculators, satellites, tablet PCs,
electronic books, gadgets, electronic devices, devices having artificial intelligence,
computing devices, networking equipments, servers, routers and the like. Furthermore, the
clements depicted in the flow chart and block diagrams or any other logical component nay
be implemented on a machine capable of executing program instructions. Thus, while the
foregoing drawings and descriptions set forth functional aspects of the disclosed systems, no
particular arrangeraent of software for tmplementing these functional aspects should be
inferred from these descriptions unless explicitly stated or otherwise clear from the context.
Similarly, 1t will be appreciated that the various steps ideuntified and described above may be
varied, and that the order of steps roay be adapted to particular applications of the techniques
disclosed herein. All such variations and modifications are intended to fall within the scope
of this disclosure. As such, the depiction and/or description of an order for various steps
should not be understood to require a particular order of execution for those steps, unless
required by a particular application, or explictily stated or otherwise clear from the context.

{80426} The methods and/or processes described above, and steps thereof, may be
realized in hardware, software or any combination of hardware and software suitable for a
particular application. The hardware may include a general-purpose computer and/or

edicated computing device or specific coraputing device or particular aspect or component
of & specific computing device. The processes may be realized in one or more

microprocessors, microcontrollers, embedded microcontrollers, programmable digital signal
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processors or other programmable device, along with internal and/or external memory. The
processes may also, or instead, be embodied in an application specific integrated circuit, a
programmable gate array, programunable array logic, or any other device or combination of
devices that may be configured to process electronic signals, It will further be appreciated
that one or more of the processes may be realized as a computer executable code capable of
being executed on a machine-readable medium.

{00427}  The computer executable code may be created using a structured
programming language such as C, an object oriented programming language such as C++, or
any other high-level or low-level programming language (including assembly languages,
hardware description languages, and database programming languages and technologies) that
may be stored, compiled or interpreted to run on one of the above devices, as well as
heterogencous combinations of processors, processor architectures, or combinations of
different hardware and software, or any other machine capable of executing program
instructions,

{60428}  Thus, in one aspect, each method described above and combinations
thereot moay be embodied in computer executable code that, when executing on one or more
computing devices, performs the steps thercof. To another aspect, the methods may be
embodied in systems that perforn: the steps thereof, and may be distributed across devices in
a number of ways, or all of the functionality may be integrated into a dedicated, standalone
device or other hardware. In another aspect, the means for performing the steps associated
with the processes described above may include any of the hardware and/or software
described sbove. All such permutations and combinations are intended to fall within the
scope of the present disclosure.

{80428]  While the disclosure has been disclosed in connection with the preferred
embodiments shown and described in detail, various modifications and tmprovements
thereon will become readily apparent to those skilled in the art. Accordingly, the spirit and
scope of the present disclosure 1s not to be limited by the foregoing examples, but is to be
understood 1n the broadest sense allowable by law.

[60438] Al documents referenced herein are hereby incorporated by reference.
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2. The system of claim 1, wherein the transfer of the application’s functionality is transfer of

a service providing node of the application.

3. The system of claim I, wherein the transfer of the application’s functionality is enabled
through redirection at the first cellular wireless RF base station node of at least one mobile
device bearer into a redirected bearer, so that packets are conveyed 1o and from the furst
cellular wircless RF base station node’s at least one base station optimization server rather
than being conveyed over a backhaul network through a Serving Gateway (SGW) and then
through the PGW 1o the regional optimization server, and

wherein the wireless control facility is adapted 1o interact with (a) the robile device
to establish a bearer that is to be used as the redirected bearer and (b) the first cellular
wireless RF base station node to redirect a specific user bearer to that node’s at least one base

station optirnization server.

4. The system of claim 3, wherein the first cellular wireless RF base station node is adapted
to retain for a redirected bearver the general packet radio service tunneling protocol (GTP)
tunnel information which was previously used to establish the mobile device bearer tunnel

with the SGW and thereafter with the PGW.

5. The systern of clairn 4, wherein the system is adapted to use the retained GTP tunnel
information in handover procedures as the mobile device moves from the coverage area of
the first cellular wireless RF base station node to the coverage area of the second cellular

wireless RE base station node.
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6. The system of claim 4, wherein the retained GTP tunnel information elinunates the need to

re-establish a bearer during a bandover.

7. The system of claim 3, wherein the wireless control facility is adapted to implement the

redirection of the at least one mobile device bearer through a wireless control program.

8. The system of claim 1, wherein the transfer of the application’s functionality is enabled
through redirection at the first cellular wireless RF base station node of at least one mobile
evice bearer into a redirected bearer, 5o that packets are conveyed 10 and from the tust

cellular wircless RF base station node’s at least one base station optimization server rather
than being conveyed over a backhaul network through a Serving Gateway (SGW) and then
through the PGW 1o the regional optimization server, and

wherein g3 LTE system uses pre-provisioned data for the mobile device to cause the
LTE network to establish a bearer that is to be used as a redirected bearer, and

wherein the wireless control facility s adapted to interact with (a) the mobile device
to determine that a dedicated bearer has been established for usce as a redirected bearer and
{b) the first cellular wircless R¥ base station node to redirect the specific user bearer to that

node’s at least one base station optimization server.

9. The system of claim |, wherein the wireless control facility 15 adapted to interact with the
mobile device during a handover from the coverage area of the first cellular wireless RF base
station node to the coverage area of the second cellular wireless RF base station node, and
wherein the system 1s adapted to permtt the mobie device to disconnect from the at
ieast one base station optimization server of the first wircless RE base station before the
mobile device synchronizes with the second celiular wireless RF base station node, and
wherein the wireless control facility is adapted to interact with (a) the mobile device
to convey an IMSI, a cell identity, and a C-RNT{ value of the mobile device to the second
celiular wireless RF base station node, and (b) the second cellular wireless RF base station
node to redirect a user bearer to the at least one base station optimization server the second
cellular wireless RF base station, and {¢) the mobile device to cause the mobile device o
resume services at the at least one base station optimization server of the second cellular

wireless RF base station node.
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1{). The system of claim 1, wherein at least one of the at least one base station optimization
servers of the first cellular wireless RF base station node and the at least one base station
optiratzation server of the second cellular wircless RF base station node comprises a plurality

of uniquely 1P addressed base station optimization sgrvers,

11, The system of claim |, wherein the wireless control facility is adapted to (a8} direct the
first cellular wireless RF base station node to redirect a bearer for a user that it serves to the at
least one base station optimization server of the first cellular wireless RF base station node
and/or (b} direct the second cellolar wireless RF base station node to redivect a bearer fora
user that it serves 1o the at least one base station optinmization server of the second cellular

wireless RF base station node,

12, The system of claim |, wherein the usage characteristic is a threshold value for the
number of mobile devices requesting identical publish-subscribe application services in the

coverage area of the first cellular wireless RF base station node.

13, The systero of clairn 1, wherein the transfor of the application’s functionality cnables a
publish-subscribe application service to 3 plurality of mobile devices being served by the at

ieast one base station optimization server of the first celfular wireless RF base station node.

14, The system of claim 13, wherein the publish-subscribe application service is adapted to

provide a single-stream of service packets to the plurality of mobile devices.

18, The systern of clairn 14, wherein the single-strearn of service packets is at least one of

streaming video packets and streaming audio packets.

16, The system of claim |, wherein at least one of the at least oue base station optimization
server of the first cellular wireless RF base station node and the at least one bage station
optimization server of the second cellular wircless RF base station node is co-located with its

respective one of the first and second cellular wireless RF base station nodes.

1

~1

The system of claim 1, further comprising at least one service program adapted to retrieve

network state information from at least one wireless system network clement.
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18. The system of claim 17, wherein the at least one wireless system network clement
comprises at least one of a mobility management entity (MME), a cellular wireless RF base

station, and any mobile device, which may or may not be the aforementioned raobile device.

19. The system of claim 17, wherein the network state information includes information
about the RF conditions being experienced by the mobile device and the system is adapted to
us¢ the network state information to modify the behavior of the application to alter the
encoding rate for delivering video information to the mobile device based on the network

state information.

20, The systemn of claim 1, wherein the transfer of the application’s functionality reduces

time-latency of the services provided by the application to the mobile device.

21. The system of claim 1, wherein the transfer of the application’s functionality reduces use

of backhaul communications bandwidth.

22, The systern of claira 21, wherein the reduction in use of backhaul conmrnunications

bandwidth reduces delivery time for a service packet that traverses the backhaul network,

23. The system of claim 1, wherein the wireless control facility is adapted to interact with the
mobile device to (a) identify the cell through which the mobile device is accessing the
wireless network, (b} obtain the Cell-Radio Network Temporary Identifier (C-RNTT) by
which the mobile device is instantly being identified, and (¢) obtain the International Mobile

Subscriber Identity (IMSI) of the mobile device.

24, A method comprising:
providing a first cellular wircless RF base station node in RF commuonication with a
mobile device, the first celtular wireless RF base station node being connected
to a back haul network and having an RF coverage area;

providing at least one first base station optim

&
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providing a second cellular wireless RF base station node, the second celfular wireless
RF base station node being connected to a back haul network and having an RF
COVErage area;

H

providing at foag

4 3 i - + N T% oner $haes vnirbadaes edendey wont v roavas v cden owd tiaes TROANT o
data network gateway (PGW) on the publhic data network side of the PGW and

adapted to (8) run an application for providing services to the mobile device and
{b) transter the application’s functionality for the mobile device to the at least
one base station optimization server of the first cellular wireless RF base station
node based on a usage characteristic of the mobile device; and

providing a wireless control facility coramunicatively connected with the regional
optimization server and at least one of the first and second cellular wircless RF
base station nodes:

wherein the respective RF coverage arcas of the first and second celiular base station
nodes overlap and the wireless control facility is adapted to manage during 8
mobile device handover of the mobile device from the first to the second
cellular wireless RF base station node (a) the application’s connectivity with the
mobile device, and (b) the application’s functionality transfer to the at least one
base station optimization server of the second cellular wireless RF base station

node.
25, The method of claim 24, wherein the transfer of the application’s functionality is enabled
through redirection at the first cellular wireless RF base station node of at least one mobile

device bearer into a redirected bearer, so that packets are conveyed to and from the first
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celiular wireless RF base station node’s at least one base station optimization server rather
than being conveyed over a backhaul network through a Serving Gateway (SGW) and then
through the PGW to the regional optimization server, and

wherein the wireless control facility 15 adapted to interact with (a) the mobile device
to establish a bearer that is to be used as the redirected bearer and (b) the first cellular
wireless RF base station node to redirect a specific user bearer to that node’s at least one base

station optimization server.

26. The method of claim 24, wherein the wireless control facility is adapted to interact with
the mobile device during a handover from the coverage arca of the first cellular wireless RF
base station node to the coverage arca of the second cellular wireless RF base station node,
and

wherein the wireless control facility is adapted to interact with (a) the mobile device
to convey an IMSI, a cell identity, and a C-RNT1 value of the mobile device to the second
celiular wireless RF base station node, and (b) the second celinlar wireless RF base station
node to redirect a user bearer to the at Jeast one base station optimization server of the second
cellular wireless RF base station, and {¢) the mobile device to cause the mobile device o
resume services at the at least one base station optimization server of the second cellular

wireless RF base station node.

27. The method of claim 24, further comprising at least one service program adapted to

retrigve network state information from at least one wireless systenm network element,

28, The method of claim 27, wherein the at least one wireless system network element
comprises at least one of 3 mobility management entity (MME), a cellular wireless RF base

station, and any mobile device, which may or may not be the aforementioned mobile device.

29. The method of claim 27, wherein the network state information includes fnformation
about the RF conditions being experienced by the mobile device and the system is adapted ©
use the network state information to modify the behavior of the application to alter the
encoding rate for delivering video information to the mobile device based on the network

state information,
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30, A system for supporting cellular mobile transceiver device communications, the system

comprising:

a cellular LTE base transceiver station adapted for RF frequency division duplexing
(FDD) communication with a plurality of mobile transceiver devices within a cell
coverage arca of the cellular LTE base transceiver station, the cellular LTE wireless
base transcetver station comprising an agile beam forming antenna system that is
adapted to provide full coverage of the cell coverage arca by generating a number m
different sets of fixed-position patterns of a mumber N RF beams, each RF beam sized
to cover a sub-arca of the cell coverage area with the cell coverage area being covered
with the nuraber m times the number N RF beam patterns, wherein | <m <4, and the
antenna system is adapted to generate each of the m sets of N RF beam patterns ina
different one-millisecond sub-frame of an LTE frame such that the m sets of N RF
beams are generated in a sequence across four contiguous one-millisecond sub-

frames.

31. The systemn of claim 30, wherein the antenna system is adapted to repeat the sequence of

generating the m sets of N RF bears.

32. The system of claim 30, wherein 2 <m <4, and the antenna system is adapted to generate

each of the N RF beams within each set 1o illuminate one of the sub-areas of the cell

coverage area such that no adjacent sub-arcas are tlununated at the same time.

33. The system of claim 30, wherein the cellular LTE base transceiver station is one of a

furality of cellular LTE base transcetver stations w an LTE cellular network.
\

34. The system of claim 30, wherein the cell coverage area comprises the number m times the

nomber N sub-areas and the antenna system is adapted to Hluminate each of the sub-areas at

ieast once in four consecutive one-millisecond sub-frames.

]
3

5. The system of claim 30, wherein the mumber m and the number N are both equal to 4.

36. The system of claim 30, wherein the agile beam forming system is a pertodic beam

forming system.
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37. A method, comprising:
generating a mumber m different sets of fixed position patterns of a number N RF
beams across a number of contiguous LTE sub-frames with an agile beam forming
antenna system of a cellular LTE base transceiver station, wherein the cellular LTE
base transceiver station is in RF frequency-division duplexing communication with a
plurality of mobile transceiver devices within a cell coverage area of the celhilar LTE
bas¢ transceiver station, cach RF beam is sized 1o cover g sub-area of the cell
coverage area, the number m times the number N RF beam patterns cover the cell

coverage area, and 1 <m <4

38. The method of claim 37, wherein each of the LTE sub-frames is a one-millisecond sub-

frame.

39. The method of claim 3§, wherein the number of the LTE sub-frames is four.

40, The method of ¢laim 37, wherein the number m sets of the number N RF bears are
generated in a repeated sequence across contiguous sets of four contiguous one-millisecond

L TE sub-frames.

41. The method of claim 37, wherein 2 < m < 4, and sach of the number N RF beams

illuminates one of the sub-arcas of the cell coverage area such that no adjacent sub-areas are

iituminated at the same time.

42, The method of claim 37, wherein the cellular LTE base transceiver station 1s one of a

plurality of cellular LTE base transceiver stations in an LTE cellular network,

43. The method of claim 37, wherein the cell coverage area comprises the number m times
the nurnber N sub-arcas and cach of the sub-areas is iHuminated by one of the RF beams at
icast once in four consecutive one-millisecond sub-frames.

44, The method of claim 37, wherein the nursber m and the number N are both equal 1o 4.

45. The method of claim 37, wherein the agile beam forming system is a periodic beam

forming system.
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46. A system for supporting cellular mobile transceiver device communications, the system

comprising:
a cellular LTE base transceiver station that is adapted for RF time-division duplexing
(TDD) communication with a plurality of mobile transceiver devices within a cell
coverage area of the cellular LTE basce transceiver station, the cellular LTE wireless
base transceiver station comprising an agile beam forming antcnna system that is
adapted to generate a number m different sets of fixed-position patterns of a number
N RF beams, each RF beam sized to cover a sub-area of the cell coverage area with
the cell coverage area being covered with the nurnber m tiroes the number N RF beam
patterns such that cach one of the m sets of N RF beam patterns is generated in one or
more of the sub-frames of an LTE TDD frame, and such that the m sets of N RF
beams are generated in a sequence across a plurality of contiguous LTE TDD sub-
frames, wherein 1 <m < 3 and m is determined at least in-part based on a selected

LTE TDD wplink/downlink (U/E) configuration.

47. The systern of clairn 46, wherein the antenna system s adapted to repeat the sequence of

the m sots of N RF beams.

4%. The system of ¢laim 46, wherein 2 < <3, and the N RF beams also cover at least in

part non-adjacent sub-arcas of the cell coverage area.

49, The system of claim 46, wherein the cellular LTE base transcetver station is ong ofa

plurality of cellular LTE base transcetver stations in an LTE cellular network.

50. The system of claim 46, wherein the LTE TDD U/D configuration is zero, the number of
m different sets of RF beams 1s two (m=2), and the agile beam forming antenna system is
further adapted to generate a fivst set of RF beams at least in sub-frames 0, 3, and 4 of the ten
contiguous one-millisecond sub-frames of each LTE TDD frame and a second set of RF
beam patterns at least in sub-frames 35, 8, and 9 of the ten contiguous one-millisecond sub-
frames of cach LTE TDD frame.

31, The system of claim 50, wherein one of the first or second sets of RF beam patterns is
generated in at least one of sub-frames 2 and 7 of the ten contiguous one-millisecond sub-

{rarpes of each LTE TDD frame.
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52. The system of claimn 46, wherein the LTE TDD U/D configuration i3 zero, the number of
m ditferent sets of RF bearns 15 one {m=1), and the agile bearn forming antenna systern is
further adapted to geonerate the W RF beams at least in sub-frames 0,2, 3,4, 5,7, 8, and 9 of

the ten contiguous one-millisecond sub-frames of cach LTE TDD frame.

53. The system of claim 46, wherein the UTE TDD U/D configuration is one, the number of
m different sets of RF beams is two {m=2), and the agile beam forming antenna system is
further adapted to generate a first set of RF beams at least in sub-frames 3 and 9 of the ten
contiguous one-millisecond sub-frames of cach LTE TDD frame and a second set of RF
beam patterns at least in sub-frames 4 and 8 of the ten contiguous one-millisecond sub-

frames of each LTE TDD frame.

54, The system of claim 53, wherein one of the first or second sets of RF beam patterns is
senerated in at least one of sub-frames 0, 2, 5, and 7 of the ten contiguous one-miklisecond
g .2, g

sub-frames of each LTE TDD frame.

W

3. The system of claim 406, wherein the LTE TDD U/D configuration is one, the number of
m different sets of RF beams is one {m=1), and the agile beam forming antenna system is
further adapted to generate the N RF beams at least in sub-frames 0, 2, 3,4, 5,7, & and 9 of

the ton contiguous one-millisecond sub-frares of cach LTE TDD frame.

56. The system of claim 46, wherein the LTE TDD U/D configuration is two, the number of
m ditferent sets of RF bears 5 two (m=2), and the agile beam forming antenna system
further adapted to generate a first sct of RF beams at least in sub-frames 2 and & of the ten
contiguous one-mitlisecond sub-frames of each LTE TDD frame, and a second set of RF
beam patterns is generated at least in sub-frames 3 and 7 of the ten contignous one-

milhisecond sub-frames of each LTE TDD frame.

57. The system of claim 56, wherein one of the first or second sets of RF beam patterns is
generated in at least one of sub-frames §, 4, 5, and 9 of the ton contiguous one-mitlisecond

sub-frames of each LTE TDD frame,
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S8. The system of claim 46, wherein the LTE TDD U/D configuration is two, the number of
m different sets of RF beams is one {m=1), and the agile beam forming antenna syster is
further adapted to generate the set of RF beamas at least in sub-frames 0,2, 3,4, 5,7, 8, and 9

of the ten contiguous onc-millisecond sub-frames of cach LTE TDD frame.

59. The system of claim 46, wherein the LTE TDD U/D configuration is three, the number of
m different sets of RF beams is three (m=3), and the agile beam forming antenna system is
further adapied to generate a first set of RF beams at least in sub-frames 2 and 8 of the ten
contiguous one-millisecond sub-frames of each LTE TDD frame, a secoud set of RF beam
patterns at feast in sub-frames 3 and 9 of the ten contiguous one-millisecond sub-frames of
cach L'TE TDD frame, and a third set of RF beam patterns at east in sub-frames ¢ and 4 of

the ten contiguous one-millisecond sub-frames of cach LTE TDD frame.

60. The system of claim 59, wherein one of the first, second, or third sets of RF beam
paiterns is generated in at least one of sub-frames 3, 6, and 7 of the ten contiguous one-

millisecond sub-frames of each LTE TDD frame.

61. The system of claim 46, wherein the LTE TDD U/D configuration is three, the number of
m different sets of RF beams 1s two {(m=2), and the agile beam forming antenna system is
further adapted to generate a first set of RF beams at least in any two of the three sets of sub-
frarnes (2.8}, (3,9, and (0,4) 1o the ten contiguous one-millisecond sub-frames of cach LTE

TDD frame, and a second set of RF beams in the remaining set of these three sub-frame sets.

62. The systern of clairm 61, wherern fivst or second sets of RF beam patterns is generated in
at least one of sub-frames 3, 6, and 7 of the ten contiguous one-millisecond sub-frames of

each LTE TDD frame.

63. The system of claim 46, wherein the LTE TDD U/D configuration is three, the number of
m different sets of RF beams is one {m=1), and the agile beam forming antenna system is
further adapied to generate the N RF beams at least in sub-frames ¢,2,3,4, 5,6, 7. 8, and 9

of the ten contiguous one-millisecond sub-frames of cach LTE TDD frame.

64, The system of claim 46, wherein the LTE TDD U/D configuration is four, the number of

m different sets of RF beams 1s two {m=2), and the agile beam forming antenna system is
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further adapied to generate a first set of RF beams at least in sub-frames 2 and 8 of the ten
contiguous one-millisecond sub-frames of each LTE TDD frame and a second set of RF
bearn patierns at least in sub-frarmaes 3 and 9 of the ten contiguous one-raillisecond sub-

frames of cach LTE TDD frame.

65. The system of claim 64, wherein one of the first or second sets of RF beam patierns is
gencrated in at least one of sub-frames 0, 4, 5, 6, and 7 of the ten contiguous one-millisecond

sub-frames of each LTE TDD frame.

66. The systern of claim 46, wherein the LTE TDD U/D configuration 15 four, the nursber of
m different sets of RF beams is one (m=1), and the agile beam forming antenna system is
further adapted to generaie the W RF beams at least in sub-frames 0, 2,3,4,5,6,7, &, and 9

of the ten contiguous onc-millisecond sub-frames of each LTE TDD frame.

67. The system of claim 46, wherein the LTE TDD U/D configuration is five, the number of
m different sets of RF beams is oue {m=1), and the agile beam forming antenna system is
further adapted to generate the N RF bearns at least in sub-frames 0,2,3,4, 5,6, 7, 8, and 9

of the ten contiguous onc-millisecond sub-frames of cach LTE TDD frame.

6&. The system of claim 46, wherein the LTE TDD U/D configuration is six, the number of m
different sets of RF beams is one {m=1), and the agile beam forming antenna sysiem s
further adapted to generate the N RF beamg at least in sub-frames 0, 2, 3,4, 5,7, 8, and 9 of

the ten contiguous one-millisecond sub-frames of each LTE TDD frame.

6%, A method, comprising:
generating a nomber m different sets of fixed-position patterns of a number N RF
beams acress a plorality of sub-frames of each of one or more LTE time division
duplexing (TDI3} frarnes with an agile bearn forming antenna systern of a cellular
LTE base transceiver station, wherein the cellular LTE base transceiver station is in
RF TBD communication with a plurality of mobile transceiver devices within a cell
coverage arca of the cellular L'TE base transceiver station, cach RF beam sized to
cover a sub-area of the cell coverage ares, the number m times the mumber N RF
beam patterns cover the cell coverage area, 1 <m <3, each one of the m sets of N RF

beam patierns is generated in one or more of the sub-frames of an LTE TDD frame,

181

SUBSTITUTE SHEET (RULE 26)



WO 2013/188629 PCT/US2013/045581

and m is determined at least in-part from a selected LTE TDD uplink/downlink (11/D)

configuration.

70. The method of claim 69, whercin the m sets of N RF beams are generated in a repeated

sequence across at least two contiguous LTE TDD frames.

71. The method of claim 69, wherein 2 <m < 3, and the N RF beams cover non-adjacent sub-

areas of the celi coverage arca.

72. The method of claim 68, wherein the cellular LTE base transceiver station is one of a

plurality of cellular LTE base transceiver stations in an LTE cellular network,

73. The method of claim 69, wherein the LTE TDD U/D configuration is zero, the number of
m different sets of RF beams is two {m=2), a first set of RF beams is generated at least in
sab-frames 0, 3, and 4 of the ten contiguous one-millisecond sub-frames of cach LTE TDD
frame and a second set of RF beam patterns is gencrated at least in sub-frames 5, §, and 9 of

the ten contiguous one-millisecond sub-frames of cach LTE TDD frame.

74. The method of claim 73, wherein one of the first or second sets of RF beam patterns is
generated in at least one of sub-frames 2 and 7 of the ten contiguous one-millisecond sub-

frarges of each LTE TDD frame.

75. The method of claim 69, wherein the LTE TDD U/D configuration is zero, the number of
m ditferent sets of RF bearns 5 one {m=1), and the N RF beams are generated at least in sub-
frames 0, 2, 3, 4, 5, 7. 8, and 9 of the ten contiguous one-millisecond sub-frames of each LTE

TDD frame.

76. The method of claim 69, wherein the LTE TDD U/D configuration is one, the number of
m different sets of RF beams is two {m=2), a first set of RF beams is generated at least in
sub-frames 3 and 9 of the ten contiguous one-millisecond sub-frames of each LTE TDD
frame, and a second set of RF beam patterns is generated at Jeast in sub-frares 4 and 8 of the

ten contiguous one-millisccond sub-frames of cach LTE TDD frame,
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77. The method of claim 76, wherein one of the first or second sets of RF beam patterns is
generated in at least one of sub-frames §, 2, 5, and 7 of the ten contiguous one-millisecond

sub-frames of cach LTE TDD frame,

78. The method of claim 69, wherein the LTE TDD /D configuration is one, the number of
m different sets of RF beams is one (;=1), and the N RY beams are generated at least in sub-
frames 0,2, 3, 4, 5, 7, 8, and 9 of the ten contiguous one-millisccond sub-frames of each LTE

TDED frame.

79, The method of claim 69, wherein the LTE TDD U/D configuration is two, the number of
m different sets of RF beams is two {m=2), a first set of RF bears s generated at least in
sub-~frames 2 and & of the ten contiguous one-millisecond sub-frames of cach LTE TDD
frame, and a second set of RF beam patterns is generated at least in sub-frames 3 and 7 of the

ten contiguous one-millisecond sub-frames of cach LTE TDD frame.

30. The method of claim 79, wherein one of the first or second sets of RF beam patterns is
generated in at least one of sub-frames §, 4, 5, and 9 of the ton contiguous one-mitlisecond

sub-frames of each LTE TDD frame,

&1. The method of claim 69, wherein the LTE TDD U/D configuration is two, the number of
m different sets of RF beams is one {m=1), and the N RF bearns are generated at least i sub-
frames 0,2, 3, 4, 5, 7, 8, and 9 of the ten contiguous one-millisccond sub-frames of each LTE

TDEs frame.

&2, The method of claim 69, whercin the LTE TDD U/D configuration is three, the number of
m different sets of RF beams is three (m=3), a first set of RF beams is generated at least in
sub-frames 2 and 8 of the ten contiguous one-millisecond sob-frames of cach LTE TDD
frarne, a second st of RF bearn paticrns is generated at least in sub-frames 3 and 9 of the ten
contiguous one-millisecond sub-frames of each LTE TDD frame, and a third set of RF beam
patterns is generated at least in sub-frames 0 and 4 of the ten contiguous one-millisecond sub-

frames of cach LTE TDD frame.
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83, The method of claim &2, wherein one of the first, second, or third sets of RF beam
patterns is generated in at least one of sub-frames 5, 6, and 7 of the ten contiguous one-

millisecond sub-frames of each LTE TDD frame.

&4. The method of claim 69, wherein the LTE TED U/D configuration is three, the number of
m different sets of RF beams is two (m=2), a first set of RF beams 1s generated at least in any
two of the three sets of sub-frames (2,8}, (2,9}, and (0,4) in the fen contiguous one-
millisecond sub-frames of each LTE TDD frame, and a second set of RF beams is generated
in the remaining set of these sub-frames in the ten contiguouns one-millisecond sub-frames of

cach LTE TDD frame.

&5. The method of claim 84, wherein one of first or second sets of RF beam patterns is
generated in at least oue of sub-frames 3, 6, and 7 of the ten contiguous one-millisecond sub-
frames of each LTE TDD frame.

36. The method of claim 69, wherein the LTE TDD U/D configuration is three, the number of
m different sets of RF beams is one {m=1)}, and the N RF beams are generated at least in sub-
frames 0, 2, 3, 4, 5,6, 7, §, and 9 of the ten contiguous one-milhisecond sub-frames of cach

LTE TDD frame.

&7. The method of claim 69, wherein the LTE TDD U/D coufiguration is four, the number of
m different sets of RF beams is two (m=2), a first set of RF beams 1s generated at least in
sub-framaes 2 and 8 of the ten contiguous one-millisecond sub-frames of cach LTE TDD
frame, and a second set of RF beam patterns is generated at least in sub-frames 3 and 9 of the

ten contiguous one-millisecond sub-frames of cach LTE TDD frame.

&¥. The method of claim 87, wherein one of the first or second sets of RF beam patterns is
generated m at least ove of sub-frames 4, 4, 5, 6, and 7 of the ten contiguous one-millisecond

sub-frames of each LTE TDD frame.
89. The method of claim 69, wherein the LTE TDD U/D configuration is four, the number of
m different sets of RF beams 15 one (im=1), and a the N RF beams are generated at least in

sub-frames 0, 2, 3, 4, 5, 6, 7, §, and 9 of the fen contignous one-millisecond sub-frames of

each LTE TDD frame.
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50, The method of claim 69, whergin the LTE TDD U/D configuration is five, the number of
m different sets of RF beams is one {m=1), and the N RF beams are generated at least in sub-
frames 0, 2, 3, 4, 5,6, 7, §, and 9 of the ten contiguous one-milhisecond sub-frames of cach

LTE TDD frame.

81. The method of claim 69, wherein the LTE TDD U/D configuration is six, the number of
m different sets of RF beams is one (m=1), and the N RF beams are generated at least in sub-
frames 0, 2, 3, 4, 5, 7, 8, and 9 of the ten contiguous one-millisecond sub-frames of each LTE

TDEs frame.

02, A system for scheduling cellular mobile transceiver device communications, the system
comprising:

a cellular LTE base transceiver station adapted for communication with a plurality of
mobile transceiver devices within a cell coverage area of the cellular LTE base transceiver
station, the cellular LTE base transcetver station comprising an agile beam forming antenna
system that generates a number m ditferent sets of fixed-position patterns of a number N RF
bearns, cach RF beam covering a sub-arca of the cell coverage arca where the ro tumes N RF
beam patterns cover the arca of the cell coverage area; and

a processor-based scheduler facility in communicative connection with the cellular
LTE base transceiver station, wherein the scheduler facility schedules communications
hetween the cellular LTE base transceiver station and the phurality of the mobile transceiver
devices, wherein the scheduler facility schedules communications with a target mobile
tranaceiver device to take place in one of the m times N RF beams based on a location
determination of the target mobile transceiver device within the cell coverage area
determined through a location determination algorithm that utilizes at least one of a channel
quality indicator (CQI) measurement and a sounding reference signal (SRS) measurement
collected through a communicative interaction between the cellular LTE base transceiver

station and the target roobie transceiver device.

93, The system of claim 92, wherein the scheduler facility is co-located with the cellular LTE

base transceiver station,
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94, The system of claim 92, wherein a CQl-based location determination algorithm and an
SRS-based location determination algorithm are used concurrently to determine the RF beam

for comnumication fransmissions with the target mobile transceiver device,

95. The system of claim 92, wherein the communication with the target mobile transceiver

device is one of an uplink transmission and a downlink transmission.

96. The system of claim 95, wherein different RF beams are determined to be used for uplink

transmission and for downlink transmission with the target mobile transceiver devige.

07, The system of claim 92, wherein the location determination algorithm determines the RF
beam that covers the target mobile transceiver device location when the target mobile
transceiver device first accesses the LTE base transceiver station afier at least one of a

random access procedure, a handover procedure, and a service request procedure,

98. The system of claim 92, wherein the location determination algorithm determines the RF
bearn that covers the target mobile transceiver device location while tracking the target

mobile transceiver device across the cell coverage area.

99, The system of claim 98, wherein the location determination algorithm performs periodic
coranwunicative chocks with the target mobile transceiver device 1o roaintaining the location

determination of the target mobile transceiver device.

100, The systern of claim 99, wherein the periodic communicative checks are provided at a
higher rate when the mobile transceiver device is determined to be in transition between RF

beam sub-areas of the cell coverage area.

101. A method for scheduling cellular mobile transcetver device commmunications, the method
comprising:

generating a mumber m different sets of fixed position patterns of a number N parrow
RF beams across a number of contignous LTE sub-frames from an agile beam forming
antenna systom ot a cellular LTE base transceiver station, where the cellular LTE base
transceiver station is in communication with a phirality of mobile transceiver devices within a

cell coverage area of the celhular LTE base transceiver station, each RF beam covering a sub-
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area of the cell coverage arca where the m times N RF beam patterns cover the area of the
cell coverage arca, and

scheduling communications between the cellular LTE base transceiver station and the
plurality of mobile devices through a processor-based scheduler facility in comymunicative
connection with the cellular LTE base transcetver station, wherein the scheduler facility
schedules communications with a target mobile transceiver device to take place 1n one of the
m times N RF beams based on a location determination of the target mobile transceiver
device within the cell coverage area determined through a location determination algorithm
that ntilizes at least one ot a channel quality indicator (CQI measurernent and a sounding
reterence signal (SRS) measurernent collected through a comrnunicative interaction between

the celiular LTE base transceiver and the target mobile transceiver device.

102. The method of claim 101, wherein the scheduler facility 1s co-located with the cellular

LTE base transceiver station.

103, The method of claim 101, wherein a CQl-based location determination algorithm and an
SRS-based location determination algorithrn are vsed concurrently to deterraine the RF beam

for comnunication transmissions with the target mobile transceiver device.

104. The method of claim 101, wherein the communication with the target mobile transceiver

device is one of an uplink transmission and a downlink transmission.

105, The method of claim 104, wherein different RF beams are delermined to be used for

uplink transmission and for downlink transroission with the target mobile transceiver device.

106. The method of claim 101, wherein the location determination algorithm determines the
RF beam that covers the target mobile transceiver device location when the target mobile
transceiver device first accesses the LTE base transceiver station after at least one of a

random access procedure, a handover procedure, and a service request procedure.

107. The method of claim 101, wherein the Jocation determination algorithin determines the
RF beam that covers the target mobile transceiver device location while tracking the target

mobile transceiver device across the cell coverage area.
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108. The method of claim 107, wherein the location determination algorithm performs
periodic communicative checks with the target mobile transceiver device in maintaining the

focation determination of the target mobile transcetver device.

109. The method of claim 108, wherein the periodic communicative checks are provided at a
higher rate when the target mobile transceiver device 1s determined to be in transition

between RF beam sub-cell coverage areas.

118, A systemn for baseband data transmission and reception in cellular mobile transceiver
evice comrmunications, the systera comprising:

a cehiular L'TE base transceiver station adapted for communication with a plurality
of mobile transceiver devices within a cell coverage area of the cellular LTE base
transceiver station, the cellular LTE wireless base transcetver station comprising a
digital bascband processing facility, a digital interface, an RF facility, and an agile
beam forming antenna system, wherein the cellular LTE base transceiver station 18 in
communication with the mobile transceiver devices through a cell-wide RF transmit
signal, a cell-wide RF receive signal, plus a number m different sets of fixed-position
patterns of 4 number N RF transmit beams and a number N RF receive beams, each of
the N RF transmit and N RF receive beams covering a sub-area of the cell-wide
coverage arca where the m times N RF beam patterns cover the area of the cell-wide
COVETage arca;

wherein the digital bascbhand processing facility provides N transmit beam digital
data streams and a cell-wide transmit digital data streaw to the RF facility through the
digital interface for fransmission through the agile beam forming antenna system, and
the RF facility provides N receive beam digital data streams and a cell-wide receive
digital data stream from the agile beam forming antenna system to the digital baseband
processing facility through the digital interface;

wherein the digital baschand processing facility processes transmissions to the
mobile transcetver devices through at least one of the N transmit beam digital data
streams and the cell-wide transmit digital data stream for transmission in at least one of
the m tirnes N RF beams and the cell-wide RF transrott signal, and processes receptions
from the mobile transceiver devices through at least one of the N receive beam digital
data streams and the cell-wide receive digital data stream from at least one of the m

tirnes N RF receive beams and the cell-wide RF receive signal.
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111 The system of claim 110, wherein the cellular LTE base transcetver station is adapted
for frequency division duplexing (FDD) comyaunication and N equals 4, where 4 transout
beam digital data streams, phus 4 receive beam digital data streams, plus the cell-wide
transmit digital data stream and the cell-wide receive digital data stream are generated in each

sub-frarge of the LTE FDD system.

112. The system of claim 111, wherein once a location for a mobile transceiver device
within an RF beam sub-area 18 determined, the celludar LTE base transceiver station will
schedule periodic Sounding Reference Signal (SRS) transmissions to begin in at least one of
the two sub-frames of cach LTE frame in which at least one of the N RF beam sub-areag

covers the location of the mobile transcetver device.

113. The system of claim 112, wherein the periodicity of the SRS transmissions is 4 sub-

frames, where a sub-frame is 1 millisecond.

114, The systern of claim 113, wherein the SRS transmissions are separated by any roultiple

of 4 milliseconds.

115, The system of ¢laim 114, wherein once a location for a mobile transceiver device within
an RF beam sub-area is determined, and the SRS transmissions are scheduled, the cellular
LTE base transceiver station detects the SRS signal level from the receive beam digital data
streamn associated with the RE receive beam that covers the location of the mobile transceiver

device.

116. The system of claim 114, wherein the cellular L'TE base transceiver station reschedules
the SRS transmissions of a mobile transceiver device whenever the mobile transceiver device
moves 10 a4 new RF beam sub-area to cnable the SRS transmissions to continue 1o oocur

during a sub-frame when an RF beam covers the focation of the mobile transceiver device.

117, The systern of claim 111, wherein once a location for a mobile transceiver device within
an RF beam sub-area is determined, and whenever data is available for transmission o the
mobile transceiver device, the cellular LTE base transceiver station schedules transmissions

to begin in one of two sub-frames of a selected LTE frame in which the RF beam sub-arca
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covers the location of the mobile transceiver device, and where any remaining data is
transmitted to the mobile transceiver device in subsequent sub-frames, the first of which i
offset from the originally selected sub-frame by 4 sub-frames or a muliiple of 4 sub-frames,
and where cach additionally required transmission is offset from the previous transmission by
4 sub-frames or a multiple of 4 sub-frames, until all available data is transmitted to the

mobile transcetver device.

118. The system of claim 110, wherein the cellular LTE base transceiver station is adapted
for time division duplexing (TDD) communication and N equals 4, where 4 transmit beam
digital data streams, plus the cell-wide transmit digital data stream are generated incach D
sub-frame of the LTE TDD system, and where 4 receive beam digital data strearms, phus the
cell-wide receive digital data stream are generated in cach U sub-frame of the LTE TDD

System.

119. The system of claim 118, wherein once 8 location for a mobile transceiver device is
determined within an RF beam sub-area, the cellular LTE base transcetver station schedules
periodic Sounding Reference Signal (SRS) transmissions to begin in one of the sub-frames in
an LTE frame in which the RF beam sub-area covers the location of the mobile transceiver

device.

120, The system of claim 119, wherein the periodicity of the SRS transmissions s 10 sub-

frames, wherein a sub-frame is 1 millisecond.

121, The systern of claim 120, wherein the SRS transmissions are any multiple of 10

milliseconds,

122, The system of claim 118, wherein once a location for a mobile transcetver device within
an RF beam sub-area is determined, and the SRS transmissions are scheduled, the cellular
LTE base transceiver station detects the SRS signal level from the receive beam digital data
stream associated with the RF receive beam that covers the location of the mobile transceiver

device.

23. The system of claim 11§, wherein the cellular LTE base transceiver station reschedules

the SRS transmissions of a mobile transceiver device whenever the mobile transceiver device
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moves t0 a new RE beam sub-area t0 enable the SRS transmissions to continue 1o occur

during a sub-frame when an RF beam covers the location of the mobile transceiver device.

124, The system of claim 11¥, wherein once a location for 2 mobile transceiver device within
an RF beam sub-area is determined, and whenever data is available for transmission o the
mobile transceiver device, the cellular LTE base transceiver station schedules transmissions
to begin in onc of the 1 sub-frames of a selected L'TE frame in which the RF beam sub-arca
covers the location of the mobile transceiver device, and where any remaining data is
transmitted to the mobile transceiver device in subsequent D sub-frames, the first of which 13
offset from the originally selected sub-frame by 2 number of sub-frames that depends on the
TOD U/D configuration, and where the wireless base station transmits in that D sub-frame an
RF beam that covers the location of the mobile transceiver device, untii all available data is

transmitted 1o the mobile transceiver device.

125. The system of claim 124, wherein the D sub-frames in which transmissions to the

mobile transceiver device can occur repeat every 10 sub-frames.

126. The system of claim 110, wherein transmission through at least one of the N transmit
beam digital data streams includes user plane data only for mobile transceiver devices that
are known to be located in the arca ilhiminated by the at least one of the N RF transmoit beams

corresponding to the at least one of the N transmit beam digital data streams.

127. The system of claim 126, wherein the data inchudes a mapping to a set of resource
clements used by the data and to at least one of the N transroit beam digital data streams, or

to the cell-wide transmit digital data stream.

12R. The system of claim 110, wherein transmissions to the mobile transceiver devices are
provided in both at least one of the N transmit beam digital data strearos and the cell-wide

transmit digital data stream.

129, The systern of claima 110, wherein the digital bascband processing facility determines at
ieast one transnut data stream {0 use to transmit 2 specific set of transport blocks using a
spectfic set of resource elements, wherein the transport blocks are for at feast one of common

channels and user data.
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138, The systern of claim T, wherein reception through one of the N receive beam digital
data streams includes user plane data only from mobile transceiver devices that are known to
be located in the arca illuminated by the at least one of the N RF receive beams

corresponding to the at least one of the N receive beam digital data streams,

131. The system of claim 110, wherein receptions from the mobile transceiver devices are
provided in both at least one of the N receive beam digital data streams and the cell-wide

recetve digital data stream.

132, The system of claim 110, wherein the digital baseband processing facility selects
mformation to be received through the N receive beam digital data streams and the cell-wide

receive digital data stream.

133, The system of claim 110, wherein the cell-wide transmit digital data stream contains

data for mobile transceiver devices whose location 18 not known,

134, The systern of claim 110, wherein the cell-wide transmit digital data stream contains at
ieast one of data for common channels, reference signals that are common or cell-specific,

and paging messages.

135, The system of claim 110, wherein for a time division duplex (TDD) system, the cellular
LTE base station processes S (Special) sub-frames so that Downlink Pilot Time Slot data is
seut in the cell-wide transmat digital data stream, and the Uplink Piot Time Slot data 1s

received from the cell-wide receive digital data stream.

136. The system of claim 110, wherein if the celhular LTE base transceiver station receives a
NAK from a mobile transceiver device for a transmission sent by the cellular LTE base
transceiver station, a retransmission is scheduled in any sub-frame in which the current

mobile transceiver device location is itluminated by an RF beam.
137. The system of claim 110, wherein the cellular LTE base transceiver station processing
of each of N+1 receive digital data streams, comprising the N receive beam digital data

streams and the cell-wide recetve digital data stream, includes, for each received data item, an
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indication of which of the N+1 recetve digital data streams was used to extract the data,
allowing the same data to be detected concurrently in more than one of the N+1 receive

digital data streams.

138. The system of claim 110, wherein the digital baseband processing facility maintains a
list of mobile transceiver devices located within each RF beam sub-area to be used in

scheduling communications in a next communications interval,

139, The systern of claim 138, wherein there are o times N hists, where N is the number of
RF beams generated in cach one-millisecond interval, and m is the rumber of different sets of

N RF beams generated by the system.

140. The system of claim 139, wherein the cellular LTE base transceiver station is adapted
for frequency division duplexing (FDD) comnmnication and N equals 4 and m equals 4,

where up to 16 lists may be kept.

141, The systern of claim 139, wherein the cellular LTE base transceiver station is adapted
for time division duplexing (TDD) communication and N oguals 4 and | < m <3, where up

to 12 lists may be kept.

142, The system of claim 139, wherein the digital baschand processing facility reassigns a
mobile transceiver device to a new list whenever the mobile transceiver device moves (o 2

new RE beam sub-area.

143, A method, comprising:

providing a cellular LTE base transceiver station adapted for communication with a
plurality of mobile transceiver devices within a cell coverage area of the cellular LTE
base transceiver station, the cellular LTE wircless base transcetver station coroprising a
digital bascband processing facility, a digital interface, an RF facility, and an agile
beam forming antenna system, wherein the cellular LTE base transceiver station 18 in
commuunication with the mobile transceiver devices through a cell-wide RF transmit
signal, a cell-wide R¥ receive signal, plus a number m different sets of fixed-position
patterns of a number N RF transmit beams and a namber m different sets of fixed-

posttion patterns of a number N RF receive beams, each of N RF beams covering a sub-
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area of the cell-wide coverage area where the m times N RF beam pattemns cover the
area of the cell-wide coverage area,

wherein the digital baseband processing facility provides N transnut bearn digital
data streams and a cell-wide transmit digital data stream to the RF facility through the
digital interface for transmission through the agile beam forming antennpa system, and
the RF facility provides N receive beam digital data strearns and a cell-wide receive
digital data stream from the agile beam forming antonna system to the digital baseband
processing facility through the digital interface,

wherein the digital baseband processing facility processes transmissions to the
mobile transceiver devices through at least one of the N transmit beam digital data
streams and the cell-wide transmit digital data stream in at least one of the my times N
RF transmit beams and the cell-wide RF transmit signal, and processes receptions from
the mobile transceiver devices through at least one of the N receive beam digital data
streams and the cell-wide receive digital data stream from at least one of the m times N

RF receive beams and the cell-wide RF receive signal.

144, A systero for reducing wter-cell interference in a celtular mobile comununications
network, the system comprising:

a first cellnlar LTE base transceiver station adapted for communication with a
plurality of mobile transceiver devices within each cell coverage area of the first
cellular LTE base transceiver station, the first celhular LTE wireless base transceiver
station comprising a number of cells and an agile beam forming antenna system that
generates in each cell a number mi different sets of fixed-position patterns of a mumber
N1 RF beams, cach RF heam covering a sub-area of the cell coverage arca of the first
cellular LTE base transceiver station where the ml times N1 RF beam patterns in each
cell cover the area of the respective cell coverage area of the first cellular LTE base
{ransceiver station, wherein the first celiular LTE base transceiver station tlluminates
the N1 RF beams 1o cach cell such that none of the illuminated RF beam sub-areas are
adjacent to one another; and

a second cellular ETE base transceiver station adapted for communication with a
plurality of mobile transceiver devices within each cell coverage arca of the second
cellular L'TE base transceiver station, the second cellular LTE wircless base transceiver
station comprising a number of cells and an agile beam forming antenna system that

generates in each cell a number m2 different sets of fixed-position patterns of a number
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N2 RF beams, cach RF beam covering a sub-arca of the cell coverage area of the
second cellolar LTE base transceiver station where the m?2 times N2 RF beam patterns
in cach cell cover the area of the respective cell coverage area of the second cellular
LTE base transceiver station, wherein the second celiular LTE base transceiver station
iHuminates the N2 RF beams in each cell such that none of the illuminated RF beam
sub-areas are adjacent to one another;

wherein whenever the first celiular LTE base transceiver station illuminates an RF
beam on a sub area of its cell coverage area that is adjacent to the cell coverage area of
another of the cells of the first celhuiar LTE base transceiver station, the RF beam
patiern generated by the first cellular LTE base transceiver station in these cells s such
that none of it ilhuminated RF beam sub arcas are adjacent to one another;

wherein whenever the second cellular LTE base transceiver station illuminates an
RF beam on a sub area ot its cell coverage area that is adjacent to the cell coverage area
of another of the cells of the second cellular LTE base transceiver station, the RF beam
pattern generated by the second celiular LTE base transceiver station in these cells is
such that none of its Hluminated RF beam sub areas are adjacent to one avother; and

wherein whenever the first celiular LTE base transceiver station illurpinates an RF
beam on a sub-area of its cell coverage area that is adjacent to the cell coverage area of
the second cellular LTE base transceiver station, the RF beam pattern generated by the
second celhidar LTE base trausceiver station is such that none of its illuminated RF
beam sub-areas are adjacent to the RF beam sub-areas being ihuminated in the celi

coverage arca of the first cellular LTE base transceiver station.

145, The systern of claim 144, wherein the number m1 of different sets of fixed-position
patterns for the first cellular LTE base transceiver station equals the number m2 of different
sets of fixed-position patterns for the second cellular LTE base transceiver station, and the
number N1 different RF beam patterns in each of the mi sets for the first cellular LTE base
transceiver equals the number N2 different RF beam patterns in each of the ra2 sets for the

second cellular LTE base transceiver station.
146. The systern of claim 1485, wherein the number of RF beans illuminating sub-arcas in the

first and second celiular LTE base transceiver stations in any | millisecond interval is less

than four.
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147. The system of claim 145, wherein the same spatial RF beam pattern is used in the first

and second cellular LTE base transceiver stations.

14%. The system of claim 145, wherein the number m1 and m?2 ig four, and the number N1

and N2 is four.

149, The system of claim 148, wherein in each of four consecutive one millisecond intervals
a different one of the four subsets of RF beam sub-arcas is generated in a particular cell

selected to define the beam rotation pattern to be used.

150. The system of claim 149, wherein the bearm rotation pattern is repeated every four

milliseconds.

151. The system of claim 150, wherein in each adjacent cell coverage area between the cells
of the first celiular LTE base transceiver station, and in cach adjacent cell coverage area to
gach of the cells of the first celhdar LTE base transceiver station, 8 beam rvotation pattern of
the four subsets of RE beam sub-arcas is selected such that the RF bearns covering adjacent
sub-arcas in adjacent cell coverage arcas are not generated in the same one millisecond

interval,

152. The system of claim 144, wherein the same subcarrier is used in at least two of the N1

RF beams,
153, The systern of claim 152, wherein the use of the same subcarrier for at teast two of the
N1 RF beams increasecs at feast one of the effective bandwidth and the effective throughput

for the first cellular LTE base transceiver station.

154, The system of claim 144, whercin the generation of the RF beam patterns 8

syachronized between the first and the second cellular LTE base transceiver stations,

155, The systern of claim 154, wherein the synchronization 1s achieved through syachronized

determination of when sub-frame zero begins in each LTE 10 msec frame.

156. The system of claim 154, wherein the synchronization is through GPS synchronization.
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1587. The systern of claim 154, wherein the synchronization 1s through a precision time

protocol.

158. The system of claim 144, wherein the number of cells in the first cellular LTE base
transceiver station is equal to the nurober of cells in the second cellular LTE base transceiver

station.

159, The systern of claim 158, wherein the number of cells 1s equal to three,

160. A method for reducing inter-cell interference in a cellular mobile communications
retwork, the method comprising:

providing a first cellular LTE base transceiver station adapted for communication
with a plurality of mobile transceiver devices within cach cell coverage area of the first
cellular LTE base transceiver station, the first cellular LTE wireless base transceiver
station comprising & namber of cells and an agile beam forming antenna system that
generates in cach coll a nurnber mi different sets of fixed-position patteros of a rumber
N1 RF beams, each RF beam covering a sub-area of the cell coverage area of the first
cellular LTE base transceiver station where the m1 times N1 RF beam patterns in each
cell cover the area of the respective cell coverage area of the fivst cellular LTE base
transceiver station, wherein the fust cellular LTE base transceiver station illuminates
the N1 RF beams in cach cell such that none of the illuminated RF beam sub-areas are
adjacent to one another; and

providing a second cellular LTE basce transceiver station adapted for
communication with a plurality of mobile transceiver devices within cach cell coverage
area of the second cellular LTE base transceiver station, the second cellular LTE
wireless base transceiver station comprising a number of cells and an agile beam
forming antenna system that generates in cach cell a number m2 different sets of fixed-
position patterns of g number N2 RF beams, cach RF bean covering a sub-area of the
cell coverage area of the second celiular LTE base transceiver station where the m2
fimes N2 RF beam patterns in cach cell cover the area of the respective cell coverage
area of the second cellular LTE base transceiver station, wherein the second cellular
LTE base transceiver station illuminates the N2 RF beams in cach cell such that none of

the iltuminated RE beam sub-areas are adjacent to one another, and
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wherein whenever the first cellular LTE base transceiver station illuminates an RF
beam on a sub area of its cell coverage area that is adjacent to the cell coverage area of
another of the cells of the first cellular L'TE base transceiver station, the RF beam
patiern generated by the first cellular LTE base transceiver station in these cells is such
that none of its iluminated RF beam sub areas are adjacent to one another, and

wherein whenever the second cellular LTE base transcetver station illuminates an
RF beam on a sub area of its cell coverage area that 18 adjacent 1o the cell coverage area
of another of the cells of the second cellular LTE base transcetver siation, the RF beam
pattern generated by the second celivlar LTE base transceiver station in these cells is
such that none of its illuminated RF beam sub arcas are adjacent to one another, and

wherein whenever the first cellular LTE base transceiver station illuminates an RF
beam on a sub-area of its cell coverage arca that is adjacent to the cell coverage area of
the second cellular LTE base transceiver station, the RF beam pattern generated by the
second cellular LTE base transceiver station is such that none of its illuminated RF
beam sub-areas are adjacent to the RF beam sub-areas being iHuminated in the cell

coverage area of the first cellular LTE base transceiver station.

161, A system comprising:
a cellular LTE base transceiver station in RF communication with a first and a second
mobile transcetver device, the cellular LTE base transceiver station being
conuected to a back haul network and having an RF coverage area; and

1o cellular LTE base

transcewver station and 1o e back haul network i paralie

base transceiver station SO as to permit 4 data packet to selectively flow betwaen
¥ b o

he cellular LTE base transceiver station ai

he cellular LTE base transceiver station an
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wherein the sensor device is deployed in the coverage area of the cellular LTE base
transceiver station, the seasor device providing data that is subscribed to by an
application adapted to ran on at least one of the base station optimization server
and the optimization server communicatively connected to the PGW, wherein
one of the applications 18 a conferencing service, and wherein the conferencing
service and other applications collect, process, store, and distribute the sensor
data through at least one of the publish-subscribe broker communications
facility that is adapted to run on the base station optimization server and through
the publish-subscribe broker communications facility that is adapted to run on

the optimization server node that hosts the application.

185, The systern of claim 184, wherein the ability to use redirected LTE bearers to conunect
sensors to the publish-subscribe broker communications facilities that run on the base station
optimization servers reduces latency in delivering sensor data to a storage and data

processing application.

186. The system of claim 185, wherein usage of the back haul network transmission facility

is munimized in collecting and processing sensor data,

187. The systern of claim 1¥5, wherein the delivery of at least one of sensor data and
processed sensor data to mobile transceiver devices connected through the same cellular LTE
base transceiver station as the sensor device, s performed with low latency and without using
the L'TE back haul network, wherein the mobile transceiver devices are selected from the

group consisting of sensors, other applications, and display devices.

188. The systern of claim 184, wherein the publish-subscribe broker communications facility
that runs on the basc station optimization server allows a single stream of sensor data to be

delivered to a plurality of end points that subscribe to the sensor data stream.
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189. The system of claim 138, wherein the connection of sensors to publish-subscribe broker
communications facilities in the LTE wireless network rather than being connected directly

to application service programs enables the casy addition or deletion of sensor devices from

the sensor application.

190. The system of claim 189, wherein the communicating end points in a sensor application
are able to use a single connection to a publish-subscribe broker coramunications facility to

send or receive a plurality of data streams as part of the sensor application.

191, The systern of claim 124, wherein the use of a omlti-roedia conferencing service enables
the collection and distribution of sensor data to be organized among the communicating
entities that provide the data and the communicating entitics that need to receive the data, the
communicating entities selected from the group consisting of display devices, sensor data

processing applications, and other sensgors,

192, The system of claim 191, wherein the conference service within the LTE wireless
network enables the organization of a set of diverse sensor types, a diverse set of data
consuming entities, and data processing, storage, and transfer entitics into a sensor
application, including the deployment of service programs specific to each sensor type on the
set of optimization servers deployed throughout the LTE wireless network, and imchiding
using the conference service to organize sets of processed sensor data into data streams, cach
ot which is shared concurrently with a subset of participants in the sensor application that

need access to the particular data stream.

193, The system of claim 191, wherein real-time situational awarcness of the sensor data is

provided to at least one of a group of hurman users, to other sensors, and to applications.

194, A method comprising:
providing a celiular LTE base transceiver station in RF communication with a sensor

device, the cellular LTE base transceiver station being connected to a back haul

network and having an RF coverage arca; and

cellular LTE base
the cellular LTE
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an access priority facility, wherein the access priority facility determines a wireless
system access priority level for each of the plarality of mobile transceiver devices,
the wireless system access level determining, during a timne when network access is
restricted at a cellular LTE base transceiver station, whether a mobile transceiver
device that is one of atiempting to gain access to the cellular LTE base station and
maintaining access through the cellular LTE base station, has an access priority
level that exceeds a value provisioned for the cellular LTE base station cell where
such access is restricted, and wherein the available priority levels exceed the limited
set of values specified in LTE standards documents, and wherein all mobile
franscetver devices whose access priority level is lower thano the provisioned
threshold are detached from the wireless network at the restricted cellular LTE

wireless base station.

196. The system of claim 195, wherein an extension to the cell barring capabilities defined in
the 3GPP standards is provided, the extension being one of a cell barring for government use

and barred for government use.

197, The system of claim 196, wherein the system allows access by all government users and
commercial users at all cells of the LTE wireless network when no access restrictions are
declared except where the standardized and enhanced access restrictions are enforced based

on an administrative action in which the cell is declared barred for goverrunent use.

198. The systern of claim 197, wherein the standard cell barring capabilities defined i 3GPP
standards 1s used at a restricted cell, and a second level of access priovity checking is added

when a cell is provisioned as barred for government use.

199, The system of claim 19§, wherein access is limited to certain government groups, of to
members of certain government agencies, using access priorities values that exceed the
fimited set of values O through 15 now established in LTE standards, with no fimit to the

refinement allowed in defining these extended access prioritics.

200. The system of claim 199, wherein the extended priority access values can be contiguous,

or non-contiguous values, or ranges, of access priorities, wherein these extended values are
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administered separately from the Access Class priorities administered for users of the 3GPP

wireless network, the 3GPP vahies being configured into the user equipment SIM card.

201, The system of claim 196, wherein access is at least one of barred for government use at
a single celi, at ali cells of a single base station, at all cells in a subset of the wireless network,

and in the entire wireless network.

202. The system of claim 196, wherein when cell barring for government use is enabled at
any cell, a mobile transceiver device that is accessing the cell is checked during the initial
access attempt, during an X2 or S1 handover attorpt into the restricted cell, and during a
servige request procedure, wherein the mobile transceiver device becores active after being

in the idle state.

203, The system of claim 196, wherein the system has the ability to allow emergency calls to
remain accessed, or to become accessed, when cell barring for government use is enabled ata

cell.

204, The system of claim 196, wherein the system has an ability to insert a biometric testing
mteraction with the user of the accessing mobile transceiver device before allowing access at

a cell that is barred for government use,

205, The system of claim 204, wherein a biometric testing application is installed in the user

mobile transceiver device equipment, ready o respond to the commands of a network-based

biometric testing countrol application.

206. The system of claim 204, wherein the system has the ability to detach any user that does
not have the appropriate access priority, or does not pass the biometric test or respond to a

hiometric test request, when attempting access to a cell that s Barred for Government Use.

207. The system of claim 204, wherein biometric testing is at least one of retina matching,

voice roatching, fingerprint matching, and password entry.
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208. The system of claim 204, wherein the system has the ability to restrict the destinations
that a newly accessing user can reach during the time that a biometric test is being performed

to authenticate the user.

209, The system of claim 204, wherein the biometric test application in the user mobile
transceiver device equipment reports GPS position to a network-based biowmetric test control
function, with the added ability to report GPS position periodically to the biometric test
control function, even if the user attempts to tarn off the user mobile transceiver device

equipment.

210, The system of claim 196, wherein the system has the ability to check the access priority
of a user that receives a paging message, before sending the paging message to a cell that has
cell barring for government use enabled, wherein the paging message is not sent 10 any such

restricted cell if the user does not have a high enough priority to be allowed to access the cell.

211, The systern of claim 195, wherein the mobility management entity (MME) network
clements are connecied to publish-subscribe broker communications facilitics that allow the
MME network entities to conmumunicate efficiently with application programs that implement
the extended access priority and biometric testing actions when a user atiernpts to access a

cell that 1s barred for government use.

212. A method for supporting cellular mobile transceiver device conumunications, the method
comprising:
providing a plurality of cellular LTE base transceiver stations, cach cellular LTE base
transceiver station in RF conununication with a plurality of mobile transceiver
devices in an RF coverage area;
providing an access priority facility, wherein the access priority facility determines a
wireless system access priority level for each of the plurality of mobile
transceiver devices, the wireless system access level determining, during a time
when network access is restricted at a cellular LTE base transcetver station,
whether a mobile transceiver device that 1s either attompting to gain access 1o
the celhular LTE base station, or s maintaining access through the cellular LTE
base station, has an access priority level that exceeds a value provisioned for the

cellular LTE base station ¢ell where such access s restricted, and wherein the
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available priornty levels exceed the himited set of values specified in LTE
standards documents, and wherein all mobile transceiver devices whose access
priority level is Jower than the provisioned threshold are detached from the

wireless network at the restricted cellular LTE wireless base station,

213. A system for supporting cellular mobile transceiver device communications, the system
comprising:
a cellular LTE base transcetver station in RF commumication with a phurality of mobile
transceiver devices in an RF coverage area; and
a processor-hased scheduler facility in communicative connection with the cellular LTE
base transceiver station, wherein the scheduler facility schedules the access of the
mobile transceiver devices to the LTE air interface based on a data rate priority
value assigned to cach mobile transceiver device, sach air interface access priority
inchading granting access to the air interface before other mobile transceiver devices
that have a lower data rate priority value, and assigning air interface resources to
achieve a higher data rate thau is provided to other mobile transceiver devices that
have a lower data rate priority value,
wherein the setting of the data rate priority value for each mobile transceiver device
accessing the LTE network through the cellular LTE base transceiver station is
accomplished via an interaction between the celhilar LTE base transceiver station
and an application that has access to a database of data rate priority values for the

mobile transceiver devices.
214. The systern of claim 213, wherein an air interface access priority database is used to
assign an air interface resource atlocation priority value or data rate priority value to cach
user.
215, The system of claim 214, wherein the data rate priority value assigned to a particalar
user is selected from an arbitrary set of possible data rate priority values, thereby creating a

refined a distinction among the users.

216, The system of claim 213, wherein the scheduler facility is enhanced to make use of the

air interface data rate priority vahie for cach user that has accessed the LTE network via a cell
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that is supporied by the cellular LTE base transceitver station associated with the scheduler

facility.

217, The system of claim 216, wherein the scheduler facility treats all mobile transceiver
devices having the same data rate priority value as equals in terms of granting access to the

air interface resources.

218, The system of claim 213, wherein an administrative command is used to activate or
deactivate data rate priovity at one cell, at a subset of cells, or at all cells in the LTE wireless

network.

218, The system of claim 218, wherein when data rate priority is turped on at a cell, the
network-based application function that has access to the database of data rate priority vahies
transmits to the scheduler facility of the cell the data rate priority value for each user accessed
through the cell, wherein users without an entry in the data rate priority database remain with
a defanlt data rate priovity value set at the cell, and all users who have an entry in the data rate

viority database have an assigned value equal to or greater than the default value.
Y g 24

220. The system of claim 218, wherein when data rate priority is turned off at a cell, the
network-based application function that has access to the database of data rate priority vahies

sets the data rate priority value for all users accessed at the cell to the same default value,

221. A method for supporting celhilar mobile transceiver device coramunications,
comprising:
providing a cellular LTE base transceiver station in RF commmunication with a plurality of
mobile transceiver devices in an RF coverage area; and
providing a processor-based scheduler facility in commumicative connection with the
celhular LTE base transceiver station, wherein the scheduler facility schedules the
access of the mobile transceiver devices to the LTE air interface based on a data rate
priority value assigned to cach mobile transceiver device, such air interface access
priority inchuding granting access to the air interface before other mobile transceiver
devices that have a lower data rate priority value, and assigning air interface
resources to achieve a higher data rate than is provided to other mobile transcetver

devices that have a lower data rate priority value,
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4. The system of claim 222, wherein mobility management entity (MME) network
clements are connected to the publish-subscribe broker communications facilities that allow
the MME network entities to communicate efficiently with the set of data usage reporting
facilities that run on the optimization servers, wherein the MME entitics trigger the stopping
of usage data collection when a mobile transceiver device detaches from the LTE network,
and when a mobile transceiver device enters the idle state,

230, The system of claim 222, wherein each publish-subscribe broker communications
facility uses the routing mformation contained in each packet sent or received by a particular
mobile transceiver device to report usage statistics related to specific types of end points with

which the mobile transceiver device communicates,

231. A method for reporting cellular mobile transceiver device communications, comprising:
providing a cellular LTE base transceiver station in RF communication with a plurality of
mobile transceiver devices in an RF coverage area; and
providing a base station optimization server, the base station optimization server
communicatively connected to the celtular LTE base transceiver stationand to a

back haul network in parallel with the cellular LTE base transceiver station, the base

station optimization server bel

comprising
a base station optimization server usage data reporting facility for collecting

service and data usage for each of the plurality of mobile transceiver

devices in the RF coverage arca that have a redirected bearer, and
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232. A system for effecting a replacement procedure wherein a base station deployed via a
mobile platform in an ad-hoc LTE system is replaced by another base station deployed via a
mobile platform, the system comprising:

a celtular LTE base transcetver station in RF commumication with a phurality of mobile
fransceiver devices in an RF coverage area, wherein the cellular LTE base station is
deployed in an ad-hoc manner using a mobile deployment platform;

a replacement cellular LTE base transceiver station adapted for RF communication with
the plurality of mobile transceiver devices, the replacement celhidar LTE base
transceiver station also deployed in an ad-hoc manner using & mobile deployment
piatform, and located such as to enable communication with the plurality of mobile
transceiver devices in the RF coverage area; and

a base transceiver station replaceruent computing facility, wherein the base transceiver
station replacement computing facility is communicatively connected to a back haul
network and to the cellular LTE base transceiver station, as well as to the
replacement cellular LTE base transceiver station, wherein the base transceiver
station replacement computing faciity manages the handover of the plurality of
mobile transceiver devices in the RF coverage area from the cellular LTE base
transceiver station to the replacersent cellular LTE base transceiver station, the
handover procedure comprising:

(1) the replacement cellular LTE base transceiver station connecting to the
back haul network,

{11) the replacernent cellular LTE base trapsceiver station communicatively
connecting to the base transceiver station replacement computing
facility,

(iiiy  the base transceiver station replacement computing facility
provisioning the replacement cellular LTE base transceiver station
with the same parameters as the celfular LTE base transceiver station,

except for the Cell Identifier,
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the celiular ETE base transceiver station reducing its transmit power at

a rate Pr, while the replacement cellular LTE base transceiver station

mereases its transmit power at a rate Pr,

a. whorein the rate Pr is selected to emulate the power received at a
typical mobile transceiver device in the RF coverage area from two
typical fixed LTE base transceiver stations separated by a 2-Cell
radii, and

b. wherein the emulation is of a motion of the typical mobile
transceiver device away from the cellular LTE base transceiver
station and towards replacement cellular LTE base transceiver
station, the rate of emulated motion of the mobile transceiver
device being between 3 and 30 kow/hr, and

cach of the plurality of mobile transceiver devices is handed over from

the cellular LTE base transceiver station to the replacement cellular

LTFE base transceiver station when power fevels and RF propagation

characteristics determine handover based on a predetermined

algorithin, wherein the replacing of the cellular LTE base transceiver
station is complete when all of the plurality of mobile transceiver
devices are handed over to the replacement cellular LTE base

transceiver station.

233, The system of claim 232, wherein the replacement of the cellular LTE base transceiver

station by the replacement cellular LTE base transceiver station is accomplished with

continuous service

COVErage arca.

> being provided to the plurality of mobile transceiver devices in the RF

234. A method for effecting a8 replacement procedure wherein a base station deployved via a

mobile platform 1o an ad-hoc LTE system s replaced by another base station deploved via a

mobile platform, comprising:

providing a cellular LTE base transceiver station in RF communication with a plarality of

mobile transceiver devices in an RF coverage arca, wherein the cellular LTE base

station 18 deployed in an ad-hoc manner using 3 mobile deployment platform;

providing a replacement cellular LTE base transceiver station adapted for RF

communication with the plurality of mobile transceiver devices, the replacement
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cellular LTE base transceiver station also deployed in an ad-hoc manner using a
mobile deployment platform, and located such as to enable communication with the
plurality of mohile transceiver devices in the RF coverage area; and

providing a base transceiver station replacement computing facility, wherein the base

transceiver station replacement computing facility i1s communicatively connected to
a back haul network and to the cellular LTE base transceiver station, as well as to
the replacement cellular LTE base transceiver station, , wherein the base transceiver
station replacement computing facility manages the handover of the plurality of
mobile transceiver devices in the RF coverage avea from the cellular LTE base
franacetver station to the replacersent cellular LTE base transceiver station, the
handover procedure comprising:
(1) the replacement cellular LTE base transceiver station connecting to the

back haul network,

(i1y  the replacement cellular L'TE base transceiver station communicatively
connecting to the base transceiver station replacement computing
facility,

(11)  the base transceiver station replacement computing facility
provisioning the replacement cellular LTE base transceiver station
with the same parameters as the cellular LTE base transceiver station,
except for the Cell Identifier,

(iv}  the cellular LTE base transceiver station reducing 18 transmit power at
g rate P'r, while the replacement cellular LTE base transceiver station
increases its transmit power at a rate Pr,

a. wherein the rate Pr is selected to eroulate the power reccived at a
typical mobile transceiver device in the RF coverage area from two
typical fixed LTE base transceiver stations separated by a 2-Cell
radu, and

b. whercin the emulation is of a rootion of the typical mobile
transceiver device away from the cellular LTE base transceiver
station and towards replacement cellular LTE base transceiver
station, the rate of emulated motion of the mobile transceiver
device being between 3 and 30 km/hr, and

(V) cach of the plurality of mobile transceiver devices is handed over from

the cellular LTE base transceiver station to the replacement cellular
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LTE base transceiver station when power fevels and RF propagation
characteristics determine handover based on a predetermined
algorithro, wherein the replacing of the cellular LTE base transceiver
station 1s coraplete when all of the plurality of mobile transceiver
devices is handed over to the replacement cellular LTE base

transceiver station.

235, A system, comprising:

a plurality of cellular LTE base transceiver stations, each celhular LTE base transceiver
station 1n RF comrnunication with a plurality of mobile transceiver devices in an RF
coverage area, the cellular LTE base transceiver station comprising a base station
optimization server and a publish-subscribe broker communications facility,

wherein the plurality of base station optimization servers ase networked
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a pair of identical service application instances, one designated as an active service
instance, and one designated as a hot standby service instance, wherein the active
service instance s hosted on one optimization server, and the hot standby service
mstance is hosted on a different optimization server; and

a phirality of identical service application instances, wherein all but one are designated as
active service instances, and one is designated as the hot standby service instance,
wherein each service instance is hosted on a different optimization server;

wherein an active service instance utilizes the distributed publish-subscribe broker

network architecture to provide its service o the phirality of mobile transceiver

© to maintain the same application state

information as does the active service instance, or as do the active service instances,

236. The system of claim 235, wherein the hot standby service instance recetves the same
service-specitic messages as does cach active service instance that it is posed to replace, and
wherein the hot standby service instance performs identical processing to that performed by
each active service instance it is poised to replace, and generates the same state information

as is generated by each active service instance it is poised to replace, except that the service
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instance in the hot standby state does not publish the service-specific messages that an active

service instance publishes.

237. The system of claim 2306, wherein 2 failure in an active service instance is detected by
the hot standby service instance, and wherein the hot standby service instance promotes itself
to the active state, and resumes service for all mobile transceiver devices that previously were
provided service by the failed active service instance by now allowing itself to publish

service-specific messages.

238. The systern of claim 237, wherein when a failure occurs jo an active service mstance,
the service being provided to users of the application continues without interruption, except

for interactions that occur when the failure occurs.

239. The system of claim 235, wherein no processing overhead occurs in an active service
instance to maintain the same application state information in the hot standby service

mstance.

240, The system of claim 2335, wherein a unique keep-alive message exchange service
mstance identifier is used in 3 message exchange to determine when a service instance
initializes, whether the service instance transitions to the active state or to the hot standby
state, and wherein the unique service instance identifier 15 used by the hot standby service
instance to determine which of a plurality of active service instances has failed, and wherein
when a faihire occurs, the hot standby service instance uses the service instance wdentifier of
the active service instance it replaces for all service-specific message interactions, thereby
replacing the active service instance without disrupting the service provided to any user of

the service.

241, A method, comprising:
providing a plurality of cellular LTE base transceiver stations, cach cellular LTE base
transceiver station in RF commumnication with a plurality of mobile transceiver
devices 1o an RF coverage area, the cellular LTE base transceiver station
comprising a base station optimization server and a publish-subscribe broker

communications facility, wherein the plurality of base station optimization servers
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providing a pair of identical service application instances, one designated as the active
service instance, and one designated as the hot standby service instance, wherein the
active service instance 18 hosted on one optimization server, while the hot standby
service instance is hosted on a different optimization server; and

providing a plurality of identical service application instances, wherein all but one are
designated as active service instances, and one is designated as the hot standby
service instance, wherein each service instance 18 hosted on a different optimization
STV

wherein an active service instance utilizes the distributed publish-subscribe broker
network architecture to provide its service to the plurality of mobile transceiver
devices, and wherein the hot standby service mnstance utilizes the distribusted

rehutecture to maintain the same application state

information as does the active service instance, or as do the active service instances,

D
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