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SYSTEMS AND METHODS FOR
EMERGENCY COMMUNICATIONS
AMONGST GROUPS OF DEVICES BASED
ON SHARED DATA

CROSS-REFERENCE

This application is a continuation of U.S. patent applica-
tion Ser. No. 17/856,796, filed Jul. 1, 2022, which is a
continuation of U.S. patent application Ser. No. 16/940,043,
filed Jul. 27, 2020, issued as U.S. Pat. No. 11,445,349 on
Sep. 13, 2022, which is a continuation of U.S. patent
application Ser. No. 16/526,195, filed Jul. 30, 2019, issued
as U.S. Pat. No. 10,771,951 on Sep. 8, 2020, which is a
continuation of U.S. Pat. No. 15,958,398, filed Apr. 20,
2018, issued as U.S. Pat. No. 10,419,915 on Sep. 17, 2019,
which is a continuation of U.S. patent application Ser. No.
15/444,133, filed Feb. 27, 2017, issued as U.S. Pat. No.
9,986,404 on May 29, 2018, which claims the benefit of U.S.
Provisional Application No. 62/300,562, filed Feb. 26, 2016,
U.S. Provisional Application No. 62/300,572, filed Feb. 26,
2016, and U.S. Provisional Application No. 62/310,149,
filed Mar. 18, 2016. The entire contents of these applications
are incorporated by reference herein.

BACKGROUND

A person in an emergency situation may request help
using a mobile communication device such as a cell phone
to dial a designated emergency number like 9-1-1 or a direct
access phone number for the local emergency service pro-
vider (e.g. an emergency dispatch center). This call is
assigned to one or more first responders by the emergency
service provider. However, these communications are typi-
cally limited to audio calls with narrow functionality since
most emergency service providers that receive emergency
calls currently lack the capacity for more sophisticated
communications.

SUMMARY

In most countries across the world, designated 3-digit
numbers exist to place calls for emergency assistance. These
calls for requesting emergency assistance are normally made
via analog communication channels such as a public
switched telephone network (PSTN) since most emergency
service providers such as emergency dispatch centers (EDC)
or public-safety access points (PSAP) are generally suited to
only receive analog landline based calls. However, a vast
number of calls requesting emergency assistance now origi-
nate from mobile communication devices such as, for
example, mobile phones that are capable of communicating
via data communication channels (e.g. Internet Protocol
(IP)-based communication sessions). Despite the conve-
nience of mobile communication devices, emergency ser-
vice providers have been unable to leverage these capabili-
ties to provide enhanced emergency communications in
responding to emergency requests for assistance.

When a call for emergency assistance is received by an
emergency service (e.g. an EDC), the EDC verifies the
purpose of the call and other information about the caller
(e.g. name, address, location, etc.), and then assigns one or
more first responders to assist the caller. The information
shared with the dispatcher at the EDC from the communi-
cation device of the caller, including any meta-data sent
from the communication device of the caller is typically
information about the caller. In some instances, in the case
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of'aland-line or an Internet Protocol (IP) based wired phone,
additional information about the caller is obtained from a
database, for example, an automatic location identification
(ALI) database, or a master street address guide (MSAG)
based on address information (e.g. home billing address)
sent from the caller’s communication device. In the case of
a wireless calling device, location information may include
the location of a nearby cell tower through which the call
from the wireless device is routed. The EDC generally
receives calls for emergency assistance from the person or
persons who are in an emergency situation or are impacted
directly by the emergency situation, for example, a fire in a
building or a personal health condition. Calls for emergency
assistance are typically placed from communication devices
that belong to persons calling for emergency assistance.
However, in some instances, a call for emergency assistance
is made by another person on behalf of the person or persons
in an emergency. In some instances the person or persons
needing the emergency assistance may not even be in the
same geographic location or GPS position as the person or
persons calling to request emergency assistance. In these
circumstances, the EDC is unable to pull important infor-
mation necessary for coordinating an emergency response.
For example, if the person calling on behalf of another
person in an emergency situation does not know the location
of the other person, then the EDC lacks any means of
obtaining this information. Moreover, the EDC is forced to
act as an intermediary between the person in the emergency
situation and the first responders, often conveying critical
information between the parties using an audio channel (e.g.
2-way radio), wherein there is no way for the person and the
first responder to communicate directly or share important
information. Additionally, many emergency situations could
be prevented if people had the ability to share information
more easily and monitor one another (e.g. parents monitor-
ing their children in a crowded theme park).

Accordingly, disclosed herein are systems, methods, and
devices for allowing user communication devices that are
part of a group of user communication devices to autono-
mously share meta-data about each user and/or user com-
munication device in the group, for example, location infor-
mation, with each other on a periodic basis such that all the
user communication devices are in possession of the unique
meta-data about each of the users and associated user
communication devices in the group and keep a cache of this
location information among each other for a specified period
of time. In another aspect, described herein are systems,
methods, and devices for providing access to unique infor-
mation of a user stored on any one, or more, of the user
communication devices that are part of a group of user
communication devices including the user communication
device of the user needing emergency assistance to an EDC
or other emergency service provider.

In addition, the systems, devices, methods, and media
described herein allow a person to send a request for
assistance (e.g. an emergency request) on behalf of another
person (e.g. a proxy communication). In some embodiments,
a proxy communication session is established by a user
communication device on behalf of another device belong-
ing to another person in an emergency situation. In some
embodiments, a recipient of the emergency request is an
emergency dispatch center. In some embodiments, a recipi-
ent of the emergency request is an emergency management
system. In some embodiments, the recipient of the emer-
gency request is a relative or a friend. In some embodiments,
the proxy communication session enables a third party (e.g.
a recipient, or in some cases, a first responder assigned to the
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emergency) to obtain important information (e.g. location
meta-data, user identification, user health history, etc.) from
the device of the person in the emergency situation. In some
embodiments, the third party is authorized to extract infor-
mation from the device of the person in the emergency
situation without requiring confirmation or permission from
the person (e.g. pre-authorized). As a result, the third party
is able to provide effective and timely assistance. In some
embodiments, a third party is a user of a member device
belonging to a group of devices.

Finally, disclosed herein are systems, devices, and meth-
ods that enable user communication devices to communicate
directly with first responders, and for EDCs to initiate and
setup such communication connections and send vital emer-
gency situation related information directly to the first
responders responding to an emergency situation. In some
embodiments, multiple first responders are able to receive
information about an emergency situation directly from a
user so that a collective awareness can be generated about a
user’s emergency situation. In some embodiments, an EDC
is able to add first responders to an active call for emergency
response and provide the first responders direct access to the
information being sent from the user’s communication
device and to the history of the information of the commu-
nication session from the user to the EDC and other first
responders.

In one aspect, disclosed herein are communication
devices comprising at least one processor, a memory, a
network element, and a computer program including instruc-
tions executable by the at least one processor to create a
group monitoring application comprising: (a) a group mod-
ule determining that the communication device belongs to a
group of devices, wherein the group of devices comprises
member devices that are authorized to share data with each
other; (b) a data sharing module providing data associated
with the communication device to one or more member
devices in the group of devices; and (c) a data intake module
obtaining data associated with a member device in the group
of devices and using the data to update a data set associated
with the member device, wherein the data intake module
requests a status update from the member device upon a
triggering event. In some embodiments, the device com-
prises a communication module sending a request for assis-
tance to a recipient on behalf of the member device. In
further embodiments, the request for assistance is on behalf
of a user of the member device. In further embodiments, the
communication module provides the data set associated with
the member device to the recipient. In yet further embodi-
ments, the communication module provides the data set
associated with the member device to the recipient by
updating a database accessed by the recipient. In yet further
embodiments, the communication module provides the data
set associated with the member device to the recipient by
sending the data set directly to the recipient. In yet further
embodiments, the communication module provides the data
set associated with the member device to the recipient by
giving the recipient authorization to retrieve the data set
from the group of devices. In yet further embodiments, the
communication module provides the data set associated with
the member device to the recipient by giving the recipient
authorization to retrieve the data set from the member
device. In yet further embodiments, the communication
module provides the data set associated with the member
device to the recipient by giving the recipient authorization
to retrieve the data set from a database associated with the
group of devices. In yet further embodiments, the commu-
nication module provides the data set associated with the
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member device to the recipient by giving the recipient
authorization to retrieve the data set from a different member
device in the group of devices. In yet further embodiments,
the request to the recipient on behalf of the member device
comprises the data set associated with the member device. In
yet further embodiments, the data set associated with the
member device is provided as a separate communication
from the request on behalf of the member device. In further
embodiments, the communication device and the member
device do not share the same user. In further embodiments,
the communication device and the member device share the
same user. In further embodiments, the request for assistance
comprises a request to establish a covert communication
session for the member device. In further embodiments, the
request is an emergency request for assistance. In further
embodiments, the recipient is an emergency service. In
further embodiments, the recipient is an emergency man-
agement system. In yet further embodiments, the commu-
nication device identifies an emergency dispatch center as
responsible for the jurisdiction where the member device is
located using the data set associated with the member
device. In yet further embodiments, the communication
device communicates with the emergency dispatch center by
allowing the emergency management system to bridge a first
data channel between the emergency management system
and the communication device with a second data channel
between the emergency management system and the emer-
gency dispatch center. In yet further embodiments, commu-
nications between the communication device and member
devices in the group of devices are provided to the EMS
after the communication module sends the request for assis-
tance. In further embodiments, the recipient is an emergency
dispatch center. In further embodiments, the recipient is a
first responder. In further embodiments, the recipient is a
private security service. In further embodiments, the recipi-
ent is a third party not associated with an emergency service.
In further embodiments, the recipient is another member
device in the group of devices. In some embodiments, the
communications device comprises an alert module deter-
mining the existence of an emergency situation relating to
the member device. In further embodiments, the alert mod-
ule provides an alert to a user of the communication device,
wherein the alert informs the user of the emergency situation
relating to the member device. In further embodiments, the
alert module autonomously determines the emergency situ-
ation exists for the member device. In further embodiments,
the alert module determines the emergency situation exists
for the member device by analyzing the data set associated
with the member device. In further embodiments, the alert
module determines the emergency situation exists when the
communication device has not received a status update from
the member device in response to a status update request for
a threshold number of times within a defined time period. In
further embodiments, the alert module determines the emer-
gency situation exists when the communication device has
not received at least a threshold number of periodic pings
from the member device within a defined time period. In
further embodiments, the alert module determines the emer-
gency situation exists by detecting a request for assistance
sent by the member device. In further embodiments, the alert
module determines the emergency situation exists by detect-
ing a request for assistance sent on behalf of the member
device. In further embodiments, the alert module determines
the emergency situation exists by detecting the member
device is part of an emergency communication session. In
further embodiments, the alert module requests a status
update by the member device, wherein the alert module



US 12,349,035 B2

5

confirms the emergency situation when the member device
fails to provide a status update within a defined time period.
In further embodiments, the alert module confirms the
emergency situation. In yet further embodiments, the alert
module confirms the emergency situation by verifying the
emergency situation with the group of devices. In yet further
embodiments, the alert module confirms the emergency
situation by polling the group of devices to verify the
member device has failed to provide the status update within
a defined time period before providing the alert to the user
of the communication device. In yet further embodiments,
the alert module confirms the emergency situation by hold-
ing a vote by member devices in the group of devices to
decide whether the emergency situation exists. In still yet
further embodiments, the communication device casts a first
vote, wherein a general vote by remaining member devices
in the group of devices is held if the first vote indicates the
emergency situation exists. In still yet further embodiments,
each vote is given equal weight. In still yet further embodi-
ments, the vote comprises weighted voting. In yet further
embodiments, the communications device comprises a com-
munication module sending a request for assistance to a
recipient on behalf of the member device and providing the
data set associated with the member device to the recipient,
wherein the request is sent after the alert module confirms
the emergency situation relating to the member device. In
some embodiments, the status update comprises the data set
for the member device. In some embodiments, the status
update comprises a confirmation that a user of the member
device is okay. In some embodiments, the data sharing
module receives a status update request from a member
device in the group of devices, wherein the communication
device sends back a status update upon input by a user of the
communication device. In some embodiments, the data
sharing module receives a status update request from a
member device in the group of devices, wherein the com-
munication device autonomously sends back a status update
without requiring input by a user of the communication
device. In some embodiments, the triggering event occurs
when the device receives user input requesting the status
update from the member device. In some embodiments, data
for the member device is obtained directly from the member
device. In some embodiments, data for the member device
is obtained indirectly from the one or more other member
devices in the group of devices. In some embodiments, data
for the member device is obtained from a database external
to the group of devices. In some embodiments, data for the
member device is stored on a cache database. In some
embodiments, data for the member device is selected from
the group consisting of: location data, health data, user data,
sensor data, and any combination thereof. In further embodi-
ments, the location data comprises a location of the member
device determined using a method selected from the group
consisting of: GPS satellite triangulation, cell tower trian-
gulation, Wi-Fi triangulation, Bluetooth triangulation, and
any combination thereof. In yet further embodiments, the
location of the member device comprises coordinates having
an accuracy of within 10 meters. In further embodiments,
the health data comprises historical health data of a user of
the member device selected from the group consisting of:
age, weight, height, allergies, blood type, medical history,
and any combination thereof. In further embodiments, the
sensor data is provided by one or more sensors of the
member device. In further embodiments, the sensor data is
provided by one or more sensors that are physically separate
from the member device. In further embodiments, user data
is selected from the group consisting of: identity, home
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address, work address, occupation, family information, user
contact information, emergency contact information, and
any combination thereof. In some embodiments, the com-
munication device autonomously obtains data from the
member device without requesting data. In some embodi-
ments, the communication device periodically obtains data
from the member device. In some embodiments, the com-
munication device obtains data from the member device
upon receiving user input requesting data from the member
device. In some embodiments, the data intake module com-
prises data intake settings configurable by a user. In some
embodiments, the data sharing module comprises data shar-
ing settings configurable by a user. In some embodiments,
the data set comprises current data. In some embodiments,
the communication device and one or more member devices
in the group of devices share data with each other directly
without routing the data through an intermediary. In some
embodiments, the communication device and one or more
member devices in the group of devices share data with each
other indirectly by routing the data through an intermediary.
In further embodiments, the intermediary is an emergency
management system. In some embodiments, the communi-
cations device comprises a data settings module comprising
data sharing settings configurable by a user. In some
embodiments, the communication device joins the group of
devices by providing authorization to share data with exist-
ing member devices. In some embodiments, the group of
devices comprises member devices that provide authoriza-
tion to share data with other member devices in the group.
In some embodiments, the group of devices comprises an ad
hoc selection of member devices that joins the group auto-
matically when the member devices are linked to a common
emergency. In some embodiments, the group module deter-
mines that the member device belongs to the group of
devices based on one or more of a phone number of the
member device, user input indicating association between a
user of the communication device and a user of the member
device, an IP network subnet the communication device and
member device belong to, and a home address associated
with the communication device and the member device. In
some embodiments, the communication device comprises an
interactive display showing a map, wherein the map displays
a location of the communication device, location of one or
more member devices in the group of devices, or any
combination thereof. In further embodiments, the commu-
nication device requests location data from the member
device when the map is opened. In some embodiments, the
status request module allows a user of the communication
device to send a status update to one or more member
devices in the group of devices. In further embodiments, the
status update comprises an indication that the user is okay.
In further embodiments, the status update comprises a data
set associated with the user of the communication device. In
some embodiments, the communication device comprises a
unique calling number assigned to it. In some embodiments,
the communication device is a mobile communication
device. In some embodiments, the communication device
does not have a unique calling number assigned to it. In
some embodiments, the member device is a mobile com-
munication device. In some embodiments, the member
device does not have a unique calling number assigned to it.
In some embodiments, the communication device has a
geographic location that is distinct from a geographic loca-
tion of the member device. In some embodiments, the
member device is not configured to be worn or carried by a
user. In some embodiments, the member device is a wear-
able device comprising one or more sensors. In some
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embodiments, the member device is a home monitoring
device. In some embodiments, the member device is a
vehicle monitoring device. In some embodiments, the com-
munications device communicates with a recipient through
an emergency communication session comprising: (a) a first
data channel with an emergency service; and (b) a second
data channel with a communication device of a first
responder assigned to the emergency, wherein the second
data channel is a direct data channel that allows the com-
munication device to share the data set with the communi-
cation device of the first responder to share data without
routing the data set through the emergency service. In some
embodiments, the communications device communicates
with a recipient through an emergency communication ses-
sion comprising: (a) a first data channel with an emergency
management system; and (b) a second data channel between
the emergency service and the communication device of the
first responder, wherein the emergency communication
module bridges the first data channel with the second data
channel to allow the user communication device to share the
data set with the communication device of the first responder
by routing the data set through the emergency service.

In another aspect, disclosed herein are non-transitory
computer-readable storage media encoded with a computer
program including instructions executable by a processor to
create a group monitoring application comprising: (a) a
group module determining that the communication device
belongs to a group of devices, wherein the group of devices
comprises member devices that are authorized to share data
with each other; (b) a data sharing module providing data
associated with the communication device to one or more
member devices in the group of devices; and (¢) a data
intake module obtaining data associated with a member
device in the group of devices and using the data to update
a data set associated with the member device, wherein the
data intake module requests a status update from the mem-
ber device upon a triggering event. In some embodiments,
the media comprises a communication module sending a
request for assistance to a recipient on behalf of the member
device. In further embodiments, the request for assistance is
on behalf of a user of the member device. In further
embodiments, the communication module provides the data
set associated with the member device to the recipient. In yet
further embodiments, the communication module provides
the data set associated with the member device to the
recipient by updating a database accessed by the recipient.
In yet further embodiments, the communication module
provides the data set associated with the member device to
the recipient by sending the data set directly to the recipient.
In yet further embodiments, the communication module
provides the data set associated with the member device to
the recipient by giving the recipient authorization to retrieve
the data set from the group of devices. In yet further
embodiments, the communication module provides the data
set associated with the member device to the recipient by
giving the recipient authorization to retrieve the data set
from the member device. In yet further embodiments, the
communication module provides the data set associated with
the member device to the recipient by giving the recipient
authorization to retrieve the data set from a database asso-
ciated with the group of devices. In yet further embodi-
ments, the communication module provides the data set
associated with the member device to the recipient by giving
the recipient authorization to retrieve the data set from a
different member device in the group of devices. In yet
further embodiments, the request to the recipient on behalf
of'the member device comprises the data set associated with
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the member device. In yet further embodiments, the data set
associated with the member device is provided as a separate
communication from the request on behalf of the member
device. In further embodiments, the communication device
and the member device do not share the same user. In further
embodiments, the communication device and the member
device share the same user. In further embodiments, the
request for assistance comprises a request to establish a
covert communication session for the member device. In
further embodiments, the request is an emergency request
for assistance. In further embodiments, the recipient is an
emergency service. In further embodiments, the recipient is
an emergency management system. In yet further embodi-
ments, the communication device identifies an emergency
dispatch center as responsible for the jurisdiction where the
member device is located using the data set associated with
the member device. In yet further embodiments, the com-
munication device communicates with the emergency dis-
patch center by allowing the emergency management system
to bridge a first data channel between the emergency man-
agement system and the communication device with a
second data channel between the emergency management
system and the emergency dispatch center. In yet further
embodiments, communications between the communication
device and member devices in the group of devices are
provided to the EMS after the communication module sends
the request for assistance. In further embodiments, the
recipient is an emergency dispatch center. In further embodi-
ments, the recipient is a first responder. In further embodi-
ments, the recipient is a private security service. In further
embodiments, the recipient is a third party not associated
with an emergency service. In further embodiments, the
recipient is another member device in the group of devices.
In some embodiments, the communications device com-
prises an alert module determining the existence of an
emergency situation relating to the member device. In
further embodiments, the alert module provides an alert to a
user of the communication device, wherein the alert informs
the user of the emergency situation relating to the member
device. In further embodiments, the alert module autono-
mously determines the emergency situation exists for the
member device. In further embodiments, the alert module
determines the emergency situation exists for the member
device by analyzing the data set associated with the member
device. In further embodiments, the alert module determines
the emergency situation exists when the communication
device has not received a status update from the member
device in response to a status update request for a threshold
number of times within a defined time period. In further
embodiments, the alert module determines the emergency
situation exists when the communication device has not
received at least a threshold number of periodic pings from
the member device within a defined time period. In further
embodiments, the alert module determines the emergency
situation exists by detecting a request for assistance sent by
the member device. In further embodiments, the alert mod-
ule determines the emergency situation exists by detecting a
request for assistance sent on behalf of the member device.
In further embodiments, the alert module determines the
emergency situation exists by detecting the member device
is part of an emergency communication session. In further
embodiments, the alert module requests a status update by
the member device, wherein the alert module confirms the
emergency situation when the member device fails to pro-
vide a status update within a defined time period. In further
embodiments, the alert module confirms the emergency
situation. In yet further embodiments, the alert module
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confirms the emergency situation by verifying the emer-
gency situation with the group of devices. In yet further
embodiments, the alert module confirms the emergency
situation by polling the group of devices to verify the
member device has failed to provide the status update within
a defined time period before providing the alert to the user
of the communication device. In yet further embodiments,
the alert module confirms the emergency situation by hold-
ing a vote by member devices in the group of devices to
decide whether the emergency situation exists. In still yet
further embodiments, the communication device casts a first
vote, wherein a general vote by remaining member devices
in the group of devices is held if the first vote indicates the
emergency situation exists. In still yet further embodiments,
each vote is given equal weight. In still yet further embodi-
ments, the vote comprises weighted voting. In yet further
embodiments, the communications device comprises a com-
munication module sending a request for assistance to a
recipient on behalf of the member device and providing the
data set associated with the member device to the recipient,
wherein the request is sent after the alert module confirms
the emergency situation relating to the member device. In
some embodiments, the status update comprises the data set
for the member device. In some embodiments, the status
update comprises a confirmation that a user of the member
device is okay. In some embodiments, the data sharing
module receives a status update request from a member
device in the group of devices, wherein the media sends
back a status update upon input by a user of the communi-
cation device. In some embodiments, the data sharing mod-
ule receives a status update request from a member device
in the group of devices, wherein the media autonomously
sends back a status update without requiring input by a user
of the communication device. In some embodiments, the
triggering event occurs when the media receives user input
requesting the status update from the member device. In
some embodiments, data for the member device is obtained
directly from the member device. In some embodiments,
data for the member device is obtained indirectly from the
one or more other member devices in the group of devices.
In some embodiments, data for the member device is
obtained from a database external to the group of devices. In
some embodiments, data for the member device is stored on
a cache database. In some embodiments, data for the mem-
ber device is selected from the group consisting of: location
data, health data, user data, sensor data, and any combina-
tion thereof. In further embodiments, the location data
comprises a location of the member device determined using
a method selected from the group consisting of: GPS satel-
lite triangulation, cell tower triangulation, Wi-Fi triangula-
tion, Bluetooth triangulation, and any combination thereof.
In yet further embodiments, the location of the member
device comprises coordinates having an accuracy of within
10 meters. In further embodiments, the health data com-
prises historical health data of a user of the member device
selected from the group consisting of: age, weight, height,
allergies, blood type, medical history, and any combination
thereof. In further embodiments, the sensor data is provided
by one or more sensors of the member device. In further
embodiments, the sensor data is provided by one or more
sensors that are physically separate from the member device.
In further embodiments, user data is selected from the group
consisting of: identity, home address, work address, occu-
pation, family information, user contact information, emer-
gency contact information, and any combination thereof. In
some embodiments, the communication device autono-
mously obtains data from the member device without

5

10

15

20

25

30

35

40

45

50

55

60

10

requesting data. In some embodiments, the communication
device periodically obtains data from the member device. In
some embodiments, the communication device obtains data
from the member device upon receiving user input request-
ing data from the member device. In some embodiments, the
data intake module comprises data intake settings configur-
able by a user. In some embodiments, the data sharing
module comprises data sharing settings configurable by a
user. In some embodiments, the data set comprises current
data. In some embodiments, the communication device and
one or more member devices in the group of devices share
data with each other directly without routing the data
through an intermediary. In some embodiments, the com-
munication device and one or more member devices in the
group of devices share data with each other indirectly by
routing the data through an intermediary. In further embodi-
ments, the intermediary is an emergency management sys-
tem. In some embodiments, the communications device
comprises a data settings module comprising data sharing
settings configurable by a user. In some embodiments, the
communication device joins the group of devices by pro-
viding authorization to share data with existing member
devices. In some embodiments, the group of devices com-
prises member devices that provide authorization to share
data with other member devices in the group. In some
embodiments, the group of devices comprises an ad hoc
selection of member devices that joins the group automati-
cally when the member devices are linked to a common
emergency. In some embodiments, the group module deter-
mines that the member device belongs to the group of
devices based on one or more of a phone number of the
member device, user input indicating association between a
user of the communication device and a user of the member
device, an IP network subnet the communication device and
member device belong to, and a home address associated
with the communication device and the member device. In
some embodiments, the communication device comprises an
interactive display showing a map, wherein the map displays
a location of the communication device, location of one or
more member devices in the group of devices, or any
combination thereof. In further embodiments, the commu-
nication device requests location data from the member
device when the map is opened. In some embodiments, the
status request module allows a user of the communication
device to send a status update to one or more member
devices in the group of devices. In further embodiments, the
status update comprises an indication that the user is okay.
In further embodiments, the status update comprises a data
set associated with the user of the communication device. In
some embodiments, the communication device comprises a
unique calling number assigned to it. In some embodiments,
the communication device is a mobile communication
device. In some embodiments, the communication device
does not have a unique calling number assigned to it. In
some embodiments, the member device is a mobile com-
munication device. In some embodiments, the member
device does not have a unique calling number assigned to it.
In some embodiments, the communication device has a
geographic location that is distinct from a geographic loca-
tion of the member device. In some embodiments, the
member device is not configured to be worn or carried by a
user. In some embodiments, the member device is a wear-
able device comprising one or more sensors. In some
embodiments, the member device is a home monitoring
device. In some embodiments, the member device is a
vehicle monitoring device. In some embodiments, the com-
munications device communicates with a recipient through
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an emergency communication session comprising: (a) a first
data channel with an emergency service; and (b) a second
data channel with a communication device of a first
responder assigned to the emergency, wherein the second
data channel is a direct data channel that allows the com-
munication device to share the data set with the communi-
cation device of the first responder to share data without
routing the data set through the emergency service. In some
embodiments, the communications device communicates
with a recipient through an emergency communication ses-
sion comprising: (a) a first data channel with an emergency
management system; and (b) a second data channel between
the emergency service and the communication device of the
first responder, wherein the emergency communication
module bridges the first data channel with the second data
channel to allow the user communication device to share the
data set with the communication device of the first responder
by routing the data set through the emergency service.

In another aspect, disclosed herein are methods for moni-
toring a group of devices by a communication device, the
methods comprising: (a) determining, by the communication
device, that the communication device belongs to a group of
devices, wherein the group of devices comprises member
devices that are authorized to share data with each other; (b)
providing, by the communication device, data associated
with the communication device to one or more member
devices in the group of devices; and (c) obtaining, by the
communication device, data associated with a member
device in the group of devices and using the data to update
a data set associated with the member device, wherein the
communication device requests a status update from the
member device upon a triggering event. In some embodi-
ments, the method comprises sending, by the communica-
tion device, a request for assistance to a recipient on behalf
of the member device. In further embodiments, the request
for assistance is on behalf of a user of the member device.
In further embodiments, the method comprises providing, by
the communication device, the data set associated with the
member device to the recipient. In yet further embodiments,
the communication module provides the data set associated
with the member device to the recipient by updating a
database accessed by the recipient. In yet further embodi-
ments, the communication device provides the data set
associated with the member device to the recipient by
sending the data set directly to the recipient. In yet further
embodiments, the communication device provides the data
set associated with the member device to the recipient by
giving the recipient authorization to retrieve the data set
from the group of devices. In yet further embodiments, the
communication device provides the data set associated with
the member device to the recipient by giving the recipient
authorization to retrieve the data set from the member
device. In yet further embodiments, the communication
device provides the data set associated with the member
device to the recipient by giving the recipient authorization
to retrieve the data set from a database associated with the
group of devices. In yet further embodiments, the commu-
nication device provides the data set associated with the
member device to the recipient by giving the recipient
authorization to retrieve the data set from a different member
device in the group of devices. In yet further embodiments,
the request to the recipient on behalf of the member device
comprises the data set associated with the member device. In
yet further embodiments, the data set associated with the
member device is provided as a separate communication
from the request on behalf of the member device. In further
embodiments, the communication device and the member
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device do not share the same user. In further embodiments,
the communication device and the member device share the
same user. In further embodiments, the request for assistance
comprises a request to establish a covert communication
session for the member device. In further embodiments, the
request is an emergency request for assistance. In further
embodiments, the recipient is an emergency service. In
further embodiments, the recipient is an emergency man-
agement system. In yet further embodiments, the commu-
nication device identifies an emergency dispatch center as
responsible for the jurisdiction where the member device is
located using the data set associated with the member
device. In yet further embodiments, the communication
device communicates with the emergency dispatch center by
allowing the emergency management system to bridge a first
data channel between the emergency management system
and the communication device with a second data channel
between the emergency management system and the emer-
gency dispatch center. In yet further embodiments, commu-
nications between the communication device and member
devices in the group of devices are provided to the EMS
after the communication module sends the request for assis-
tance. In further embodiments, the recipient is an emergency
dispatch center. In further embodiments, the recipient is a
first responder. In further embodiments, the recipient is a
private security service. In further embodiments, the recipi-
ent is a third party not associated with an emergency service.
In further embodiments, the recipient is another member
device in the group of devices. In some embodiments, the
method comprises determining, by the communication
device, an existence of an emergency situation relating to the
member device. In further embodiments, the method com-
prises providing, by the communication device, an alert to a
user of the communication device, wherein the alert informs
the user of the emergency situation relating to the member
device. In further embodiments, the communication device
autonomously determines the emergency situation exists for
the member device. In further embodiments, the communi-
cation device determines the emergency situation exists for
the member device by analyzing the data set associated with
the member device. In further embodiments, the communi-
cation device determines the emergency situation exists
when the communication device has not received a status
update from the member device in response to a status
update request for a threshold number of times within a
defined time period. In further embodiments, the commu-
nication device determines the emergency situation exists
when the communication device has not received at least a
threshold number of periodic pings from the member device
within a defined time period. In further embodiments, the
communication device determines the emergency situation
exists by detecting a request for assistance sent by the
member device. In further embodiments, the communication
device determines the emergency situation exists by detect-
ing a request for assistance sent on behalf of the member
device. In further embodiments, the communication device
determines the emergency situation exists by detecting the
member device is part of an emergency communication
session. In further embodiments, the communication device
requests a status update by the member device, wherein the
communication device confirms the emergency situation
when the member device fails to provide a status update
within a defined time period. In further embodiments, the
communication device confirms the emergency situation. In
yet further embodiments, the communication device con-
firms the emergency situation by verifying the emergency
situation with the group of devices. In yet further embodi-
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ments, the communication device confirms the emergency
situation by polling the group of devices to verify the
member device has failed to provide the status update within
a defined time period before providing the alert to the user
of the communication device. In yet further embodiments,
the communication device confirms the emergency situation
by holding a vote by member devices in the group of devices
to decide whether the emergency situation exists. In still yet
further embodiments, the communication device casts a first
vote, wherein a general vote by remaining member devices
in the group of devices is held if the first vote indicates the
emergency situation exists. In still yet further embodiments,
each vote is given equal weight. In still yet further embodi-
ments, the vote comprises weighted voting. In yet further
embodiments, the communications device comprises a com-
munication module sending a request for assistance to a
recipient on behalf of the member device and providing the
data set associated with the member device to the recipient,
wherein the request is sent after the communication device
confirms the emergency situation relating to the member
device. In some embodiments, the status update comprises
the data set for the member device. In some embodiments,
the status update comprises a confirmation that a user of the
member device is okay. In some embodiments, the commu-
nication device receives a status update request from a
member device in the group of devices, wherein the com-
munication device sends back a status update upon input by
a user of the communication device. In some embodiments,
the communication device receives a status update request
from a member device in the group of devices, wherein the
communication device autonomously sends back a status
update without requiring input by a user of the communi-
cation device. In some embodiments, the triggering event
occurs when the device receives user input requesting the
status update from the member device. In some embodi-
ments, data for the member device is obtained directly from
the member device. In some embodiments, data for the
member device is obtained indirectly from the one or more
other member devices in the group of devices. In some
embodiments, data for the member device is obtained from
a database external to the group of devices. In some embodi-
ments, data for the member device is stored on a cache
database. In some embodiments, data for the member device
is selected from the group consisting of: location data, health
data, user data, sensor data, and any combination thereof. In
further embodiments, the location data comprises a location
of the member device determined using a method selected
from the group consisting of: GPS satellite triangulation,
cell tower triangulation, Wi-Fi triangulation, Bluetooth tri-
angulation, and any combination thereof. In yet further
embodiments, the location of the member device comprises
coordinates having an accuracy of within 10 meters. In
further embodiments, the health data comprises historical
health data of a user of the member device selected from the
group consisting of: age, weight, height, allergies, blood
type, medical history, and any combination thereof. In
further embodiments, the sensor data is provided by one or
more sensors of the member device. In further embodiments,
the sensor data is provided by one or more sensors that are
physically separate from the member device. In further
embodiments, user data is selected from the group consist-
ing of: identity, home address, work address, occupation,
family information, user contact information, emergency
contact information, and any combination thereof. In some
embodiments, the communication device autonomously
obtains data from the member device without requesting
data. In some embodiments, the communication device
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periodically obtains data from the member device. In some
embodiments, the communication device obtains data from
the member device upon receiving user input requesting data
from the member device. In some embodiments, the com-
munication device comprises data intake settings configur-
able by a user. In some embodiments, the data sharing
module comprises data sharing settings configurable by a
user. In some embodiments, the data set comprises current
data. In some embodiments, the communication device and
one or more member devices in the group of devices share
data with each other directly without routing the data
through an intermediary. In some embodiments, the com-
munication device and one or more member devices in the
group of devices share data with each other indirectly by
routing the data through an intermediary. In further embodi-
ments, the intermediary is an emergency management sys-
tem. In some embodiments, the communications device
comprises data sharing settings configurable by a user. In
some embodiments, the communication device joins the
group of devices by providing authorization to share data
with existing member devices. In some embodiments, the
group of devices comprises member devices that provide
authorization to share data with other member devices in the
group. In some embodiments, the group of devices com-
prises an ad hoc selection of member devices that joins the
group automatically when the member devices are linked to
a common emergency. In some embodiments, the commu-
nication device determines that the member device belongs
to the group of devices based on one or more of a phone
number of the member device, user input indicating asso-
ciation between a user of the communication device and a
user of the member device, an IP network subnet the
communication device and member device belong to, and a
home address associated with the communication device and
the member device. In some embodiments, the communi-
cation device comprises an interactive display showing a
map, wherein the map displays a location of the communi-
cation device, location of one or more member devices in the
group of devices, or any combination thereof. In further
embodiments, the communication device requests location
data from the member device when the map is opened. In
some embodiments, the communication device allows a user
of the communication device to send a status update to one
or more member devices in the group of devices. In further
embodiments, the status update comprises an indication that
the user is okay. In further embodiments, the status update
comprises a data set associated with the user of the com-
munication device. In some embodiments, the communica-
tion device comprises a unique calling number assigned to
it. In some embodiments, the communication device is a
mobile communication device. In some embodiments, the
communication device does not have a unique calling num-
ber assigned to it. In some embodiments, the member device
is a mobile communication device. In some embodiments,
the member device does not have a unique calling number
assigned to it. In some embodiments, the communication
device has a geographic location that is distinct from a
geographic location of the member device. In some embodi-
ments, the member device is not configured to be worn or
carried by a user. In some embodiments, the member device
is a wearable device comprising one or more sensors. In
some embodiments, the member device is a home monitor-
ing device. In some embodiments, the member device is a
vehicle monitoring device. In some embodiments, the com-
munications device communicates with a recipient through
an emergency communication session comprising: (a) a first
data channel with an emergency service; and (b) a second
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data channel with a communication device of a first
responder assigned to the emergency, wherein the second
data channel is a direct data channel that allows the com-
munication device to share the data set with the communi-
cation device of the first responder to share data without
routing the data set through the emergency service. In some
embodiments, the communications device communicates
with a recipient through an emergency communication ses-
sion comprising: (a) a first data channel with an emergency
management system; and (b) a second data channel between
the emergency service and the communication device of the
first responder, wherein the emergency communication
module bridges the first data channel with the second data
channel to allow the user communication device to share the
data set with the communication device of the first responder
by routing the data set through the emergency service.

In another aspect, disclosed herein are emergency man-
agement systems comprising at least one processor, a
memory, a network element, and a computer program
including instructions executable by the at least one proces-
sor to create a server software application for managing
emergency communication sessions comprising: (a) a proxy
detection module for processing a proxy request for assis-
tance, wherein the proxy detection module: (i) receives a
request for assistance from a communication device,
wherein the request is associated with a member device in a
group of devices, wherein the group of devices comprises
member devices that are authorized to share data with each
other; (ii) determines the communication device is autho-
rized to send the request for assistance associated on behalf
of the member device; and (iii) obtains a data set associated
with the member device in the group of communication
devices; (b) an emergency communication module estab-
lishing a communication session with a recipient and at least
one of the communication device and the member device,
wherein the emergency communication module: (i) sends
the request to the recipient; and (ii) provides the data set
associated with the member device to the recipient. In some
embodiments, the emergency communication module pro-
vides the data set associated with the member device to the
recipient by updating a database accessed by the recipient.
In some embodiments, the emergency communication mod-
ule provides the data set associated with the member device
to the recipient by sending the data set directly to the
recipient. In some embodiments, the proxy detection module
obtains authorization to obtain the data set. In some embodi-
ments, the proxy detection module obtains the data set
associated with the member device from the communication
device. In some embodiments, the proxy detection module
obtains the data set associated with the member device from
the group of devices. In some embodiments, the proxy
detection module obtains the data set from a different
member device in the group of devices. In some embodi-
ments, the proxy detection module obtains the data set from
a database associated with the group of devices. In some
embodiments, the request for assistance comprises the data
set associated with the member device. In some embodi-
ments, the data set associated with the member device is
obtained in a separate communication from the request for
assistance. In some embodiments, the communication
device and the member device do not share the same user.
In some embodiments, the communication device and the
member device share the same user. In some embodiments,
the request is a request to establish a covert communication
session for the member device. In some embodiments, the
request is an emergency request for assistance. In some
embodiments, the recipient is an emergency service. In some
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embodiments, the recipient is an emergency dispatch sys-
tem. In further embodiments, the emergency communication
module uses the data set associated with the member device
to select an emergency dispatch center suitable for handling
the request for assistance. In further embodiments, the
communication session comprises: (a) a first data channel
between the EMS and the communication device; and (b) a
second data channel between the EMS and the EDC,
wherein the emergency communication module bridges the
first and second data channels to enable communications
between the communication device and the EDC. In further
embodiments, the communication session comprises: (a) a
first data channel between the EMS and the member device;
and (b) a second data channel between the EMS and the
EDC, wherein the emergency communication module
bridges the first and second data channels to enable com-
munications between the member device and the EDC. In
further embodiments, the communication session com-
prises: (a) a first data channel between the EMS and the
communication device; (b) a second data channel between
the EMS and the member device; and (c) a third data channel
between the EMS and the EDC, wherein the emergency
communication module bridges the first and second data
channels with the third data channel to enable communica-
tions between the communication device, the member
device, and the EDC. In further embodiments, the EMS
obtains communications between the communication device
and member devices in the group of devices after the
communication module receives the request for assistance.
In some embodiments, the recipient is a first responder. In
some embodiments, the recipient is a private security ser-
vice. In some embodiments, the recipient is a third party not
associated with an emergency service. In some embodi-
ments, the recipient is another member device in the group
of devices. In some embodiments, the system comprises a
cache database storing the data set associated with the
member device. In some embodiments, the system com-
prises a database storing communications between the com-
munication device, the member device, other member
devices in the group of devices, and the recipient. In some
embodiments, the data set comprises data for the member
device that is selected from the group consisting of: location
data, health data, user data, sensor data, and any combina-
tion thereof. In further embodiments, the location data
comprises a location of the member device determined using
a method selected from the group consisting of: GPS satel-
lite triangulation, cell tower triangulation, Wi-Fi triangula-
tion, Bluetooth triangulation, and any combination thereof.
In yet further embodiments, the location of the member
device comprises coordinates having an accuracy of within
10 meters. In further embodiments, the health data com-
prises historical health data of a user of the member device
selected from the group consisting of: age, weight, height,
allergies, blood type, medical history, and any combination
thereof. In further embodiments, the sensor data is provided
by one or more sensors of the member device. In further
embodiments, the sensor data is provided by one or more
sensors that are physically separate from the member device.
In further embodiments, user data is selected from the group
consisting of: identity, home address, work address, occu-
pation, family information, user contact information, emer-
gency contact information, and any combination thereof. In
further embodiments, the proxy detection module autono-
mously obtains data from the member device after receiving
the request for assistance. In further embodiments, the proxy
detection module periodically obtains data from the member
device after receiving the request for assistance. In further
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embodiments, the proxy detection module requests an
update to the data set associated with the member device. In
further embodiments, the data set comprises current data. In
further embodiments, the data shared between the commu-
nication device and one or more member devices in the
group of devices is routed through the EMS. In some
embodiments, the group of devices comprises an ad hoc
selection of member devices that joins the group automati-
cally when the member devices are linked to a common
emergency. In some embodiments, the proxy detection mod-
ule determines that the member device belongs to the group
of devices based on one or more of a phone number of the
member device, user input indicating association between a
user of the communication device and a user of the member
device, an IP network subnet the communication device and
member device belong to, and a home address associated
with the communication device and the member device. In
some embodiments, the communication device comprises a
unique calling number assigned to it. In some embodiments,
the communication device is a mobile communication
device. In some embodiments, the communication device
does not have a unique calling number assigned to it. In
some embodiments, the member device is a mobile com-
munication device. In some embodiments, the member
device does not have a unique calling number assigned to it.
In some embodiments, the communication device has a
geographic location that is distinct from a geographic loca-
tion of the member device. In some embodiments, the
member device is not configured to be worn or carried by a
user. In some embodiments, the member device is a wear-
able device comprising one or more sensors. In some
embodiments, the member device is a home monitoring
device. In some embodiments, the member device is a
vehicle monitoring device. In some embodiments, the com-
munication session comprises: (a) a first data channel with
the user communication device; (b) a second data channel
with a communication device of a first responder assigned to
the emergency; and (c) a third data channel between the user
communication device and the communication device of the
first responder assigned to the emergency, wherein the third
data channel is a direct data channel that allows the user
communication device and the communication device of the
first responder to share data with each other without routing
the data through the emergency management system. In
some embodiments, the communication session comprises:
(a) a first data channel with the user communication device;
and (b) a second data channel with a communication device
of a first responder assigned to the emergency, wherein the
emergency communication module bridges the first data
channel with the second data channel to allow the user
communication device and the communication device of the
first responder to share data with each other by routing the
data through the emergency management system.

In another aspect, disclosed herein are non-transitory
computer-readable storage media encoded with a computer
program including instructions executable by a processor to
create a server software application for managing emer-
gency communication sessions comprising: (a) a proxy
detection module for processing a proxy request for assis-
tance, wherein the proxy detection module: (i) receives a
request for assistance from a communication device,
wherein the request is associated with a member device in a
group of devices, wherein the group of devices comprises
member devices that are authorized to share data with each
other; (ii) determines the communication device is autho-
rized to send the request for assistance associated on behalf
of the member device; and (iii) obtains a data set associated
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with the member device in the group of communication
devices; (b) an emergency communication module estab-
lishing a communication session with a recipient and at least
one of the communication device and the member device,
wherein the emergency communication module: (i) sends
the request to the recipient; and (ii) provides the data set
associated with the member device to the recipient. In some
embodiments, the emergency communication module pro-
vides the data set associated with the member device to the
recipient by updating a database accessed by the recipient.
In some embodiments, the emergency communication mod-
ule provides the data set associated with the member device
to the recipient by sending the data set directly to the
recipient. In some embodiments, the proxy detection module
obtains authorization to obtain the data set. In some embodi-
ments, the proxy detection module obtains the data set
associated with the member device from the communication
device. In some embodiments, the proxy detection module
obtains the data set associated with the member device from
the group of devices. In some embodiments, the proxy
detection module obtains the data set from a different
member device in the group of devices. In some embodi-
ments, the proxy detection module obtains the data set from
a database associated with the group of devices. In some
embodiments, the request for assistance comprises the data
set associated with the member device. In some embodi-
ments, the data set associated with the member device is
obtained in a separate communication from the request for
assistance. In some embodiments, the communication
device and the member device do not share the same user.
In some embodiments, the communication device and the
member device share the same user. In some embodiments,
the request is a request to establish a covert communication
session for the member device. In some embodiments, the
request is an emergency request for assistance. In some
embodiments, the recipient is an emergency service. In some
embodiments, the recipient is an emergency dispatch sys-
tem. In further embodiments, the emergency communication
module uses the data set associated with the member device
to select an emergency dispatch center suitable for handling
the request for assistance. In further embodiments, the
communication session comprises: (a) a first data channel
between the EMS and the communication device; and (b) a
second data channel between the EMS and the EDC,
wherein the emergency communication module bridges the
first and second data channels to enable communications
between the communication device and the EDC. In further
embodiments, the communication session comprises: (a) a
first data channel between the EMS and the member device;
and (b) a second data channel between the EMS and the
EDC, wherein the emergency communication module
bridges the first and second data channels to enable com-
munications between the member device and the EDC. In
further embodiments, the communication session com-
prises: (a) a first data channel between the EMS and the
communication device; (b) a second data channel between
the EMS and the member device; and (c) a third data channel
between the EMS and the EDC, wherein the emergency
communication module bridges the first and second data
channels with the third data channel to enable communica-
tions between the communication device, the member
device, and the EDC. In further embodiments, the EMS
obtains communications between the communication device
and member devices in the group of devices after the
communication module receives the request for assistance.
In some embodiments, the recipient is a first responder. In
some embodiments, the recipient is a private security ser-



US 12,349,035 B2

19

vice. In some embodiments, the recipient is a third party not
associated with an emergency service. In some embodi-
ments, the recipient is another member device in the group
of devices. In some embodiments, the media comprises a
cache database storing the data set associated with the
member device. In some embodiments, the media comprises
a database storing communications between the communi-
cation device, the member device, other member devices in
the group of devices, and the recipient. In some embodi-
ments, the data set comprises data for the member device
that is selected from the group consisting of: location data,
health data, user data, sensor data, and any combination
thereof. In further embodiments, the location data comprises
a location of the member device determined using a method
selected from the group consisting of: GPS satellite trian-
gulation, cell tower triangulation, Wi-Fi triangulation, Blu-
etooth triangulation, and any combination thereof. In yet
further embodiments, the location of the member device
comprises coordinates having an accuracy of within 10
meters. In further embodiments, the health data comprises
historical health data of a user of the member device selected
from the group consisting of: age, weight, height, allergies,
blood type, medical history, and any combination thereof. In
further embodiments, the sensor data is provided by one or
more sensors of the member device. In further embodiments,
the sensor data is provided by one or more sensors that are
physically separate from the member device. In further
embodiments, user data is selected from the group consist-
ing of: identity, home address, work address, occupation,
family information, user contact information, emergency
contact information, and any combination thereof. In further
embodiments, the proxy detection module autonomously
obtains data from the member device after receiving the
request for assistance. In further embodiments, the proxy
detection module periodically obtains data from the member
device after receiving the request for assistance. In further
embodiments, the proxy detection module requests an
update to the data set associated with the member device. In
further embodiments, the data set comprises current data. In
further embodiments, the data shared between the commu-
nication device and one or more member devices in the
group of devices is routed through the EMS. In some
embodiments, the group of devices comprises an ad hoc
selection of member devices that joins the group automati-
cally when the member devices are linked to a common
emergency. In some embodiments, the proxy detection mod-
ule determines that the member device belongs to the group
of devices based on one or more of a phone number of the
member device, user input indicating association between a
user of the communication device and a user of the member
device, an IP network subnet the communication device and
member device belong to, and a home address associated
with the communication device and the member device. In
some embodiments, the communication device comprises a
unique calling number assigned to it. In some embodiments,
the communication device is a mobile communication
device. In some embodiments, the communication device
does not have a unique calling number assigned to it. In
some embodiments, the member device is a mobile com-
munication device. In some embodiments, the member
device does not have a unique calling number assigned to it.
In some embodiments, the communication device has a
geographic location that is distinct from a geographic loca-
tion of the member device. In some embodiments, the
member device is not configured to be worn or carried by a
user. In some embodiments, the member device is a wear-
able device comprising one or more sensors. In some
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embodiments, the member device is a home monitoring
device. In some embodiments, the member device is a
vehicle monitoring device. In some embodiments, the com-
munication session comprises: (a) a first data channel with
the user communication device; (b) a second data channel
with a communication device of a first responder assigned to
the emergency; and (c) a third data channel between the user
communication device and the communication device of the
first responder assigned to the emergency, wherein the third
data channel is a direct data channel that allows the user
communication device and the communication device of the
first responder to share data with each other without routing
the data through the emergency management system. In
some embodiments, the communication session comprises:
(a) a first data channel with the user communication device;
and (b) a second data channel with a communication device
of a first responder assigned to the emergency, wherein the
emergency communication module bridges the first data
channel with the second data channel to allow the user
communication device and the communication device of the
first responder to share data with each other by routing the
data through the emergency management system.

In another aspect, disclosed herein are methods for man-
aging emergency communication sessions by an EMS, the
methods comprising: (a) processing, by the EMS, a proxy
request for assistance by: (i) receiving a request for assis-
tance from a communication device, wherein the request is
associated with a member device in a group of devices,
wherein the group of devices comprises member devices
that are authorized to share data with each other; (ii)
determining the communication device is authorized to send
the request for assistance associated on behalf of the mem-
ber device; and (iii) obtaining a data set associated with the
member device in the group of communication devices; and
(b) establishing, by the EMS, a communication session with
a recipient and at least one of the communication device and
the member device by: (i) sending the request to the recipi-
ent; and (ii) providing the data set associated with the
member device to the recipient. In some embodiments, the
EMS provides the data set associated with the member
device to the recipient by updating a database accessed by
the recipient. In some embodiments, the EMS provides the
data set associated with the member device to the recipient
by sending the data set directly to the recipient. In some
embodiments, the EMS obtains authorization to obtain the
data set. In some embodiments, the EMS obtains the data set
associated with the member device from the communication
device. In some embodiments, the EMS obtains the data set
associated with the member device from the group of
devices. In some embodiments, the EMS obtains the data set
from a different member device in the group of devices. In
some embodiments, the EMS obtains the data set from a
database associated with the group of devices. In some
embodiments, the request for assistance comprises the data
set associated with the member device. In some embodi-
ments, the data set associated with the member device is
obtained in a separate communication from the request for
assistance. In some embodiments, the communication
device and the member device do not share the same user.
In some embodiments, the communication device and the
member device share the same user. In some embodiments,
the request is a request to establish a covert communication
session for the member device. In some embodiments, the
request is an emergency request for assistance. In some
embodiments, the recipient is an emergency service. In some
embodiments, the recipient is an emergency dispatch sys-
tem. In further embodiments, the method comprises using,
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by the EMS, the data set associated with the member device
to select an emergency dispatch center suitable for handling
the request for assistance. In further embodiments, the
communication session comprises: (a) a first data channel
between the EMS and the communication device; and (b) a
second data channel between the EMS and the EDC,
wherein the emergency communication module bridges the
first and second data channels to enable communications
between the communication device and the EDC. In further
embodiments, the communication session comprises: (a) a
first data channel between the EMS and the member device;
and (b) a second data channel between the EMS and the
EDC, wherein the emergency communication module
bridges the first and second data channels to enable com-
munications between the member device and the EDC. In
further embodiments, the communication session com-
prises: (a) a first data channel between the EMS and the
communication device; (b) a second data channel between
the EMS and the member device; and (c) a third data channel
between the EMS and the EDC, wherein the EMS bridges
the first and second data channels with the third data channel
to enable communications between the communication
device, the member device, and the EDC. In further embodi-
ments, the method comprises obtaining, by the EMS, com-
munications between the communication device and mem-
ber devices in the group of devices after the communication
module receives the request for assistance. In some embodi-
ments, the recipient is a first responder. In some embodi-
ments, the recipient is a private security service. In some
embodiments, the recipient is a third party not associated
with an emergency service. In some embodiments, the
recipient is another member device in the group of devices.
In some embodiments, the media comprises a cache data-
base storing the data set associated with the member device.
In some embodiments, the media comprises a database
storing communications between the communication
device, the member device, other member devices in the
group of devices, and the recipient. In some embodiments,
the data set comprises data for the member device that is
selected from the group consisting of: location data, health
data, user data, sensor data, and any combination thereof. In
further embodiments, the location data comprises a location
of the member device determined using a method selected
from the group consisting of: GPS satellite triangulation,
cell tower triangulation, Wi-Fi triangulation, Bluetooth tri-
angulation, and any combination thereof. In yet further
embodiments, the location of the member device comprises
coordinates having an accuracy of within 10 meters. In
further embodiments, the health data comprises historical
health data of a user of the member device selected from the
group consisting of: age, weight, height, allergies, blood
type, medical history, and any combination thereof. In
further embodiments, the sensor data is provided by one or
more sensors of the member device. In further embodiments,
the sensor data is provided by one or more sensors that are
physically separate from the member device. In further
embodiments, user data is selected from the group consist-
ing of: identity, home address, work address, occupation,
family information, user contact information, emergency
contact information, and any combination thereof. In further
embodiments, method comprises autonomously obtaining,
by the EMS, data from the member device after receiving
the request for assistance. In further embodiments, the
method comprises periodically obtaining, by the EMS, data
from the member device after receiving the request for
assistance. In further embodiments, the EMS requests an
update to the data set associated with the member device. In
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further embodiments, the data set comprises current data. In
further embodiments, the data shared between the commu-
nication device and one or more member devices in the
group of devices is routed through the EMS. In some
embodiments, the group of devices comprises an ad hoc
selection of member devices that joins the group automati-
cally when the member devices are linked to a common
emergency. In some embodiments, the EMS determines that
the member device belongs to the group of devices based on
one or more of a phone number of the member device, user
input indicating association between a user of the commu-
nication device and a user of the member device, an IP
network subnet the communication device and member
device belong to, and a home address associated with the
communication device and the member device. In some
embodiments, the communication device comprises a
unique calling number assigned to it. In some embodiments,
the communication device is a mobile communication
device. In some embodiments, the communication device
does not have a unique calling number assigned to it. In
some embodiments, the member device is a mobile com-
munication device. In some embodiments, the member
device does not have a unique calling number assigned to it.
In some embodiments, the communication device has a
geographic location that is distinct from a geographic loca-
tion of the member device. In some embodiments, the
member device is not configured to be worn or carried by a
user. In some embodiments, the member device is a wear-
able device comprising one or more sensors. In some
embodiments, the member device is a home monitoring
device. In some embodiments, the member device is a
vehicle monitoring device. In some embodiments, the com-
munication session comprises: (a) a first data channel with
the user communication device; (b) a second data channel
with a communication device of a first responder assigned to
the emergency; and (c) a third data channel between the user
communication device and the communication device of the
first responder assigned to the emergency, wherein the third
data channel is a direct data channel that allows the user
communication device and the communication device of the
first responder to share data with each other without routing
the data through the emergency management system. In
some embodiments, the communication session comprises:
(a) a first data channel with the user communication device;
and (b) a second data channel with a communication device
of a first responder assigned to the emergency, wherein the
emergency communication module bridges the first data
channel with the second data channel to allow the user
communication device and the communication device of the
first responder to share data with each other by routing the
data through the emergency management system.

In another aspect, disclosed herein are communication
devices comprising at least one processor, a memory, a
network element, and a computer program including instruc-
tions executable by the at least one processor to create an
emergency alert application comprising: (a) a user input
module receiving an indication to send a request for assis-
tance associated with a second device to a recipient; (b) a
communication module communicating with the recipient
after the indication to send a request for assistance is
received, wherein the communication module: (i) deter-
mines the communication device is authorized to send the
request for assistance on behalf of the second device to the
recipient; (ii) sends the request associated with the second
device to the recipient; and (iii) provides a data set associ-
ated with the second device to the recipient. In some
embodiments, the request for assistance is on behalf of a
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user of the member device. In some embodiments, the
communication module provides the data set associated with
the second device to the recipient by updating a database
accessed by the recipient. In some embodiments, the com-
munication module provides the data set associated with the
second device to the recipient by sending the data set
directly to the recipient. In some embodiments, the commu-
nication module provides the data set associated with the
second device to the recipient by giving the recipient autho-
rization to retrieve the data set from the member device. In
some embodiments, the request to the recipient on behalf of
the second device comprises the data set associated with the
second device. In some embodiments, the data set associated
with the second device is provided as a separate communi-
cation from the request on behalf of the second device. In
some embodiments, the communication device and the
second device do not share the same user. In some embodi-
ments, the communication device and the second device
share the same user. In some embodiments, the request is a
request to establish a covert communication session for the
second device. In some embodiments, the request is an
emergency request for assistance. In some embodiments, the
recipient is an emergency service. In some embodiments, the
recipient is an emergency management system. In further
embodiments, the communication device identifies the
emergency dispatch center as responsible for the jurisdiction
where the second device is located using the data set
associated with the second device. In yet further embodi-
ments, the communication device communicates with the
emergency dispatch center by allowing the emergency man-
agement system to bridge a first data channel between the
emergency management system and the communication
device with a second data channel between the emergency
management system and the emergency dispatch center. In
some embodiments, communications between the commu-
nication device and the second device are relayed to the
EMS after the communication module sends the request for
assistance. In some embodiments, the recipient is an emer-
gency dispatch center. In some embodiments, the recipient is
a first responder. In some embodiments, the recipient is a
private security service. In some embodiments, the recipient
is a third party not associated with an emergency service. In
some embodiments, data for the second device is obtained
from the second device. In some embodiments, data for the
second device is obtained from a database external to second
device. In some embodiments, data for the second device is
stored on a cache database. In some embodiments, data for
the second device is selected from the group consisting of:
location data, health data, user data, sensor data, and any
combination thereof. In further embodiments, the location
data comprises a location of the second device determined
using a method selected from the group consisting of: GPS
satellite triangulation, cell tower triangulation, Wi-Fi trian-
gulation, Bluetooth triangulation, and any combination
thereof. In yet further embodiments, the location of the
second device comprises coordinates having an accuracy of
within 10 meters. In further embodiments, the health data
comprises historical health data of a user of the second
device selected from the group consisting of: age, weight,
height, allergies, blood type, medical history, and any com-
bination thereof. In further embodiments, the sensor data is
provided by one or more sensors of the second device. In
further embodiments, the sensor data is provided by one or
more sensors that are physically separate from the member
device. In further embodiments, user data is selected from
the group consisting of: identity, home address, work
address, occupation, family information, user contact infor-
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mation, emergency contact information, and any combina-
tion thereof. In some embodiments, the communication
device autonomously obtains data from the second device
without requesting data. In some embodiments, the commu-
nication device periodically obtains data from the second
device. In some embodiments, the communication device
obtains data from the second device upon receiving user
input requesting the data from the second device. In some
embodiments, the data intake module comprises data intake
settings configurable by a user. In some embodiments, the
data set comprises current data. In some embodiments, the
communications device comprises an alert module provid-
ing an alert to a user of the communication device after
determining an emergency situation relating to the second
device. In further embodiments, the alert module autono-
mously determines an emergency situation for the second
device. In some embodiments, the communication device
obtains authorization from the second device to access the
data set associated with the second device. In some embodi-
ments, the second device provides authorization to share the
data set associated with the recipient. In some embodiments,
the communication device comprises an interactive display
showing a map, wherein the map displays a location of the
communication device, location of the second device, or any
combination thereof. In some embodiments, the communi-
cation device comprises a unique calling number assigned to
it. In some embodiments, the communication device is a
mobile communication device. In some embodiments, the
communication device does not have a unique calling num-
ber assigned to it. In some embodiments, the second device
is a mobile communication device. In some embodiments,
the second device does not have a unique calling number
assigned to it. In some embodiments, the communication
device has a geographic location that is distinct from a
geographic location of the second device. In some embodi-
ments, the second device is not configured to be worn or
carried by a user. In some embodiments, the second device
is a wearable device comprising one or more sensors. In
some embodiments, the second device is a home monitoring
device. In some embodiments, the second device is a vehicle
monitoring device. In some embodiments, the communica-
tion device and the second device both belong to a group of
devices, wherein member devices in the group of devices are
authorized to share data with each other. In some embodi-
ments, the second device is authorized to share data with a
recipient when a request for assistance is made on behalf of
the second device or its user. In some embodiments, the
communications device communicates with a recipient
through an emergency communication session comprising:
(a) a first data channel with an emergency service; and (b)
a second data channel with a communication device of a first
responder assigned to the emergency, wherein the second
data channel is a direct data channel that allows the com-
munication device to share the data set with the communi-
cation device of the first responder to share data without
routing the data set through the emergency service. In some
embodiments, the communications device communicates
with a recipient through an emergency communication ses-
sion comprising: (a) a first data channel with an emergency
management system; and (b) a second data channel between
the emergency service and the communication device of the
first responder, wherein the emergency communication
module bridges the first data channel with the second data
channel to allow the user communication device to share the
data set with the communication device of the first responder
by routing the data set through the emergency service.
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In another aspect, disclosed herein are non-transitory
computer-readable storage media encoded with a computer
program including instructions executable by a processor to
create an emergency alert application comprising: (a) a user
input module receiving an indication to send a request for
assistance associated with a second device to a recipient; (b)
a communication module communicating with the recipient
after the indication to send a request for assistance is
received, wherein the communication module: (i) deter-
mines the communication device is authorized to send the
request for assistance on behalf of the second device to the
recipient; (ii) sends the request associated with the second
device to the recipient; and (iii) provides a data set associ-
ated with the second device to the recipient. In some
embodiments, the request for assistance is on behalf of a
user of the member device. In some embodiments, the
communication module provides the data set associated with
the second device to the recipient by updating a database
accessed by the recipient. In some embodiments, the com-
munication module provides the data set associated with the
second device to the recipient by sending the data set
directly to the recipient. In some embodiments, the commu-
nication module provides the data set associated with the
second device to the recipient by giving the recipient autho-
rization to retrieve the data set from the member device. In
some embodiments, the request to the recipient on behalf of
the second device comprises the data set associated with the
second device. In some embodiments, the data set associated
with the second device is provided as a separate communi-
cation from the request on behalf of the second device. In
some embodiments, the communication device and the
second device do not share the same user. In some embodi-
ments, the communication device and the second device
share the same user. In some embodiments, the request is a
request to establish a covert communication session for the
second device. In some embodiments, the request is an
emergency request for assistance. In some embodiments, the
recipient is an emergency service. In some embodiments, the
recipient is an emergency management system. In further
embodiments, the communication device identifies the
emergency dispatch center as responsible for the jurisdiction
where the second device is located using the data set
associated with the second device. In yet further embodi-
ments, the communication device communicates with the
emergency dispatch center by allowing the emergency man-
agement system to bridge a first data channel between the
emergency management system and the communication
device with a second data channel between the emergency
management system and the emergency dispatch center. In
some embodiments, communications between the commu-
nication device and the second device are relayed to the
EMS after the communication module sends the request for
assistance. In some embodiments, the recipient is an emer-
gency dispatch center. In some embodiments, the recipient is
a first responder. In some embodiments, the recipient is a
private security service. In some embodiments, the recipient
is a third party not associated with an emergency service. In
some embodiments, data for the second device is obtained
from the second device. In some embodiments, data for the
second device is obtained from a database external to second
device. In some embodiments, data for the second device is
stored on a cache database. In some embodiments, data for
the second device is selected from the group consisting of:
location data, health data, user data, sensor data, and any
combination thereof. In further embodiments, the location
data comprises a location of the second device determined
using a method selected from the group consisting of: GPS
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satellite triangulation, cell tower triangulation, Wi-Fi trian-
gulation, Bluetooth triangulation, and any combination
thereof. In yet further embodiments, the location of the
second device comprises coordinates having an accuracy of
within 10 meters. In further embodiments, the health data
comprises historical health data of a user of the second
device selected from the group consisting of: age, weight,
height, allergies, blood type, medical history, and any com-
bination thereof. In further embodiments, the sensor data is
provided by one or more sensors of the second device. In
further embodiments, the sensor data is provided by one or
more sensors that are physically separate from the member
device. In further embodiments, user data is selected from
the group consisting of: identity, home address, work
address, occupation, family information, user contact infor-
mation, emergency contact information, and any combina-
tion thereof. In some embodiments, the communication
device autonomously obtains data from the second device
without requesting data. In some embodiments, the commu-
nication device periodically obtains data from the second
device. In some embodiments, the communication device
obtains data from the second device upon receiving user
input requesting the data from the second device. In some
embodiments, the data intake module comprises data intake
settings configurable by a user. In some embodiments, the
data set comprises current data. In some embodiments, the
communications device comprises an alert module provid-
ing an alert to a user of the communication device after
determining an emergency situation relating to the second
device. In further embodiments, the alert module autono-
mously determines an emergency situation for the second
device. In some embodiments, the communication device
obtains authorization from the second device to access the
data set associated with the second device. In some embodi-
ments, the second device provides authorization to share the
data set associated with the recipient. In some embodiments,
the communication device comprises an interactive display
showing a map, wherein the map displays a location of the
communication device, location of the second device, or any
combination thereof. In some embodiments, the communi-
cation device comprises a unique calling number assigned to
it. In some embodiments, the communication device is a
mobile communication device. In some embodiments, the
communication device does not have a unique calling num-
ber assigned to it. In some embodiments, the second device
is a mobile communication device. In some embodiments,
the second device does not have a unique calling number
assigned to it. In some embodiments, the communication
device has a geographic location that is distinct from a
geographic location of the second device. In some embodi-
ments, the second device is not configured to be worn or
carried by a user. In some embodiments, the second device
is a wearable device comprising one or more sensors. In
some embodiments, the second device is a home monitoring
device. In some embodiments, the second device is a vehicle
monitoring device. In some embodiments, the communica-
tion device and the second device both belong to a group of
devices, wherein member devices in the group of devices are
authorized to share data with each other. In some embodi-
ments, the second device is authorized to share data with a
recipient when a request for assistance is made on behalf of
the second device or its user. In some embodiments, the
communications device communicates with a recipient
through an emergency communication session comprising:
(a) a first data channel with an emergency service; and (b)
a second data channel with a communication device of a first
responder assigned to the emergency, wherein the second
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data channel is a direct data channel that allows the com-
munication device to share the data set with the communi-
cation device of the first responder to share data without
routing the data set through the emergency service. In some
embodiments, the communications device communicates
with a recipient through an emergency communication ses-
sion comprising: (a) a first data channel with an emergency
management system; and (b) a second data channel between
the emergency service and the communication device of the
first responder, wherein the emergency communication
module bridges the first data channel with the second data
channel to allow the user communication device to share the
data set with the communication device of the first responder
by routing the data set through the emergency service.

In another aspect, disclosed herein are methods for proxy
emergency communications by a communication device, the
methods comprising: (a) receiving, by the communication
device, an indication to send a request for assistance asso-
ciated with a second device to a recipient; (b) communicat-
ing, by the communication device, with the recipient after
the indication to send a request for assistance is received by:
(1) determining the communication device is authorized to
send the request for assistance on behalf of the second
device to the recipient; (ii) sending the request associated
with the second device to the recipient; and (iii) providing a
data set associated with the second device to the recipient.
In some embodiments, the request for assistance is on behalf
of a user of the member device. In some embodiments, the
data set associated with the second device is provided to the
recipient by updating a database accessed by the recipient.
In some embodiments, the data set associated with the
second device is provided to the recipient by sending the
data set directly to the recipient. In some embodiments, the
data set associated with the second device is provided to the
recipient by giving the recipient authorization to retrieve the
data set from the member device. In some embodiments, the
request to the recipient on behalf of the second device
comprises the data set associated with the second device. In
some embodiments, the data set associated with the second
device is provided as a separate communication from the
request on behalf of the second device. In some embodi-
ments, the communication device and the second device do
not share the same user. In some embodiments, the com-
munication device and the second device share the same
user. In some embodiments, the request is a request to
establish a covert communication session for the second
device. In some embodiments, the request is an emergency
request for assistance. In some embodiments, the recipient is
an emergency service. In some embodiments, the recipient
is an emergency management system. In further embodi-
ments, the method comprises identifying an emergency
dispatch center responsible for the jurisdiction where the
second device is located using the data set associated with
the second device. In yet further embodiments, the commu-
nication device communicates with the emergency dispatch
center by allowing the emergency management system to
bridge a first data channel between the emergency manage-
ment system and the communication device with a second
data channel between the emergency management system
and the emergency dispatch center. In some embodiments,
communications between the communication device and the
second device are relayed to the EMS after the communi-
cation module sends the request for assistance. In some
embodiments, the recipient is an emergency dispatch center.
In some embodiments, the recipient is a first responder. In
some embodiments, the recipient is a private security ser-
vice. In some embodiments, the recipient is a third party not

25

40

45

28

associated with an emergency service. In some embodi-
ments, data for the second device is obtained from the
second device. In some embodiments, data for the second
device is obtained from a database external to second device.
In some embodiments, data for the second device is stored
on a cache database. In some embodiments, data for the
second device is selected from the group consisting of:
location data, health data, user data, sensor data, and any
combination thereof. In further embodiments, the location
data comprises a location of the second device determined
using a method selected from the group consisting of: GPS
satellite triangulation, cell tower triangulation, Wi-Fi trian-
gulation, Bluetooth triangulation, and any combination
thereof. In yet further embodiments, the location of the
second device comprises coordinates having an accuracy of
within 10 meters. In further embodiments, the health data
comprises historical health data of a user of the second
device selected from the group consisting of: age, weight,
height, allergies, blood type, medical history, and any com-
bination thereof. In further embodiments, the sensor data is
provided by one or more sensors of the second device. In
further embodiments, the sensor data is provided by one or
more sensors that are physically separate from the member
device. In further embodiments, user data is selected from
the group consisting of: identity, home address, work
address, occupation, family information, user contact infor-
mation, emergency contact information, and any combina-
tion thereof. In some embodiments, the communication
device autonomously obtains data from the second device
without requesting data. In some embodiments, the commu-
nication device periodically obtains data from the second
device. In some embodiments, the communication device
obtains data from the second device upon receiving user
input requesting the data from the second device. In some
embodiments, the communications device comprises data
intake settings configurable by a user. In some embodiments,
the data set comprises current data. In some embodiments,
the communications device comprises an alert module pro-
viding an alert to a user of the communication device after
determining an emergency situation relating to the second
device. In further embodiments, the alert module autono-
mously determines an emergency situation for the second
device. In some embodiments, the method comprises obtain-
ing, by the communication device, authorization from the
second device to access the data set associated with the
second device. In some embodiments, the second device
provides authorization to share the data set associated with
the recipient. In some embodiments, the communication
device comprises an interactive display showing a map,
wherein the map displays a location of the communication
device, location of the second device, or any combination
thereof. In some embodiments, the communication device
comprises a unique calling number assigned to it. In some
embodiments, the communication device is a mobile com-
munication device. In some embodiments, the communica-
tion device does not have a unique calling number assigned
to it. In some embodiments, the second device is a mobile
communication device. In some embodiments, the second
device does not have a unique calling number assigned to it.
In some embodiments, the communication device has a
geographic location that is distinct from a geographic loca-
tion of the second device. In some embodiments, the second
device is not configured to be worn or carried by a user. In
some embodiments, the second device is a wearable device
comprising one or more sensors. In some embodiments, the
second device is a home monitoring device. In some
embodiments, the second device is a vehicle monitoring
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device. In some embodiments, the communication device
and the second device both belong to a group of devices,
wherein member devices in the group of devices are autho-
rized to share data with each other. In some embodiments,
the second device is authorized to share data with a recipient
when a request for assistance is made on behalf of the
second device or its user. In some embodiments, the method
comprises communicating, by the communication device,
with a recipient through an emergency communication ses-
sion comprising: (a) a first data channel with an emergency
service; and (b) a second data channel with a communication
device of a first responder assigned to the emergency,
wherein the second data channel is a direct data channel that
allows the communication device to share the data set with
the communication device of the first responder to share data
without routing the data set through the emergency service.
In some embodiments, the method comprises communicat-
ing, by the communication device, with a recipient through
an emergency communication session comprising: (a) a first
data channel with an emergency management system; and
(b) a second data channel between the emergency service
and the communication device of the first responder,
wherein the emergency communication module bridges the
first data channel with the second data channel to allow the
communication device to share the data set with the com-
munication device of the first responder by routing the data
set through the emergency service.

In another aspect, disclosed herein are emergency man-
agement systems comprising at least one processor, a
memory, a network element, and a computer program
including instructions executable by the at least one proces-
sor to create server software application for managing
emergency communications comprising: (a) a proxy detec-
tion module for processing a proxy request for assistance,
wherein the proxy detection module: (i) receives a request
for assistance from a communication device intended for a
recipient, wherein the request is associated with a second
device; (ii) determines that the communication device is
authorized to make the request for assistance on behalf of the
second device; and (iii) obtains a data set associated with the
second device; and (b) an emergency communication mod-
ule establishing a communication session, wherein the emer-
gency communication module: (i) sends the request to the
recipient; and (ii) provides the data set associated with the
member device to the recipient. In some embodiments, the
request for assistance is on behalf of a user of the member
device. In some embodiments, the emergency communica-
tion module provides the data set associated with the second
device to the recipient by updating a database accessed by
the recipient. In some embodiments, the emergency com-
munication module provides the data set associated with the
second device to the recipient by sending the data set
directly to the recipient. In some embodiments, the proxy
detection module obtains authorization to obtain the data set.
In some embodiments, the proxy detection module obtains
the data set associated with the second device from the
communication device. In some embodiments, the proxy
detection module obtains the data set associated with the
second device from the second device. In some embodi-
ments, the request for assistance comprises the data set
associated with the second device. In some embodiments,
the data set associated with the second device is provided as
a separate communication from the request for assistance. In
some embodiments, the communication device and the
second device do not share the same user. In some embodi-
ments, the communication device and the second device
share the same user. In some embodiments, the request is a
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request to establish a covert communication session for the
second device. In some embodiments, the request is an
emergency request for assistance. In some embodiments, the
recipient is an emergency service. In some embodiments, the
recipient is an emergency dispatch system. In further
embodiments, the emergency communication module uses
the data set associated with the second device to select an
emergency dispatch center suitable for handling the emer-
gency request. In yet further embodiments, the communi-
cation session comprises: (a) a first data channel between the
EMS and the communication device; and (b) a second data
channel between the EMS and the EDC, wherein the emer-
gency communication module bridges the first and second
data channels to enable communications between the com-
munication device and the EDC. In yet further embodi-
ments, the communication session comprises: (a) a first data
channel between the EMS and the second device; and (b) a
second data channel between the EMS and the EDC,
wherein the emergency communication module bridges the
first and second data channels to enable communications
between the second device and the EDC. In yet further
embodiments, the communication session comprises: (a) a
first data channel between the EMS and the communication
device; (b) a second data channel between the EMS and the
second device; and (c) a third data channel between the EMS
and the EDC, wherein the emergency communication mod-
ule bridges the first and second data channels with the third
data channel to enable communications between the com-
munication device, the second device, and the EDC. In some
embodiments, the EMS obtains communications between
the communication device and the second device after the
communication module receives the request for assistance.
In some embodiments, the recipient is a first responder. In
some embodiments, the recipient is a private security ser-
vice. In some embodiments, the recipient is a third party not
associated with an emergency service. In some embodi-
ments, the system comprises a cache database storing the
data set associated with the second device. In some embodi-
ments, the system comprises a database storing communi-
cations between the communication device, the second
device, and the recipient. In some embodiments, the data set
comprises data for the second device that is selected from
the group consisting of: location data, health data, user data,
sensor data, and any combination thereof. In further embodi-
ments, the location data comprises a location of the second
device determined using a method selected from the group
consisting of: GPS satellite triangulation, cell tower trian-
gulation, Wi-Fi triangulation, Bluetooth triangulation, and
any combination thereof. In yet further embodiments, the
location of the second device comprises coordinates having
an accuracy of within 10 meters. In further embodiments,
the health data comprises historical health data of a user of
the second device selected from the group consisting of: age,
weight, height, allergies, blood type, medical history, and
any combination thereof. In further embodiments, the sensor
data is provided by one or more sensors of the second
device. In further embodiments, the sensor data is provided
by one or more sensors that are physically separate from the
second device. In further embodiments, user data is selected
from the group consisting of: identity, home address, work
address, occupation, family information, user contact infor-
mation, emergency contact information, and any combina-
tion thereof. In some embodiments, the proxy detection
module autonomously obtains data from the second device
after receiving the request for assistance. In some embodi-
ments, the proxy detection module periodically obtains data
from the second device after receiving the request for
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assistance. In some embodiments, the proxy detection mod-
ule requests an update to the data set associated with the
second device. In some embodiments, the data set comprises
current data. In some embodiments, data shared between the
communication device and the second device is routed
through the EMS. In some embodiments, the communica-
tion device comprises a unique calling number assigned to
it. In some embodiments, the communication device is a
mobile communication device. In some embodiments, the
communication device does not have a unique calling num-
ber assigned to it. In some embodiments, the second device
is a mobile communication device. In some embodiments,
the second device does not have a unique calling number
assigned to it. In some embodiments, the communication
device has a geographic location that is distinct from a
geographic location of the second device. In some embodi-
ments, the second device is not configured to be worn or
carried by a user. In some embodiments, the second device
is a wearable device comprising one or more sensors. In
some embodiments, the second device is a home monitoring
device. In some embodiments, the second device is a vehicle
monitoring device. In some embodiments, the communica-
tion session comprises: (a) a first data channel with the user
communication device; (b) a second data channel with a
communication device of a first responder assigned to the
emergency; and (c) a third data channel between the user
communication device and the communication device of the
first responder assigned to the emergency, wherein the third
data channel is a direct data channel that allows the user
communication device and the communication device of the
first responder to share data with each other without routing
the data through the emergency management system. In
some embodiments, the communication session comprises:
(a) a first data channel with the user communication device;
and (b) a second data channel with a communication device
of a first responder assigned to the emergency, wherein the
emergency communication module bridges the first data
channel with the second data channel to allow the user
communication device and the communication device of the
first responder to share data with each other by routing the
data through the emergency management system.

In another aspect, disclosed herein are non-transitory
computer-readable storage media encoded with a computer
program including instructions executable by a process to
create a server software application for managing emer-
gency communications comprising: (a) a proxy detection
module for processing a proxy request for assistance,
wherein the proxy detection module: (i) receives a request
for assistance from a communication device intended for a
recipient, wherein the request is associated with a second
device; (ii) determines that the communication device is
authorized to make the request for assistance on behalf of the
second device; and (iii) obtains a data set associated with the
second device; and (b) an emergency communication mod-
ule establishing a communication session, wherein the emer-
gency communication module: (i) sends the request to the
recipient; and (ii) provides the data set associated with the
member device to the recipient. In some embodiments, the
request for assistance is on behalf of a user of the member
device. In some embodiments, the emergency communica-
tion module provides the data set associated with the second
device to the recipient by updating a database accessed by
the recipient. In some embodiments, the emergency com-
munication module provides the data set associated with the
second device to the recipient by sending the data set
directly to the recipient. In some embodiments, the proxy
detection module obtains authorization to obtain the data set.
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In some embodiments, the proxy detection module obtains
the data set associated with the second device from the
communication device. In some embodiments, the proxy
detection module obtains the data set associated with the
second device from the second device. In some embodi-
ments, the request for assistance comprises the data set
associated with the second device. In some embodiments,
the data set associated with the second device is provided as
a separate communication from the request for assistance. In
some embodiments, the communication device and the
second device do not share the same user. In some embodi-
ments, the communication device and the second device
share the same user. In some embodiments, the request is a
request to establish a covert communication session for the
second device. In some embodiments, the request is an
emergency request for assistance. In some embodiments, the
recipient is an emergency service. In some embodiments, the
recipient is an emergency dispatch system. In further
embodiments, the emergency communication module uses
the data set associated with the second device to select an
emergency dispatch center suitable for handling the emer-
gency request. In yet further embodiments, the communi-
cation session comprises: (a) a first data channel between the
EMS and the communication device; and (b) a second data
channel between the EMS and the EDC, wherein the emer-
gency communication module bridges the first and second
data channels to enable communications between the com-
munication device and the EDC. In yet further embodi-
ments, the communication session comprises: (a) a first data
channel between the EMS and the second device; and (b) a
second data channel between the EMS and the EDC,
wherein the emergency communication module bridges the
first and second data channels to enable communications
between the second device and the EDC. In yet further
embodiments, the communication session comprises: (a) a
first data channel between the EMS and the communication
device; (b) a second data channel between the EMS and the
second device; and (c) a third data channel between the EMS
and the EDC, wherein the emergency communication mod-
ule bridges the first and second data channels with the third
data channel to enable communications between the com-
munication device, the second device, and the EDC. In some
embodiments, the EMS obtains communications between
the communication device and the second device after the
communication module receives the request for assistance.
In some embodiments, the recipient is a first responder. In
some embodiments, the recipient is a private security ser-
vice. In some embodiments, the recipient is a third party not
associated with an emergency service. In some embodi-
ments, the media comprises a cache database storing the data
set associated with the second device. In some embodi-
ments, the media comprises a database storing communica-
tions between the communication device, the second device,
and the recipient. In some embodiments, the data set com-
prises data for the second device that is selected from the
group consisting of: location data, health data, user data,
sensor data, and any combination thereof. In further embodi-
ments, the location data comprises a location of the second
device determined using a method selected from the group
consisting of: GPS satellite triangulation, cell tower trian-
gulation, Wi-Fi triangulation, Bluetooth triangulation, and
any combination thereof. In yet further embodiments, the
location of the second device comprises coordinates having
an accuracy of within 10 meters. In further embodiments,
the health data comprises historical health data of a user of
the second device selected from the group consisting of: age,
weight, height, allergies, blood type, medical history, and
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any combination thereof. In further embodiments, the sensor
data is provided by one or more sensors of the second
device. In further embodiments, the sensor data is provided
by one or more sensors that are physically separate from the
second device. In further embodiments, user data is selected
from the group consisting of: identity, home address, work
address, occupation, family information, user contact infor-
mation, emergency contact information, and any combina-
tion thereof. In some embodiments, the proxy detection
module autonomously obtains data from the second device
after receiving the request for assistance. In some embodi-
ments, the proxy detection module periodically obtains data
from the second device after receiving the request for
assistance. In some embodiments, the proxy detection mod-
ule requests an update to the data set associated with the
second device. In some embodiments, the data set comprises
current data. In some embodiments, data shared between the
communication device and the second device is routed
through the EMS. In some embodiments, the communica-
tion device comprises a unique calling number assigned to
it. In some embodiments, the communication device is a
mobile communication device. In some embodiments, the
communication device does not have a unique calling num-
ber assigned to it. In some embodiments, the second device
is a mobile communication device. In some embodiments,
the second device does not have a unique calling number
assigned to it. In some embodiments, the communication
device has a geographic location that is distinct from a
geographic location of the second device. In some embodi-
ments, the second device is not configured to be worn or
carried by a user. In some embodiments, the second device
is a wearable device comprising one or more sensors. In
some embodiments, the second device is a home monitoring
device. In some embodiments, the second device is a vehicle
monitoring device. In some embodiments, the communica-
tion session comprises: (a) a first data channel with the user
communication device; (b) a second data channel with a
communication device of a first responder assigned to the
emergency; and (c) a third data channel between the user
communication device and the communication device of the
first responder assigned to the emergency, wherein the third
data channel is a direct data channel that allows the user
communication device and the communication device of the
first responder to share data with each other without routing
the data through the emergency management system. In
some embodiments, the communication session comprises:
(a) a first data channel with the user communication device;
and (b) a second data channel with a communication device
of a first responder assigned to the emergency, wherein the
emergency communication module bridges the first data
channel with the second data channel to allow the user
communication device and the communication device of the
first responder to share data with each other by routing the
data through the emergency management system.

In another aspect, disclosed herein are methods for man-
aging emergency communications by an emergency man-
agement system, the method comprising: processing, by the
EMS, a proxy request for assistance by: (i) receiving a
request for assistance from a communication device
intended for a recipient, wherein the request is associated
with a second device; (ii) determining that the communica-
tion device is authorized to make the request for assistance
on behalf of the second device; and (iii) obtaining a data set
associated with the second device; and (b) establishing, by
the EMS, a communication session by: (i) sending the
request to the recipient; and (ii) providing the data set
associated with the member device to the recipient. In some
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embodiments, the request for assistance is on behalf of a
user of the member device. In some embodiments, the
method comprises providing, by the EMS, the data set
associated with the second device to the recipient by updat-
ing a database accessed by the recipient. In some embodi-
ments, the method comprises providing, by the EMS, the
data set associated with the second device to the recipient by
sending the data set directly to the recipient. In some
embodiments, the method comprises obtaining, by the EMS,
authorization to obtain the data set. In some embodiments,
the EMS obtains the data set associated with the second
device from the communication device. In some embodi-
ments, the EMS obtains the data set associated with the
second device from the second device. In some embodi-
ments, the request for assistance comprises the data set
associated with the second device. In some embodiments,
the data set associated with the second device is provided as
a separate communication from the request for assistance. In
some embodiments, the communication device and the
second device do not share the same user. In some embodi-
ments, the communication device and the second device
share the same user. In some embodiments, the request is a
request to establish a covert communication session for the
second device. In some embodiments, the request is an
emergency request for assistance. In some embodiments, the
recipient is an emergency service. In some embodiments, the
recipient is an emergency dispatch system. In further
embodiments, the method comprises using, by the EMS,; the
data set associated with the second device to select an
emergency dispatch center suitable for handling the emer-
gency request. In yet further embodiments, the communi-
cation session comprises: (a) a first data channel between the
EMS and the communication device; and (b) a second data
channel between the EMS and the EDC, wherein the emer-
gency communication module bridges the first and second
data channels to enable communications between the com-
munication device and the EDC. In yet further embodi-
ments, the communication session comprises: (a) a first data
channel between the EMS and the second device; and (b) a
second data channel between the EMS and the EDC,
wherein the emergency communication module bridges the
first and second data channels to enable communications
between the second device and the EDC. In yet further
embodiments, the communication session comprises: (a) a
first data channel between the EMS and the communication
device; (b) a second data channel between the EMS and the
second device; and (c) a third data channel between the EMS
and the EDC, wherein the emergency communication mod-
ule bridges the first and second data channels with the third
data channel to enable communications between the com-
munication device, the second device, and the EDC. In some
embodiments, the method comprises obtaining, by the EMS,
communications between the communication device and the
second device after the communication module receives the
request for assistance. In some embodiments, the recipient is
a first responder. In some embodiments, the recipient is a
private security service. In some embodiments, the recipient
is a third party not associated with an emergency service. In
some embodiments, the EMS comprises a cache database
storing the data set associated with the second device. In
some embodiments, the EMS comprises a database storing
communications between the communication device, the
second device, and the recipient. In some embodiments, the
data set comprises data for the second device that is selected
from the group consisting of: location data, health data, user
data, sensor data, and any combination thereof. In further
embodiments, the location data comprises a location of the
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second device determined using a method selected from the
group consisting of: GPS satellite triangulation, cell tower
triangulation, Wi-Fi triangulation, Bluetooth triangulation,
and any combination thereof. In yet further embodiments,
the location of the second device comprises coordinates
having an accuracy of within 10 meters. In further embodi-
ments, the health data comprises historical health data of a
user of the second device selected from the group consisting
of: age, weight, height, allergies, blood type, medical his-
tory, and any combination thereof. In further embodiments,
the sensor data is provided by one or more sensors of the
second device. In further embodiments, the sensor data is
provided by one or more sensors that are physically separate
from the second device. In further embodiments, user data is
selected from the group consisting of: identity, home
address, work address, occupation, family information, user
contact information, emergency contact information, and
any combination thereof. In some embodiments, the proxy
detection module autonomously obtains data from the sec-
ond device after receiving the request for assistance. In some
embodiments, the method comprises periodically obtaining,
by the EMS, data from the second device after receiving the
request for assistance. In some embodiments, the EMS
requests an update to the data set associated with the second
device. In some embodiments, the data set comprises current
data. In some embodiments, data shared between the com-
munication device and the second device is routed through
the EMS. In some embodiments, the communication device
comprises a unique calling number assigned to it. In some
embodiments, the communication device is a mobile com-
munication device. In some embodiments, the communica-
tion device does not have a unique calling number assigned
to it. In some embodiments, the second device is a mobile
communication device. In some embodiments, the second
device does not have a unique calling number assigned to it.
In some embodiments, the communication device has a
geographic location that is distinct from a geographic loca-
tion of the second device. In some embodiments, the second
device is not configured to be worn or carried by a user. In
some embodiments, the second device is a wearable device
comprising one or more sensors. In some embodiments, the
second device is a home monitoring device. In some
embodiments, the second device is a vehicle monitoring
device. In some embodiments, the communication session
comprises: (a) a first data channel with the user communi-
cation device; (b) a second data channel with a communi-
cation device of a first responder assigned to the emergency;
and (c) a third data channel between the user communication
device and the communication device of the first responder
assigned to the emergency, wherein the third data channel is
a direct data channel that allows the user communication
device and the communication device of the first responder
to share data with each other without routing the data
through the emergency management system. In some
embodiments, the communication session comprises: (a) a
first data channel with the user communication device; and
(b) a second data channel with a communication device of
a first responder assigned to the emergency, wherein the
emergency communication module bridges the first data
channel with the second data channel to allow the user
communication device and the communication device of the
first responder to share data with each other by routing the
data through the emergency management system.

In another aspect, disclosed herein are communication
devices comprising at least one processor, a memory, a
network element, and a computer program including instruc-
tions executable by the at least one processor to create an
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emergency alert application comprising: (a) a data module
providing a data set comprising current data associated with
a user of the communication device; (b) an emergency
communication module communicating through an emer-
gency communication session comprising: (i) a first data
channel with an emergency service; and (ii) a second data
channel with a communication device of a first responder
assigned to the emergency, wherein the second data channel
is a direct data channel that allows the communication
device to share the data set with the communication device
of the first responder to share data without routing the data
set through the emergency service. In some embodiments,
the communication session is initiated upon request of the
communication device. In some embodiments, the commu-
nication session is initiated upon request of the emergency
service. In some embodiments, the communication session
is initiated upon request of the communication device of the
first responder. In some embodiments, the communication
device shares data with the communication device of the
first responder after receiving a data request from the com-
munication device of the first responder. In further embodi-
ments, the communication device automatically shares data
after receiving the data request. In further embodiments, the
data request comprises a push notification to a user of the
communication device. In further embodiments, the data
request comprises a request for location data associated with
the communication device. In some embodiments, the data
module updates the data set with current data for the
communication device. In further embodiments, the data
module continuously updates the data set with current data
for the communication device. In further embodiments, the
data module periodically updates the data set with current
data for the communication device. In further embodiments,
the data module updates the data set after the emergency
detection module detects the emergency situation. In further
embodiments, the data module updates the data set with
current data from one or more devices associated with the
communication device. In yet further embodiments, the one
or more devices associated with the communication device
are physically separated from the communication device. In
further embodiments, the data set comprises current data that
is relevant to the emergency situation. In some embodi-
ments, the data set shared by the communication device is
screened by the emergency service before being routed to
the communication device of the first responder. In some
embodiments, the data set comprises data obtained from the
communication device. In some embodiments, the data set
comprises data obtained from one or more devices associ-
ated with the communication device. In some embodiments,
the data set comprises data associated with a different
communication device. In some embodiments, the data set
comprises data selected from the group consisting of: loca-
tion data, health data, user data, sensor data, and any
combination thereof. In further embodiments, location data
comprises a location of the communication device deter-
mined using a method selected from the group consisting of:
GPS satellite triangulation, cell tower triangulation, Wi-Fi
triangulation, Bluetooth triangulation, and any combination
thereof. In yet further embodiments, the location of the
communication device comprises coordinates having an
accuracy of within 10 meters. In further embodiments,
health data comprises historical health data of a user of the
communication device selected from the group consisting
of: age, weight, height, allergies, blood type, medical his-
tory, and any combination thereof. In further embodiments,
sensor data is provided by one or more sensors of the
communication device. In further embodiments, sensor data
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is provided by one or more sensors that are physically
separate from the communication device. In further embodi-
ments, user data is selected from the group consisting of:
identity, home address, work address, occupation, family
information, user contact information, emergency contact
information, and any combination thereof. In some embodi-
ments, the communications device comprises a data settings
module comprising data sharing settings configurable by a
user. In some embodiments, the data set comprises current
data. In some embodiments, the communication device
provides authorization to share data with the communication
device of the first responder. In some embodiments, the
communication device provides an authorization prompt to
a user of the communication device requesting authorization
to share data, wherein the device shares the data set with the
communication device of the first responder upon receiving
a user response authorizing data sharing. In some embodi-
ments, the emergency service is an emergency management
system. In further embodiments, the emergency manage-
ment system is preauthorized to provide data associated with
the communication device to the communication device of
the first responder. In some embodiments, the device is
preauthorized to share data with the communication device
of the first responder. In some embodiments, the communi-
cation device comprises an interactive display showing a
map, wherein the map displays a location of the communi-
cation device, a location of the communication device of the
first responder, or any combination thereof. In further
embodiments, the communication device requests location
data from the member device when the map is opened. In
some embodiments, the device sends a status update to the
communication device of the first responder. In further
embodiments, the status update comprises an indication that
the user is okay. In further embodiments, the status update
comprises an updated data set associated with the user of the
communication device. In some embodiments, the user
communication device receives a warning sent by the com-
munication device associated with the first responder. In
further embodiments, the user communication device is sent
the warning when the communication device of the first
responder determines that the user communication device is
qualified to receive the signal. In further embodiments, the
user communication device receives an updated warning
sent by the communication device of the first responder. In
further embodiments, the user communication device is cut
off from receiving one or more updated warnings when the
communication device of the first responder determines that
the user communication device is no longer qualified to
receive the signal. In some embodiments, the communica-
tion device comprises a unique calling number assigned to
it. In some embodiments, the communication device is a
mobile communication device. In some embodiments, the
communication device does not have a unique calling num-
ber assigned to it. In some embodiments, the communication
device is not configured to be worn or carried by a user. In
some embodiments, the communication device is a wearable
device comprising one or more sensors. In some embodi-
ments, the communication device is a home monitoring
device. In some embodiments, the communication device is
a vehicle monitoring device.

In another aspect, disclosed herein are non-transitory
computer-readable storage media encoded with instructions
executable by a processor to create an emergency alert
application comprising: (a) a data module providing a data
set comprising current data associated with a user of the
communication device; (b) an emergency communication
module communicating through an emergency communica-
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tion session comprising: (i) a first data channel with an
emergency service; and (ii) a second data channel with a
communication device of a first responder assigned to the
emergency, wherein the second data channel is a direct data
channel that allows the communication device to share the
data set with the communication device of the first responder
to share data without routing the data set through the
emergency service. In some embodiments, the communica-
tion session is initiated upon request of the communication
device. In some embodiments, the communication session is
initiated upon request of the emergency service. In some
embodiments, the communication session is initiated upon
request of the communication device of the first responder.
In some embodiments, the communication device shares
data with the communication device of the first responder
after receiving a data request from the communication
device of the first responder. In further embodiments, the
communication device automatically shares data after
receiving the data request. In further embodiments, the data
request comprises a push notification to a user of the
communication device. In further embodiments, the data
request comprises a request for location data associated with
the communication device. In some embodiments, the data
module updates the data set with current data for the
communication device. In further embodiments, the data
module continuously updates the data set with current data
for the communication device. In further embodiments, the
data module periodically updates the data set with current
data for the communication device. In further embodiments,
the data module updates the data set after the emergency
detection module detects the emergency situation. In further
embodiments, the data module updates the data set with
current data from one or more devices associated with the
communication device. In yet further embodiments, the one
or more devices associated with the communication device
are physically separated from the communication device. In
further embodiments, the data set comprises current data that
is relevant to the emergency situation. In some embodi-
ments, the data set shared by the communication device is
screened by the emergency service before being routed to
the communication device of the first responder. In some
embodiments, the data set comprises data obtained from the
communication device. In some embodiments, the data set
comprises data obtained from one or more devices associ-
ated with the communication device. In some embodiments,
the data set comprises data associated with a different
communication device. In some embodiments, the data set
comprises data selected from the group consisting of: loca-
tion data, health data, user data, sensor data, and any
combination thereof. In further embodiments, location data
comprises a location of the communication device deter-
mined using a method selected from the group consisting of:
GPS satellite triangulation, cell tower triangulation, Wi-Fi
triangulation, Bluetooth triangulation, and any combination
thereof. In yet further embodiments, the location of the
communication device comprises coordinates having an
accuracy of within 10 meters. In further embodiments,
health data comprises historical health data of a user of the
communication device selected from the group consisting
of: age, weight, height, allergies, blood type, medical his-
tory, and any combination thereof. In further embodiments,
sensor data is provided by one or more sensors of the
communication device. In further embodiments, sensor data
is provided by one or more sensors that are physically
separate from the communication device. In further embodi-
ments, user data is selected from the group consisting of:
identity, home address, work address, occupation, family
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information, user contact information, emergency contact
information, and any combination thereof. In some embodi-
ments, the communications device comprises a data settings
module comprising data sharing settings configurable by a
user. In some embodiments, the data set comprises current
data. In some embodiments, the communication device
provides authorization to share data with the communication
device of the first responder. In some embodiments, the
communication device provides an authorization prompt to
a user of the communication device requesting authorization
to share data, wherein the device shares the data set with the
communication device of the first responder upon receiving
a user response authorizing data sharing. In some embodi-
ments, the emergency service is an emergency management
system. In further embodiments, the emergency manage-
ment system is preauthorized to provide data associated with
the communication device to the communication device of
the first responder. In some embodiments, the device is
preauthorized to share data with the communication device
of the first responder. In some embodiments, the communi-
cation device comprises an interactive display showing a
map, wherein the map displays a location of the communi-
cation device, a location of the communication device of the
first responder, or any combination thereof. In further
embodiments, the communication device requests location
data from the member device when the map is opened. In
some embodiments, the device sends a status update to the
communication device of the first responder. In further
embodiments, the status update comprises an indication that
the user is okay. In further embodiments, the status update
comprises an updated data set associated with the user of the
communication device. In some embodiments, the user
communication device receives a warning sent by the com-
munication device associated with the first responder. In
further embodiments, the user communication device is sent
the warning when the communication device of the first
responder determines that the user communication device is
qualified to receive the signal. In further embodiments, the
user communication device receives an updated warning
sent by the communication device of the first responder. In
further embodiments, the user communication device is cut
off from receiving one or more updated warnings when the
communication device of the first responder determines that
the user communication device is no longer qualified to
receive the signal. In some embodiments, the communica-
tion device comprises a unique calling number assigned to
it. In some embodiments, the communication device is a
mobile communication device. In some embodiments, the
communication device does not have a unique calling num-
ber assigned to it. In some embodiments, the communication
device is not configured to be worn or carried by a user. In
some embodiments, the communication device is a wearable
device comprising one or more sensors. In some embodi-
ments, the communication device is a home monitoring
device. In some embodiments, the communication device is
a vehicle monitoring device.

In another aspect, disclosed herein are methods for a
communication device to share data with a communication
device of a first responder during an emergency communi-
cation session, the methods comprising: (a) providing, by
the communication device, a data set comprising current
data associated with a user of the communication device; (b)
communicating, by the communication device, through an
emergency communication session comprising: (i) a first
data channel with an emergency service; and (ii) a second
data channel with a communication device of a first
responder assigned to the emergency, wherein the second

20

40

45

40

data channel is a direct data channel that allows the com-
munication device to share the data set with the communi-
cation device of the first responder to share data without
routing the data set through the emergency service. In some
embodiments, the communication session is initiated upon
request of the communication device. In some embodiments,
the communication session is initiated upon request of the
emergency service. In some embodiments, the communica-
tion session is initiated upon request of the communication
device of the first responder. In some embodiments, the
communication device shares data with the communication
device of the first responder after receiving a data request
from the communication device of the first responder. In
further embodiments, the communication device automati-
cally shares data after receiving the data request. In further
embodiments, the data request comprises a push notification
to a user of the communication device. In further embodi-
ments, the data request comprises a request for location data
associated with the communication device. In some embodi-
ments, the method comprises updating, by the communica-
tion device, the data set with current data for the commu-
nication device. In further embodiments, data set is updated
continuously with current data for the communication
device. In further embodiments, data set is updated periodi-
cally updates with current data for the communication
device. In further embodiments, the data set is updated after
the emergency detection module detects the emergency
situation. In further embodiments, the data set is updated
with current data from one or more devices associated with
the communication device. In yet further embodiments, the
one or more devices associated with the communication
device are physically separated from the communication
device. In further embodiments, the data set comprises
current data that is relevant to the emergency situation. In
some embodiments, the data set shared by the communica-
tion device is screened by the emergency service before
being routed to the communication device of the first
responder. In some embodiments, the data set comprises
data obtained from the communication device. In some
embodiments, the data set comprises data obtained from one
or more devices associated with the communication device.
In some embodiments, the data set comprises data associ-
ated with a different communication device. In some
embodiments, the data set comprises data selected from the
group consisting of: location data, health data, user data,
sensor data, and any combination thereof. In further embodi-
ments, location data comprises a location of the communi-
cation device determined using a method selected from the
group consisting of: GPS satellite triangulation, cell tower
triangulation, Wi-Fi triangulation, Bluetooth triangulation,
and any combination thereof. In yet further embodiments,
the location of the communication device comprises coor-
dinates having an accuracy of within 10 meters. In further
embodiments, health data comprises historical health data of
a user of the communication device selected from the group
consisting of: age, weight, height, allergies, blood type,
medical history, and any combination thereof. In further
embodiments, sensor data is provided by one or more
sensors of the communication device. In further embodi-
ments, sensor data is provided by one or more sensors that
are physically separate from the communication device. In
further embodiments, user data is selected from the group
consisting of: identity, home address, work address, occu-
pation, family information, user contact information, emer-
gency contact information, and any combination thereof. In
some embodiments, the communications device comprises a
data settings module comprising data sharing settings con-
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figurable by a user. In some embodiments, the data set
comprises current data. In some embodiments, the method
comprises providing, by the communication device, autho-
rization to share data with the communication device of the
first responder. In some embodiments, the communication
device provides an authorization prompt to a user of the
communication device requesting authorization to share
data, wherein the device shares the data set with the com-
munication device of the first responder upon receiving a
user response authorizing data sharing. In some embodi-
ments, the emergency service is an emergency management
system. In further embodiments, the emergency manage-
ment system is preauthorized to provide data associated with
the communication device to the communication device of
the first responder. In some embodiments, the device is
preauthorized to share data with the communication device
of the first responder. In some embodiments, the communi-
cation device comprises an interactive display showing a
map, wherein the map displays a location of the communi-
cation device, a location of the communication device of the
first responder, or any combination thereof. In further
embodiments, the method comprises requesting, by the
communication device, location data from the communica-
tion device of the first responder when the map is opened. In
some embodiments, the method comprises sending, by the
communication device, a status update to the communica-
tion device of the first responder. In further embodiments,
the status update comprises an indication that the user is
okay. In further embodiments, the status update comprises
an updated data set associated with the user of the commu-
nication device. In some embodiments, the user communi-
cation device receives a warning sent by the communication
device associated with the first responder. In further embodi-
ments, the user communication device is sent the warning
when the communication device of the first responder deter-
mines that the user communication device is qualified to
receive the signal. In further embodiments, the method
comprises receiving, by the communication device, an
updated warning sent by the communication device of the
first responder. In further embodiments, the user communi-
cation device is cut off from receiving one or more updated
warnings when the communication device of the first
responder determines that the user communication device is
no longer qualified to receive the signal. In some embodi-
ments, the communication device comprises a unique call-
ing number assigned to it. In some embodiments, the com-
munication device is a mobile communication device. In
some embodiments, the communication device does not
have a unique calling number assigned to it. In some
embodiments, the communication device is not configured
to be worn or carried by a user. In some embodiments, the
communication device is a wearable device comprising one
or more sensors. In some embodiments, the communication
device is a home monitoring device. In some embodiments,
the communication device is a vehicle monitoring device.
In another aspect, disclosed herein are communication
devices comprising at least one processor, a memory, a
network element, and a computer program including instruc-
tions executable by the at least one processor to create an
emergency alert application comprising: (a) a data module
providing a data set comprising current data associated with
a user of the communication device; (b) an emergency
communication module communicating through an emer-
gency communication session comprising: (b) a first data
channel with an emergency service; and (b) a second data
channel between the emergency service and the communi-
cation device of the first responder, wherein the emergency
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communication module bridges the first data channel with
the second data channel to allow the user communication
device to share the data set with the communication device
of the first responder by routing the data set through the
emergency service. In some embodiments, the communica-
tion session is initiated upon request of the communication
device. In some embodiments, the communication session is
initiated upon request of the emergency service. In some
embodiments, the communication session is initiated upon
request of the communication device of the first responder.
In some embodiments, the communication device shares
data with the communication device of the first responder
after receiving a data request from the communication
device of the first responder. In further embodiments, the
communication device automatically shares data after
receiving the data request. In further embodiments, the data
request comprises a push notification to a user of the
communication device. In further embodiments, the data
request comprises a request for location data associated with
the communication device. In some embodiments, the data
module updates the data set with current data for the
communication device. In further embodiments, the data
module continuously updates the data set with current data
for the communication device. In further embodiments, the
data module periodically updates the data set with current
data for the communication device. In further embodiments,
the data module updates the data set after the emergency
detection module detects the emergency situation. In further
embodiments, the data module updates the data set with
current data from one or more devices associated with the
communication device. In yet further embodiments, the one
or more devices associated with the communication device
are physically separated from the communication device. In
further embodiments, the data set comprises current data that
is relevant to the emergency situation. In some embodi-
ments, the data set shared by the communication device is
screened by the emergency service before being routed to
the communication device of the first responder. In some
embodiments, the data set comprises data obtained from the
communication device. In some embodiments, the data set
comprises data obtained from one or more devices associ-
ated with the communication device. In some embodiments,
the data set comprises data associated with a different
communication device. In some embodiments, the data set
comprises data selected from the group consisting of: loca-
tion data, health data, user data, sensor data, and any
combination thereof. In further embodiments, location data
comprises a location of the communication device deter-
mined using a method selected from the group consisting of:
GPS satellite triangulation, cell tower triangulation, Wi-Fi
triangulation, Bluetooth triangulation, and any combination
thereof. In yet further embodiments, the location of the
communication device comprises coordinates having an
accuracy of within 10 meters. In further embodiments,
health data comprises historical health data of a user of the
communication device selected from the group consisting
of: age, weight, height, allergies, blood type, medical his-
tory, and any combination thereof. In further embodiments,
sensor data is provided by one or more sensors of the
communication device. In further embodiments, sensor data
is provided by one or more sensors that are physically
separate from the communication device. In further embodi-
ments, user data is selected from the group consisting of:
identity, home address, work address, occupation, family
information, user contact information, emergency contact
information, and any combination thereof. In some embodi-
ments, the communications device comprises a data settings
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module comprising data sharing settings configurable by a
user. In some embodiments, the data set comprises current
data. In some embodiments, the communication device
provides authorization to share data with the communication
device of the first responder. In some embodiments, the
communication device provides an authorization prompt to
a user of the communication device requesting authorization
to share data, wherein the device shares the data set with the
communication device of the first responder upon receiving
a user response authorizing data sharing. In some embodi-
ments, the emergency service is an emergency management
system. In further embodiments, the emergency manage-
ment system is preauthorized to provide data associated with
the communication device to the communication device of
the first responder. In some embodiments, the device is
preauthorized to share data with the communication device
of the first responder. In some embodiments, the communi-
cation device comprises an interactive display showing a
map, wherein the map displays a location of the communi-
cation device, a location of the communication device of the
first responder, or any combination thereof. In further
embodiments, the communication device requests location
data from the member device when the map is opened. In
some embodiments, the device sends a status update to the
communication device of the first responder. In further
embodiments, the status update comprises an indication that
the user is okay. In further embodiments, the status update
comprises an updated data set associated with the user of the
communication device. In some embodiments, the user
communication device receives a warning sent by the com-
munication device associated with the first responder. In
further embodiments, the user communication device is sent
the warning when the communication device of the first
responder determines that the user communication device is
qualified to receive the signal. In further embodiments, the
user communication device receives an updated warning
sent by the communication device of the first responder. In
further embodiments, the user communication device is cut
off from receiving one or more updated warnings when the
communication device of the first responder determines that
the user communication device is no longer qualified to
receive the signal. In some embodiments, the communica-
tion device comprises a unique calling number assigned to
it. In some embodiments, the communication device is a
mobile communication device. In some embodiments, the
communication device does not have a unique calling num-
ber assigned to it. In some embodiments, the communication
device is not configured to be worn or carried by a user. In
some embodiments, the communication device is a wearable
device comprising one or more sensors. In some embodi-
ments, the communication device is a home monitoring
device. In some embodiments, the communication device is
a vehicle monitoring device.

In another aspect, disclosed herein are non-transitory
computer-readable storage media encoded with instructions
executable by a processor to create an emergency alert
application comprising: (a) a data module providing a data
set comprising current data associated with a user of the
communication device; (b) an emergency communication
module communicating through an emergency communica-
tion session comprising: (b) a first data channel with an
emergency service; and (b) a second data channel between
the emergency service and the communication device of the
first responder, wherein the emergency communication
module bridges the first data channel with the second data
channel to allow the user communication device to share the
data set with the communication device of the first responder
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by routing the data set through the emergency service. In
some embodiments, the communication session is initiated
upon request of the communication device. In some embodi-
ments, the communication session is initiated upon request
of the emergency service. In some embodiments, the com-
munication session is initiated upon request of the commu-
nication device of the first responder. In some embodiments,
the communication device shares data with the communi-
cation device of the first responder after receiving a data
request from the communication device of the first
responder. In further embodiments, the communication
device automatically shares data after receiving the data
request. In further embodiments, the data request comprises
a push notification to a user of the communication device. In
further embodiments, the data request comprises a request
for location data associated with the communication device.
In some embodiments, the data module updates the data set
with current data for the communication device. In further
embodiments, the data module continuously updates the
data set with current data for the communication device. In
further embodiments, the data module periodically updates
the data set with current data for the communication device.
In further embodiments, the data module updates the data set
after the emergency detection module detects the emergency
situation. In further embodiments, the data module updates
the data set with current data from one or more devices
associated with the communication device. In yet further
embodiments, the one or more devices associated with the
communication device are physically separated from the
communication device. In further embodiments, the data set
comprises current data that is relevant to the emergency
situation. In some embodiments, the data set shared by the
communication device is screened by the emergency service
before being routed to the communication device of the first
responder. In some embodiments, the data set comprises
data obtained from the communication device. In some
embodiments, the data set comprises data obtained from one
or more devices associated with the communication device.
In some embodiments, the data set comprises data associ-
ated with a different communication device. In some
embodiments, the data set comprises data selected from the
group consisting of: location data, health data, user data,
sensor data, and any combination thereof. In further embodi-
ments, location data comprises a location of the communi-
cation device determined using a method selected from the
group consisting of: GPS satellite triangulation, cell tower
triangulation, Wi-Fi triangulation, Bluetooth triangulation,
and any combination thereof. In yet further embodiments,
the location of the communication device comprises coor-
dinates having an accuracy of within 10 meters. In further
embodiments, health data comprises historical health data of
a user of the communication device selected from the group
consisting of: age, weight, height, allergies, blood type,
medical history, and any combination thereof. In further
embodiments, sensor data is provided by one or more
sensors of the communication device. In further embodi-
ments, sensor data is provided by one or more sensors that
are physically separate from the communication device. In
further embodiments, user data is selected from the group
consisting of: identity, home address, work address, occu-
pation, family information, user contact information, emer-
gency contact information, and any combination thereof. In
some embodiments, the communications device comprises a
data settings module comprising data sharing settings con-
figurable by a user. In some embodiments, the data set
comprises current data. In some embodiments, the commu-
nication device provides authorization to share data with the
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communication device of the first responder. In some
embodiments, the communication device provides an autho-
rization prompt to a user of the communication device
requesting authorization to share data, wherein the device
shares the data set with the communication device of the first
responder upon receiving a user response authorizing data
sharing. In some embodiments, the emergency service is an
emergency management system. In further embodiments,
the emergency management system is preauthorized to
provide data associated with the communication device to
the communication device of the first responder. In some
embodiments, the device is preauthorized to share data with
the communication device of the first responder. In some
embodiments, the communication device comprises an
interactive display showing a map, wherein the map displays
a location of the communication device, a location of the
communication device of the first responder, or any combi-
nation thereof. In further embodiments, the communication
device requests location data from the member device when
the map is opened. In some embodiments, the device sends
a status update to the communication device of the first
responder. In further embodiments, the status update com-
prises an indication that the user is okay. In further embodi-
ments, the status update comprises an updated data set
associated with the user of the communication device. In
some embodiments, the user communication device receives
a warning sent by the communication device associated with
the first responder. In further embodiments, the user com-
munication device is sent the warning when the communi-
cation device of the first responder determines that the user
communication device is qualified to receive the signal. In
further embodiments, the user communication device
receives an updated warning sent by the communication
device of the first responder. In further embodiments, the
user communication device is cut off from receiving one or
more updated warnings when the communication device of
the first responder determines that the user communication
device is no longer qualified to receive the signal. In some
embodiments, the communication device comprises a
unique calling number assigned to it. In some embodiments,
the communication device is a mobile communication
device. In some embodiments, the communication device
does not have a unique calling number assigned to it. In
some embodiments, the communication device is not con-
figured to be worn or carried by a user. In some embodi-
ments, the communication device is a wearable device
comprising one or more sensors. In some embodiments, the
communication device is a home monitoring device. In
some embodiments, the communication device is a vehicle
monitoring device.

In another aspect, disclosed herein are methods for a
communication device to share data with a communication
device of a first responder during an emergency communi-
cation session, the method comprising: (a) providing, by the
communication device, a data set comprising current data
associated with a user of the communication device; (b)
communicating, by the communication device, through an
emergency communication session comprising: (i) a first
data channel with an emergency service; and (ii) a second
data channel between the emergency service and the com-
munication device of the first responder, wherein the emer-
gency communication module bridges the first data channel
with the second data channel to allow the user communica-
tion device to share the data set with the communication
device of the first responder by routing the data set through
the emergency service. In some embodiments, the commu-
nication session is initiated upon request of the communi-
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cation device. In some embodiments, the communication
session is initiated upon request of the emergency service. In
some embodiments, the communication session is initiated
upon request of the communication device of the first
responder. In some embodiments, the communication device
shares data with the communication device of the first
responder after receiving a data request from the commu-
nication device of the first responder. In further embodi-
ments, the communication device automatically shares data
after receiving the data request. In further embodiments, the
data request comprises a push notification to a user of the
communication device. In further embodiments, the data
request comprises a request for location data associated with
the communication device. In some embodiments, the
method comprises updating, by the communication device,
the data set with current data for the communication device.
In further embodiments, data set is updated continuously
with current data for the communication device. In further
embodiments, data set is updated periodically updates with
current data for the communication device. In further
embodiments, the data set is updated after the emergency
detection module detects the emergency situation. In further
embodiments, the data set is updated with current data from
one or more devices associated with the communication
device. In yet further embodiments, the one or more devices
associated with the communication device are physically
separated from the communication device. In further
embodiments, the data set comprises current data that is
relevant to the emergency situation. In some embodiments,
the data set shared by the communication device is screened
by the emergency service before being routed to the com-
munication device of the first responder. In some embodi-
ments, the data set comprises data obtained from the com-
munication device. In some embodiments, the data set
comprises data obtained from one or more devices associ-
ated with the communication device. In some embodiments,
the data set comprises data associated with a different
communication device. In some embodiments, the data set
comprises data selected from the group consisting of: loca-
tion data, health data, user data, sensor data, and any
combination thereof. In further embodiments, location data
comprises a location of the communication device deter-
mined using a method selected from the group consisting of:
GPS satellite triangulation, cell tower triangulation, Wi-Fi
triangulation, Bluetooth triangulation, and any combination
thereof. In yet further embodiments, the location of the
communication device comprises coordinates having an
accuracy of within 10 meters. In further embodiments,
health data comprises historical health data of a user of the
communication device selected from the group consisting
of: age, weight, height, allergies, blood type, medical his-
tory, and any combination thereof. In further embodiments,
sensor data is provided by one or more sensors of the
communication device. In further embodiments, sensor data
is provided by one or more sensors that are physically
separate from the communication device. In further embodi-
ments, user data is selected from the group consisting of:
identity, home address, work address, occupation, family
information, user contact information, emergency contact
information, and any combination thereof. In some embodi-
ments, the communications device comprises a data settings
module comprising data sharing settings configurable by a
user. In some embodiments, the data set comprises current
data. In some embodiments, the method comprises provid-
ing, by the communication device, authorization to share
data with the communication device of the first responder. In
some embodiments, the communication device provides an
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authorization prompt to a user of the communication device
requesting authorization to share data, wherein the device
shares the data set with the communication device of the first
responder upon receiving a user response authorizing data
sharing. In some embodiments, the emergency service is an
emergency management system. In further embodiments,
the emergency management system is preauthorized to
provide data associated with the communication device to
the communication device of the first responder. In some
embodiments, the device is preauthorized to share data with
the communication device of the first responder. In some
embodiments, the communication device comprises an
interactive display showing a map, wherein the map displays
a location of the communication device, a location of the
communication device of the first responder, or any combi-
nation thereof. In further embodiments, the method com-
prises requesting, by the communication device, location
data from the communication device of the first responder
when the map is opened. In some embodiments, the method
comprises sending, by the communication device, a status
update to the communication device of the first responder. In
further embodiments, the status update comprises an indi-
cation that the user is okay. In further embodiments, the
status update comprises an updated data set associated with
the user of the communication device. In some embodi-
ments, the user communication device receives a warning
sent by the communication device associated with the first
responder. In further embodiments, the user communication
device is sent the warning when the communication device
of the first responder determines that the user communica-
tion device is qualified to receive the signal. In further
embodiments, the method comprises receiving, by the com-
munication device, an updated warning sent by the commu-
nication device of the first responder. In further embodi-
ments, the user communication device is cut off from
receiving one or more updated warnings when the commu-
nication device of the first responder determines that the user
communication device is no longer qualified to receive the
signal. In some embodiments, the communication device
comprises a unique calling number assigned to it. In some
embodiments, the communication device is a mobile com-
munication device. In some embodiments, the communica-
tion device does not have a unique calling number assigned
to it. In some embodiments, the communication device is not
configured to be worn or carried by a user. In some embodi-
ments, the communication device is a wearable device
comprising one or more sensors. In some embodiments, the
communication device is a home monitoring device. In
some embodiments, the communication device is a vehicle
monitoring device.

In another aspect, disclosed herein are emergency man-
agement systems comprising at least one processor, a
memory, a network element, and a computer program
including instructions executable by the at least one proces-
sor to create server software application for managing
emergency communications comprising: (a) an emergency
management module managing an emergency communica-
tion session by, upon receiving a request for assistance
associated with a user communication device, locating a
communication device of a first responder assigned to the
emergency; and (b) an emergency communication module
establishing an emergency communication session upon
receiving the request for assistance associated with the user
communication device, the communication session compris-
ing: (i) a first data channel with the user communication
device; (ii) a second data channel with the communication
device of the first responder assigned to the emergency; and
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(iii) a third data channel between the user communication
device and the communication device of the first responder
assigned to the emergency, wherein the third data channel is
a direct data channel that allows the user communication
device and the communication device of the first responder
to share data with each other without routing the data
through the emergency management system. In some
embodiments, the emergency communication session com-
prises one or more additional data channels with one or more
additional devices, wherein the emergency management
system bridges the data channel between the EMS and the
communication device of the first responder with the one or
more data channels to allow the one or more additional
devices to share data with the communication device of the
first responder. In some embodiments, the one or more
additional devices are selected from the group consisting of:
a sensor, a communication device, a camera, a smart device,
a smart phone, a tablet, a computer, a laptop, a mobile
device, and a wearable device. In some embodiments, the
one or more additional devices are associated with the user
communication device. In some embodiments, the one or
more additional devices comprise data that is relevant to the
request for assistance. In some embodiments, the commu-
nication session is initiated upon request of the communi-
cation device. In some embodiments, the communication
session is initiated upon request of the emergency service. In
some embodiments, the communication session is initiated
upon request of the communication device of the first
responder. In some embodiments, the communication device
shares data with the communication device of the first
responder after receiving a data request from the commu-
nication device of the first responder. In further embodi-
ments, the communication device automatically shares data
after receiving the data request. In further embodiments, the
data request comprises a push notification to a user of the
communication device. In further embodiments, the data
request comprises a request for location data associated with
the communication device. In some embodiments, the emer-
gency management system routes a warning sent by the
communication device associated with the first responder to
the user communication device. In further embodiments, the
warning is sent when the communication device of the first
responder determines that the user communication device is
qualified to receive the signal. In further embodiments, the
emergency management system routes an updated warning
sent by the communication device of the first responder to
the user communication device. In further embodiments, the
user communication device is cut off from receiving one or
more updated warnings when the communication device of
the first responder determines that the user communication
device is no longer qualified to receive the signal. In some
embodiments, the emergency management system screens
the data shared by the communication device before routing
the data to the communication device of the first responder.
In some embodiments, the data set comprises data obtained
from the communication device. In some embodiments, the
data set comprises data obtained from one or more devices
associated with the communication device. In some embodi-
ments, the data set comprises data associated with a different
communication device. In some embodiments, the data set
comprises data selected from the group consisting of: loca-
tion data, health data, user data, sensor data, and any
combination thereof. In further embodiments, the location
data comprises a location of the communication device
determined using a method selected from the group consist-
ing of: GPS satellite triangulation, cell tower triangulation,
Wi-Fi triangulation, Bluetooth triangulation, and any com-
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bination thereof. In yet further embodiments, the location of
the communication device comprises coordinates having an
accuracy of within 10 meters. In further embodiments, the
health data comprises historical health data of a user of the
communication device selected from the group consisting
of: age, weight, height, allergies, blood type, medical his-
tory, and any combination thereof. In further embodiments,
the sensor data is provided by one or more sensors of the
communication device. In further embodiments, the sensor
data is provided by one or more sensors that are physically
separate from the communication device. In further embodi-
ments, the user data is selected from the group consisting of:
identity, home address, work address, occupation, family
information, user contact information, emergency contact
information, and any combination thereof. In some embodi-
ments, the data set comprises current data. In some embodi-
ments, the emergency management system sends an autho-
rization request to the communication device for sharing
data with the first responder. In some embodiments, the
emergency management system is preauthorized to route
data associated with the communication device to the com-
munication device of the first responder. In some embodi-
ments, the device is preauthorized to share data with the
communication device of the first responder. In some
embodiments, the communication device comprises a
unique calling number assigned to it. In some embodiments,
the communication device is a mobile communication
device. In some embodiments, the communication device
does not have a unique calling number assigned to it. In
some embodiments, the communication device is not con-
figured to be worn or carried by a user. In some embodi-
ments, the communication device is a wearable device
comprising one or more sensors. In some embodiments, the
communication device is a home monitoring device. In
some embodiments, the communication device is a vehicle
monitoring device.

In another aspect, disclosed herein are non-transitory
computer-readable storage media encoded with a computer
program including instructions executable by a processor to
create a server software application for managing emer-
gency communications comprising: (a) an emergency man-
agement module managing an emergency communication
session by, upon receiving a request for assistance associated
with a user communication device, locating a communica-
tion device of a first responder assigned to the emergency;
and (b) an emergency communication module establishing
an emergency communication session upon receiving the
request for assistance associated with the user communica-
tion device, the communication session comprising: (i) a
first data channel with the user communication device; (ii) a
second data channel with the communication device of the
first responder assigned to the emergency; and (iii) a third
data channel between the user communication device and
the communication device of the first responder assigned to
the emergency, wherein the third data channel is a direct data
channel that allows the user communication device and the
communication device of the first responder to share data
with each other without routing the data through the emer-
gency management system. In some embodiments, the
emergency communication session comprises one or more
additional data channels with one or more additional
devices, wherein the emergency management system
bridges the data channel between the EMS and the commu-
nication device of the first responder with the one or more
data channels to allow the one or more additional devices to
share data with the communication device of the first
responder. In some embodiments, the one or more additional
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devices are selected from the group consisting of: a sensor,
a communication device, a camera, a smart device, a smart
phone, a tablet, a computer, a laptop, a mobile device, and
a wearable device. In some embodiments, the one or more
additional devices are associated with the user communica-
tion device. In some embodiments, the one or more addi-
tional devices comprise data that is relevant to the request
for assistance. In some embodiments, the communication
session is initiated upon request of the communication
device. In some embodiments, the communication session is
initiated upon request of the emergency service. In some
embodiments, the communication session is initiated upon
request of the communication device of the first responder.
In some embodiments, the communication device shares
data with the communication device of the first responder
after receiving a data request from the communication
device of the first responder. In further embodiments, the
communication device automatically shares data after
receiving the data request. In further embodiments, the data
request comprises a push notification to a user of the
communication device. In further embodiments, the data
request comprises a request for location data associated with
the communication device. In some embodiments, the emer-
gency management system routes a warning sent by the
communication device associated with the first responder to
the user communication device. In further embodiments, the
warning is sent when the communication device of the first
responder determines that the user communication device is
qualified to receive the signal. In further embodiments, the
emergency management system routes an updated warning
sent by the communication device of the first responder to
the user communication device. In further embodiments, the
user communication device is cut off from receiving one or
more updated warnings when the communication device of
the first responder determines that the user communication
device is no longer qualified to receive the signal. In some
embodiments, the emergency management system screens
the data shared by the communication device before routing
the data to the communication device of the first responder.
In some embodiments, the data set comprises data obtained
from the communication device. In some embodiments, the
data set comprises data obtained from one or more devices
associated with the communication device. In some embodi-
ments, the data set comprises data associated with a different
communication device. In some embodiments, the data set
comprises data selected from the group consisting of: loca-
tion data, health data, user data, sensor data, and any
combination thereof. In further embodiments, the location
data comprises a location of the communication device
determined using a method selected from the group consist-
ing of: GPS satellite triangulation, cell tower triangulation,
Wi-Fi triangulation, Bluetooth triangulation, and any com-
bination thereof. In yet further embodiments, the location of
the communication device comprises coordinates having an
accuracy of within 10 meters. In further embodiments, the
health data comprises historical health data of a user of the
communication device selected from the group consisting
of: age, weight, height, allergies, blood type, medical his-
tory, and any combination thereof. In further embodiments,
the sensor data is provided by one or more sensors of the
communication device. In further embodiments, the sensor
data is provided by one or more sensors that are physically
separate from the communication device. In further embodi-
ments, the user data is selected from the group consisting of:
identity, home address, work address, occupation, family
information, user contact information, emergency contact
information, and any combination thereof. In some embodi-



US 12,349,035 B2

51

ments, the data set comprises current data. In some embodi-
ments, the emergency management system sends an autho-
rization request to the communication device for sharing
data with the first responder. In some embodiments, the
emergency management system is preauthorized to route
data associated with the communication device to the com-
munication device of the first responder. In some embodi-
ments, the device is preauthorized to share data with the
communication device of the first responder. In some
embodiments, the communication device comprises a
unique calling number assigned to it. In some embodiments,
the communication device is a mobile communication
device. In some embodiments, the communication device
does not have a unique calling number assigned to it. In
some embodiments, the communication device is not con-
figured to be worn or carried by a user. In some embodi-
ments, the communication device is a wearable device
comprising one or more sensors. In some embodiments, the
communication device is a home monitoring device. In
some embodiments, the communication device is a vehicle
monitoring device.

In another aspect, disclosed herein are methods for an
emergency management system to manage emergency com-
munications, the methods comprising: (a) managing, by the
EMS, an emergency communication session by, upon
receiving a request for assistance associated with a user
communication device, locating a communication device of
a first responder assigned to the emergency; and (b) estab-
lishing, by the EMS, an emergency communication session
upon receiving the request for assistance associated with the
user communication device, the communication session
comprising: (i) a first data channel with the user communi-
cation device; (ii) a second data channel with the commu-
nication device of the first responder assigned to the emer-
gency; and (iii) a third data channel between the user
communication device and the communication device of the
first responder assigned to the emergency, wherein the third
data channel is a direct data channel that allows the user
communication device and the communication device of the
first responder to share data with each other without routing
the data through the emergency management system. In
some embodiments, the emergency communication session
comprises one or more additional data channels with one or
more additional devices, wherein the emergency manage-
ment system bridges the data channel between the EMS and
the communication device of the first responder with the one
or more data channels to allow the one or more additional
devices to share data with the communication device of the
first responder. In some embodiments, the one or more
additional devices are selected from the group consisting of:
a sensor, a communication device, a camera, a smart device,
a smart phone, a tablet, a computer, a laptop, a mobile
device, and a wearable device. In some embodiments, the
one or more additional devices are associated with the user
communication device. In some embodiments, the one or
more additional devices comprise data that is relevant to the
request for assistance. In some embodiments, the commu-
nication session is initiated upon request of the communi-
cation device. In some embodiments, the communication
session is initiated upon request of the emergency service. In
some embodiments, the communication session is initiated
upon request of the communication device of the first
responder. In some embodiments, the communication device
shares data with the communication device of the first
responder after receiving a data request from the commu-
nication device of the first responder. In further embodi-
ments, the communication device automatically shares data
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after receiving the data request. In further embodiments, the
data request comprises a push notification to a user of the
communication device. In further embodiments, the data
request comprises a request for location data associated with
the communication device. In some embodiments, the emer-
gency management system routes a warning sent by the
communication device associated with the first responder to
the user communication device. In further embodiments, the
warning is sent when the communication device of the first
responder determines that the user communication device is
qualified to receive the signal. In further embodiments, the
method comprises routing, by the EMS, an updated warning
sent by the communication device of the first responder to
the user communication device. In further embodiments, the
user communication device is cut off from receiving one or
more updated warnings when the communication device of
the first responder determines that the user communication
device is no longer qualified to receive the signal. In some
embodiments, the method comprises screening, by the EMS,
the data shared by the communication device before routing
the data to the communication device of the first responder.
In some embodiments, the data set comprises data obtained
from the communication device. In some embodiments, the
data set comprises data obtained from one or more devices
associated with the communication device. In some embodi-
ments, the data set comprises data associated with a different
communication device. In some embodiments, the data set
comprises data selected from the group consisting of: loca-
tion data, health data, user data, sensor data, and any
combination thereof. In further embodiments, the location
data comprises a location of the communication device
determined using a method selected from the group consist-
ing of: GPS satellite triangulation, cell tower triangulation,
Wi-Fi triangulation, Bluetooth triangulation, and any com-
bination thereof. In yet further embodiments, the location of
the communication device comprises coordinates having an
accuracy of within 10 meters. In further embodiments, the
health data comprises historical health data of a user of the
communication device selected from the group consisting
of: age, weight, height, allergies, blood type, medical his-
tory, and any combination thereof. In further embodiments,
the sensor data is provided by one or more sensors of the
communication device. In further embodiments, the sensor
data is provided by one or more sensors that are physically
separate from the communication device. In further embodi-
ments, the user data is selected from the group consisting of:
identity, home address, work address, occupation, family
information, user contact information, emergency contact
information, and any combination thereof. In some embodi-
ments, the data set comprises current data. In some embodi-
ments, the emergency management system sends an autho-
rization request to the communication device for sharing
data with the first responder. In some embodiments, the
emergency management system is preauthorized to route
data associated with the communication device to the com-
munication device of the first responder. In some embodi-
ments, the device is preauthorized to share data with the
communication device of the first responder. In some
embodiments, the communication device comprises a
unique calling number assigned to it. In some embodiments,
the communication device is a mobile communication
device. In some embodiments, the communication device
does not have a unique calling number assigned to it. In
some embodiments, the communication device is not con-
figured to be worn or carried by a user. In some embodi-
ments, the communication device is a wearable device
comprising one or more sensors. In some embodiments, the
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communication device is a home monitoring device. In
some embodiments, the communication device is a vehicle
monitoring device.

Another aspect, as disclosed herein are emergency man-
agement systems comprising at least one processor, a
memory, a network element, and a computer program
including instructions executable by the at least one proces-
sor to create server software application for managing
emergency communications comprising: (a) an emergency
management module managing an emergency communica-
tion session by, upon receiving a request for assistance
associated with a user communication device, locating a
communication device of a first responder assigned to the
emergency; and (b) an emergency communication module
establishing an emergency communication session upon
receiving the request for assistance associated with the user
communication device, the communication session compris-
ing: (i) a first data channel with the user communication
device; and (ii) a second data channel with the communi-
cation device of the first responder assigned to the emer-
gency, wherein the emergency communication module
bridges the first data channel with the second data channel
to allow the user communication device and the communi-
cation device of the first responder to share data with each
other by routing the data through the emergency manage-
ment system. In some embodiments, the emergency com-
munication session comprises one or more additional data
channels with one or more additional devices, wherein the
emergency management system bridges the data channel
between the EMS and the communication device of the first
responder with the one or more data channels to allow the
one or more additional devices to share data with the
communication device of the first responder. In some
embodiments, the one or more additional devices are
selected from the group consisting of: a sensor, a commu-
nication device, a camera, a smart device, a smart phone, a
tablet, a computer, a laptop, a mobile device, and a wearable
device. In some embodiments, the one or more additional
devices are associated with the user communication device.
In some embodiments, the one or more additional devices
comprise data that is relevant to the request for assistance.
In some embodiments, the communication session is initi-
ated upon request of the communication device. In some
embodiments, the communication session is initiated upon
request of the emergency service. In some embodiments, the
communication session is initiated upon request of the
communication device of the first responder. In some
embodiments, the communication device shares data with
the communication device of the first responder after receiv-
ing a data request from the communication device of the first
responder. In further embodiments, the communication
device automatically shares data after receiving the data
request. In further embodiments, the data request comprises
a push notification to a user of the communication device. In
further embodiments, the data request comprises a request
for location data associated with the communication device.
In some embodiments, the emergency management system
routes a warning sent by the communication device associ-
ated with the first responder to the user communication
device. In further embodiments, the warning is sent when
the communication device of the first responder determines
that the user communication device is qualified to receive
the signal. In further embodiments, the emergency manage-
ment system routes an updated warning sent by the com-
munication device of the first responder to the user com-
munication device. In further embodiments, the user
communication device is cut off from receiving one or more
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updated warnings when the communication device of the
first responder determines that the user communication
device is no longer qualified to receive the signal. In some
embodiments, the emergency management system screens
the data shared by the communication device before routing
the data to the communication device of the first responder.
In some embodiments, the data set comprises data obtained
from the communication device. In some embodiments, the
data set comprises data obtained from one or more devices
associated with the communication device. In some embodi-
ments, the data set comprises data associated with a different
communication device. In some embodiments, the data set
comprises data selected from the group consisting of: loca-
tion data, health data, user data, sensor data, and any
combination thereof. In further embodiments, the location
data comprises a location of the communication device
determined using a method selected from the group consist-
ing of: GPS satellite triangulation, cell tower triangulation,
Wi-Fi triangulation, Bluetooth triangulation, and any com-
bination thereof. In yet further embodiments, the location of
the communication device comprises coordinates having an
accuracy of within 10 meters. In further embodiments, the
health data comprises historical health data of a user of the
communication device selected from the group consisting
of: age, weight, height, allergies, blood type, medical his-
tory, and any combination thereof. In further embodiments,
the sensor data is provided by one or more sensors of the
communication device. In further embodiments, the sensor
data is provided by one or more sensors that are physically
separate from the communication device. In further embodi-
ments, the user data is selected from the group consisting of:
identity, home address, work address, occupation, family
information, user contact information, emergency contact
information, and any combination thereof. In some embodi-
ments, the data set comprises current data. In some embodi-
ments, the emergency management system sends an autho-
rization request to the communication device for sharing
data with the first responder. In some embodiments, the
emergency management system is preauthorized to route
data associated with the communication device to the com-
munication device of the first responder. In some embodi-
ments, the device is preauthorized to share data with the
communication device of the first responder. In some
embodiments, the communication device comprises a
unique calling number assigned to it. In some embodiments,
the communication device is a mobile communication
device. In some embodiments, the communication device
does not have a unique calling number assigned to it. In
some embodiments, the communication device is not con-
figured to be worn or carried by a user. In some embodi-
ments, the communication device is a wearable device
comprising one or more sensors. In some embodiments, the
communication device is a home monitoring device. In
some embodiments, the communication device is a vehicle
monitoring device.

In another aspect, disclosed herein are non-transitory
computer-readable storage media encoded with a computer
program including instructions executable by a processor to
create a server software application for managing emer-
gency communications comprising: (a) an emergency man-
agement module managing an emergency communication
session by, upon receiving a request for assistance associated
with a user communication device, locating a communica-
tion device of a first responder assigned to the emergency;
and (b) an emergency communication module establishing
an emergency communication session upon receiving the
request for assistance associated with the user communica-
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tion device, the communication session comprising: (i) a
first data channel with the user communication device; and
(ii) a second data channel with the communication device of
the first responder assigned to the emergency, wherein the
emergency communication module bridges the first data
channel with the second data channel to allow the user
communication device and the communication device of the
first responder to share data with each other by routing the
data through the emergency management system. In some
embodiments, the emergency communication session com-
prises one or more additional data channels with one or more
additional devices, wherein the emergency management
system bridges the data channel between the EMS and the
communication device of the first responder with the one or
more data channels to allow the one or more additional
devices to share data with the communication device of the
first responder. In some embodiments, the one or more
additional devices are selected from the group consisting of:
a sensor, a communication device, a camera, a smart device,
a smart phone, a tablet, a computer, a laptop, a mobile
device, and a wearable device. In some embodiments, the
one or more additional devices are associated with the user
communication device. In some embodiments, the one or
more additional devices comprise data that is relevant to the
request for assistance. In some embodiments, the commu-
nication session is initiated upon request of the communi-
cation device. In some embodiments, the communication
session is initiated upon request of the emergency service. In
some embodiments, the communication session is initiated
upon request of the communication device of the first
responder. In some embodiments, the communication device
shares data with the communication device of the first
responder after receiving a data request from the commu-
nication device of the first responder. In further embodi-
ments, the communication device automatically shares data
after receiving the data request. In further embodiments, the
data request comprises a push notification to a user of the
communication device. In further embodiments, the data
request comprises a request for location data associated with
the communication device. In some embodiments, the emer-
gency management system routes a warning sent by the
communication device associated with the first responder to
the user communication device. In further embodiments, the
warning is sent when the communication device of the first
responder determines that the user communication device is
qualified to receive the signal. In further embodiments, the
emergency management system routes an updated warning
sent by the communication device of the first responder to
the user communication device. In further embodiments, the
user communication device is cut off from receiving one or
more updated warnings when the communication device of
the first responder determines that the user communication
device is no longer qualified to receive the signal. In some
embodiments, the emergency management system screens
the data shared by the communication device before routing
the data to the communication device of the first responder.
In some embodiments, the data set comprises data obtained
from the communication device. In some embodiments, the
data set comprises data obtained from one or more devices
associated with the communication device. In some embodi-
ments, the data set comprises data associated with a different
communication device. In some embodiments, the data set
comprises data selected from the group consisting of: loca-
tion data, health data, user data, sensor data, and any
combination thereof. In further embodiments, the location
data comprises a location of the communication device
determined using a method selected from the group consist-
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ing of: GPS satellite triangulation, cell tower triangulation,
Wi-Fi triangulation, Bluetooth triangulation, and any com-
bination thereof. In yet further embodiments, the location of
the communication device comprises coordinates having an
accuracy of within 10 meters. In further embodiments, the
health data comprises historical health data of a user of the
communication device selected from the group consisting
of: age, weight, height, allergies, blood type, medical his-
tory, and any combination thereof. In further embodiments,
the sensor data is provided by one or more sensors of the
communication device. In further embodiments, the sensor
data is provided by one or more sensors that are physically
separate from the communication device. In further embodi-
ments, the user data is selected from the group consisting of:
identity, home address, work address, occupation, family
information, user contact information, emergency contact
information, and any combination thereof. In some embodi-
ments, the data set comprises current data. In some embodi-
ments, the emergency management system sends an autho-
rization request to the communication device for sharing
data with the first responder. In some embodiments, the
emergency management system is preauthorized to route
data associated with the communication device to the com-
munication device of the first responder. In some embodi-
ments, the device is preauthorized to share data with the
communication device of the first responder. In some
embodiments, the communication device comprises a
unique calling number assigned to it. In some embodiments,
the communication device is a mobile communication
device. In some embodiments, the communication device
does not have a unique calling number assigned to it. In
some embodiments, the communication device is not con-
figured to be worn or carried by a user. In some embodi-
ments, the communication device is a wearable device
comprising one or more sensors. In some embodiments, the
communication device is a home monitoring device. In
some embodiments, the communication device is a vehicle
monitoring device.

In another aspect, disclosed herein are methods for an
emergency management system to manage emergency com-
munications, the methods comprising: (a) managing, by the
EMS, an emergency communication session by, upon
receiving a request for assistance associated with a user
communication device, locating a communication device of
a first responder assigned to the emergency; and (b) estab-
lishing, by the EMS, an emergency communication session
upon receiving the request for assistance associated with the
user communication device, the communication session
comprising: (i) a first data channel with the user communi-
cation device; and (ii) a second data channel with the
communication device of the first responder assigned to the
emergency, wherein the emergency communication module
bridges the first data channel with the second data channel
to allow the user communication device and the communi-
cation device of the first responder to share data with each
other by routing the data through the emergency manage-
ment system. In some embodiments, the emergency com-
munication session comprises one or more additional data
channels with one or more additional devices, wherein the
emergency management system bridges the data channel
between the EMS and the communication device of the first
responder with the one or more data channels to allow the
one or more additional devices to share data with the
communication device of the first responder. In some
embodiments, the one or more additional devices are
selected from the group consisting of: a sensor, a commu-
nication device, a camera, a smart device, a smart phone, a
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tablet, a computer, a laptop, a mobile device, and a wearable
device. In some embodiments, the one or more additional
devices are associated with the user communication device.
In some embodiments, the one or more additional devices
comprise data that is relevant to the request for assistance.
In some embodiments, the communication session is initi-
ated upon request of the communication device. In some
embodiments, the communication session is initiated upon
request of the emergency service. In some embodiments, the
communication session is initiated upon request of the
communication device of the first responder. In some
embodiments, the communication device shares data with
the communication device of the first responder after receiv-
ing a data request from the communication device of the first
responder. In further embodiments, the communication
device automatically shares data after receiving the data
request. In further embodiments, the data request comprises
a push notification to a user of the communication device. In
further embodiments, the data request comprises a request
for location data associated with the communication device.
In some embodiments, the emergency management system
routes a warning sent by the communication device associ-
ated with the first responder to the user communication
device. In further embodiments, the warning is sent when
the communication device of the first responder determines
that the user communication device is qualified to receive
the signal. In further embodiments, the method comprises
routing, by the EMS, an updated warning sent by the
communication device of the first responder to the user
communication device. In further embodiments, the user
communication device is cut off from receiving one or more
updated warnings when the communication device of the
first responder determines that the user communication
device is no longer qualified to receive the signal. In some
embodiments, the method comprises screening, by the EMS,
the data shared by the communication device before routing
the data to the communication device of the first responder.
In some embodiments, the data set comprises data obtained
from the communication device. In some embodiments, the
data set comprises data obtained from one or more devices
associated with the communication device. In some embodi-
ments, the data set comprises data associated with a different
communication device. In some embodiments, the data set
comprises data selected from the group consisting of: loca-
tion data, health data, user data, sensor data, and any
combination thereof. In further embodiments, the location
data comprises a location of the communication device
determined using a method selected from the group consist-
ing of: GPS satellite triangulation, cell tower triangulation,
Wi-Fi triangulation, Bluetooth triangulation, and any com-
bination thereof. In yet further embodiments, the location of
the communication device comprises coordinates having an
accuracy of within 10 meters. In further embodiments, the
health data comprises historical health data of a user of the
communication device selected from the group consisting
of: age, weight, height, allergies, blood type, medical his-
tory, and any combination thereof. In further embodiments,
the sensor data is provided by one or more sensors of the
communication device. In further embodiments, the sensor
data is provided by one or more sensors that are physically
separate from the communication device. In further embodi-
ments, the user data is selected from the group consisting of:
identity, home address, work address, occupation, family
information, user contact information, emergency contact
information, and any combination thereof. In some embodi-
ments, the data set comprises current data. In some embodi-
ments, the emergency management system sends an autho-
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rization request to the communication device for sharing
data with the first responder. In some embodiments, the
emergency management system is preauthorized to route
data associated with the communication device to the com-
munication device of the first responder. In some embodi-
ments, the device is preauthorized to share data with the
communication device of the first responder. In some
embodiments, the communication device comprises a
unique calling number assigned to it. In some embodiments,
the communication device is a mobile communication
device. In some embodiments, the communication device
does not have a unique calling number assigned to it. In
some embodiments, the communication device is not con-
figured to be worn or carried by a user. In some embodi-
ments, the communication device is a wearable device
comprising one or more sensors. In some embodiments, the
communication device is a home monitoring device. In
some embodiments, the communication device is a vehicle
monitoring device.

INCORPORATION BY REFERENCE

All publications, patents, and patent applications men-
tioned in this specification are herein incorporated by ref-
erence to the same extent as if each individual publication,
patent, or patent application was specifically and individu-
ally indicated to be incorporated by reference.

BRIEF DESCRIPTION OF THE DRAWINGS

The novel features of the invention are set forth with
particularity in the appended claims. A better understanding
of the features and advantages of the present invention will
be obtained by reference to the following detailed descrip-
tion that sets forth illustrative embodiments, in which the
principles of the invention are utilized, and the accompany-
ing drawings of which:

FIGS. 1A and 1B illustrate embodiments of the device,
emergency management system, and software applications
for the device and emergency management system;

FIG. 2 illustrates an embodiment of a system, including
devices and an emergency management system, for sending
a request for assistance on behalf of another person;

FIG. 3 illustrates an embodiment of a system, including
devices and an emergency management system, for sending
a request for assistance to recipients for two different zones;

FIG. 4 illustrates an embodiment of a system, including
devices and an emergency management system, for sending
a request for assistance to a member device in a different
zone;

FIG. 5 illustrates an exemplary method for establishing a
proxy call to one or more EDCs and updating location
information;

FIG. 6 illustrates an exemplary method for an emergency
call and finding the appropriate EDC for the location;

FIGS. 7A and 7B depict screenshots of a communication
device showing embodiments of the status update and proxy
calling features;

FIG. 8 illustrates an exemplary method for the EMS to
send or request a covert data session with a communication
device;

FIG. 9 illustrates an exemplary method for a communi-
cation device to send or request for assistance on behalf of
another communication device;

FIG. 10 illustrates an exemplary method for a communi-
cation device to respond to a request for covert data session
from an EMS or EDC;
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FIG. 11 is an illustration of one embodiment of a group of
communication devices;

FIG. 12 is an illustration of one embodiment of a group
of communication devices for sharing critical data;

FIG. 13 illustrates an exemplary method for a communi-
cation device to inform other devices in a web of devices;

FIGS. 14-16 illustrate exemplary methods for a commu-
nication device to autonomously detect an emergency situ-
ation;

FIG. 17 illustrate an exemplary method for sending a
broadcast message regarding an emergency situation to
devices in the vicinity;

FIG. 18 is an illustration of a system for seamless data
transfer between a user’s communication device and a
communication device of a first responder;

FIG. 19 is an illustration of one embodiment of a system
for remotely accessing one or more communication devices
by an Emergency Management System or a first responder;

FIGS. 20A-20C depict exemplary screenshots of a com-
munication device;

FIG. 21 illustrates an exemplary method for setting up a
communication channel with a first responder’s communi-
cation device; and

FIG. 22 illustrates an exemplary method for allowing
remote access to a user’s communication device by a
responder.

DETAILED DESCRIPTION

In certain embodiments, disclosed herein are communi-
cation devices comprising at least one processor, a memory,
a network element, and a computer program including
instructions executable by the at least one processor to create
a group monitoring application comprising: (a) a group
module determining that the communication device belongs
to a group of devices, wherein the group of devices com-
prises member devices that are authorized to share data with
each other; (b) a data sharing module providing data asso-
ciated with the communication device to one or more
member devices in the group of devices; and (¢) a data
intake module obtaining data associated with a member
device in the group of devices and using the data to update
a data set associated with the member device, wherein the
data intake module requests a status update from the mem-
ber device upon a triggering event.

In certain embodiments, disclosed herein are non-transi-
tory computer-readable storage media encoded with a com-
puter program including instructions executable by a pro-
cessor to create a group monitoring application comprising:
(a) a group module determining that the communication
device belongs to a group of devices, wherein the group of
devices comprises member devices that are authorized to
share data with each other; (b) a data sharing module
providing data associated with the communication device to
one or more member devices in the group of devices; and (c)
a data intake module obtaining data associated with a
member device in the group of devices and using the data to
update a data set associated with the member device,
wherein the data intake module requests a status update from
the member device upon a triggering event. In some embodi-
ments, the media comprises a communication module send-
ing a request for assistance to a recipient on behalf of the
member device.

In certain embodiments, disclosed herein are methods for
monitoring a group of devices by a communication device,
the methods comprising: (a) determining, by the communi-
cation device, that the communication device belongs to a
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group of devices, wherein the group of devices comprises
member devices that are authorized to share data with each
other; (b) providing, by the communication device, data
associated with the communication device to one or more
member devices in the group of devices; and (c) obtaining,
by the communication device, data associated with a mem-
ber device in the group of devices and using the data to
update a data set associated with the member device,
wherein the communication device requests a status update
from the member device upon a triggering event.

In certain embodiments, disclosed herein are emergency
management systems comprising at least one processor, a
memory, a network element, and a computer program
including instructions executable by the at least one proces-
sor to create a server software application for managing
emergency communication sessions comprising: (a) a proxy
detection module for processing a proxy request for assis-
tance, wherein the proxy detection module: (i) receives a
request for assistance from a communication device,
wherein the request is associated with a member device in a
group of devices, wherein the group of devices comprises
member devices that are authorized to share data with each
other; (ii) determines the communication device is autho-
rized to send the request for assistance associated on behalf
of the member device; and (iii) obtains a data set associated
with the member device in the group of communication
devices; (b) an emergency communication module estab-
lishing a communication session with a recipient and at least
one of the communication device and the member device,
wherein the emergency communication module: (i) sends
the request to the recipient; and (ii) provides the data set
associated with the member device to the recipient.

In certain embodiments, disclosed herein are non-transi-
tory computer-readable storage media encoded with a com-
puter program including instructions executable by a pro-
cessor to create a server software application for managing
emergency communication sessions comprising: (a) a proxy
detection module for processing a proxy request for assis-
tance, wherein the proxy detection module: (i) receives a
request for assistance from a communication device,
wherein the request is associated with a member device in a
group of devices, wherein the group of devices comprises
member devices that are authorized to share data with each
other; (ii) determines the communication device is autho-
rized to send the request for assistance associated on behalf
of the member device; and (iii) obtains a data set associated
with the member device in the group of communication
devices; (b) an emergency communication module estab-
lishing a communication session with a recipient and at least
one of the communication device and the member device,
wherein the emergency communication module: (i) sends
the request to the recipient; and (ii) provides the data set
associated with the member device to the recipient.

In certain embodiments, disclosed herein are methods for
managing emergency communication sessions by an EMS,
the methods comprising: (a) processing, by the EMS, a
proxy request for assistance by: (i) receiving a request for
assistance from a communication device, wherein the
request is associated with a member device in a group of
devices, wherein the group of devices comprises member
devices that are authorized to share data with each other; (ii)
determining the communication device is authorized to send
the request for assistance associated on behalf of the mem-
ber device; and (iii) obtaining a data set associated with the
member device in the group of communication devices; and
(b) establishing, by the EMS, a communication session with
a recipient and at least one of the communication device and
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the member device by: (i) sending the request to the recipi-
ent; and (i) providing the data set associated with the
member device to the recipient. In some embodiments, the
EMS provides the data set associated with the member
device to the recipient by updating a database accessed by
the recipient.

In certain embodiments, disclosed herein are communi-
cation devices comprising at least one processor, a memory,
a network element, and a computer program including
instructions executable by the at least one processor to create
an emergency alert application comprising: (a) a user input
module receiving an indication to send a request for assis-
tance associated with a second device to a recipient; (b) a
communication module communicating with the recipient
after the indication to send a request for assistance is
received, wherein the communication module: (i) deter-
mines the communication device is authorized to send the
request for assistance on behalf of the second device to the
recipient; (ii) sends the request associated with the second
device to the recipient; and (iii) provides a data set associ-
ated with the second device to the recipient.

In certain embodiments, disclosed herein are non-transi-
tory computer-readable storage media encoded with a com-
puter program including instructions executable by a pro-
cessor to create an emergency alert application comprising:
(a) a user input module receiving an indication to send a
request for assistance associated with a second device to a
recipient; (b) a communication module communicating with
the recipient after the indication to send a request for
assistance is received, wherein the communication module:
(1) determines the communication device is authorized to
send the request for assistance on behalf of the second
device to the recipient; (ii) sends the request associated with
the second device to the recipient; and (iii) provides a data
set associated with the second device to the recipient.

In certain embodiments, disclosed herein are methods for
proxy emergency communications by a communication
device, the methods comprising: (a) receiving, by the com-
munication device, an indication to send a request for
assistance associated with a second device to a recipient; (b)
communicating, by the communication device, with the
recipient after the indication to send a request for assistance
is received by: (i) determining the communication device is
authorized to send the request for assistance on behalf of the
second device to the recipient; (ii) sending the request
associated with the second device to the recipient; and (iii)
providing a data set associated with the second device to the
recipient.

In certain embodiments, disclosed herein are emergency
management systems comprising at least one processor, a
memory, a network element, and a computer program
including instructions executable by the at least one proces-
sor to create server software application for managing
emergency communications comprising: (a) a proxy detec-
tion module for processing a proxy request for assistance,
wherein the proxy detection module: (i) receives a request
for assistance from a communication device intended for a
recipient, wherein the request is associated with a second
device; (ii) determines that the communication device is
authorized to make the request for assistance on behalf of the
second device; and (iii) obtains a data set associated with the
second device; and (b) an emergency communication mod-
ule establishing a communication session, wherein the emer-
gency communication module: (i) sends the request to the
recipient; and (ii) provides the data set associated with the
member device to the recipient.
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In certain embodiments, disclosed herein are non-transi-
tory computer-readable storage media encoded with a com-
puter program including instructions executable by a process
to create a server software application for managing emer-
gency communications comprising: (a) a proxy detection
module for processing a proxy request for assistance,
wherein the proxy detection module: (i) receives a request
for assistance from a communication device intended for a
recipient, wherein the request is associated with a second
device; (ii) determines that the communication device is
authorized to make the request for assistance on behalf of the
second device; and (iii) obtains a data set associated with the
second device; and (b) an emergency communication mod-
ule establishing a communication session, wherein the emer-
gency communication module: (i) sends the request to the
recipient; and (ii) provides the data set associated with the
member device to the recipient.

In certain embodiments, disclosed herein are methods for
managing emergency communications by an emergency
management system, the method comprising: processing, by
the EMS, a proxy request for assistance by: (i) receiving a
request for assistance from a communication device
intended for a recipient, wherein the request is associated
with a second device; (ii) determining that the communica-
tion device is authorized to make the request for assistance
on behalf of the second device; and (iii) obtaining a data set
associated with the second device; and (b) establishing, by
the EMS, a communication session by: (i) sending the
request to the recipient; and (ii) providing the data set
associated with the member device to the recipient.

In certain embodiments, disclosed herein are communi-
cation devices comprising at least one processor, a memory,
a network element, and a computer program including
instructions executable by the at least one processor to create
an emergency alert application comprising: (a) a data mod-
ule providing a data set comprising current data associated
with a user of the communication device; (b) an emergency
communication module communicating through an emer-
gency communication session comprising: (i) a first data
channel with an emergency service; and (ii) a second data
channel with a communication device of a first responder
assigned to the emergency, wherein the second data channel
is a direct data channel that allows the communication
device to share the data set with the communication device
of the first responder to share data without routing the data
set through the emergency service.

In certain embodiments, disclosed herein are non-transi-
tory computer-readable storage media encoded with instruc-
tions executable by a processor to create an emergency alert
application comprising: (a) a data module providing a data
set comprising current data associated with a user of the
communication device; (b) an emergency communication
module communicating through an emergency communica-
tion session comprising: (i) a first data channel with an
emergency service; and (ii) a second data channel with a
communication device of a first responder assigned to the
emergency, wherein the second data channel is a direct data
channel that allows the communication device to share the
data set with the communication device of the first responder
to share data without routing the data set through the
emergency service.

In certain embodiments, disclosed herein are methods for
a communication device to share data with a communication
device of a first responder during an emergency communi-
cation session, the methods comprising: (a) providing, by
the communication device, a data set comprising current
data associated with a user of the communication device; (b)
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communicating, by the communication device, through an
emergency communication session comprising: (i) a first
data channel with an emergency service; and (ii) a second
data channel with a communication device of a first
responder assigned to the emergency, wherein the second
data channel is a direct data channel that allows the com-
munication device to share the data set with the communi-
cation device of the first responder to share data without
routing the data set through the emergency service.

In certain embodiments, disclosed herein are communi-
cation devices comprising at least one processor, a memory,
a network element, and a computer program including
instructions executable by the at least one processor to create
an emergency alert application comprising: (a) a data mod-
ule providing a data set comprising current data associated
with a user of the communication device; (b) an emergency
communication module communicating through an emer-
gency communication session comprising: (b) a first data
channel with an emergency service; and (b) a second data
channel between the emergency service and the communi-
cation device of the first responder, wherein the emergency
communication module bridges the first data channel with
the second data channel to allow the user communication
device to share the data set with the communication device
of the first responder by routing the data set through the
emergency service.

In certain embodiments, disclosed herein are non-transi-
tory computer-readable storage media encoded with instruc-
tions executable by a processor to create an emergency alert
application comprising: (a) a data module providing a data
set comprising current data associated with a user of the
communication device; (b) an emergency communication
module communicating through an emergency communica-
tion session comprising: (b) a first data channel with an
emergency service; and (b) a second data channel between
the emergency service and the communication device of the
first responder, wherein the emergency communication
module bridges the first data channel with the second data
channel to allow the user communication device to share the
data set with the communication device of the first responder
by routing the data set through the emergency service.

In certain embodiments, disclosed herein are methods for
a communication device to share data with a communication
device of a first responder during an emergency communi-
cation session, the method comprising: (a) providing, by the
communication device, a data set comprising current data
associated with a user of the communication device; (b)
communicating, by the communication device, through an
emergency communication session comprising: (i) a first
data channel with an emergency service; and (ii) a second
data channel between the emergency service and the com-
munication device of the first responder, wherein the emer-
gency communication module bridges the first data channel
with the second data channel to allow the user communica-
tion device to share the data set with the communication
device of the first responder by routing the data set through
the emergency service.

In certain embodiments, disclosed herein are emergency
management systems comprising at least one processor, a
memory, a network element, and a computer program
including instructions executable by the at least one proces-
sor to create server software application for managing
emergency communications comprising: (a) an emergency
management module managing an emergency communica-
tion session by, upon receiving a request for assistance
associated with a user communication device, locating a
communication device of a first responder assigned to the
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emergency; and (b) an emergency communication module
establishing an emergency communication session upon
receiving the request for assistance associated with the user
communication device, the communication session compris-
ing: (i) a first data channel with the user communication
device; (ii) a second data channel with the communication
device of the first responder assigned to the emergency; and
(iii) a third data channel between the user communication
device and the communication device of the first responder
assigned to the emergency, wherein the third data channel is
a direct data channel that allows the user communication
device and the communication device of the first responder
to share data with each other without routing the data
through the emergency management system.

In certain embodiments, disclosed herein are non-transi-
tory computer-readable storage media encoded with a com-
puter program including instructions executable by a pro-
cessor to create a server software application for managing
emergency communications comprising: (a) an emergency
management module managing an emergency communica-
tion session by, upon receiving a request for assistance
associated with a user communication device, locating a
communication device of a first responder assigned to the
emergency; and (b) an emergency communication module
establishing an emergency communication session upon
receiving the request for assistance associated with the user
communication device, the communication session compris-
ing: (i) a first data channel with the user communication
device; (ii) a second data channel with the communication
device of the first responder assigned to the emergency; and
(iii) a third data channel between the user communication
device and the communication device of the first responder
assigned to the emergency, wherein the third data channel is
a direct data channel that allows the user communication
device and the communication device of the first responder
to share data with each other without routing the data
through the emergency management system.

In certain embodiments, disclosed herein are methods for
an emergency management system to manage emergency
communications, the methods comprising: (a) managing, by
the EMS, an emergency communication session by, upon
receiving a request for assistance associated with a user
communication device, locating a communication device of
a first responder assigned to the emergency; and (b) estab-
lishing, by the EMS, an emergency communication session
upon receiving the request for assistance associated with the
user communication device, the communication session
comprising: (i) a first data channel with the user communi-
cation device; (ii) a second data channel with the commu-
nication device of the first responder assigned to the emer-
gency; and (iii) a third data channel between the user
communication device and the communication device of the
first responder assigned to the emergency, wherein the third
data channel is a direct data channel that allows the user
communication device and the communication device of the
first responder to share data with each other without routing
the data through the emergency management system.

In certain embodiments, disclosed herein are emergency
management systems comprising at least one processor, a
memory, a network element, and a computer program
including instructions executable by the at least one proces-
sor to create server software application for managing
emergency communications comprising: (a) an emergency
management module managing an emergency communica-
tion session by, upon receiving a request for assistance
associated with a user communication device, locating a
communication device of a first responder assigned to the
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emergency; and (b) an emergency communication module
establishing an emergency communication session upon
receiving the request for assistance associated with the user
communication device, the communication session compris-
ing: (i) a first data channel with the user communication
device; and (ii) a second data channel with the communi-
cation device of the first responder assigned to the emer-
gency, wherein the emergency communication module
bridges the first data channel with the second data channel
to allow the user communication device and the communi-
cation device of the first responder to share data with each
other by routing the data through the emergency manage-
ment system.

In certain embodiments, disclosed herein are non-transi-
tory computer-readable storage media encoded with a com-
puter program including instructions executable by a pro-
cessor to create a server software application for managing
emergency communications comprising: (a) an emergency
management module managing an emergency communica-
tion session by, upon receiving a request for assistance
associated with a user communication device, locating a
communication device of a first responder assigned to the
emergency; and (b) an emergency communication module
establishing an emergency communication session upon
receiving the request for assistance associated with the user
communication device, the communication session compris-
ing: (i) a first data channel with the user communication
device; and (ii) a second data channel with the communi-
cation device of the first responder assigned to the emer-
gency, wherein the emergency communication module
bridges the first data channel with the second data channel
to allow the user communication device and the communi-
cation device of the first responder to share data with each
other by routing the data through the emergency manage-
ment system.

In certain embodiments, disclosed herein are methods for
an emergency management system to manage emergency
communications, the methods comprising: (a) managing, by
the EMS, an emergency communication session by, upon
receiving a request for assistance associated with a user
communication device, locating a communication device of
a first responder assigned to the emergency; and (b) estab-
lishing, by the EMS, an emergency communication session
upon receiving the request for assistance associated with the
user communication device, the communication session
comprising: (i) a first data channel with the user communi-
cation device; and (ii) a second data channel with the
communication device of the first responder assigned to the
emergency, wherein the emergency communication module
bridges the first data channel with the second data channel
to allow the user communication device and the communi-
cation device of the first responder to share data with each
other by routing the data through the emergency manage-
ment system.

Existing filings, for example, U.S. patent application Ser.
No. 14/856,818, titled “METHOD AND SYSTEM FOR
EMERGENCY CALL MANAGEMENT,” filed on Sep. 17,
2015 and incorporated herein by reference, take advantage
of Voice over Internet Protocol (VoIP) technology to make
emergency calls, including multi-media messaging, from
communication devices such as cellular phones to EDCs.
Certain Terminologies

Unless otherwise defined, all technical terms used herein
have the same meaning as commonly understood by one of
ordinary skill in the art to which this invention belongs. As
used in this specification and the appended claims, the
singular forms “a,” “an,” and “the” include plural references
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unless the context clearly dictates otherwise. Any reference
to “or” herein is intended to encompass “and/or” unless
otherwise stated.

As used herein, a “device” is a piece of electronic
equipment designed with one or more functionality. A
“communication device” refers to a device with a commu-
nication component, which will allow it to send and receive
information over a wireless channel, a wired channel, or any
combination thereof (e.g. sending/receiving information
over the Internet). Exemplary communication devices
include a mobile phone (e.g. a smartphone), a laptop, a
desktop, a tablet, a radio (e.g. a two-way radio), and a
vehicular communication system. In some embodiments, a
communication device includes a car security system (e.g.
OnStar®), a home security system, or a home control system
(e.g. a networked control system for providing network
controlled and/or smart temperature control such as a Wi-Fi
smart thermostat, lighting, entertainment, and/or door con-
trol). In some embodiments, a communication device is a
wearable device (e.g. a communication device worn by a
user). In some embodiments, a communication (e.g. a wear-
able device) comprises one or more sensors. In some
embodiments, a communication device is connected to a
communication network, for example, a cellular network or
the Internet. As used herein, a “mobile wireless device”
refers to a device that is portable and communicates wire-
lessly. In some embodiments, a user wears or carries the
mobile wireless device on the user’s person or in the user’s
vehicle. Exemplary mobile wireless devices include mobile
or cellular phones, wearable devices (e.g. smart watch,
fitness tracker, wearable sensor, smart glasses, etc.).

As used herein, a “group of communication devices,” a
“group of devices,” and/or a “web of devices” refers to two
or more member devices grouped together based on certain
criterion. In some embodiments, at least one member device
in a group of devices authorizes data sharing with other
member devices. In some embodiments, a group of devices
comprises member devices authorized to share data with
each other. In further embodiments, a subset of the member
devices is authorized to share data with other member
devices in the group (e.g. only one device in the group
authorizes data sharing with two other devices in the group,
but the two other devices do not authorize data sharing). In
some embodiments, a user of each member device config-
ures data sharing settings for the member device within the
group (e.g. a user chooses which other member devices are
allowed to access data from his’her member device). In
some embodiments, a group of devices comprises a selec-
tion of devices based on a predefined relation between the
users of the devices, for example, family members. In some
embodiments, a group of devices comprises a selection of
devices based on the geographic location of the devices. In
some embodiments, a group of devices comprises a selec-
tion of devices based on one or more factors selected from
geographic location of each device in the group, an emer-
gency indication sent by or on behalf of each device in the
group, and a data set for each device in the group. In some
embodiments, a group of devices is manually predefined
(e.g. by a user of the device, for example, selecting devices
to be in the group from a contact list on the device). In some
embodiments, a group of devices comprises a selection of
devices that is automatically chosen using a software algo-
rithm.

As used herein, a “second device” or “second communi-
cation device” refers to a device other than the communi-
cation device. For example, in some embodiments, a com-
munication device is able to place a proxy call on behalf of
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a second device (or a user of the second device). In some
embodiments, a second device is a member device in a
group of devices, wherein the communication device is able
to place a proxy call on behalf of the second/member device
because it has been pre-authorized to do so since it is also a
member of the group of devices. For example, in some
embodiments, the communication device and the second
device both belong to a group of devices, wherein member
devices in the group are authorized to share data with each
other (e.g. member devices give each other explicit authority
to obtain data and/or provides data upon request or autono-
mously). In some embodiments, the communication device
and the second device both belong to a group of devices,
wherein member devices in the group are authorized to send
requests for assistance on behalf of one another (e.g. proxy
call or communication). The data sharing authorization
allows the communication device to obtain information from
the second device, which allows the communication device
to determine/confirm the second device is in an emergency.
The data sharing authorization also allows the communica-
tion device to provide the data set associated with the second
device to a recipient in case the communication device sends
a request for assistance (e.g. a proxy call) to the recipient.
This enables the rapid sharing of relevant information that
can help expedite the response (e.g. emergency response by
a first responder). In some embodiments, a second device is
not a member device in a group of devices. For example, in
some embodiments, a user communication device is able to
place a proxy call and/or communication with a recipient on
behalf of a second device (or a member device in a group of
devices), wherein the second device does not share its data
set with the user communication device. The recipient (e.g.
an EMS) is able to obtain or access the data set associated
with the second device directly from the second device (e.g.
second device provides authorization for the recipient to
extract the data) or from an external database or cache
storing the data (e.g. second device stores its data set on a 37
party cache database accessible by an EMS or EDC). As a
result, the proxy call enables a rapid and efficient emergency
response (based on the recipient and/or first responders
having access to relevant data in the data set) without
requiring the user communication device and the second
device to be part of a group of devices that would enable data
sharing between them.

As used herein, a “request for assistance” refers to a
request or message sent to a recipient asking for help. In
some embodiments, a request for assistance is an emergency
request for assistance (e.g. the request is associated with an
emergency situation). In some embodiments, a request for
assistance is associated with an emergency situation. In
some embodiments, a request for assistance comprises an
emergency indication. In further embodiments, an emer-
gency indication is selected from one or more of the group
consisting of traffic accident, police emergency, medical
emergency, and fire emergency. In some embodiments, a
request for assistance is associated with a non-emergency
situation (e.g. request for a tow truck after car breaks down).
In some embodiments, a request for assistance is associated
with a device sending the request. In other embodiments, a
request for assistance is associated with a device not sending
the request (e.g. a proxy request on behalf of a second device
and/or a member device in a group of devices). As used
herein, a request is “associated” with a device or user when
the request relates to an emergency or non-emergency
situation involving the device or user. In some embodiments,
a request comprises data associated with a device (or user
thereof). In some embodiments, a request comprises a data
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set associated with a device. For example, in some embodi-
ments, a request comprises a data set associated with a
device, wherein the data set comprises current location data.
In other embodiments, a request for assistance is sent and/or
received separately from data associated with a device. For
example, in some embodiments, a request is sent first, and
the recipient subsequently queries the device that sent the
request for data or a data set associated with the emergency
and/or device or user involved in the emergency. Alterna-
tively, in some embodiments, a request is sent first, and the
recipient subsequently queries the device associated with the
emergency for data or a data set associated with the emer-
gency and/or device or user involved in the emergency.

As used herein, a “first responder” refers to any person or
persons responsible for addressing an emergency situation.
In some embodiments, a first responder refers to government
personnel responsible for addressing an emergency situa-
tion. In some embodiments, a first responder is responsible
for a particular jurisdiction (e.g. a municipality, a township,
a county, etc.). In some embodiments, a first responder is
assigned to an emergency by an emergency dispatch center.
In some embodiments, a first responder responds to a request
for emergency assistance placed by a user via a user com-
munication device. In some embodiments, a first responder
includes one or more fire fighters, police officers, emergency
medical personnel, community volunteers, private security,
security personnel at a university, or other persons employed
to protect and serve the public and/or certain subsets of the
population.

As used herein, a “recipient” refers to one or more
persons, services, or systems that receive a request for
assistance. The recipient varies depending on the type of
request. In some embodiments, a recipient is an emergency
service. In some embodiments, a recipient is an emergency
service when he request for assistance pertains to an emer-
gency (e.g. a tier 2 emergency). In some embodiments, a
recipient is an emergency management system. In some
embodiments, a recipient is an emergency dispatch center. In
exemplary embodiments, an emergency dispatch center is a
public safety answering point which is a call center respon-
sible for answering calls to an emergency phone number. In
some embodiments, an emergency dispatch center is a
private security dispatch center. In some embodiments, an
emergency dispatch center is a non-public dispatch center. In
some embodiments, a recipient is an emergency dispatch
center, wherein the request is first routed through an emer-
gency management system (e.g. request is sent to the EMS,
but ultimately is sent to an EDC). In some embodiments, a
recipient is a first responder (e.g. a communication device of
a first responder). In some embodiments, a recipient is a
non-emergency service or personnel, for example, a relative
or friend. In such situations, a user of a communication
device (or member device or second device) does not require
emergency assistance, but does need help. As an example, a
user of a member device in a group of devices is a child who
is lost in a theme park. The parent of the child has a
communication device in the same group of devices as the
child’s member device. The parent uses the communication
device to send a request for assistance on behalf of the
child’s member device to theme park security who are closer
to the child than the parent. Security is then able to pick up
the child quickly using the data set associated with the
member device, which they are given authorization to access
by the parent’s communication device.

As used herein, a “user” refers to one or more person or
persons associated with a device (e.g. communication
device, member device, second device, device of a first
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responder, etc). In some embodiments, a user utilizes a
device to place a request for assistance. In some embodi-
ments, user refers to one or more persons who are paid
subscribers of a network access service, for example, cel-
lular service subscribers. In some embodiments, a user refers
to anyone who gains access to a network via a router, for
example, a Wi-Fi router, and is not a paid subscriber of any
access service. In some embodiments, a device associated
with a user is a device carried or worn on the person of the
user (e.g. a phone or wearable device). In some embodi-
ments, a device associated with a user is not carried or worn
on the person of the user (e.g. a home security sensor or
camera installed in the home of the user, a vehicle tracking
system installed in a vehicle of the user, etc).

As used herein, “data” refers to a collection of informa-
tion about one or more entities (e.g. user of a user commu-
nication device) and/or an environment that pertains to
characteristics of the one or more entities. In some embodi-
ments, an entity is a person. In some embodiments, an entity
is a thing (e.g. a house). For example, in some embodiments,
data comprises sensor data from home sensors associated
with a house. In this example, the data is also associated with
one or more persons (e.g. the homeowner(s) and/or inhab-
itant(s)). In some embodiments, data refers to meta-data. In
some embodiments, data comprises health information
about the user of a communication device. In some embodi-
ments, data comprises information about the surrounding
environment of the user of the user communication device
(e.g. surrounding temperature, location, elevation, baromet-
ric pressure, ambient noise level, ambient light level, sur-
rounding geography, etc.). In some embodiments, data com-
prises information about other users that is pre-stored in a
device or in a database (e.g. a database within a group of
devices who are related to the user of the user communica-
tion device as predefined by the user). In some embodi-
ments, the data set comprises information from two or more
users of user communication devices, wherein each user is
affected by the current emergency situation. As an example,
two unrelated users are involved in a vehicular collision, and
each user sends a separate emergency request (for traffic
accident) using his’her communication device. In this
example, the separate emergency requests are associated
(e.g. by an emergency management system and/or emer-
gency dispatch center) with the same emergency based on
the proximity of time, location, and emergency indication of
the emergency requests. As a result, the data set for this
accident comprises information from both user communi-
cation devices. In this example, the data set comprises
location information from both devices (e.g. GPS coordi-
nates), biosensor data for one or both devices (e.g. biosensor
data such as heart rate and blood pressure can be important
in case of injury), and information about the vehicle driven
by each user (e.g. make, model, and year of manufacture
information stored on the device). In some embodiments,
data comprises current data. In further embodiments, current
data comprises information that is equal to or less than 1, 2,
3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20,
21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 35, 40, 45, 50, 55, or
60 minutes old. In further embodiments, current data com-
prises information that equal to or less than 1, 2, 3, 4, 5, 6,
7,8,9,10,11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23,
or 24 hours old. In some embodiments, data comprises
historical data. In further embodiments, historical data com-
prises information that is equal to or more than 1, 2, 3, 4, 5,
6,7,8,9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22,
23, 24, 25, 26, 27, 28, 29, 30, 35, 40, 45, 50, 55, or 60
minutes old. In further embodiments, historical data com-
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prises information that equal to or more than 1, 2, 3, 4, 5, 6,
7,8,9,10,11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23,
or 24 hours old. In some embodiments, the age of informa-
tion is calculated from the date the information is first
collected (e.g. when a sensor first detects a sensed parameter
such as, for example, heart rate).

As used herein, “data set” refers to a collection of
information (e.g. meta-data) comprising the most recent and
relevant information about an emergency situation and/or
imminent emergency situation. Data set is used interchange-
ably with “meta-data set.” In some embodiments, a “data
set” comprises information about a user, information about
a surrounding environment of the user and/or the user
device. In some embodiments, the data set refers to a
collection of information about an emergency situation not
involving a user (e.g. emergency situation involves a device
or something associated with the device). As an example, in
one embodiment, when a home security device sends an
emergency request (e.g. fire emergency based on internal
thermostat sensor readings) to an emergency service (e.g.
local fire department), the data set for the home security
device comprises the sensor readings from one or more
thermostats or heat sensors located around the home. In
some embodiments, a data set is stored on a database or
database cache of a device (e.g. communication device). In
some embodiments, a data set is stored on a database or
database cache external to a device (e.g. on a network). In
some embodiments, a data set is stored on a database or
database cache of an emergency management system.

As used herein, “emergency data” refers to a collection of
information about a person or a situation that provide
awareness about the emergency situation. In some embodi-
ments, emergency data comprises information on devices
involved in the emergency situation (e.g. devices belonging
to persons involved in the emergency situation). In some
embodiments, emergency data comprises the type of emer-
gency (e.g. car accident, crime, medical emergency, or fire
emergency), data associated with the user of the device
requesting emergency assistance (e.g. location data for the
user’s device), data about other users in the vicinity of the
user, and data about the devices involved in the emergency
situation. In some embodiments, emergency data comprises
one or more of location data, health data, user data, and
sensor data.

Location data, as the term is used herein, includes one or
more of GPS location information, Wi-Fi based location
information, location information manually entered by a
user into the user’s communication device, position infor-
mation from the cellular network provider obtained via
triangulation of the received signal strengths from three or
more separate cellular phone base stations, location infor-
mation derived from received signal strengths indicators
(RSSI) received at a Wi-Fi router and/or signal strengths of
signals received at a Wi-Fi router of digital signals sent from
the user communication device, and any other form of
location information. In some embodiments, location data
comprises a location of a device determined using a location
determination method. In further embodiments, a location
determination method is selected from GPS satellite trian-
gulation, cell tower triangulation, Wi-Fi triangulation, Blu-
etooth triangulation, RSSI, time-of-flight, angle of arrival,
fingerprinting, barometric pressure, or any combination
thereof. In some embodiments, location is determined using
more than one method in combination to obtain a more
accurate location. In some embodiments, location data com-
prises coordinates (e.g. XYZ coordinates, longitude, lati-
tude, altitude, etc), an address (e.g. an address equivalent to
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coordinates that provides a current dispatchable location for
emergency response). In some embodiments, location data
comprises historical location (e.g. where user has traveled in
the past). In some embodiments, historical location com-
prises one or more locations of the user and/or user device
equal to or greater than 1, 2, 3, 4, 5, 10, 15, 20, 25, 30, 40,
50, or 60 minutes old, including increments therein. In some
embodiments, the historical location comprises one or more
locations of the user and/or user device equal to or greater
than 1, 2, 3,4, 5,6, 7, 8,9, 10, 11, 12, 13, 14, 15, 16, 17,
18, 19, 20, 21, 22, 23, or 24 hours old. In some embodi-
ments, location data comprises current location, wherein
current location comprises one or more locations of the user
and/or user device within the past 1, 2, 3, 4, 5, 10, 15, 20,
25, 30, 40, 50, or 60 minutes, including increments therein.
In some embodiments, location data comprises current loca-
tion, wherein current location comprises one or more loca-
tions of the user and/or user device within the past 1, 2, 3,
4,5,6,7,8,9,10,11,12,13, 14, 15, 16, 17, 18, 19, 20, 21,
22, 23, or 24 hours.

As used herein, “health data” refers to medical informa-
tion associated with a user of a device. In some embodi-
ments, health data comprises medical history such as, for
example, past illnesses, surgery, food and/or drug allergies,
diseases, disorders, medical diagnostic information (e.g.
genetic profile screen), or any combination thereof. In some
embodiments, health data comprises family medical history
(e.g. family history of breast cancer). In some embodiments,
health data comprises current health information such as, for
example, current symptoms, current medications, and/or
current illnesses or diseases. In some embodiments, health
data comprises user age, height, weight, blood type, and/or
other biometrics. In some embodiments, health data com-
prises a “limited data set” of identifiable patient information
as defined by the Health Insurance Portability and Account-
ability Act (HIPAA) (e.g. for purposes of protecting patient
confidentiality and/or privacy). In some embodiments,
medical history comprises medical information that is equal
to or more than 1, 2,3, 4,5,6,7, 8,9, 10, 11, 12, 13, 14,
15,16, 17, 18, 19, 20, 21, 22, 23, or 24 hours old. In some
embodiments, medical history comprises medical informa-
tion that is equal to or more than 1, 2, 3, 4, 5,6, 7, 8, 9, 10,
11, 12,13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26,
27, 28, 29, or 30 days old. In some embodiments, current
health information comprises information that is equal to or
less than 1, 2, 3,4, 5,6,7, 8,9, 10, 11, 12, 13, 14, 15, 16,
17, 18, 19, 20, 21, 22, 23, or 24 hours old. In some
embodiments, current health information comprises medical
information that is equal to or less than 1, 2,3, 4, 5,6, 7, 8,
9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24,
25, 26, 27, 28, 29, or 30 days old.

As used herein, “user data” refers to general information
associated with a user of a device. In some embodiments,
user data comprises user identity, user name, height, weight,
eye color, hair color, ethnicity, national origin, religion,
language(s) spoken, vision (e.g. whether user needs correc-
tive lenses), home address, work address, occupation, family
information, user contact information, emergency contact
information, social security number, alien registration num-
ber, driver’s license number, vehicle VIN, organ donor (e.g.
whether user is an organ donor), or any combination thereof.
In some embodiments, user data is obtained via user input.

As used herein, “sensor data” refers to information
obtained or provided by one or more sensors. In some
instances, a sensor is associated with a device (e.g. user has
a communication device with a data link via Bluetooth with
a wearable sensor, such as, for example, a heart rate monitor
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or a pedometer). Accordingly, in some embodiments, the
device obtains sensor data from the sensor (e.g. heart rate
from the heart rate monitor or distance traveled from the
pedometer). In some instances, the sensor data is relevant to
an emergency situation (e.g. heart rate during a cardiac
emergency event). In some embodiments, a sensor and/or
sensor device comprises an acoustic sensor, a breathalyzer,
a carbon dioxide sensor, a carbon monoxide sensor, an
infrared sensor, an oXygen sensor, an ozone monitor, a pH
sensor, a smoke detector, a current sensor (e.g. detects
electric current in a wire), a magnetometer, a metal detector,
a radio direction finder, a voltage detector, an air flow meter,
an anemometer, a flow sensor, a gas meter, a water meter, a
Geiger counter, an altimeter, an air speed indicator, a depth
gauge, a gyroscope, a compass, an odometer, a shock
detector (e.g. on a football helmet to measure impact), a
barometer, a pressure gauge (e.g. to estimate altitude for
locating which floor a person is on during an emergency), a
thermometer, a proximity sensor, a motion detector (e.g. in
a home security system), an occupancy sensor, or any
combination thereof, and in some embodiments, sensor data
comprises information obtained from any of the preceding
sensors. In some embodiments, one or more sensors are
physically separate from a user device. In further embodi-
ments, the one or more sensors authorize the user device to
obtain sensor data. In further embodiments, the one or more
sensors provide or send sensor data to the user device
autonomously. In some embodiments, the user device and
the one or more sensors belong to the same group of devices,
wherein member devices are authorized to share data. In
some embodiments, a user device comprises one or more
sensors (e.g. user device is a wearable device having a
sensor or sensing component). In some embodiments, sen-
sors are calibrated using one or more calibration standards or
calibration process to provide known accuracies or uncer-
tainties in the sensor values.

As used herein, “communication link” refers to a com-
munication pathway from a device (e.g. communication
device) to another device or to an intermediate device (e.g.
a router) on a network. In some embodiments, the commu-
nication device establishes a communication link with
another device or an intermediate device to transfer infor-
mation (e.g. a location of the device) or to obtain informa-
tion from a recipient such as, for example, location of a first
responder assigned to a request for assistance associated
with the communication device (e.g. device of first
responder). A communication link refers to the point-to-
point communication channels, point-to-point and end-to-
end data sessions, and the physical hardware facilitating the
communication channel(s) (e.g. antennas used to commu-
nicate/transmit information). In some embodiments, a data
session comprises session parameters and the network route
taken from one device to another device.

As used herein, a “data channel” refers to a communica-
tion session between two devices wherein data packets are
exchanged between the devices. In some embodiments, a
data session is setup using exchange of certain data packets,
also called as “handshake signals,” which are able to define
the capabilities of the data session. For example, in some
embodiments, the data session “handshake” provides for the
ability to transfer multi-media data, voice data, and other
data via the data session. In some embodiments, the data
session is setup without the use of handshake signals,
wherein the two devices involved share data packets accord-
ing to a predefined protocol (e.g. a previously agreed upon
protocol). In some embodiments, the data session is routed
through an EMS, which stores the multi-media, voice,
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and/or other data from any of the devices that are part of the
data session. In further embodiments, the EMS shares the
data from the data session with the other device (e.g. device
of a first responder). In some embodiments, the EMS
manages the data session.

As used herein, a “Received Signal Strength Indicator
(RSSI)” refers to a measurement of the power present in a
received radio signal. In some embodiments, the RSSI refers
to a number assigned to the signal levels (e.g. power level)
of packets as detected by a device receiving the packets from
a device sending the packets. For example, an RSSI value
may be a number within an arbitrary range such as from 0
to 100. In some embodiments, the RSSI refers to the decibel
level of the power of the received data packets. In other
embodiments, the RSSI refers to the actual power, for
example measured in mW, as detected by the receiver. In
some embodiments, RSSI is replaced with received channel
power indicator (RCPI), which is a measure of the received
radio signal power in a selected channel over the preamble
and the entire received frame.

As used herein, a “mass message” refers to one or more
data packets that are sent from any device to a group of
devices. In some embodiments, the mass message is a
broadcast message sent from the transmitting device to all
devices within the subnet of the sending device. In some
embodiments, the mass message is a multicast message send
from the transmitting device to a group of devices within the
subnetwork of the device. In some embodiments, the mass
message is a broadcast message sent to a group of devices,
which the group of devices comprises a selection of devices
grouped by the users, by the software on the device, or by
the EMS. In some embodiments, the selection of devices in
the group of devices is based on certain criterion, for
example, geographic location, relationship of the users, and
predefined connections. In some embodiments, these
devices are not within the same subnetwork.

As used herein, a “covert communication session” or
“covert communication channel” refers to a communication
session between two or more devices and/or systems, that
can be one-hop or a multi-hop session, that is setup without
alerting the user of the devices (or anyone else nearby)
regarding the placement of the call. In some embodiments,
the data call placed using the covert communication channel
comprises a voice call that does not ring, or provide any
other audible sounds, at the receiving device. In other
embodiments, the covert communication channel comprises
the initiation of a data session, for example a data voice call,
with another device without the knowledge of the user of the
sending or the receiving device. In some embodiments, the
cover communication channel does not generate audible
sounds at the sending device when initiating the communi-
cation session using the covert communication channel.

In some embodiments, a communication device autono-
mously generates and transmits messages in the form of
sequences of data packets over data communication chan-
nels, including, for example, data regarding location and/or
data about a user’s health status. In some embodiments, a
communication device autonomously receives and stores
such messages from other user communication devices. In
some embodiments, a group of user communication devices
is formed, wherein member devices in the group regularly or
periodically share such messages among each other. In some
embodiments, member devices in the group autonomously
share data about each user and/or each user’s communica-
tion device in the group with each other on a periodic basis
such that all the member devices are in possession of the
data associated with each of the users and their communi-
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cation devices in the group. In further embodiments, the data
is stored in a location cache (e.g. a location cache database)
for a period of time. In some embodiments, the cache is
located on a network server. In some embodiments, the
cache is located on a network server of an emergency
management system. In some embodiments, the cache is
located on one or more of the member devices in the group
of devices. In some embodiments, the data comprises loca-
tion information, wherein the cache is a location cache. In
some embodiments, when an emergency request is made on
behalf of a member device in the group of devices, other
member devices in the group make the data stored in the
cache available to emergency services (e.g. EDC, EMS, first
responder, etc) to facilitate the emergency response.

Modern user communication devices, for example, smart
phones, tablet computers, wearable communication devices,
smart sensor devices and/or systems are often equipped with
a variety of features for determining location information of
the communication device using, for example, GPS, or
triangulation with cellular phone towers. Modern user com-
munication devices also often include functionality to store
data regarding a user of the communication device, for
example, health information about the user.

In some embodiments, a user using a user communication
device to call to report an emergency situation is calling on
behalf of another person or persons who are not in a position
to place a call for emergency assistance themselves from
their own user communication device(s). Moreover, in some
embodiments, the person or persons on whose behalf the call
is being made are not in the same geographic location as the
user who is calling on their behalf. In such situations, the
data on the user communication device(s) of the person or
persons on whose behalf the call is being is useful in
assisting an emergency response to the emergency situation,
for example, by allowing the nearest public-safety access
point (PSAP) to be located and notified about the emergency
situation. The PSAP is then able to identify first responders
who are best able to respond (e.g. a police squad car closest
to the emergency not already dealing with another situation),
and assign them to respond to the emergency situation.

Historically, if a first user wished to request data about a
second user (e.g. health status, location of second user’s
communication device), the first user was required to send
a request for this information to the second user’s commu-
nication device. An automated method for requesting and
receiving this information at the communication device of
the first user from the communication device of the second
user has not been available. A first user requesting emer-
gency assistance from a public safety access point (e.g. a
police or a fire response unit) on behalf of the second user
is then able to provide the information to the public safety
access point. Alternatively, the first user is able to get a status
update on the second user (e.g. checking in on the second
user without calling emergency services) by accessing the
information from the second user’s communication device
(e.g. checking the geographic location of the second user).
Normally, when a first user places a request for emergency
assistance on behalf of a second user who is believed to be
in need of emergency assistance, the first user is likely
unable to provide the recipient of the request (e.g. EDC)
with current location information for the second user. Addi-
tionally, if a third user would also like to request data from
the second user (e.g. health status, location of the user
communication device of the second user), the third user is
required to send a message to the second user’s communi-
cation device containing such a request. This effectively
doubles the requests sent to the user communication device
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of the other user and burdens the communication networks.
The same process is repeated for each additional user
requesting a status update on the second user, further bur-
dening the communication networks.

It is important for EDC personnel or first responders to
have access to data about a user in need of emergency
assistance to facilitate providing effective assistance to the
user. In some embodiments, location information about the
user communication device is cached on the device itself. In
some embodiments, the location information (e.g. location
data) comprises GPS coordinates. In some embodiments, a
user communication device stores data, such as, for
example, health records or other personal user information.
In some embodiments, this information is made accessible
to emergency response personnel in emergency situations to
enhance the emergency assistance provided to the user, for
example, by enabling the identification of the most suitable
first responder unit to call for responding to a request for
emergency assistance for the user. In some embodiments,
the most suitable first responder unit is determined by
finding the first responder unit closest to the site of the
accident (e.g. proximity in distance and/or in travel time),
the first responder unit with training and/or equipment
required to handle the emergency (e.g. victim is stuck in a
car wreck, so first responder will need to have tools for
effecting rescue, e.g., hydraulic rescue tools). In some
embodiments, the systems, devices, and methods described
herein provide EDCs with access to data, for example,
location information cached on a user communication
device of a user needing emergency assistance.

In some embodiments, a user’s communication device
belongs to a group of communication devices that maintains
a cache of data for the user, wherein emergency personnel
(e.g. EDC, EMS, first responders, etc.) are able to access the
cache of data when the user communication device is
unreachable and/or when the request for emergency assis-
tance is received from a user communication device of a
different user, wherein the devices in the group are associ-
ated with each other and able to share data (e.g. devices
belong to family or friends of the user who are authorized to
access and/or share data with other devices in the group).

In some embodiments, a communication device belongs
to a group of devices, wherein member devices in the group
of devices are authorized to share data. In some embodi-
ments, some of the devices in the group are authorized to
share data (e.g. not all the members are authorized to share
data). In some embodiments, member devices are authorized
to share data with each other. In some embodiments, mem-
ber devices are authorized to share data with one or more
recipients. In further embodiments, authorization to share
data with one or more recipients is limited to emergency
situations. For example, in some embodiments, a member
device in a group of devices provides authorization to share
or send data associated with the member device to a recipi-
ent when the recipient belongs to the group of devices. In
some embodiments, a member device in a group of devices
provides authorization to share or send data associated with
the member device to a recipient when the recipient is an
emergency service, an EMS, an EDC, a first responder,
and/or a private security service. In some embodiments, a
member device in a group of devices provides authorization
to share or send data associated with the member device to
a recipient when the recipient is a spouse, family member,
close relative, distant relative, friend, and/or acquaintance.
In some embodiments, authorization for a device to share
data is set by a user of the device via a software module (e.g.
an authorization module). In some embodiments, a user
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configures data sharing settings and/or data intake settings
via a software module (e.g. a data settings module).

Alternatively, in some embodiments, a group of devices is
not predefined by users of member devices. For example, a
typical scenario is when a family decides to configure their
data sharing settings to form a group and share data with
each other. In these situations, users of the member devices
already know one another and want to share data in order to
anticipate possible future emergency situations in which
data sharing allows them to monitor one another and to send
out proxy requests for assistance as needed. However, in
some instances, an emergency situation arises that involves
otherwise unrelated users and/or user devices. For example,
a large fire in a crowded office building gives rise to a large
scale emergency involving many persons. In this scenario,
individuals do not have time to predefine groups of devices
for data sharing to facilitate the emergency response.
Accordingly, in some embodiments, a group of devices
forms ad hoc. In some embodiments, the ad hoc group of
devices is formed when individual devices send out one or
more requests for assistance that are in proximity with each
other. In some embodiments, requests for assistance are
determined to be in proximity based on one or more factors
relevant to the proximity of the requests. In further embodi-
ments, a factor is similarity of the requests for assistance. As
an example, in some embodiments, a request for assistance
comprises an emergency indication selected from, for
example, a car accident, a medical emergency, a police
emergency, a fire emergency, or any combination thereof. In
this example, requests for assistance are determined to be
proximate in emergency indication when they share the
same emergency indication. In further embodiments, a fac-
tor is timing of the requests for assistance. As an example,
in some embodiments, requests for assistance are deter-
mined to be proximate in time when they are sent (e.g. based
on time stamp when packet(s) is sent) and/or received (e.g.
by an EMS) within a time window of less than or equal to
about 1, 2,3,4,5,6,7,8,9, 10, 15, 20, 25, 30, 35, 40, 45,
50, 60, 70, 80, 90 or 100 seconds. In some embodiments,
requests for assistance are determined to be proximate in
time when they are sent and/or received within a time
window of less than or equal to about 1, 2, 3, 4, 5, 6, 7, 8,
9, 10, 15, 20, 25, 30, 35, 40, 45, 50, 60, 70, 80, 90 or 100
minutes.

In some embodiments, once a group of devices is formed,
data sharing allows member devices to keep track of one
another. For example, in some embodiments, a communi-
cation device that is a member of a group of devices
comprises a display showing the location of one or more
member devices. In further embodiments, the display shows
a map populated with one or more member devices (e.g. map
has indicators showing location of each member device). In
further embodiments, the display shows a map populated
with the communication device. In further embodiments, the
display comprises a button for centering the map on the
location of the communication device. In further embodi-
ments, the display allows the map to be centered on the
communication device, one or more member devices, and/or
athird party device (e.g. a device of a recipient such as a first
responder). In some embodiments, the communication
device indicates the distance (and, in some cases, an esti-
mated time to intercept) between the communication device
and one or more member devices.

Group Module

In some embodiments, a communication device com-
prises a software module for determining that the commu-
nication device belongs to a group of devices, wherein the
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group of devices comprises member devices that are autho-
rized to share data with each other. In some embodiments,
the software module is referred to as a group module. In
some embodiments, the one or more functions of the group
module are carried out by one or more other software
modules described herein. In some embodiments, the group
module receives authorization from a user of the commu-
nication device to share data with one or more member
devices in a group of devices. In some embodiments, the
group module receives authorization from a user of the
communication device to join a group of devices. As an
example, in some embodiments, a user accesses a user
interface on his communication device to select one or more
other devices (e.g. based on phone number, social media
identifier, or other identifying information) and add them to
a group, wherein the user agrees to share data with the
selected devices. In further embodiments, the users of the
selected devices also agree to share data with the user’s
communication device. For example, in one embodiment,
the group comprises family members who want to keep
track of each other’s location during a trip to the zoo.
Data Sharing Module

In some embodiments, a communication device com-
prises a software module for sharing data (e.g. a data set)
with one or more other devices. In some embodiments, the
software module is referred to as a data sharing module. In
some embodiments, the one or more functions of the data
sharing module are carried out by one or more other soft-
ware modules described herein. In some embodiments, the
data sharing module shares data with one or more other
devices, wherein the one or more other devices are member
devices in a group of devices. In further embodiments, the
communication device is a member device in the group.

In some embodiments, the data sharing module shares
data with one or more member devices in the group of
devices. In some embodiments, the data sharing module
shares data with one or more member devices in the group
of devices upon user request (e.g. by request of the user of
the communication device). In some embodiments, the data
sharing module shares data with one or more member
devices in the group of devices upon receiving a request to
share data from the one or more member devices. For
example, in some embodiments, the communication device
receives a request to share location data from a member
device. In some embodiments, the data sharing module
shares data periodically. In some embodiments, data is
shared periodically at an interval of about every 1, 2, 3, 4,
5,6,7,8,9, 10, 15, 20, 25, 30, 35, 40, 45, 50, 60, 70, 80,
90 or 100 seconds. In some embodiments, data is shared
periodically at an interval of about 1, 2, 3,4, 5, 6,7, 8,9, 10,
15, 20, 25, 30, 35, 40, 45, 50, 60, 70, 80, 90 or 100 minutes.
In some embodiments, data is shared periodically at an
interval of about every 1, 2, 3,4, 5,6, 7, 8,9, 10, 15, 20, 21,
22, 23, or 24 hours. In some embodiments, data is shared at
least once every 1, 2,3, 4, 5, 6,7, 8,9, 10, 15, 20, 25, 30,
35, 40, 45, 50, 60, 70, 80, 90 or 100 seconds. In some
embodiments, data is shared at least once every 1, 2, 3, 4, 5,
6,7,8,9,10, 15, 20, 25, 30, 35, 40, 45, 50, 60, 70, 80, 90
or 100 minutes. In some embodiments, data is shared at least
onceevery 1,2,3,4,5,6,7,8,9, 10, 15, 20, 21, 22, 23, or
24 hours. In some embodiments, the data sharing module
shares data aperiodically (e.g. not at regular intervals). In
some embodiments, the data sharing module shares data
continuously (e.g. constantly at short intervals such as, for
example, every 1-5 seconds). In some embodiments, the
data sharing module shares data with a member device
indirectly. For example, in some embodiments, data associ-
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ated with a communication device is stored on other member
devices in the group of devices and/or on one or more
external databases (e.g. on a network). Accordingly, the data
sharing module is able to store or send data on the other
member devices or the external databases. This is useful in
situations when the communication device becomes unre-
sponsive and/or has not authorized the member device to
obtain data directly. In some embodiments, the data sharing
module comprises settings configurable by a user to deter-
mine what data is shared (e.g. location data, user data, sensor
data, or any combination of data), how the data is shared
(e.g. directly with the member device, indirectly via another
member device, via a cache database storing data for the
group of devices, via an EMS, etc), and how often the data
is shared (e.g. every X minutes or hours, or whenever the
current location data changes).

In some embodiments, the data sharing module provides
a status update in response to a status update request from a
member device. In some embodiments, the status update
request is received from the member device after a trigger-
ing event. For example, in some embodiments, a triggering
event occurs when the member device receives user input
requesting a status update from the communication device
(e.g. the user of the member device has not received a status
update from the communication device for some time and is
worried, and so sends a status update request). In some
embodiments, a triggering event occurs when the member
device determines and/or confirms an emergency situation
exists (e.g. determination/confirmation is made by an alert
module as described herein). In some embodiments, the data
sharing module automatically provides a status update in
response to a status update request. In other embodiments,
the data sharing module prompts a user of the communica-
tion device to confirm the status update before providing the
status update to the member device that sent the status
update request.
Data Intake Module

In some embodiments, a communication device com-
prises a software module for obtaining data associated with
a member device in a group of devices and using the data to
update a data set associated with the member device. In
some embodiments, the software module is referred to as a
data intake module. In some embodiments, the one or more
functions of the data intake module are carried out by one or
more other software modules described herein. In some
embodiments, the data intake module autonomously obtains
data from one or more member devices in the group of
devices. In some embodiments, the data intake module
obtains data from one or more member devices in the group
of devices upon user request (e.g. by request of the user of
the communication device). In some embodiments, the data
intake module obtains data periodically. In some embodi-
ments, the data intake module obtains data aperiodically
(e.g. not at regular intervals). In some embodiments, the data
intake module obtains data continuously (e.g. constantly at
short intervals such as, for example, every 5 seconds). In
some embodiments, the data intake module obtains data
associated with a member device indirectly. For example, in
some embodiments, data associated with a member device is
stored on other member devices in the group of devices
and/or on one or more external databases (e.g. on a net-
work). Accordingly, the data intake module is able to obtain
data from the other member devices or the external data-
bases. This is useful in situations when the member device
is unresponsive and/or has not authorized the communica-
tion device to obtain data directly. In some embodiments, the
data intake module comprises settings configurable by a user
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to determine what data is obtained (e.g. location data, user
data, sensor data, or any combination of data), how the data
is obtained (e.g. directly from the member device, indirectly
from another member device, from a cache database storing
data for the group of devices, from an EMS, etc), and how
often the data is obtained (e.g. every X minutes or hours, or
whenever the current location data changes). In some
embodiments, the data intake module obtains data (e.g. a
data set) comprising one or more categories of data. In some
embodiments, data is selected from location data, health
data, user data, sensor data, and any combination thereof.

In some embodiments, the data intake module requests a
status update from the member device upon a triggering
event (e.g. after a triggering event has occurred). In some
embodiments, the triggering event occurs when the device
receives user input requesting a status update from the
member device (e.g. the user of the communication device
has not received a status update from the member device for
some time and is worried, and so sends a status update
request). In some embodiments, a triggering event occurs
when the device determines and/or confirms an emergency
situation to exist (e.g. determination/confirmation is made
by an alert module as described herein). For example,
various ways in which an emergency situation is determined
and/or confirmed are described at least in the alert module
section and elsewhere throughout the specification and fig-
ures.

In some embodiments, the data intake module of a com-
munication device requests a status update from a member
device. In some embodiments, the status update request is
sent to the member device after a triggering event. For
example, in some embodiments, a triggering event occurs
when the communication device receives user input request-
ing a status update from the member device. In some
embodiments, a triggering event occurs when the commu-
nication device determines and/or confirms an emergency
situation to exist involving the member device and/or its
user (e.g. determination/confirmation is made by an alert
module as described herein). In some embodiments, the data
intake module automatically requests a status update in
response to the triggering event. In other embodiments, the
data intake module prompts a user of the communication
device to confirm the status update request before sending
the status update request to the member device.

Alert Module

In some embodiments, a communication device com-
prises a software module for determining the existence of an
emergency situation relating to a member device belonging
to a group of devices. In further embodiments, the software
module is an alert module. In some embodiments, the one or
more functions of the alert module are carried out by one or
more other software modules described herein. In some
embodiments, the alert module determines that a member
device (or a user associated with the member device) is in an
emergency situation. In some embodiments, the alert mod-
ule determines that the communication device (or a user
associated with the community device) is in an emergency
situation. In some embodiments, the alert module deter-
mines a device (or user thereof) is in an emergency situation
using data (e.g. a data set) associated with the device. In
further embodiments, the data is selected from one or more
of the group consisting of: location data, sensor data, health
data, and user data. In further embodiments, the data com-
prises current data. For example, in some embodiments, the
alert module determines a device (e.g. user communication
device, communication device, member device, second
device, device of another user, etc.) is in an emergency
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situation using sensor data from a wearable heart rate
monitor associated with a user of the device. In further
embodiments, the device analyzes the sensor data and deter-
mines the user is experiencing cardiac arrhythmia (e.g.
heartbeat is too fast, too slow, or irregular). In some embodi-
ments, the sensor data is compared to a baseline reference
(either a generic baseline or a baseline established using
historical sensor data for the particular user) to determine if
the sensor data is deviating significantly from the baseline
reference (e.g. using statistical measures known in the art to
test statistical significance of the deviation). As another
example, in some embodiments, the alert module determines
a device is in an emergency situation using sensor data
showing the user of the device is experiencing hypothermia
(e.g. core body temperature has dropped below a threshold
skin or core temperature such as, for example, 98, 97, 96, 95,
94, 93, 92, 91, or 90 degrees Fahrenheit). In some embodi-
ments, sensor or data thresholds for determining an emer-
gency situation is predefined (e.g. by a user, an EMS, or by
the device manufacturer). In some embodiments, sensor or
data thresholds for determining an emergency situation is
user configurable (e.g. user can adjust settings to set thresh-
olds). In some embodiments, the alert module determines a
device is in an emergency situation using location data. In
some embodiments, the alert module determines a device is
in an emergency situation using location data to determine
that a user of the device has traveled into a dangerous area
(e.g. within a zone of danger such as, for example, an area
subject to a current tornado warning). In further embodi-
ments, the alert module obtains information about a danger-
ous area from an emergency service (e.g. EMS, EDC, first
responder, private security, etc). In yet further embodiments,
the information about a dangerous area is sent to the alert
module via push notification. In some embodiments, the
dangerous area comprises an area subject to a weather
warning (e.g. tornado, hurricane, snow, sleet, hail, thunder-
storm, etc), an earthquake warning, a wildfire warning, a
heat warning, a UV index warning, an accident, tide alert
(e.g. rip tide), animal warning (e.g. wild animal attack,
dangerous animal(s) present/spotted/escaped, diseased ani-
mal(s), etc), or any other dangerous condition. In some
embodiments, the dangerous area refers to a zone of danger.

In some embodiments, the alert module determines a
device is in an emergency situation when a user of the device
has failed to check-in and/or provide a status update for a
specified period of time and/or for a specified number of
times. For example, in some embodiments, the alert module
determines a user of a device is in an emergency situation
when the user has failed to provide a status update for at least
1,2,3,4,5,6,7,8,9, 10, 15, 20, 30, 40, 50, or 60 minutes,
atleast1,2,3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15, 16, 17,
18, 19, 20, 21, 22, 23, or 24 hours, or at least 1, 2, 3, 4, 5,
6,7,8,9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22,
23,24, 25,26,27,28, 29, or 30 days. In some embodiments,
the alert module determines a user of a device is in an
emergency situation when the user has failed to provide a
status update at least 1, 2, 3,4, 5,6, 7,8, 9, 10, 11, 12, 13,
14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29,
or 30 times (e.g. user has failed to provide status updates
when given an opportunity to do so for a threshold number
of times). In some embodiments, the alert module deter-
mines a user of a device is in an emergency situation when
the user has failed to provide a status update at least 1, 2, 3,
4,5,6,7,8,9,10,11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21,
22, 23, 24, 25, 26, 27, 28, 29, or 30 times during a time
period of no more than 10, 20, 30, 40, 50, or 60 minutes, or
1,2,3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19,
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20, 21, 22,23, or 24 hours, or 1, 2, 3,4, 5,6, 7, 8, 9, 10, 11,
12,13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27,
28, 29, or 30 days (e.g. user has failed to provide status
updates for a threshold number of times within a defined
time period). In some embodiments, the alert module
requires periodic status updates. In some embodiments, the
alert module requires aperiodic status updates. In some
embodiments, the alert module requires a status update
based on a request for a status update received from another
device (or user of another device). For example, in some
embodiments, the alert module of the communication device
receives a request for a status update from a user of a
member device in the group of devices. In some embodi-
ments, the alert module determines the device is in an
emergency situation when a member device has failed to
provide a status update in response to a status update request
for atleast 1, 2,3,4,5,6,7,8, 9, 10, 15, 20, 30, 40, 50, or
60 minutes, or at least 1, 2,3,4,5,6,7,8,9,10, 11, 12, 13,
14, 15, 16, 17, 18, 19, 20, 21, 22, 23, or 24 hours. In some
embodiments, a status update comprises data associated
with the device providing the status update. In some embodi-
ments, a status update comprises a data set associated with
the device providing the status update. In some embodi-
ments, a status update comprises a confirmation by a user of
the device that the user is okay (e.g. not in an emergency).
As an example, in one embodiment, the user of the device
(e.g. member device that is allegedly in an emergency)
presses a soft button/icon on an interface display (e.g.
touchscreen) of the device indicating he/she is okay. In this
example, in one embodiment, the user provides the status
update independently. Alternatively, in another embodiment,
the user provides the status update in response to a status
update request by another member device in the group of
devices. In some embodiments, the alert module determines
the emergency situation exists when the device has not
received at least a threshold number of periodic pings from
the member device in a defined time period (e.g. user
communication device determines member device is in
emergency because member device has failed to send peri-
odic pings for 30 minutes). In some embodiments, a ping is
part of a status update. In some embodiments, a ping does
not comprise additional information normally found in a
status update.

In some embodiments, the alert module autonomously
determines and/or confirms the member device is in an
emergency situation (e.g. without requiring user input). In
further embodiments, the alert module determines and/or
confirms the emergency situation by detecting a request for
assistance sent by the member device (e.g. member device
has already sent request for assistance, so the alert module
notifies the user of the communication device of the ongoing
emergency situation). In yet further embodiments, the alert
module provides an alert to the user of the communication
device informing the user of the emergency situation asso-
ciated with the member device in the group of devices. In
further embodiments, the alert module determines and/or
confirms the emergency situation by detecting a request for
assistance sent on behalf of the member device (e.g. another
device in the group sent a request on behalf of the member
device, so the alert module notifies the user of the commu-
nication device of the ongoing emergency situation). In
some embodiments, the alert module determines and/or
confirms the emergency situation (associated with the mem-
ber device) by detecting the member device is part of an
emergency communication session (e.g. member device is
engaged in ongoing emergency communication session). In
some embodiments, the alert module determines and/or
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confirms the emergency situation by verifying the emer-
gency situation with the group of devices (e.g. with one or
more member devices in the group). In further embodi-
ments, the alert module verifies the emergency situation with
all the member devices in the group of devices. In alternative
embodiments, the alert module verifies the emergency situ-
ation with less than all the member devices in the group of
devices (e.g. when one or more member devices are unavail-
able). In some embodiments, the alert module confirms the
emergency situation by polling the group of devices to verify
the member device has failed to provide a status update (e.g.
within a defined time period) before providing an alert to the
user of the communication device. In some embodiments,
the alert module holds a vote by member devices in the
group of devices to confirm the emergency situation (e.g.
members in group vote to decide if there is really an
emergency for the particular member device). In further
embodiments, the communication device casts a first vote.
In yet further embodiments, the remaining member devices
in the group of devices hold a general vote if the first vote
indicates the emergency situation exists. In still yet further
embodiments, each vote is given equal weighting (e.g. each
vote has the same value/weight as every other vote). In still
yet further embodiments, the vote comprises weighted vot-
ing. For example, in some embodiments, the communication
device casting the first vote (e.g. first user/device to claim an
emergency situation exists for the member device) is given
more weight in the vote than a single vote. As an example,
in some embodiments, when the vote is to determine and/or
confirm an emergency situation for a user and/or the user’s
member device, the vote by a spouse of the user is given
more weight than a single vote. As another example, in some
embodiments, when the vote is to determine and/or confirm
an emergency situation for a user and/or the user’s member
device, the vote by a close relative (e.g. parent, child, or
sibling) of the user is given more weight than a single vote.
As an example, in some embodiments, when the vote is to
determine and/or confirm an emergency situation for a user
and/or the user’s member device, the vote by a distant
relative (e.g. aunt, uncle, nephew, niece, cousin, grandpar-
ents, grandchildren, etc) of the user is given more weight
than a single vote. As an example, in some embodiments,
when the vote is to determine and/or confirm an emergency
situation for a user and/or the user’s member device, the vote
by a friend of the user is given more weight than a single
vote. In some embodiments, the votes are weighted accord-
ing to the relationship between the voter and the user for
whom the emergency situation is being voted on. For
example, in some embodiments, a vote by a spouse is given
more weight than a vote by a close relative, which is given
more weight than a vote by a distant relative and/or a vote
by a friend. In some embodiments, one or more member
devices in the group are not authorized by the member
device (that is allegedly in an emergency) to vote. In some
embodiments, the member devices in the group require
authorization by the member device (that is allegedly in an
emergency) to vote. In some embodiments, the device that
casts the first vote acts as the tie-breaker in case of a tie vote
(e.g. the first vote breaks the tie). In some embodiments, a
vote that is given more weight counts as 2, 3,4, 5, 6, 7, 8,
9, or 10 or more votes. In some embodiments, the vote
comprises fulcrum voting.

In some embodiments, the emergency situation is ranked
in one or more tiers corresponding to the level of danger. For
example, in one embodiment, emergency situations are
ranked in two tiers: a first tier and a second tier. In this
example, the first tier corresponds to emergency situations
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that do not require assistance, wherein the alert module
provides an alert regarding the emergency situation. In this
example, the second tier corresponds to emergency situa-
tions that do require assistance, wherein the alert module
prompts the user to request assistance or sends the request
for assistance automatically. In some embodiments, the alert
module provides an alert to the user regarding the emer-
gency situation. In further embodiments, the alert module
prompts the user to decide to send a request for assistance.
In further embodiments, the alert module provides the user
with an option to send a request for assistance. In further
embodiments, the alert module allows the user to send a
request for assistance after receiving the alert. In some
embodiments, the alert module must confirm the emergency
situation before providing an alert to the user and/or sending
a request for assistance. In some embodiments, the alert
module confirms the emergency situation after determining
the existence of the emergency situation (e.g. alert module
calculates emergency situation exists, but has to confirm, for
example, with other devices or users, or obtain additional
data such as sensor data from surrounding sensors). In some
embodiments, an alert comprises a message informing a user
of the device about the emergency situation. In some
embodiments, the alert comprises information on the emer-
gency situation (e.g. statistical likelihood of emergency, a
broadcasted warning from a government agency regarding
the emergency, data relevant to the emergency such as, for
example, heart monitor data for a medical emergency, etc).
In some embodiments, the alert comprises summarized
information containing the most relevant information con-
densed from raw data and/or information. For example, in
one embodiment, the alert for a medical emergency based on
sensor data from a heart monitor showing heart arrhythmic
comprises summarized information indicating the user
appears to be experiencing heart arrhythmia in the form of
an irregular heartbeat based on sensor readings from the past
5 minutes (does not show the raw sensor readings, but in
some embodiments, provides a representative sensor read-
ing). In some embodiments, the alert module determines an
emergency situation exists by analyzing the data. In further
embodiments, the data is a data set comprising current data
associated with the device. In some embodiments, after the
emergency situation is determined and/or confirmed to exist,
the communication device sends a request for assistance to
a recipient on behalf of a user of the member device. In
further embodiments, the communication device provides a
data set associated with the member device to the recipient.
Communication Module

In some embodiments, a communication device com-
prises a communication module for sending a request for
assistance to a recipient. In some embodiments, the one or
more functions of the communication module are carried out
by one or more other software modules described herein. In
some embodiments, the communication module sends a
request for assistance to a recipient on behalf of a second
device (or a user thereof). In some embodiments, the com-
munication module sends a request for assistance to a
recipient on behalf of a member device (or a user thereof)
belonging to a group of devices, wherein member devices in
the group are authorized to share data. The function of the
communication module in sending a request for assistance
on behalf of a second device is the same as when sending a
request for assistance on behalf of a member device belong-
ing to a group of devices. In both scenarios, the communi-
cation module is sending a request for assistance on behalf
of a device other than itself. In further embodiments, the
communication module sends a request for assistance to a
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recipient on behalf of a user of a member device belonging
to a group of devices. The need for proxy calling (or sending
a proxy request) arises when a second device and/or user of
the device is unable to send a request for assistance to a
recipient. For example, in some instances, the user is inca-
pacitated, injured, in shock, has misplaced or lost his/her
device, or is otherwise unable to send a request for assis-
tance. In other instances, the user is unaware of the emer-
gency situation (e.g. user has hiked into an area subject to a
flash flood without realizing the danger). As another
example, in some instances, the device is damaged or
destroyed, out of power, out of range of a communication
network (e.g. cellular, Wi-Fi, Bluetooth, etc), or otherwise
unable to send a request for assistance. Therefore, a com-
munication device comprising a communication module for
sending a request for assistance to a recipient on behalf of a
user of a second device (or, alternatively, a member device
belonging to a group of devices) enables a user of the
communication device to obtain help for the user of the
second device. In some embodiments, the communication
module provides a data set associated with the second device
to the recipient. In further embodiments, the communication
module provides the data set by sending the data set to the
recipient. In further embodiments, the communication mod-
ule provides the data set by updating a database accessed by
the recipient (e.g. inserting a location associated with the
member device phone number into an automatic lookup
identification database used by EDCs to look up location
information for emergency calls). In further embodiments,
the communication module provides the data set by autho-
rizing the recipient to retrieve the data set from the group of
devices (e.g. data set is stored collectively amongst the
group, stored by one or more devices in the group, or stored
on a database external to the group). In further embodi-
ments, the second device is authorized to share data with an
emergency service (e.g. an EMS or EDC) during an emer-
gency situation. As an example, in one embodiment, the
second device is authorized (e.g. its user configured its data
sharing settings) to share data with an EMS and/or EDC
when the second device is involved in an emergency situ-
ation, for example, when the second device has sent a
request for assistance and/or a proxy request for assistance
has been placed on its behalf. In some embodiments, when
the communication device and the second device both
belong to a group of devices (e.g. both are member devices
authorized to share data), the communication device autho-
rizes a recipient of a request for assistance sent on behalf of
the second device to retrieve the data set for the second
device stored on a database associated with the group of
devices.

In some embodiments, the communication device com-
prises a communication module for sending a request for
assistance to a recipient on behalf of a user of a member
device belonging to a group of devices, wherein the user is
also a user of the communication device. For example, in
some embodiments, a user sets up a group of devices all
belonging to him (e.g. a home temperature sensor connected
to a home Wi-Fi network router that is linked to the Internet,
a wearable device communicating with his communication
device over Bluetooth, and a home fire alarm also connected
to the home Wi-Fi network router). In this example, the user
has adjusted data sharing settings for all the member devices
in the group to periodically share data with his communi-
cation device. In addition, the data sharing settings are set so
that the fire alarm sends his communication device an alert
if it detects a fire. In this example, the user has left the stove
on, which starts a small fire. The fire sets off the fire alarm,
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which immediately sends an alert to the user’s communica-
tion device. The user then immediately sends a request for
assistance to a recipient (in this case, the fire department).
Next, the communication module sends the request and
provides a data set associated with the fire alarm. In this
example, the data set comprises current information (data)
relevant to the fire emergency, wherein the data set com-
prises an address location associated with the fire alarm,
sensor readings from the home temperature sensor, identi-
fying information of the user, and a location of the user
based on his communication device. In some embodiments,
the request comprises an emergency indication (e.g. a fire
emergency in this example). In some embodiments, the
request comprises a data set associated with the member
device. In some embodiments, the request comprises a data
set associated with an emergency situation involving the
member device. In some embodiments the data set is not
provided as part of the request for assistance. In some
embodiments, the request for assistance and the data set are
provided as separate communications (e.g. request is sent in
one set of one or more communications, and the data set is
provided as another set of one or more communications).
For example, in one embodiment, the communication mod-
ule sends the request for assistance to a recipient, and then
provides the data set in response to receiving a data request
from the recipient.

In some embodiments, the communication module sends
a request to establish a covert communication session for the
member device. In some instances, a user of the member
device is in a dangerous situation and does not wish to draw
attention to himself (e.g. the user is being mugged and does
not want the phone to ring, buzz, or for its display to light
up). Accordingly, in some embodiments, the covert commu-
nication session enables covert communications between the
member device with the recipient, wherein the member
device sends and receives data and/or communications while
appearing to be inactive. As an example, in some embodi-
ments, the member device appears to be inactive during
active communications, wherein a display of the device is
powered off (or, alternatively, does not light up or brighten)
when communications are sent and/or received. In some
embodiments, the phone appears to be inactive by making
no sounds or vibrations when communications are sent
and/or received.

In some embodiments, the communication device (or
communication module of the device) communicates with a
recipient through one or more data channels. In some
embodiments, the recipient is an emergency management
system. In some embodiments, the EMS routes communi-
cations to an EDC. In further embodiments, the EMS
establishes a first data channel with the communication
device and a second data channel between the EMS and the
EDC, wherein the EMS bridges the first and second data
channels to enable the communication device and the EDC
to communicate. In some embodiments, the EMS converts
data (e.g. data set) from the communication device into a
format suitable for the EDC (e.g. analog or digital, audio,
SMS, data, etc) before sending or routing the formatted data
to the EDC. In some embodiments, the EMS routes com-
munications to a device associated with a first responder. In
some embodiments, the communication device relays addi-
tional communications, information, and/or data sent or
shared between member devices in the group of devices to
the EMS or EDC after a request for assistance has been sent.
In further embodiments, the additional information is
relayed to the EMS or EDC after the request for assistance
has been sent in order to provide current information that is
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relevant to the request. For example, in some instances,
communications between member devices contain informa-
tion relevant to the emergency (e.g. information that the user
of member device who is experiencing a medical emergency
suffers from diabetes). Accordingly, in some embodiments,
the information is sent autonomously, at request of a user of
the communication device, or at request of the recipient (e.g.
EMS, EDC, first responder, etc).

In some embodiments, the communication device identi-
fies a recipient as responsible for the jurisdiction where the
second device is located using the data set associated with
the second device. This is useful in situations when the
communication device and the second device are located in
different geographical areas. A recipient needs to be suffi-
ciently close to the geographical location of the communi-
cation device in order to render timely assistance regarding
an emergency situation involving the second device and/or
its user. Normally, a recipient such as an EDC is identified
as being responsible for the jurisdiction where the calling
device is located (e.g. based on a nearby cell tower through
which the call is routed). This process is inadequate when
the caller is contacting the EDC on behalf of someone else
in a different location. Therefore, in some embodiments, the
communication device (e.g. a software module of the
device) identifies a recipient who is responsible for the
jurisdiction where the second device is located. In further
embodiments, the communication device identifies the
recipient using the data set associated with the second
device, wherein the data set comprises location data. In
some embodiments, location data comprises one or more of
GPS coordinates, Wi-Fi beacon triangulation coordinates,
cell tower triangulation coordinates, Bluetooth triangulation
coordinates, wireless access point triangulation, location of
nearby beacons, X/Y/Z coordinates, altitude, barometric
pressure, an address based on coordinate and other location
information, and other location determination methods. In
some embodiments, location determination methods include
one or more of received signal strength indication (RSSI),
fingerprinting, angle of arrival, and time of flight to calculate
location of a device using triangulation and/or trilateration.
In some embodiments, location data comprises a predicted
accuracy of the determined location (address and/or coor-
dinates). For example, in some embodiments, location data
comprises a radius around the determined location having at
least an accuracy within 0.1, 0.5, 1, 2,3, 4, 5, 6,7, 8,9, 10,
11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 30, 40, 50, 60, 70, 80,
90, or 100 meters of the determined location (e.g. coordi-
nates and/or address).

Emergency Communication Module

In some embodiments, an emergency management system
comprises a server software application for managing emer-
gency communication sessions. In some embodiments, the
application comprises one or more software modules for
receiving and/or processing proxy requests for assistance. In
some embodiments, a software module for receiving and/or
processing proxy requests for assistance is called a proxy
detection module. In some embodiments, the one or more
functions of the proxy detection module are carried out by
one or more other software modules described herein. In
some embodiments, a proxy detection module receives a
request for assistance from a communication device,
wherein the request is associated with a second device. In
further embodiments, the second device is a member device
in a group of devices. In yet further embodiments, the both
the second device and the communication device sending
the request for assistance on behalf of the second device
belong to the same group of devices, wherein one or more
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member devices in the group are authorized to share data. In
some embodiments, the proxy detection module determines
that the communication device is authorized to send the
request for assistance on behalf of the second device (or
member device). In some embodiments, the proxy detection
module obtains a data set associated with the second device
(or member device). Obtaining a data set comprises one or
more steps as described elsewhere in this specification.

In some embodiments, an emergency management system
comprises a server software application comprising a soft-
ware module for establishing a communication session
between a communication device and a recipient of a request
for assistance. In some embodiments, the software module is
referred to as an emergency communication module. It is
understood that one or more functions of the emergency
communication module is capable of being performed by
one or more other software modules described herein. In
some embodiments, the communication session includes a
communication device sending a request for assistance on
behalf of a second device (or a member device) and a
recipient. In some embodiments, the communication session
includes the second device and a recipient. In some embodi-
ments, the communication session includes the communi-
cation device, the second device, and the recipient. In some
embodiments, the emergency communication module sends
the request for assistance to a recipient (e.g. an EDC, PSAP,
first responder, private security service, friend or relative,
etc.). In further embodiments, the emergency communica-
tion module provides the data set associated with the second
device (or member device) to the recipient. For example,
when the second device is in a different geographic location
from the communication device sending the request for
assistance on its behalf, EDCs typically only receive loca-
tion information pertaining to the calling device. By pro-
viding the data set (in this case, comprising location infor-
mation) associated with the second device, the emergency
communication module is ensuring that the EDC sends a
first responder to the appropriate location rather than to the
location of the communication device. In some embodi-
ments, the emergency communication module uses the data
set associated with the second device (or member device) to
identify an EDC serving the jurisdiction where the second
device is located prior to contacting the EDC. For example,
in some embodiments, the EMS receives the request for
assistance, determines it is a proxy request, obtains the data
set for the second device, identifies an EDC based on the
data set, and then sends the request to the EDC while also
providing the data set to the EDC. In further embodiments,
the data set comprises additional information relevant and/or
useful to facilitating the emergency response (e.g. medical
data relevant to a medical emergency).

In some embodiments, an emergency communication
module establishes a communication session that includes a
communication device of a first responder. In some embodi-
ments, the emergency communication module establishes a
first data channel with a communication device sending a
request for assistance (or when request for assistance was
made on behalf of the communication device), and a second
data channel with a communication device of a first
responder. In further embodiments, the emergency commu-
nication module bridges the first and second data channels to
enable communication between the devices. In some
embodiments, the first responder is able to send messages
and/or data to the communication device of the user (e.g.
indicating help is on the way, an ETA of the first responder,
self-help information, location of the first responder, etc.). In
some embodiments, the communication device of the user is
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able to send messages and/or data to the first responder (e.g.
asking an estimated ETA of the first responder, question on
self-help, location of the user, etc.). In some embodiments,
the EMS screens the information sent between the devices
before allowing them to be routed to their destination. In
some embodiments, the EMS routes the information
between devices without screening the information (e.g.
when user communication device is recognized by EDCs
and/or first responders as being trustworthy). In some
embodiments, a user communication device is authorized to
communicate with a first responder, wherein the user is a
first responder, a government agent, emergency response
personnel, or a government official. In some embodiments,
the emergency communication module establishes a first
data channel with a communication device sending a request
for assistance (or when request for assistance was made on
behalf of the communication device), a second data channel
with a communication device of a first responder, and a third
data channel between the communication device sending the
request for assistance and the communication device of the
first responder, wherein the third data channel is a direct data
channel. In some embodiments, the third data channel is
established when the EMS determines that the communica-
tion device sending a request for assistance is authorized to
communicate directly with the communication device of the
first responder. In some embodiments, an EMS, EDC, and/or
communication device of a first responder accesses a data-
base comprising a list of devices authorized to communicate
with a first responder in deciding whether to establish the
third data channel.
Emergency Management Module

In some embodiments, an emergency management system
comprises a server software application comprising a soft-
ware module for managing an emergency communication
session. In some embodiments, the software module for
managing an emergency communication session is referred
to as an emergency management module. In some embodi-
ments, one or more functions of the emergency management
module are carried out by one or more other software
modules disclosed herein. In some embodiments, the emer-
gency management module manages an emergency com-
munication session comprising communications between a
communication device requesting assistance (or a device
associated with the request for assistance such as, for
example, a second or member device) and a communication
device of a first responder. In some embodiments, the
emergency management module receives a request for assis-
tance associated with a communication device. In further
embodiments, the emergency management module locates a
communication device of a first responder assigned to the
request for assistance or emergency (or about to be
assigned). In some embodiments, the emergency manage-
ment module connects with an EDC or PSAP responsible for
assigning a first responder to the emergency and requests
identifying information about a communication device of
the first responder or contact information of the first
responder (e.g. phone number, vehicle console, and/or
vehicle radio frequency). In some embodiments, the emer-
gency management module provides the contact information
of the first responder to the emergency communication
module for establishing communications between the com-
munication device associated with the emergency and the
communication device of the first responder.
Additional Software Modules

In some embodiments, an EMS comprises a session data
module storing session data comprising information
received during an emergency communication session. In
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further embodiments, the information received during the
emergency session comprises user information, emergency
indication, location information, user health history, user
login, sensor information, photo(s), video(s), text message
(s), audio message(s), or any combination thereof.

In some embodiments, a communication device com-
prises a software module for receiving user input. In some
embodiments, the software module for receiving user input
is referred to as a user input module. In some embodiments,
one or more functions of the user input module are carried
out by one or more other software modules described herein.
In some embodiments, the user input module receives an
indication to send a request for assistance to a recipient. In
some embodiments, the indication comprises an emergency
indication (e.g. traffic accident, medical emergency, police
emergency, and/or fire emergency). In some embodiments,
the indication is for a proxy request for assistance associated
with a second device (or member device in a group of
devices).

DETAILED FIGURE DESCRIPTIONS

FIG. 1A shows a schematic diagram of one embodiment
of a device described herein. In some embodiments, the
device 106 is an electronic device such as a communication
device (e.g. mobile or cellular phone, computer, laptop,
etc.). In some embodiments, a communication device is a
wearable device. In some embodiments, a communication
device is a wireless mobile device or a smart phone. In some
embodiments, a communication device is a walkie-talkie or
a two-way radio. In some embodiments, a user 100 (not
shown) is selected from one or more persons who are the
primary users of the device 106.

In some embodiments, the device 106 comprises at least
one processor 104, a memory 106 (e.g. an EPROM memory,
a RAM, a solid-state memory), a display 102, a user
interface 112, a network component 114 (e.g. an antenna and
associated components, Wi-Fi adapters, Bluetooth® adapt-
ers, etc.) and a computer program 108 (e.g. mobile appli-
cation, server application, computer program, application).
In some embodiments, the device is equipped with a location
component 116, for example, a global positioning system
(GPS). In some embodiments, the device comprises data
storage 115. In further embodiments, the device comprises a
location cache 117.

In some embodiments, the device 106 has several com-
ponents including a display 102 and user interface 112,
which allow the user 100 to interact with the device 106. In
some embodiments, the display 102 is a part of the user
interface 112 (e.g. a touchscreen is both a display and
provides an interface to accept user interactions). In some
embodiments, the display 102 and/or the user interface 112
comprises a touch screen (e.g. a capacitive touch screen),
which is capable of displaying information and receiving
user input. In some embodiments, the device 106 comprises
hardware components not including a display 102 and a user
interface 112, wherein the device functions autonomously
without requiring active user guidance or interaction.

In some embodiments, a device 106 includes various
accessories 122 that allow additional functionality. In some
embodiments, the accessories 122 include one or more of the
following: microphone (e.g. for user voice interaction), a
camera (e.g. for input of gestures commands or pictures
from the user 100), speakers, one or more sensors such as a
fingerprint reader or scanner, USB/micro-USB port, head-
phone jack, a card reader, SIM card slot, Bluetooth button,
and any combination thereof.
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FIG. 1A also shows a schematic diagram of one embodi-
ment of an emergency management system 130 as described
herein. In some embodiments, the emergency management
system 130 comprises one or more of an operating system
132, at least one central processing unit or processor 134, a
memory unit 136, a communication element 138, and a
software application 148 (e.g. server application). In some
embodiments, the emergency management system 130 com-
prises one or more databases 135. In some embodiments, the
emergency management system 130 comprises a location
cache 137.

FIG. 1B shows a schematic diagram of one embodiment
of a software application 128 installed on a device. In some
embodiments, the software application 128 comprises one or
more device software modules selected from a group mod-
ule 119, a data intake module 121, a data sharing module
123, a proxy communication module 125, an alert module
127, a status request module 129, a web of devices module
131, a location determination module 133, or any combina-
tion thereof. In some embodiments, the software application
168 comprises one or more device software modules
selected from a data module 161, an emergency detection
module 163, a communication module 165, a user input
module 167, or any combination thereof.

FIG. 1B also shows a schematic diagram of one embodi-
ment of a server application 148 installed on a server (e.g.
a server in an EMS). In some embodiments, the server
application 148 comprises one or more server software
modules selected from an emergency communication mod-
ule 141, a proxy detection module 143, an emergency
management module 145, a group/asset location module
149, an authorization module 149, or any combination
thereof.

FIG. 2 illustrates an embodiment of proxy calling where
a user 200 of a first communication device 206 sends an
emergency alert on behalf of a second device 207 (or a user
thereof 205). In some embodiments, a second device 207 is
a member device in a group of devices, wherein member
devices in the group are authorized to share data. In some
embodiments, a user 200 of a communication device 206
initiates the process to send a request for assistance to an
EDC 255 on behalf of a user 205 of the second device 207.
In some embodiments, the user 205 has authorized the
second device 207 to share his or her location with the user
200. In some embodiments, user 200 and 205 are in a group
of family and/or friends who have joined their devices to a
group of devices and authorized sharing their location data
with each other.

In some embodiments, the communication device 206
includes a computer program 208, such as, for example, a
software application as shown in FIG. 1B. In some embodi-
ments, a user 200 interacts with the communication device
206 using the user interface 212 (e.g. soft keys on a touch
screen, press or tap buttons on the front or sides of the device
206). In some embodiments, user 200 and device 206 are
located in “zone X”, which is a geographical area that is
within the jurisdiction of an EDC 250 (not shown), such as
a Public Safety Answering Point (PSAP). In some embodi-
ments, the zone is an Emergency Service Zone (ESZ).

Historically, a request for emergency assistance sent from
zone X by the user 200 with his communication device 206
is routed to EDC 250, which then sends first responders to
a location (often inaccurate) of the communication device
206. The present disclosure describes “proxy calling”,
which, in some embodiments, allows a user 200 to initiate a
request for emergency assistance on behalf of another user
205. As shown, in some embodiments, user 205 is located in
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“zone Y, which is within the jurisdiction of another EDC
255 that is different from the EDC 250 serving the jurisdic-
tion of In other embodiments, both users 200 and 205 are
located within the same zone within the jurisdiction of the
same recipient including private or public emergency ser-
vice providers. In such cases, the EDC will send first
responders to the location of the user 205.

In some embodiments, a data set (270, 272, 276) associ-
ated with the second device 207 or its user 205 is provided
to the recipient of the request. In some embodiments, the
request for assistance includes a data set (270, 272, 276)
associated with the second device 207 or the user 205 on
whose behalf the request is being sent. In some embodi-
ments, the data set (270, 272, 276) associated with the
second device 207 or its user 205 is provided separately
from the request for assistance. In some embodiments, a data
set includes data (including meta-data) regarding the user
205 or the second device 207 (e.g. user location, phone
numbers, medical conditions, emergency contacts, etc.). In
some embodiments, the data set (270, 272, 276) is provided
to the recipient, such as an EDC 255, through one or more
ways. For example, in some embodiments, the data set is
provided by the second device 207 through a communica-
tion path 225 to the EDC 255 without routing through an
EMS. In other embodiments, the data set is provided by the
second device 207 through a communication path 223 and
226 via the EMS 230. In still other embodiments, the data set
is provided by the second device 207 through a third party
database 245 accessed by the EDC 255. For example, in
some embodiments, the EMS 230 uses a third party VoIP
Positioning Center (VPC) provider to associate an address
location of the second device 207 with its phone number in
an Automatic Location Information (ALI) database. Subse-
quently, an EDC 255, such as a PSAP, is able to query the
ALI database for the phone number and the location provi-
sioned at the ALI database to determine the location where
assistance needs to be sent. In other embodiments, the
location is provisioned into a database within a Location
Information Server (LIS) within the EMS 230, which the
EDC 255 (e.g. a PSAP) is able to query for the location of
the second device 207. In some embodiments, the EDC 255
uses various methods to access location data including via
authenticated HTTPS, or unauthenticated HTTP over a
dedicated VPN connection between the EMS 230 and the
EDC 255 (e.g. using the HELD protocol to return data in
PIDF-LO format). In some embodiments, the EDC 255 such
as a PSAP queries an HTTPS API service in the EMS 230.

In some embodiments, the data set 270 includes data from
one or more caches, databases or other forms of storage
located at the second device 207, at the EMS 230, or at a
third-party database 285 (not shown). For example, in some
embodiments, the data is retrieved from a data storage
medium 215, such as a location cache 217 (not shown), for
storing location information regarding the second device
207. In addition, in some embodiments, the data is retrieved
from one or more databases 235 within the EMS 230, such
as a location cache 237. In other embodiments, the data is
stored and obtained from a database 285 (not shown) outside
of the EMS 230 for privacy or security reasons. In some
embodiments, the second device 207 transmits the data
through any network (Wi-Fi, Ethernet, cellular data connec-
tion, etc.) over the internet or through private connections,
such as HTTPS, unauthenticated HTTP, binary data SMS
over a cellular network and other means.

In some embodiments, the data set 270 includes data from
the second device 207, wherein the data includes one or
more of the following: current location of the second device
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207 (“Current Location Data”), pre-saved or user-defined
locations (e/g., home address) (“Saved Location Data”),
pre-determined locations (“Historical Location Data”), the
type of emergency or the type of emergency assistance
requested (e.g. police, medical, fire, etc.), or user data such
as demographic or medical information. In some embodi-
ments, the data set 270 is provided to the EDC 255 directly
(communication link 225), via the EMS 230 (communica-
tion link 223, 226), or via a third party (communication link
223, 241, 243). In some embodiments, the EMS 270 pro-
cesses the data set 270 into a data set 272 with a format
compatible for sending to the recipient (such as EDC 255)
such as, for example, through a voice call, SMS, or other
acceptable communication channels. In some embodiments,
the data set 272 comprises a location of the device with an
accuracy within 1, 2, 3,4, 5, 6,7, 8, 9, 10, 11, 12, 13, 14,
15, 16, 17, 18, 19, 20, 30, 40, or 50 meters of the location
coordinates and/or address (e.g. a current dispatchable loca-
tion or address). In some embodiments, a current dispatch-
able address has an accuracy within at least 1, 2, 3, 4, 5, 6,
7,8,9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 30, 40, or
50 meters of the address, including increments therein. In
some embodiments, the data set 272 comprises current
location data that is provisioned into a database in the EMS
230. In further embodiments, the EDC 255 queries the
database for location or location data. In some embodiments,
the data set 274 comprises current location data (e.g. X-Y
coordinates with a level of accuracy and/or a dispatchable
address) as determined by the EMS 230 and that is associ-
ated with a phone number in a third party database 245. In
some embodiments, the data set 276 includes current loca-
tion data comprising a dispatchable address, wherein the
EDC 255 is able to query the third party database 245 for the
data set.

In some embodiments, providing accurate location infor-
mation for the second device 207 to the EDC 255 is critical
for effective emergency response. For that reason, the loca-
tion cache (217, 237) has to maintain accurate location
information regarding the second device 207 and make it
accessible to the EDC 253 and/or EMS 230 during an
emergency. In some embodiments, the location information
is obtained from one or more sources such as, for example,
a location component 216 (such as a GPS, not shown), Wi-Fi
access points information using a Wi-Fi antenna (not
shown), Bluetooth beacon data using a Bluetooth antenna
(not shown), cellular trilateration using an cellular transmit-
ter capable of supporting various technologies such as
CDMA, LTE, or WIMAX, and barometric pressure using a
pressure sensor to estimate altitude. It is contemplated that
any known methods for determination of location such as
triangulation or multilateration is applicable to obtaining an
accurate location for a device to be used in the systems,
devices, and methods described herein. In some embodi-
ments, a location based service (LBS) is installed on the
second device 207 and used for determination of location
(e.g. a geolocation API). For example, in some embodi-
ments, Android Location Services is used to locate the
second device 207 using GPS, cell-ID and Wi-Fi access
point, wherein the second device 207 provides service set
identifier (SSID) and Media Access Control (MAC) data for
the Wi-Fi access point(s).

In some embodiments, location accuracy from the sources
is evaluated. For example, in some embodiments, Wi-Fi
access points, Bluetooth beacons, and/or hotspots are used to
triangulate a position for the second device 207. In addition,
in some embodiments, cellular trilateration and GPS coor-
dinates are obtained. In some embodiments, the Wi-Fi
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access point’s name or ID is used to determine location. For
example, in some embodiments, the Wi-Fi access point
name or ID is referenced against an address lookup database
that provides the address location of Wi-Fi access points. In
addition to the location itself, in some embodiments, an
estimate of the location accuracy from each source is deter-
mined. For example, in some embodiments, the location
accuracy is reported as a circle of confidence around a center
point (bivariate normal distribution). In some embodiments,
the location accuracy from FCC guidelines is that location
must be accurate within 300x300 meter area (FCC). How-
ever, greater location accuracy is preferred, such as within
100x100 meters. In some embodiments, location data for a
device comprises a location having an accuracy within a
distance (or radius from the calculated location) of 100, 90,
80, 70, 60, 50, 40, 30, 20, 10, or 5 meters. For example, in
some embodiments, location data associated with a device
comprises a calculated location (e.g. X-Y coordinates) that
is no more than 10 meters from the actual location of the
device. In some embodiments, if the location is determined
to be within 10 meters of a pre-determined or pre-saved
location (such as a user-defined home or work address), the
location then “snaps™ to the pre-determined or pre-saved
location, wherein the location is determined to be the same
as the pre-determined or pre-saved location.

In some cases, the location is sent to a recipient (e.g. EDC
255) as geographical coordinates (e.g. X-Y coordinates, and
sometimes 7 coordinates if available). In some embodi-
ments, the geographical coordinates comprise latitude and
longitude coordinates as defined by a reference (e.g. the
EPSG 4326 spatial reference). In other embodiments, the
recipient requires the location to be converted to a physical
address (also referred to as reverse geocoding). In some
embodiments, the physical address is obtained from a Mas-
ter Street Address Guide (MSAG) database which links
street names and house numbers to their communities defin-
ing Emergency Service Zones (ESZs) and their Emergency
Service Numbers (ESNs) to enable proper emergency call
routing. Although user 200 and user 205 are shown in
different zones in FIG. 2, it is understood that user 200 and
user 205 may be in the same zone or even in the same
location. For example, in some embodiments, user 205 is
experiencing a medical emergency and user 200, who is in
the same location, makes an emergency call on his or her
behalf. Data regarding user 205 cached on member device
207 or in the EMS 230 is provided to facilitate an effective
and efficient emergency response. For example, in one
embodiment, historical location data for user 207 is pro-
vided to determine the risk that user 207 has been exposed
to geographically-linked pathogens, such as Zika viral infec-
tion. Therefore, although current location data (for user 207)
is highly valuable when a user 200 is making a proxy call for
a user 207 who is in a different geographic location, other
types of data are also relevant to facilitating an emergency
response.

In some embodiments, location information (e.g. X-y
coordinates) is converted into a dispatchable address (based
on FCC guidelines) on the second device (207) in the EMS
230 or via a third party (not shown). In some embodiments,
the x-y coordinates and the dispatchable address are both
provided to the EDC 255 while in other embodiments, one
of the coordinates and the dispatchable address is provided.

In some embodiments, the data set is a limited data set as
defined by HIPAA. To avoid security breaches and protect
the privacy of users, in some embodiments, the data set is
sent via secured or encrypted communication link or fol-
lowing any other known security measures.
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In some embodiments, user 200 or the communication
device 206 senses an emergency situation being faced by
another user 205 (e.g. user 205 is located outside his or her
normal area). For example, in some instances, the second
device 207 is a mobile cellular device or a sensor or routing
device, for example, an Internet of Things device. In some
embodiments, the user 200 utilizes the user interface 212 to
request a status update from the second device 207. In
further embodiments, the user 205 interacts with the user
interface 213 to respond to the status update request by
providing a status update (e.g. check-in). In some embodi-
ments, the check-in provides the current location of the
second device 207 to the communication device 206. In
addition, in some embodiments, the user 205 indicates that
he or she is in an emergency situation, wherein the user 200
sends a request for assistance on his or her behalf while
providing the location information of second device 207 to
a recipient such as an EMS or EDC.

In some cases, when the user 205 does not provide user
input in response to a request for status update for some time
or with repeated requests, user 200 is able to send a request
for assistance on behalf of the user 205 (e.g. user 200
decides that user 205 is in need for assistance). In further
embodiments, the device 206 requests (e.g. through push
notifications) or queries the current location data (e.g. within
the location cache 217 in the storage 215) for the second
device 207.

In some embodiments, the EMS 230 includes software
with a proxy detection module and the emergency commu-
nication module (see FIG. 1B). After it receives a request for
assistance that does not contain additional data, in some
embodiments, the EMS 230 queries the second device 207
for a data set including location information regarding the
second device 207. In addition, in some embodiments, the
EMS 230 confirms the identity of the user 200 and verifies
the association of the user 200 with the user 205 on whose
behalf the request was sent. In some embodiments, the EMS
230 locates and selects an EDC 255 that serves the location
of the second device 207 (i.e., the location of the user 205).
In some embodiments, the location of user 205 is estimated
based on location information in the data set 270 received
from the member device 206 or from location cache 237 at
the EMS 230.

In some embodiments, the EMS 230 sends the request for
emergency assistance to the selected EDC 255, either via a
data call over a data communication channel 106 or a partial
data call over a data communication channel to a gateway
(not shown) and a public switched telephone network
(PSTN) call to the EDC 255 via a time-division multiplexing
(TDM) or analog channel. In some embodiments, upon
successfully setting up a data communication session with
an EDC 255, or a partial data communication session to a
gateway and a PSTN call from the gateway to the EDC 255
via a TDM or analog channel, the EMS 255 provides the
EDC 255 with all available and relevant data (e.g. location
data, user data, etc) regarding the user 205 of the second
device 207.

In some cases, the EMS 230 attempts to establish a covert
data communication session with the second device 207. In
some embodiments, a covert data communication session is
established with the second device 207 without alerting the
user 205 or anyone nearby of the communication session.
For example, in some embodiments, a covert data commu-
nication session is a data call that does not cause the second
device 207 on the end of the call to ring, buzz, or otherwise
give any indication of an incoming call. Moreover, in some
embodiments, the covert data communication session is
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established without requiring a user 205 of the receiving
device 207 to accept the call (e.g. press a button to accept the
call). In some embodiments, the EMS 230 sends a covert
request for receiving location information and other relevant
user data cached on the second device 207. In some embodi-
ments, when the second device 207 is responsive to the
covert data communication session (e.g. accepts the covert
request), a communication session on communication link
225 is then established, for example, between the EMS 230
and the second device 207. In some embodiments, the
communication session is a data communication session or,
alternatively, an analog voice session depending on the
capabilities of the EDC 225 and second device 207. In
further embodiments, the EMS 230 then bridges or confer-
ences the communication links with one or both devices
(206, 207) and shares all relevant information, including
location information, with the EDC 255. In further embodi-
ments, the EMS 230 then manages all communication
sessions with the devices (206, 207) while keeping the
covert data communication session active. In some embodi-
ments, if the covert data communication session cannot be
set up with the second device 207, the EMS 230 keeps track
of the location of the second device 207 and periodically
attempts to setup the covert data communication session,
while sharing all relevant and updated information with the
EDC 255.

FIG. 3 illustrates an embodiment of systems, devices, and
methods for sending a request for assistance to recipients in
two different zones. In some embodiments, a user 300 using
a communication device 306 in a first zone (zone X) sends
a request for assistance to an EDC on behalf of another user
305 of a second communication device 307 in a different
zone (zone 7). In some embodiments, the communication
device 306 and the second device 307 are member devices
belonging to a group of devices. In some embodiments, the
request comprises cached location information on the
devices (306, 307) or the EMS 330, and any relevant user
data (including meta-data) regarding the second device 307
or its user 305. In some embodiments, the request comprises
user data about the calling user 300 for verification purposes.

In some embodiments, when both devices (306, 307) are
member devices belonging to a group of devices, the EMS
330 confirms the identity of the user 300 after receiving the
request for assistance and verifies the association of the user
300 with the beneficiary user 305, including authorization to
share location and other information (for example, by check-
ing a database 357 at the EMS 330, EDC 355, EDC 357, or
the devices 305, 307). In further embodiments, based on the
best estimate of the location of member device 307 and/or
the user 305, the EMS 330 locates an EDC 355 that serves
the location.

In some embodiments, a request for assistance is sent via
a data communication link 324 and 326 or partially over a
data communication link and a TDM or analog channel via
one or more gateways (not shown). In some embodiments,
upon successfully setting up of a communication to an EDC
355, the EMS 330 exchanges relevant location and meta-
data regarding the user 305 of the second device 307. In
some embodiments, the EMS 330 confirms that the EDC
355 is the correct dispatch center serving the location and
type of assistance needed for user 305 and second device
307.

In some embodiments, after connecting to an EDC 355
(serving zone Y), the EMS 330 receives updated location
information from the second device 307 indicating the
second device 307 is no longer located in zone Y and is now
in zone Z. In further embodiments, the EMS 330 attempts to
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identify and connect to another EDC 357 (serving zone 7)
via a communication link 328, which is now a better choice
for providing assistance. Alternatively, in some embodi-
ments, after connecting to an EDC 355 (serving zone Y), the
EMS 330 determines that the EDC 355 is not able to handle
the request and attempts to identify and connect to another
EDC 357 (serving zone 7). In some embodiments, the EMS
330 establishes a data communication session with the
second device 307. In further embodiments, the data com-
munication session is a covert data communication session
(e.g. a data call that does not ring). In some embodiments,
upon establishing the data session via communication link
323, the EMS 330 sends a request for the location informa-
tion and other relevant user data for the second device 307,
including meta-data cached on the device 307 (e.g. in data
storage 315). In some embodiments, when the second device
307 is responsive to the data communication session, the
EMS 330 then bridges the data communication session with
the devices (305, 307) with the EDC 357, and shares all
relevant data, including location information, with the EDC
(357 and/or 355). In some embodiments, the EMS 330
manages one or more of communication links 324, 326, 323,
and 328, for example, by ensuring the session parameters are
appropriately adjusted and that all devices are responsive. In
some embodiments, when the communication link 323 with
the second device 307 has not been successfully established,
the EMS 330 keeps track of the best estimated location of
the device 307 using other means. In further embodiments,
when the connection is lost after establishment, the EMS
330 periodically attempts to re-establish the connection. In
some embodiments, the EMS 330 terminates the data com-
munication link 326 with the EDC 355 as needed, for
example, when the emergency situation has been resolved.

FIG. 4 illustrates an embodiment of systems, devices, and
methods for sending a request for assistance for a member
device in a different zone. In some embodiments, a user 400
(located in zone X) sends a request for assistance for a
member device 467 (not shown), which is associated with
the user 400 or a group member 405 (not shown). In some
embodiments, the member device 467 (located in another
zone Y) is a sensor, a routing device, a smart home 460, a
vehicular system, or an Internet of Things (IOT) device. In
some embodiments, the request comprises one or more of
location information, user data, and sensor data regarding a
smart home 460 or user 400. In some embodiments, a
communication device 406 detects an emergency situation
in the smart home 460, for example, triggered by a member
device 467 (not shown) such as an alarm system in the home
460. In further embodiments, the communication device 406
sends a request for assistance to an EMS 430 on behalf of
either user 400, user 405 (who is the owner, manager,
resident of the smart home 460), or the member device 467.
After receiving the request, in some embodiments, the EMS
430 confirms the identity of the user 400 and verifies the
association of the user 400 with the smart home 460.
Alternatively, in some embodiments, the EMS 430 confirms
the identity of the user 405 and verifies the association of the
user 405 with the smart home 460. In further embodiments,
the EMS 430 identifies and selects an EDC 455 that serves
location of the smart home 460.

In some embodiments, the EMS 430 establishes a com-
munication link (426, 426) with the EDC 455 via a data call
over a data communication links (424, 426) or a partially
over data communication channel 425 and a PSTN call over
a TDM or analog link 427 via a gateway 440. In some
embodiments, upon successfully establishing communica-
tion links (424, 426) with an EDC 455, the EMS 430
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exchanges relevant location, user data, and/or sensor data
associated with the smart home 460 or user 400. In some
embodiments, the EMS 430 attempts to set up a data
communication session 434, for example, an IP-based data
link, with the smart device 460 and the sensor 470 (e.g.
security camera feed). In some embodiments, relevant data,
for example, the location information and other relevant
meta-data on the smart device 460 and sensor 470 is
retrieved from storage databases or caches (not shown) and
shared with authorized parties (e.g. other member devices in
the group or recipients such as an EMS).

In some embodiments, the member device 467 comprises
several devices such as, for example, one or more sensors
470 (e.g. a group of sensors or Internet of Things devices).
In further embodiments, the EMS 430 attempts to connect
with the devices and gather relevant information pertaining
to the emergency situation after receiving a request for
assistance. In further embodiments, the EMS 430 attempts to
connect with multiple devices within the smart home 460 via
a routing device (not shown). In some embodiments, the
EMS 430 bridges the communication session (via 423) with
the smart home 460 and the communication session (via
424, 426) with the EDC 455, and shares relevant data and
manages connections as described with respect to other
embodiments described herein. In some embodiments, the
member device 467 obtains sensor data from associated
sensors such as, for example, a camera 470, a home ther-
mostat 415 (e.g. Wi-Fi connected thermostat), or any other
device.

FIG. 5 illustrates an exemplary method for establishing a
proxy call to one or more EDCs and updating location
information. It is noted that this method is meant to be
exemplary and various variations are contemplated. In some
embodiments, an EMS 330 (see FIG. 3) establishes an
emergency call with a selected EDC 355 or 357 and a covert
data session with a device 407 of a user 405 on whose behalf
a request is received, and bridges the sessions with the user
400 and communication device 406 (see FIG. 4) In some
embodiments, the device 406 sending the request and the
device 407 the request is made on behalf of are both member
devices belonging to a group of devices. In other embodi-
ments, the device 407 the request is made on behalf of is a
second device that is not a member device belonging to a
group of devices. In some embodiments, the EMS detects
reception of a request for emergency assistance from a
communication device on behalf of a member device (or
user thereof), for example, a smart home (act 512). In further
embodiments, the EMS confirms the identity of the user
sending the request for emergency assistance and the details
of the communication device, and verifies the association of
the user sending the request for emergency assistance to the
member device (or user thereof), or property on whose
behalf the request was sent, for example, via checking a
previously populated database at the EMS (e.g. 235 in FIG.
2) or one or more EDCs.

In some embodiments, the EMS extracts location infor-
mation (for example, from location caches 237, 215 in the
EMS or the devices in FIG. 2) received within the request for
emergency assistance (act 514). In some embodiments,
when the location information received with the request for
assistance from the communication device is not the same as
location information of the member device that is cached via
control messages received from the device (act 516), the
EMS contacts EDCs in both locations (one using location
information from the requesting device and one using loca-
tion information from the beneficiary member device). In
some embodiments, the EMS attempts to gather additional
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data about the location of the member device from the
selected EDCs (act 536). In some embodiments, if none of
the EDCs confirm the location of the device to be in their
service area (act 544), the EMS establishes a data commu-
nication session with both the EDCs (act 542), and then
attempts to set up a covert data communication channel with
the beneficiary member device (act 522). In some embodi-
ments, when at least one of the EDCs confirms the location
of the member device to be in the service area (act 544), the
EMS establishes a data communication session either via a
data call over a data communication channel with the EDC,
and sends the request for emergency assistance to this
selected EDC 115 (act 544).

In some embodiments, when the location information
received within the request for emergency assistance is same
or substantially the same as the location information cached
at the EMS (act 516), then the EMS locates an EDC that
serves this best estimated location and establishes a com-
munication session with the EDC and routes the request for
emergency assistance to this selected EDC 115 (act 544). In
further embodiments, the EMS establishes a covert data
communication session with the beneficiary member device
of the group of devices on whose behalf the request for
assistance was received (act 522), for example, a data call
that does not ring, vibrate, or indicate an incoming commu-
nication at the receiving device. In some embodiments,
when the covert data communication channel is unsuccess-
ful (act 524), the EMS periodically attempt to establish the
covert data communication channel and provide all relevant
information to the EDC (act 528). In some embodiments,
once the covert data communication channel has been
successfully set up (act 524), the EMS receives updated
location information and other relevant data cached on the
member device, and shares this information with the EDC
(act 526). In some embodiments, when the received location
information from the member device (such as a smart home
460 in FIG. 4) is the same as the best estimated location
information cached at the EMS (act 532), the EMS sets up
a bridged communication session between the EDC and the
device requesting assistance and/or the member device via a
data communication channel. Alternatively, in some
embodiments, when the received location information from
the member device is not the same as the best estimated
location information cached at the EMS (act 532), then the
EMS identifies another EDC that best serves the new
received location of the member device and sets up a
communication session (act 534). In some embodiments, the
EMS sets up a bridge between the EDC via the data
communication channel either directly to EDC or through
data and TDM channels (act 544). In some embodiments, the
EMS keeps the communication bridge alive and actively
manage all data communication sessions between the com-
munication devices (including the member device) and the
EDC(s) (act 546).

FIG. 6 illustrates an exemplary method for an emergency
call and finding the appropriate EDC for the location. It is
noted that this method is meant to be exemplary and multiple
variations are contemplated. In some embodiments, a com-
munication device sends a request for emergency assistance
on behalf of another user or group member, wherein the
member responds using his or her member device to a
request for a covert data session from an EMS or an EDC.
In some embodiments, a communication device or its user
detects that a group member using member device appears
to be in need of emergency assistance (act 612). In some
embodiments, the communication device checks if an EDC
has already been alerted regarding that emergency (act 614).
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In further embodiments, when an EDC is already informed
(act 614), the communication device maintains a commu-
nication session with the EDC and provides updated infor-
mation to the EDC as the information becomes available
(e.g. upon receiving updated information from the member
device), and in some embodiments, provides the information
to the EDC via an EMS (act 628). In some embodiments,
when an EDC has not already been informed of the emer-
gency situation (act 614), the communication device sends
a request for emergency assistance to an EDC via an EMS
and waits for a response from the EDC (act 616). In further
embodiments, when a positive affirmation is not received
from the EDC (act 618), the communication device contacts
the EMS to locate an alternate EDC to send the request for
emergency assistance (act 624). In further embodiments,
when an alternate EDC is not available (act 624), the
communication device actively manages the communication
session with the EMS (e.g. by modifying session variables
as needed to keep the session “alive”) and updates the EMS
with the most updated information the communication
device has about the emergency situation including location
information about the user communication device and any
meta-data associated with the group member and his or her
member device (act 626).

In some embodiments, when an alternate EDC is located
and available (act 624), the communication device sends a
request for emergency assistance to this EDC via the EMS
the communication device is associated with and waits for a
positive affirmation from the EDC (act 622). In some
embodiments, when a positive affirmation is received (act
618) from the EDC, the communication device maintains a
communication session with the EDC via an EMS and
provides updated information about the emergency situation
including location information about the communication
device and meta-data about the user needing assistance (act
628).

In some embodiments, a communication device belong-
ing to a group of devices detects a request for a covert data
communication session from an EMS or directly from an
EDC (act 632). In further embodiments, the communication
device sends its most updated location information to the
EMS and/or EDC that sent the request (act 634). In some
embodiments, the communication device does not provide
any alert on its user interface in the process of receiving,
setting up, and/or responding to messages on the covert data
communication channel (act 634). In some embodiments,
when a positive affirmation is received by the communica-
tion device from the EMS and/or EDC (act 636), the
communication device actively maintains the data commu-
nication sessions with the EMS and/or the EDC (act 628)
and sends, on a periodic basis, information such as, for
example, location information and other information logged
on the device to the EMS and/or EDC (act 628).

In some embodiments, when a positive affirmation is not
received from either the EMS or the EDC (act 626), the
communication device maintains a log of its location on a
periodic basis while also logging other relevant information
associated (act 638). In further embodiments, relevant infor-
mation includes one or more of the speed of the device,
direction of travel, altitude of the device, battery lifetime of
the device, any nearby cellular or Wi-Fi networks sensed by
the device and their identity, and other information that the
device senses at the user interfaces, such as voice inputs,
touch input on a touch interface, inputs received by a camera
on the device, and/or any other form of inputs or user
interactions that the device detects. In some embodiments,
the communication device periodically checks to verify if
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any other EMS or EDC are available (act 642), and upon not
finding any other EMS or EDC the communication device
continues to log the location and other relevant information
(act 638). In some embodiments, when the communication
device finds an alternate EMS or EDC, the communication
device sends a request for a covert data communication
session and sends, on a periodic basis, various information
logged on the communication device to the EMS and/or
EDC and actively maintains the data communication ses-
sions with the EMS and/or the EDC (act 628).

FIG. 7A depicts a screenshot of a communication device
showing one embodiment of a status update feature. The
screenshot of locations of member devices 710 in a group of
devices (also referred to as a web of devices) shows the
geographical location of member devices (e.g. group mem-
bers) on a map 720. The navigation bar 712 at the bottom of
the screenshot 710 shows group members 714 and a button
for adding more group members 716. The location of group
members 714 are shown on the map based on the location
data from their associated member devices.

In some cases, the user (e.g. user 200 from FIG. 2) has
created a group association (such as “Friends and Family™)
with individuals and their associated member devices, thus
forming a group of devices. In some embodiments, the
group members 714 share data (by status updates, such as
Check-ins 740) or authorize the user of the communication
device (during a registration process or via user configurable
settings 722) to access location data associated with the
member devices. An exemplary settings menu is shown in
FIG. 20B, where a user is able to share his or her location
with “friends and family” group by using the toggle button.
In some embodiments, the user is able to choose to share
data (e.g. location) with one or more members of the group
and not with others using individualized settings for each
group member.

In some embodiments, the map 720 shows location pins
724 for group members 714 in relation to streets and
intersections. In further embodiments, the map 720 includes
points of interest 726 such as, for example, restaurants, train
stations, hospitals, stadiums, landmarks, and other similar
locations. Although not shown, in some embodiments, other
points-of-interest are marked on the map such as police
stations, museums, shopping centers, etc. In addition, in
some embodiments, when the user (e.g. user 200 from FIG.
2) is within the area of the map 720, his or her location is
indicated by a user pin 728 (not shown).

In some embodiments, the screenshot 710 includes a
status update feature such as a button for sending a status
update 740 (e.g. a check-in) to one or more members in the
group. The user is able to press the button for “Check In”
740 to share his or her location with group members and/or
sends a message that the user has checked-in, indicating that
he or she is okay. In some embodiments, user check-ins are
saved as check-in or status update data with time stamp,
location, and other relevant information in the user’s com-
munication device, the member device, or databases in the
EMS. In some embodiments, transmission of location data is
accomplished through secured and encrypted pathways to
reduce the risk of security breaches. In some embodiments,
storage of location data is anonymized by encryption or
removal of personally identifiable information from the
location data for privacy protection. Although not disclosed,
other types of status updates are contemplated including
status updates from the member device without user input
such as timestamped location data, or any other types of
messages or signals.
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In addition to viewing the location of group members, the
user (e.g. user 200 from FIG. 2) is able to send a request for
assistance to a recipient (e.g. EDC, or a private or public
emergency service provider) on behalf of a group member.
FIG. 7B depicts a screenshot 750 of a communication device
showing proxy calling for Bob, a group member. In some
embodiments, the screen includes a map 760 showing the
location pin for the group member 762. In some cases, there
is an alert displayed on the screenshot 750 indicating that
Bob is in need of assistance (e.g. “Bob needs help”). In some
embodiments, the assistance is emergency assistance from
an EDC. In some embodiments, assistance includes services
from a private or public emergency service provider. In
some embodiments, a determination is made by the com-
munication device, member device, or the EMS that Bob
needs assistance. In some embodiments, determination of a
likely emergency is based on a lack of status updates for a
period of time, movement outside of usual and safe loca-
tions, user input (e.g. group member may implement a
pattern of covert button presses), and/or sensor data from a
wearable device or a nearby 10T device. As shown, in some
embodiments, a user has the option of sending the request
for assistance (e.g. proxy call to an EDC) on behalf of Bob
772, calling another group member or contact (Eric) 774, or
dismissing the alert 776. In further embodiments, the request
for emergency is sent to the jurisdiction based on Bob’s
current location shown by location pin 762. Accordingly, in
some embodiments, the proxy call connects the user (e.g.
user 200 from FIG. 2) with the EDC serving Bob’s location.
In some embodiments, a three-way call is established
between the user communication device, the EDC, and the
member device (Bob’s device). In some embodiments, a
third party is included in the proxy call such as, for example,
a private security provider.

FIG. 8 illustrates an exemplary method for the EMS to
send or request a covert data session with a communication
device, such as a member device. It is noted that this method
is meant to be exemplary and multiple variations are con-
templated. In some embodiments, the EMS detects a request
from a communication device for emergency assistance and
verifies if the request contains specific requirements for
contacting the user needing assistance. In some embodi-
ments, these specific requirements comprise a request for a
covert data communication session (e.g. a request that a
voice call not be initiated on the data communication session
with the device, and/or other such specific requests). In such
cases, the EMS establishes a covert communication session
with the device with regards to the specific requests in
response to any requests that are received or detected.

In other embodiments, the EMS receives a request from
a second communication device for setting up a covert
communication session with a member device of a user
needing emergency assistance. Upon detecting the member
device and the second communication device are not the
same device, the EMS initiates a covert communication
session with the member device and retrieves data such as,
for example, emergency data, location data, and/or other
forms of data pertaining to the emergency request.

As shown in FIG. 8, upon detecting that the covert
communication session with the user communication device
is established (act 812), the EMS requests meta-data from
the device regarding the user and the emergency situation
(act 828). In some embodiments, upon detecting that the
covert communication session with the communication
device is not setup (act 812), the EMS attempts to setup a
communication session with any one of another communi-
cation device, which are part of a group of devices (act 824).
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In some embodiments, upon detecting that the communica-
tion session with any one of a second communication device
is not established (act 846), the EMS periodically attempts
to reach the user communication device or any other mem-
ber devices in the group of devices (act 844). In further
embodiments, upon detecting another member device group
of devices is responsive (act 846), the EMS requests meta-
data from the device regarding the user and the emergency
situation (act 828). In another embodiment, after requesting
meta-data from the communication device, the EMS checks
if the user of the communication device is responsive (act
826) to the covert communication session, and upon detect-
ing that the user is responsive to the covert communication
session the EMS, requests data from the user regarding the
emergency situation (act 842) and keeps in direct contact
with the user for the duration of the emergency response (act
836) and continues with the emergency response process
(act 838).

FIG. 9 illustrates an exemplary method for communica-
tion device to send or request for emergency on behalf of
another communication device, such as a member device. It
is noted that this method is meant to be exemplary and
several variations are contemplated. In some embodiments,
the communication device detects, either via user interaction
or autonomously that another user in the group, a group
member, may be in need of emergency assistance (act 912).

Furthermore, in another embodiment, the communication
device, upon successfully detecting a need for emergency
assistance, checks if an EDC is already informed about the
emergency situation (act 914). If an EDC is already
informed (act 914), or if a positive affirmation is received
from the EDC to a request for emergency assistance sent
from the communication device (act 918), then the commu-
nication device maintains a communication session with this
EDC, via an EMS, and provides updated information about
the emergency situation including location information
about the communication device and any meta-data about
the member needing assistance (act 928). In certain embodi-
ments, the user communication device 101 maintains a
communication session with the EDC 115 and provides
updated information as available directly to the EDC 115
without routing information through an EMS 113 (act 928).

In certain embodiments, upon determining an EDC is not
already informed of the emergency situation (act 914), the
communication device sends a request for emergency assis-
tance to an EDC serving the best estimate of the location of
the group member needing assistance, via an EMS, and
waits for a response from the EDC (act 916). In certain
embodiments, upon determining that a positive affirmation
has not been received from the EDC (act 918), the commu-
nication device contacts the EMS to locate an alternate EDC
to send the request for emergency assistance (act 922). If an
alternate EDC is located and is available (act 922), the
communication device sends a request for emergency assis-
tance to this EDC via the EMS and the communication
device associated with and waits for a positive affirmation
from the EDC (act 924).

In some embodiments, upon determining an alternate
EDC is not available (act 922), the communication device
actively manages the communication session with the EMS
(including setting of session variables and keeping the
session “alive”) and updates the EMS with updated infor-
mation the communication device has about the emergency
situation (act 926).

FIG. 10 illustrates an exemplary method for a communi-
cation device, such as a beneficiary or member device to
send to respond to a request for covert data session from an
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EMS or EDC. It is noted that this method is meant to be
exemplary and multiple variations are contemplated. In
some embodiments, the communication device detects a
request for a covert data communication session from an
EMS or directly from an EDC (act 1012). In some embodi-
ments, the communication device sends updated location
information about the communication device to the EMS
and/or EDC that sent the request (act 1014). Further, the
communication device does not produce any user interaction
signals, e.g., a ringing tone at the speaker, or a brightening
up of the screen of the device, in order to ensure that any
other persons or devices are not alerted about the presence
of a data communication session connecting the communi-
cation device and the EMS. Accordingly, no audiovisual
alerts on any user interface of the communication device are
provided in the process of receiving, setting up, or respond-
ing to messages on the covert data communication channel
(act 1014).

In certain other embodiments, upon detecting a positive
affirmation is received by the communication device from
the EMS and/or EDC (act 1016), the communication device
actively maintains the data communication sessions with the
EMS and/or the EDC (act 1024) and sends, on a periodic
basis, various information (for example, location informa-
tion and other information logged on the communication
device to the EMS and/or EDC (act 1024).

In some embodiments, upon detecting that a positive
affirmation is not received from either the EMS or the EDC
(act 1016), the communication device maintains a log of its
location on a periodic basis while also logging other relevant
information about the communication device (act 1018). In
some embodiments, relevant information includes one or
more of the speed of the device, direction of travel, altitude
of the device, battery lifetime of the device, any cellular or
Wi-Fi networks sensed by the device and their identity, and
other information that the device senses at the user inter-
faces, for example, voice inputs, touch input on a touch
interface, inputs received by a camera on the device, and/or
any other form of inputs or user interactions that the device
detects.

In some embodiments, upon detecting that a positive
affirmation is not received from either the EMS or the EDC
(act 1016) and upon maintaining a log of the data about the
communication device, device periodically checks to verify
if any other EMS or EDC are available (act 1022), and upon
not finding another EMS or EDC, the communication device
continues to log the location and other relevant information
on the device (act 1081). Upon detecting that a positive
affirmation is not received from either the EMS or the EDC
(act 1016) and upon maintaining a log of the data about the
communication device, the device periodically checks to
verify if any other EMS or EDC are available (act 1022).
Upon finding an alternate EMS or EDC, the communication
device sends a request for a covert data communication
session and sends, on a periodic basis, various information
logged on the communication device to the EMS and/or
EDC and actively maintains the data communication ses-
sions with the EMS and/or the EDC (act 1024).

FIG. 11 illustrates an exemplary embodiment of a group
of communication devices 1190 (also referred to as a web of
devices) configured to share data with each other and/or
other devices (e.g. recipients such as an EMS or EDC). In
further embodiments, the sharing of data is periodic or
aperiodic. In further embodiments, the data comprises
important information, including meta-data regarding the
users (1100, 1105, 1110) of communication devices (1106,
1107, 1136, 1146, 1102).
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In some embodiments, communication devices (1106,
1107, 1136, 1146, 1102) participating in a web of devices
1190 communicate directly over a peer-to-peer connection
using data communication channels (1136, 1146, 1152)
without routing the communications over one or more
intermediate routing devices (e.g. a router or a switch, used
to route messages between the devices). In some embodi-
ments, the devices uses certain technologies to communi-
cate, for example, Bluetooth, ad-hoc networks on unlicensed
radio frequency bands (for example the 2.4 GHz bands or
the 5 GHz bands), near field communication (NFC), HAM
radio network, or other technologies and/or frequency bands
to communicate with each other. In certain embodiments,
these devices communicate via a routing device for example
a Wi-Fi router over a Wi-Fi network, or via a Base Station
tower in a cellular network, a Wi-MAX base station, a
Femtocell, a Switch, a Hub, a networking router, or any
other routing device. In certain embodiments, the devices
communicate to an EMS 1130 over data or analog commu-
nication channels (1124, 1126, 1128, 1134, 1142) utilizing
various forms of networks to communication over the gen-
eral Internet, for example, Wi-Fi, cellular, 2G cellular, 3G
cellular, Long-term Evolution (LTE; 4G), 5G, Wi-MAX, the
Internet at large, VoIP network, a co-operative spectrum
shared network, a PSTN network, a EPABX network, a
Token Ring, IEEE 802.3 based network, a ZigBee network,
a WSN, a IEEE 802.16 standard based network, a IEEE
802.15 standard based network, or other form of data or
analog communication protocols based network.

In some embodiments, the communication device (e.g.
1102, 1106) comprise application clients (1104, 1108) that
send data (including meta-data, location data, user data, etc.)
directly over a data communication channel 1152 or via an
EMS 1130 over data or analog communication channels
(1124, 1126, 1128, 1134) to the rest of the communication
devices (1107, 1136, 1146) in the web of devices 1190. In
some embodiments, the communication device sends the
data update in a periodic fashion. For example, in some
embodiments, a data update is sent every 1, 2, 3, 4,5, 6,7,
8,9,10,11, 12, 13,14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24,
25, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40,
41,42, 43,44, 45, 46, 47, 48, 49, 50, 51, 52, 53, 54, 55, 56,
57, 58, 59, or 60 minutes. In some embodiments, a data
update is sent every 1, 2,3, 4,5,6,7,8,9, 10, 11, 12, 13,
14, 15, 16, 17, 18, 19, 20, 21, 22, 23, or 24 hours. In some
embodiments, a data update is sent at least once every 1, 2,
3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20,
21, 22, 23,24, 25,26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36,
37,38, 39,40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52,
53, 54, 55, 56, 57, 58, 59, or 60 minutes. In some embodi-
ments, a data update is sent at least once every 1, 2, 3, 4, 5,
6,7,8,9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22,
23, or 24 hours. In some embodiments, the communication
device sends the data update not in a periodic fashion (e.g.
aperiodic update), such that the time duration between
updates is not same. In some embodiments, a data update is
sent in response to a request for a data update received from
another device (e.g. a member device belonging to the same
group of devices as the communication device). In some
embodiments, the updates sent by a communication device
contains critical meta-data identifying health status of the
users (1100, 1105, 1110) and/or location information.

In some embodiments, the data identifying health status
(e.g. health data) of the users (1100, 1105, 1110) comprises
blood group type of the user, pre-existing health conditions,
any allergies that the user is sensitive to, medical history of
the user, any heart related issues, emergency contact per-
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sonnel for the user, current heart-rate, current pulse-rate,
body temperature, blood pressure, blood oxygen levels,
temperature of the environment, pressure of the environ-
ment, air flow near the user, and any other indicator of health
of the user.

In some embodiments, a first communication device (e.g.
1106, 1107, 1136, 1146, or 1102) in the web of devices 1109
determines that the user of the second communication
device (e.g. 1106, 1107, 1136, 1146, or 1102) in the web of
devices 1190 is in need of emergency assistance. In some
embodiments the first communication device (1106, 1107,
1136, 1146, or 1102) confirms the data about the user of the
second communication device with other devices in the web
of devices, to ensure that the communication device has the
most updated data about the user of the certain another user
communication device. Responsive to successfully confirm-
ing the data, the first communication device sends a request
for emergency assistance to the EMS 1130 indicating that
the user of certain another communication device is in need
of emergency assistance. In some embodiments, a first
communication device (1106, 1107, 1136, 1146, 1102),
responsive to successfully confirming the data associated
with the user of the second communication device (e.g. user
data, health data, location data, sensor data, etc), combines
all the available information about the user of the second
communication device and any possible emergency situa-
tion being faced by the user of the second communication
device, and informs the other devices in the web of devices
1190 regarding the current status of the user of the second
communication device.

In some embodiments, the first communication device
(e.g. 1106, 1107, 1136, 1146, 1102) sends periodic updates
to the rest of the devices in the web of devices 1190 on the
status of the emergency response as received from the EMS
1130. In some embodiments, the first communication device
(e.g. 1106, 1107, 1136, 1146, 1102) sends periodic updates
to the rest of the devices in the web of devices 1190 on the
health status of the user of the second communication device
(e.g. 1106, 1107, 1136, 1146, 1102). In some embodiments,
the determination that the user of the second communication
device in the web of devices 1190 is in need of emergency
assistance is made based on the data received from the
communication devices or based on a lack of receipt of
expected data information from the communication device
for more than a predetermined number of update cycles.

In some embodiments, a communication device (1106,
1107, 1136, 1146, 1102) in the web of devices 1190, initiates
a periodic meta-data update, for example, an update regard-
ing health status of a user 1100, and sends this to the other
devices in the web of devices 1190. In some embodiments,
the periodic meta-data update is initiated by a communica-
tion device (1106, 1107, 1136, 1146, 1102) in the web of
devices 1190. In further embodiments, the update comprises
sensor data from one or more sensors on the user commu-
nication device or sensor data from any other device(s)
associated with the same user of the user communication
device (e.g. a wearable sensor worn by the user with a data
connection to the user communication device for uploading
sensor data), the location of the user communication device,
and any other relevant data that is relevant to the status of the
user. In some embodiments, in order to ensure that an update
contains the most relevant and updated information about
the user, the communication collects information from all
associated devices in a list of devices, which contains all
devices that belong to the user of the communication device
or are associated with the communication device. For
example, in some embodiments, the user configures his
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communication device to connect with a wearable sensor
(e.g. a fitness tracker with heart rate and blood pressure
monitors) and his home Wi-Fi enabled thermostat. In certain
embodiments, the communication device polls or queries the
list of devices for the requested data (e.g. sends data
request(s)). In some embodiments, the communication
device polls communication device(s) in the list of devices
on a periodic basis or when a certain event occurs, for
example, when a request for emergency assistance is
received, or detected, at the user communication device.

In some embodiments, the list of devices is stored in a
memory (e.g. a cache or database) internal to the user
communication device. In other embodiments, the list of
devices is stored in a memory external to the user commu-
nication device (e.g. an external database provided by a third
party). Further, in some embodiments, the specific list of
devices is stored in a memory unit at the EMS 1130.

In some embodiments, responsive to the EMS 1130
receiving a periodic meta-data update from any one of the
devices in the web of devices 1190, the EMS 1130 sends a
multicast message to the rest of the devices in the web of
devices 1190, containing the update, and sends a confirma-
tion of the reception of the meta-data update at the EMS
1130 to the communication device (1106, 1107, 1136, 1146,
or 1102) that initiated the meta-data update. In some
embodiments, the EMS 1130 decides whether a particular
periodic meta-data update is to be sent to the rest of the users
in the web of devices.

FIG. 12 is an illustration of one embodiment of a group
of communication devices for sharing critical data (includ-
ing meta-data and location data). For example, in some
embodiments, the user 1200 sends an alert (e.g. 1252), via
communication device 1206, and a response (e.g. 1256) to
the alert issued by a second communication device (e.g.
1207, 1236, 1246, 1202) in the web of devices 1290.

In another embodiment, a communication device (1206,
1207) in the web of devices 1290 determines that certain
data (e.g. periodic signals) from a second communication
device 1246 (e.g. a laptop) in the web of devices 1290 has
not been received as expected (denoted by 1258). In some
embodiments, the determination that the data from the
communication device 1246 was not received is made by
determining that more than a defined number of periodic
information updates, over a certain time period or over a
certain number of update cycles, were not received from the
second communication device 1246 by one or more of the
communication devices (1206, 1207) in the web of devices.
In some embodiments, the communication device (1206,
1207) estimates the health status of a user 1210 of the
communication device 1246 based on the determination that
certain data was not received as expected. In some embodi-
ments, the communication device (1206, 1207) uses the
health status estimate of the user 1210 of the communication
device 1246 to determine that the user 1210 is in need of
emergency assistance.

In some embodiments, the communication device (1206,
1207) sends an alert message (1252, 1254) (e.g. a request for
assistance) to the EMS 1230 after making a determination
that the user 1210 is in need of emergency assistance.
Subsequently, the EMS 1230 detects the reception of alert
messages (1252, 1254) from communication devices (1206,
1207). Thus, the alert messages (1252, 1254) include an
indication that the user 1210 is in need of emergency
assistance. In some embodiments, the alert messages (1252,
1254) include an indication of a possible need for emergency
assistance and a request to share the latest one or more
updates from the communication device 1246, or any other
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information available regarding the user 1210 of communi-
cation device or regarding the communication device 1246
itself, with the communication device (1206, 1207) that
generated the alert messages (1252, 1254).

In some embodiments, the EMS 1230, after detecting the
reception of alert messages 1240 from a communication
device 1207, and after verifying the identity and association
of the user communication device 1207 to the web of device
1290, forwards an alert (e.g. 1258) based on alert messages
(1252, 1254) to the rest of the user communication devices
(1206, 1236, 1246, 1202) in the web of devices 1290.

In some embodiments, a third communication device
1236, responsive to receiving the forwarded alert message,
detects if it has received updated data from the communi-
cation device 1246 regarding whom the alert is received,
indicating that user 1210 is not in need of emergency
assistance. In some embodiments, the communication
device 1236 generates an “all OK” message 1262 and sends
it to the EMS 1230 to be forwarded to the communication
devices (1206, 1207) that generated the alert message (1252,
1254). In some embodiments, the “all OK” message 1262
contains the latest health status of the user 1210, location
data of the communication device 1246, sensed information
from the user communication device 1236, and any other
relevant information indicating user 1210 is not in need of
an emergency assistance.

In some embodiments, Responsive to receiving the “all
OK” message 1262, the EMS 1230 verifies the identity and
association of the communication device 1236 to the web of
devices 1290, and then forwards the “all OK” message 1262
to the communication devices (1206, 1207). Responsive to
successfully receiving the “all OK” message 1238, in one
embodiment, the communication devices (1206, 1207)
updates the rest of the devices in the web of devices 1290
regarding the status of the user 1210 of the communication
device 1246. In some embodiments, a particular communi-
cation device (e.g. 1236) in the web of devices 1290 has a
direct data communication channel 1248 with communica-
tion device 1246, giving it the ability to receive the updated
data. For example, in one embodiment, both users 1205 and
1210 (e.g. a husband and wife) are using one or more
computers 1236, wherein the one or more computers 1236
are connected to the internet through a home wireless
routing device. In such cases, user 1205 has updated infor-
mation about the user 1210, which is not shared by other
group members who do not share devices or are farther
away.

FIG. 13 illustrates an exemplary method for a communi-
cation device to inform other devices in a web of devices. In
one embodiment, a user (e.g. 1100 in FIG. 11), detects via
his or her communication device (1102, 1106) an emergency
situation and send a request for emergency assistance to an
EDC while informing other communication devices in its
web of devices (e.g. 1190 in FIG. 11).

In some embodiments, the web of devices includes the
member devices authorized by their users to share data with
other devices in the group (e.g. a friends & family group).
In further embodiments, the web of devices (e.g. group of
devices) comprises devices used by individual group mem-
bers that only share data with specific individual group
members (e.g. a wearable device worn by a user only shares
data with that user’s communication/member device). In yet
further embodiments, although the data from a device asso-
ciated with an individual user is only shared with one or
more devices belonging to that user, the data ultimately is
sharable with other member devices in the group if the one
or more devices belonging to the user is authorized to share
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data. For example, in some embodiments, sensor data from
a wearable device associated with a user is shared only with
the user’s communication device (and not directly shared
with other member devices in the web of devices), but the
communication device itself is authorized to share this
sensor data with other member devices in the web of
devices.

In some embodiments, a web of devices is created ad hoc
when an emergency is detected and one or more users have
authorized sharing of information during emergencies. For
example, in one embodiment, a user authorize his or her
communication device to share an emergency alert and/or
personal information (e.g. user data, location data, medical
data, sensor data) with devices which are in their contact list.
Similarly, in some embodiments, a user shares the alert
and/or relevant data with devices that are in proximity with
the user. For example, in some embodiments, a device is in
proximity with the user when its location is within 5, 10, 20,
30, 40, 50, 60, 70, 80, 90, 100, 150, 200, 250, 300, 350, 400,
450, 500, 600, 700, 800, 900, or 1000 meters or more of the
user (e.g. the user’s communication device). In one embodi-
ment, a device is in proximity with the user when its location
is within 20 meters of the user. In some embodiments, a
communication device shares a request for assistance it has
detected or received from other devices with devices in its
contact list or with devices in the without proximity without
authorization.

In some embodiments, as shown in FIG. 13, a commu-
nication device (e.g. 1106 in FIG. 11) detects member
devices in its web of devices (1190 in FIG. 11) (act 1312).
In some embodiments, a user manually adds detected
devices as member devices and associates them to the web
of devices it belongs to and labels them as “trusted devices”
group via their communication device (act 1312). In some
embodiments, the communication device periodically gen-
erates and transmits data (including meta-data) identifying
the health status of the user of the device (e.g. health data),
location information (e.g. location data), sensor readings
(e.g. sensor data), user data, and/or any other data relevant
to user status to the devices in the web of devices (act 1314).
In some embodiments, the communication device waits a
certain duration of time for reception of periodically trans-
mitted meta-data from member devices in the web of
devices. In some embodiments, when a member device does
not receive an expected periodic meta-data transmission
from a communication device in the web of devices for a
pre-determined number of times, it sends a request to the
communication device to send the meta-data update.

In some embodiments, responsive to receiving periodi-
cally sent meta-data update from a member device (act
1314), the communication device analyzes the meta-data to
check if the user associated with the received meta-data is in
possible need of emergency assistance (act 1316). Upon
determination by the communication device that the user of
the device in the web of devices from whom the meta-data
is received is not in possible need of emergency assistance
(act 1316), the communication device then continues check-
ing periodic meta-data updates received from the other
devices in the web of devices.

In some embodiments, responsive to determining that
more than a predetermined number of periodic meta-data
updates have not been received at the communication device
(not shown) or that certain meta-data updates were not
received within a certain duration of time or over a defined
number of update cycles (not shown), the user communica-
tion device determines that the user of the member device
failing to provide the expected meta-data updates is in
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possible need of emergency assistance (e.g. possibility or
existence of an emergency situation) (act 1316).

In some embodiments, the communication device verifies
the received meta-data information with member devices in
the web of devices by sending an alert to other member
devices and receiving confirmation (act 1318, 1322). In
some embodiments, the communication device verifies the
lack of receipt of meta-data information from a certain
member device in the web of devices with other member
devices in the web of devices (not shown). In some embodi-
ments, the communication device examines the meta-data
associated with a member device and compares the version
received directly from the member device against one or
more versions received from other member devices in the
web of devices to determine any differences. In some
embodiments, responsive to concluding that the difference
in the two sets of meta-data is not significant, or responsive
to verifying the received meta-data successfully (act 1322),
the device confirms the possibility of the need for emergency
assistance by the member device and/or its user (act 1324)
and maintains connections (act 1334) and updates all
devices regarding the status of the emergency (act 1336).
Responsive to determining that the difference in the two sets
of meta-data is significant, in some embodiments, the com-
munication device determines a need for emergency assis-
tance is invalid (not shown).

In some embodiments, after the completion of a given
time cycle (e.g. waiting for a specific period of time) (act
1338), the communication device returns to periodically
generating and transmitting meta-data identifying the health
status of the user of the member device, location informa-
tion, and/or any other meta-data that is relevant to user status
to the other devices in the web of devices (act 1314).
Responsive to the requirement for emergency assistance for
the user of the sending device not being invalidated, in some
embodiments, the communication device generates a request
for emergency assistance indicating that the user of member
device needs assistance, and sends it to the appropriate EDC,
for example, a PSAP, via an EMS (act 1326).

In some embodiments, having sent a request for emer-
gency assistance indicating that the user of a member device
is in need of emergency assistance, the communication
device checks for updates from member devices in the web
of devices (act 1322, 1334, 1336). In further embodiments,
when there are updates, the communication device sends
updated alert messages to the EMS with these updates (act
1326).

In some embodiments, the communication device sends
an updated alert message to the EDC in addition to the EMS
(act 1326). Having detected that there are no updates from
other devices in the web of devices for an ongoing emer-
gency response, the communication device proceeds to send
the latest available information regarding the status of the
emergency response to the rest of the devices in the web of
devices (act 1336). In some embodiments, the communica-
tion device continues to receive updates from the EDC/EMS
(act 1332) pertaining to the current emergency response and
provides the updates to the rest of the devices in the web of
device (act 1336). In some embodiments, the communica-
tion device verifies if there is any updated information from
other devices in the web of device (act 1322) regarding an
current emergency situation faced by any user of a commu-
nication device that belongs to the web of devices and
updates all devices in the group (act 1336).

In some embodiments, when no response is received from
the EDC in response to the emergency alert (act 1328), the
device determines if there are “trusted devices” in the
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vicinity and forms an ad hoc web of devices (act 1342) and
receives and send periodic data updates from those devices
(act 1334).

FIG. 14 is a flow chart illustrating an exemplary method
for a communication device to autonomously detect an
emergency situation. In some embodiments, a communica-
tion device in a web of devices (e.g. 1106 in 1190 in FI1G. 11)
autonomously detects an emergency situation faced by
another user (e.g. user 1110) of a member device in the web
of devices.

In some embodiments, a user (e.g. user 1100 in FIG. 11)
uses his or her communication device (e.g. 1106) to add
detected devices as member devices and associates them to
the web of devices it belongs to and labels them as “trusted
devices” (act 1412). In further embodiments, the communi-
cation device periodically receives data (including meta-
data) from a member device identifying the health status of
another user in the group (group member). In some embodi-
ments, the group member is using a member device to send
data (e.g. location information, and/or any other meta-data)
that is relevant to the status of the group member to the
devices in the web of devices (act 1414).

In some embodiments, responsive to receiving a periodi-
cally sent meta-data update from a member device (act
1414), the communication device analyzes the data (includ-
ing meta-data) to determine if the user associated with the
received data is in need of emergency assistance (act 1416).
In further embodiments, after determining that the user of
the member device in the web of devices from whom the
data is received is not in need of emergency assistance (act
1416), the communication device continues to check peri-
odic data updates received from the other devices in the web
of devices.

In some embodiments, responsive to determining that it
has not received a threshold number of periodic data updates
(act 1442) or that certain data updates were not received
within a duration of time or over a defined number of update
cycles (act 1442), the communication device determines that
the user of the sending device in the web of device is in need
of'emergency assistance (act 1416). In further embodiments,
the communication device verifies the received meta-data
information with other devices in the web of devices (act
1418).

In some embodiments, the communication device verifies
the lack of receipt of data (including meta-data information)
from a certain member device in the web of devices with
other devices in the web of devices (act 1418). In some
embodiments, the communication device determines the
difference between data (including meta-data information)
received from the member device and data from other
devices in the web of devices (act 1446), wherein the data
is associated with the member device (e.g. location data for
the member device). In further embodiments, responsive to
concluding that the difference in the two sets of data is not
significant, or responsive to verifying the received data
successfully (act 1422), the device determines the possibility
of the user of the sending device requiring emergency
assistance is not invalidated (act 1426). In some embodi-
ments, the communication device waits for a duration of
time for reception of periodically sent meta-data from
another communication device in the web of devices (act
1426).

In some embodiments, responsive to determining that the
difference in the two sets of data is significant, the commu-
nication device determines that the possibility of emergency
assistance is invalidated (act 1426). In some embodiments,
responsive to the requirement for emergency assistance for
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the user of the sending device not being invalidated, the
communication device generates a request for emergency
assistance indicating that the user of the member device
needs assistance, and sends it to the appropriate EDC (e.g.
a PSAP) via an EMS (act 1428). In some embodiments, after
sending a request for emergency assistance indicating that
the user of a member device is in need of emergency
assistance, the communication device checks for updates
from other devices in the web of devices (act 1438), and if
there are updates (act 1438), the communication device
sends updated alert messages to the EMS with these updates
(act 1428).

In some embodiments, the communication device verifies
if there is any updated information from other devices in the
web of device (act 1438) regarding a current emergency
situation faced by any user of any device within the web of
devices (act 1432). In some embodiments, upon detecting
that there is updated information available at the communi-
cation module of communication device (not shown), the
device returns to interpreting and analyzing the information
in the received meta-data update. In some embodiments, the
device receives response updates from the EDC and/or EMS
(e.g. message indicating first responder is on the way) (act
1436) and updates all devices in the group on the status of
the emergency response (act 1434). In further embodiments,
the loop between act 1436 and act 1434 terminates when the
emergency communication session has terminated (e.g.
when emergency is resolved or when user indicates there is
no longer a need for assistance).

FIG. 15 is a flow chart illustrating an exemplary method
for a communication device to autonomously detect an
emergency situation. In some embodiments, the communi-
cation device detects reception of periodically transmitted
data updates (including meta-data) from other member
devices in the web of devices (act 1512), and analyzes the
received data to check if a user of a member device is in need
of emergency assistance (act 1514).

In some embodiments, the communication device decides
if the user of a member device is in need of emergency
assistance (act 1514) by veritying if any parameters mea-
sured over a certain period of time or number of data update
cycles are not within their respective pre-defined ranges (act
1516). In some embodiments, the parameters measured
selected from one or more of location or displacement of a
communication device, number of missed data updates over
a certain period of time or number of update cycles from a
given device, missed status update in response to a status
update request, parameters that measure the user’s health
such as sensed temperature information, blood pressure,
pulse-rate, heart-rate, elevation, movement pattern, amount
of daily movement of the user, blood oxygen levels, other
health indicators of the user, and any other data that relates
to the health status of the user. In some embodiments, the
parameters are measured by one or more sensors installed on
the communication device. In some embodiments, the
parameters are measured by one or more sensors installed on
one or more devices that are physically separate from the
communication device, wherein the one or more devices are
associated with the same user and are able to communicate
with the communication device (e.g. for transmitting sensor
data).

In some embodiments, upon verification that none of the
parameters exceed a threshold indicating an emergency
situation (act 1516), the communication device maintains a
local cache of information comprising the most recent
received data updates from one or more communication
devices (act 1536). Upon verification that one or more of the
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parameters included in the received data update are out of
their respective pre-defined range or threshold (act 1516),
the communication device sends a broadcast alert message
(e.g. 1252 in FIG. 12) to all other devices in the web of
devices to verify the received meta-data information (act
1518).

In some embodiments, upon receiving updated informa-
tion from member devices in the web of devices, or when not
all of the member devices in the web of devices verify the
parameters for the given user (allegedly needing emergency
assistance) as exceeding a threshold or pre-defined range,
the communication device re-analyzes the received data,
wherein the communication device checks for a total count
of missed data updates over a certain time duration or
number of update cycles in order to verify the likelihood of
an emergency situation and that an emergency alert is to be
constructed for the same (act 1518). In some embodiments,
upon detecting a positive response is received from more
than a pre-defined threshold devices (act 1524) (e.g. at least
half of the devices), then the communication device checks
to verify if an EDC is required to be contacted to assist with
the possible emergency situation (act 1538). In further
embodiments, when an EDC is not required to be contacted
for this emergency situation (act 1538), the communication
device presents an alert to the user and maintains commu-
nications with the rest of the devices in the web of devices,
and updates these devices based on the input from the user
(act 1532).

In some embodiments, upon determining that it is
required to contact an EDC (e.g. a PSAP) and/or an EMS
(act 1538), the communication device sends a request for
emergency assistance to the EMS and the EMS in turn sends
the request to the required EDC (act 1528) either directly or
indirectly by allowing the EMS to send the request to the
EDC. In some embodiments, when all of the devices in the
web of devices send a positive response confirming that one
or more parameters associated with the member device
and/or its user exceed a pre-defined threshold or range (e.g.
heart rate monitor shows user of member device has a
dangerously low heart rate) (act 1522), the communication
device confirms an emergency situation exists (e.g. a medi-
cal emergency in this case) and contacts the EMS regarding
the possible emergency situation.

In some embodiments, when the communication device
does not receive one or more positive responses confirming
the parameter is outside a pre-defined threshold from
devices in the web of devices, then the communication
device continues to analyze any additional data (including
meta-data) received about the member device and send
status updates to other devices in the web of devices (act
1526). In when embodiments, when the communication
device determines that there is no new data available per-
taining to the user of the member device (act 1534), the
communication device continues to maintain a log of infor-
mation from the latest data update(s) regarding the user.

FIG. 16 is a flow chart illustrating an exemplary method
for a communication device to autonomously detect an
emergency situation. In some embodiments, the communi-
cation device detects reception of periodically transmitted
data updates (including meta-data) from the other commu-
nication devices in the web of devices (act 1612), and
analyzes the received meta-data to check if another user in
the web is in need of emergency assistance (act 1614).

In some embodiments, a communication device detects
that certain parameters measured over certain period of time
or number of data (including meta-data) update cycles, are
not within their respective pre-defined ranges or thresholds
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for example, periodic meta-data transmission from a mem-
ber device in the web has not been received for a pre-
determined number of times (act 1616). In some embodi-
ments, after analyzing the received data and determining that
the user of one of the member devices sending the request
is likely in need of emergency assistance (act 1614), the
communication device sends a verification request (also
referred to as confirmation request) to the member devices
(act 1618). After sending the verification request to the
particular device from whom the data update is received, and
upon receiving a positive affirmation of the verification (e.g.
confirming the emergency situation) (act 1626), the com-
munication device presents an alert to its user and maintains
communications with the member device associated with the
parameter data (act 1622).

In some embodiments, the communication device persists
to maintain a connection with the member device associated
with the parameter data until there is an indication that the
emergency situation is resolved (act 1624). In some embodi-
ments, the communication device continues to analyze addi-
tional information received about the member device and/or
its user, and send status updates to other devices in the web
of devices (act 1628).

In some embodiments, the communication device contin-
ues to maintain a log of information about the latest meta-
data update(s) regarding the user of the member device (e.g.
information relevant to the health status of the user of the
device, location information, and/or any other meta-data that
is relevant to user status), waits for a period of time (act
1632), and then returns to detecting reception of periodically
transmitted data updates (act 1612).

FIG. 17 illustrates an exemplary method for sending a
broadcast message regarding an emergency situation to
devices in the vicinity by creating an ad hoc web of devices.
In some embodiments, the communication device detects an
emergency situation being faced by its user (act 1712). In
some embodiments, responsive to detecting emergency situ-
ation being faced by the user of the communication device
(act 1712), the communication device generates a request for
emergency assistance and sends it to the EMS and/or the
EDC (act 1714).

In further embodiments, a communication device detects
if there are other devices, either part of the web of devices
or as new devices, in the vicinity of the communication
device (act 1716). In some embodiments, a device is in the
vicinity of the communication device when it is within a
certain distance as described elsewhere in the specification
herein. In some embodiments, a device is in the vicinity of
the communication device when it is within 1, 5, 10, 20, 30,
40, 50, 60, 70, 80, 90, 100, 150, 200, 250, 300, 350, 400,
450, 500, 600, 700, 800, 900, or 1000 meters of the
communication device. In some embodiments, the user of
the communication device sets the distance parameter for a
device being in the vicinity of the communication device. In
further embodiments, upon detecting that there are no such
devices, the communication device continues to maintain a
log of information of the latest data (including meta-data)
update(s) regarding the user and waits a specific pre-defined
duration of time (act 1736). In some embodiments, the
communication device checks if there is an emergency
situation faced by the user of communication device (act
1712). Upon determining that the emergency situation is
indeed resolved (act 1732), the device stops (act 1734).

In some embodiments, upon detecting that there is at least
one device in the vicinity of the communication device (act
1716), the communication device sends a broadcast alert
message to all devices in the vicinity of the communication
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device (act 1718). If the communication device receives a
positive affirmation from at least one device in the vicinity
of'the communication device (act 1722), the device validates
the device in the vicinity of the communication device (act
1724). Upon successfully validating the at least one of the
devices, the communication device sets up an ad hoc web of
devices (also referred to as an ad hoc group of devices) for
this particular emergency situation (act 1726).

In some embodiments, upon failing to successtully vali-
date at least one of the devices in the vicinity of the
communication devices (act 1724), the communication
device presents the alert message containing the information
regarding the emergency situation to the un-validated
devices (act 1728). In further embodiments, the communi-
cation device continues to maintain a log of information
about the latest data update(s) (including meta-data) regard-
ing the user of the communication device, for example,
identifying the health status of the user of the device,
location information, and/or any other meta-data that may
identify user status and waits for a specific period of time
(act 1736).

FIG. 18 illustrates an exemplary embodiment of a system
for seamless data transfer between a user’s communication
device and a communication device of a first responder. In
some embodiments, a user 1800 uses his or her communi-
cation device 1806 to send over a communication link 1824
a request for assistance to an EMS 1830, wherein the EMS
1830 shares this request, via communication link 1826, with
an EDC 1850 (such as a PSAP) in a compatible format. In
further embodiments, data such as location information
regarding the communication device 1806 is provided to one
or more of the EMS 1830, EDC 1850, and first responder
1882, in a format that is compatible with each entity, through
secure and trusted pathways.

In other embodiments, the EMS 1830 first confirms that
a request for emergency assistance needs to be sent to the
EDC 1850 before sending the request to the EDC 1850. In
some embodiments, the EMS 1830 identifies, with help from
the EDC 1850, a first responder 1880 (e.g. a police unit, an
ambulance, fire unit, or another first responder) assigned or
to be assigned to the request for emergency assistance and
forms a data communication link with the communication
device of the first responder 1882. It is understood that the
first responders are be dispatched to provide assistance by
both private and public entities including municipalities,
counties, hospitals, universities or colleges, private security
agencies, road-side assistance companies, corporations, pri-
vate groups, and other entities.

In other embodiments, the EMS 1830 establishes a data
communication link 1888 over a data communication chan-
nel with the communication device of the first responder
1882. In other embodiments, the data communication chan-
nel is selected based on estimating the quality of the data
connection based on various link quality parameters, for
example, received signal strength indicator (RSSI) value
measured at the communication device of the first responder
of'the power contained in the data signals sent from the EMS
1830 or the EDC 1850, channel latency, error-rate, conges-
tion on the data channels, jitter, or the transmission delay on
the communication channels (1886, 1888) between the EMS
1830 or EDC 1850 and the communication device of the first
responder 1882.

In other embodiments, once a suitable data communica-
tion session (via link 1826) is established between the EMS
1830 and the EDC 1850, and between the EMS 1830 and the
communication device of the first responder 1882 (via link
1886), these communication sessions are bridged together
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by the EMS 1830 so that information or data received,
including multimedia media information, by any of the
communication device or the EMS, is made available to the
communication device of the first responder 1882. In some
embodiments, when multiple communication devices are in
communication with the EMS 1930 (FIG. 19), the EMS
1830 maintains a communication bridge between one or
more communication devices (1906, 1907, 1916, 1917), the
EMS 1930, and the communication device of the first
responder 1982 via the communication links (1924, 1926).

In some embodiments, multimedia data is shared between
the one or more communication devices, the EMS (1830,
1930), and the communication device of the first responder
(1882, 1982), wherein the data includes one or more of video
files, image files, streaming video data, multimedia messag-
ing system data, short messaging system files, instant mes-
saging data, GPS location and other multimedia media data
available on the user communication device.

In some embodiments, the EMS (1830, 1930) also
includes the EDC (1850, 1950) in the data communication
bridge if the EDC (1850, 1950) is capable of communicating
over a data communication channel (1826, 1926) directly. In
some embodiments, if the EDC (1850, 1950) is incapable of
receiving data directly (e.g. can only receive voice calls),
then the EMS (1830, 1930) sends data received from the
communication device (1806, 1906) or the communication
device of the first responder (1882, 1982) via a data session
over a data communication channel (1845, 1945) to a
gateway (1840, 1940), which sends the information via a
public switched telephone network (PSTN) call over a
PSTN channel (1844, 1944) to the EDC (1850, 1950).

In some embodiments, once the communication bridge is
formed between the communication device (1806, 1906)
and the communication device of the first responder (1882,
1982), the EMS (1830, 1930) setups a direct data commu-
nication link (1884, 1984) between the communication
device of the first responder (1882, 1982) and the commu-
nication device (1806, 1906) so that the data is shared over
a shortest possible networking path over the given data
communication network.

In some embodiments, the EMS (1830, 1930) maintains
the communication bridge between the communication
device (1806, 1906) and the communication device of the
first responder (1882, 1982), while also setting up a direct
communication session between these devices. In some
embodiments, the EMS (1830, 1930) actively manages all
the data communication sessions and keeps a cache of
information, including multimedia information, shared
between the various devices.

Exemplary communication devices of the first responders
(1882, 1982) include mobile phones, smart phones, digital
radios, walkie talkies, mobile data terminals in the vehicle or
other devices. In some embodiments, the communication
devices communicates wirelessly through secure and trusted
paths.

In some embodiments, the communication links with the
communication devices of the first responders (1881, 1982)
utilize secured and encrypted communication pathways (e.g.
encryption, password protection, authorization codes, ano-
nymized networks, secure instant messaging, secure VoIP,
secure email, etc.). In some embodiments, the EMS (1830,
1930) is added as a “trusted connection” on the responder
devices (1882, 1982) and the communication may use a
trusted path or channel so that attackers cannot interfere with
the communication. In addition, the responder devices
(1882, 1982) use techniques for anonymization including
proxy connections, encryption, and other methods to main-
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tain the integrity of one or more of the communication links
(1884, 1984, 1888, 1988, 1886, 1986).

In some embodiments, communications and/or data
received by the responder devices (1882, 1982) are screened
by the EMS to prevent over-burdening the first responders
(1880, 1980) with unhelptful and/or excessive data. In some
embodiments, screening and filtering of the data is per-
formed using available filters (e.g. spam or virus filters,
limits on file size, type of files, etc.) or based on setting
preferences of the first responders (1880, 1980) (e.g. first
responder sets his or her device to not receive data, to only
receive voice data, to only receive location data, to not
receive sensor data, etc.).

FIG. 19 illustrates an exemplary embodiment of a system
for remotely accessing one or more communication devices
by an Emergency Management System or a first responder.
As shown, a communication device of a first responder 1982
remotely accesses one or more communication devices of
one or more users (1900, 1905, 1910, 1915) via a computer
network managed by the EDC 1950 or EMS 1930.

In some embodiments, the communication device of a
first responder 1982 remotely accesses a user communica-
tion device (e.g. 1906, 1907, 1916, 1917) via a secure
network managed by an EDC 1950 or an EMS 1930. In
some embodiments, the responder device 1982 remotely
accesses a communication device (e.g. 1906, 1907, 1916,
1917) via a third party network (not shown). In some
embodiments, the third-party is a public or private entity that
provides a secured and trusted connection for the commu-
nications. In further embodiments, the third-party also
screens the data being sent to the responder devices 1982. In
some embodiments, the responder devices 1982 remotely
access a communication device (e.g. 1906, 1907, 1916,
1917) directly via a peer to peer connection. In some
embodiments, the responder devices 1982 remotely accesses
a communication device (e.g. 1906, 1907, 1916, 1917)
directly via a peer-to-peer network. In some embodiments,
the EMS 1930 or the EDC 1950 detects a request from the
responder devices 1982 over a data or analog communica-
tion channel 1986 to send a mass message (e.g. a warning)
to a list of communication devices (e.g. 1906, 1907, 1916,
1917) regarding an emergency situation. In further embodi-
ments, the warning message is based on one or more criteria
such as location of devices, time of day, type of user, type
of emergency, and other criteria.

In some embodiments, the EMS 1930, with or without
assistance from the EDC 1950, determines a list of users
(and associated devices) to be included in the mass mes-
saging. In some embodiments, the list of users to be included
in the request for mass messaging, is determined based on
one or more of a criteria, for example, last known best
location estimates of the communication devices, locations
of the communication devices relative to the location of the
emergency, time-of-day, type of user (student, elderly etc.),
type of emergency, and other such pertinent information
regarding an existing or a developing emergency situation.

In some embodiments, the EMS 1930 sends a mass
message to the list of communication devices, as already
determined by the EMS 1930, including any information
sent to the EMS 1930 and the EDC 1950 by the responder
devices 1982, and any additional information the EMS 1930
or the EDC 1950, decides to include in the mass message.
Further, in certain embodiments, the EMS 1930 or the EDC
1950 receives an additional request from the responder
devices 1982 for remotely accessing one or more commu-
nication devices. In some embodiments, the EMS 1930
and/or the EDC 1950 first authenticates an additional request
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from the responder device 1982 for remotely accessing one
or more communication devices. Further, in some embodi-
ments, the EMS 1930 and/or the EDC 1950 identifies a
sub-list from the list of user communication devices, to send
the mass message. In some embodiments, the EMS 1930
sends a mass message to the communication devices on the
sub-list containing a request for remote access by the EMS
1930, the EDC 1950, and the responder devices 1982.

In some embodiments, the mass message contains a
request for remote access by the EMS 1930, the EDC 1950,
and the responder device 1982. In some embodiments, the
EMS 1930 waits for a response from a communication
device (e.g. 1906, 1907, 1916, 1917) for setting up a
temporary remote access link 1984 between the communi-
cation devices and the responder devices 1982. In certain
other embodiments, responsive to receiving a confirmation
from a user (e.g. 1900, 1905, 1910, 1915) sets up via their
communication device (e.g. 1906, 1907, 1916, 1917) a
temporary remote access link 1984 for the purpose of
allowing access to information about the emergency situa-
tion available on the communication devices (e.g. 1906,
1907, 1916, 1917) by the responder devices 1982.

In other embodiments, the information regarding the
emergency (also referred to as “relevant information™ on the
communication devices (e.g. 1906, 1907, 1916, 1917) is
routed through the EMS to responder devices 1982. In some
embodiments, the EMS 1930 provides secured and trusted
communication pathways and also screens and filters for
relevant data before providing the relevant data to first
responders 1980. In some embodiments, EMS 1982 for-
wards any relevant information received by the EMS 1930
to the EDC 1950. In some embodiments, the EMS 1930
connects to the EDC 1950, either via a data session over a
data communication channel 1926 or over a combination of
links 1945 to a gateway 1940 and a PSTN call over a PSTN
channel 1947 to the EDC 1950. In further embodiments, the
EMS 1930 continues to monitor all data communication
sessions over various data communication links and shares
relevant information about the emergency situation with the
EDC 1950 and the responder devices 1982.

FIG. 20A depicts an exemplary screenshot of a commu-
nication device with “estimated time of arrival (ETA)” for
responders. The screenshot 2010 shows that the user (e.g.
user 200 from FIG. 2) is “connected” (2020) with a recipi-
ent, such as an EDC 250 or a private service provider. In
some embodiments, the call is routed through EMS 230.
After receiving a request for assistance, the EDC provides
information (including location data and type of emergency)
about the emergency to first responders who can provide
assistance on the scene. In some embodiments, the EDC or
EMS is aware of one or more units of responder units who
will be deployed on the scene and is able to provide
information about the emergency response to the user who
is in the emergency situation. Providing information about
the emergency response is helpful because the user is able to
administer self-help while waiting for responders to come on
the scene. For example, in the case of a fire, the EDC is able
to advise the user to use a fire extinguisher to reduce flames
while first responders are on their way. For a medical
emergency, such as a person experiencing an allergy attack,
the EDC is able to guide the user or nearby persons to find
an epinephrine auto-injector while waiting for responders.

As shown, the “estimated time of arrival (ETA)” 2030 for
responders is shown as “Responder will be arriving in 10
minutes.” In some embodiments, the ETA is updated in
real-time with accurate information. It is understood that the
ETA may be displayed in various ways so that the user
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experiencing the emergency and/or near-by persons under-
stands how long it will take for responders to arrive. In some
embodiments, the screen 2010 includes instructions on what
to do while waiting and/or self-help guidelines. In an alter-
native embodiment, the screen 2010 includes a map showing
the location of responders (not shown). In further embodi-
ments, the map showing the location of responders is
updated in real-time.

In addition, FIG. 20A shows an exemplary embodiment of
a screen 2010 allowing the user to choose 4-options while
communicating with the EDC—text or SMS 2022, camera
2024, speaker phone 2026, can’t speak 2028. In some
embodiments, the screenshot includes a log 2032 about the
location data that is being shared with the EMS and/or EDC.
Here, the log 2032 indicates that the location of the device
has been updated. The “End call” button 2034 allows the
user to end the connection.

FIG. 20B depicts an exemplary screenshot of a commu-
nication device with location sharing settings. The screen
2040 shows “location sharing” settings on a communication
device.

In some embodiments, the user is able to access screen
2040 through the settings button 2050 from other screens of
the application client. By moving the toggle buttons 2056, a
user provides permission or authorization to share his or her
location information (e.g. geographical coordinates from
GPS on the communication device or a pre-saved location,
such as home address) with different users and entities
through electronic communications (e.g. with other member
devices in a group or web of devices the user’s communi-
cation device belongs to). As shown, the data sharing
settings allow a user to give permission to share his or her
location with various location recipients 2042—“All”,
“Friends & Family”, “Medical assets”, “Safety Assets”,
“Responders”, “Volunteers.”

In some embodiments, the location recipients 2042 are
user-defined groups or individuals such as a list of family
members. For example, in one embodiment, an elderly user
includes several family members into a group and shares his
location with them periodically so that they stay informed
about his well-being. In addition to family members, in
some embodiments, a user creates a group of medical
providers or medical assets who are able to view his location
during an emergency.

In some embodiments, the location recipients 2042 are
obtained from public or private databases. For example, in
some embodiments, one or more contacts are automatically
imported into a “friends & family” group. In some embodi-
ments, medical assets include nearby hospitals and clinics
from “yellow pages.” In further embodiments, stored infor-
mation about the medical assets include online reviews of
the medical assets.

It is noted that the screen 2040 is exemplary, and multiple
variations are contemplated including real-time authoriza-
tion for specific communications, authorization at registra-
tion, and/or other variations. In some embodiments, the user
chooses to share location information only during emergen-
cies with users in an emergency contact list, users, respond-
ers and volunteers in the vicinity, and others. In some
embodiments, the user chooses the type of security or
encryption procedures used when sharing location informa-
tion to protect the user’s privacy.

FIG. 20C depicts an exemplary screenshot of a commu-
nication device showing a map of medical assets. The screen
2070 shows geographical location of medical assets on a
map 2080. In some embodiments, medical assets include
hospitals, clinics, doctors, nurses, pharmacies, first aid kits,



US 12,349,035 B2

119

and/or other assets. The navigation bar 2072 at the bottom of
the screen 2070 shows individual medical assets and a
button for adding assets 2074. In some embodiments, the
locations of the medical assets are displayed based on their
physical addresses listed on public and private lists or
databases or from communication devices in those facilities.

In some embodiments, the map 2080 shows location pins
or markers 2082 for medical assets (e.g. hospitals, clinics,
etc.) and points of interest 2084 (e.g. train stations, public
parks, etc.) in relation to streets and intersections. In addi-
tion, in some embodiments, if the user is located within the
viewed area of the map 2080, a user location pin 2086 (not
shown) is included. It is understood that the viewed area of
the map is adjustable by zooming in or out, rotating the angle
of view, and/or panning. In some embodiments, a user uses
a “check-in” (such as button 2088) or an “all OK” button to
instantly share his or her location with individuals and
entities authorized to receive this information (e.g. providing
a status update).

It is understood that the screen 2070 is exemplary and
several variations are contemplated. In some embodiments,
the map 2080 shows safety assets (such as police, private
security personnel, fire extinguishers, fire hydrants, chemi-
cal showers, etc.), responders (EMTs, paramedics, etc.),
volunteers (fire marshals, etc.).

FIG. 21 illustrates an exemplary method for setting up a
communication channel with responder’s communication
device. In some embodiments, a data transfer channel is
established between a communication device (e.g. 1806 in
FIG. 18) and a communication device of a first responder
(e.g. 1882 in FIG. 18).

In some embodiments, an EMS or an EDC detects a
request for emergency assistance (act 2112) from a user via
a communication device. In some embodiments, if multiple
requests are received, the EMS or EDC recognizes that they
are associated with the same emergency situation (e.g. an
apartment fire wherein multiple residents call the EDC or
fire department).

In some embodiments, the EMS, with assistance from the
EDC, identifies at least one first responder in the vicinity of
the user communication device calling for emergency assis-
tance (act 2114) to assist with the request for emergency
assistance. In some embodiments, upon successtul identifi-
cation of at least one first responder, the EMS establishes a
data communication session with the communication device
of the first responder (act 2116) and bridge the EDC in the
communication session with the communication device of
the first responder. In some embodiments, the data commu-
nication channel (e.g. 1888 from FIG. 18) is selected based
on one or more channel quality indicators, for example, a
received signal strength indicator, channel latency, error-
rate, or other indicators.

In some embodiments, the EMS verifies if the data
communication session with the communication device of
the first responder is successfully established (act 2118). In
further embodiments, upon identifying that the data com-
munication session is not successfully established between
the EMS and the communication device of the first
responder (act 2121), the EMS checks to see if there is an
analog voice channel available for communication with the
communication device of the first responder (act 2142).
Upon identifying that an analog voice channel is available,
the EMS establishes an analog voice channel between the
EMS and the communication device of the first responder
(act 2144), and maintains a communication bridge between
the communication device and the communication device of
the first responder (not shown). If an analog voice channel
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is not available (act 2137), the EMS periodically attempts to
set up a successful communication session with the com-
munication device and updates the EDC, and the respond-
er’s device, via a data communication channel, regarding all
pertinent information the EMS is privy to regarding the
emergency situation (act 2128).

In some embodiments, the EMS checks if the data com-
munication channel with the communication device has
been successtully established (act 2124). In further embodi-
ments, upon identifying that the data communication chan-
nel with the communication device of the first responder has
been successfully set up (act 2131), the EMS sets up a data
communication link with the communication device from
which the request for emergency assistance was received,
and bridges the two communication sessions (act 2136). In
some embodiments, upon identifying that the data commu-
nication session has not successfully established between the
EMS and the communication device (act 2125), the EMS
checks to if there is an analog voice channel available to
communicate with the communication device (act 2126). In
further embodiments, upon identifying that an analog voice
channel is available (act 2127), the EMS establishes an
analog voice session using the analog voice channel between
the EMS and the communication device (act 2132). In some
embodiments, the EMS maintains a communication bridge
between the communication device and the communication
device of the first responder (act 2146).

In some embodiments, responsive to identifying that the
data communication channel with the communication
device has been successfully set up (act 2131), the EMS
establishes a data communication bridge (act 2136) between
the communication device and the communication device of
the first responder. Upon detecting that the bridging of the
communication sessions of the EMS with the communica-
tion device and the EMS and the communication device of
the first responder is not successful (act 2135), the EMS
places the communication device and the communication
device of the first responder in a direct data communication
channel with each other (act 2138).

In some embodiments, the EMS selects a data commu-
nication route such that the networking path taken for data
messages to traverse between the communication device and
the communication device of the first responder is via the
shortest available path. In some embodiments, the shortest
available path is a networking path that takes the least
amount of time for data to be transmitted between end
devices and/or systems (e.g. shortest path in time and not
distance). In some embodiments, the EMS actively monitors
the direct data communication route between the commu-
nication device and the responder device.

FIG. 22 illustrates an exemplary method for allowing
remote access to a user’s communication device by a
responder. In some cases, the EMS (1830 in FIG. 18) and/or
the responder devices (1882 in FIG. 18) remotely accesses
a user’s communication device (1806 in FIG. 18).

In some embodiments, an EMS or EDC receives a mes-
sage from the communication device of the first responder
and determines that the message is a request for mass
messaging a certain list of user communication devices (act
2212). In some embodiments, the mass message contains
information regarding a current emergency situation and has
been assigned to the first responder from whom the request
is received. In some embodiments, the EMS, with assistance
from the EDC, determines that the information (e.g. infor-
mation in the mass message) in the mass message request
from the communication device of the first responder is
unique (act 2214), for example, if the message includes
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information the EMS or the EDC is not already privy to, and,
based on this determination, decides to forward the mass
message to one or more user communication devices. In
further embodiments, the EMS, with assistance from the
EDC, determines a list of communication devices (act 2216)
to send a mass message. Alternatively, in some embodi-
ments, the information contained in the request for mass
messaging received at the EMS, or the EDC, from the
communication device of the first responder is not unique
(act 2214), and the EMS decides not to send the mass
message to the list of user communication devices.

In some embodiments, the list of communication devices
to send a mass message is chosen based on one or more of
a variety of factors, for example, last known best location
estimate of the communication devices, location of the
communication devices relative to the emergency, time-of-
day, type of user (professional, student, man, woman, elderly
etc.), type of emergency, and other such pertinent informa-
tion regarding an existing or a developing emergency situ-
ation that is relevant to the users or someone associated with
the users.

In some embodiments, the EMS sends a mass message to
the determined list of communication devices containing
additional information about the emergency situation as
decided by the EMS (act 2214). In some embodiments, after
the EMS has transmitted the mass message to all commu-
nication devices in the determined list of communication
devices, the EMS checks to verity if all of the communica-
tion devices in the list of communication devices received
the mass message (act 2218). In further embodiments, upon
determination that any one of the communication devices
failed to receive the mass message (act 2218), the EMS
re-transmits the mass message to those communication
devices who were unable to receive the mass message and
were listed to receive it (act 2222).

In some embodiments, the EMS actively manages future
mass messaging to the list of communication devices (act
2224) and updates the list of communication devices on a
periodic basis (act 2224). In some embodiments, the EMS
determines if the information contained in the request for
mass messaging received at the EMS or the EDC from the
communication device of the first responder is not unique
(act 2214). In some embodiments, the EMS, with assistance
from the EDC, determines if the EMS or the EDC have
updated information regarding the current emergency situ-
ation (act 2238).

In some embodiments, the EMS, with assistance from the
EDC, determines that there is updated information available
regarding the emergency situation currently being
responded to, and subsequently sends a mass message to this
list of communication devices containing the updated infor-
mation possessed by the EMS (act 2238). In some embodi-
ments, when the EMS decides that there is no updated
information, the EMS stops and takes no more actions (act
2242).

In some embodiments, the EMS detects a request from the
first responder to remotely access a specific user’s commu-
nication device or devices or any of the communication
device, that are part of a list of user communication devices
(act 2236). In further embodiments, upon verifying the
identity of the first responder, the EMS transmits a mass
message containing a request for remote access to the
communication devices in the list of communication devices
(act 2234).

In some embodiments, upon determination that no com-
munication device has responded with a positive affirmation
to the request for remote access (act 2228), the EMS updates
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the list of communication devices and re-broadcasts the
mass message to the updated list of user communication
devices (act 2226).

In some embodiments, the EMS sends the re-broadcast of
the mass message to the updated list of user communication
devices 101 on a periodic basis (act 2226). In some embodi-
ments, upon determination that at least one communication
device has responded with a positive affirmation to the
request for remote access (act 2228), the EMS sets up a
remote access session via a data communication channel (act
2232) and bridges the communication session with the
communication device of the first responder (act 2232). In
some embodiments, the EMS detects that some or all of the
users responded, via their communication devices, with a
positive affirmation to the request for remote access (act
2228).

In some embodiments, upon determination that multiple
or all of the users have responded, via their communication
devices, with a positive affirmation to the request for remote
access, the EMS sets up a remote access session via a data
communication channel (act 2232) with one or more of the
communication devices, and bridges the communication
sessions with the communication device of the first
responder (act 2232). In some embodiments, the EMS
updates the list of communication devices and then re-
broadcasts the mass message on a periodic basis to the
updated list of communication devices (act 2226) and
includes any updated information within the periodic broad-
cast.

Certain Embodiments for Seamless Data Transfer

Certain aspects and embodiments disclosed herein pro-
vide for systems, methods, and devices for seamless trans-
mission of multimedia messages that pertain to an emer-
gency situation including video files, image files, streaming
video data, multimedia messaging system data, short mes-
saging system files, instant messaging data, GPS location,
and/or other multimedia media data available on or from a
user communication device to a communication device of a
first responder via a direct data channel. Also disclosed
herein are certain aspects and embodiments of systems,
methods, and devices for forming a communication bridge,
at a EMS, between a user communication device, a com-
munication device of the first responder, an EMS and an
EDC, to seamlessly share real-time multimedia information
and/or static and/or semi-static data, multimedia or other-
wise, about an emergency alert initiated by the user com-
munication device that the first responder is currently
assigned to and managing the communication bridge estab-
lished by the EMS. Also disclosed herein are aspects and
embodiments of systems, methods, and devices for selecting
a list of user communication devices and mass messaging
the list of user communication devices upon request from a
first responder currently assigned to an emergency situation
that may impact users of the list of user communication
devices or someone associated with the users of the list of
user communication devices. Also disclosed herein are cer-
tain aspects and embodiments of systems, methods, and
devices for selecting a sub-list of user communication
devices from a list of user communication devices selected
to receive a mass message from am EMS or EDC, and to
send a message to the list of user communication devices
requesting remote access to the user communication devices
for a first responder currently assigned to an emergency
situation that may impact users of the selected list of user
communication devices, and managing any remote access
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sessions that are set up between any user communication
devices and a communication device of a first responder.

In most countries across the world, designated 3-digit
numbers exist to place calls for emergency assistance. Once
such a call is received by an emergency dispatch center
(EDC), the EDC verifies the purpose of the call and other
information about the caller, such as name, address, location
etc., and then assigns one or more first responders to assist
the caller. The dispatcher at the EDC selects the first
responders to assign to the call for emergency assistance
based on a variety of factors including the location and
availability of the first responders and the nature of the call
for emergency assistance. The EDC also manages the call
with the user calling for emergency assistance while the first
responders respond to the emergency. The dispatcher at the
EDC relays information from the caller to the first respond-
ers aiding in the emergency response. In many cases the
dispatcher at the EDC relays the information to the first
responders via an ongoing voice call between the EDC and
the first responders. In many cases the information relayed
to the first responders is not in the same format as the
information received by the EDC. For example, the EDC
sometimes transmits a digital request to the cellphone net-
work of the mobile phone seeking the phone’s location, and
subsequently receives a location of the cell tower the cellular
call is being routed through. This location is typically
displayed on the dispatcher’s computer workstation, but is
not automatically provided to first responders. Instead, the
dispatcher usually has to communicate the relevant infor-
mation to the first responder(s) over an audio channel (e.g.
voice call or radio). Moreover, various forms of information
(e.g. multimedia messages, video feeds, text messages, etc)
sent to the EDC from the caller have a format the EDC is
either incapable of receiving (e.g. EDC is only able to
receive voice calls) or is unable to provide to first responders
efficiently without requiring the dispatcher to verbally relay
the information.

Contemporary computerized user communication
devices, for example, smart phones or tablet computers, are
often capable of communicating information in a variety of
modes including rich information formats such as, for
example, multimedia messages including pictures or video
messages. Contemporary computerized user communication
devices are also often capable of communicating other forms
of digital data messages such as GPS location information,
device location calculated using triangulation of nearby
access points, user data (e.g. health data), and/or an activity
history (e.g. messages, emails, tweets, and other communi-
cations) associated with the user communication device in
addition to voice and text messages. Moreover, these user
communication devices also often have the ability to com-
municate multimedia information over various forms of
wireless channels, for example, over Bluetooth or Wi-Fi
communication, or over wired channels such as fiber optic
cables using Ethernet technologies. In many instances, the
user communication devices are also able to communicate
with each other by forming an ad hoc wireless mesh network
within an area of influence around the devices. The growing
capabilities of modern user communication devices empow-
ers users to send rich multimedia information pertaining to
an emergency situation to any EDC capable of receiving this
information or to a communication device of a first
responder, if the communication device of the first responder
is capable of receiving such messages and if there is a
process by which the multimedia information can be sent
directly between the two communication devices.
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Despite the widespread adoption of multimedia commu-
nication capable user communication devices such as smart
phones, tablets, and wearable devices, and given their
increasingly varied capabilities such as to deliver Multime-
dia Messaging Service (MMS) messages, video messages,
and other digital data messages such as meta-data about the
user and the user communication device, these methods of
communication often fail to interface with emergency ser-
vices and/or third parties effectively so as to leverage their
advantages for providing rapid and effective responses to
emergency situations.

In accordance with one aspect, the subject matter dis-
closed herein allows information contained within a user
communication device, about the user and the device, to be
directly transferred to a communication device of a first
responder in real-time responding to emergency situations.
By providing rich message content and/or context of a
message directly to a first responder about an emergency
situation that the first responder is responding to, aspects and
embodiments disclosed herein provide a means for the first
responder to better respond to the situation. Aspects and
embodiments disclosed herein also reduce the time and
effort required to deliver the information to the first respond-
ers by removing the need for the dispatcher at the EDC to
forward, and in many cases, to repeatedly transmit, the
information to the first responders. Aspects and embodi-
ments disclosed herein include a system and method for
seamless data flow between the user communication device
of a person requesting emergency response and that of a first
responder of emergency situation.

Historically, a user requesting emergency assistance from
a public-safety answering point (PSAP), such as a Police or
a Fire response unit, has not been able to be placed directly
in contact with a person responding to the emergency
situation such as a police officer or a fire fighter. Normally,
the user is connected to a dispatch center where a dispatcher
responds to the call and then later instructs first responders,
based on location, availability, and type of emergency
response needed, on where and how to respond to the
emergency on behalf of the user. Further, when calls for
requesting emergency assistance are placed via mobile wire-
less devices the dispatcher also tries to confirm the location
of the caller before identifying the best suited first responder
unit to call for responding to this request for emergency
assistance. Thus, users have not been able to receive benefit
of being placed in direct contact, either via a data channel,
voice channel, or both, with the first responders responding
to their call for emergency assistance. Accordingly, a first
responder, such as a fire fighter, wishing to communicate
with the user or receive updated information about the
emergency situation from the user has to rely on the EDC to
deliver this information to the user communication device of
the first responder, incurring additional delays and possibly
loss of relevant information. Moreover, the inability of
individuals to directly communicate with the first responders
responding to their call for emergency assistance ties up
resources at the EDC that could be used to service other
callers. Finally, users have previously been unable to par-
ticipate in the process of choosing an appropriate first
responder to send their request for emergency assistance, in
the case, for example, when the user is mobile, and the EDC
(e.g. PSAP) is unable to pinpoint one first responder unit
located closest to the user calling for emergency assistance.

In accordance with another aspect, disclosed herein are
systems, devices, and methods that enable user communi-
cation devices to communicate directly with first responders,
and for EDCs to initiate and setup such communication
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connections and send vital emergency situation related
information directly to the first responders responding to an
emergency situation. In some embodiments, multiple first
responders are able to receive information about an emer-
gency situation directly from a user so that a collective
awareness can be generated about a user’s emergency situ-
ation. In some embodiments, an EDC is able to add first
responders to an active call for emergency response and
provide the first responders direct access to the information
being sent from the user’s communication device and to the
history of the information of the communication session
from the user to the EDC and other first responders.

In accordance with another aspect, disclosed herein are
systems, devices, and methods for transterring data from a
user communication device to the communication device of
a first responder in an emergency situation, for example, a
fire incident or a medical incident, the first responder
assigned to the emergency assistance request by a dispatcher
at an EDC, directly without the need for information to be
first transmitted to a communication device at the EDC and
then from the EDC to the first responder, either via data
communication channels or analog voice channels or by
other means including human intervention, the information
being relayed to the first responder in real-time. In some
embodiment, the EDC, responsive to receiving an request
for emergency assistance from a user via a user communi-
cation device, assigns a first responder to the call for
emergency assistance based on various factors such as
location of the user, information including meta-data regard-
ing the user, location of the first responder, type of emer-
gency, and other such relevant information, and then con-
nects the user communication device and the
communication device of the first responder via a data
communication channel, if a data communication channel is
available and both the user communication device and the
communication device of the first responder are capable of
communicating over data communication channels. In some
embodiments, if the EDC is unable to connect to a commu-
nication device of a first responder via a data communication
channel, due to the lack of the appropriate infrastructure or
facilities at the EDC, the EDC requests an emergency
management system (EMS) to connect the user communi-
cation device and the communication device of the first
responder via a data communication channel so that the
multimedia information from the user communication
device pertaining to the call for emergency assistance can be
seamlessly transmitted to the first responder via the first
responder’s communication device. In some embodiments,
the user of the user communication device requests for the
first responder to be connected to the user directly, via a data
channel on their communication devices, by sending a
request to the EDC, via the EMS or directly, requesting such
a connection. In some embodiments, the first responder
requests for the user of the user communication device to be
connected to the first responder directly, via a data channel
on their communication devices, by sending a request to the
EDC, via the EMS or directly, requesting such a connection.
In some embodiments, if the data channel between the user
communication device and the communication device of the
first responder becomes unavailable, the EMS, and/or the
EDC if the EDC has the capabilities, saves the multimedia
information from the user communication device for access
by the first responder in real-time if the first responder needs
to access this information. In certain embodiments, the user
communication device hosts an application client and sends
the request for emergency assistance and a request to be
connected to the communication device of the first
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responder via the application client, and the application
client manages the connection between the user communi-
cation device and the communication device of the first
responder. In certain embodiments the communication
device of the first responder hosts an application client and
sends the request to be connected to the user communication
device via the application client. In certain embodiments, the
data communication channel is a three way communication
channel between the user communication device, EMS, and
the communication device of the first responder and in
certain embodiments the data communication channel is a
four-way communication channel between the user commu-
nication device, EMS, EDC, and the communication device
of the first responder. In certain embodiments, data trans-
ferred between the user communication device and the
communication device of the first responder is multimedia
video data. In certain embodiments, data transferred
between the user communication device and the communi-
cation device of the first responder is multimedia image data.
In certain embodiments, data transferred between the user
communication device and the communication device of the
first responder is multimedia location data. In certain
embodiments, the user communication device has a data
channel with a plurality of communication devices, each of
the plurality of communication devices belonging to a
different first responder. In certain embodiments, multiple
user communication devices, each device belonging to a
different user, have a data channel with a single communi-
cation device belonging to a first responder. For example, in
certain embodiments, the first responder (e.g. an EMT) is
responding to an emergency involving multiple users (e.g. a
two-way traffic collision) and benefits from obtaining user
information over a data channel with each user communi-
cation device to better prepare for treating injuries (e.g.
knowing blood types of accident victims/users for adminis-
tering blood transfusion). In certain embodiments, multiple
user communication devices, each device belonging to a
different user, have a data channel with more than one
communication device, each of the more than one commu-
nication device belonging to a different first responder.

In accordance with another aspect of the present inven-
tion, there is provided a method for a first responder to send
a warning signal to certain selected users via their user
communication devices, the users selected based on various
factors such as location of the users relative to an emergency,
time-of-day, type of user (professional, student, male,
female, elderly etc.), type of emergency, and other pertinent
information regarding an emergency situation and/or per-
taining to an existing or a developing condition that may
impact the user of the user communication device or some-
one associated with the user. In certain embodiments, when
a new user of a user communication device is not a receiver
of a warning signal from the first responder, and the new
user qualifies to be a receiver of the warning signal from the
first responder after the emergency situation is detected, and
at least one first warning signal is sent from the communi-
cation device of the first responder to the selected user
communication devices of other users who qualified to be
receivers of the warning signal, then the first responder
includes the new user in any new warning signals and also
sends to the new users the information contained in the
warning signals sent prior to the new users being selected to
be receivers of the warning signal from the first responder
about the particular emergency situation. In a similar fash-
ion, in some embodiments, if a user communication device
is selected to be receivers of a warning signal for an active
emergency situation and the user of the user communication
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device stops to qualify to be a receivers of the warning signal
while the emergency situation is still active, the user com-
munication device is removed from the selected list of
devices that are targeted to be receivers of the warning signal
from the communication device of the first responder, until
a time the user of the user communication device, or the user
communication device itself, qualifies to be selected to be a
receivers of the warning signal. Further, the at least one first
responder may call the user communication device of a user
using a data call, an analog voice call, or any other form of
multimedia call, the user selected based on location, type of
emergency, meta-data about the user, level of severity of
threat to the user within an on-going emergency situation, or
other factors relevant to the emergency situation, and pro-
vide further information to the user or receive certain
information from the user pertaining to the on-going emer-
gency situation via the user communication device. Further,
in some embodiments, when the first responder believes that
a user of a user communication device selected based on a
location relevant to the user, type of emergency, meta-data
about the user, level of severity of threat to the user within
an on-going emergency situation, or other factors relevant to
the emergency situation is capable of providing assistance to
another user selected based on location relevant to the
another user, type of emergency, meta-data about the another
user, level of severity of threat to the another user within the
on-going emergency situation, or other factors relevant to
the emergency situation, the first responder connects the two
users in a conference call with the communication device of
the first responder, via their user communication devices,
using a data call, an analog voice call, or any other form of
multimedia call, to provide further assistance to the users in
the on-going emergency situation. In certain embodiments
the user communication device hosts an application client
and sends the request for emergency assistance and a request
to be connected to the communication device of the first
responder via the application client, and the application
client manages the connection between the user communi-
cation device and the communication device of the first
responder. In certain embodiments the communication
device of the first responder hosts an application client and
sends the request to be connected to the user communication
device via the application client. In certain embodiments, the
user is selected based on the location of their user commu-
nication device relative to the location of the emergency
situation being responded to. In certain embodiments, the
data communication channel is a three way communication
channel between the user communication device, EMS, and
the communication device of the first responder. In certain
embodiments the data communication channel is a four-way
communication channel between the user communication
device, EMS, EDC, and the communication device of the
first responder. In certain embodiments, data transferred
between the user communication device of a first user, the
user communication device of a second user, and the com-
munication device of the first responder includes multimedia
video data. In certain embodiments, data transferred
between the user communication device of a first user, the
user communication device of a second user, and the com-
munication device of the first responder includes multimedia
image data. In certain embodiments, data transferred
between the user communication device of a first user, the
user communication device of a second user, and the com-
munication device of the first responder includes multimedia
location data. In certain embodiments, multiple user com-
munication devices, each device belonging to a different
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user, communicate over a data channel with a communica-
tion device belonging to a first responder.

In another aspect, disclosed herein are methods for trans-
ferring data from a user communication device to a com-
munication device of a first responder in an emergency
situation, this methods comprising: receiving at an EMS
and/or an EDC, a request for emergency assistance from the
user communication device of a user requesting emergency
assistance; selecting, at the EMS and/or the EDC, based on
the request for emergency assistance, at least one first
responder to be assigned to the request for emergency
assistance; identifying a communication device currently
being used by the first responder; determining the capabili-
ties of the communication device of the at least one first
responder; selecting, by the EMS and/or the EDC, a data
channel between the EMS and/or the EDC, and the com-
munication device of the first responder, the data channel
selected based on one or more factors including one or more
of a received signal strength indicator (RSSI) of the com-
munication device of the first responder at the EMS and/or
the EDC, channel link quality of the data channel from the
EMS and/or the EDC to the communication device of the
first responder, congestion on available data channels, RSSI
at the communication device of the first responder of data
signals sent from the EMS and/or the EDC, transmission
delay on the available data channels between the EMS
and/or EDC and the communication device of the first
responder, and other factors indicative of quality of a data
communication channel; detecting that a data communica-
tion channel is set up between the EMS and/or the EDC and
the communication device of the first responder; setting up,
by the EMS, a three-way communication channel between
the EMS, the communication device of the first responder,
and the user communication device of the user calling to
request emergency assistance, the three-way communication
channel providing multimedia data on the user communica-
tion device to the communication device of the first
responder and to the EMS and the EDC; detecting that the
EDC is capable of receiving data communication packets;
setting up a communication session with the EDC; and
sharing with the EDC any multimedia information received
from the user communication device for the purpose of
responding to the request for emergency assistance. In some
embodiments, the method further comprises: detecting the
data channel between the user communication device and
the communication device of the first responder is unrespon-
sive; storing the multimedia information received from the
user communication device at the EMS and/or the EDC; and
delivering the stored multimedia information to the com-
munication device of the first responder. In some embodi-
ments, the method further comprises actively managing
communication sessions between the user communication
device, the communication device of the first responder, the
EDC, the EMS and any other communication device
involved in responding to the request for emergency
response received at the EMS. In further embodiments, the
method comprises using Session Initiation Protocol (SIP)
and/or H.323 standard for managing the data sessions. In
some embodiments, setting up the three-way communica-
tion channel comprises setting up a three-way data commu-
nication channel In some embodiments, setting up the three-
way communication channel comprises setting up a three-
way communication channel providing for one or more of
video files, image files, streaming video data, multimedia
messaging system data, short messaging system files, instant
messaging data, GPS location, and other multimedia media
data available on the user communication device to be made



US 12,349,035 B2

129

available to the communication device of the first responder
and to the EMS and the EDC, wherein the three-way
communication is set up by the EMS such that there is a
direct data communication link between the communication
device of the first responder and the user communication
device, a direct data communication link between the com-
munication device of the first responder and the EMS, and
a direct communication link between the user communica-
tion device and the EMS. In some embodiments, the method
further comprises receiving a request from the user of the
user communication device to be placed directly in com-
munication with the communication device of the first
responder via a direct communication link between the user
communication device and the communication device of the
first responder. In some embodiments, the method further
comprises receiving a request from the first responder, via
the communication device of the first responder, to be placed
directly in communication with the user communication
device of the user requesting emergency assistance. In some
embodiments, the EMS and/or the EDC acts as a gateway
between the user communication device and the communi-
cation device of the first responder when the user commu-
nication device is incapable of communicating via a data
communication channel. In some embodiments, the EDC
acts as a gateway between the user communication device
and the communication device of the first responder when
the EDC is required in the communication between the user
and the first responder. In some embodiments, the three-way
communication is set up by the EMS such that there is a
direct data communication link between the communication
device of the first responder and the user communication
device, a direct data communication link between the com-
munication device of the first responder and the EMS, and
a direct communication link between the user communica-
tion device and the EMS.

In another aspect, disclosed herein are methods for a first
responder to send a warning signal to selected users in a
geographic region via user communication devices of the
selected users, the method comprising: receiving, at an
EMS, from a communication device of the first responder, a
request for mass messaging information pertaining to an
active emergency situation the first responder is assigned to
residents who may be effected by the emergency situation
and who may not be currently in possession of information
pertaining to the emergency situation; determining, by the
EMS, if the information received from the communication
device of the first responder is unique and that the first
responder is requesting a mass messaging; determining, by
the EMS and/or an EDC, a list of users to be included in the
mass messaging; responsive to determining the list of users
and determining that the information received from the
communication device of the first responder is unique,
sending, by the EMS and/or EDC, the message received
from the first responder to user communication devices of
the list of users; and actively managing communication
between the user communication devices of the list of users
and the communication device of the first responder. In some
embodiments, determining the list of users to be included in
the mass messaging is based on one or more factors includ-
ing one or more of a last known best location estimate of
user communications device of the users, locations of the
user communication devices relative to the emergency,
time-of-day, types of users, type of emergency, and other
pertinent information regarding an existing and/or develop-
ing emergency situation that may impact the users of the
user communication devices and/or someone associated
with the users of the user communication devices. In some
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embodiments, the method further comprises sending addi-
tional information about the emergency situation including
one or more of cause of the emergency situation, geographic
location affected by the emergency situation, latest status of
the emergency response, instructions to safeguard self and
property, and any other information relevant to the emer-
gency situation along with the message by the first responder
to the user communication devices of the list of users. In
some embodiments, the method further comprises including
additional user communication devices in subsequent mass
messages and re-broadcasting previously sent mass mes-
sages to the additional user communication devices, the
additional user communication devices selected based on
information regarding the user communication devices
including one or more of last known best location estimates
of the additional user communication devices and location
of the additional user communication devices relative to the
emergency situation. In some embodiments, the method
further comprises, responsive to the EMS and/or the EDC
determining that a certain user needs special assistance,
identifying at least one other user located within a maximum
distance from the certain user and capable of providing
assistance to the certain user and sending a request to the at
least one other user to provide assistance to the certain user.
In further embodiments, the method further comprises
actively managing communication via user communication
devices of the certain user and the at least one other user by
the EMS. In some embodiments, the method further com-
prises sharing information, by the EMS, between the com-
munication device of the first responder and the user com-
munication devices of the list of users. In some
embodiments, the method further comprises sharing infor-
mation, by the EMS, between one user communication
device of the user communication devices of the list of users
and another user communication device of the user com-
munication devices of the list of users. In some embodi-
ments, the emergency situation is a natural disaster selected
from the group consisting of a hurricane, an earthquake, a
tornado, a flood, drought, a fire that is initiated by natural
causes, a lightning strike, and any other natural disaster that
results in an impact on humans or on geographic areas
inhabited by humans. In some embodiments, the emergency
situation is a man-made emergency selected from the group
consisting of an act of terror, a robber, a theft, an active
shooter situation, any kind of violence of one human or a
group of humans against another human or a group of
humans, a fire that is initiated by human actions, a riot, and
any other human initiated action that results in an impact on
other humans or on geographic areas inhabited by humans.
In some embodiments, the mass message comprises infor-
mation shared by a user communication device with the
EMS and/or the EDC, wherein the information is deter-
mined by the EMS to be accurate and unique information
that the EMS and/or EDC was not already privy to before
receiving such information from the user communication
device. In some embodiments, the EMS includes a message
for certain user communication devices selected based on
meta-data about users of the certain user communication
devices, the meta-data including one or more of proximity of
the users of the certain user communication devices to the
emergency situation being responded to, a user being located
within a certain maximum distance from the users of the
certain user communication devices, an estimate of the
location of the users of the certain user communication
devices, and other information about the users of the certain
user communication devices that allows the EMS to make a
decision about the relevance of the users of the certain user
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communication devices to receive the message, the message
containing a request for the user communication device to be
remotely accessed by the communication device of the first
responder and to allow temporary access to modules on the
certain user communication devices, including one or more
of'a camera of the certain user communication devices to get
a first-hand view of streaming video being captured by the
camera, a sound system module to listen to certain sounds of
interest, a gyroscope module to understand movement, cer-
tain application clients, a GPS location module, and other
modules available on the certain user communication
devices as allowed by the users of the certain user commu-
nication devices and as requested by the first responder via
the communication device of the first responder, either
received by the user communication device from an EMS or
directly from the communication device of the first
responder to the certain user communication devices. In
some embodiments, the user communication devices host an
application client configured to send a request for mass
messaging a group of user communication devices, to
receive a mass message from the EDC and/or the EMS, to
respond to a request for remote access, to manage a data
communication link for remote access to the user commu-
nication devices from the communication device of the first
responder and/or the EMS and/or the EDC, and to give
access to a module on the user communication devices to a
remote communication device and/or the EMS and/or the
EDC. In some embodiments, the user communication
devices are digital communication devices selected from the
group including a smart phone, a laptop computer, a tablet
computer, a desktop computer, or any other form of digital
computing device. In some embodiments, the communica-
tion device of the first responder is a digital communication
device selected from the group including a smart phone, a
laptop computer, a tablet computer, a desktop computer, or
any other form of digital computing device. In some
embodiments, the user communication devices are analog
communication devices selected from the group including a
land-line phone, a cordless phone, an analog computer, an
analog desktop computer, a second or first generation cel-
Iular phone, or any other form of analog computing device.
In another aspect, disclosed herein are communication
devices, the communications device comprising: a user
interface; physical interaction components; a communica-
tions module configured to send and receive messages over
a communications network; and a processor configured to:
receive a mass message containing information regarding an
emergency situation that the user of the user communication
device is impacted by, from an EMS over one of a wireless
or a wired channel; format and send a request, if the
communication device is a communication device of the first
responder, for mass messaging a group of user communi-
cation devices to the EMS, the request containing informa-
tion pertaining to an emergency situation the first responder
is currently assigned to; establish a data communications
link with another communication device, the another com-
munication device being one of a communication device of
the first responder and a user communication device, respon-
sive to a request from the EMS and/or an EDC, the data
communication link allowing a remote user communication
device to access modules in the communication device
based on the request for remote access and the status and
type of emergency assistance currently being responded to;
determine whether to send updates to the EMS when in a
data communication session with the EMS regarding an
emergency situation; and participate in a data communica-
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tions bridge with at least one another communication device
and the EMS over a data communication network.

In another aspect, disclosed herein are emergency man-
agement systems (EMS) containing a first computing system
and a first communications system, the EMS comprising: at
least one first input/output (I/O) system configured to
receive a request for mass messaging from a communication
device of a first responder over a data communication
channel and to send a mass message to a list of user
communication devices and receive a unicast message from
a user communication device, in response to a request sent
by the EMS, over at least one first I/O channel; a commu-
nications module configured to send and receive messages,
including mass messages, over data communication net-
works and/or analog voice channels; and at least one first
processing unit in communication with the at least one first
1/O system and configured to: receive a request for mass
messaging a list of user communication devices from a
communication device of the first responder at the at least
one first [/O system and interpret the received request from
the communication device of the at least one first /O system
to be a request for mass messaging; verify an identity of the
first responder using the communication device from the
received request for mass messaging, and responsive to
successful verification, to generate a list of user communi-
cation devices, the list generated based on one or more
factors including one or more of a last known best location
estimate of a user communication device, location of a user
communication device relative to an emergency, time-of-
day, type of user, type of emergency, and other such perti-
nent information regarding an existing and/or a developing
emergency situation that may impact a user of the user
communication device and/or someone associated with the
user of the user communication device, and to send a mass
message to the list of user communication devices, the
message including information received from the first
responder via the communication device of the first
responder; initiate a data communication session with a user
communication device to remotely access modules on the
user communication device, via seeking confirmation from
the user communication device, and share, on a temporary
basis, access to the user communication device with a
communication device of a first responder, including sharing
multimedia data, from the user communication device;
periodically analyze the list of user communication devices
and update the list of user communication devices as nec-
essary; and actively manage various data communication
links between the communication device of the first
responder and the user mobile communication devices and
an emergency dispatch center. In some embodiments, the
processor is further configured to include additional infor-
mation about the emergency situation selected from the
group consisting of cause of emergency, geographic infor-
mation included in the emergency, latest status of an emer-
gency response, instructions to safeguard self and property,
and any other information relevant to the emergency situa-
tion that may or may not be included in the message by the
first responder in the mass message.

Certain Embodiments for Proxy Calling

Aspects and embodiments disclosed herein provide for
systems, methods, and devices for a user communication
device to send a request for emergency assistance to an EDC
on behalf of a user of another user communication device,
or a smart device, for example, an Internet of Things device.
The another user communication device may be in the same
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or different area code or location as the user communication
device requesting emergency assistance. Also disclosed
herein are aspects and embodiments of systems, methods,
and devices for determining, at an EMS, from information
received from the user communication device and informa-
tion cached at the EMS or at an EDC, an EDC that serves
the best location estimate of the user on whose behalf the
request for emergency assistance is received, and setting up
a data communication session between the EDC and the user
communication device. Also disclosed herein are aspects
and embodiments of systems, methods, and devices for
setting up a covert data communication channel, for
example, a data call that does not ring, with the user
communication device of the user on whose behalf the
request for emergency assistance was received, and to bridge
the various data communication sessions. Also disclosed
herein are aspects and embodiments of systems, methods,
and devices for receiving from a user communication
device, over a covert data communication session, at the
EMS, location information cached on the device and meta-
data about the user of the user communication device. Based
on information received over the covert data communication
session, and/or any other information the EMS is already
privy to, the EMS selects an EDC that best serves the
location indicated by the received location information. If
the selected EDC is different from an EDC with whom a
communication session is already established, the EMS sets
up a new communication session with the selected EDC and
bridges the communication session with the selected EDC
with existing communication sessions with the user com-
munication device calling for emergency assistance and the
EDC with which a communication session is already setup.

In most countries across the world, designated 3-digit
numbers exist to place calls for emergency assistance. Once
such a call is received by an EDC, the EDC verifies the
purpose of the call and other information about the caller, for
example, name, address, location, etc., and then assigns one
or more first responders to assist the caller. The information
shared with the dispatcher at the EDC from the communi-
cation device of the caller, including any meta-data sent
from the communication device of the caller, is typically
information about the caller himself. In some instances,
additional information about the caller is obtained from a
database, for example, an automatic location identification
(ALI) database, or a master street address guide (MSAG)
based on address information sent from the caller’s com-
munication device. The EDC generally receives calls for
emergency assistance from the person or persons who are in
an emergency situation or are impacted directly by the
emergency situation, for example, a fire in a building or a
personal health condition. Calls for emergency assistance
are typically placed from communication devices that
belong to persons calling for emergency assistance. In many
instances, the dispatcher at the EDC may gain additional
information about the emergency situation by using the
phone number of the calling device, referred to herein as the
“user communication device,” and may use this information
to enhance the response to the emergency situation. How-
ever, in some instances, a call for emergency assistance is
not made from the person or persons actually in an emer-
gency. Rather, the call for emergency assistance is made by
another person on behalf of the person or persons in an
emergency. In some instances the person or persons needing
the emergency assistance are not in the same geographic
location or GPS position as the person or persons calling to
request emergency assistance.
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Modern user communication devices, for example, smart
phones, tablet computers, wearable communication devices,
smart sensor devices and/or systems, etc. are often equipped
with a variety of features for determining location informa-
tion of the communication device using, for example, GPS,
or triangulation with cellular phone towers. Modern user
communication devices also often include functionality to
store meta-data regarding a user of the communication
device, for example, health information about the user.
Further, in some instances, modern user communication
devices include functionality for extracting user meta-data,
location information, and other information from a data
cache of the device and relaying this information to a
dispatcher at an EDC in case of an emergency situation.

In some instances, a user using their user communication
device to call to report an emergency situation is calling on
behalf of another person or persons who are not in a position
to place a call for emergency assistance themselves from
their own user communication device(s). Moreover, in some
instances, the person or persons on whose behalf the call is
being made are not in the same geographic location as the
user who is calling on their behalf. In such situations, the
meta-data on the user communication device(s) of the per-
son or persons on whose behalf the call is being made are
useful in assisting an emergency response operator to better
respond to the emergency situation, for example, to locate
the nearest public-safety access point (PSAP) to notify about
the emergency situation and to position first responders for
the specific emergency situation.

In another aspect, disclosed herein are systems, methods,
and devices for harnessing the ability of modern user
communication devices to identify the location of their
operation and to store pertinent information, for example,
meta-data about a user’s health by allowing users of user
communication devices to call for emergency assistance on
behalf other users and by allowing EDCs to be given access
information contained within a user communication device
of a user on whose behalf the request for emergency
assistance is placed. Obtaining direct access to location data
and/or other meta-data cached on the user communication
device of the beneficiary user to EDC personnel allows the
EDC personnel to be better able to assign an appropriate
response, for example, to mobilize the appropriate first
responders, and provide assistance to someone who may not
be in a position to ask for assistance for the emergency
situation that the user might be facing.

Historically, a user requesting emergency assistance from
a PSAP, for example, a police or a fire response unit, on
behalf of another person or persons has not been able to
provide the EDC with location information about the person
or persons the user is calling about, other than information
that the user may have from interacting with the person or
persons or a user communication device of the person or
persons before the call for emergency assistance is placed. In
some embodiments, meta-data, for example, location infor-
mation, health records, or other information cached on a user
communication device of the user calling an EDC for
emergency assistance is made accessible to the EDC per-
sonnel for the purpose of emergency response.

In some instances, when a call for requesting emergency
assistance is placed via a mobile wireless device, an EDC
dispatcher then confirms the location of the caller via
interaction with the caller, in addition to or as an alternative
to receiving location information from the mobile wireless
device itself or the cellular network provider before identi-
fying the best suited first responder unit to call for respond-
ing to the request for emergency assistance. Accordingly, a



US 12,349,035 B2

135

dispatcher at an EDC wishing to accurately estimate the
location of a first user when a request for emergency
assistance is received from another user from a user com-
munication device other than that belonging to the first user,
benefits from having access to meta-data including location
information cached on the user communication device of the
first user needing emergency assistance. Further, if the user
communication device of the user needing assistance is not
available, it is beneficial for there to be a cache of informa-
tion including the latest location of the user needing assis-
tance, received by other user communication devices of
users associated with the user needing emergency assis-
tance, that the EDC personnel can access to best trace the
most current location of the user communication device of
the user needing emergency assistance. Finally, it is benefi-
cial to provide for a user to participate in the process of
choosing an appropriate first responder to send their request
for emergency assistance, for example, when the user is
mobile and the PSAP is unable to pinpoint one first
responder unit located closest to the user.

In accordance with another aspect, described herein are
systems, methods, and devices that enable user communi-
cation devices and EDCs to send a request for emergency
assistance on behalf of a user or users of another user
communication device needing emergency assistance, and
to allow EDCs to initiate a communication link to request
location information from the user communication device of
the user needing emergency assistance and to receive per-
tinent information about the user communication device of
the user needing emergency assistance from other user
communication devices associated with the user communi-
cation device of the user needing emergency assistance. In
some embodiments, the communication link is used to
request location information from the user communication
device of the user needing emergency assistance be covert,
for example, a data call that does not ring at the user
communication device. In some embodiments, described
herein is a system and method for a group of user commu-
nication devices to share location information about each
other on a periodic basis and to keep a cache of this location
information among each other for a specified period of time.
In some embodiments, location information includes, for
example, GPS location data, location information from
triangulation of received signal strengths at cellular towers,
Wi-Fi based locationing data, location data manually input
by the user in the user communication device, and/or any
other form of location information.

In accordance with another aspect, described herein are
systems, methods, and devices for placing a call for emer-
gency assistance by a user of a user communication device
and from the user communication device on behalf of
another user of a different user communication device, to an
EDC, for example, when the user, on whose behalf the call
is being placed, is not is a position to place a call for
emergency assistance. In some embodiments, the EDC
verifies the identity of the user placing the call for emer-
gency assistance, and then accesses meta-data including
location information cached on the user communication
device of the user needing emergency assistance. In some
embodiments, the location information is obtained by the
user communication device of the user needing emergency
assistance. In some embodiments, the location information
is selected from one or more of GPS locationing and location
determined by cellular tower triangulation. In some embodi-
ments, the EDC first ascertains the identity of the user
sending the request after receiving the request for emer-
gency assistance from a user via a user communication
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device on behalf of another user, and then checks on an
internal database at the EDC or at an emergency manage-
ment system (EMS) or at another location in the Internet in
order to verify if the user sending the request is associated
with the user on whose behalf the request for emergency
assistance is being sent. In some embodiments, after the user
sending the request for emergency assistance is verified, the
EDC places a covert call (e.g. a call that does not ring at the
user communication device), and forms a data communica-
tion channel (e.g. an IP connection) with the user commu-
nication device of the user for whom the request for emer-
gency assistance is sent. In further embodiments, the EDC
then accesses various forms of multimedia information (e.g.
video, images, location information, and other forms of
multimedia data) from the user communication device of the
user needing emergency assistance. In some embodiments,
when the EDC is unable to verify the user and the user
communication device from which the request for emer-
gency assistance was received, the EDC tries to verify the
information provided by the calling user by tracing the user
communication device identified in the request for emer-
gency assistance, verifying the identity of the user for whom
the emergency request is initiated, and contacting the nearest
PSAP in the geographic location of the user for whom the
emergency request is initiated. In some embodiments, when
the EDC personnel is unable to connect with the user
communication device of the user for whom the request for
emergency request is initiated, the EDC requests the latest
location of the user communication device of the user for
whom the request for emergency assistance is sent from
another location on the Internet (e.g. from an EMS), and
designates first responders proximate to the latest location
for the request for emergency assistance based on this
location information. In some embodiments, the EDC, with
assistance from the EMS, keeps track of the user commu-
nication device for whom the request for emergency assis-
tance is initiated, determines if the user communication
device is responsive to a request for data connection with the
EMS or EDC, request meta-data including location infor-
mation of the user communication device; and designates
first responders proximate to the location of the user com-
munication device for whom the request for emergency
assistance is initiated. In certain embodiments, the user
communication device of the user requesting assistance and
of the user for whom emergency assistance is being
requested hosts an application client and sends requests for
emergency assistance and receives request for location
information and meta-data etc. from the EDC or EMS via
the application client. In certain embodiments, the data
communication channel is a three way communication chan-
nel between the user communication device of the user
requesting emergency assistance, the EMS, and the user
communication device of the user for whom the request for
emergency assistance is being requested. In certain embodi-
ments, the data communication channel is a four-way com-
munication channel between the two user communication
devices, the EMS, and the EDC. In certain embodiments,
data transferred between either user communication device
and the EDC or the EMS is multimedia video data. In certain
embodiments, the data transferred between either user com-
munication device and the EDC or the EMS is multimedia
image data. In certain embodiments, the data transferred
between either user communication device and the EDC or
the EMS is multimedia location data. In certain embodi-
ments, a data channel over which the data is communicated
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is a SIP data channel or a H.323 data channel established
between the user communication device and the EDC or the
EMS.

In another aspect, disclosed herein a method for receiving
a request for assistance from a user communication device
on behalf of a user of another user communication device,
the method comprising: determining, at the user communi-
cation device, that a user of another user communication
device is in need of emergency assistance; and initiating, by
the user communication device, a request for emergency
assistance for the user of the another user communication
device, based on the determination of the need for assistance
for the user of the another user communication device, to
one of an EMS and an EDC that is closest to and serving the
location of the user communication device; responsive to
detecting the request for emergency assistance at the one of
the EMS and the EDC, verifying an identity of a user of the
user communication device, and verifying an association
between the user of the user communication device and the
user of the another user communication device, identifying,
at the one of the EMS and the EDC, based on information
sent by the user communication device, an EDC that serves
the best location estimate of the another user communication
device; responsive to determining the EDC that serves the
best location estimate of the another user communication
device, sending a request for emergency assistance includ-
ing the information sent by the user communication device
and any other pertinent information that the EMS or the user
communication device have regarding the emergency situ-
ation; and maintaining, by the EMS, a communication
session between the EDC that serves the best location
estimate of the another user communication device and the
EMS, and the user communication device; initiating and
maintaining a covert communication channel with the
another user communication device; and actively managing,
by the EMS, communication sessions between the EDC, the
EMS, the another user communication device requesting
emergency assistance, and the user communication device.
In some embodiments, the user communication device
autonomously detects that the user of the another user
communication device is in need of emergency assistance.
In some embodiments, the user communication device
receives a user input indicative of the user of the another
user communication device being in need of emergency
assistance. In some embodiments, the user communication
device determines that the user of the another user commu-
nication device is in need of emergency assistance based on
periodic information exchanged between the user commu-
nication device and the another user communication device,
the periodic information being one of a periodic location
information update by the another user communication
device being missed or an affirmative response indicating
well-being of the user of the another user communication
device not being received. In some embodiments, the user
communication device includes one or more of location
information cached on the user communication device of a
best estimate of a location of the another user communica-
tion device, meta-data regarding a primary user of the
another user communication device, and identifying infor-
mation about the user of the user communication device
calling for assistance indicating an association with the
primary user of the another user communication device in
the request for emergency assistance. In some embodiments,
wherein determining the EDC that serves the best location
estimate of the another user communication device com-
prises determining a PSAP, a corporate help line, a company
providing physical security services, or any other emergency
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response unit that serves the best location estimate of the
another user communication device. In some embodiments,
initiating and maintaining the covert communication chan-
nel comprises initiating and maintaining a data call that does
not ring at the another user communication device. In some
embodiments, the method further comprises: responsive to
receiving a response from the another user communication
device, responsive to receiving location information in the
response, and responsive to the location information being
different from location information available at both the
EDC and the EMS, informing the EDC about the location
information received in the response; responsive to a posi-
tive affirmation from the EDC, selecting another EDC
serving a location indicated by the location information
received in the response, and contacting the another EDC;
responsive to the another EDC being successfully contacted,
setting up a data communication link with the another EDC
and connecting the EMS, the EDC, and the another EDC in
a conference communication; and sending the request for
emergency assistance to the another EDC along with any
information about the emergency situation hosted at the
EDC and/or the EMS. In some embodiments, the user
communication device hosts an application client and sends
the request for emergency assistance and receives a request
from the EDC and/or the EMS for a communication session
via the application client, and the application client manages
the connection between the user communication device and
the EMS and/or the EDC, including sending meta-data
and/or location data and/or any data requested from the EMS
and/or the EDC to the EMS and/or the EDC. In some
embodiments, the user communication device receives a
request from the EDC and/or the EMS for a data commu-
nication session via the application client. In some embodi-
ments, the user communication device and the another user
communication device are in a same geographic location,
and are served by a same EDC. In further embodiments, the
user communication device and the another user communi-
cation device are in a same GPS location. In further embodi-
ments, the user communication device and the another user
communication device are served by a same PSAP. In some
embodiments, the user communication device and the
another user communication device are not in the same
geographic location and are served by the different EDCs. In
further embodiments, the user communication device and
the another user communication device are not in a same
GPS location. In further embodiments, the user communi-
cation device and the another user communication device
are served by a different PSAPs. In some embodiments, the
method further comprising initiating the request for emer-
gency assistance by the user communication device using an
analog voice call to the EDC, the EDC employing the EMS,
if the EDC is not capable of initiating or receiving data
communication messages, to locate the another user com-
munication device. In some embodiments, the user commu-
nication device and the another user communication device
are not of the same type. In further embodiments, one of the
user communication device and the another user communi-
cation device is a smart phone and the other of the user
communication device and the another user communication
device is a tablet computer. In further embodiments, one of
the user communication device and the another user com-
munication device is an analog telephone using PSTN to
make calls and the other of the user communication device
and the another user communication device is a smart phone.
In some embodiments, the another user communication
device is one of a sensing and a routing device selected from
the group including a smart temperature sensor in a house-
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hold, a Wi-Fi router in an indoor setting, or an Internet of
Things device that is configured to send messages over one
of a data communication network or an analog network.

In another aspect, disclosed herein is a mobile user
communications device configured to send a request for
emergency assistance and receive a request for sharing
meta-data, including location information, from an EDC or
EMS, the user communications device comprising: a user
interface configured to display incoming call requests from
an EDC and/or EMS as user interactive buttons, and, respon-
sive to touch from the user, perform a task and/or display
further options, including commands and/or messages from
a processor of the user communication device as user
interactive buttons on the user interface; physical interaction
components; a communications module configured to send
and receive messages over a communications network; and
a processor configured to: receive a request for sharing the
meta-data from a communication module of the user com-
munication device, and upon validating an identity of a
sender of the request, send the meta-data, including location
information, to the EDC and/or EMS; send a request for
emergency assistance, including an indication of a type of
emergency, to the EDC and/or EMS on behalf of a user of
another user communication device; establish and manage a
data communications link to the EDC and/or EMS, and
receive signals from the EDC and/or EMS regarding the
request for emergency assistance; determine if the EDC
and/or EMS is responsive to a request for emergency assis-
tance; responsive to the EDC and/or EMS not being respon-
sive to the request for emergency assistance, send the
request for emergency assistance directly to an EDC serving
a best estimate of a location of the another user communi-
cation device; and estimate a best known location of the
another user communication device. In some embodiments,
the processor is configured to validate the identity of the
sender of the request by accessing one of an internal
database or a database external to the user communication
device. In some embodiments, the processor is configured to
estimate the best known location of the another user com-
munication device based, in part, on information periodi-
cally received on the communication module. In some
embodiments, the device has no unique calling number
assigned to it. In further embodiments, a device is a tablet
computer without any 10 digit number for a cellular network
or a PSTN to place a voice or a data call to. In some
embodiments, the device has a unique calling number
assigned to it. In further embodiments, the device is a smart
phone with a 10 digit number for a cellular network or a
PSTN to place a voice or a data call to. In some embodi-
ments, the device comprises an application client configured
to display information on the user interface and, responsive
to touch from the user, perform a task and/or display further
options, the application client further configured to receive
commands from the processor and display pertinent infor-
mation on the user interface.

In another aspect, disclosed herein is an emergency man-
agement system (EMS) containing a communications sys-
tem comprising: at least one first input/output (I/O) system
configured to receive a request for assistance from a user
communication device on behalf of a user of another user
communication device over a data communication link; a
communications module configured to send and receive
messages over data communication networks and/or analog
voice channels; a processing unit in communication with the
at least one first I/O system and configured to: receive an
indication of receipt of the request for emergency assistance
at the at least one first [/O system and interpret the request
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for emergency assistance; verify an identity of a user of the
user communication device; verify an association between
the user of the user communication device and the user of
the another user communication device; initiate a covert data
communication session with the another user communica-
tion device and receive meta-data, including location data,
from the another user communication device; determine,
based upon knowledge of capabilities of a plurality of EDCs
and a best location estimate of the another user communi-
cation device, an EDC that is serving a location of the
another user communication device and communicate an
alert, including relevant information about the user commu-
nication devices involved in the request for assistance, to the
determined EDC; and actively manage a data communica-
tion links between the EDC and the another user commu-
nication device. In some embodiments, the processing unit
is further configured to connect EDCs involved in the
emergency response via data communication channels. In
some embodiments, the processing unit is further configured
to determine if EDCs involved in the emergency response
are able to communicate via a data communication channel
and, upon determining that at least one of the EDCs is unable
to communicate via a data communication channel, place a
analog voice conference call between the EDCs.

Certain Embodiments for Status Aware
Communication for Emergency Response

Aspects and embodiments disclosed herein provide for a
method for a group of user communication devices to share
periodic, or aperiodic, critical meta-data with each other.
The user communication devices can communicate directly
or via an EMS. In some embodiments, based on the shared
meta-data, a given user communication device is configured
to make a decision regarding whether or not a user of a
certain user communication device in the group is in need of
emergency assistance.

Also disclosed herein are aspects and embodiments of
methods including verifying at a user communication
device, with other user communication devices in the group
of user communication devices, if meta-data information
cached at the user communication device is valid, and based
on the responses determine if a perceived need for emer-
gency assistance of the user of a certain user communication
device is valid. Some embodiments include a method for
sending a request for emergency assistance to an EDC, by a
user communication device on behalf of the user of the
certain user communication device in the group of user
communication devices, after verification with other user
communication devices in the group of the perceived need
for emergency assistance.

Also disclosed herein are aspects and embodiments of a
method to autonomously detect, at a user communication
device, based on a count of periodic information received
over a certain time, either consecutive, over a period of time,
over a certain number of update cycles, or over any other
form of measuring the status of the user via an update for
various types of periodic information, the health status of a
user of a certain user communication device in the web of
devices, and to take certain actions based on the determi-
nation.

In most countries across the world, designated 3-digit
numbers exist to place calls for emergency assistance. Once
such a call is received by an EDC, the EDC verifies the
purpose of the call and other information about the caller, for
example, name, address, location etc., and then assigns one
or more first responders to assist the caller. The information
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shared with the dispatcher at the EDC from the communi-
cation device of the caller, including any meta-data sent
from the communication device of the caller is typically
information about the caller himself. In some instances, in
the case of a land-line or an Internet Protocol (IP) based
wired phone, additional information about the caller is
obtained from a database, for example, an automatic loca-
tion identification (ALI) database, or a master street address
guide (MSAG) based on address information sent from the
caller’s communication device, whereas in the case of a
wireless calling device, additional location information is
gained via global positioning system (GPS). The EDC
generally receives calls for emergency assistance from the
person or persons who are in an emergency situation or are
impacted directly by the emergency situation, for example,
a fire in a building or a personal health condition. Calls for
emergency assistance are typically placed from communi-
cation devices that belong to persons calling for emergency
assistance. In many instances, the dispatcher at the EDC
may gain additional information about the emergency situ-
ation by using the phone number of the calling device,
referred to herein as the “user communication device,” and
may use this information to enhance the response to the
emergency situation. However, in some instances, a call for
emergency assistance is not made from the person or persons
actually in an emergency. Rather, the call for emergency
assistance is made by another person on behalf of the person
or persons in an emergency. In some instances the person or
persons needing the emergency assistance may not even be
in the same geographic location or GPS position as the
person or persons calling to request emergency assistance.

Modern user communication devices, for example, smart
phones, tablet computers, wearable communication devices,
smart sensor devices and/or systems, etc. are often equipped
with a variety of features for determining location informa-
tion of the communication device using, for example, GPS,
or triangulation with cellular phone towers. Modern user
communication devices also often include functionality to
store meta-data regarding a user of the communication
device, for example, health information about the user.
Further, in some instances, modern user communication
devices may include functionality for extracting user meta-
data, location information, and other information from a data
cache of the device and relaying this information to a
dispatcher at an EDC in case of an emergency situation.

Connectivity of user communication devices, for
example, smart phones, tablet computers, laptop computers
etc., is also at a peak. Devices are able to harness the power
of data communication channels to communicate with each
other with minimal user input, and in a fashion where a
sequence of data packets is exchanged. In many instances,
user communication devices can communication in a mul-
ticast fashion where one device can send a sequence of data
packets to multiple user communication devices.

In some instances, a user using their user communication
device to call to report an emergency situation is calling on
behalf of another person or persons who are not in a position
to place a call for emergency assistance themselves from
their own user communication device(s). Moreover, in some
instances, the person or persons on whose behalf the call is
being made is not in the same geographic location as the user
who is calling on their behalf. In such situations, the
meta-data on the user communication device(s) of the per-
son or persons on whose behalf the call is being made is
useful in assisting an emergency response operator to better
respond to the emergency situation, for example, to locate
the nearest public-safety access point (PSAP) to notify about
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the emergency situation and to position first responders for
the specific emergency situation.

Historically, if a user wished to request meta-data about
another user, for example, another user’s health status,
location of user communication device of the other user, or
any other meta-data that identifies user status, for example,
how a particular user is doing or their location, the user was
required to contact the other user and ask for this informa-
tion. In one aspect, disclosed herein are systems, methods,
and devices for requesting and receiving this information at
the user communication device of the user from the user
communication device of the other user, for example, to be
used by the user to request emergency assistance from a
public safety access point (PSAP), for example, a police or
a fire response unit, on behalf of the other user, or just to get
a status update on the other user, has not previously been
available. Normally, if a user believes that another user is in
need of emergency assistance, and hence places a request for
emergency assistance to an emergency dispatch center
(EDC) on behalf of the other user, the user is not able to
provide the EDC with critical location information about the
person or persons the user is calling about, other than
information that the user may have from interacting with the
other user or the user communication device of the other
user before the call for emergency assistance is placed.
Additionally, if a third user would also like to request
meta-data about the other user, for example, the health status
of the other user, location of the user communication device
of the other user, or any other meta-data that may identify
user status, the third user also is required to send a message
to the other user’s user communication device containing
such a request. This in effect doubles the requests sent to the
user communication device of the other user and burdens the
communication networks. This process is repeated for each
user requesting a status updated on the other user, further
burdening the communication networks. Moreover, in some
instances, the user experiencing the emergency situation is
unable to respond to such requests for information (e.g. the
user is physically or mentally unable to respond, the com-
munication device is damaged/inoperable, etc.).

It is important for EDC personnel or first responders to
have access to meta-data about a user in need of emergency
assistance to facilitate providing effective assistance to the
user. In many modern user communication devices, location
information about the user communication device is cached
on the device itself. In some instances, this location data
includes GPS location information. In some instances, users
store meta-data, for example, health records or other per-
sonal user information on their user communication devices.
Making this information accessible to EDC personnel in
emergency situations enhances the emergency assistance
provided to the user, for example, by identifying the best
suited first responder unit to call for responding to a request
for emergency assistance for the user.

In another aspect, described herein are systems, methods,
and devices for providing EDCs with access to meta-data,
for example, location information cached on a user commu-
nication device of a user needing emergency assistance,
including in instances when the user communication device
may not be reachable or when the request for emergency
assistance is received from a user communication device of
a different user. In some embodiments, meta-data is stored in
a database cache of meta-data for a user, for example, health
status, location of a user communication device of the user,
and any other meta-data that identifies user status within a
group of user communication devices of users who are
associated with the user, for example, family or friends of
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the user, so that EDC personnel are able to access such
meta-data to facilitate the provision of an emergency
response to the user should the user require emergency
assistance.

Despite the widespread adaptation of modern user com-
munication devices, for example, smart phones, tablets,
wearable devices, etc., and the ability of such devices to
autonomously generate and transmit messages in the form of
sequences of data packets over data communication chan-
nels, including, for example, data regarding the location of
their operation and/or meta-data about a user’s health status,
and to autonomously receive and store such messages from
other user communication devices, there has not been a
system and method to form groups of user communication
devices that regularly or periodically autonomously share
such messages among each other. In another aspect, dis-
closed herein are systems, methods, and devices for allow-
ing user communication devices that are part of a group of
user communication devices to autonomously share meta-
data about each user and/or user communication device in
the group, for example, location information, with each
other on a periodic basis such that all the user communica-
tion devices are in possession of the unique meta-data about
each of the users and associated user communication devices
in the group and keep a cache of this location information
among each other for a specified period of time. In another
aspect, described herein are systems, methods, and devices
for providing access to unique information of a user stored
on any one, or more, of the user communication devices that
are part of a group of user communication devices including
the user communication device of the user needing emer-
gency assistance to an EDC or other emergency service
provider.

In accordance with another aspect, disclosed herein are
systems, methods, and devices for a group of user commu-
nication devices, also referred to as a web of devices, to form
connections amongst themselves, such that each of the user
communication devices is able to communicate, for
example, send and receive digital data messages, and share
with each other, either in a one-to-one or one-to-many
communication, unique meta-data about each user of the
user communication devices in the web of devices. In some
embodiments, the shared meta-data includes, for example,
health status of users of user communication devices in the
web of devices and/or meta-data of the user communication
devices themselves, for example, location information. In
some embodiments, a user communication device, upon
detecting an update in the meta-data associated with the user
of the user communication device or with the user commu-
nication device itself, for example, location information,
sends a sequence of digital packets to the other user com-
munication devices in the group to update the meta-data
cached at the user communication devices in the group. In
some embodiments, when a user communication device
receives an update message from one, or more than one, user
communication device that belong to the group of user
communication devices, the user communication device
updates the cached meta-data regarding the user or user
communication device that is the subject of the update
message in its memory and stores this information for later
reference. In some embodiments, when a user communica-
tion device is unable to connect with a particular user
communication device within the group of user communi-
cation devices, the user communication device attempts to
connect with any of the other user communication devices
within the group of user communication devices and verify
with these other user communication devices if any of these
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devices were able to connect and communicate with the
particular user communication device. In further embodi-
ments, if the user communication device receives a positive
affirmation from a user communication device in the group
of the user communication devices regarding being able to
connect to the particular user communication device, then
the user communication device requests updated meta-data
from the user communication device from which a positive
affirmation was received, and upon receiving this meta-data,
updates the cached information in a memory in the user
communication device. In further embodiments, if the user
communication device receives a negative affirmation, indi-
cating that none of the user communication devices in the
group of user communication device indicated that they
were able to receive periodic meta-data, over certain previ-
ous periodic cycles, from the particular user communication
device, then the user communication device determines if an
alert has been sent for emergency assistance to an EDC for
the user of the particular user communication device. In
further embodiments, responsive to determining that an alert
for emergency assistance has not been sent, the user com-
munication device sends an alert to the EDC on behalf of the
user of the particular user communication device. In some
embodiments, the EDC, upon receiving the request for
emergency assistance from the user communication device
on behalf of the user of the particular user communication
device, ascertains the identity and association of the user
communication device with the particular user communica-
tion device. In further embodiments, the EDC responds to
the request for emergency assistance after verifying the user
sending the request. In certain embodiments the user com-
munication device hosts an application client and sends
meta-data, on a periodic basis or as decided by users of the
group of user communication devices, and receives meta-
data from user communication devices of the group of user
communication devices it belongs to. In further embodi-
ments, the communication device sends a request for emer-
gency assistance to an EDC via this application client. In
further embodiments, the application client manages the
connection between the user communication device and
other user communication devices in the group of user
communication devices. In certain embodiments, the user
communication devices that are members of a group of user
communication devices share meta-data that is cached on
the respective user communication devices autonomously.
In further embodiments, meta-data is shared on a periodic
basis. In further embodiments, meta-data is shared on a
repetitive basis. In further embodiments, meta-data sharing
is decided by users of the group of user communication
devices. In certain embodiments, the user communication
devices that are members of a group of user communication
devices are all digital devices capable of communicating
over a data network, for example, smart phones, tablet
computers, or laptops. In certain embodiments, the user
communication devices that are members of a group of user
communication devices are of different types, for example,
digital devices or analog devices. Some of the devices are
not able to communicate over a data network (e.g. an analog
communication device or a land-line phone). In some
embodiments, the digital devices convert the digital signals
to analog to send to the analog devices, wherein the analog
devices convert the analog signals to digital to send to the
digital devices. In some embodiments, the devices share
their meta-data with an intermediary (e.g. an intermediate
device or computing system), for example, an emergency
management system (EMS), and the EMS then shares the
meta-data with each of the devices in a format the individual
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devices can understand. In certain embodiments, data trans-
ferred between the user communication devices in the group
includes multimedia location data. In certain embodiments,
the data channel between the user communication devices
that are members of the group of user communication
devices is a SIP data channel or a H.323 data channel.

In accordance with another aspect, disclosed herein is a
method for a user communication device that is a member of
a group of user communication devices to autonomously
detect that a user of another user communication device of
the group of user communication devices is possibly
involved in an emergency situation. In some embodiments,
the user communication device detects the emergency situ-
ation via detecting that periodic meta-data scheduled to be
received from the other user communication device was not
received over a certain period of time or number of cycles.
In some embodiments, the user communication device
detects the emergency situation by detecting a request for
emergency assistance. In some embodiments, the user com-
munication device detects this the emergency situation by
detecting a signal of an emergency situation contained in a
sequence of data messages received in meta-data from the
other user communication device, or by any other means. In
some embodiments, upon detecting an emergency situation,
the user communication device confirms with the other
members of the group of user communication devices that
the periodic meta-data was not received by the other mem-
bers either. In some embodiments, responsive to confirming
the lack of reception of the periodic meta-data, the user
communication device alerts an EDC, for example a PSAP,
regarding the possible that the user of the other user com-
munication device is involved in an emergency situation,
and requests emergency assistance for the user of the other
user communication device. In certain embodiments, the
user communication device counts the number of times,
either consecutive, over a period of time, over a certain
number of update cycles, or over any other form of mea-
surement of expected updates, that certain meta-data is not
received from a member of the group of user communication
devices. In further embodiments, when the expected meta-
data is not received for more than a predetermined number
of times, the user communication device raises an alert for
emergency assistance and sends this alert to the other
members of the group of user communication devices and/or
to an EDC. In certain embodiments, one or more user
communication devices in the group of user communication
devices, determines based on the received meta-data, where
none, or not a significant number of periodic updates are
missed, that a certain user of a user communication device
within the group of user communication devices is in need
of emergency assistance. Responsive to this determination,
the user communication device raises an alert for emergency
assistance and sends this alert to the other members of the
group of user communication devices and/or to an EDC.

In another aspect, disclosed herein is a method for a group
of user communication devices, also referred to as a web of
devices, to share key status information, this method com-
prising: determining, at a given user communication device,
either by user input or autonomously, if a certain user
communication device belongs to the group of user com-
munication devices that the given user communication
device is a member of, this determination made based on one
or more of the phone number of the certain user communi-
cation device, user input indicating association between the
user of the given user communication device and a certain
user of the certain user communication device, a subnet of
an [P network the given user communication device belongs
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to, a home address associated with the user communication
device, or any other form of association between the user
communication devices; based on a determination that the
certain user communication device belongs to the same
group of user communication devices as the given user
communication device, saving identification information of
the certain user communication device, and including the
certain user communication device in periodic meta-data
updates that the given user communication device sends to
the group of user communication devices; and initiating, by
the given user communication device, transmission of a
periodic or repeated in a non-periodic fashion meta-data
update containing information about the user’s health status,
the information including at least one of a location of the
given user communication device of the user, sensed infor-
mation from sensors in the given user communication
device, for example, temperature, blood pressure, pulse-rate,
heart-rate, elevation, movement pattern, amount of daily
movement, blood oxygen levels, displacement of the given
user communication device and any other meta-data that
may identify user status, to each of the devices in the group
of user communication devices; receiving, from devices in
the group of user communication devices, corresponding
meta-data cached at the respective user communication
devices, also on a periodic basis or received on a repeated
basis as agreed upon by the group of user communication
devices; determining, either autonomously or by user input,
by a user communication device that is a member of the
group of user communication devices, that another member
of'the group is in need of emergency assistance via detecting
that a certain periodic meta-data update to be received from
the another user communication device is not received over
a certain period of time or certain cycles, that a certain
periodic location information update is missed, that an
affirmative response indicating well being of the user of the
user communication device was not received, and/or by
detecting a request for emergency assistance sent directly
from a particular user communication device or a signal of
an emergency situation contained in the sequence of data
messages received in the meta-data from the particular user
communication device or by any other means; responsive to
detecting a possibility that another member of the group is
in need of emergency assistance, confirming with the other
members of the group of user communication devices the
successful reception of periodic meta-data update by these
user communication devices, and/or responsive to confirm-
ing lack of reception of the periodic meta-data update by the
other members, confirming that the user of the particular
user communication device is in need of emergency assis-
tance and conveying this information to the other members
of the group of user communication devices; generating, by
an user communication device, a request for emergency
assistance for a certain user communication device that is
part of the group of user communication devices, the request
including latest meta-data containing information about the
user’s health status, the information including one or more
of the location of the given user communication device of
the user, sensed information from sensors in the given user
communication device, association between the users of the
two user communication devices, and any other meta-data
that may identify user status or the emergency situation;
sending the request for emergency assistance to an EMS,
preferably that is closest to and serving the location of the
certain user communication device on whose behalf the
request for emergency assistance is being placed; requesting
that the EMS initiate an alert to an EDC, for example a
PSAP, a corporate help line, a company providing physical
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security services, or any other emergency response unit, that
serves the area containing the estimated location of the
certain user communication device, included in the request
for emergency assistance; maintaining a communication
session between the selected EDC and the EMS receiving
the request for emergency assistance; updating the other
members of the group of user communication devices as to
a response from the EDC and/or EMS regarding a status of
the emergency assistance; responsive to receiving an
updated response at a given user communication device,
from any of the member user communication devices
belonging to the same group of user communication devices
as the given user communication device, sending an updated
request for emergency assistance to the EDC serving this
request, alternately via an EMS, and/or to an EMS; respon-
sive to receiving a response from the EDC, alternately via an
EMS, at the given user communication device, sharing this
received information from the EDC about the certain user or
the certain user communication device with the other mem-
bers of the group of user communication devices of which
the given user communication device is part of; and actively
managing, by the given user communication device, the
communication sessions between the device and the EDC,
alternately via an EMS first receiving the request for emer-
gency assistance, and sharing with other members of the
group of user communication devices, any updated infor-
mation received from the EDC, or EMS, and also sharing
with the EDC, alternately via an EMS, any updated infor-
mation received from other members of the group of user
communication devices to which the given user communi-
cation device belongs. In some embodiments, the given user
communication device hosts an application client and sends
and receives all pertinent communication, including periodic
information to the members of the group of user communi-
cation devices, and the request for emergency assistance to
the EDC, or the EMS, via a communication session, for
example a data communication session, via this application
client, and the application client manages the connection
between the user communication device and all other com-
munication devices for example the communication device
of the EMS or the EDC, or the member communication
devices of the group of communication devices. In some
embodiments, the given user communication device, a mem-
ber of a group of user communication devices, detects
autonomously that a user of a certain user communication
device, also a member of the group of user communication
devices, is in need of emergency assistance, and verifies
information regarding the certain user communication
device from other members of the group of user communi-
cation devices also autonomously, and alerts the user of the
given user communication device of the need to send a
request for emergency assistance on behalf of the user of the
certain user communication device, and in certain instances,
sends the request for emergency assistance autonomously,
without user input, as well. In some embodiments, the user
communication devices that are members of the group of
user communication devices are all smart devices, that is to
say that each device is capable of communicating over a data
communication session, and is capable of storing informa-
tion received over these data communication sessions in a
memory on the user communication device. In some
embodiments, the group of user communication devices
each send their periodic information for example meta-data,
and any other communication to each other or to an EDC, to
the EMS, and the EMS then relays this periodic information
to the other members of the group of user communication
devices and if need be to an EDC, and the EMS also relays
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any responses from an EDC, or another member of the group
of user communication devices, to the given member of the
group of user communication device. In some embodiments,
the user communication devices that are members of the
group of user communication devices are not all smart
devices, and are also not of the same type, for example one
device is a smart phone and another is a Tablet computer or
one device is an analog telephone using PSTN to make calls,
that is to say not all devices are capable of communicating
over a data communication session, and some of the devices
require an analog communication session to communicate
key information for example meta-data and location infor-
mation to the other members of the group of user commu-
nication devices, and the EDC and also the EMS. In further
embodiments, the group of user communication devices
each send their periodic information for example meta-data
regarding the user or the user communication device, and
any other communication to each other or to an EDC, to the
EMS, and the EMS then relays this periodic information to
the other members of the group of user communication
devices, and translates a digital messages to an analog
messages and vice-versa if need me, and if need be sends the
received information to an EDC, and the EMS also relays
any responses from an EDC, or another member of the group
of user communication devices, to the given member of the
group of user communication device.

In another aspect, disclosed herein is a user mobile
communications device configured to send data communi-
cation packets to, or receive from, other user communication
devices or, an EDC, or an EMS, the user communications
device comprising: a user interface configured to display
alerts to the user of the user communication device, or
messages sent from an EDC or EMS in response to a request
for emergency assistance, and responsive to an input from
the user, conduct a certain task; physical interaction com-
ponents; a communications module configured to send and
receive messages over a communications network; and a
processor configured to: determine if a certain user commu-
nication device is a member of the same group of user
communication devices that the given user communication
device belongs to, this determination made either autono-
mously using various identifying information of the devices
including past received messages, or via user input indicat-
ing association between the user of this given user commu-
nication device and certain user of certain user communi-
cation device, and upon successfully verifying the device as
part of the same group of devices this device belongs to,
include the device to receive any periodic information, for
example meta-data regarding the user or the user commu-
nication device, from the user communication device; and
upon receiving a request, from the communication module
of the given user communication device, for sharing the
meta-data, including location information, associated with a
certain user communication device also part of the same
group of user communication devices, and upon validating
the identity of the sender of the request, share the latest
received information regarding the certain user communi-
cation device with the sending user communication device;
and determine, based on certain periodic meta-data received
from the another user communication device or a certain
periodic location information missed or by detecting at the
communication module a request for emergency assistance
sent directly from a particular user communication device,
that the particular or another member device of the group is
in need of emergency assistance, and confirming the validity
of this determination that the user of the particular user
communication device is indeed in need for emergency
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assistance, send a request for emergency assistance, via the
communication module, including the type of emergency, to
an EDC, alternately via an EMS, on behalf of the particular
user communication device, and also send information con-
tained in this request for emergency assistance to the other
members of the group of user communication devices; and
establish and manage data communications links with user
communication devices that are part of the same group of
user communication devices that this given user communi-
cation device belongs to; and periodically send meta-data,
including location information, user health status, sensed
information about health of the user from the sensors in the
user communication device, to the other user communica-
tion devices of the group of user communication devices that
the this given user communication device belongs to; and
estimate the best known location of the user communication
device, based on various parameters including GPS loca-
tioning, and include this information in the periodic infor-
mation update send via the communication module of the
user communication device to the group of user communi-
cation devices. In some embodiments, the mobile commu-
nication device is a smart device that does not have a unique
calling number assigned to it, for example a Tablet computer
without any 10 digit number for a cellular network or a
PSTN to place a voice or a data call to. In some embodi-
ments, the mobile communication device is a smart device
that has a unique calling number assigned to it, for example
a smart phone with a 10 digit number for a cellular network
or a PSTN to place a voice or a data call to. In some
embodiments, the mobile communication device further
comprises an application client configured to receive user
input via the user interface (e.g. a touch-enabled interface),
and responsive to touch from the user to communicate
certain information to the processor, display an alert to the
user based on receiving commands from the processor of the
user communication device and communicate any input the
user provides, based on this alert, to the processor of the user
communication device. In some embodiments, the processor
autonomously determines, without any user input, that a user
of a certain user communication device, that is part of the
same group of user communication devices as the given user
communication device, is in need of emergency assistance
and based on this determination confirm the information
about the certain user communication device with other
members of the group of user communication devices, and
after successfully confirming the information, send a request
for emergency assistance to an EDC, alternately via an EMS,
and manage the communication between the EDC and the
group of communication devices. In some embodiments, the
processor sends a wake-up message comprising a time-
stamp, location information, identification information
about the user and the user communication device, and/or
other relevant meta-data to determine user communication
device status to the group of user communication devices,
when the device is powered ON, and sends a similar sleep
message when the device is powered OFF.
Digital Processing Device

In some embodiments, the platforms, media, methods and
applications described herein include a digital processing
device, a processor, or use of the same. In further embodi-
ments, the digital processing device includes one or more
hardware central processing units (CPU) that carry out the
device’s functions. In still further embodiments, the digital
processing device further comprises an operating system
configured to perform executable instructions. In some
embodiments, the digital processing device is optionally
connected a computer network. In further embodiments, the
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digital processing device is optionally connected to the
Internet such that it accesses the World Wide Web. In still
further embodiments, the digital processing device is option-
ally connected to a cloud computing infrastructure. In other
embodiments, the digital processing device is optionally
connected to an intranet. In other embodiments, the digital
processing device is optionally connected to a data storage
device.

In accordance with the description herein, suitable digital
processing devices include, by way of non-limiting
examples, server computers, desktop computers, laptop
computers, notebook computers, sub-notebook computers,
netbook computers, netpad computers, set-top computers,
handheld computers, Internet appliances, mobile smart-
phones, tablet computers, personal digital assistants, video
game consoles, and vehicles. Those of skill in the art will
recognize that many smartphones are suitable for use in the
system described herein. Those of skill in the art will also
recognize that select televisions, video players, and digital
music players with optional computer network connectivity
are suitable for use in the system described herein. Suitable
tablet computers include those with booklet, slate, and
convertible configurations, known to those of skill in the art.

In some embodiments, the digital processing device
includes an operating system configured to perform execut-
able instructions. The operating system is, for example,
software, including programs and data, which manages the
device’s hardware and provides services for execution of
applications. Those of skill in the art will recognize that
suitable server operating systems include, by way of non-
limiting examples, FreeBSD, OpenBSD, NetBSD®, Linux,
Apple® Mac OS X Server®, Oracle® Solaris®, Windows
Server®, and Novell® NetWare®. Those of skill in the art
will recognize that suitable personal computer operating
systems include, by way of non-limiting examples,
Microsoft® Windows®, Apple® Mac OS X®, UNIX®, and
UNIX-like operating systems such as GNU/Linux®. In
some embodiments, the operating system is provided by
cloud computing. Those of skill in the art will also recognize
that suitable mobile smart phone operating systems include,
by way of non-limiting examples, Nokia® Symbian® OS,
Apple® i0OS®, Research In Motion® BlackBerry OS®,
Google® Android®, Microsofi® Windows Phone® OS,
Microsoft® Windows Mobile® OS, Linux®, and Palm®
WebOS®.

In some embodiments, the device includes a storage
and/or memory device. The storage and/or memory device is
one or more physical apparatuses used to store data or
programs on a temporary or permanent basis. In some
embodiments, the device is volatile memory and requires
power to maintain stored information. In some embodi-
ments, the device is non-volatile memory and retains stored
information when the digital processing device is not pow-
ered. In further embodiments, the non-volatile memory
comprises flash memory. In some embodiments, the non-
volatile memory comprises dynamic random-access
memory (DRAM). In some embodiments, the non-volatile
memory comprises ferroelectric random access memory
(FRAM). In some embodiments, the non-volatile memory
comprises phase-change random access memory (PRAM).
In some embodiments, the non-volatile memory comprises
magnetoresistive random-access memory (MRAM). In
other embodiments, the device is a storage device including,
by way of non-limiting examples, CD-ROMs, DVDs, flash
memory devices, magnetic disk drives, magnetic tapes
drives, optical disk drives, and cloud computing based
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storage. In further embodiments, the storage and/or memory
device is a combination of devices such as those disclosed
herein.

In some embodiments, the digital processing device
includes a display to send visual information to a subject. In
some embodiments, the display is a cathode ray tube (CRT).
In some embodiments, the display is a liquid crystal display
(LCD). In further embodiments, the display is a thin film
transistor liquid crystal display (TFT-LCD). In some
embodiments, the display is an organic light emitting diode
(OLED) display. In various further embodiments, on OLED
display is a passive-matrix OLED (PMOLED) or active-
matrix OLED (AMOLED) display. In some embodiments,
the display is a plasma display. In some embodiments, the
display is E-paper or E ink. In other embodiments, the
display is a video projector. In still further embodiments, the
display is a combination of devices such as those disclosed
herein.

In some embodiments, the digital processing device
includes an input device to receive information from a
subject. In some embodiments, the input device is a key-
board. In some embodiments, the input device is a pointing
device including, by way of non-limiting examples, a
mouse, trackball, track pad, joystick, game controller, or
stylus. In some embodiments, the input device is a touch
screen or a multi-touch screen. In other embodiments, the
input device is a microphone to capture voice or other sound
input. In other embodiments, the input device is a video
camera or other sensor to capture motion or visual input. In
further embodiments, the input device is a Kinect, Leap
Motion, or the like. In still further embodiments, the input
device is a combination of devices such as those disclosed
herein.

Non-Transitory Computer Readable Storage Medium

In some embodiments, the platforms, media, methods and
applications described herein include one or more non-
transitory computer readable storage media encoded with a
program including instructions executable by the operating
system of an optionally networked digital processing device.
In further embodiments, a computer readable storage
medium is a tangible component of a digital processing
device. In still further embodiments, a computer readable
storage medium is optionally removable from a digital
processing device. In some embodiments, a computer read-
able storage medium includes, by way of non-limiting
examples, CD-ROMs, DVDs, flash memory devices, solid
state memory, magnetic disk drives, magnetic tape drives,
optical disk drives, cloud computing systems and services,
and the like. In some cases, the program and instructions are
permanently, substantially permanently, semi-permanently,
or non-transitorily encoded on the media.

Computer Program

In some embodiments, the platforms, media, methods and
applications described herein include at least one computer
program, or use of the same. A computer program includes
a sequence of instructions, executable in the digital process-
ing device’s CPU, written to perform a specified task.
Computer readable instructions may be implemented as
program modules, such as functions, objects, Application
Programming Interfaces (APIs), data structures, and the like,
that perform particular tasks or implement particular abstract
data types. In light of the disclosure provided herein, those
of skill in the art will recognize that a computer program
may be written in various versions of various languages.

The functionality of the computer readable instructions
may be combined or distributed as desired in various envi-
ronments. In some embodiments, a computer program com-
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prises one sequence of instructions. In some embodiments,
a computer program comprises a plurality of sequences of
instructions. In some embodiments, a computer program is
provided from one location. In other embodiments, a com-
puter program is provided from a plurality of locations. In
various embodiments, a computer program includes one or
more software modules. In various embodiments, a com-
puter program includes, in part or in whole, one or more web
applications, one or more mobile applications, one or more
standalone applications, one or more web browser plug-ins,
extensions, add-ins, or add-ons, or combinations thereof.
Web Application

In some embodiments, a computer program includes a
web application. In light of the disclosure provided herein,
those of skill in the art will recognize that a web application,
in various embodiments, utilizes one or more software
frameworks and one or more database systems. In some
embodiments, a web application is created upon a software
framework such as Microsoft® .NET or Ruby on Rails
(RoR). In some embodiments, a web application utilizes one
or more database systems including, by way of non-limiting
examples, relational, non-relational, object oriented, asso-
ciative, and XML database systems. In further embodiments,
suitable relational database systems include, by way of
non-limiting examples, Microsoft® SQL Server, mySQL™,
and Oracle®. Those of skill in the art will also recognize that
a web application, in various embodiments, is written in one
or more versions of one or more languages. A web appli-
cation may be written in one or more markup languages,
presentation definition languages, client-side scripting lan-
guages, server-side coding languages, database query lan-
guages, or combinations thereof. In some embodiments, a
web application is written to some extent in a markup
language such as Hypertext Markup Language (HTML),
Extensible Hypertext Markup Language (XHTML), or
eXtensible Markup Language (XML). In some embodi-
ments, a web application is written to some extent in a
presentation definition language such as Cascading Style
Sheets (CSS). In some embodiments, a web application is
written to some extent in a client-side scripting language
such as Asynchronous Javascript and XML (AJAX), Flash®
Actionscript, Javascript, or Silverlight®. In some embodi-
ments, a web application is written to some extent in a
server-side coding language such as Active Server Pages
(ASP), ColdFusion®, Perl, Java™, JavaServer Pages (JSP),
Hypertext Preprocessor (PHP), Python™, Ruby, Tcl, Small-
talk, WebDNA®, or Groovy. In some embodiments, a web
application is written to some extent in a database query
language such as Structured Query Language (SQL). In
some embodiments, a web application integrates enterprise
server products such as IBM® Lotus Domino®. In some
embodiments, a web application includes a media player
element. In various further embodiments, a media player
element utilizes one or more of many suitable multimedia
technologies including, by way of non-limiting examples,
Adobe® Flash®, HTML 5, Apple® QuickTime®,
Microsoft® Silverlight®, Java™, and Unity®.
Mobile Application

In some embodiments, a computer program includes a
mobile application provided to a mobile digital processing
device. In some embodiments, the mobile application is
provided to a mobile digital processing device at the time it
is manufactured. In other embodiments, the mobile appli-
cation is provided to a mobile digital processing device via
the computer network described herein.

In view of the disclosure provided herein, a mobile
application is created by techniques known to those of skill
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in the art using hardware, languages, and development
environments known to the art. Those of skill in the art will
recognize that mobile applications are written in several
languages. Suitable programming languages include, by
way of non-limiting examples, C, C++, C #, Objective-C,
Java™, Javascript, Pascal, Object Pascal, Python™, Ruby,
VB.NET, WML, and XHTML/HTML with or without CSS,
or combinations thereof.

Suitable mobile application development environments
are available from several sources. Commercially available
development environments include, by way of non-limiting
examples, AirplaySDK, alcheMo, Appcelerator®, Celsius,
Bedrock, Flash Lite, NET Compact Framework, Rhomo-
bile, and WorkLight Mobile Platform. Other development
environments are available without cost including, by way
of non-limiting examples, Lazarus, MobiFlex, MoSync, and
Phonegap. Also, mobile device manufacturers distribute
software developer kits including, by way of non-limiting
examples, iPhone and iPad (i0S) SDK, Android™ SDK,
BlackBerry® SDK, BREW SDK, Palm® OS SDK, Sym-
bian SDK, webOS SDK, and Windows® Mobile SDK.

Those of skill in the art will recognize that several
commercial forums are available for distribution of mobile
applications including, by way of non-limiting examples,
Apple® App Store, Android™ Market, BlackBerry® App
World, App Store for Palm devices, App Catalog for webOS,
Windows® Marketplace for Mobile, Ovi Store for Nokia®
devices, Samsung® Apps, and Nintendo® DSi Shop.
Standalone Application

In some embodiments, a computer program includes a
standalone application, which is a program that is run as an
independent computer process, not an add-on to an existing
process, e.g., not a plug-in. Those of skill in the art will
recognize that standalone applications are often compiled. A
compiler is a computer program(s) that transforms source
code written in a programming language into binary object
code such as assembly language or machine code. Suitable
compiled programming languages include, by way of non-
limiting examples, C, C++, Objective-C, COBOL, Delphi,
Eiffel, Java™, Lisp, Python™, Visual Basic, and VB .NET,
or combinations thereof. Compilation is often performed, at
least in part, to create an executable program. In some
embodiments, a computer program includes one or more
executable complied applications.

Software Modules

In some embodiments, the platforms, media, methods and
applications described herein include software, server, and/
or database modules, or use of the same. In view of the
disclosure provided herein, software modules are created by
techniques known to those of skill in the art using machines,
software, and languages known to the art. The software
modules disclosed herein are implemented in a multitude of
ways. In various embodiments, a software module com-
prises a file, a section of code, a programming object, a
programming structure, or combinations thereof. In further
various embodiments, a software module comprises a plu-
rality of files, a plurality of sections of code, a plurality of
programming objects, a plurality of programming structures,
or combinations thereof. In various embodiments, the one or
more software modules comprise, by way of non-limiting
examples, a web application, a mobile application, and a
standalone application. In some embodiments, software
modules are in one computer program or application. In
other embodiments, software modules are in more than one
computer program or application. In some embodiments,
software modules are hosted on one machine. In other
embodiments, software modules are hosted on more than
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one machine. In further embodiments, software modules are
hosted on cloud computing platforms. In some embodi-
ments, software modules are hosted on one or more
machines in one location. In other embodiments, software
modules are hosted on one or more machines in more than
one location.

Databases

In some embodiments, the platforms, systems, media, and
methods disclosed herein include one or more databases, or
use of the same. In view of the disclosure provided herein,
those of skill in the art will recognize that many databases
are suitable for storage and retrieval of barcode, route,
parcel, subject, or network information. In various embodi-
ments, suitable databases include, by way of non-limiting
examples, relational databases, non-relational databases,
object oriented databases, object databases, entity-relation-
ship model databases, associative databases, and XML,
databases. In some embodiments, a database is internet-
based. In further embodiments, a database is web-based. In
still further embodiments, a database is cloud computing-
based. In other embodiments, a database is based on one or
more local computer storage devices.

Web Browser Plug-In

In some embodiments, the computer program includes a
web browser plug-in. In computing, a plug-in is one or more
software components that add specific functionality to a
larger software application. Makers of software applications
support plug-ins to enable third-party developers to create
abilities which extend an application, to support easily
adding new features, and to reduce the size of an application.
When supported, plug-ins enable customizing the function-
ality of a software application. For example, plug-ins are
commonly used in web browsers to play video, generate
interactivity, scan for viruses, and display particular file
types. Those of skill in the art will be familiar with several
web browser plug-ins including, Adobe® Flash® Player,
Microsoft® Silverlight®, and Apple® QuickTime®. In
some embodiments, the toolbar comprises one or more web
browser extensions, add-ins, or add-ons. In some embodi-
ments, the toolbar comprises one or more explorer bars, tool
bands, or desk bands.

In view of the disclosure provided herein, those of skill in
the art will recognize that several plug-in frameworks are
available that enable development of plug-ins in various
programming languages, including, by way of non-limiting
examples, C++, Delphi, Java™, PHP, Python™, and
VB .NET, or combinations thereof.

Web browsers (also called Internet browsers) are software
applications, designed for use with network-connected digi-
tal processing devices, for retrieving, presenting, and tra-
versing information resources on the World Wide Web.
Suitable web browsers include, by way of non-limiting
examples, Microsoft® Internet Explorer®, Mozilla® Fire-
fox®, Google® Chrome, Apple® Safari®, Opera Soft-
ware® Opera®, and KDE Konqueror. In some embodi-
ments, the web browser is a mobile web browser. Mobile
web browsers (also called mircrobrowsers, mini-browsers,
and wireless browsers) are designed for use on mobile
digital processing devices including, by way of non-limiting
examples, handheld computers, tablet computers, netbook
computers, subnotebook computers, smartphones, music
players, personal digital assistants (PDAs), and handheld
video game systems. Suitable mobile web browsers include,
by way of non-limiting examples, Google® Android®
browser, RIM BlackBerry® Browser, Apple® Safari®,
Palm® Blazer, Palm® WebOS® Browser, Mozilla® Fire-
fox® for mobile, Microsoft® Internet Explorer® Mobile,
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Amazon® Kindle® Basic Web, Nokia® Browser, Opera
Software® Opera® Mobile, and Sony PSP™ browser.

While preferred embodiments of the present invention
have been shown and described herein, it will be obvious to
those skilled in the art that such embodiments are provided
by way of example only. Numerous variations, changes, and
substitutions will now occur to those skilled in the art
without departing from the invention. It should be under-
stood that various alternatives to the embodiments of the
invention described herein may be employed in practicing
the invention. It is intended that the following claims define
the scope of the invention and that methods and structures
within the scope of these claims and their equivalents be
covered thereby.

While preferred embodiments of the present invention
have been shown and described herein, it will be obvious to
those skilled in the art that such embodiments are provided
by way of example only. Numerous variations, changes, and
substitutions will now occur to those skilled in the art
without departing from the invention. It should be under-
stood that various alternatives to the embodiments of the
invention described herein may be employed in practicing
the invention. It is intended that the following claims define
the scope of the invention and that methods and structures
within the scope of these claims and their equivalents be
covered thereby.

Example 1

Harry is 70 years old and has a heart condition that
requires him to take medication daily to manage his blood
pressure. Because his heart condition puts him at risk of
fainting spells, Harry wears a heart monitor that monitors his
pulse and blood pressure. Harry also lives alone on the 9”
floor of a high rise apartment building and refuses to move
in with his children because he values his independence.
Harry’s daughter Emily lives the closest to him about 30
minutes away in a neighboring town. Out of concern for
Harry’s well-being, Emily installed an application on Har-
ry’s smart phone that allows data sharing with a group of
devices, and added her phone to the same group as Harry’s
phone. Emily configured the application’s data sharing
settings to authorize Emily’s phone to obtain both location
data and sensor data from Harry’s phone. In addition, Emily
linked Harry’s heart monitor to his smart phone via a
Bluetooth communication link so that Harry’s phone peri-
odically obtains sensor data from the heart monitor. Accord-
ingly, by virtue of the data sharing within the group of
devices, Emily is able to access location and sensor data
from Harry’s phone on demand at any time. In addition,
Emily configures the application settings to determine an
emergency situation exists whenever the heart monitor sen-
sor readings indicate Harry’s blood pressure has dropped
below a threshold number (in this case under 90 systolic is
indicative of low blood pressure) for at least 10 seconds.
Next, Emily enters user data about Harry including his
name, address, and phone number. Emily also enters medi-
cal history including information about Harry’s heart con-
dition and his heart surgery from three years ago. In addi-
tion, Harry’s medical history indicates that he is allergic to
latex. Once Emily is satisfied that she can effectively moni-
tor Harry through her phone, Emily returns to her home.
Several months pass without incident. Then, Harry forgets to
take his medicine one day while watching TV on his couch.
Harry’s blood pressure drops dangerously low, and Harry
becomes lightheaded and dizzy. He is unable to react to the
situation and loses consciousness. After Harry’s blood pres-
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sure has dropped under 90 systolic for 10 seconds, his smart
phone application determines that an emergency situation
exists according to the programmed threshold set by Emily.
The smart phone application then attempts to confirm the
emergency situation by sending a push notification alert to
Emily’s phone and requesting confirmation of the emer-
gency situation. Emily immediately realizes what is hap-
pening and sends a status update request to Harry’s phone.
Harry is still unconscious and does not respond. Emily
checks Harry’s location on a display on her phone showing
a map and sees that Harry is still in his apartment. Emily
queries Harry’s phone for historical location and sees that
Harry has not moved for the past two hours. Emily then
queries Harry’s phone requesting both current and historical
sensor data from the heart monitor. After Harry’s phone
sends the data to Emily’s phone (in accordance with its data
sharing settings set by Emily), Emily realizes that Harry’s
blood pressure has dropped below 90 systolic for the past 60
seconds. The heart monitor sensor data also indicates that
Harry is experiencing an irregular heartbeat. Emily recog-
nizes that Harry must have fainted and uses her phone to
send a request for assistance regarding a medical emergency
to an emergency dispatch center (EDC). Her phone sends the
request along with a data set comprising the emergency
indication and the data associated with Harry (user data,
sensor data, medical history data). In addition, her request
indicates that the request for assistance is a proxy request
made on behalf of Harry and not herself. The request is first
routed through an emergency management system (EMS).
The EMS processes the request and determines that it is a
proxy request. Because this is a proxy request, the EMS uses
the location data in the data set associated with Harry’s
phone to identify an EDC responsible for the jurisdiction
where Harry is located. The EMS first establishes a data
channel with Emily’s phone and then establishes a data
channel with the EDC and conveys the request for assistance
through the channel. The EMS also provides the user data,
location data, medical data, and sensor data to the EDC by
uploading the information onto a database accessed by the
EDC. The EMS also establishes a data channel with Harry’s
phone in order to extract data directly from his phone. As
Harry’s phone continues to receive new sensor data from his
heart monitor, the EMS obtains the new sensor data and
conveys it to the EDC as needed. A dispatcher at the EDC
handles the emergency request and determines based on the
sensor data indicating low blood pressure and irregular heart
beat that a defibrillator is needed. Accordingly, the dis-
patcher assigns two emergency medical technicians (EMTs)
in an ambulance supplied with a defibrillator to respond.
This information is provided to the EMS, which then estab-
lishes a data channel with a communication device operated
by one of the EMTs. As the ambulance speeds towards
Harry’s apartment building, the EMT requests updated
information on Harry’s condition from the EMS. Fortu-
nately, the EMS is able to route the new sensor data to the
EMT’s communication device. Looking at the new sensor
data through his device’s display screen, the EMT notices
that Harry’s blood pressure, while still quite low, was not
life-threatening yet. In addition, the EMT is aware that Harry
is allergic to latex gloves, and so he makes sure that he and
his partner wear nitrile gloves instead. The ambulance
finally arrives at Harry’s apartment building. Normally, poor
GPS and cell phone signals make location determination
difficult in such urban environments. However, Harry’s
apartment building has a multiple Wi-Fi access points
located throughout the units, and Harry’s phone is able to
obtain an accurate location within 2 meters using Wi-Fi
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triangulation. This location matches Harry’s home address,
which was included in the user data sent to the EMS and
EDC. As a result, the EMTs already know which floor and
apartment Harry is in when they arrive at his building. The
EMTs rush to Harry’s apartment and force open the door.
They are able to use the defibrillator stabilize Harry’s heart
beat and inject medicine to get his blood pressure back to
normal before transporting him to the hospital. The entire
time, Emily has been receiving updates from the EMS
regarding the ongoing emergency response. Once the EMTs
were assigned, Emily learns the hospital they are assigned
to, so she is able to drive to the hospital and see Harry just
as the EMTs are bringing him inside. Thanks to the rapid
emergency response, Harry makes a quick recovery and is
soon back to his old self.

Example 2

John is a patent litigator from California who is constantly
traveling to the eastern district of Texas for trial. Although
he is usually out of town and rarely gets to sleep on his own
bed, John is very proud of his beautiful brick house in the
suburbs. He bought the house at a bargain value after the
housing crisis and has spent a considerable amount on
renovations. A self-proclaimed technophile, John made sure
to have the latest gadgets and sensors installed in his home.
In addition to the standard smoke alarms, carbon monoxide
detectors, and thermostat, John had a home security system
installed replete with infrared sensors, acoustic sensors, and
motion activated cameras. Everything was linked to a home
Wi-Fi network, which was connected to the Internet. John
had an application installed on his phone that allowed him
to access and monitor all his home electronics in order to
keep tabs on his home. Nothing was going to happen to his
beautiful house while he was away. The only person who
had permission to enter John’s home during his trips was a
friend of his who acted as a house-sitter. One weekend, John
was out of town as usual preparing for an upcoming trial
when a burglar attempted to break into his house. The
burglar knew that John never locked the door in his back-
yard, so he climbed over the fence and let himself in. As the
burglar walked through the house, he triggered a silent
infrared sensor that is part of John’s home security system.
This caused the home security system to send an alert to
John’s phone as a push notification. Upon receiving the
alert, John used his phone to access the feed from hidden
cameras secreted throughout his house. The camera feed
from his bedroom showed the burglar rifling through John’s
closet. John then pressed a button on his phone to make a
proxy request for assistance on to a private security com-
pany responsible for his home security system. The private
security company’s server processes the proxy request and
determines that it is made on behalf of the home security
system (and also the house in which it is installed as well as
the owner of the house). The proxy request contains an
indication that this is a police emergency and contains sensor
data from the infrared sensor as well as data from the camera
feeds. A dispatcher at the private security company then
assigns a private security team close by to respond. As the
private security team closes in on John’s house, the burglar
senses something is awry and peeks outside the window.
Upon seeing the private security team approaching, the
burglar panics and runs down the stairs. Hoping to distract
the security team, he tears down a set of curtains from the
kitchen window and tosses them on the stove before turning
on the fire. The flames spread quickly as the burglar runs out
the back door. The private security team spots the burglar
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running through the backyard and give chase without notic-
ing the fire inside the kitchen. Meanwhile, John is watching
the kitchen camera feed through his device with growing
horror. He immediately sends another request for assistance,
this time indicating a fire emergency. The request is sent
from his phone to an EMS that processes the request and
determines it is a proxy request for assistance with a fire
emergency. The EMS establishes a data channel with the
EDC responsible for John’s neighborhood and provides the
relevant data (infrared sensor, thermostat, camera feed)
along with the indication that this is a fire emergency. The
dispatcher at the EDC contacts the nearest fire department
responsible for John’s neighborhood and assigns a team of
firefighters to respond. Meanwhile, John switches to another
camera feed to see what the burglar might have stolen. That
is when he notices that his friend who occasionally house-
sits for him sleeping in a guest room attached to the house.
John tries to call his friend’s phone to warn him of the fire,
but his friend does not stir from his slumber. John then sends
a message to the EMS indicating that there is a person inside
the guest room in danger from the fire. The EMS relays this
information to the EDC and the firefighters. Fortunately, the
firefighters arrive quickly on the scene and drag John’s
groggy and half-asleep friend out of the guest room. Other
firefighters rush to put out the fire before it gets out of
control. Fortunately for John, his friend was safe, and only
the kitchen suffered any damage.

Example 3

Greg is a taxi driver in New York and rather enjoys his
job. He takes pleasure in talking to strangers and listening to
their stories. However, Greg’s boss, Jerry, is paranoid about
possible hijackings and robberies and decides to have a
panic button installed on all the taxis in his fleet. The panic
button is located under the steering wheel where a passenger
would be unable to see it. The panic button is coupled with
the vehicle console which has a computer running an
application for establishing covert communications. One
night, Greg is working a late shift in his taxi and picks up
one last passenger before he finishes his shift. Greg tries to
strike up a conversation with the passenger, but gets no
response. Greg notices that the passenger looked highly
agitated and decides he should just keep his mouth closed.
Suddenly, the passenger pulls out a gun and pushes its barrel
into the back of Greg’s head. The passenger screams at Greg
to keep driving and gives him directions. Greg felt a cold
knot in his stomach as he came to the realization that the
directions were taking them away to the docks which would
be empty at this time. It was the perfect place to dispose of
an unwanted witness to the hijacking. In a moment of clarity,
Greg remembered the panic button underneath the steering
wheel. Trying to act nonchalant, Greg slid his left hand
under the wheel and firmly pressed the button. At that
moment, the computer in the vehicle console sent a silent
alert message back to the taxi headquarters. The silent alert
gave no indication that anything had happened. Jerry back at
headquarters received the alert on his computer console and
immediately opened a map of New York on his console
display showing the location of all taxis in his fleet. Jerry
selected Greg’s taxi, and the map centered on its location.
Noticing that Greg’s taxi was outside of its normal area of
operation and that it was headed to a relatively abandoned
part of the city, Jerry became suspicious and opened a covert
communication session with Greg’s vehicle console, which
was configured for two-way communications just like a
phone. This covert communication session was established
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without any ringing or other noise or vibration that would
normally follow a phone call. With the passenger completely
unaware, Jerry was able to listen in on the inside of the taxi
without producing any noise or notification of a communi-
cation session. Knowing this, Greg asked the passenger/
hijacker why they were going to the docks. The passenger
told Greg to shut up, but Greg was pleased that he had
succeeded in letting Jerry know of their destination. Real-
izing this was a bona fide vehicular hijacking, Jerry imme-
diately placed a proxy request for assistance to an EMS,
which then established a communication session with an
EDC serving the location where Greg’s taxi was located
using location data from the GPS transceiver in the taxi.
Included with the proxy request is an indication this is a
police emergency and a message from Jerry indicating that
the emergency is a carjacking involving a taxi and that the
hijacker appears to be taking the driver to the docks. The
EDC dispatcher assigns several nearby police cars to
respond to the emergency and relays the information from
the proxy request to the officers. The police cars are
equipped with computers with display screens that show the
location of Greg’s taxi (just like Jerry’s computer console)
using data obtained from the computer in Greg’s taxi. The
officers regularly request updated location data from Greg’s
taxi to keep apprised of its current location and direction of
travel. Meanwhile, Greg has become increasingly worried
that the panic button didn’t work. They were almost at the
docks, and help has yet to arrive. As Greg stops the car at a
dead end in the docks, he begins to whisper a silent prayer.
The hijacker exits the car and shouts for Greg to follow him.
Thinking that the end was near, Greg slowly opened the
door. Then Greg heard the faint echoes of the most beautiful
sound he has ever heard in his life. The wailing of police
sirens grew increasingly louder as a pack of police cars
hurtled along the docks towards Greg’s taxi. The hijacker
tried to run but was quickly arrested. It was at this moment
that Greg decided it was time for a new job.

Example 4

Angela is a college student who is about to embark on a
week-long hiking trip in a wilderness preserve with her
friends for spring break. Although Angela is eagerly looking
forward to the adventure, her mother Pam is worried about
all manner of possible dangers that could occur out in the
wild far from civilization. To ease her mother’s concerns,
Angela agrees to install an application on her smart phone
that allows data sharing with her mother’s phone. Angela
configures her phone data sharing settings to periodically
send her current location data every 15 minutes. She also
promises Pam that her friends all have the application
installed as well with data sharing authorized between their
phones. Likewise, Pam configures her phone settings to
warn her with an alert whenever Angela’s phone has missed
sending periodic data four consecutive times. Moreover,
Pam double-checks that Angela’s phone has cell phone
coverage and GPS in the area she will be hiking. The next
day, Angela sets off on her trip with her friends. Halfway into
the hiking trip, they set up camp at the base of a waterfall to
prepare for the night. Angela decides to go for a short walk
by herself along a ravine on the other side of the waterfall
to find a scenic spot for a selfie with the sunset. What Angela
doesn’t realize is that recent rainstorms have weakened the
path along the ravine. As she walks up the path, the soil
suddenly crumbles underfoot, sending Angela tumbling
down the ravine. Angela wakes up about 30 minutes later
and finds herself at the bottom of the ravine with a broken
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ankle and unable to walk. She painfully pulls her phone out
of her pocket only to discover it was destroyed in the fall.
Angela tries shouting for help, but her camp is out of hearing
range. Thirty minutes later, Pam gets an alert from her phone
indicating that Angela’s phone has not provided updated
location data for the past 4 periods. Pam immediately
presses a soft button to bring up a map on the display of her
phone showing the historical location for Angela based on
past periodic data updates. The map showed Angela’s loca-
tion from the last several updates centering around a water-
fall, and then one last update showing her location behind
the waterfall. Knowing that no emergency services would be
readily available in such a remote area, Pam immediately
sends an alert to other devices in the group. Angela’s friends
had already gotten in their tents for the night when she left
and were still unaware of her absence. However, several of
them were still awake and receive the alert from Pam, which
contains a message asking about Angela. Although their
phones are configured to share data with Angela’s phone,
Angela had only set her phone to periodically share data
with her mother’s phone. Her friends had to send a data
request in order, and so none of them had location data from
Angela’s phone. Fortunately, Pam is able to share Angela’s
location data with them through the group of devices appli-
cation. Angela’s friends use this information to find Ange-
la’s last known location. When they arrive at the top of the
ravine, Angela calls out to them for help. Hearing her cries
for help, Angela’s friends hike down to the bottom of the
ravine. After reaching her, they are able to carry Angela back
to camp where they then call the park service to airlift her
to a hospital.

What is claimed is:

1. A method for sharing emergency data, by an emergency
management system (EMS), the EMS comprising a server
software application having an emergency communication
module, the method comprising, via the emergency com-
munication module:

receiving a request, from a first device associated with a

first responder, for emergency data regarding an emer-
gency;

obtaining emergency data regarding the emergency,

wherein the emergency data comprises a location of a
second device, wherein the second device is associated
with a user in the emergency;

establishing a first data communication channel with the

first device;

establishing a second data communication channel with

the second device;
determining whether the second device is authorized to
communicate directly with the first device; and

responsive to determining that the second device is autho-
rized to communicate directly with the first device,
establishing a third data communication channel
between the first device and the second device, the third
data communication channel permitting direct sharing
of emergency data between the first device and the
second device.

2. The method of claim 1, further comprising, via the
emergency communication module, establishing a fourth
data communication channel with a third device at an
emergency dispatch center (EDC), wherein the EDC is a
local emergency service responding to the emergency.

3. The method of claim 2, further comprising providing a
user interface on the third device showing a plurality of
locations of first responders on a map, wherein the plurality
of locations comprises a current location of the first device.
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4. The method of claim 2, further comprising, via the
emergency communication module, monitoring at least one
of the first, second, third, or fourth data communication
channels associated with the emergency and sharing relevant
information about the emergency with the EDC and one or
more responder devices.

5. The method of claim 1, further comprising providing a
user interface with an estimated time of arrival (ETA) for
responders.

6. The method of claim 1, further comprising determining
if there has been an update to the emergency data and
sharing the update with a list of communication devices.

7. The method of claim 1, wherein the first device
remotely accesses the second device to gather relevant
information about the emergency.

8. The method of claim 7, further comprising receiving a
request from the first device to remotely access the second
device.

9. The method of claim 7, wherein the EMS or an EDC
authenticates the request from the first device to remotely
access the second device.

10. The method of claim 1, further comprising sending a
mass message to a list of communication devices regarding
the emergency.

11. The method of claim 10, further comprising verifying
receipt of the mass message by the communication devices.

12. The method of claim 1, wherein the first device
accesses a camera feed through the second device.

13. A system for sharing emergency data, the system
comprising:

a first module executed on a first device, wherein the first
device is associated with a first responder responding to
an emergency;

a second module executed on a second device, wherein
the second device is associated with a user in the
emergency;

a third module executed on a third device at an emergency
dispatch center (EDC),

wherein the EDC is a local emergency service responding
to the emergency; and

an emergency management system (EMS) comprising a
memory with program code, a server software appli-
cation having an emergency communication module,
and one or more processors so that the emergency
communication module executes the program code to:
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receive a request from the first device for emergency
data regarding an emergency;

obtain emergency data regarding the emergency,
wherein the emergency data comprises a location of
the second device;

establish a first data communication channel with the
first device;

establish a second data communication channel with
the second device;

determine whether the second device is authorized to
communicate directly with the first device; and

responsive to determining that the second device is
authorized to communicate directly with the first
device, establishing a third data communication
channel between the first device and the second
device, the third data communication channel per-
mitting direct sharing of emergency data between the
first device and the second device.

14. The system of claim 13, wherein the EMS receives a
request from the first device to remotely access the second
device.

15. The system of claim 14, wherein the EMS or the EDC
authenticates the request from the first device to remotely
access the second device.

16. The system of claim 13, wherein the EMS sends a
mass message to a list of communication devices regarding
the emergency.

17. The system of claim 13, wherein the EMS monitors
the first, second, and third data communication channels
associated with the emergency and shares relevant informa-
tion about the emergency with the EDC and one or more
responder devices.

18. The system of claim 13, wherein the first device
accesses a camera feed through the second device.

19. The system of claim 13, further comprising providing
a user interface on the third device showing the location of
the first device on a map.

20. The method of claim 1, wherein the third data com-
munication channel comprises the first data communication
channel and the second data communication channel bridged
together.

21. The system of claim 13, wherein the third data
communication channel comprises the first data communi-
cation channel and the second data communication channel
bridged together.



