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ACCESSTO SUPPLEMENTAL DATA BASED ON IDENTIFIER DERIVED
FROM CORRESPONDING PRIMARY APPLICATION DATA
BACKGROUND

[001] In areas of computer and network technologies, the terms "cloud" and
"cloud computing” are often used as metaphors for certain network technologies such as
the Internet, which is an abstraction of an underlying network infrastructure of computers,
routers, servers, etc., that supports connectivity amongst many different types of computer
resources.

[002] So-called "cloud computing” is anatural evolution of the widespread
adoption of virtualization, service-oriented architecture, autonomic, and utility computing.
In certain cases, cloud computing abstracts the user from having to be an expert in or
having to control certain application features; such features are managed by services in the
cloud and the cloud storage is often provided by athird party entity known as acloud
storage service provider. Accordingly, cloud computing can provide away to increase
capacity or add capabilities to a computer system for user within an entity such as
corporation (that is a separate entity that the cloud storage service provider), without the
need to invest in new infrastructure, train new personnel, license new software, etc.
Conventional cloud computing technologies provide users with example services such as
remote document management and storage, email and contact management and the like,
regardless of which device auser uses to connect to the cloud. In this manner, auser can
access a document in the cloud on one computing device such as a desktop computer & his
or her office, and then later access the same document from another computing device,
such as his or her home computer. Applications that access cloud storage an do so using a
set of standardized and well published application programming interfaces (APIs) and
preset cloud storage data formats.

[003] The cloud isthus instrumental in providing useful services to respective
users and arespective device operated by auser may rely heavily or completely on
services provided by the cloud. This provides the ability to execute an instance of a
computer application on any of multiple different computers without the hassles of having
to store the data associated with the application in arestrictive location such as asingle
computer device.

BRIEF DESCRIPTION
[004] Use of conventional techniques such as cloud computing that enable

execution of different instances of a software application on different computing devices
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can suffer from deficiencies. For example, suppose athird party cloud storage service
provides cloud storage of specific data in a specific data format using a specific APl (e.g.
contact data in a given predetermined record format or data format such as XML).
Multiple third party software companies may each develop and sell software programs
(e.g. contact manager software) that accesses the data stored in the cloud in this specific
data format. One vendor of such software might desire to create anew or updated version
of the software that enables a user to add supplemental datato their contact information.
As an example, the new version of the software may alow auser to identify contact
information for people as being preferred or afavorite. In such cases, the cloud storage
service provider may not support storage of this supplemental data since the predefined
contact record or data format of the cloud storage is not adaptable to enable addition of the
supplemental data. This may be the case since many vendors of different software
programs that all manage contact data might utilize the same cloud storage service and
thus the contact data format does not rapidly adapt to new data storage requirements from
certain vendors. When this problem presents itself in conventional situations, the new
version of the software must store the supplemental data in aloca storage device (e.g. the
disk system of that user's desktop computer on which the instance of the new version of
the software is presently operating and installed). One problem with this conventional
approach isthat if the user operates that same software on another computing device (e.g.
another instance of the software executing on his or her mobile device), the supplemental
data created on the other computer system will not be available to the same version of the
software for that same user on the mobile device because the cloud storage does not
support storage of the supplemental data and the mobile device has noway to access the
local disk of the other computing device that the user used to create the supplemental data.
[005] Embodiments disclosed herein substantially overcome the deficiencies
of the conventional techniques as discussed above. Embodiments herein include one or
more ways to store supplemental data (e.g., data associated with modifications or additions
to primary datathat is stored by the third party storage provider such as cloud storage) a a
secondary remote location (e.g., separate from the cloud, or in addition to the cloud
storage) accessible by multiple devices operated by the user. Asdiscussed herein, because
supplemental data is available to each of the multiple devices, auser who uses agiven
software application on different computing devices can execute an instance of an
application on any of these different devices and the techniques and mechanisms disclosed

herein allow those separate instances of software to be provided with the supplemental
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data stored in a secondary storage location (e.g. a second cloud storage area, or a corporate
server accessible to the multiple user computing devices and that supports storage of the
supplemental data) in addition to data stored by the cloud.

[006] In one example auser executes afirst instance of an application on a
first computer device in anetwork. Suppose the first instance is a contacts management
software program that allows auser to manage contact data for individual people. Viathe
first instance of the application, the user retrieves primary application data from afirst
server. This primary application data may be, for example, data stored in apredefined or
fixed data format as required for cloud storage ( stored by the first server) operated by a
given cloud storage vendor. During use of the first instance of the application, the user
can operate the first instance to produce supplemental application datathat isto be
associated with the primary application data. For example, the user may purchase anew
version of the contact manager software that enable the user to identify favorite contacts
within the primary application data. The first server or first storage service provider (e.g.
acloud computing environment operated by acloud storage vendor) that stores the
primary application datain agiven data format may not able to support storage of the
supplemental application data since the cloud storage data format does not accommodate
storage of the supplemental data. To overcome this problem, the first instance of the
application receives the supplemental application data (e.g. from the user) and associates it
with the primary application data. For example, in one embodiment, to associate the
supplemental data with the primary application data, the first instance of the application
computes aunique identifier value (e.g. ahash value) based a least in part on the primary
application data. In a specific embodiment, generating the unique identifier value can
include applying a hash function to at least aportion of the primary application datato
produce the unique identifier value. Other examples are including, in the unique
identifier, ahash of auser identity associated with the user operating the first instance of
the application. The first instance of the application forwards the unique identifier value
aswell asthe supplemental application datato a second server for subsequent retrieval of
the supplemental application data. The second server may be, for example, a server that
provides storage on a corporate intranet that is different than the cloud storage but that is
also accessible to the user's various computing devices (that each operate independent
instances of the contacts manager software program). The second server enables
subsequent retrieval of the supplemental application data by any of one or more other

instances of the application on user devices via the unique identifier, thus enabling the user
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experience on each device to include access to the supplemental data, even though the
cloud storage (i.e. the first server) does not support storage of the supplement data.

[007] Further details of example embodiments will be provided below in
reference to the figures and detailed description and claims. Note that this preliminary
discussion of example embodiments does not specify every embodiment and/or
incrementally novel aspect of the present disclosure or claimed invention(s). Instead, this
brief description only presents general embodiments and corresponding points of novelty
over conventional techniques. For additional details and/or possible perspectives
(permutations) of the invention(s), and additional points of novelty, the reader is directed
to the Detailed Description section and corresponding figures of the present disclosure as
further discussed below. In addition to providing additional details associated with
different embodiments, the Detailed Description below includes a further summary of
embodiments. Accordingly, this brief description does not limit the scope of the invention
and/or accompanying claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[008] The foregoing and other objects, features, and advantages of the
invention will be apparent from the following more particular description of preferred
embodiments herein, asillustrated in the accompanying drawings in which like reference
characters refer to the same parts throughout the different views. The drawings are not
necessarily to scale, with emphasis instead being placed upon illustrating the
embodiments, principles, concepts, etc.

[009] FIG. 1isan example diagram of anetwork environment in which afirst
instance of an application initiates generation and subsequent storage of supplemental
application data at a second server according to embodiments herein.

[0010] FIG. 2 isan example diagram of anetwork environment in which the
first instance of the application generates aunique identifier value for subsequent indexing
to supplemental application data at the second server according to embodiments herein.

[001 1] FIG. 3isan example diagram of anetwork environment in which a
second instance of an application initiates retrieval of stored supplemental application data
from the second server according to embodiments herein.

[0012] FIG. 4 isamore specific example diagram of anetwork environment in
which the second instance of the application initiates retrieval of stored supplemental
application data from the second server using aunique identifier value according to

embodiments herein.
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[0013] FIG. 5is an example diagram illustrating use of unique identifier values
mapping primary application data and supplemental application data according to
embodiments herein.

[0014] FIG. 6isan example diagram illustrating use of the primary application
data and the supplemental application data by an application instance to display
information in a graphical user interface according to embodiments herein.

[0015] FIG. 7is an example diagram illustrating example computer
architecture for implementing instances of an application according to embodiments
herein.

[0016] FIG. 8isaflowchart illustrating an example method of generating a
unique identifier value for subsequent retrieval of corresponding supplemental application
data according to embodiments herein.

[0017] FIG. 9is an example diagram illustrating generation of aunique
identifier value based on retrieved primary application data for subsequent retrieval of
corresponding supplemental application data according to embodiments herein.
DETAILED DESCRIPTION

[0018] Example embodiments disclosed herein provide mechanisms that
enable a user who uses multiple instances of a software application on different computing
devices (e.g. the same program on a laptop computer, desktop computer and mobile
device) to have access to al data created by those application instances. This system
accommodates situations where some of the data (i.e., primary data) created and stored by
the application is stored in cloud storage that may be, for example, operated by athird
party vendor that has alimited or predefined data format. If the application enables auser
to create supplemental data (e.g. anew version of application might provide for enhanced
user features that require storage of supplement user datathat cannot be stored in cloud
storage given the data format limitations), the mechanisms disclosed herein al the
application to store this supplemental data in secondary storage provided by a second
storage service provider (e.g. non-cloud storage operated by a corporate intranet that the
user's computing devices have access to).

[0019] According to one embodiment, primary data for an application can be
stored a aremotely located first storage service provider in acloud computing
environment. Asused herein, the term primary data includes data that the application can
store in afirst service provider on afirst server that may be, for example, acloud server.

A user of the application may wish to modify the primary data in away that is not
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supported by the first storage service provider. Such modifications, additions, or the like
are referred to herein as supplemental data which cannot be stored in the first server
operated by the first storage service provider (i.e. cannot be stored in the cloud for
example because the cloud storage does not provide for this supplemental data in its data
or record format). In other words, the first storage service provider may not support
storage of the changes and/or additions (supplemental data) that the user would like to
make to the primary data and that the user would like to be able to access on any of his or
her computing devices. A conventional solution isto store the supplemental data locally
in the user's device. However, in such conventional solutions, the user would not be able
to (or it would be difficult for the user to) use the application on multiple devices while
having access to this supplemental data. This isproblematic when auser moves from one
device to another and expects all data, changes and additions to be available on all devices.

[0020] To free auser from being restricted to executing an application on only
asingle computer device while having access to al data, configurations herein provide
mechanisms and techniques to store modification data (e.g., supplemental application data
such as, for example, edits or additions associated with the primary application data) at a
second storage service provider over anetwork connection. Using the system disclosed
herein, different instances of the application executing on different computer devices can
retrieve the primary data from the first storage service provider (e/.g. from acloud
operated by athird party vendor) aswell asretrieve the supplemental application data
from the second storage service provider (e.g. a corporate intranet server operated by an
employer of the user of the software and which is a different entity that the third party
cloud storage service provider). Thus, arespective user isnot restricted to executing an
instance of the application on only asingle machine and is able to gain access to both
primary and supplement data on multiple user computing devices.

[0021] FIG. lisan example diagram of anetwork environment in which afirst
instance of an application generates and stores supplemental application data at a second
server according to embodiments herein.

[0022] In this example the network environment 100 includes multiple storage
service providers 120 (e.g., storage service provider 120-1, storage service provider 120-2,
etc.), and network 190. Storage service provider 120-1 includes server 110-1 and a
respective repository 180-1 in which to store data. Storage service provider 120-1 may be
acloud storage service in this example operated by a given cloud server storage provider.

Storage service provider 120-2 includes server 110-2 and arespective repository 180-2 in
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which to store data. Storage service provider 120-2 may be a corporate intranet in this
example. It isto beunderstood that the storage service providers 120 may bethe same or
different entity, corporation or organization.

[0023] Network 190 can include resources such asthe Internet, mobile phone
network, etc., and can further include one or more computer devices 115 that can be
operated by a same user or different users.

[0024] Each of the computer devices 115 can execute an instance of
application 140 on behalf of one or more users. In this example, computer device 115-1
executes application instance 140-1 and computer device 115-2 executes application
instance 140-2. In accordance with further embodiments, the same computer device can
be used to execute the different application instances 140. The application instances 140-1
and 140-2 can be executed at the same or different times. In this example, the storage
service provider 120-1 may be acloud storage system operated by athird party cloud
storage service (the first storage service provider) accessible over apublic network such as
the Internet. In contrast, in this same example, storage service provider 120-2 may be
storage available within a corporate intranet that is only accessible to authorized users of
application instances 140. The user of the application instances 140-1 and 140-2 may be
an employee of the company (e.g. second storage service provider 120-2) who operates
and/or controls access to the second server 110-2.

[0025] In general, aswill be discussed in the following figures and text of this
application, during execution, the application instance 140-1 operates on aclient device
and communicates with server 110-1 to produce and initiate storage of primary application
data 210-1 (also referred to asprimary data) in repository 180-1 (e.g. storage of data in the
cloud that requires or may be limited by a specific predefined data format). In this
example, assume that the user of the computer device 115-1 also produces supplemental
data 250-1 (aso referred to as supplemental application data). The supplemental data 250-
1may beproduced from auser operating instances of the application 140. Examples of
supplemental data 250-1 include auser providing an indication of favorites for given
contacts in his or her contact list. This example isnot meant to be limiting. The
supplemental data 250-1 is any data that is produced by the application 140 (either
instance 140-1 or 140-2) that cannot be stored along with the primary application data
210-1 by the first server 110-1 operated by the first storage service provider 120-1. There
may be many reasons why the supplemental data 250-1 cannot be stored with the primary

data 210-1. Examples include one or more situations in which a data format, record
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format, protocol, datatype, size, security requirement, or other aspect or characteristic of
the supplemental application data 250-1 isnot technically supported, compatible with, or
allowed to be stored by the storage server provider 120-1.

[0026] By way of example, the storage service provider 120-1 may not be
configured to store certain types of data such asthe supplemental data 250-1 in repository
180-1 because the data or record format required to store primary data 210-1 isnot able to
be extended in the cloud storage (i.e. by data stored by the first storage service provider
120-1) to include the supplemental data. This Situation may exist if many entities have
different software applications that store data using cloud storage provided by the first
storage service provider 120-1 and the cloud storage data format is not updated frequently.
By contrast, a software vendor of the application 140 may release new releases of the
application 140 that enable auser to add additional information (e.g. identifying agiven
contact as a favorite contact) that was not present in earlier versions or releases of the
application 140. Inthis example, this new favorites contact information isthe
supplemental data 250-1 that isnot supported for storage by the first storage service
provider 120-1. Via communications with server 110-2 as explained herein, the
application instance 140-1 initiates storage of the supplementa data in repository 180-2.

[0027] Accordingly, aportion of application data can be stored at multiple
different locations in network environment 100. For example, afirst portion of application
data can be stored in repository 180-1; a second portion of the application can be stored in
repository 180-2; and so on. The system disclosed herein allows the multiple instances of
the application 140 that operate on different devices 115 to identify situations in which
there is supplemental application data available (i.e. stored in a secondary location 120-2,
180-2) and allows access (read, write, update) to this supplemental data without requiring
modifications to data formats, protocols, storage mechanism and the like associated with
the applications primary storage service provider 120-1 (e.g. acloud storage environment).
The system overcomes issues that arise, for example, when a software application 140 is
initially released in afirst version that allows access to apredefined data format that is
operable to store data (referred to as primary data) in cloud storage. The application 140
may then be modified in anewer release to allow auser to create, store and/or update
additional data, referred to as supplemental data 250-1. The cloud storage may be
provided by athird party storage service that does not allow modification of data types,
storage formats, or the like. Asaspecific example, the first storage service provider 120-

1 may not update the cloud storage data format to support storage of this supplemental
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data 250-1. The system disclosed herein enables storage and access to this supplemental
data 250-1 by storing it using a second server 110-2. As such, the system enables the
application 140 to be modified and still use the cloud storage (e.g. 120-1) for storage of
primary application data, while alowing the secondary or supplemental storage provider
120-2 to store the additional supplemental data 250-1. The system further enables
different instances of the application 140 that a given user may operate on different
computer systems (e.g. laptop, desktop and mobile devices) to al identify the existence of
both the primary and supplement application data and to access these two sets of data for
that user.

[0028] FIG. 2 is an example diagram of anetwork environment in which the
first instance of an application generates aunique identifier value for indexing
supplemental application data according to embodiments herein.

[0029] For example, as shown, auser executes application instance 140-1 on a
first computer device 115-1. Viathe application instance 140-1, the user retrieves primary
application data 210-1 via communications with server 110-1 of storage service provider
120-1. The user provides input to the application instance 140-1 to use the primary
application data 210-1 for any suitable purpose such asto display information in a
graphical user interface.

[0030] Note that if the primary application data 210-1 isnot yet stored in the
repository 180-1, the user can provide input to the application instance 140-1 to create
such data and store it in repository 180-1.

[0031] In this example, during use of application instance 140-1, the user
produces supplemental application data 250-1 with respect to primary application data
210-1 that is stored in repository 180-1. The supplemental application data 250-1 can
indicate enhancements, modifications, edits, additional information, etc., with respect to
the primary application data 210-1. Thus, supplemental application data 250-1 can be
associated in some way with primary application data 210-1. By way of anon-limiting
example, aswill be discussed later in this specification, the primary application data 210
can be contacts information, enabling the user to communicate with one or more other
persons in the network environment.

[0032] Asmentioned, assume in this example, that the storage service provider
120-1 and server 110-1 storing the primary application data 210-1 isnot able to support
storage of the supplemental application data 250-1 produced by the user. In accordance

with embodiments herein, the application instance 140-1 receives the supplemental
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application data 250-1 inputted from the user of computer device 115-1. Asexplained
herein, the application 140 executing on computer device 115-1 associates the
supplemental application data 250-1 with the primary application data 210-1.

For example, in one embodiment, to associate the supplemental application data 250-1
with the primary application data 210-1, the application instance 140-1 utilizes processing
function 225 to compute aunique identifier value 230-1 based on, for example, at least a
portion of the primary application data 210-1. In aspecific embodiment, the processing
function 225 generates the unique identifier value 230-1 by applying ahash function to at
least aportion of the primary application data 210-1 in combination with auser identity of
auser operating first instance of the application. This produces aunique identifier value
for the supplemental application data to allow access to the supplemental application data
by the user of a second instance of the application on another device. In this manner, as
the user operated the same software on different devices, the supplemental application data
will be a available to each instance.

[0033] The application instance 140-1 forwards the unique identifier value
230-1 tothe server 110-2. The application instance 140-1 aso forwards supplemental
application data 250-1 to second storage service provider 120-2 for storage in repository
180-2. The unique identifier 230-1 and supplemental application data 250-1 may be
transmitted separately or together in a single record to the second storage service provider
120-2. In one embodiment, the storage service provider 120-2 associates the unique
identifier value (UIV) 230-1 with the supplemental application data 250-1 by including an
entry of the UIV 230-1 and apointer to the supplemental application data 250-1 in map
260.

[0034] In one embodiment, the UIV 230-1 in map 260 serves as an index to the
supplemental application data 250-1. For example, as discussed, the application instance
140-1 initiates storage of the supplemental application data 250-1 in repository 180-2 of
storage service provider 120-2 because storage service provider 120-1 isunable to or is
not configured to store the supplemental application data 250-1.

[0035] Asdiscussed above, the application instance 140-1 also notifies the
storage service provider 120-2 that the unique identifier value 230-1 corresponds to the
supplemental application data 250-1. Thus, in one embodiment, the application instance
140-1 effectively produces the UIV 230 as an index entry in map 260. For example, the
entry in map 260 associates the UIV 230-1 with apointer to the supplemental application
data 250-1 stored in the repository 180-2.

10
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[0036] The server 110-2 of the storage service provider 120-2 enables
subsequent retrieval of the supplemental application data 250-1 by any of one or more
other instances of the application 140 operating in network environment 100. Generally,
and aswill be explained in more detail below, this is done by having any instance of the
application 140, upon execution, computing the UIV value for aretrieved set of primary
application data 210-1 and then transmitting this to the supplemental application data
server 110-2. The server 110-2 can use the UID to check the map 160 to determine if any
supplemental application data 250-1 exists.

[0037] A given user may execute application instance 140-1 at afirst point in
time. The given user may execute application instance 140-2 at alater time. Via access
to the storage service providers 120, the given user is able to save modifications (e.g., via
supplemental application data) in storage service provider 120-2 and retrieve them at a
later time using an instance of the application 140 executed on the same or different
computer device.

[0038] FIG. 3isan example diagram of anetwork environment in which auser
operating a second instance of an application initiates retrieval of stored supplemental
application data from the second server according to embodiments herein using the UIV
230.

[0039] As shown, the application instance 140-2 communicates with storage
service provider 120-1 toretrieve primary data stored in repository 180-1. Application
instance 140-2 produces the UIV 130 and communicates the UIV 130 to the storage
service provider 120-2 to retrieve supplemental data from repository 180-2. As
mentioned, and as further discussed below, the ability to store and retrieve the
supplemental application data from storage service provider 120-2 using aUIV enables
one or more users to execute an instance of the application 140 from a computer device a
any location in network environment 100 without losing data or having to store the data
locally in the computer device.

[0040] FIG. 4 isan example diagram of anetwork environment in which the
second instance of the application initiates retrieval of stored supplementa application
data from the second server using aunique identifier value according to embodiments
herein.

[0041] Assume in this example that auser in network environment 100
initiates execution of application instance 140-2 on arespective computer device such as
115-2 (Figure 1).

11
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[0042] The application instance 140-2 displays agraphical user interface for
viewing by the user. Via input with respect to the graphical user interface, auser can
request to view data (either primary or supplemental) associated with the application 140
that happens to be stored in either or both repository 180-1 and repository 180-2.

[0043] In this example, assume that the user of application instance 140-2
operates the graphical user interface to display information requiring at least the retrieval
of primary application data 210-1 from repository 180-1. In response to the input, the
application instance 140-2 retrieves the primary application data 210-1 from the storage
service provider 120-1. Asdiscussed below, the graphical user interface of application
instance 140-2 can be operated by the user in amanner (e.g. user requests to see his or her
favorite contacts) that requires the application instance 140-2 to retrieve the supplemental
application data 250-1.

[0044] Recall in this example that the server 110-1 of storage service provider
120-1 isunable to store the supplemental application data 250-1 in repository 180-1 (e.g.
the supplemental data 250-1 isnot storable in acloud storage system). By way of anon-
limiting example, the supplemental application data 250-1 can indicate special features to
apply when displaying data on the graphical user interface and the data, record format,
protocol or other operation of the cloud storage system provided by the provider 120-1
does not support storage of this supplemental data 250-1.

[0045] In one embodiment, the application instance 140-2 performs a query to
server 110-2 to check whether modification or supplemental application data is available
for retrieval from storage service provider 120-2. Asexplained below, this is done by
computing aUIV 130 for the primary data 210-1 and sending this UIV value to the
secondary (supplemental) storage service provider 1202. If there is supplemental
application data available for primary application data 210-1, the application instance
initiates retrieval of such data from storage service provider 120-2.

[0046] Toretrieve the supplemental application data 250-1, subsequent to
retrieving a copy of the primary application data 210-1, the application instance 140-2
produces aunique identifier value (the same UIV that was previously generated by the
application instance 140-1) based at least in part on processing (i.e. retrieving) of the
primary application data 210-1 retrieved from server 110-1. For example, in one
embodiment, the application instance 140-2 applies aprocessing function 225 such as a
hash function to &t least aportion of the primary application data 210-1 to produce the

unique identifier value 230-1. The hash function can include hashing some portion or
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multiple different portions or all of the primary application data 210-1 to get the UIV 130-
1. The user identity can beincluded in this hash to produce aUIV 230-1 to can beused to
associate the specific proper set of supplemental application data 250 for that application
(i.e. for that version) for that user.

[0047] In one embodiment, the processing function 225 isthe same processing
function used by the firs application instance 140-1 to produce unique identifier value 230-
1when the supplemental application datawas initially produced.

[0048] In this example, assuming the primary application data 210-1 has not
changed since the application instance 140-1 stored primary application data 210-1 in
repository 180-1, the processing function 225 of application instance 140-2 produces the
same index value that the application instance 140-1 generated when initiating storage of
the supplemental application data 250-1 in storage service provider 120-2.

[0049] For example, the application instance 140-2 produces unique identifier
value 230-1 based on primary application data 210-1. In this instance, the unique
identifier value 230-1 produced by the application instance 140-2 isthe same as the unique
identifier value 230-1 produced by the application instance 140-1 because both instances
of application 140 apply the same processing function to the same primary application
data 210-1.

[0050] Application instance 140-2 utilizes the unique identifier value 230-1 it
just produced as an index to identify supplemental application datato retrieve from storage
service provider 120-2. For example, the application instance 140-2 initiates retrieval of
the supplemental application data 250-1 by forwarding the unique identifier value 230-1 it
produced to the server 110-2. The server 110-2 maps the unique identifier value 230-1 to
alocation in which the supplemental application data 250-1 is stored in repository 180-2.

[005 1 The server 110-2 retrieves the supplemental application data 250-1
from repository 180-2 and forwards it to the application instance 140-2. The application
instance 140-2 thus receives the supplemental application data 250-1 from the server
110-2.

[0052] In one embodiment, the application instance 140-2 utilizes the retrieved
primary application data 210-1 to identify primary settings information. The application
instance 140-2 utilizes the retrieved supplemental application data 250-1 to identify
modifications with respect to the primary settings as specified by the primary application
data 210-1.
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[0053] In this manner, each of multiple different application instances of the
same executed application can access application data stored at one or more different
locations in acloud without having to store the data locally in a single computer device,
which would potentially restrict usage of the application.

[0054] Asmentioned, the primary application data 210-1 and the
corresponding supplemental application data 250-1 can be contacts information used in an
address book application. In such an embodiment, when the user initiates an action,
command, etc., in which application data cannot be written back to storage service
provider 120-1 located in network environment 100, the application instance 140-1 creates
aunique identifier value 230-1 (e.g., an index value, ahash-based key, etc.) based on
properties of the primary application data 210-1 (e.g., specific contact information). The
application instance 140-1 uses the unique identifier value 230-1 as akey or index value to
store the additional contact information that isidentified only by the key. For example, in
one embodiment, the client or application instance 140-1 then transmits the unique
identifier value 230-1 to storage service provider 120-2. The server 110-2 stores the
unique identifier value (e.g., key, index value, hash value, etc.) and allows the
supplemental application data 250-1 to be provided (viathe mechanisms disclosed herein)
to any client (e.g., application instance 140 in network environment 100) that has access to
the address book and respective application data.

[0055] In one embodiment, when the application instance 140-2 attempts
synchronization, the application instance 140-2 produces aunique identifier value for each
of the contacts as specified by the primary application data stored and retrieved from
storage service provider 120-1. The application instance 140-2 forwards the unique
identifier values to the server 110-2 to check whether supplemental data is available for
each respective contact. |If so, the server 120-2 forwards the appropriate supplemental
application data to application instance 140-2. Viaretrieval of the primary application
data and the supplemental application data for each contact in an address book, the
application instance 140-2 can be properly synchronized.

[0056] In certain cases, there may not be any supplemental application data for
agiven set of primary data stored in repository 180-1. In such an instance, the application
instance 140-2 utilizes only the primary application dataretrieved from storage service
provider 120-1 to initiate display of corresponding information in the graphical user

interface.
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[0057] FIG. 5isan example diagram illustrating use of unique identifier values
to map primary application data with supplemental application according to embodiments
herein.

[0058] Aspreviously discussed, the user of arespective application 140
initiates storage of multiple sets of primary application data 210 (e.g., primary application
data 210-1, primary application data 210-2, primary application data 210-3, etc.) in
repository 180-1 of storage service provider 120-1. Asmentioned, by way of anon-
limiting example, the primary application data can be contact information.

[0059] Aspreviously discussed, arespective user can modify the primary
application data via generation of supplemental application data. In this example, the user
produces supplemental application data 250-1.

[0060] In amanner as previously discussed, the respective application instance
140-1 produces unique identifier value 230-1 and initiates storage of the supplemental
application data 250-1 and unique identifier value 230-1 at storage service provider 120-2.

[0061] As further shown in this example, the user produces supplemental
application data 250-3 associated with primary application data 210-3. The respective
application instance 140-1 produces unique identifier value 230-3 and initiates storage of
the unique identifier value 250-3 and corresponding supplemental application data 250-3
in storage service provider 120-2.

[0062] Asmentioned, map 260 stores the association between the unique
identifier values and the supplemental data produced for respective primary application
data.

[0063] In one embodiment, the storage service provider 120-2 can store
supplemental data for each of multiple different users. In such an instance, the map can be
configured to group the identifier values on aper user basis. For example, the application
instance requesting to retrieve the supplemental application data can also provide auser
identifier to the server 110-2 when checking for availability of supplemental application
data.

[0064] Via the user's identifier, the storage service provider 120-2 can identify
a corresponding group of unique identifier values to check in the map 260 (rather than
checking all unique identifier values in the map 260) in order to identify whether

supplemental application datais stored in the storage service provider 120-2 for the user.
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[0065] FIG. 6isan example diagram illustrating use of the primary application
data and the supplemental application data by an application instance according to
embodiments herein.

[0066] Assume in this example that the primary application data produced by
the respective user via application instance 140-1 corresponds to contact information of
entries in an address book. For example, assume that primary application data 210-1
includes information (e.g., name, e-mail information, phone information, etc.) associated
with afirst contact such as Joseph Smith; assume that primary application data 210-2
includes information associated with a second contact such as John Doe; assume that
primary application data 210-3 includes information associated with athird contact such
as David Johnson; and so on.

[0067] Aspreviously discussed, the primary application data 210 can be
produced by the user or some other resource.

[0068] The storage service provider 120-1 is able to store certain information
such asname, e-mail information, phone number, etc. associated with arespective contact.
However, assume in this example that the application 140 supports functionality such as
holding text to indicate afavorite) in the contact information when it is displayed in a
graphical user interface, adding of extra text for display near a contact, etc.

[0069] Asnoted above there are several reasons why the storage service
provider 120-1 may not support storage of such information. As mentioned, the
application instance can be configured to initiate creation of supplemental application data
250 in such situations. For example, application instance 140-1 produces supplemental
application data 250-1 to indicate selection of highlighting Joseph Smith as a favorite;
application instance 140-1 produces supplemental application data 250-3 to indicate
additional information (e.g., company and title information) to be displayed for entry
David Johnson; and so on. When the application instance 140-1 iswritten (e.g. coded) by
adeveloper (e.g. a software engineer), the developer can utilize the mechanisms disclosed
herein to store supplemental application data 250 within the supplemental storage service
provider 120-2 for any datathat cannot be stored as primary data 210 in the primary
storage service provider 120-1. Application programming interfaces (APIs) can be
provided for general functionality disclosed herein such asretrieval of primary application
data, creation of aUlV, and communication of the UV and storage andl retrieval of
supplemental application data with the supplemental storage service provider 120-2.
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[0070] In amanner as previously discussed, the application instance 140-1
initiates storage of the supplemental application data and corresponding unique identifier
values in storage service provider 120-2.

[0071] When the same of different user initiates execution of application
instance 140-2 to view the contacts information in network environment 100, the
application instance 140-2 initiates retrieval of the primary application data. Via
application of the processing function 225 to al or a selected portion of the primary
application data, the application instance 140-2 initiates generation of unique identifier
values and retrieval of respective supplemental application data. In this instance, the
application instance initiates retrieval of supplemental application data 250-1,
supplemental application data 250-3, etc., and applies the settings as specified by the
supplemental application datato the contacts information eventually displayed in the
address book in contacts manager graphical user interface 630.

[0072] In one embodiment, note that the application instance 140-2 can initiate
further modification to the primary application data information to be displayed in the
address book. In such an instance, if agiven instance 140 initiates changes to a set of
primary application data stored by storage service provider 120-1, the given instance
generates anew unique identifier value based on the changes to the set of primary
application data and forwards the updated unique identifier value to the server 110-2 for
storage in map 260. In this manner, the UIV isalways "current” with the most up to date
set of primary application data. 1f the user also modifies the corresponding supplemental
application data, the application instance also forwards the updated supplemental
application datato the storage service provider 120-2 for storage and subsequent retrieval.
Accordingly, viathe updated unique identifier value, another application instance can still
retrieve the supplemental application data even though the primary application data has
changed and any changes to the supplemental application data are also captured and stored
(by storage service provider 120-2) for subsequent retrieval.

[0073] FIG. 7 isan example block diagram of a computer system for executing
functionality associated with application instances 140 according to embodiments herein.

[0074] Computer system 700 can include one or more computerized devices
such as apersona computer, workstation, portable computing device, console, network
terminal, processing device, network device, etc., operating as a server, client, etc.

[0075] Note that the following discussion provides abasic embodiment

indicating how to execute functionality associated with application instances 140
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according to embodiments herein. However, it should be noted that the actual
configuration for carrying out the operations as described herein can vary depending on a
respective application. Also, note that each of the servers 110-1, 110-2, etc., can be
configured with similar resources such as a computer readable storage medium and a
respective one or more processor device to carry out functionality as discussed herein.

[0076] As shown, computer system 700 of the present example includes an
interconnect 311that couples computer readable storage media 312 such as anon-
transitory type of computer readable storage media in which digital information can be
stored and retrieved. Computer system 700 further includes a processor device 313, 1/0
interface 314, and a communications interface 317.

[0077] I/0 interface 314 provides connectivity to input/output devices such as
repository 780 and, if present, other devices such as display screen 730, peripheral devices
316, (e.g., keyboard, computer mouse, €tc.), etc.

[0078] Computer readable storage medium 312 can be any suitable device such
as memory, optical storage, hard drive, floppy disk, etc. In one embodiment, the computer
readable storage medium 312 is a storage media (i.e., hardware storage media) configured
to store instructions and/or data.

[0079] Communications interface 317 enables the computer system 700 and
processor device 313 to communicate over anetwork 190 to retrieve information from
and/or forward information to any of multiple different remote resources such as other
computers, servers, etc. Asmentioned, 1/O interface 314 enables processor device 313 to
retrieve respective information from repository 780.

[0080] As shown, computer readable storage media 312 can be encoded with
application instance 140 (e.g., software, firmware, etc.) executed by processor device 313.

[0081] During operation of one embodiment, processor device 313 accesses
computer readable storage media 312 viathe use of interconnect 311in order to launch,
run, execute, interpret or otherwise perform the instructions of application 140-X stored on
computer readable storage medium 312.

[0082] Execution of the application 140-X produces processing functionality
such as process 141 in processor device 313. In other words, the application 140-X
associated with processor device 313 represents an instance of executing application 140
within or upon the processor device 313 in the computer system 700.

[0083] Those skilled in the art will understand that the computer system 700

can include other processes and/or software and hardware components, such as an
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operating system that controls allocation and use of hardware resources to execute
application 140.

[0084] In accordance with different embodiments, note that computer system
700 may be any of various types of devices, including, but not limited to, a personal
computer system, desktop computer, laptop, notebook, netbook computer, mainframe
computer system, handheld computer, workstation, network computer, application server,
storage device, aconsumer electronics device such as acamera, camcorder, set top box,
mobile device, video game console, handheld video game device, aperipheral device such
as a switch, modem, router, or in general any type of computing or electronic device.

[0085] Functionality supported by application instances 140 will now be
discussed via flowcharts in FIGS. 8 and 9. Note that there will be some overlap with
respect to concepts discussed above for FIGS. 1through 7. Also, note that the steps in the
below flowcharts need not always be executed in the order shown. That is, the steps can
be executed in any suitable order.

[0086] FIG. 8isaflowchart 800 illustrating a method of processing primary
application data according to embodiments herein.

[0087] In step 810, the application instance 140-1 retrieves primary application
data 210-1. The primary application data 210-1 can beretrieved from server 110-1 or
produced by the user.

[0088] In step 820, the application instance 140-1 receives supplemental
application data to be associated with the primary application data 210-1.

[0089] In step 830, the application instance 140-1 computes aunique identifier
value 230-1 based at least in part on the primary application data 210-1.

[0090] In sub-step 840, the application instance 140-1 applies a processing
function such as ahash function to at least aportion (e.g., email address, phone number,
etc.) of the primary application data 210-1 to produce the unique identifier value 230-1 for
associating with the supplemental application data 250-1.

[0091] In step 850, the application instance 140-1 forwards the unique
identifier value 230-1 to server 110-2; the server 110-2 enables subsequent retrieval of the
supplemental application data 250-1 by application instance 140-2.

[0092] In step 860, the application instance 140-1 initiates storage of the
supplemental application data 250-1 in server 120-2.
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[0093] In step 870, the server 110-2 initiates storage of an index entry in map
260, associating the unique identifier value 230-1 to the supplemental application data
250-1 stored in repository 180-2.

[0094] FIG. 9isaflowchart 900 illustrating amethod of processing application
data according to embodiments herein.

[0095] In step 910, the application instance 140-2 retrieves primary application
data 210-1 from server 110-1.

[0096] In step 920, the application instance 140-2 produces aunique identifier
value 230-1 based at least in part on the primary application data 210-1 retrieved form
server 110-1.

[0097] In sub-step 930, the application instance 140-2 applies ahash or other
suitable function to at least aportion of the primary application data 210-1 to produce the
unique identifier value 230-1.

[0098] In step 940, the application instance 140-2 utilizes the unique identifier
value 230-1 (as produced by the application instance 140-2) as an index to identify the
supplemental application data 250-1 stored in storage service provider 120-2.

[0099] In sub-step 950, the application instance 140-2 forwards the unique
identifier value 230-1 tothe server 110-2. The second server 110-2 maps the unique
identifier value 230-1 as produced by the application instance 140-2 to the supplemental
application data 250-1.

[00100]  In step 960, the application instance 140-2 initiates retrieval of the
supplemental application data 250-1 from server 110-2.

[00101] In sub-step 965, the application instance 140-2 receives the
supplemental application data 250-1 from the server 110-2.

[00102] In step 970, the application instance 140-2 utilizes the retrieved primary
application data 140-2 to identify primary settings associated with application instance
140-2.

[00103] In step 980, the application instance 140-2 utilizes the supplemental
application data 250-1 to identify modifications with respect to the primary settings as
specified by the primary application data 210-1.

[00104] Using the techniques disclosed herein, each of multiple different
instances of the same executed application can access data services provided by a cloud
computing environment while still allowing customization of the application by accessing

supplemental application data stored at one or more different locations without having to
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store the supplemental data locally, which would restrict usage of a computer system. In
this manner, even though a cloud computing environment may not support additional
features, an application utilizing the system disclosed herein can provide additional
services for auser and those services (that require storage and access to supplemental
data) will be available on different devices used by that user.

[00105]  The same processing function used by the different instances of the
application to produce the unique identifier values to retrieve the supplemental application
data can be unique with respect to the user of the application. Accordingly, only the user's
application (amongst may possible applications) will be able to generate the appropriate
keys or index values to retrieve the supplemental application data. Thus, embodiments
herein can provide alevel of security over conventional techniques.

[00106] Asmentioned, in an example embodiment, the primary application data
and the supplemental application data can pertain to contacts information used in an
address book. In such an embodiment, in afirst instance of the application, when the user
operates the application to create or modify datathat cannot be written back to afirst
storage service provider located in the network, the application 140 creates aunique
identifier value (e.g., an index value, a hash-based key, etc.) based on properties of the
primary application data (e.g., specific contact information) and uses this key to store the
additional contact information that is identified only by the key. The application then
sends this unique identifier value to a second storage service provider. The second storage
service provider storesthe unique identifier value and alows the supplemental application
datato be synchronized to any other instance of that application operated by that user.

[00107] When the second instance of the application attempts synchronization,
the second instance of the application produces hash values for each of the contacts. The
second instance of the application forwards the hash values (i.e., unique identifier values)
to the supplemental server to check whether supplemental datais available for arespective
contact. If so, the supplemental server forwards the datato the second instance of the
application. Viaretrieval of the primary application data from the first storage service
provider and retrieval of the supplemental application data for each contact from the
second storage service provider, the second instance of the application can be properly
synchronized.

[00108]  Techniques herein are well suited for use in applications in which
multiple instances of software can be executed on multiple disparately located devices

connected to anetwork. However, it should be noted that embodiments herein are not
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limited to use in such applications and that the techniques discussed herein are well suited
for other applications aswell.

[00109] Note that embodiments herein can include a configuration of one or
more computerized devices, workstations, handheld or laptop computers, or the like to
carry out and/or support any or al of the method operations disclosed herein. In other
words, one or more computerized devices or processors can be programmed and/or
configured to operate as explained herein to carry out different embodiments of the
invention.

[00110] Yet other embodiments herein include software programs to perform
the steps and operations summarized above and disclosed in detail below. One such
embodiment comprises acomputer program product including a computer-readable
storage medium (i.e., any type of hardware storage medium) on which software
instructions are encoded for subsequent execution. The instructions and/or program, when
executed in acomputerized device having aprocessor, cause the processor to perform the
operations disclosed herein. Such arrangements are typically provided as software, code,
instructions, and/or other data (e.g., data structures) arranged or encoded on anon-
transitory computer readable storage medium such as an optical medium (e.g., CD-ROM),
floppy disk, hard disk, memory stick, etc., or other amedium such as firmware or
microcode in one or more ROM, RAM, PROM, etc., or asan Application Specific
Integrated Circuit (ASIC), etc. The software or firmware or other such configurations can
be installed onto a computerized device to cause the computerized device to perform the
techniques explained herein.

[00111] Other embodiments of the present disclosure include software programs
and/or respective hardware to perform any of the method embodiment steps and
operations summarized above and disclosed in detail below. The ordering of the steps has
been added for clarity sake. These steps can be performed in any suitable order.

[00112] Itistobeunderstood that the system, method, apparatus, instructions
on computer readable storage media, etc., as discussed herein can be embodied strictly as a
software program, as a hybrid of software and hardware, or as hardware alone such as
within aprocessor, or within an operating system or awithin a software application.
Example embodiments of the invention may be implemented within products and/or
software applications such as those manufactured by Microsoft Corporation, Redmond,
Washington, USA.
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[00113] Additionally, although each of the different features, techniques,
configurations, etc., herein may be discussed in different places of this disclosure, it is
intended that each of the concepts can be executed independently of each other or, where
suitable, the concepts can be used in combination with each other. Accordingly, the one
or more present inventions as described herein can be embodied and viewed in many
different ways.

[00114] Based on the description set forth herein, numerous specific details
have been set forth to provide athorough understanding of claimed subject matter.
However, it will be understood by those skilled in the art that claimed subject matter may
be practiced without these specific details. In other instances, methods, apparatuses,
systems, etc., that would be known by one of ordinary skill have not been described in
detail so asnot to obscure claimed subject matter. Some portions of the detailed
description have been presented in terms of algorithms or symbolic representations of
operations on data bits or binary digital signals stored within a computing system memory,
such as a computer memory. These algorithmic descriptions or representations are
examples of techniques used by those of ordinary skill in the data processing arts to
convey the substance of their work to others skilled in the art. An agorithm as described
herein, and generally, is considered to be a self-consistent sequence of operations or
similar processing leading to a desired result. In this context, operations or processing
involve physical manipulation of physical quantities. Typically, although not necessarily,
such quantities may take the form of electrical or magnetic signals capable of being stored,
transferred, combined, compared or otherwise manipulated via processing circuitry and/or
software. It has proven convenient at times, principally for reasons of common usage, to
refer to such signals as bits, data, values, elements, symbols, characters, terms, numbers,
numerals or the like. It should be understood, however, that al of these and similar terms
are to be associated with appropriate physical quantities and are merely convenient labels.
Unless specifically stated otherwise, as apparent from the following discussion, it is
appreciated that throughout this specification discussions utilizing terms such as
"processing,” "computing,” "calculating,” "determining" or the like refer to actions or
processes of a computing platform, such as acomputer or a similar electronic computing
device, that manipulates or transforms data represented as physical electronic or magnetic
guantities within memories, registers, or other information storage devices, transmission

devices, or display devices of the computing platform.
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[00115] While this invention has been particularly shown and described with
references to preferred embodiments thereof, it will be understood by those skilled in the
art that various changes in form and details may be made therein without departing from
the spirit and scope of the present application as defined by the appended claims. Such
variations are intended to be covered by the scope of this present application. Assuch, the
foregoing description of embodiments of the present application is not intended to be

limiting. Rather, any limitations to the invention are presented in the following claims.
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What is claimed is:
1. A method comprising:
in afirst instance of an application:
retrieving primary application data from afirst server;
receiving supplemental application datato be associated with the
primary application data;
computing afirst unique identifier value based at least in part on the
primary application data; and
forwarding the first unique identifier value to a second server, the
second server enabling subsequent retrieval of the supplemental application
data by a second instance of the application using the first unique identifier
value.
2. The method as in claim 1 further comprising:
in the second instance of the application:
retrieving the primary application data from the first server;
computing a second unique identifier value based at least in part on
the primary application data; and
utilizing the second unique identifier value produced by the second
instance as an index to identify the supplemental application data and
retrieve the supplemental application data from the second server.
3. The method asin claim 2, wherein utilizing the second unique identifier value
produced by the second instance includes:
forwarding the second unique identifier value produced by the second
instance of the application to the second server, the second server mapping the
second unique identifier value to the supplemental application data by comparing
the second unique identifier value to the first unique identifier value; and
receiving the supplemental application data from the second server.
4. The method as in claim 3, further comprising:
operating the first server by afirst storage service provider;
operating the second server as a second storage provider; and
wherein the second storage service provider is a different entity than the first
storage service provider, and wherein the supplemental application data is data that
isunable to be stored as primary application datain the first server.
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5. The method as in claim 2 further comprising:
via the second instance of the application:
utilizing the retrieved primary application datato identify primary
settings used by the application; and
utilizing the supplemental application datato identify modifications
with respect to the primary settings, the modifications being datathat is
unable to be stored with the primary application data in the first server.
6. The method as in claim 1 further comprising:
viathe first instance of the application:
storing the supplemental application datain the second server;
producing an index entry associating the first unique identifier value
to the supplemental application data stored in the second server; and
storing the index entry to retrieve the supplemental application data
from the second server.
7. The method as in claim 1 further comprising:
via a second instance of the application:
utilizing the first unique identifier value as an index to identify the
supplemental application data; and
receiving the supplemental data from the second server.
8. The method asin claim 1, wherein computing the first unique identifier value
based at least in part on the primary application data includes:
applying a hash function to a least aportion of the primary application data
and auser identity of auser operating first instance of the application to produce
the first unique identifier value for associating with the supplemental application
datato allow access to the supplemental application databy the user of a second
instance of the application; and
wherein the primary application data at |east in part specifies settings
information to be used by the first instance of the application; and
wherein the supplemental application data indexed by the first unique
identifier value specifies modifications with respect to the primary application
data.
9. The method as in claim 1 further comprising:
via the second instance of the application:
retrieving the primary application data from the first server;
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10.

11.

12.

13.

modifying the primary application data;
storing the modified primary application data in the first server;
computing the second unique identifier value based on the modified
primary application data; and
forwarding the second unique identifier value for the modified
primary application datato the second server, the second unique identifier
allowing a subsequent instance of the application to identify supplemental
application data associated to the primary application data for auser of the
subsequent instance of the application.
The method asin claim 9, wherein the user executes the first instance of the
application on afirst computer at afirst location in anetwork environment; and
wherein the user executes the second instance and the subsequent instance
of the application on a least one second computer a a second location in the
network environment.
A method comprising:
via afirst instance of an application executed on acomputer device:
retrieving primary application data from afirst server;
computing aunique identifier value based at least in part on the
primary application data; and
utilizing the unique identifier value produced by the first instance as
an index to identify supplementa application data stored by a second
server; and
retrieving the identified supplemental application data from the
second server.
The method asin claim 11, wherein utilizing the unique identifier value computed
by the first instance includes: forwarding the unique identifier value produced by
the first instance of the application to the second server, the second server mapping
the unique identifier value to the supplemental application data; and
wherein initiating retrieval of the supplemental application data from the
second server includes receiving the supplemental application data from the second
server.
The method as in claim 12, further comprising:
operating the first server by afirst storage service provider;

operating the second server as a second storage provider; and
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14.

15.

wherein the second storage service provider is a different entity than the first
storage service provider, and wherein the supplemental application data is data that
isunable to be stored as primary application datain the first server.
The method asin claim 11, wherein a second instance of the application initiates
execution of the following steps prior to utilizing the unique identifier value as an
index to identify the supplemental application data:

retrieving the primary application data from the first server;

receiving the supplemental application datato be associated with the
primary application data;

computing the unique identifier value based a least in part on the primary
application data; and

forwarding the unique identifier value to the second server.
The method asin claim 11 further comprising:

utilizing the retrieved primary application datato identify primary settings
used by the application; and

utilizing the supplemental application datato identify modifications with
respect to the primary settings; and

wherein producing the unique identifier value includes:

applying ahash function to a least aportion of the primary

application datato produce the unique identifier value; and
wherein the primary application data at least in part specifies settings information
to be used by the first instance of the application; and

wherein the supplemental application dataindexed by the unique identifier value specifies

modifications with respect to the primary application data.
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