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DESCRIPTION

Technical field

[0001] The present invention relates to a method for generating an encryption/decryption key, and especially for generating a
one-time encryption/decryption key used for symmetric encryption, i.e. where the same key is used both for encryption and
decryption. The present invention further relates to a computer program comprising code means for performing the method when
run on a computer and a computer program product comprising program code means stored on a computer readable medium for
performing the method, when said product is run on a computer.

Background

[0002] In cryptography, a key is a piece of information that determines the functional output of a cryptographic algorithm. Without
a key, the algorithm would have no result. In encryption, a key specifies the particular transformation of plaintext into the
encrypted text, or vice versa during decryption. Keys are also used in other cryptographic algorithms, such as digital signature
schemes and message authentication codes.

[0003] It is often said that in designing security systems, it is wise to assume that the details of the cryptographic algorithm are
already available to an attacker. This principle is known as Kerckhoffs' principle and thus only the secrecy of the key provides
security. This principle is based on the fact that it is difficult to keep the details of a widely-used algorithm secret. A key is often
easier to protect, since it often is a small piece of information compared to the encryption algorithm. However, it may also be
difficult to keep a key secret and if the attacker obtains the key in some way he or she may recover the original message from the
encrypted data.

[0004] Encryption algorithms which use the same key for both encryption and decryption are, as mentioned above, known as
symmetric key algorithms. There are also asymmetric key algorithms which use a pair of keys, one to encrypt and one to decrypt.
These asymmetric key algorithms allow one key to be made public while retaining the private key in only one location. They are
designed so that finding out the private key is extremely difficult, even if the corresponding public key is known. A user of public
key technology can publish their public key, while keeping their private key secret, allowing anyone to send them an encrypted
message.

[0005] In order for a key to be "safe" in conjunction with symmetric encryption algorithms a length of 80 bits is generally
considered the minimum and 128-bit keys are commonly used and considered very strong. The keys used in public key
cryptography have some mathematical structure. For example, public keys used in the RSA system are the product of two prime
numbers. Thus public key systems require longer key lengths than symmetric systems for an equivalent level of security. 3072
bits is the suggested key length for systems based on factoring and integer discrete logarithms which aim to have security
equivalent to a 128 bit symmetric cipher.

[0006] As mentioned above it is possible to generate keys with a high degree of safety, if they are long enough both for keys
based on symmetric and asymmetric algorithms. However, there is a problem in key distribution. If, for example two parties want to
communicate with each other using symmetric cryptography they first have to decide what key to use and then the safely
distribute it from one party to the other. Furthermore, the key has to be kept secret by both parties. The risk that an intruder may
find out the key increases with the time the key is in use. Therefore, a key is normally valid only during a limited time, for example
six or twelve months. After that time a new key has to be distributed.

[0007] Also, the distribution of keys for asymmetric cryptography encryption encounters problems with key distribution when two
parties want to communicate with each other. In order to send information in both directions they need to exchange public keys
with each other. Also in this case the keys usually have a limited time period during which they are valid. For a party that
communicates with many different parties the management of distribution of valid public keys may be annoying. A typical example
is that the validity of a key has expired when you need to send some secret information urgently to another party or that you have
not exchanged public keys yet.

[0008] Another type of cryptography is quantum cryptography, which uses quantum mechanics to guarantee secure
communication. It enables two parties to produce a shared random bit string known only to them, which can be used as a key to
encrypt and decrypt messages. An important and unique property of quantum cryptography is the ability of the two
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communicating users to detect the presence of any third party trying to gain knowledge of the key. This is the result of a
fundamental aspect of quantum mechanics, i.e. the process of measuring a quantum system will affect the system. Since a third
party trying to eavesdrop on the key somehow has to measure it, there will be detectable anomalies. Thus, the security of
quantum cryptography relies on the foundations of quantum mechanics, in contrast to traditional public key cryptography which
relies on the computational difficulty of certain mathematical functions, and cannot provide any indication of eavesdropping or
guarantee of key security.

[0009] Quantum cryptography is only used to produce and distribute a key, not to transmit any message data. This key can then
be used with any chosen encryption algorithm to encrypt and decrypt a message, which can then be transmitted over a standard
communication channel.

[0010] Even if key generation with quantum cryptography provides a very safe way to generate and distribute a key it also has a
major drawback. The distance over which a quantum key may be distributed is limited to about 100 kilometer, due to the
properties of quantum mechanics.

[0011] Further prior art solutions are disclosed in documents US 2002/0159598, WO 03/009513 and US 7 043 633.

[0012] Given the above mentioned problems there is a need for a simple way to generate and distribute a cryptographic key.

Summary of invention

[0013] The problem to be solved by the present invention is to generate a cryptographic key, which does not need to be
distributed to the nodes that want to communicate with each other, i.e. where the key is generated by the nodes themselves.

[0014] This problem is according to a first aspect solved by a method for generating an encryption/decryption key, which is
useable for safe communication between a first node and a second node. The method comprises the steps of:

sending a request from the first node A to a central server for setting up safe communication with the second node,

sending from the central server a first key generating file to the first node and a second key generating file to the second node in
response to the request from the first node,

processing the first key generating file on the first node and the second key generating file on the second node,
generating a first intermediate data set at the first node and a second intermediate data set at the second node,
sending the first intermediate data set from the first node to the second node,

comparing bits of the first intermediate data set with corresponding bits of the second intermediate data set,

creating a new third intermediate data set based on the bit by bit comparison between the first and second intermediate data set
by setting a first value if the compared bits are equal and a second value if the compared bits are unequal,

sending the third intermediate data set from the second node to the first node,
comparing bits of the third intermediate data set with the corresponding bits of the first intermediate data set,

generating a first encryption key based on the bit by bit comparison between the third and the first intermediate data set by
keeping the value of the bit of the first intermediate data set if the corresponding bit of the third intermediate data set is set to the
first value and ignoring the bit of the first intermediate data set if the corresponding bit of the third intermediate data set is set to
the second value,

generating a second encryption key based on the bit by bit comparison between the first and the second intermediate data set by
keeping the value of the bit of the second intermediate data set if the corresponding bit of the first intermediate data set is equal
and ignoring the bit of the second intermediate data set if the compared bits are unequal, said first and second encryption key
being the same.

[0015] According to a second aspect of the present invention the problem is solved by a method for generating an
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encryption/decryption key in a first node, which is useable for safe communication between the first node and a second node. The
method according to the second aspect comprises the steps of:

sending a request to a central server for setting up safe communication with the second node,

receiving a first key generating file from to the central server in response to the request,

processing the first key generating file,

generating a first intermediate data set,

sending the first intermediate data set to the second node,

receiving a third intermediate data set from the second node,

comparing bits of the third intermediate data set with corresponding bits of the first intermediate data set,

generating a first encryption key based on the bit by bit comparison between the third and the first intermediate data set by
keeping the value of the bit of the first intermediate data set if the corresponding bit of the third intermediate data set is set to a
first value and ignoring the bit of the first intermediate data set if the corresponding bit of the third intermediate data set is setto a
second value.

[0016] According to a third aspect of the present invention the problem is solved by a method for generating an
encryption/decryption key in a second node, which is useable for safe communication between a first node and the second node.
According to the third aspect the method comprises the steps of:

receiving a second key generating file from a central server in response to a request from the first node to start safe
communication between the first node and the second node,

processing the second key generating file,

generating a second intermediate data set,

receiving a first intermediate data set from the first node,

comparing bits of the first intermediate data set with corresponding bits of the second intermediate data set,

creating a new third intermediate data set based on the bit by bit comparison between the first and second intermediate data set
by setting a first value if the compared bits are equal and a second value if the compared bits are unequal,

sending the third intermediate data set to the first node,

generating a second encryption key based on the bit by bit comparison between the first and the second intermediate data set by
keeping the value of the bit of the second intermediate data set if the corresponding bit of the first intermediate data set is equal
and ignoring the bit of the second intermediate data set if the compared bits are unequal.

[0017] According to a preferred embodiment of the present invention the step of sending the first and second key generating file
also comprises sending metadata attached to each key generating file, respectively.

[0018] In yet another preferred embodiment of the present invention the metadata comprises a constant to be used for the
generation of both the first and second encryption key. The metadata may also comprise information about the encryption key
length.

[0019] In another embodiment the key length may be randomly generated, within a predetermined interval.

[0020] According to a fourth aspect of the invention a computer program is provided which comprises code means for performing
the steps of the method, when the program is run on a computer.

[0021] According to a fifth aspect of the invention a computer program product is provided, which comprises program code
means stored on a computer readable medium for performing the steps of the method, when said product is run on a computer.
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[0022] The great benefit of the present invention is that the key is generated at the nodes that want to communicate with each
other and thus there is no need for key distribution.

Brief description of the drawings

[0023] The invention is described in the following with reference to the accompanying drawings, in which

Figure 1 is a flow chart showing the method for generating a cryptographic key according to the present invention,
Figure 2 is an example of a key generating file sent from the central server to the nodes that want to communicate,
Figure 3 is an example of a constant used for generating the first and second intermediate data set,

Figure 4 is an example of the first intermediate data set at the first node A and the second intermediate data set at the second
node B,

Figure 5 is an example of a matching process between the first and second intermediate data set and the generation of a
cryptographic key for the second node B, and

Figure 6 is an example of the generation of a cryptographic key for the first node A.

Detailed description the invention

[0024] The present invention will now be described in detail with help of different embodiments thereof. The embodiments should
be seen as examples and explanatory for understanding the invention and not as limiting.

[0025] Figure 1 shows the method for generating a cryptographic key according to the present invention. The overall method is
executed by two nodes A and B that want to set up secure communication with each other by using a secure
encryption/decryption key. Furthermore, the method is executed with aid of a central server 2. In figure 1, the first node A is
shown on the left hand side and the second node B on the right hand side, i.e. the steps performed by the first node A are shown
on the left hand side of the dashed line and the steps performed by the second node B are shown on the right hand side of the
dashed line. In practice the first node A may be a computer, the user of which may want to start secure communication with a
computer, the second node B, at his bank. As is evident for a person skilled in the art, both the first node A and the second node
B may be any communication devices that want to communicate with each other.

[0026] The central server 2 may be any communication device capable of receiving and sending data in a secure way with help
of some kind of security certificate. In order for a node to be able to use the key generating method according to the present
invention, the node needs to be authorized to communicate with the central server 2. Thus, the central server 2 keeps track of all
users that are authorized to use the key generating method. As mentioned above the communication between the central sever 2
and the nodes or vice versa is secure by using some kind of security certificate. Preferably, an X509 certificate or the like is used
for secure communication.

[0027] The method for generating an encryption/decryption key according to the present invention will now be described by way
of an example. The method starts with that a node, in this example the first node A, sends a request to the central server 2 for
setting up safe communication with the second node B. The central server 2 first checks if the first node A is authorized to set up
communication with the second node B and also that the second node B is authorized to communicate with the central server 2
and the first node A. If both nodes are authorized to start communication with each other, the central server 2, in response to the
request from the first node A, will send a first key generating file to the first node A and a second key generating file to the second
node B.

[0028] Figure 2 shows an example of a key generating file that is sent from the central server to the first node A and the second
node B. The file contains a process file, which when executed by the first node A and the second node B will generate the
encryption/decryption key. Since the processes at the first node A and the second node B are different, which will be explained
below, the process file sent to the first node A differs from the process file sent to the second node B. As is evident from figure 2,
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the key generating file also contains metadata M1, M2...Mn. The metadata may contain information to be used for generating the
encryption/decryption key and the same metadata will be sent both to the first node A and the second node B. Examples of
metadata is a constant used to generate the keys. Figure 3 shows an example of such constant used for generating a first and a
second intermediate data set used during key generation. The metadata may also contain a time tag to be used for comparing if
both key generating files have the same origin.

[0029] Furthermore, the metadata may also contain information about the key length to be used or which bits of the key that
should be used for generating the key. As is evident for a person skilled in the art there may be a number of other metadata that
may be used in order to further increase the security of the key generating process.

[0030] When the key generating file has been received by the first node A and the second node B, each node will start
processing the file. Firstly, the first node A will generate a first intermediate data set and the second node B will generate a
second intermediate data set by using the value of the constant, as depicted in figure 3. The constant contains, in this case, four
binary bits each associated with letter. The length of the constant may vary arbitrary and the bits may be associated with letters,
figures, greek symbols etc.

[0031] An example of the first intermediate data set for the first node A and the second intermediate data set for the second
node B is shown in figure 4. The intermediate data sets are generated by using some kind of known pseudorandom number
generator, using such pseudorandom algorithms as Blum Blum Shub, Fortuna or the Mersenne twister, for generating a random
sequence of, in this case, the letters A-D. The random sequence of the letters is shown in the header of the first and second
intermediate data set in figure 4. Thus, in order to generate the intermediate data set the sequence of the letters is first pseudo
randomly determined and thereafter the correct value associated with the letter according to the constant in figure 3 will be
allotted. If this allotting results in generating for example only zeros or only ones for the intermediate data set this result may be
filtered out and a new random sequence is generated.

[0032] Since both the first and the second intermediate data set are generated pseudo randomly they will never be the same.
The length of the intermediate data sets in this example is only 8 bits in order to readily illustrate the present invention in an
example. In practice however, the length of the intermediate data sets is typically between 64 to 2048 bits. The bit length may be
part of the metadata as mentioned above and may be set randomly by the central server 2 each time a new request is made from
a node.

[0033] After the generation of the first and second intermediate data set, the first node will send the first intermediate data set to
the second node B without any protection, i.e. publicly.

[0034] The second node B will compare the first and second intermediate data set with each other. The result of the comparison
is called Match 1 in the table shown in figure 5. Value A and value B correspond to the first and second intermediate data set,
respectively. The comparison is a bit by bit comparison and the result is True if the value for first and second intermediate data
set bit, respectively, is equal and False if they are unequal. The result, Match 1, of the comparison is used to create a new third
intermediate data set, Value 1, by setting a first value if the compared bits are equal and a second value if the compared bits are
unequal. In this case 1 is used when the compared bits are equal and 0 is used if the bits are unequal. However, it could also be
the other way around without departing from the present invention.

[0035] The third intermediate data set is then publicly sent from the second node B to the first node A. The first node A then
generates a first cryptographic key based on a bit by bit comparison between the third and the first intermediate data set by
keeping the value of the bit of the first intermediate data set if the corresponding bit of the third intermediate data set is set to the
first value and ignoring the bit of the first intermediate data set if the corresponding bit of the third intermediate data set is set to
the second value. In this case the, which is shown in figure 8, the first value corresponds to 1 and the second value to 0. As is
evident of figure 6, the key comprises four bits instead of the original eight bits, since four bits have been ignored during the
generation of the key.

[0036] As mentioned above both the first intermediate data set and the third intermediate data set is sent publicly. Even if they
were intercepted there is no way for a third party to generate a key using this data, since the value of a 1 in the third data set doe
not really means the value 1, but only that the first data set and the second data set have the same value. Thus, a 1 in the third
data set may actually be either a 1 or a 0.

[0037] In node B the second cryptographic key is generated based on the bit by bit comparison between the first and the second
intermediate data set, see figure 5, by keeping the value of the bit of the second intermediate data set if the corresponding bit of
the first intermediate data set is equal and ignoring the bit of the second intermediate data set if the compared bits are unequal.
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As can be seen said first and second cryptographic key are the same keys. The keys may then be used for encryption/decryption
of information sent between the first node A and the second node B. Any known encryption method may be used together with the
key generated by method according to the present invention. Thus, the present invention is not directed to how the
encryption/decryption is made but towards the generation of cryptographic keys. The generated key will be valid as long as the
communication session between the first and second node is active. Furthermore, when the key has been generated by the first
node A and the second node B, the key generation files received by the central server will be deleted in respective node.

[0038] Now the overall method of the present invention has been described in detail. However the present invention also relates
to a method for generating an encryption/decryption key at the first node A. This method is a subset of the overall method
described above and will therefore be described briefly. The method executed by the first mode starts out with sending a request
to the central server 2 for setting up safe communication with the second node B. The first node then receives the first key
generating file from to the central server 2 and stars processing it. This will generate the first intermediate data set, which as
mentioned above is sent to the second node B.

[0039] The first node Awill then receive the third intermediate data set from the second node B and compare the bits of the third
intermediate data set with the corresponding bits of the first intermediate data set. The first node A will generate the first
encryption key based on the bit by bit comparison between the third and the first intermediate data set by keeping the value of
the bit of the first intermediate data set if the corresponding bit of the third intermediate data set is set to the first value and
ignoring the bit of the first intermediate data set if the corresponding bit of the third intermediate data set is set to the second
value.

[0040] Also the second node B will execute a subset of the overall method, which now will be described briefly. The method for
generating an encryption/decryption key in the second node B starts out with that the second node B receives the second key
generating file from the central server 2 and starts processing it. This will generate the second intermediate data set. Thereafter
the second node B will receive the first intermediate data set from the first node A and compare bits of the first intermediate data
set with corresponding bits of the second intermediate data set. Thereafter the second node B will create a new third intermediate
data set based on the bit by bit comparison between the first and second intermediate data set by setting the first value if the
compared bits are equal and the second value if the compared bits are unequal. The third intermediate data set is then sent to
the first node A.

[0041] The second node B then generates the second encryption key based on the bit by bit comparison between the first and
the second intermediate data set by keeping the value of the bit of the second intermediate data set if the corresponding bit of
the first intermediate data set is equal and ignoring the bit of the second intermediate data set if the compared bits are unequal.

[0042] Thus, with the method described above it is possible to, in an easy and secure way, generate cryptographic keys where
they are used, i.e. at the nodes. This is very beneficial since the need for distributing keys does not longer exist. The key is of the
one-time type and will only be valid for one communication session and as long as it is active. Furthermore, the keys are
generated in two independent processes at two separate nodes.

[0043] Even if it is believed that the above method is very safe the safety may be further improved by making use of the
metadata attached to the key generating file. For example the metadata may state that only every third or second bit of the result
of the key generation process should be used as a key. A similar use of metadata could also state that only every third or second
bit should be read when the first node A and the second node B communicates with each other during the key generating
process.

[0044] It shall be understood that even if the invention has been described with reference to preferred embodiments the
invention is not limited thereto. There are many other embodiments and variations that are likewise within the scope of the
invention, which is best defined by the accompanying claims.

REFERENCES CITED IN THE DESCRIPTION
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PATENTKRAV

1. Fremgangsmade til generering af en krypterings-/dekrypteringsnggle, der
er anvendelig til sikker kommunikation mellem en farste node (A) og en anden
node (B), hvor den genererede nggle kun er gyldig til én kommunikationssession
mellem den forste node (A) og den anden node (B), og sa leenge som
kommunikationssessionen er aktiv, hvilken fremgangsmade omfatter felgende trin:
afsendelse af en forespgrgsel fra den farste node (A) til en central server
(2) om etablering af sikker kommunikation med den anden node (B),
afsendelse fra den centrale server (2) af en farste noaglegenererende fil il
den fgrste node (A) og en anden naglegenererende fil til den anden node
(B) som svar pa forespargslen fra den forste node (A),
indledning af behandling af den forste ngglegenererende fil i den farste
node (A) og den anden ngglegenererende fil i den anden node (B),
generering af et forste mellemdatasaet ved den farste node (A) og et andet
mellemdatasaet ved den anden node (B),
afsendelse af det farste mellemdatasaet fra den farste node (A) til den
anden node (B),
sammenligning af bits i det forste mellemdataseet med bits i det andet
mellemdataseet,
dannelse af et nyt tredje mellemdatasaet baseret pa bit for bit
sammenligningen mellem det forste og andet mellemdataseet ved at
fastseette en forste veerdi, hvis de sammenlignede bits er ens, og en
anden veerdi, hvis de sammenlignede bits er uens,
afsendelse af det tredje mellemdataseet fra den anden node (B) til den
farste node (A),
sammenligning af bits i det tredje mellemdatasaet med de tilsvarende bits i
det forste mellemdatasaet,
generering af en forste kryptografisk nagle baseret pa bit for bit
sammenligningen mellem det tredje og det farste mellemdatasaet ved
bevarelse af veerdien af bitten i det forste mellemdatasaet, hvis den
tilsvarende bit i det tredje mellemdataseet er fastsat til den fgrste veerdi, og
ignorering af bitten i det forste mellemdataseet, hvis den tilsvarende bit i
det tredje mellemdataseet er fastsat til den anden vaerdi,
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generering af en anden kryptografisk nggle baseret pa bit for bit
sammenligningen mellem det forste og det andet mellemdataseaet ved
bevarelse af vaerdien af bitten i det andet mellemdatasaet, hvis den
tilsvarende bit i det forste mellemdataseet er ens, og ignorering af bitten i
det andet mellemdataseet, hvis de sammenlignede bits er uens, hvorved

den farste og anden kryptografiske nggle er den samme.

2. Fremgangsmade ifglge krav 1, hvor trinnet med afsendelse af den forste
noglegenererende fil til den farste node (A) og den anden ngglegenererende fil til
den anden node (B) ogsa omfatter afsendelse af metadata knyttet til hver af de

respektive ngglegenererende filer.

3. Fremgangsmade ifglge krav 2, hvor metadataene omfatter en konstant til

anvendelse ved genereringen af bade den fgrste og anden kryptografiske nggle.

4. Fremgangsmade ifglge krav 2 eller 3, hvor metadataene omfatter

information om den kryptografiske ngglelaengde.

5. Fremgangsmade ifalge krav 4, yderligere omfattende et trin med tilfaeldig

generering af den kryptografiske naggleleengde inden for et forudbestemt interval.

6. Fremgangsmade til generering af en krypterings-/dekrypteringsnagle i en
farste node (A), der er anvendelig til sikker kommunikation mellem den forste
node (A) og en anden node (B), hvor den genererede nggle kun er gyldig til €n
kommunikationssession mellem den farste node (A) og den anden node (B), og s&
lzenge kommunikationssessionen er aktiv, hvilkken fremgangsmade omfatter
falgende trin:

afsendelse af en anmodning til en central server (2) om etablering af

sikker kommunikation med den anden node (B),

modtagelse af en fgrste ngglegenererende fil fra den centrale server (2)

som svar pa anmodningen,

behandling af den farste ngglegenererende fil,

generering af et forste mellemdataseet,

afsendelse af det farste mellemdatasaet til den anden node (B),
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modtagelse af et tredje mellemdataseet fra den anden node (B),
sammenligning af bits i det tredje mellemdatasaet med tilsvarende bits i
det forste mellemdatasaet,

generering af en farste kryptografisk nagle baseret pa bit for bit
sammenligningen mellem det tredje og det farste mellemdatasaet ved
bevarelse af veerdien af bitten i det forste mellemdatasaet, hvis den
tilsvarende bit i det tredje mellemdataseet er fastsat til en fgrste veerdi, og
ignorering af bitten i det forste mellemdataseet, hvis den tilsvarende bit i

det tredje mellemdataseet er fastsat til en anden veerdi.

7. Fremgangsmade ifalge krav 6, hvor trinnet med modtagelse af den forste

noglegenererende fil ogsa omfatter modtagelse af metadata knyttet til filen.

8. Fremgangsmade ifglge krav 7, hvor metadataene omfatter en konstant til
anvendelse ved generering af den farste kryptografiske nggle.

9. Fremgangsmade ifalge krav 7 eller 8, hvor metadataene omfatter

information om den kryptografiske nggleleengde.

10. Fremgangsmade til generering af en krypterings-/dekrypteringsnagle i en
anden node (B), der er anvendelig til sikker kommunikation mellem en fgrste node
(A) og den anden node (B), hvor den genererede nagle kun er gyldig til én
kommunikationssession mellem den farste node (A) og den anden node (B), og s&
lzenge kommunikationssessionen er aktiv, hvilkken fremgangsmade omfatter
falgende trin:

modtagelse af en anden ngglegenererende fil fra en central server (2) som

svar p& en anmodning fra den fgrste node (A) om pabegyndelse af sikker

kommunikation mellem den forste node (A) og den anden node (B),

behandling af den anden ngglegenererende fil,

generering af et andet mellemdatasaet,

modtagelse af et forste mellemdataseet fra den forste node (A),

sammenligning af bits i det farste mellemdatasaet med tilsvarende bits i

det andet mellemdataseet,
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dannelse af et nyt tredje mellemdatasast baseret pa bit for bit
sammenligningen mellem det forste og andet mellemdataseet ved at seette
en forste veerdi, hvis de sammenlignede bits er ens, og en anden veerdi,
hvis de sammenlignede bits er uens,

afsendelse af det tredje mellemdataseet til den fgrste node (A),

generering af en anden kryptografisk nogle baseret pa bit for bit
sammenligningen mellem det farste og det andet mellemdatasaet ved
bevarelse af veerdien af bitten i det andet mellemdataseet, hvis den
tilsvarende bit i det farste mellemdatasaet er ens, og ignorering af bitten i
det andet mellemdataseet, hvis de sammenlignede bits er uens.

11. Fremgangsmade ifelge krav 10, hvor trinnet med modtagelse af den
anden ngglegenererende fil ogsa omfatter modtagelse af metadata knyttet til filen.

12. Fremgangsmade ifglge krav 11, hvor metadataene omfatter en konstant til

anvendelse ved generering af den anden kryptografiske nggle.

13. Fremgangsmade ifelge krav 11 eller 12, hvor metadataene omfatter
information om den kryptografiske nggleleengde

14. Computerprogram omfattende programkode til udforelse af alle trinnene i

ethvert af kravene 1-13, nar programmet eksekveres pa en computer.

15. Computerprogramprodukt omfattende programkode lagret pa et
computerlaesbart medium til udforelse af fremgangsmaden ifglge ethvert af

kravene 1-13, nér programkoden eksekveres pa en computer.
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