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tronic device. In particular, when a digitally signed update package containing
the update is received from an updating device (such as a server), the secure
element identifies any previous versions of the applet installed on the secure
element. If there are any previously installed versions, the secure element veri-
fies the digital signature of the update package using an encryption key associ-
ated with a vendor of the secure element. Then, the secure element uninstalls
y the previous versions of the applet and exports the associated user data. Next,
the secure element installs the update to the applet, and personalizes the new
version of the applet using the user data.
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APPLET MIGRATION IN A SECURE ELEMENT

Inventors: Ahmer A. Khan, Joakim Linde and Mehdi Ziat

BACKGROUND

Field
[001] The described embodiments relate generally to wireless electronic devices, and

more specifically to techniques for updating an applet installed on a wireless electronic device.

Related Art

[002] Many modern electronic devices typically include a networking subsystem that is
used to wirelessly communicate with other electronic devices. For example, these electronic
devices can include a networking subsystem with a cellular network interface (UMTS, LTE, etc.),
a wireless local area network interface (e.g., a wireless network such as described in the Institute
of Electrical and Electronics Engineers (IEEE) 802.11 standard or Bluetooth™ from the
Bluetooth Special Interests Group of Kirkland, Washington), and/or another type of wireless
interface (such as a near-field-communication interface).

[003] Presently, interest is increasing in using such electronic devices to conduct
financial transactions. To facilitate this functionality, an electronic device may include a secure
element to provide: security, confidentiality, and one or more application environments. The
secure element may include one or more applets or applications (such as a payment applet
associated with a credit card) that execute in an environment of the secure element, where the
applets allow the secure element to conduct a financial transaction with another electronic device,
such as a point-of-sale terminal.

[004] However, it can be difficult to securely update such an applet. In particular, if an
old version of the applet is uninstalled or deleted prior to installing the new version of the applet,
user data may be lost. Moreover, migrating the user data from the old version of the applet to the
electronic device prior to the installation poses a security risk.

[005] In addition, problems are also associated with installing the new version of the
applet from a secure server. In particular, the server may become a bottleneck, especially if the

applet needs to be concurrently updated on many electronic devices.
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[006] Hence, there is a need for a scalable and secure technique to update applets

installed on electronic devices.

SUMMARY

[007] The described embodiments relate to an electronic device (such as a cellular
telephone) that includes: an antenna; an interface circuit that wirelessly communicates with an
updating device (which provides updates to the electronic device); and a secure element. During
operation, the secure element receives, from the updating device, an update package with a
digital signature, where the update package includes an update to an applet installed on the secure
element. Then, the secure element identifies at least one previous version of the applet installed
on the secure element. The secure element may also optionally verify the digital signature using
an encryption key associated with a vendor of the secure element. (However, in other
embodiments the encryption key may be associated with a provider of the electronic device
and/or a certification authority.) Next, the secure element uninstalls the at least one previous
version of the applet, and exports user data associated with the at least one previous version of
the applet. Furthermore, the secure element installs the update to the applet, and personalizes the
applet using the user data.

[008] In some embodiments, prior to installing the update to the applet, the secure
element identifies two or more versions of the applet previously installed on the secure element,
and uninstalls the two or more previously installed versions of the applet.

[009] Additionally, prior to installing the update to the applet, the secure element may
decrypt the update package using a second encryption key associated with the vendor. This
second encryption key may be the same as or different from the encryption key.

[010] Note that the at least one previous version of the applet may be identified by
searching a registry associated with a normal operating system that is executed by a processor in
the secure element.

[011] Moreover, the digital signature may be associated with a private encryption key of
the vendor, and the secure element may verify the digital signature using a corresponding public
encryption key of the vendor. However, in other embodiments symmetric encryption keys are
used. Thus, the digital signature may be associated with the encryption key of the vendor, and
the secure element may optionally verify the digital signature using the encryption key of the
vendor (once again, in other embodiments the encryption key may be associated with a provider

of the electronic device and/or a certification authority).
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[012] Furthermore, the receiving, identifying, verifying, uninstalling, installing and/or
personalizing operations may be performed by an updating operating system that is executed by
the processor in the secure element, and the updating operating system may be separate from the
normal operating system, executed by the processor, which performs other functions of the
secure element.

[013] In some embodiments, the secure element includes the processor, and memory,
coupled to the processor, which stores a program module executed by the processor. The
program module may include instructions for at least some of the aforementioned operations
performed by the secure element.

[014] Another embodiment provides the secure element.

[015] Another embodiment provides a computer-program product for use in conjunction
with the secure element in the electronic device. This computer-program product may include
instructions for at least some of the aforementioned operations performed by the secure element.

[016] Another embodiment provides a method for updating the applet installed in the
secure element in the electronic device, which may be performed by the processor in the secure
element. During operation, the processor receives, from the updating device, the update package
with the digital signature, where the update package includes the update to the applet installed on
the secure element. Then, the processor identifies the at least one previous version of the applet
installed on the secure element. The processor also verifies the digital signature using the
encryption key associated with the vendor of the secure element. Next, the processor uninstalls
the at least one previous version of the applet and exports the user data associated with the at
least one previous version of the applet. Furthermore, the processor installs the update to the
applet, and personalizes the applet using the user data.

[017] Another embodiment provides a system that includes the electronic device and the
updating device.

[018] The preceding summary is provided for purposes of summarizing some exemplary
embodiments to provide a basic understanding of aspects of the subject matter described herein.
Accordingly, the above-described features are merely examples and should not be construed as
narrowing the scope or spirit of the subject matter described herein in any way. Other features,
aspects, and advantages of the subject matter described herein will become apparent from the

following Detailed Description, Figures, and Claims.
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BRIEF DESCRIPTION OF THE FIGURES

[019] FIG. 1 is a block diagram illustrating electronic devices communicating in
accordance with an embodiment of the present disclosure.

[020] FIG. 2 is a block diagram illustrating one of the electronic devices of FIG. 1 in
accordance with an embodiment of the present disclosure.

[021] FIG. 3 is a flow diagram illustrating a method for updating an applet installed on
one of the electronic devices in FIG. 1 in accordance with an embodiment of the present
disclosure.

[022] FIG. 4 is a flow diagram illustrating a method for uninstalling a version of an
applet and exporting personal data in one of the electronic devices in FIG. 1 in accordance with
an embodiment of the present disclosure.

[023] FIG. 5 is a drawing illustrating communication within one of the electronic
devices in FIG. 1 in accordance with an embodiment of the present disclosure.

[024] FIG. 6 is a flow diagram illustrating a method for installing a new version of an
applet and importing personal data in one of the electronic devices in FIG. 1 in accordance with
an embodiment of the present disclosure.

[025] FIG. 7 is a drawing illustrating communication within one of the electronic
devices in FIG. 1 in accordance with an embodiment of the present disclosure.

[026] FIG. 8 is a drawing illustrating registry entries in a secure element in one of the
electronic devices in FIG. 1 in accordance with an embodiment of the present disclosure.

[027] FIG. 9 is a drawing illustrating a preflight script in the method of FIG. 6 in
accordance with an embodiment of the present disclosure.

[028] Note that like reference numerals refer to corresponding parts throughout the
drawings. Moreover, multiple instances of the same part are designated by a common prefix

separated from an instance number by a dash.

DETAILED DESCRIPTION
[029] An electronic device (such as a cellular telephone) automatically installs and
personalizes updates to an applet on a secure element in the electronic device (which is
sometimes referred to as ‘applet migration’). In particular, when a digitally signed update
package containing the update is received from an updating device (such as a server), the secure
element identifies any previous versions of the applet installed on the secure element. If there are
any previously installed versions, the secure element may optionally verify the digital signature

of the update package using an encryption key associated with a vendor of the secure element.
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(However, in other embodiments the encryption key is associated with a provider of the
electronic device and/or a certification authority.) Then, the secure element uninstalls the
previous versions of the applet and exports the associated user data. Next, the secure element
installs the update to the applet, and personalizes the new version of the applet using the user
data. In this way, the electronic device provides a scalable update solution while maintaining the
personalization from the previous versions of the applet.

[030] The update package may be received via wireless communication between the
electronic device and the updating device. This wireless communication may involve conveying
packets that are transmitted and received by radios in the electronic device and the updating
device in accordance with a communication protocol, such as an Institute of Electrical and
Electronics Engineers (IEEE) 802.11 standard, Bluetooth™ (from the Bluetooth Special Interests
Group of Kirkland, Washington), and/or another type of wireless interface, such as a near-field-
communication standard or specification (from the NFC Forum of Wakefield, Massachusetts). In
addition, the communication protocol may be compatible with a 3™ generation of mobile
telecommunications technology (such as a communication protocol that complies with the
International Mobile Telecommunications-2000 specifications by the International
Telecommunication Union of Geneva, Switzerland), a 4™ generation of mobile
telecommunications technology (such as a communication protocol that complies with the
International Mobile Telecommunications Advanced specification by the International
Telecommunication Union of Geneva, Switzerland), and/or another cellular-telephone
communication technique. In the discussion that follows, a cellular-telephone communication
technique is used as an illustrative example.

[031] The communication between the electronic device and the updating device is
shown in FIG. 1, which presents a block diagram illustrating electronic device 110 and updating
device 112 communicating. As described further below with reference to FIGs. 3-7, these
electronic devices may communicate when updating device 112 (such as a server or an update
computer) provides an update package with an update to a previous version of an applet (i.e., a
new version of the applet) that is installed on electronic device 110 (such as a cellular telephone).
For example, the previous version of the applet may be installed on a secure element in electronic
device 110. In addition, a user of electronic device 110 may have previously customized or
personalized the previous version with user data.

[032] In the update technique described below, the secure element determines if the
update package is relevant for electronic device 110 by identifying at least one (and, in some

embodiments, all) previously installed versions (or alternatively, instances) of the applet. Then,
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the secure element authenticates the update package by verifying a digital signature, which is
associated with a vendor of the secure element. (Alternatively, the digital signature may be
associated with a provider of electronic device 110 or an applet installed on a secure element in
electronic device 110.) For example, the secure element may use an encryption key associated
with the vendor (such as a public encryption key) to verify the update package. In addition, the
secure element may decrypt the update package using a second encryption key, which may be the
same or different from the encryption key. In an exemplary embodiment, a public-private
encryption-key technique is used. In particular, the update package may be signed using the
private encryption key of the vendor, and the digital signature may be verified and the update
package may be decrypted using the public encryption key of the vendor. However, in other
embodiments a symmetric encryption technique is used. Thus, the same encryption key may be
used to sign, encrypt and/or decrypt the update package.

[033] Then, the secure element uninstalls the at least one (and, in some embodiments,
all) previous versions of the applet and exports the associated user data. Next, the secure element
installs the update to the applet, and personalizes the new version of the applet using the user
data.

[034] In these ways, electronic device 110 and updating device 112 may be used to
securely and flexibly disseminate and install personalized updates to one or more applets
previously installed on electronic device 110, while migrating or keeping the associated user
data.

[035] As noted previously, the communication between electronic device 110 and/or
updating device 112 may involve the exchange of packets that include the update package.
These packets may be included in frames in one or more wireless channels.

[036] As described further below with reference to FIG. 2, electronic device 110 and/or
updating device 112 may include subsystems, such as: a networking subsystem, a memory
subsystem, a processing subsystem and a secure subsystem. In addition, electronic device 110
and/or updating device 112 may include radios 114 in the networking subsystems. More
generally, electronic device 110 and/or updating device 112 can include (or can be included
within) any electronic devices with networking subsystems that enable electronic device 110
and/or updating device 112 to wirelessly communicate with another electronic device. This can
comprise transmitting frames on wireless channels to enable electronic devices to make initial
contact, followed by exchanging subsequent data/management frames (such as connect requests
to establish a connection), configuring security options (e.g., IPSEC), transmitting and receiving

packets or frames, etc.
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[037] As can be seen in FIG. 1, wireless signals 116 (represented by a jagged line) are
transmitted from/received by a radio 114-1 in electronic device 110. These wireless signals are
received by/transmitted from radio 114-2 in updating device 112. (Note that the communication
between electronic device 110 and/or updating device 112 may also occur via network 118,
which may involve wired communication with a different communication protocol than wireless
signals 116.) Moreover, the wireless communication may or may not involve a connection being
established between electronic device 110 and/or updating device 112, and therefore may or may
not involve communication via a wireless network (such as a cellular-telephone network).

[038] In the described embodiments, processing a packet or frame in electronic device
110 and/or updating device 112 includes: receiving wireless signals 116 with the packet or frame;
decoding/extracting the packet or frame from received wireless signals 116 to acquire the packet
or frame; and processing the packet or frame to determine information contained in the packet or
frame (such as at least a portion of the update package).

[039] As noted previously, in general communication between electronic device 110
and/or updating device 112 may be encrypted. This encryption may use an encryption key (such
as an encryption key associated with the applet and/or the vendor of the secure element).
Furthermore, the encryption may use symmetric or asymmetric encryption techniques.

[040] Although we describe the environment shown in FIG. 1 as an example, in
alternative embodiments, different numbers or types of electronic devices may be present. For
example, some embodiments comprise more or fewer electronic devices. As another example, in
another embodiment, different electronic devices transmit and/or receive packets or frames.

[041] We now describe embodiments of the electronic device. FIG. 2 presents a block
diagram illustrating electronic device 110. This electronic device includes processing subsystem
210, memory subsystem 212, networking subsystem 214, authentication subsystem 216 and
secure subsystem 218. Processing subsystem 210 includes one or more devices configured to
perform computational operations. For example, processing subsystem 210 can include one or
more microprocessors, application-specific integrated circuits (4SICs), microcontrollers,
programmable-logic devices, and/or one or more digital signal processors (DSPs).

[042] In addition, processing subsystem 210 may include a secure enclave processor 220
(which is a system-on-chip within one or more processors in processing subsystem 210) that
performs security services for other components in the processing subsystem 210 and that
securely communicates with other subsystems in electronic device 110. Secure enclave
processor 220 may include one or more processors, a secure boot ROM, one or more security

peripherals, and/or other components. The security peripherals may be hardware-configured to



10

15

20

25

30

WO 2015/102944 PCT/US2014/071481

assist in the secure services performed by secure enclave processor 220. For example, the
security peripherals may include: authentication hardware implementing various authentication
techniques, encryption hardware configured to perform encryption, secure-interface controllers
configured to communicate over the secure interface to other components, and/or other
components. In some embodiments, instructions executable by secure enclave processor 220 are
stored in a trust zone in memory subsystem 212 that is assigned to secure enclave processor 220,
and secure enclave processor 220 fetches the instructions from the trust zone for execution.
Secure enclave processor 220 may be isolated from the rest of processing subsystem 210 except
for a carefully controlled interface, thus forming a secure enclave for secure enclave processor
220 and its components. Because the interface to secure enclave processor 220 is carefully
controlled, direct access to components within secure enclave processor 220 (such as a processor
or a secure boot ROM) may be prevented. In some embodiments, secure enclave processor 220
encrypts and/or decrypts authentication information communicated with authentication
subsystem 216, and encrypts and/or decrypts information (such as tokens) communicated with
secure subsystem 218. Furthermore, secure enclave processor 220 may compare authentication
information with stored authentication and, if a match is obtained, may provide an encrypted
token with an authentication-complete indicator to a secure element 230 and/or may assert the
authentication-complete indicator as a flag in operating system 244,

[043] Memory subsystem 212 includes one or more devices for storing data and/or
instructions for processing subsystem 210, networking subsystem 214, authentication subsystem
216 and/or secure subsystem 218. For example, memory subsystem 212 can include dynamic
random access memory (DRAM), static random access memory (SRAM), and/or other types of
memory. In some embodiments, instructions for processing subsystem 210 in memory
subsystem 212 include: one or more program modules or sets of instructions (such as program
module 246, e.g., a digital wallet, a passbook and/or a mobile payments application), which may
be executed by processing subsystem 210. Note that the one or more computer programs may
constitute a computer-program mechanism or a program module. Moreover, instructions in the
various modules in memory subsystem 212 may be implemented in: a high-level procedural
language, an object-oriented programming language, and/or in an assembly or machine language.
Furthermore, the programming language may be compiled or interpreted, e.g., configurable or
configured (which may be used interchangeably in this discussion), to be executed by processing
subsystem 210.

[044] In addition, memory subsystem 212 can include mechanisms for controlling

access to the memory. In some embodiments, memory subsystem 212 includes a memory
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hierarchy that comprises one or more caches coupled to a memory in electronic device 110. In
some of these embodiments, one or more of the caches is located in processing subsystem 210.

[045] In some embodiments, memory subsystem 212 is coupled to one or more high-
capacity mass-storage devices (not shown). For example, memory subsystem 212 can be
coupled to a magnetic or optical drive, a solid-state drive, or another type of mass-storage device.
In these embodiments, memory subsystem 212 can be used by electronic device 110 as fast-
access storage for often-used data, while the mass-storage device is used to store less frequently
used data.

[046] Networking subsystem 214 includes one or more devices configured to couple to
and communicate on a wired and/or wireless network (i.e., to perform network operations),
including an interface circuit 222 (such as a near-field-communication circuit) and an antenna
224. For example, networking subsystem 214 can include a Bluetooth™ networking system, a
cellular networking system (e.g., a 3G/4G network such as UMTS, LTE, etc.), a universal serial
bus (USB) networking system, a networking system based on the standards described in IEEE
802.11 (e.g., a Wi-Fi® networking system), an Ethernet networking system, and/or another
communication system (such as a near-field-communication system).

[047] Networking subsystem 214 includes processors, controllers, radios/antennas,
sockets/plugs, and/or other devices used for coupling to, communicating on, and handling data
and events for each supported networking or communication system. Note that mechanisms used
for coupling to, communicating on, and handling data and events on the network for each
network system are sometimes collectively referred to as a ‘network interface’ for the network
system. Moreover, in some embodiments a ‘network’ between the electronic devices does not
yet exist. Therefore, electronic device 110 may use the mechanisms in networking subsystem
214 for performing simple wireless communication between electronic device 110 and updating
device 112 (FIG. 1), e.g., transmitting advertising frames and/or near-field communication.

[048] Authentication subsystem 216 may include one or more processors, controllers
and devices for receiving the authentication information from a user of electronic device 110, and
for securely communicating this authentication information to processing subsystem 210 (such as
by encrypting the authentication information). For example, the authentication information may
include: a biometric identifier acquired by a biometric sensor 226 (such as: a fingerprint sensor, a
retinal sensor, a palm sensor, a digital signature-identification sensor, etc.); a personal
identification number (PIN) associated with one of payment applets 236 that is received using a

user-interface device 228 (such as a keypad, a touch-sensitive display, optical character
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recognition and/or voice recognition); and a passcode for unlocking at least some functionality of
electronic device 110 that is received using user-interface device 228.

[049] Furthermore, secure subsystem 218 may include a secure element 230, which
includes one or more processors and memory. Note that secure element 230 may be a tamper-
resistant component that is used in electronic device 110 to provide the security, confidentiality,
and multiple application environments required to support various business models. Secure
element 230 may exist in one or more of a variety of form factors, such as: a universal integrated
circuit card (UICC), an embedded secure element (on a circuit board in electronic device 110), a
smart secure digital (SD) card, a smart microSD card, etc.

[050] Moreover, secure element 230 may include one or more applets or applications
that execute in an environment of secure element 230 (such as in operating system 232 of secure
element 230, and/or in a Java runtime environment executing on the secure element 230). For
example, the one or more applets may include an authentication applet that: performs contactless
registry services, encrypts/decrypts packets or tokens communicated with secure enclave
processor 220, sets one or more software flags (such as an authentication-complete flag) in
operating system 232 of secure element 230, and/or conveys information to one or more payment
applets 236. The one or more applets may include one or more payment applets 236 that conduct
financial transactions with another electronic device when they are activated by program module
246, and based on the one or more software flags and/or when electronic device 110 is proximate
to the other electronic device. In particular, payment applets 236 may each be associated with a
financial vehicle (such as a credit card, a debit card, a prepaid debit card, a gift card and, more
generally, a financial vehicle provided by a financial institution, e.g., a bank, that is associated
with a financial account of a user, such as a user of electronic device 110). In addition, secure
element 230 may include information associated with the one or more payment applets 236 (such
as a financial credential, e.g., a device primary account number or DPAN, a PIN, e.g., a debit-
card number, which is associated with a given payment applet, and one or more encryption keys
that are associated with the given payment applet) that is used when conducting the financial
transactions. (Note that the DPAN may be associated with, but different than, a financial primary
account number or FPAN for the financial account, such as a credit-card number. The DPAN
may be a virtual identifier for the financial account.)

[051] The authentication applet may execute in a master or issuer security domain in
secure element 230 (such as controlling authority security domain), while payment applets 236
may execute in supplemental security domains. Communication between these security domains

may be encrypted using different encryption/decryption keys that are security-domain specific.
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In electronic device 110 and/or during communication between electronic device 110 and/or
updating device 112 (FIG. 1), encryption/decryption may involve symmetric and/or asymmetric
encryption. In addition, the information communicated may also include a digital signature that
is specific to electronic device 110 and/or components in electronic device 110, such as secure
element 230 or one of payment applets 236.

[052] During operation of electronic device 110, the user may use passbook 248 to
select or activate one or more of payment applets 236. If the payment applet supports an
authentication-complete flag (as indicated by the enabling or setting of authentication support in
the payment applet), in order for the payment applet to conduct a financial transaction with
another electronic device, the payment applet may need to be activated and the authentication-
complete flag may need to be set or enabled in secure element 230 (indicating that the user has
been authenticated). In contrast, for one of payment applets 236 that does not support the
authentication-complete flag, a financial transaction may be conducted when this payment applet
is active (i.e., operation of the payment applet is not gated by the setting or enabling of the
authentication-complete flag in secure element 230). While the present discussion illustrates the
use of a global authentication-complete flag, note that in some embodiments separate
authentication-complete flags are associated with at least some of payment applets 236 (i.e., there
may be a specific authentication-complete flag for a given payment applet, etc.).

[053] When electronic device 110 is proximate to the other electronic device (such as a
point-of-sale terminal) or when secure enclave processor 220 provides a payment command to
secure element 230, one of the specified, activated and/or authenticated payment applets 236 may
provide a payment packet (which may be encrypted or unencrypted) to interface circuit 222 or to
secure enclave processor 220 (which then provides the payment packet to interface circuit 222).
Then, interface circuit 222 may communicate the payment packet to the other electronic device
(such as a point-of-sale terminal) using antenna 224. Note that the payment packet may include
financial information (such as a financial credential or a DPAN associated with the one of the
payment applets 236).

[054] This financial information (as well as additional information provided by the other
electronic device, such as a merchant identifier, an amount of the financial transaction, etc.) may
be communicated by the other electronic device to a payment network 118 (FIG. 1) to complete a
financial transaction. Once the financial transaction is complete, a notification from a
management electronic device (which may be associated with a provider of electronic device

110) may be received by interface circuit 222. Passbook 248 may provide the notification to
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display subsystem 240 for display, so the user of electronic device 110 can be alerted that the
financial transaction was successfully completed.

[055] As noted previously, during the update technique electronic device 110 may
receive the digitally signed update package from updating device 112 (FIG. 1). In particular,
interface circuit 222 may receive the update package, and may provide the update package to
secure enclave processor 220. Then, secure enclave processor 220 may securely communicate
the update package to secure element 230. In response, operating system 232 (or a program
module executed by a processor in secure element 230 in an environment of operating system
232) may identify at least one previous version of one of applets 236 (such as a payment applet),
which is installed on secure element 230. For example, the at least one previous version of one
of applets 236 may be identified by searching a registry associated with operating system 232.

[056] Moreover, operating system 232 may optionally verify the digital signature using
an encryption key associated with a vendor of secure element 230 (or a vendor of the applet).
However, in other embodiments the encryption key is associated with a provider of the electronic
device and/or a certification authority.

[057] In some embodiments, operating system 232 decrypts the update package using a
second encryption key associated with the vendor of secure element 230 (or the vendor of the
applet). This second encryption key may be the same as or different from the encryption key.

[058] Next, operating system 232 may uninstall the at least one previous version of the
applet, and may export user data associated with the at least one previous version of the applet.
Furthermore, operating system 232 may install the update to the applet, and may personalize the
applet using the user data. The uninstalling (or deleting), exporting, installing and personalizing
of the applet may occur within a security domain on secure element 230.

[059] Note that one or more of the aforementioned operations performed by operating
system 232 may be performed by an updating operating system 234 (such as a high-end boot
loader) that is executed by the processor in the secure element. This updating operating system
may be separate from operating system 232, which performs other functions of secure element
230. Updating operating system 234 may update portions of operating system 232 and/or
software associated with one or more of applets 236.

[060] Within electronic device 110, processing subsystem 210, memory subsystem 212,
networking subsystem 214, authentication subsystem 216 and secure subsystem 218 may be
coupled using one or more interconnects, such as bus 238. These interconnects may include an
electrical, optical, and/or electro-optical connection that the subsystems can use to communicate

commands and data among one another. Note that different embodiments can include a different



10

15

20

25

30

WO 2015/102944 13 PCT/US2014/071481
number or configuration of electrical, optical, and/or electro-optical connections among the
subsystems. In some embodiments, electronic device 110 can detect tampering with secure
components (such as secure enclave processor 220, secure element 230 and/or bus 238) and may
destroy encryption/decryption keys or authentication information (such as a stored biometric
identifier) if tampering is detected.

[061] In some embodiments, electronic device 110 includes display subsystem 240 for
displaying information on a display (such as a notification of a successfully completed financial
transaction), which may include a display driver and the display, such as a liquid-crystal display,
a multi-touch touchscreen, etc. In addition, in some embodiments electronic device 110 includes
a secure input/output (I/0) subsystem 242 (such as a keypad) for receiving the PIN of the user
that is associated with one of payment applets 236. As noted previously, display subsystem 240
and/or secure 7/O subsystem 242 may be included in authentication subsystem 216.

[062] Electronic device 110 can be (or can be included in) any electronic device with at
least one network interface. For example, electronic device 110 can be (or can be included in): a
desktop computer, a laptop computer, a server, a media player (such as an MP3 player), an
appliance, a subnotebook/netbook, a tablet computer, a smartphone, a cellular telephone, a piece
of testing equipment, a network appliance, a set-top box, a personal digital assistant (PDA4), a toy,
a controller, a digital signal processor, a game console, a computational engine within an
appliance, a consumer-electronic device, a portable computing device, a personal organizer,
and/or another electronic device.

[063] Although specific components are used to describe electronic device 110, in
alternative embodiments, different components and/or subsystems may be present in electronic
device 110. For example, electronic device 110 may include one or more additional processing
subsystems, memory subsystems, networking subsystems, authentication subsystems, secure
subsystems, display subsystems and/or secure /O subsystems. Additionally, one or more of the
subsystems may not be present in electronic device 110. Moreover, in some embodiments,
electronic device 110 may include one or more additional subsystems that are not shown in FIG.
2. For example, electronic device 110 can include, but is not limited to, a data collection
subsystem, an audio and/or video subsystem, an alarm subsystem, and/or a media processing
subsystem. Also, although separate subsystems are shown in FIG. 2, in some embodiments,
some or all of a given subsystem or component can be integrated into one or more of the other
subsystems or components in electronic device 110. For example, in some embodiments
program module 246 is included in operating system 244. Alternatively or additionally, at least

some of the functionality of program module 246 may be included in passbook 248.
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[064] Moreover, the circuits and components in electronic device 110 may be
implemented using any combination of analog and/or digital circuitry, including: bipolar, PMOS
and/or NMOS gates or transistors. Furthermore, signals in these embodiments may include
digital signals that have approximately discrete values and/or analog signals that have continuous
values. Additionally, components and circuits may be single-ended or differential, and power
supplies may be unipolar or bipolar.

[065] An integrated circuit may implement some or all of the functionality of
networking subsystem 214 (such as a radio) and, more generally, some or all of the functionality
of electronic device 110. Moreover, the integrated circuit may include hardware and/or software
mechanisms that are used for transmitting wireless signals from electronic device 110 to, and
receiving signals at electronic device 110 from updating device 112 (FIG. 1). Aside from the
mechanisms herein described, radios are generally known in the art and hence are not described
in detail. In general, networking subsystem 214 and/or the integrated circuit can include any
number of radios. Note that the radios in multiple-radio embodiments function in a similar way
to the radios described in single-radio embodiments.

[066] In some embodiments, networking subsystem 214 and/or the integrated circuit
include a configuration mechanism (such as one or more hardware and/or software mechanisms)
that configures the radio(s) to transmit and/or receive on a given communication channel (e.g., a
given carrier frequency). For example, in some embodiments, the configuration mechanism can
be used to switch the radio from monitoring and/or transmitting on a given communication
channel to monitoring and/or transmitting on a different communication channel. (Note that
‘monitoring’ as used herein comprises receiving signals from other electronic devices and
possibly performing one or more processing operations on the received signals, e.g., determining
if the received signal comprises an advertising frame, etc.)

[067] While a communication protocol compatible with a cellular-telephone network
was used as an illustrative example, the described embodiments of the update technique may be
used in a variety of network or communication interfaces. Furthermore, while some of the
operations in the preceding embodiments were implemented in hardware or software, in general
the operations in the preceding embodiments can be implemented in a wide variety of
configurations and architectures. Therefore, some or all of the operations in the preceding
embodiments may be performed in hardware, in software or both.

[068] While the preceding discussion focused on the hardware, software and
functionality in electronic device 110, updating device 112 (FIG. 1) may have the same or similar

hardware (processors, memory, networking interfaces, etc.) and/or software to support the
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operations performed by these entities, as described further below with reference to FIGs. 3-7. In
particular, these entities may include one or more computer systems with a processing subsystem
that executes one or more program modules stored in a memory subsystem to perform the
operations, and one or more networking interfaces for communicating with other electronic
devices, such as electronic device 110.

[069] We now further describe updating or migrating the applet installed on the secure
element in the electronic device. FIG. 3 presents a flow diagram illustrating a method 300 for
updating an applet installed on an electronic device (such as electronic device 110 in FIG. 1),
which may be performed by a processor in a secure element in the electronic device. For
example, the processor may execute a program module that includes instructions for operations
in method 300. During operation, the processor receives, from an updating device, an update
package with a digital signature (operation 310), where the update package includes an update to
the applet installed on the secure element.

[070] Then, the processor identifies at least one previous version of the applet (operation
312) installed on the secure element. For example, the secure element may identify two or more
versions of the applet previously installed on the secure element, and may uninstall the two or
more previously installed versions of the applet. In some embodiments, the secure element
identifies all the previously installed versions of the applet, and uninstalls all of the previously
installed versions of the applet. Note that the at least one previous version of the applet may be
identified by searching a registry associated with a normal operating system that is executed by a
processor in the secure element.

[071] Moreover, the processor optionally verifies the digital signature using an
encryption key (operation 314), which may be associated with a vendor of the secure element.
(However, in other embodiments the encryption key is associated with a provider of the
electronic device and/or a certification authority.) In particular, the digital signature may be
associated with a private encryption key of the vendor, and the secure element may verify the
digital signature using a public encryption key of the vendor. However, in other embodiments
symmetric encryption keys are used. Thus, in these embodiments the digital signature may be
associated with the encryption key of the vendor, and the secure element may verify the digital
signature using the encryption key of the vendor.

[072] In some embodiments, the secure element optionally decrypts the update package
(operation 316) using a second encryption key, which may be associated with the vendor. This

second encryption key may be the same as or different from the encryption key.
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[073] Next, the processor uninstalls the at least one previous version of the applet, and
exports user data (operation 318) associated with the at least one previous version of the applet.

[074] Furthermore, the processor installs the update to the applet, and personalizes the
applet using the user data (operation 320).

[075] Note that one or more of the operations in method 300 may be performed by an
updating operating system that is executed by the processor in the secure element, and the
updating operating system may be separate from the normal operating system, executed by the
processor, which performs other functions of the secure element. (Alternatively, one or more of
the operations in method 300 may be performed by the normal operating system or by a program
module executing in an environment associated with the normal operating system.) This
approach is illustrated further below with reference to FIGs. 4 and 6.

[076] In an exemplary embodiment, the update technique allows updates to one or more
Java Card applets on an electronic device that includes a secure element (such as secure element
230 in FIG. 2). In addition to instantiating or installing the new version (or, alternatively, the
new instance) of the applet, the update technique may securely transfer of user data from the
previous version(s) of the applet (e.g., the currently installed version) to the new version of the
applet, and may uninstall (or delete) the previous version(s) of the applet. This update technique
may address several problems and challenges associated with secure updates to Java Card applets
installed on a secure element.

[077] In particular, in existing update techniques a Java Card applet may be loaded onto
the secure element in the form a binary (executable load file). An applet instance or version may
be installed from these binaries and may be used to support a variety of use-cases. Note that an
update package may include binaries for one or more applets having a common class application
identifier, or class AID (thus, updates for applets having different class A/Ds may be included in
different update packages). Updates to the applet software typically involve loading the binary
for a new version to the secure element, installing the new version of the applet and then
personalizing the new version of the applet.

[078] However, once the new binary is loaded onto the secure element, there may not be
any information that the secure element can use to determine that the new binary is a new version
of an existing binary and to proceed with the creation of new versions of the applets for each of
the versions of the installed applets associated with the new binary. Consequently, in the existing
update technique a new instance may need to be created for each instance or version currently

installed on the secure element.
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[079] Furthermore, the applets may use user data that can be populated during a
personalization phase and/or during its use. However, in the absence of an approach for securely
transferring this data from one applet instance to another in the existing update techniques, a
time-consuming re-personalization operation may be needed and/or the user data may be lost.

[080] In addition, by requiring two versions of the same binary to be maintained along
with twice the number of applet instances, the existing update techniques may constrain limited
memory in the secure element.

[081] In the disclosed update technique, a supplemental-security-domain data-store
global service in the secure element (such as secure element 230 in FIG. 2) provides encryption
key management and communication access to external entities (such as updating device 112 in
FIG. 1). Moreover, security domains on the secure element may expose a global service to their
associated applications, allowing them to import and export data to a secure data store managed
by the supplemental security domain.

[082] As described below with reference to FIGs. 4 and 5, when the electronic device
receives an update package (which may include new operating-system code, a new package or
binary with a different AID than the current package AID, and/or metadata), an on-board (or
internal) deletion and data-export process may occur. Then, as described below with reference to
FIGs. 6 and 7, an on-board installation and applet-personalization process may occur.

[083] Moreover, during these processes one or more registry-entry objects in the normal
operating system (such as operating system 232 in FIG. 2) may be augmented with a ‘secondary
AID’ field. In particular, a registry entry for an instance or version of an applet may include: a
package AID, a class AID, an AID, a secondary AID, an associated security domain, privileges,
and a life-cycle state. The metadata section in the update package may include the package AID,
as well as the package AIDs of the previous versions of the applet signed using the operating-
system update private-verification encryption key.

[084] After receiving the update package, the secure enclave processor (such as secure
enclave processor 220 in FIG. 2) may extract the metadata and use it to construct an update-
applets command (which is sometimes referred to as an “update-applets application-protocol-
data-unit command’) that it sends to the secure element. Then, the secure element may receive
the update-applets command sent to the master or issuer security domain.

[085] As shown in FIG. 4, which presents a flow diagram illustrating a method 400 for
uninstalling a version of an applet and exporting personal data in electronic device 110 (FIG. 1),
in response to receiving the update-applets command the normal operating system in the secure

element may browse the registry searching for the current package AID (CPAID). If a similar
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package AID is found, the normal operating system may proceed with the verification of the
digital signature of the metadata. Moreover, if the signature verification is successful, the secure
element may start the on-board deletion. The normal operating system may then raise an
‘on_board flag’ in the registry entry of the package. This on_board flag may be kept raised
until the installation and personalization process described below is complete. In addition, the
normal operating system may copy the current package AID into the secondary AID field of the
package registry entry. Thus, the registry entry for a package may include the on_board load
flag and one more applet entries. Each of these applet entries for the package may include an
associated on_board _install flag, as well as the package AID, the class AID, the AID, the
secondary AID, the associated security domain, the privileges, and the life-cycle state.

[086] Furthermore, the normal operating system may browse the registry for all applets
instantiated from the package to be updated. For each applet (1 to N), the normal operating
system may raise the following flags in the registry entry for the current version of the applet
(CVA): ‘on_board install’ (which may be kept raised until the corresponding applet from the
update package has been installed) and ‘on_board perso’ (which may be kept raised until the
corresponding applet from the update package has been personalized using the migrated user
data).

[087] Additionally, the normal operating system may store the new version of the applet
(NVA) AID provided in the update table in the update package in each corresponding registry
entry. This AID may replace the current version of the applet AID once the on_board _install flag
has been lowered. Note that for applet A/Ds which are not included in the update table, the
current version of the applet AID may be populated in the secondary AID field.

[088] Moreover, note that each version or instance to be deleted (including the applets
not present in the update table) may be triggered prior to its deletion and may export its user data
to its associated supplemental security domain (SSD). As described previously, the supplemental
security domain may implement a global service and expose the data-store interface. Upon
receipt of a global-service request, the associated supplemental security domain may check that
the applet requesting the global service is one of its associated applications based on the registry
entry of the applet.

[089] Once all current versions of the applets have been successfully deleted, the normal
operating system in the secure element may block any subsequent application-protocol-data-unit
messages (i.e., atomic messages between entities or components in the electronic device) except:

a command selecting the issuer security domain; and another update-applets command. Thus,
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the normal operating system may reject other application-protocol-data-unit commands (e.g.,
with a particular status word).

[090] The communication within electronic device 110 during method 400 is shown in
FIG. 5. In particular, secure enclave processor 220 (and, more generally, processing subsystem
210 in FIG. 2) may provide metadata from an update packet to issuer security domain (Z8D) 510
in secure element 230. This is forwarded as an export command to a current version of the applet
(CVA) 512, which requests the supplemental security domain for global service from operating
system 232. After receiving information specifying supplemental security domain (SSD) 514,
CVA 512 requests the registry-entry object or pointer from operating system 232.

[091] Then, CVA 512 confirms it is associated with SSD 514, which in turn confirms the
association with operating system 232. Next, SSD 514 provides a handle to the data store to CVA
512. In response, CVA 512 exports user data to SSD 514, and indicates that it is done to ISD 510,
which in turn notifies secure enclave processor 220.

[092] After the current versions of the applet instances or versions have been
successfully deleted and their user data has been successfully exported to their associated
security domain, the electronic device (such as the secure enclave processor) may trigger the
secure element to boot in operating-system update mode (i.e., updating operating system 234 in
FIG. 2 may be used). Then, the electronic device may send the operating-system update bundle
to the secure element, which optionally updates its operating-system software in addition to
storing the update packages in its memory. In addition, the updating operating system may
populate the package AID field with the new package AID value. Note that the updating
operating system and the normal operating system may exchange information via flags, such as
the on_board load flag.

[093] After the operating-system update, the electronic device may send an update-
applets application-protocol-data-unit command to the issuer security domain. Then, as shown in
FIG. 6, which presents a flow diagram illustrating a method 600 for installing a new version of
an applet and importing personal data on electronic device 110 (FIG. 1), the normal operating
system (such as operating system 232 in FIG. 2) may browse the registry for the package with
on_board load flag raised. If an update or new package has been uploaded, the update package
AID may be present in the secondary AID field of the registry entry for the package. Otherwise,
the current package AID may be present.

[094] If an update package has been uploaded, the normal operating system may create a
new instance or version for each applet (1 to N) having a registry entry flagged with the

on_board install flag. In particular, the normal operating system may first replace the current
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package AID field of the registry entry for the applet with the update or new package AID, and
then may replace the AID field of the registry entry for the applet with the update or new version
of the applet AID previously stored in the secondary AID field of the registry entry for the applet.

[095] Alternatively, if no update or new package has been uploaded, the normal
operating system may re-create all the instances or versions deleted during the on-board delete.

[096] If the installation is successful, the normal operating system may lower the
on_board _install flag and the normal operating system may clear the secondary AID field of the
registry entry for the applet. Note that each update or new version of the applet may be triggered
during its installation and may import its data from its associated security domain.

[097] Moreover, if the user data has been successfully imported (i.e., the installed new
version of the applet has been personalized), the normal operating system may lower the
on_board perso flag in the registry entry for the applet.

[098] The installation of the update or new versions of the applets may take place within
the context of the update-applets application-protocol-data-unit command. If an error is reported
by the secure element, the electronic device may send another update-applets application-
protocol-data-unit command.

[099] Note that the normal operating system in the secure element may enforce a rule
that only one successful update-applets application-protocol-data-unit command can be
processed after the operating-system update takes place. However, the electronic device can
send multiple update-applets application-protocol-data-unit commands until it receives a
completion response from the issuer security domain.

[0100] After all applet instances or versions have been created and re-personalized, the
normal operating system in the secure element may lower the on_board load flag from the
registry entry for the package and may clear the secondary AID field.

[0101] The communication within electronic device 110 during method 600 is shown in
FIG. 7. In particular, secure enclave processor 220 (and, more generally, processing subsystem
210 in FIG. 2) may provide an update command to issuer security domain (ZSD) 510 in secure
element 230. This is forwarded as an import command to an update or new version of the applet
(NVA), which requests the supplemental security domain for global service from operating
system 232. After receiving information specifying (SSD) 514, NVA 710 requests the registry-
entry object or pointer from operating system 232.

[0102] Then, NVA 710 confirms that it is associated with SSD 514, which in turn
confirms the association with operating system 232. Next, SSD 514 provides a handle to the data
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store to NVA 710. In response, NVA 710 imports user data from SSD 514, and indicates that it is
done to ISD 510, which in turn notifies secure enclave processor 220.

[0103] As noted previously, the registry entries for a package may be updated during the
update technique. This is illustrated in FIG. 8, which presents registry entries for a credit-card
package with a package AID and three associated instances of credit-card payment applets before
and after an update.

[0104] In these ways, the update technique may facilitate secure and scalable
dissemination, installation and personalization of updates to one or more applets previously
installed on electronic devices.

[0105] Note that the operations illustrated in FIGs. 5 and 7 may include challenge and
response operations, which are not shown for clarity.

[0106] In some embodiments of methods 300 (FIG. 3), 400 (FIG. 4) and 600 (FIG. 6),
there may be additional or fewer operations. Furthermore, the order of the operations may be
changed, and/or two or more operations may be combined into a single operation. For example,
the operations in methods 300 (FIG. 3), 400 (FIG. 4) and/or 600 (FIG. 6) may be performed by a
different processor in the electronic device, such as a secure enclave processor.

[0107] In another exemplary embodiment, the update technique involves a three-phase
process. During the first phase, an issuer security domain is selected. Then, a so-called
‘preflight script’ is sent from a server to the electronic device. This is shown in FIG. 9, which
presents a drawing illustrating a preflight script 900 in method 600 (FIG. 6). In particular,
preflight script 900 includes one or more packages. Each package includes a package AID list
with one or more package AIDs that indicate candidates for migration, a new package AID to
upload to the secure element, and a list of applet AIDs with one or more applet AIDs. The
package AIDs will be updated to the new package AID and the data associated with the applet
AIDs needs to be migrated. Preflight script 900 also includes a counter value that is incremented
after preflight script 900 is played once on a given electronic device to prevent replay attacks.
Moreover, preflight script 900 may be signed using an encryption key.

[0108] When preflight script 900 is executed by the operating system in the secure
element, the entry for a given applet (specified by one of the applet AIDs) in the registry is found
and transferred to a temporary or a secondary registry. Then, the applet is called using a Java
Card exportData() and/or exportObject() methods (or commands). If the applet is personalized,
exportData() and/or exportObject() transfer the associated data and/or encryption keys and pins
to the selected security domain. In particular, exportData() transfers the data and exportObject()

transfers the encrypted keys and pins. Next, a return command is executed. Alternatively, if the
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applet is not personalized, the return command is executed without calling the applet using the
exportData() and/or exportObject() methods or commands.

[0109] Furthermore, the applet is deleted. In particular, the applet is called using a Java
Card uninstall() method, cleanup is performed at the Applet level, and the return command is
executed. Additionally, the operating system in the secure element deletes the applet and a
garbage-collection operation is performed to reclaim the memory previously associated with the
applet.

[0110] During the second phase, the high-end boot loader (such as updating operating
system 234 in FIG. 2) is used to replace one or more of the specified packages and to raise a flag,
as described previously.

[0111] Furthermore, during the third phase a so-called postflight script, which is empty
except for a single application protocol data unit command such as import, is executed by the
operating system in the secure element. In response, the operating system in the secure element
parses the secondary registry. For a given applet, this may involve the operating system in the
secure element: creating an instance of the given applet including a copy of the secondary
registry; calling the applet using an install() method; calling the applet using an import() method,
which calls an importData() and/or an importObject() methods; performing cleanup; and
performing a garbage-collection operation to reclaim the associated memory.

[0112] Note that a new version of an applet that is installed using the update technique
may have a new AID or, depending on the use case, may optionally retain the same AID as the
previous version of the applet.

[0113] While the preceding embodiment used updating or migrating a personalized applet
(i.e., one with associated data) as an illustrative example, in other embodiments the update
technique may be used to update a non-personalized applet (e.g., one without associated data),
such as during manufacturing or configuring of an electronic device in a factory.

[0114] In the preceding description, we refer to ‘some embodiments.” Note that ‘some
embodiments’ describes a subset of all of the possible embodiments, but does not always specify
the same subset of embodiments.

[0115] The foregoing description is intended to enable any person skilled in the art to
make and use the disclosure, and is provided in the context of a particular application and its
requirements. Moreover, the foregoing descriptions of embodiments of the present disclosure
have been presented for purposes of illustration and description only. They are not intended to
be exhaustive or to limit the present disclosure to the forms disclosed. Accordingly, many

modifications and variations will be apparent to practitioners skilled in the art, and the general
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principles defined herein may be applied to other embodiments and applications without
departing from the spirit and scope of the present disclosure. Additionally, the discussion of the
preceding embodiments is not intended to limit the present disclosure. Thus, the present
disclosure is not intended to be limited to the embodiments shown, but is to be accorded the

widest scope consistent with the principles and features disclosed herein.
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What is Claimed is:

1. An electronic device, comprising:
an antenna,
an interface circuit, coupled to the antenna, configured to communicate with an updating
device; and
a secure element configured to:
receive, from the updating device, an update package with a digital signature,
wherein the update package includes an update to an applet installed on the secure
element;
identify at least one previous version of the applet installed on the secure element;
verify the digital signature using an encryption key associated with a vendor of the
secure element;
uninstall the at least one previous version of the applet and export user data
associated with the at least one previous version of the applet;
install the update to the applet; and

personalize the applet using the user data.

2. The electronic device of claim 1, wherein the secure element is configured to, prior to
installing the update to the applet:
identify two or more versions of the applet previously installed on the secure element; and

uninstall the two or more previously installed versions of the applet.

3. The electronic device of claim 1, wherein the at least one previous version of the applet is
identified by searching a registry associated with a normal operating system to be executed by a

processor in the secure element.

4. The electronic device of claim 1, wherein the secure element is configured to, prior to
installing the update to the applet, decrypt the update package using a second encryption key

associated with the vendor.

5. The electronic device of claim 1, wherein the digital signature is associated with a private
encryption key of the vendor; and
wherein the secure element verifies the digital signature using a public encryption key of

the vendor.
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6. The electronic device of claim 1, wherein at least one of the receiving, identifying,
verifying, uninstalling, installing and personalizing operations are performed by an updating
operating system to be executed by a processor in the secure element; and
wherein the updating operating system is separate from a normal operating system, to be

executed by the processor, which performs other functions of the secure element.

7. An electronic device, comprising:
an antenna,;
an interface circuit, coupled to the antenna, configured to communicate with an updating
device; and
a secure element, wherein the secure element includes:
a processor; and
memory, coupled to the processor, which stores a program module configured to
be executed by the processor, the program module including:
instructions for receiving, from the updating device, an update package
with a digital signature, wherein the update package includes an update to an
applet installed on the secure element;
instructions for identifying at least one previous version of the applet
installed on the secure element;
instructions for verifying the digital signature using an encryption key
associated with a vendor of the secure element;
instructions for uninstalling the at least one previous version of the applet
and exporting user data associated with the at least one previous version of the
applet;
instructions for installing the update to the applet; and

instructions for personalizing the applet using the user data.

8. The electronic device of claim 7, wherein the program module includes instructions for,
prior to installing the update to the applet:

identifying two or more versions of the applet previously installed on the secure element;
and

uninstalling the two or more previously installed versions of the applet.

9. The electronic device of claim 7, wherein the at least one previous version of the applet is
identified by searching a registry associated with a normal operating system to be executed by

the processor.
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10.  The electronic device of claim 7, wherein the program module includes instructions for,
prior to installing the update to the applet, decrypting the update package using a second

encryption key associated with the vendor.

11.  The electronic device of claim 7, wherein the digital signature is associated with a private
encryption key of the vendor; and
wherein the secure element verifies the digital signature using a public encryption key of

the vendor.

12.  The electronic device of claim 7, wherein at least one of the receiving, identifying,
verifying, uninstalling, installing and personalizing operations are performed by an updating
operating system to be executed by the processor; and

wherein the updating operating system is separate from a normal operating system, to be

executed by the processor, which performs other functions of the secure element.

13. A secure element for use in an electronic device, comprising:
a processor; and
memory, coupled to the processor, which stores a program module configured to be
executed by the processor, the program module including:
instructions for receiving, from the updating device, an update package with a
digital signature, wherein the update package includes an update to an applet installed on
the secure element;
instructions for identifying at least one previous version of the applet installed on
the secure element;
instructions for verifying the digital signature using an encryption key associated
with a vendor of the secure element;
instructions for uninstalling the at least one previous version of the applet and
export user data associated with the at least one previous version of the applet;
instructions for installing the update to the applet; and

instructions for personalizing the applet using the user data.

14.  The secure element of claim 13, wherein the program module includes instructions for,
prior to installing the update to the applet:

identifying two or more versions of the applet previously installed on the secure element;
and

uninstalling the two or more previously installed versions of the applet.
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15.  The secure element of claim 13, wherein the at least one previous version of the applet is
identified by searching a registry associated with a normal operating system to be executed by

the processor in the secure element.

16. A computer-program product for use in conjunction with a secure element in an
electronic device, the computer-program product comprising a non-transitory computer-readable
storage medium and a computer-program mechanism embedded therein, to update an applet
installed in the secure element in the electronic device, the computer-program mechanism
including:

instructions for receiving, from an updating device, an update package with a digital
signature, wherein the update package includes an update to an applet installed on the secure
element;

instructions for identifying at least one previous version of the applet installed on the
secure element;

instructions for verifying the digital signature using an encryption key associated with a
vendor of the secure element;

instructions for uninstalling the at least one previous version of the applet and exporting
user data associated with the at least one previous version of the applet;

instructions for installing the update to the applet; and

instructions for personalizing the applet using the user data.

17.  The computer-program product of claim 16, wherein the computer-program mechanism
includes instructions for, prior to installing the update to the applet:

identifying two or more versions of the applet previously installed on the secure element;
and

uninstalling the two or more previously installed versions of the applet.

18.  The computer-program product of claim 16, wherein the at least one previous version of
the applet is identified by searching a registry associated with a normal operating system to be

executed by a processor in the secure element.

19. A processor-implemented method for updating an applet installed in a secure element in
an electronic device, wherein the method comprises:

receiving, from an updating device, an update package with a digital signature, wherein
the update package includes the update to the applet;

using the processor, identifying at least one previous version of the applet installed on the

secure element;
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verifying the digital signature using an encryption key associated with a vendor of the
secure element;

uninstalling the at least one previous version of the applet and exporting user data
associated with the at least one previous version of the applet;

installing the update to the applet; and

personalizing the applet using the user data.

20.  The method of claim 19, wherein, the method further comprises, prior to installing the

update to the applet:

identifying two or more versions of the applet previously installed on the secure element;

and

uninstalling the two or more previously installed versions of the applet.
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