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METHOD FOR ARRANGING WORKLOADS IN A SOFTWARE DEFINED 

AUTOMATION SYSTEM 

CROSS-REFERENCE TO RELATED APPLICATION(S) 

[0001] This application claims priority to and benefit from the following provisional patent 

applications: (1) U.S. Provisional Application Ser. No. 62/241,028 titled "Software-Defined 

Automation" filed on October 13, 2015, (2) U.S. Provisional Application Ser. No. 62/240,742 titled 

"Architecture for Connecting Objects in the Industrial Internet of Things" filed on October 13, 

2015, (3) U.S. Provisional Application Ser. No. 62/348,770 titled "Software-Defined Automation" 

filed on June 10, 2016, (4) U.S. Provisional Application Ser. No. 62/354,683 titled "Software

Defined Automation Architecture" filed on June 24, 2016, (5) U.S. Provisional Application Ser. No.  

62/354,799 titled "Software-Defined Automation Architecture" filed on June 26, 2016, and (6) U.S.  

Provisional Application Ser. No. 62/406,932 titled "Software Defined Automation System and 

Architecture" filed on October 11, 2016. The entire contents of the aforementioned patent 

applications are expressly incorporated by reference herein.  

BACKGROUND 

[0002] Automation is the use of automatic control devices and various technologies to 

automate monitoring, operation and control of processes and installations without significant human 

intervention to achieve performance that is superior to manual control. Known automation systems 

for monitoring and controlling processes and installations (e.g., in plants, buildings, etc.) typically 

comprise various automation devices such as controllers (e.g., Programmable Logic Controllers 

(PLCs), Programmable Automation Controllers (PACs)), input/output devices (/O devices), field 

devices (e.g., sensors and actuators), personal computers (PCs), Human Machine Interfaces (HMIs), 

and the like. The controllers execute user-defined programs to control automated processes.  

Typically, in a control system, controllers read input data from field devices such as sensors and 

metering devices and use the input data to generate control outputs based on the user-defined 

programs.  
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SUMMARY 

10002A] A method for arranging workload in a Software Defined Automation (SDA) 

system, comprising: 

providing an SDA system, including a system controller node and multiple compute 

nodes, 

wherein the multiple compute nodes are communicatively coupled to the system 

controller node via a first communication network; 

wherein the system controller node manages the multiple compute nodes and 

virtualization of a control system or a portion thereof on at least one compute 

node from the multiple compute nodes via the first communication network, 

the virtualized control system including at least one virtualized control system 

element connected to a virtual network connected to a second communication 

network; 

wherein the at least one virtualized control system element controls at least one 

physical control system element via the second communication network 

connected to the virtual network; and 

wherein the SDA system is configured for executing an automation function 

comprising predetermined device functions assigned to at least one automation 

device; 

determining tasks of the predetermined device functions; 

assessing industrial operational parameters for each of the tasks of the predetermined 

device functions; 

ranking the tasks by the industrial operational parameters; and 

distributing the tasks over at least two automation devices based on the industrial 

operational parameters, 

wherein distributing tasks over the at least two automation devices comprises: 

re-deploying at least one task to the at least one automation device based on the 

industrial operational parameters; and/or 

offloading at least one task to one of the multiple compute nodes based on the 

industrial operational parameters.  
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0003] FIG. 1 is a block diagram illustrating aspects of a software defined automation 

("SDA") technology in accordance with some embodiments.  

[0004] FIG. 2A is a block diagram illustrating an example of a traditional automation system 

architecture implemented in some industries.  

[0005] FIG. 2B is a block diagram illustrating an example of a simplified and flexible 

automation system architecture in accordance with some embodiments.  

[0006] FIG. 3 is a block diagram illustrating an example of a flatter and flexible operational 

technology architecture for an enterprise in accordance with some embodiments.  

[0007] FIG. 4 is a diagram illustrating a simplified architecture of an SDA system in 

accordance with some embodiments.  

[0008] FIG. 5 is a block diagram illustrating a functional architecture of SDA in accordance 

with some embodiments.  

[0009] FIG. 6A is a block diagram illustrating subsystems of an SDA system in accordance 

with some embodiments.  

[0010] FIG. 6B is a diagram illustrating the scope of control of each of the SDA subsystems 

in accordance with some embodiments.  

[0011] FIG. 7A is a block diagram illustration interaction between solution software and 

automation equipment in traditional automation systems and between a system software and 

automation equipment in an SDA environment in accordance with some embodiments.  

[0012] FIG. 7B is a block diagram illustrating example components of a system software of 

an SDA system in accordance with some embodiments.  

[0013] FIGs. 7C-7F are screenshot diagrams illustrating example user interfaces of a system 

software in accordance with some embodiments.  

[0014] FIG. 8A is a block diagram illustrating example fog server components in accordance 

with a first embodiment.  
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[0015] FIG. 8B is a block diagram illustrating example fog server components in accordance 

with a second embodiment.  

[0016] FIG. 9A is a block diagram illustrating example components of a fog server controller 

in accordance with some embodiments.  

[0017] FIG. 9B is a block diagram illustrating example components of a compute node 

hosting virtual machines in accordance with some embodiments.  

[0018] FIG. 9C is a block diagram illustrating example components of a compute node 

hosting containers in accordance with a first embodiment.  

[0019] FIG. 9D is a block diagram illustrating example components of a compute node 

hosting containers in accordance with a second embodiment.  

[0020] FIG. 9E is a block diagram illustrating example components of a compute node 

hosting a bare metal image.  

[0021] FIG. 1OA is a block diagram illustrating an example of a component view of an SDA 

system in accordance with some embodiments.  

[0022] FIG. lOB is a block diagram illustrating examples of a control view and a system view 

of an SDA system in accordance with some embodiments.  

[0023] FIG. 11 is a block diagram illustrating an example of orchestration of SDA subsystems 

to provision a functional unit on a compute node in accordance with some embodiments.  

[0024] FIG. 12 is a logic flow diagram illustrating an example method of creating an 

automation system in accordance with some embodiments.  

[0025] FIG. 13A is a logic flow diagram illustrating an example method of adding a 

functional unit to an automation system via a system software in accordance with some 

embodiments.  

[0026] FIG. 13B depicts an example of a topological view of a conveyor system in 

accordance with some embodiments.  
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[0027] FIG. 14 is a logic flow diagram illustrating an example method of provisioning a 

functional unit in an SDA system accordance with some embodiments.  

[0028] FIG. 15 is a logic flow diagram illustrating an example method of configuring a 

functional unit in an SDA system accordance with some embodiments.  

[0029] FIG. 16A is a logic flow diagram illustrating an example method of defining an 

automation system via software accordance with some embodiments.  

[0030] FIG. 16B is a logic flow diagram illustrating an example method of commissioning or 

provisioning a functional unit in an SDA system in accordance with some embodiments.  

[0031] FIG. 17A is a block diagram illustrating an example of an automation system in which 

an automation function can be configured in accordance with a first embodiment.  

[0032] FIG. 17B is a block diagram illustrating another example of an automation system in 

which an automation function can be configured in accordance with a second embodiment.  

[0033] FIG. 17C is a block diagram illustrating yet another example of an automation system 

in which an automation function can be configured in accordance with a third embodiment.  

[0034] FIG. 18 is a logic flow diagram illustrating an example of a method in accordance with 

a first embodiment.  

[0035] FIG. 19 is a logic flow diagram illustrating an example of a method in accordance with 

a second embodiment.  

[0036] FIG. 20 is a logic flow diagram illustrating an example of a part of the methods of 

FIGs. 18 and 19 in more detail.  

[0037] FIG. 21 is a logic flow diagram illustrating an example of a part of the methods of 

FIGs. 18 and 19 in more detail.  

[0038] FIG. 22 is a logic flow diagram illustrating an example of a part of the methods of 

FIGs. 18 and 19 in more detail.  

[0039] FIG. 23 is a logic flow diagram illustrating an example of a part of the methods of 

FIGs. 18 and 19 in more detail.  

-4-



WO 2017/064554 PCT/IB2016/001522 

[0040] FIG. 24 shows a diagrammatic representation of a machine in the example form of a 

computer system within which a set of instructions, for causing the machine to perform any one or 

more of the methodologies discussed herein, may be executed.  

DETAILED DESCRIPTION 

1. Overview 

[0041] This disclosure describes Software-defined Automation (hereinafter "SDA") 

technology and system (hereinafter "SDA system") which provides a reference architecture for 

designing, managing and maintaining a highly available, scalable and flexible automation system.  

[0042] This disclosure also describes methods for arranging workloads in an SDA system.  

[0043] In some embodiments, the SDA technology enables control system(s) and associated 

software to be run inside of a fog platform or a private cloud. Control system(s) of varying degrees 

of complexity can be found in traditional manufacturing facilities, refineries, submarines, vehicles, 

tunnels, baggage handling systems, energy management systems, building management systems, 

flood water control systems, grid control systems and the like. By moving the entire control 

system(s) or at least a portion thereof to a fog platform or a private cloud, and providing a software 

interface to the control system elements, the SDA technology enables engineering tasks over the 

whole lifecycle of automation engineering such as design, programming, configuration, installation, 

running, maintenance, evolution and shut down to be performed in a simpler, more efficient and 

cost effective way.  

[0044] As depicted in FIG. 1, the architecture of an SDA system 100 comprises of three 

aspects: (1) a smart distributed system 105, (2) a communication backbone 110, and (3) smart 

connected devices 115. The smart distributed system 105 takes a software based approach to 

manage various aspects of automation system(s) of an enterprise, throughout the life cycle. This 

software based approach means the SDA system is easy to setup, tune and adapt in regards to any 

evolving requirements to comply to changing business environment. In a smart distributed system, 

automation servers can host applications, databases, and the like and permit a high level of 

elasticity. In some embodiments, the system exhibits distributed intelligence by enabling a guest 

(e.g., a control/automation application) to be logically defined and distributed and re-distributed to 
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run on one or more hosts (e.g., virtual machines, containers, bare metals) on a server, on a physical 

automation controller, an embedded system, and the like. The distribution can be initiated for 

various reasons, e.g., to optimize performance, to upgrade hardware, etc. For example, an 

application with heavy computational requirements can be deployed for execution on a compute 

resource that is able to provide the necessary computational resources. Similarly, an application 

with critical timing constraints can be deployed on a compute resource that is in close proximity to 

the field device it controls to reduce the impact of latency through network and/or other delays and 

improve the performance of the system.  

[0045] The communication backbone 110 provides connectivity throughout the automation 

architecture from the control level to fieldbus, in the controller's backplane, to the smart connected 

devices 115, and so on. This connectivity, enabled by Ethernet, greatly improves accessibility of 

automation equipment and data and helps deliver the right information to the right entity at the right 

time. In some embodiments, the communication backbone 110 of an SDA system can use one or 

more networking technologies such as Software Defined Networking (SDN), Time Sensitive 

Networking (TSN) and/or the like in some embodiments. SDN enables network elements which 

include switches and routers as well as any nodes taking on a similar role to be configured and re

configured in a simpler way without having to access each physical device. For example, each 

network device can be accessed by the logically centralized SDN controller using a set of protocols.  

TSN enables real-time Ethernet networking that enables real time control throughout the network.  

[0046] Smart connected devices (or smart connected products) 115 are complex systems that 

can connect to the network, generate data and execute a function. Smart connected devices are 

aware of their operating context, and as such can make intelligent decisions and adapt their behavior 

accordingly. For example, consider a sensor such as power meter that has a basic function of 

sensing electrical networks. One or more functions besides the basic function can be deployed into 

the power meter to transform the power meter to a smart connected device. Such a smart connected 

power meter can take advantage of its operating context to, for example, check for specific 

conditions, generate and send alarms, and the like. Smart connected devices 115 can comprise of 

hardware, software, sensors, storage, microprocessor(s), connectivity and the like. Some non

limiting examples of smart connected devices include: controllers (e.g., programmable logic 
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controllers or PLCs, programmable automation controllers or PACs), drives, I/O concentrators, 

sensors, actuators, and the like.  

[0047] An SDA system, in some embodiments, can be described as a collection of services.  

In some embodiments, it can be an infrastructure as a service (IaaS) providing virtual infrastructure 

on which customers can host their own applications. It can also be a network as a service (NaaS) as 

it enables the network to be configured and re-configured or modified in a simple manner based on 

customer needs. The SDA system can also be a software as a service (SaaS) as it can host software 

(e.g., SoMachine, Unity) on one or more servers and enable a user to access the software in a 

client/server manner using a smart phone, laptop, personal computer, tablet, and/or other client 

device. It can also be a data/information as a service that defines data management at 

solution/system level to avoid double definition and inconsistency and permit big data and 

analytics. It can be a platform as a service (PaaS) providing a platform comprising a set of servers 

offering hosts to execute on demand applications, embedded or not.  

[0048] FIG. 2A depicts a traditional automation system architecture that is widely 

implemented in many industries. In the traditional automation system architecture, automation 

devices at level 2 (e.g., PLCs 230A-C) are connected through device networks 235A-C to enable 

the automation devices (e.g., field devices 225A-C) at level 1 to be controlled by the PLCs 230A-C 

respectively. Similarly, the PLCs 230A-C at level 2 and engineering stations 240 and process and 

historian servers 245 at level 3 in the control room are connected to the same control network 250.  

This enables engineers to access and/or program PLCs 230A-C and access process data stored in the 

historian servers 245 directly from the engineering stations 240. At level 4, at the top of the 

automation system architecture, the enterprise room can include system/enterprise servers 260 

which are connected to the engineering stations 240 and process and historian servers 245 at the 

control room level 210 through the enterprise network 255. Finally, at the highest level 5, the world 

of industrial equipment, machines, controllers, sensors and actuators ("Operational Technology" or 

OT 265) spanning all four levels is integrated with the office networks (i.e., Information 

Technology (IT) 270).  

[0049] The traditional automation system architecture (e.g., the traditional OT architecture 

265 depicted in FIG. 2A) has several drawbacks. One such drawback is the locked down 
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architecture. In other words, there is no flexibility in the traditional automation system architecture 

to make dynamic changes to configuration on the application, device or network side. Moreover, 

the traditional automation system architecture is characterized by functional silos which create 

complexity and make control systems inflexible. The complexity and lack of flexibility limit the 

operational efficiency of the architecture, are a source of frustration to customers and require costly 

and inflexible configuration. For example, in FIG. 2A, each of the functional units 275A-C is 

depicted as having its own device network 235A-C respectively, which prevents different PLCs in 

different functional units from interacting with each other. If there is a need to shift an application 

running in a PLC 230A in functional unit 275A to a PLC 230B in functional unit 275B (e.g., 

because PLC 230A failed) and have that application control the I/O device in function unit 275A, 

such a change would require significant re-engineering and interruption of the industrial operation, 

which can be costly.  

[0050] Another problem with the traditional automation system architecture is the complexity 

in terms of management of different applications and devices as well as the network infrastructure.  

A typical automation system can comprise of hundreds of automation devices (or automation 

equipment) and processes managed by as many applications. For example, PLCs are programmed 

using a programming software (e.g., Schneider Electric's Unity software for PLCs manufactured by 

Schneider Electric) and PLC configurations are stored in PLC software projects (e.g., Unity 

project). Similarly, supervisory control and data acquisition (SCADA) configurations are stored in 

SCADA projects. Device configurations (e.g., IP addressing, I/O configuration, access control lists, 

local sub-components and supporting libraries, event triggering, passwords, and the like) are also 

generally managed through different software applications. Similarly, automation device Internet 

Protocol (IP) configurations are not managed from a single point, but rather at each point.  

Managing these applications and devices individually for compatibility, versioning, maintenance, IP 

connectivity and so on is very complex and requires a significant expertise and effort. Moreover, 

because these applications and devices are not centrally managed, there is no way to recover the 

whole system in the event of disaster. As such, traditional automation system architectures are 

vulnerable to security risks (e.g., unauthorized changes to device configuration) and disasters (e.g., 

fire, flood).  
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[0051] Another downside to the lack of central management of applications and devices is the 

difficulty in accessing data generated by different parts of the system. Aggregating large quantities 

of different types and sets of data generated by different applications and devices into one place 

becomes a task that is too complex and time consuming. Without access to relevant data it becomes 

difficult to get a holistic view of the system to make performance optimizations. For example, 

consider a scenario where a few devices on a plant floor may have resources available to execute 

applications. Unless a plant engineer specifically accesses each of those devices and makes a 

determination as to what resources are available, information about the resource availability from 

those devices will not be known and hence will not be considered when deciding where to deploy 

an application, or whether to add a new automation device. As a result, inefficient and sub-optimal 

decisions can be made. By way of another example, consider a situation where a virus infects an 

industrial controller. In traditional automation systems, detection of such an event can bring most 

of the plant, if not the entire plant, down because an engineer may have to physically swap out the 

controller with a new one and configure and program it again.  

[0052] The SDA technology described herein overcomes these and other drawbacks of the 

traditional automation system architecture by transforming the rigid, locked down traditional 

architecture into a flexible, "flatter," software-defined architecture. The transformed OT 

architecture enables network configuration and automation function/application deployments on the 

fly at the system level through the use of virtualization (e.g., of services, applications) technologies, 

configurable devices and/or networking technologies.  

[0053] While the traditional automation architecture depicted in FIG. 2A is rigid and 

hierarchical with at least four levels of control, the example OT architecture as defined by the SDA 

technology depicted in FIG. 2B is considerably simpler, with three levels of control (hence the 

"flatter" description). These three levels of control include an enterprise room level 205 (level 4), 

functional units, PLC, field process devices level 280 (level 1) and a consolidated level 212 (level 

3/4). The transformed OT architecture also comprises of an enterprise network 255 and a single 

device network 235 that replaces the fragmented device networks of the traditional OT architecture.  

For example, as depicted in FIG. 2B, all the automation devices such as the PLCs, 285, I/Os, HMIs 

290A, 290B and engineering stations 240 are connected to a single device network 235. In this 
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architecture, an application running in a PLC in functional unit 275B can be moved to the server(s) 

285 (e.g., by creating a virtual PLC which is a software implementation of a PLC on a host such as 

a virtual machine or a container) and the network can be automatically configured to ensure traffic 

from the virtual PLC ("vPLC") in the server(s) 285 flows to the /O devices in functional unit 275B 

in a timely manner to monitor and/or control input/output devices or field devices. Some non

limiting examples of input devices include: sensors, metering devices, pressure switch, level switch, 

and the like. Similarly, some non-limiting examples of output devices include: actuators, motors, 

relays or solenoids, analog devices, and the like. In this manner, SDA technology can simplify 

deployment and configuration of automation functions and/or applications.  

[0054] One of the advantages of the disclosed SDA architecture is smart enterprise control.  

Smart enterprise control includes connecting existing automation systems with other systems (e.g., 

enterprise, lifecycle and value chain systems) to optimize the entire manufacturing enterprise as a 

whole, and better enable the tangible benefits of greater business control. Smart enterprise control 

facilitates break down the silos of the enterprise and allows closer integration of production systems 

with Enterprise Resource Planning (ERP) systems, Product Lifecycle Management (PLM) systems, 

Supply Chain Management (SCM) and Customer Relationship Management (CRM) systems.  

These different enterprise systems have historically been managed somewhat independently of each 

other, which prohibits a holistic view of the enterprise. The holistic approach of the disclosed SDA 

architecture can facilitate an enormous efficiency gain for enterprises.  

[0055] For example, smart connected devices can be tightly integrated with the wider 

enterprise to facilitate more flexible and efficient manufacturing. Smart enterprise control is quite 

complex to implement, and the SDA architecture and standards enable the convergence of 

information technology (IT) and operational transformation (OT) systems. Tighter integration 

allows enterprises to not only be more efficient, but also to have greater flexibility and 

responsiveness to volatile market conditions. The notion of control can expand from the real-time 

control of a physical parameter, to the right-time control of the whole business, including both 

physical and non-physical parameters. Example benefits to enterprises include the ability to 

increase protection against cyber threats, be more innovative and be able to better manage safety, 

performance and environmental impact.  
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[0056] Some example applications of smart enterprise control include customization and lot 

sizes of one, reducing the size of product recalls, detecting defect products earlier in the 

manufacturing process and modifying product design to eliminate root causes, modifying 

production planning based on weather forecasts, modifying the production plan/recipes based on the 

spot price of raw materials, and so on.  

[0057] FIG. 3 is a block diagram illustrating an example of a flatter and flexible operational 

technology ("OT") architecture for an enterprise in accordance with some embodiments. As 

depicted the flatter OT architecture in accordance with the SDA technology has two layers: a "time

sensitive" IP-based cloud layer 330 for real-time deterministic control and an enterprise cloud layer 

325. The time sensitive layer 330 encompasses sensors and actuators level 320 (LI) and discrete, 

hybrid or continuous control level 315 (L2) and is enabled by cloud computing technologies 

optimized for real-time deterministic communications. In other words, the time sensitive layer 330 

ensures that time sensitive control/data traffic from Li and L2 layers are managed to meet latency 

and/or reliability requirements. As used herein, "cloud" refers to the technologies used, rather than 

the physical location of the infrastructure. For example, in the automation industry, architectures 

with one or more "on premise" clouds may be used.  

[0058] In some embodiments, the OT devices that comprise the time sensitive layer (e.g., 

sensors, actuators, and controllers in Li and L2) are cloud-ready and capable of interfacing 

transparently with the IT systems of the enterprise cloud layer. These devices can also have a high 

degree of intelligence or logic in some embodiments. For example, control valves can be embedded 

with temperature, pressure and/or acoustic sensors which are capable of operating autonomously 

using set points received from the enterprise cloud layer, for example, to determine their own needs 

for preventive maintenance, and/or inform the maintenance department in a timely manner.  

[0059] The cloud enterprise layer 335 encompasses the manufacturing and operations 

management (MOM) level 310 (L3) and the enterprise resource planning (ERP) level 305 (L4) of 

the hierarchy. ERP 335A, MOM 335B, product lifecycle management (PLM) 335C and other 

functions such as asset management 335D, energy management 335E, etc.) in the enterprise cloud 

layer 325 interoperate with each other and with the time-sensitive industrial automation and control 

systems to provide a coordinated holistic view and management of the enterprise system. In some 
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embodiments, information flow across both layers is completely transparent using semantics and 

discovery mechanisms (e.g., based on Industry standards).  

[0060] The flatter architecture can provide many benefits for end users. For example, the 

flatter architecture is associated with a low implementation cost and increased flexibility. It can 

also support connectivity 340 to any end point, enabled by a standardized semantic information 

model. The semantic information model and associated services facilitate optimized push of field 

data to the cloud, and adapting of field device behavior based on analytics performed in the cloud.  

[0061] Other benefits include implementation of additional incremental functions, lot size 1, 

transparent and cost-effective connection to enterprise systems enabling information driven 

manufacturing.  

[0062] Another benefit of the OT architecture in accordance with the SDA technology is its 

application to large scale control network architectures. A large scale control network architecture 

is an engineering challenge for the whole lifecycle as it generally includes a large number of 

devices connected over a network (e.g., Ethernet/TCP-IP). The high number of connected devices 

means an unprecedented level of complexity. For example, such an architecture can include as 

many as 2800 PLCs and 5400 drives can be connected on 30 network loops. The OT architecture in 

accordance with the SDA technology can simplify the design, management and maintenance of 

such a large scale architecture. For example, in the OT architecture disclosed herein, data 

processing can be achieved in an organized and efficient manner, which in turn optimizes operating 

performance. Response time, for example, with respect to data storage and retrieval, can be 

monitored by an SDA system and adjustments can be made to optimize the operating performance.  

Similarly, health of the components can be monitored on a continuing basis by a centralized 

management component and any events that could potentially impact the performance of the system 

can be detected in a timely manner and remedied via a coordinated response on several fronts 

including virtualization, cyber security and network. Similarly, the OT architecture can provide 

improved control performance by distributing processing and designing networks accordingly 

taking into account various protocols for accessing device and application information. Moreover, 

system availability and sustainability can be improved by enabling fault diagnostics and 

redundancy.  
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[0063] These and various other aspects of the SDA system including various components, 

features, advantages and applications will now be discussed in detail.  

2. SDA Architectures 

A. Simplified Architecture 

[0064] FIG. 4 is a diagram illustrating a simplified architecture of an SDA system in 

accordance with some embodiments. The architecture depicts a fog server 405 linked to a system 

software 440, and smart connected devices 415A, 415B that are communicatively coupled to the 

fog server 405 and the system software via a communication backbone 410. The architecture also 

depicts that at least some smart connected devices 415B and the fog server 405 can be 

communicatively coupled to a cloud 450.  

[0065] The fog server 405 is comprised of a collection of control resources and compute 

resources that are interconnected to create a logically centralized yet potentially physically 

distributed system for hosting the automation systems of an enterprise. The "fog server" or "fog 

platform" as used herein is a cloud management system (or localized subsystem or localized 

system) that has been localized into one or more compute and/or control nodes. In other words, the 

fog server 405 is cloud technology that has been brought down to the local ground or installation 

(hence the term "fog") in the form of one or more compute and/or control nodes to manage the 

entire automation system or a portion thereof. The fog server 405 enables virtualization by 

providing a virtualization infrastructure on which automation system(s) can be run and/or managed.  

The virtualization infrastructure includes compute nodes which execute hosts such as virtual 

machines, containers and bare metals (or bare metal images). The hosts themselves can execute 

guests which include applications and/or software implementations of physical components or 

functional units and an automation portal or system software 440. As used herein, virtualization is 

the creation of a virtual version of something. For example, a virtual component or a virtualized 

component (e.g., a virtual PLC, a virtual switch, network function virtualization (NFV)) represents 

a function that is executed on a host running on a compute node. It does not have a physical 

existence by itself. Fog server 405 need not be localized in a centralized control room; controllers, 

devices and/or servers 435 close to the sensors and actuators (e.g., IO device, embedded device) can 

also be considered under the management of the fog server 405. In some embodiments, the fog 
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server 405 can also aggregate, store and/or analyze data, and/or report the data or analytics to the 

cloud 450. The cloud 450 can be an enterprise cloud (i.e., private cloud), public or hybrid cloud.  

The system software 440 provides a single entry point for an end user to define (e.g., design, 

provision, configure, and the like) the automation system. One way to define the automation 

system is by managing distribution of applications/application functions where users want them to 

be executed.  

[0066] The smart connected devices 415A, 415B (also smart connected products) monitor 

and/or control devices, sensors and/or actuators close to equipment/raw materials/environment by 

executing applications/application functions. In various embodiments, a smart connected device 

has the following features: (1) physical and electrical components, (2) firmware or a "smart" 

embedded part, and (3) connectivity and interoperability. In some embodiments, a smart connected 

device can also have a cybersecurity component that may be running remotely, or on board.  

[0067] Some smart connected devices 415A can run applications or application functions 

("applications") locally (e.g., the speed/torque regulation loop of a speed drive) because they have 

the processing capability to do so. This means that there is no need to execute those applications 

elsewhere (e.g., on a connected PC, a server or other computing devices) to get data to perform its 

functions. This has the advantage of faster response time (i.e., less latency) and savings on network 

bandwidth. Another advantage of on-board or local execution of applications is that it improves the 

consistency of data and the robustness of the architecture because the device can continue to 

produce information (e.g., alarm) or to log data even if the network is down.  

[0068] In some embodiments, smart connected devices 415B can be wholly or partially 

executed in one or more servers (e.g., server 435, fog server 405). For example, a smart connected 

device 415B can be responsive to remote signals (e.g., remote method calls, application 

programming interface or API calls) as if an application is running locally, when in actuality the 

application is running remotely, for example in the fog server 405. In some embodiments, smart 

connected devices can capture real-time data about its own state and the state of its environment 

(e.g., the devices it is monitoring) and send such data to the fog server 405 and/or a remote cloud 

450. In some embodiments, the smart connected devices 415A, 415B can transform the captured 

real-time data into information (e.g., alarms), store them and perform operational analytics on them.  
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The smart connected devices 415A, 415B can then combine both monitoring and controlling 

functions described above to optimize own behavior and state.  

[0069] The communication backbone 410 facilitates interaction between the fog server 405, 

the system software 440 and the smart connected devices 415A, 415B. The communication 

backbone (or the Internet of Things (IoT)/Industrial Internet of Things (IIoT) backbone) 

encompasses a set of network architectures and network bricks that enable physical and logical 

connections of the smart connected devices 415A, 415B, the fog server 405 and any other 

components that are part of the SDA architecture. For example, various equipment in a plant can be 

connected to each other and with the enterprise system (e.g., MES or ERP) using technologies 

based on various standards such as: Ethernet, TCP/IP, web and/or software technologies. The 

communication backbone in the form of a unified global Industrial Ethernet backbone can provide: 

an easy access to the data, from the plant floor (OT) to the enterprise applications (IT), a flexible 

way to define different types of network architectures (e.g., stars, daisy chain, ring) fitting with 

customer needs, robust architecture that can fulfill requirements such as availability, safety and 

harsh environment support and the right information to the right people at the right time in one 

cable.  

[0070] The communication backbone 410 includes a full Industrial Ethernet infrastructure 

offering switches, routers and/or cable system to address the needs of all topologies. The 

communication backbone 410 also supports a set of connectivity protocols based on standards based 

on various standards (e.g., Modbus/TCP-IP, Ethernet IP, OPC UA, DHCP, FTP, SOAP, REST etc.).  

The communication backbone 410 can also support a set of web functions offering functions like 

diagnostic, monitoring and configuration using standard web pages and device integration reference 

architecture that defines the patterns, brick to integrate group of devices to controllers at application 

level and network level for configuration, tuning and diagnostic. In some embodiments, cyber 

security elements can be built in to the architecture. The communication backbone 410 also adheres 

to a set of architecture rules structuring the architecture at performances (Quality of Service or 

QoS), robustness (RSTP and PRP HSR for redundancy) and safety level (IEC61508). In some 

embodiments, the communication backbone 410 also supports integration of a set of gateways to 

connect to legacy (i.e., non-Ethernet) equipment to the network.  
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[0071] The communication backbone 410 can use multiple protocols to provide multiple 

services to fill multiple needs. Some examples of communication needs and suitable protocols are 

listed in table 1.  

Table I Ser vices ancid Protocols 

Service Protocol 

Device to device Modbus/EtherNet/IP, DDS, OPC UA, pub/sub 

Device to control Modbus/Eip, NTP, DHCP, FTP 

Device to control for hard real-time SercosIII, Profinet IRT, EtherCat 

Control peer to peer DDS, OPC UA, pub/sub 

Control to control room OPC, Modbus, TCP 

Across architecture Modbus/Eip, SNMP, SMTP, NTP, HTTP, FTP 

[0072] The networks in the existing systems are very segmented to allow guaranteed or 

reliable communication. The communication backbone 410 in the SDA architecture can overcome 

the problems of the existing systems through Software Defined Networking (SDN) and Time 

Sensitive Networking (TSN) technologies. SDN technology enables separation of a network's 

control logic from the underlying network hardware or device (e.g., switches, routers) and logical 

centralization of network control. SDN technology can bring simplicity and flexibility in these 

networks allowing communication at and through different layers driven by network policies. TSN 

technology adds a set of capabilities to standard Ethernet to provide real time capability and time 

guaranteed exchanges in areas or through the whole architecture. Moreover, cybersecurity solution 

can also be integrated and adapted to the SDA architecture.  

B. Functional Architecture 

[0073] In some embodiments, the SDA architecture enables management of an automation 

system via a set of controllers which provide system wide management of the resources. These 

controllers constitute the control resources of the fog server and provide a homogenous method to 
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manage the entire system. A system administrator can interact with these controller nodes for the 

initial setup, system extension, diagnostic, maintenance, and the like. Similarly, applications 

executing in or outside the system can interact with these controller nodes to manage specific facets 

or functions in the system (e.g., ICS tool, Network tool, electrical system tool), manage compute 

resources (e.g. monitoring, management of other applications and/or resources), and the like. This 

functional view of the SDA architecture is depicted in FIG. 5.  

[0074] The example functional view of an SDA system depicted in FIG. 5 includes an 

application plane 575, a control plane 580 and a resource plane 582. The application plane 575 

encompasses the system software 540 and software components or applications 535 that are 

executed in the system and which both use and manage a set of resources of the system. The 

control plane 580 includes a set of controllers including a fog server controller 510, an SDN 

controller 590A/TSN controller 590B (or network controller) and a CS controller 555. These 

controllers provide a standardized set of interfaces to the applications in the application plane 575 to 

access and/or manage the resources in the resource plane 582 of the system. In some embodiments, 

the controllers also provide diagnostics, availability management, and the like. The SDN controller 

590A/TSN controller 590B manage and distribute network policies at the system level. Similarly, 

the CS controller 555 enforces security policies 565 at the system level.  

[0075] In some embodiments, these controllers can have a hierarchical relationship with one 

another. For example, an SDA system can include a top level controller (not shown) and a set of 

centralized controllers (e.g., fog server controller 510, the network controllers 590A, 590B and the 

CS controller 555), each controlling a building or a site. The top level controller can for example 

distributes policies to the centralized controllers to enable those controllers to control their own 

building or site. The virtualization environment supports hierarchical distribution of the 

controllers.  

[0076] The resource plane 582 can include network resources 560, compute resources 

represented by compute nodes 515, storage resources 525 and security resources 595. The system 

software 540 and applications 535 are executed in computes nodes 515 managed by the fog server 

controller510. The computes nodes 515 which provide the compute resources to the system can be 

physically distributed and managed by the fog server controller 510. For example, some compute 
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nodes in the form of servers are located in the fog server or private cloud while other compute 

nodes such as smart connected devices operate at the edge. Network resources 560 can either be 

virtual network resources in the fog server, physical infrastructure resources in switching/routing 

hardware or infrastructure resources located in smart connected devices. Storage resources 525 can 

be databases and/or other devices for storing virtual images, volumes, applications, process data, 

state data, and the like. Security resources 595 can include security components residing on the 

compute nodes 515, storage nodes 525, and/or standalone components that provide security services 

such as enforcement of security policies, intrusion detection and protection, and the like.  

[0077] Controllers orchestrate and monitor some or all of the resources of the system.  

Applications managing the system (e.g., system software 540 or automation portal, Network 

administration tool, etc.) send requests to the system to apply specific strategies. For example, the 

system software can be used to deploy a new PLC connected to a set of devices with specific real 

time network requirements, security requirements and availability/resilience requirements. In some 

embodiments, applications correspond to software/firmware implementations of components.  

These applications can be deployed on compute resources and can use storage resources and 

network resources to communicate.  

3. SDA System 

[0078] An SDA system comprises of various subsystems that work together to provide a fully 

integrated solution for creating, managing and operating automation systems. FIG. 6A is a block 

diagram illustrating the subsystems of an SDA system in accordance with some embodiments. An 

SDA system 600 in some embodiments includes a fog server subsystem 605 ("fog server") having a 

fog controller or redundant fog controllers 610, one or more compute nodes 615 and storage 625.  

The SDA system 600 also includes a software components subsystem 630. In other embodiments, 

the SDA system can further include a cybersecurity ("CS") subsystem 650 having a security 

controller or redundant security controllers 655, physical and/or virtualized security components 

660 and a security policy repository 665. In yet other embodiments, an SDA system can also 

include a network subsystem 670 having a network controller or redundant network controllers 690, 

physical network 680, physical network components 682, virtual networks 620, virtual network 

components 622 and a network policies repository 685.  
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[0079] The fog server 605 provides a virtualization environment on which automation 

system(s) can be run and/or managed. The fog server 605 comprises compute nodes 615 which 

provide logic processing capabilities and can host applications, databases and the like with a high 

level of elasticity. Non limiting examples of compute nodes include: servers, personal computers, 

automation devices including smart connected devices and the like.  

[0080] The fog server controller 610 utilizes a fog server management software to perform its 

functions. The fog server management software can be based on cloud management software such 

as OpenStack. Cloud management software such as OpenStack in their standard/off-the-shelf form 

are typically used in the Information Technology (IT) world for data center management.  

Automation system management, however, involves different set of challenges. For example, some 

automation systems can run time-critical and/or safety-critical applications that need deterministic 

guarantees with respect to delay, reliability and/or other factors. Consider an automated cheese 

slicing system where a high speed synchronized motion between a knife blade slicing through a 

cheese block and the movement of the cheese block is critical to produce cheese slices of uniform 

thickness. If there is any processing or network delay, it can result in cheese slices of different 

thickness, resulting in wastage and loss of productivity.  

[0081] The fog server controller 610 manages all aspects of the virtualization environment 

and the complete life cycle of the compute nodes 615. For example, the fog server 605 can stand up 

and stand down hosts such as virtual machines, containers or bare metals on compute nodes, and 

create and destroy virtualized components 645 and virtual networks 620. A virtualized 

component/element/instance 645, as used herein, is a logical equivalent of a physical device or a 

portion of the physical device it represents, implemented as a software entity to run inside of the fog 

server 605. Virtualized components 645 can also include software components such as applications 

and/or application functions on a host (e.g., a virtual machine configured with an application is a 

virtualized component/element/instance).  

[0082] The fog server controller 610 can provide high availability (HA) through redundancy 

of the controller and management of compute node failures. The controller can also manage 

startup, shutdown and patching of the individual compute nodes. In some embodiments, the fog 

server platform can provide support for high availability of virtualized components. In some 
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embodiments, the fog server 605 can include a storage node or data store 625. The storage 625 can 

store virtual images, volumes (i.e., hard drive of an instantiated image), application and process 

data, and the like.  

[0083] The software components subsystem 630 can include virtualized components 645 that 

are hosted by the virtualization ecosystem of the fog server 605. The software components 

subsystem 630 can also include virtualized instances of software 635 that run within the 

virtualization environment (e.g., software for programming, configuration, and/or management 

(e.g., Unity, SoMachine, SCADA) that are used to program, configure, manage or otherwise 

interact with automation devices. In some embodiments, the software component subsystem 630 

can also include a system software 640 (also called automation portal) that provides a single 

interface for managing topology, inventory, configuration, programming, control, and/or 

diagnostics of the automation devices and/or the automation system as a whole.  

[0084] Through the system software 640 users can access various applications for system 

definition and system management over all life cycle phases. For example, the system software 640 

can be used to configure and parametrize equipment during the engineering phase and tune, 

program, and/or diagnose equipment during the maintenance phase. Some of the benefits of the 

system software 640 includes simplicity and ease for end users and cost reduction as all aspects of 

any equipment in an automation system can be managed from a single portal. In addition to 

providing a single entry point to the entire system, the system software 640 also presents a 

consistent user interface and user experience, which help reduce inconsistency and increase 

efficiency and productivity. System software 640 and its components are described in detail in 

reference to system software 740 FIG. 7B.  

[0085] The CS subsystem 650 includes an associated CS controller or redundant CS 

controllers 655 and virtualized and/or physical security components 660. The security subsystem 

650 provides a holistic cyber-security solution through security policies and security components 

such as intrusion detection/protection systems, virtualized next generation firewalls, certificate 

authority and identification systems, and the like. The CS controller 655 disseminates security 

policies to the virtualized and/or physical components to ensure that necessary security protections 

are put in place. In some embodiments, the CS subsystem can also provide security policy and 
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authentication services to other components and subsystems. The security policies of the CS system 

650 can be stored in a security policy repository 665 in some embodiments.  

[0086] The network subsystem 670 includes the Ethernet network infrastructure for the entire 

SDA system solution. In some embodiments, the network subsystem 670 is an SDN network 

subsystem having an SDN controller or redundant SDN controllers as the network controller 690.  

The SDN network provides separation of network's control logic from the underlying network 

hardware (e.g., routers, switches) and logical centralization of network control through the SDN 

controller. This means that the SDN controller can disseminate network policies throughout the 

network infrastructure (i.e., physical network 680 and physical network components 682 as well as 

virtual networks 620 and virtual network components 622) to control connectivity, bandwidth and 

latency, Service Level Agreements (SLAs) (e.g., re: deterministic response time/transfer time), 

traffic flow control, etc., and the network hardware can implement those policies. The network 

policies of the network subsystem 670 can be stored in a network policy repository 685 in some 

embodiments.  

[0087] In some embodiments, the network subsystem 670 can comprise a mesh radio network.  

In mesh radio network, each node can connect to at least two other nodes with data being passed 

from node to node in a process called hopping. Because the nodes themselves serve as routers, 

radio mesh networks typically do not require designated routers. However, some mesh radio 

networks include one or more mesh routers along with the mesh nodes to relay traffic on behalf of 

other mesh routers and/or mesh nodes. In some embodiments, the network subsystem 670 can 

comprise virtual circuits on a high speed radio frequency (RF) mesh or hybrid network with 

communication facilitated by only the radio transceivers of the nodes, without any external devices.  

Thus, in some embodiments, configuration of network elements of network subsystem or network 

infrastructure can include configuration of the mesh nodes and/or mesh routers (e.g., OpenFlow 

enabled mesh routers) in the mesh radio network.  

[0088] In some embodiments, the network subsystem 670 can be a Time Sensitive Network 

(TSN) subsystem having a TSN controller as the network controller 690 and TSN infrastructure.  

The TSN network subsystem ensures that mission critical and time-sensitive data are 

transferred/shared as per predefined maximum deterministic transfer time and with high reliability.  
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Typically, TSN infrastructure includes TSN capable network components. It should be noted that 

in some embodiments, the network subsystem 670 can comprise both SDN and TSN networks (and 

thus SDN and TSN controllers and SDN and TSN components). In various embodiments, the 

network controller 690 can be a native fog server virtual network controller, a traditional network 

management system controller, an SDN controller, a TSN controller, and/or any combination 

thereof.  

[0089] The roles of the subsystems in the SDA solution complement each other to provide a 

fully integrated solution. Specifically, the fog server 605 can interact with each of these subsystems 

through hosting virtualized elements of the subsystem and/or through the control functions of the 

subsystem. While the fog server 605 has integral relationships with each of the SDA subsystems, 

they are not considered within the scope of the fog server 605. FIG. 6B is a diagram illustrating the 

scope of control of each of the SDA subsystems in accordance with some embodiments.  

[0090] The realm of the fog server 605 is the fog server controller 610, the compute nodes 

615 and management of the virtualized components 645 within the fog server 605. The virtualized 

components 645 and software 635 (e.g., historian, SCADA, SoMachine, Unity) are not within the 

scope of control of the fog server 605, but under the scope of control of the software components 

subsystem 630. The software components 630, through the system software 640, however interact 

with the fog server controller 610 and compute nodes 615 to provide configuration and control 

inputs to the fog server 605 and/or other subsystems to drive their operation.  

[0091] To provide a system wide solution, continuity of the network control extends to 

include both the virtual and physical components of the network. Therefore, the realm of the 

network subsystem 670 includes not only the physical network components 682 and the physical 

network 680, but also the virtual networks 620and the virtual network components 622 which are 

created and exist within the fog server 605. This requires full integration between the network 

subsystem 670 and the fog server 605 to provide the mechanisms to exercise this control. For 

example, the fog server controller 610 can create the virtual networks 620 in the fog server 605 and 

control connectivity between the virtual machines/containers hosted on the compute nodes 615 and 

the virtual networks 620, while the network controller 690 can configure the virtual network 

components 622 of the virtual networks 620 in accordance with one or more network policies. This 

-22-



WO 2017/064554 PCT/IB2016/001522 

level of integration requires orchestration of instantiation and deletion sequences as, clearly, the 

virtual network 620 must exist before the virtual machines and containers can be connected.  

[0092] The CS subsystem 650 has control over security components such as intrusion 

detection systems (IDS) 696A, intrusion protection systems (IPS) 696B (e.g., virtualized next 

generation firewalls) and the like as well as the CS controller 655 that disseminates security policies 

to different entities. The CS subsystem 650 can be integrated with all aspects of the SDA system 

solution in some embodiments. For example, the network controller 690 can utilize the security 

services provided by the CS subsystem 650 to provide security configuration information to the 

network components (e.g., physical or virtual) within its scope. In some embodiments, the fog 

server 605 can utilize this service to authenticate logins, provide security polices for host (virtual 

machine, container, bare metal) configurations, validate host images before instantiation, and the 

like.  

[0093] In some embodiments, certain subsystems can be considered as being external to the 

SDA system solution. These external subsystems include non-SDN OT network and non-SDA 

edge devices 699 (e.g., legacy devices) and IT Network and back office equipment 698. In some 

embodiments, Industrial Internet of Things (IIoT) 697 or other a cloud based service may be 

considered external to or a part of the SDA system solution.  

4. System Software or Automation Portal 

[0094] FIG. 7A is a block diagram illustration interaction between solution software and 

automation equipment in traditional automation systems and in the SDA environment in accordance 

with some embodiments.  

[0095] Typically, each type of equipment has its own specific software (also called tool or 

software tool) using which the equipment can be configured, parameterized and/or programmed.  

For example, in machine/manufacturing automation systems 706, solution software 735A such as 

SoMachine is used to configure, parameterize and/or program machine equipment 701. Similarly, 

in process automation systems 708, another solution software 735B such as PlantStruxure PES 

(Process Expert System) is used to configure, parameterize and/or program process. At the system 

level where automation equipment are more connected and more tightly integrated, it is highly 
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inefficient for a user to manage these software solutions separately. In addition to the management 

concerns such as keeping track of software solution versions, upgrading and so on, the separate 

software solution also means that it is not possible for a user to have a system view of all 

equipment, i.e., machine equipment and process equipment.  

[0096] In an SDA system, a system software 740, through a common framework 742 and 

other components, reconciles individual views in a system view. In other words, the system 

software 740 provides a system level view of all automation devices/equipment, taking into account 

the full automation scope. In the above example of an industrial automation system, this means that 

through the system software 740, a user can see the entire machine 701 and process equipment 702, 

and can configure, parameterize and/or program those machine and process equipment 701, 702 

without having to separately launch or invoke equipment type specific software. The common 

framework 742, in particular offers consistent user interfaces, programming rules and infrastructure 

to simplify communication with the controllers (e.g., machine controllers 712, plant controllers 

714), HMI 790, equipment 701, 702, and the like regardless of whether they are machine or process 

related. In this manner, the system software 740 facilitates design, development and management 

of an automation system as a whole.  

[0097] FIG. 7B is a block diagram illustrating example components of a system software of 

an SDA system in accordance with some embodiments.  

[0098] The system software 740 can be a web-based portal or a software application 

accessible from client devices. As used herein, client devices can include, but are not limited to: 

engineering stations, tablets 740A, mobile devices 740B, laptop computers 740C, desktop 

computers 740D, human machine interfaces (HMIs)/mobile HMIs 790, and the like. As previously 

described, the system software provides a single entry point through which a variety of SDA system 

managed automation devices or equipment, whether they are in the fog server or on the plant floor, 

can be configured, parameterized and programmed. Depending on the embodiments, the system 

software 740 can include more or less components. It should be noted that only select components 

of the system software 740 have been depicted for brevity.  

[0099] The system software 740, in some embodiments, includes a common framework 742 

as described above. The common framework 742 can provide application interface(s) 752, 
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controller/device interface(s) 754 and user interface(s) 756 making tasks such as programming, 

configuration, tuning, diagnostics, etc., achievable from the system software user interface, and 

more efficient.  

[00100] In some embodiments, the system software 740 includes a topology view generation 

component 726 which can collect topology information from various parts of an automation system 

and render a system level visualization of all automation equipment, whether physical or 

virtualized, and the links between them. In some embodiments, a topology view of a portion of the 

automation system can be generated. The topology view can be a table view (e.g., shown in a 

navigation panel of the system software 740) or a chart view (e.g., shown in a design panel of the 

system software 740). The topology information can be collected by querying components of the 

system software 740, the fog controller (e.g., fog server controller 410 in FIGs. 4A-4B, fog server 

controller 610 in FIG. 6A), the network controller (e.g., the network controller 690 in FIG. 6A, 

connections and existence of flows between components), and/or other subsystems of the SDA 

system in some embodiments.  

[00101] The system software 740 can also include a functional unit template library 724 in 

some embodiments. The templates of functional units are software models of functional units that 

can be parameterized and instantiated in the fog server. A functional unit, as used herein, is a 

hardware entity, a software entity or a hybrid entity with hardware and software portions capable of 

performing a specified purpose or function. It should be noted that a functional unit can be 

composed of other functional units. For example, a PLC, a drive, a motor and an I/O module can 

each be considered a functional unit, and so can a conveyor belt system comprising of three PLCs, 

two 10 modules, a drive and a motor.  

[00102] In some embodiments, the system software 740 can include a set of components 

implementing domain specific logic or applications. For example, a parameterization component 

728 can carry out parameterization of equipment and functional unit templates described above 

(e.g., HMI parameterization). As used herein, parameterization includes setting or defining 

properties. For example, a user can select an equipment from a topology view to parameterize. The 

parameterization component 728 can automatically launch a parameterization interface (e.g., menu) 

of a parameterization software associated with the equipment. Likewise, a configuration 
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component 732 can carry out configuration of equipment (e.g., motion drive configuration). As in 

the case of parameterization, a user can select an equipment from the topology view to configure.  

In response, the configuration component 732 can display a configuration interface of a 

configuration software associated with the selected equipment. Similarly, a programming 

component 734 can launch the programming interface of a programming software associated with a 

selected equipment. A user can write or edit program code directly from the programming interface 

displayed in the system software without having to launch the programming software. If the user 

wants to change the program code of another equipment (e.g., an equipment of the same type but 

different vendor, or completely different equipment type (e.g., drive instead of PLC)) that uses a 

different programming software, the programming component 734 automatically identifies the 

equipment and launches the programming interface suitable for that equipment along with any 

program code associated with or currently deployed on the equipment. In some embodiments, the 

associations between equipment/equipment type and applications can be user-defined and stored in 

a storage node.  

[00103] In some embodiments, the system software 740 can also include a set of components 

that support cybersecurity management, network management, data management, and/or other 

aspects of an automation system. For example, the network management component 716 can 

monitor automation equipment connected to the device and/or management networks (e.g., to 

discover new devices as they connect to a network, to discover a device that goes offline). In some 

embodiments, the network management component 716 can also monitor network components such 

as switching and routing hardware that are part of the physical network.  

[00104] The cyber security management component 718, in some embodiments, can manage 

cyber security aspects of the automation system. For example, the CS management component 718 

can create and maintain security profiles that can be associated with any new functional unit or 

automation equipment in the automation system. The data management component 722 in some 

embodiments can manage how data is shared among the different components and equipment in the 

automation system. Typically, large quantities of different data are generated by different parts of 

the system. Pulling the large quantities of data into one place, and managing, organizing and 

displaying such data becomes a complex and daunting task. The system software 740, through the 
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data management component 722, solves this problem by aggregating data from the different parts 

of the system in one place, making organization and analysis of the data much more efficient. In 

some embodiments, the data management component 722 can provide various filters which can be 

applied to view select data associated with a specific equipment or a subset of equipment, without 

having to access different software associated with different equipment. In some embodiments, the 

data management component 722 can also manage and display in the system software environment, 

system variables which include data shared between different devices in the system and publishers 

of the data.  

[00105] FIGs. 7C-7F are screenshot diagrams illustrating example user interfaces of the system 

software in accordance with some embodiments. FIG. 7C depicts an example screenshot of a user 

interface 750 of the system software 740 providing a graphical view of devices in an example 

automation system. Through the system software, a user can manage the entire lifecycle of the 

system starting from design 752, configuration 754 and programming 756. As depicted, the 

example automation system includes a PLC 758, a PLC 760 and a drive 240 among others.  

[00106] In some embodiments, the system software enables different software applications 

associated with the devices shown in the graphical view to be directly accessed from the system 

software interface (or design view). For example, as depicted in the screenshot 751 of FIG. 7D, a 

user can select the PLC 760 and click on "configure" from the menu 764. The screenshot 753 of 

FIG. 7E depicts a PLC configuration interface 768 of the PLC configuration application 766 that is 

launched in response to the configure request. Similarly, an example configuration screen 770 

associated with the drive 762 depicted in FIG. 7C can be accessed directly from the system software 

as depicted in the screenshot 755 in FIG. 7F. In some embodiments, the code programmed into a 

device can also be accessed, edited and redeployed to the device directly from the system software.  

5. Fog Server 

[00107] FIG. 8A is a block diagram illustrating fog server components in accordance with a 

first embodiment. The fog server is comprised of a control and management infrastructure called 

the controller nodes 810-1, 810-2 along with the associated compute nodes 820-1, 820-2, 820-3, ... , 

820-N. Each of the compute nodes 820-1, 820-2, 820-3, ... , 820-N can execute a number of hosts 

802-1, ... , 802-N and associated virtual networks 820. These hosts can be virtual machines, 
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containers or bare metals. Each host in turn can execute a guest 804. A guest 804 can include an 

application, an application function (i.e., a piece or portion of an application corresponding to or 

performing a function), or any software implementation of a physical device, component or 

functional unit. In some embodiments, a host 802-1 can execute another host 802-A which in turn 

can run a guest. For example, the host 802-1 of compute node 820-3 can be a virtual machine on 

which a container 802-A is instantiated to run guest 804. The virtual networks 820 connect from 

within the compute nodes (e.g., 820-1, 820-2, ... ) through external interfaces (e.g., Ethernet ports) 

to the external physical networks (e.g., Data/OT network 865). Virtual networks 820 reside inside 

the compute nodes (e.g., 820-1, 820-2, ... ) and provide connectivity between the virtualized entities 

and the physical world. In some embodiments, a compute node can be a smart connected device, 

which can have a physical part and a virtual part. For example, the compute node 820-N can be a 

smart connected device 815 which can execute a host 802-B running a guest 804. The same smart 

connected device 815 can also have a physical sensor/actuator 814. The compute node 820-N as 

other compute nodes can connect to the data/OT network 865.  

[00108] The guests 804 are not considered part of the fog server; however, the management of 

these entities is within the realm of the fog sever. Some of the management actions include 

distribution and re-distribution of the hosts, host instantiation, resource planning and management 

(e.g., allocating RAM, network interfaces, and other resources), storage allocation, destruction, and 

the like.  

[00109] While the virtual networks 820 are configured through services provided by the fog 

server, the responsibility for the orchestration of these networks belongs to the network subsystem.  

This allows for cohesive network management between the physical and virtual networks.  

[00110] The fog server controller nodes 810-1, 810-2 are interconnected to the compute nodes 

820-1, 820-2, ... , 820N via management network links 812. These links may be physical with 

dedicated cabling or may be logical links on an underlying physical network. For example, link 812 

can be on the physical networks 806 or 865. By way of another example, links 806, 812 and 865 

can share the same physical network, but different logical networks. Use of technologies such as 

VLANs, VxLANS, VTNs, and the like, to provide logical separation of the physical network 

enables a single network to be used for multiple purposes concurrently. In some embodiments, the 
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fog server controller 810-2 can be a redundant controller that provide high availability (HA) 

capability.  

[00111] The storage node(s) 825-1/redundant storage node 825-2 can provide a high volume 

storage solution that is optimized for the type of access and data and latency requirements needed to 

run an automation system. This node may be optional in some embodiments. The storage node(s) 

may be incorporated into the system as storage node(s) directly connected to the management 

network(s) 812 and/or OAM network(s) 806. If the storage node is not provided, this role can be 

assumed by the controller nodes 810-1, 810-2 and/or compute nodes 820-1, ... , 820-N. The storage 

nodes can use redundancy to provide HA in some embodiments. It should be noted that in some 

embodiments, the storage node 825-1, 825-2 can be a logically centralized node comprising of other 

storage nodes that may be potentially distributed.  

[00112] FIG. 8B is a block diagram illustrating fog server components in accordance with a 

second embodiment. This alternative deployment scenario optimizes the hardware used to 

implement the fog sever. This deployment scenario, known as Customer Premise Equipment (CPE) 

model, collapses the controller, storage, and compute functions into a single server device, i.e., CPE 

node 822-1. The CPE server node can also be duplicated (i.e., CPE node 822-2) to provide HA 

deployments in some embodiments. In this embodiment, the CPE server nodes may communicate 

through a management network 812. Storage node(s) 825 may be incorporated into the system as 

storage nodes(s) directly connected to the management network(s) 812 and/or OAM network(s) 806 

and/or data network(s) 855. If the storage node is not provided, this role can be assumed by the 

CPE nodes 822-1 and 822-2. This scenario provides a low cost solution that could be used in 

smaller deployment targets that accept the constraint of not having distributed compute nodes.  

[00113] FIG. 9A is a block diagram illustrating example components of a fog server controller 

in some embodiments. As depicted, a fog server controller 910 can include a fog orchestration 

component 902 and a host management component 916 among others. The fog orchestration 

component 902 interacts with the orchestration components of other subsystems of an SDA system 

for provisioning, configuring, management, and the like. The role of the fog orchestration 

component 902 is discussed in detail in FIGs. 1OB and 11.  
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[00114] In some embodiments, the host management component 916 can utilize one or more 

host virtualization technologies to provide a virtualization infrastructure on which an automation 

system can be run and/or managed. For example, the host management component 916 can utilize 

host virtualization technologies to create virtualized instances of a device (e.g., software 

implementation of the device on a virtual machine), application or function in the automation 

system. The virtualized device runs as a software only instance in an environment that presents to 

the virtual device an abstraction of the physical hardware isolated from the host system. In addition 

to devices, various other aspects of the automation system such as networks and security elements 

can also be virtualized in some embodiments. Some of the host virtualization technologies that can 

be utilized by the host management component 916 are described in detail below.  

A. Classic VM 

[00115] FIG. 9B illustrates example components of a compute node hosting virtual machines.  

In some embodiments, compute nodes 915 with virtualization support can use virtual machines 

(VM) (host) 902-1, ... , 902-N to provide highly flexible, sandboxed applications 912 (guest). A 

compute node 915 hosts one or more virtual machines 902-1, ... , 902-N including the business logic 

of the application 912 and its own OS/libraries 926. This mechanism provides a flexible application 

as the guest VM can be based upon any operating system 916 and can even use emulation to release 

constraints on hardware architecture. As such the virtual machine can have its own virtual 

hardware. Indeed, because VMs are provided with direct access to the CPU through the hypervisor 

and each classic VM has its own virtual hardware 924, kernel 922, init system 918, and OS 916, it is 

possible to run completely different OSes (e.g. Windows, Linux) on the same compute node 

concurrently, regardless of the compute node's native OS. The penalty compared to the other 

solutions (described below) may be in performance and determinism. Another downside may be 

the size of the application which could be substantially larger as it must include a full kernel 922, 

init system 918, an operating system 916, and associated libraries 914. Typically access to the 

physical hardware 932 is provided through a hypervisor 928 which adds an additional layer and 

associated latency. Some vendor specific accelerations can be used to mitigate this effect.  

[00116] The virtual machines 902-1, ... , 902-N can be migrated live, i.e., running VMs can be 

migrated from one compute node to another with very minimal impact to the running VMs and the 
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associated application processes. This enables the host management component 916 and/or fog 

orchestration component 902 to provide a degree of load balancing, high availability, and energy 

management by optimizing VM distribution among multiple compute nodes 915 and to shut down 

unneeded compute nodes.  

B. Containers 

[00117] FIGs. 9C and 9D illustrate example components of compute nodes hosting containers.  

Containers provide performance, flexibility and size improvements for the applications but come 

with their own set of constraints. Containers use a memory sandbox that is supported by the 

hardware of the host machine to provide a secure and isolated environment to run the application.  

Use of a container provides some performance and size improvements over a VM as it directly uses 

the host's drivers without the hypervisor layer. However, with containers, an application is 

inextricably linked to the host's hardware architecture and kernel. One example application of 

containers is in a demand response scenario.  

[00118] Referring to FIG. 9C, to achieve better performance, some containers 904-1, ... , 904-N 

can include only the application 912, while relying upon the kernel 934, init system 918, operating 

system 916, and libraries 914 native to the compute node. These containers have more limitations 

from a libraries/application development point of view, but are lighter weight, smaller, faster to 

spawn, and are capable of the better performance.  

[00119] Referring to FIG. 9D, some containers 907-1, ... , 907-N can include the full operating 

system 916 (minus the kernel) for the guest application 912, init system 918, and libraries 914 but 

run within the sandboxed container space of the host. Since the containers rely upon the host's 

kernel 934 and its associated physical hardware 932, they must also match the hardware architecture 

and kernel lineage of the host 915.  

[00120] Like VMs, containers can also be migrated live from one compute node to another.  

C. Bare Metal 

[00121] FIG. 9D illustrates example components of a bare metal compute node. In some 

embodiments, compute nodes 915 can serve as bare metal hosts to enable embedded systems to be 

managed by the fog server host management component 916. The bare metal hosts run a purpose 
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built binary image that is tightly coupled to the host hardware 932 - much like a traditional 

embedded device. This binary image can take full advantage of the direct access to the hardware 

932 just as if the image were installed at the factory. In some embodiments, similarly to how VMs 

are managed within the fog server, bare metal compute nodes can be provisioned and configured 

through the provisioning component 906 and configuring component 908 of the host management 

system 916 in FIG. 9A.  

[00122] In some embodiments, the bare metal image may be a complete kernel 934 and OS 916 

to turn the bare metal node into a full compute node with VMs and/or containers with its own 

support for VMs and/or containers.  

[00123] Referring to FIG. 9A, the provisioning component 906 can create provider and/or 

tenant virtual networks and virtualized instances and connect them together. The configuring 

component 908 can facilitate configuration of the virtualized instances and/or physical devices 

under the management of the fog server. The data that is used for configuration can be received 

from the system software in some embodiments.  

6. Orchestrations in an SDA System 

[00124] FIG. 10A is a block diagram illustrating an example of a component view of an SDA 

system in accordance with some embodiments. In the fog server (or the fog platform) 1005, one or 

more virtual devices 1036 and instances of applications 1-N can run on one or more compute nodes 

(not shown) and/or edge devices depicted as a smart connected device 1015. In some embodiments, 

analytics application(s) or engines 1006 can run on a remote cloud 1050 (e.g., cloud 450 in FIG. 4) 

as depicted, in the fog server 1005 or both. In an industrial automation system, applications relating 

to enterprise systems 1035 (e.g., Enterprise Resource Planning (ERP), Manufacturing Execution 

System (MES)) and asset management 1014 can run at the enterprise room level (e.g., level 4, 

enterprise room level 205 in FIG. 2B) or on the fog server 1005, while some on-premise software 

1008 (e.g., SCADA) can run in the fog server 1005. In a building automation system, the 

applications running at the enterprise level and at the fog server 1005 level can be of building 

management systems (not shown).  

-32-



WO 2017/064554 PCT/IB2016/001522 

[00125] In some embodiments, a physical device 1034 may not have the capability to connect 

to the network to become a fog server managed device. Such a device can still be managed and 

controlled via a cyber device 1032 that is managed by the fog server 1005. This cyber device 1032 

can be a virtual representation of one or more physical devices. The cyber device 1032 can 

publish/subscribe to real time data in the fog server 1005 or alternatively can use point to point 

communication to get access to data from applications/devices managed by the fog server 1005.  

The cyber device 1032 can communicate with the physical device 1034 over an OT protocol. The 

fog managed cyber device 1032 can thus be communicatively coupled to a physical device 1034 via 

an OT protocol to form a software defined machine 1046.  

[00126] FIG. 1OB is a block diagram illustrating examples of a control view and system view 

of an SDA system in accordance with some embodiments. The SDA control view 1002 includes a 

system software 1040 and a number of orchestration components which ensure that each of the 

SDA subsystems work in coordination with one another to define or commission and manage the 

automation system. The orchestration components include a fog server orchestration component 

1024, a network orchestration component 1022, a cyber security orchestration component 1018 and 

a storage orchestration component 1016.  

[00127] The SDA system view 1012, in some embodiments, includes a fog server 1005 having 

a fog server controller 1010, one or more compute nodes 1015 and storage 1025. In some 

embodiments, storage may be outside of the fog server 1005 as depicted by storage 1026. The 

compute nodes 1015 and storage 1025 in the fog server 1005 can be can be orchestrated together by 

the fog server orchestration component 1024 in some embodiments (i.e., fog server orchestration 

1024 and storage orchestration 1026 can be combined). While each one of the orchestration 

components are individually orchestrated, a top level orchestration component - the system 

orchestration component 1016 - orchestrates them together to virtualize devices and applications on 

compute nodes 1015 in the fog server 1005 (via fog server orchestration 1024), manage data 

associated with those virtualized devices and applications in storage 1025/1026 (via storage 

orchestration 1026), define and disseminate cyber security policies to all components of the SDA 

system (via cyber security orchestration 1018), and network flows and communications (via 

network orchestration 1022). A system software 1040 interfaces with the system orchestration 
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component 1016 to transform commands/instructions/signals (e.g., from user or another system) via 

fog server orchestration 1024, network orchestration 1022, cyber security orchestration 1018 and/or 

storage orchestration 1026 into automation system changes. Moreover, the system software 1040 

can run on the fog server 1005 and has a complete view of the automation system.  

[00128] In some embodiments, network orchestration includes SDN orchestration (e.g., via 

SDN controller), TSN orchestration (e.g., via TSN controller) or SDN-TSN orchestration, which is 

a combination of SDN and TSN orchestrations (via both SDN and TSN controllers).  

[00129] In some embodiments, the application instances running in the fog server 1005 or on 

an edge device 1004 can share data using a communication protocol such as Data Distribution 

Service (DDS) or Open Platform Communications Unified Architecture (OPC-UA). DDS enables 

any equipment connected to the network 1042 to subscribe to any data produced by fog server 

managed devices (e.g., device 1004, virtual devices/components in the compute nodes 1015). The 

devices can update the subscribers in real time by publishing the data value when those values 

change in some embodiments.  

[00130] In other embodiments, data may be shared via point to point communication.  

Regardless of the shared or point to point communication protocols used, data traffic to/from the 

application instances executing on virtual devices/components in the compute nodes 1015 are 

carried on virtual networks 1020 which map to the physical network 1042. Similarly, data traffic 

to/from applications executing on physical devices are carried by the physical network 1042.  

[00131] FIG. 11 is a block diagram illustrating an example of orchestration of SDA subsystems 

to provision a functional unit on a compute node in accordance with some embodiments.  

[00132] In some embodiments, a system software 1140 running an instance of an engineering 

toolchain enables a user to instantiate and manage an SDA system. An engineering tool chain can 

be specific to a targeted automation system. For example, a toolchain targeted for an industrial 

automation system would be different from one targeted for a building automation system because 

those automation systems can have different types of automation devices (and thus different 

device/functional unit templates) as well as one or more software applications for parameterization, 

configuration, programming, and the like. The engineering toolchain is integrated with a system 
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(SDA) orchestration component 1116 via an application programming interface (API). Sowhenthe 

toolchain user issues a command, the toolchain drives the system orchestration component 1116 in a 

way that causes the SDA system as a whole to work in coordination with one another to execute the 

command.  

[00133] Consider a scenario in which the baggage handling capacity in an airport needs to be 

increased by adding a new conveyer belt. A user can access the system software 1140 (loaded with 

a suitable toolchain) and select a functional unit template, for example a template for a conveyer 

belt system, from a pick list and add it to the control system design panel. The user can 

parameterize the template to provide instance information for the new functional unit. For example, 

the conveyor belt template may comprise of three virtual PACs, a number of IOs, a number of 

physical and virtual switches. The user can provide instance information such as but not limited to: 

instance identity (e.g., component/device names, IP addresses, etc.), I/O connectivity (e.g., how the 

elements of the functional unit are connected, which I/O devices can the functional unit read 

from/write to), timing constraints (e.g., maximum deterministic response time or transfer time 

between the functional unit and another entity, e.g., the equipment it controls), security profiles 

(e.g., ability to read/write access to data, ability to program the functional unit), and the like. The 

functional unit description 1142, i.e., the information describing the functional unit template to be 

instantiated is communicated by the system software 1140 to the SDA orchestration component 

1116. In some embodiments, the functional unit description 1142 can include information related to 

functional unit virtualization description, communication flows, network flows, security profiles, 

and/or the like. By way of example, the functional unit virtualization description can include the 

instance information including type and quantity of components to be instantiated or provisioned 

(e.g., 3 PLCs, 2 distributed I/O modules, 1 virtual switch in the conveyer belt example), redundancy 

requirements, and the like. The functional unit virtualization description can also include, for each 

component, associated applications and version of applications, associated programming package 

(e.g., Unity for the PLC) and the like to facilitate configuration and programming of the functional 

unit or the components therein.  

[00134] The communication flow description can include information relating to I/O 

connectivity or links, I/O priority type (e.g., high priority, low priority), timing constraints, I/O list 
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with connection information (e.g., data, rate), peer-to-peer data exchange, SCADA data exchange, 

other flows declarations (SNMP, Web, email, etc.,), and the like. Security profiles can include 

access control lists (ACLs), port and protocol lists, authorized bandwidth restrictions, black/white 

listed sites/addresses, and/or the like. In some embodiments, the functional unit description 1142 

can also include guest (e.g., virtual machine) configurations such as but not limited to: processor 

types, memory, affinity, virtual machine image validation and the like. Network flow description 

can include information such as bandwidth and port lists, flow path restrictions (e.g., no video or 

high bandwidth data on high priority I/O links), port connectivity, interface speed, and the like.  

[00135] The SDA Orchestration component 1116 parses the functional unit description into 

sub-descriptions and begins driving the orchestrators of the various sub-systems accordingly. For 

example, the SDA orchestration component 1116 passes a description of the requested 

communication flows 1144 extracted from the function unit description 1142 to the cyber security 

orchestration component 1118 of the CS controller 1155. The CS orchestration component 1118, 

based on the requested communication flows 1144, derives securities policies for host/guest access, 

network traffic segmentation, firewall configurations, ACL configurations (e.g., IP address/name of 

connection entity and nature of intended connection such as TCP/UDP port, allowed access types, 

block unauthorized protocols and ports, and the like), authorized logins for monitoring, 

configuration, and the like. Control of traffic types allowed to an end points, configuring secure 

channels, controlling packet data length and addressing, and the like. In some embodiments, the 

various security policies can be managed by a security polices manager 1126. The authentication 

service 1128 in some embodiments can provide authentication service to the other subsystems. For 

example, it can authenticate requests to virtualize a functional unit.  

[00136] The cyber security orchestration component 1118, in some embodiments, provides 

necessary security policies for the fog server controller 1110 and the network controller 1190 (e.g., 

SDN, TSN and/or other network controller(s)) to the SDA orchestration component 1115. In other 

embodiments, the CS orchestration component 1118 can cause the securities policies to be 

distributed directly to the relevant controllers. For example, security policies relating to 

virtualization functions to the fog controller 1110, and security policies relating to the network 

functions to the network controller 1190. In some embodiments, the CS controller 1155 can 
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disseminate device and switch policy rules to the security protection system which can then manage 

deployment and enforcement of those policies at the device level.  

[00137] The SDA orchestration component 1116 upon receiving the security policies 1148 

from the CS controller 1155, passes a description of the virtualized elements of the functional unit 

extracted from the functional unit description 1142 and relevant security policies 1152 to the fog 

orchestration component 1124. In some embodiments, the fog orchestration component 1124 can 

request the CS controller 1155 for the relevant security policies. The fog orchestration component 

1124 drives the fog server controller 1110 (e.g., host management component 916 in FIG. 9A) to 

create, as necessary, the provider and/or tenant virtual networks 1120 in one or more compute 

nodes. This can include instantiating virtual switches or virtual routers. The fog orchestration 

component 1124 creates a virtualized instance of the functional unit 1134 which includes creating a 

virtualized instance of each component in the functional unit (i.e., 3 vPACs and 1 virtual switch in 

this example) and connecting the virtualized instances to the associated virtual networks 1120. In 

some embodiments, based on redundancy requirements (e.g., predefined or specified with the 

request), more than one instance of the functional unit 1134 can be provisioned.  

[00138] The SDA orchestration component 1116 passes a description of the network flows 

1154 associated with the functional unit and any required security policies 1154 to the network 

orchestration component 1122. From this description, the network orchestration component 1122 

can discern the required network paths, segmentation, and the like, and drive the network controller 

1190 to configure the network elements 1136 in the physical network, as well as the network 

elements in the virtual networks 1120 accordingly. In some embodiments, all devices (e.g., 

physical and virtual infrastructure and end devices) can request their associated security policies 

from a policy server 1138. In this manner, the SDA system can not only provision a functional unit 

on a compute node, but can also provision the network resources that the functional unit needs in 

order to be in operation.  

[00139] After the functional unit has been created or provisioned and the networking 

infrastructure is configured accordingly, the system software can then be used to configure and 

program the components of the functional unit. For example, the vPACs of the functional unit can 

be configured and programmed using associated software through the system software portal to 
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control the operation of the conveyor belt system. In some embodiments, configuring the functional 

unit can also include configuring the associated physical components of the functional unit. For 

example, the fog server controller 1110 can reconfigure an I/O module by updating its ACLs to 

allow the vPACs to connect. In some embodiments, the I/O module can be a smart connected 

device into which the fog server controller 1110 can program associated logic (e.g., logic for 

processing security-based functionality).  

7. Example Methodologies implemented in the SDA system 

[00140] FIG. 12 is a logic flow diagram illustrating an example method of creating an 

automation system in accordance with some embodiments.  

[00141] At block 1202, a fog server subsystem that includes a fog server controller and 

multiple compute nodes creates or instantiates virtual components of the automation system on one 

or more compute nodes (e.g., via provisioning component 906 in FIG. 9A). The elements of the 

automation system can be virtualized using virtualization technologies such as virtual machines, 

containers and bare metals. Moreover, the compute nodes on which the virtual components are 

executed can be physically distributed in some embodiments. For example, one compute node can 

be in the plant floor, while another compute node can be in a control room. Regardless of where the 

compute nodes are located, the communication between the fog server controller and the compute 

nodes is over a dedicated management network separate from the physical network, or over the 

same physical network.  

[00142] At block 1204, the fog server subsystem (e.g., via provisioning component 906 in FIG.  

9A) creates associated virtual networks within the compute nodes. At block 1206, the fog server 

subsystem (e.g., via provisioning component 906 in FIG. 9A) connects the virtual components to 

the virtual networks. The virtual networks are then connected to a physical network. At block 

1208, a network subsystem including a network controller configures physical network components 

of the physical network and/or virtual network components of the virtual networks. In some 

embodiments, the network subsystem configures the physical and/or virtual network components by 

deploying network policies. The network policies can include policies for controlling connectivity, 

bandwidth, latency and/or traffic flow. The network controller can be an SDN controller, a TSN 

controller or a combination thereof.  

-38-



WO 2017/064554 PCT/IB2016/001522 

[00143] At block 1210, a CS subsystem that includes a security controller distributes security 

policies to the fog server subsystem and the network subsystem for deployment to the virtual 

components executing on the compute nodes and the physical and/or virtual network components.  

At block 1212, the fog server subsystem utilizes the physical and/or virtual network components to 

communicate with physical components (e.g., field devices) of the automation system to control 

operation and management of the automation system.  

[00144] FIG. 13A is a logic flow diagram illustrating an example method of adding a 

functional unit to an automation system via a system software in accordance with some 

embodiments.  

[00145] Starting at block 1302, a user can launch the system software. At block 1304, the 

system software can present a topological view of all the devices, physical and virtual, that are 

managed by the automation system. FIG. 13B depicts an example of a topological view of a 

conveyor system that includes a PAC 1330 at the top of the hierarchy, a virtual PLC 1332 and 

associated I/O module 1334, a drive 1336, a motor 1338 and a conveyor (i.e., actuator) 1340. At 

block 1306, the system software can receive a selection of a functional unit template (e.g., conveyor 

system template) to add to the automation system. The functional unit template may be selected 

from a template library in some embodiments. The system software can update the topological 

view to include the new functional unit at block 1308. At block 1310, the system software can 

launch a first application for configuring the functional unit. In some embodiments, configuring the 

functional unit can include information such as but not limited to: IP addressing, I/O configuration, 

access control lists, local sub-components and supporting libraries, event triggering, passwords, and 

the like. At block 1312, the system software can receive configuration data for the functional unit.  

At block 1314, the system software can launch a second application for system data management.  

At block 1316, the system software can configure the new functional unit to receive/send data (e.g., 

via point to point communication or through shared real time data bus). In some embodiments, 

configuration and data management can be performed through the same application. In such a 

situation, the system software can launch an application for configuration and data management of 

the functional unit at block 1318. The system software can receive the configuration data and/or 
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instructions for data management at block 1320. The system software can then configure the 

functional unit to receive and/or send data at block 1322.  

[00146] FIG. 14 is a logic flow diagram illustrating an example method of provisioning a 

functional unit in an SDA system accordance with some embodiments. At block 1402, the SDA 

system can receive a request to create or add a new functional unit to an automation system. In 

some embodiments, receiving the request can include receiving a selection of a functional unit 

template from a library of functional unit templates at block 1404. The selection can be made by a 

user via the system software user interface in some embodiments. In other embodiments, the 

definition of the new functional unit to be added to the automation system can be received from an 

entity that is communicatively coupled to the system software (e.g., through an API). Receiving the 

request can also include receiving information to parameterize the functional unit template at block 

1406. At block 1410, the SDA system can authenticate the request based on at least one security 

policy. In some embodiments, the authentication can be performed by the fog server subsystem 

using the at least one security policy from the cyber security subsystem. At decision block 1412, if 

the authentication is not successful, the request can be denied by the SDA system at block 1416.  

The authentication step ensures that unauthorized changes to the automation system are not carried 

out by the SDA system.  

[00147] If the request is successfully authenticated, the SDA system can create at least one 

virtual network in one or more compute nodes at block 1418, if a target virtual network does not 

exist. The SDA system can also create a virtual instance of the functional unit at block 1420.  

Creating a virtual instance of the functional unit includes creating a virtual instance of each element 

of the functional unit. For example, if a functional unit comprises of three PACs, virtualization of 

the functional unit would mean creation of three virtual PACs (vPACs). At block 1422, the SDA 

system can deploy the virtual instance of the functional unit on a compute node. At block 1424, the 

SDA system can connect the virtual instance of the functional unit on the compute node to the 

virtual networks to provision or commission the functional unit on the compute node.  

[00148] FIG. 15 is a logic flow diagram illustrating an example method of configuring a 

functional unit in an SDA system accordance with some embodiments.  
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[00149] Once a functional unit has been created or provisioned (e.g., via provisioning 

component 906 in FIG. 9A), the functional unit can be configured using the system software. At 

block 1502, the SDA system (e.g., SDA system 600 in FIG. 6A) can receive configuration 

information for the new functional unit from the system software. At block 1504, the SDA system 

(via a network controller, e.g., network controller 690 in FIG. 6A) can determine at least one 

network path traversing through virtual and physical networks. The SDA system can configure one 

or more network components in the at least one network path at block 1506. Configuring the 

network components can include providing and/or enforcing one or more network policies which 

specify how the network components are to direct different types of traffic flows. For example, a 

virtual/physical switch can be associated with a network policy that specifies allowing only HTTP 

traffic. So, the switch in operation would allow HTTP traffic to flow through, but other traffic such 

as MODBUS traffic would be blocked. At block 1508, the SDA system can configure the virtual 

instance of the functional unit using the configuration data (e.g., via configuration component 908 

in FIG. 9A). At block 1510, the SDA system can then allow data traffic to flow from the functional 

unit to a device (e.g., field device) via the at least one network path to control an automated process.  

[00150] FIG. 16A is a logic flow diagram illustrating an example method of commissioning or 

provisioning a functional unit in an SDA system in accordance with some embodiments.  

[00151] The example method includes creating, by a system controller (e.g., fog server 

controller 910 in FIG. 9A) of a localized subsystem (e.g., fog server subsystem), a virtualized 

instance of a functional unit of an automation system in one or more compute nodes managed by the 

system controller at block 1602. These compute nodes can include an automation system 

controller, a server, a personal computer, and/or a smart connected device. In some embodiments, 

creating a virtualized instance of a functional unit can include creating a fully virtualized instance of 

the functional unit or partially virtualized instance of the functional. For example, if a functional 

unit includes two components (e.g., PLC 1 and PLC 2), then a fully virtualized instance of this 

functional unit would include virtualization of both the components (i.e., two virtual components, 

for e.g., vPLC 1 and vPLC 2). Similarly, a partially virtualized instance of the functional unit could 

include virtualization of one component (i.e., one virtual component, e.g., vPLC 1), with the other 

component being a physical component (e.g., PLC 2). In some embodiments, the physical 
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component can also be commissioned in the SDA system (i.e., brought under the management of 

the fog server). The method of commissioning a functional unit having a physical component is 

described in reference to FIG. 16B.  

[00152] The virtualized instance of the functional unit can be created from a functional unit 

template selected from a library of functional unit templates. A system software provides an 

interface for a user to access the library of functional unit templates to select the functional unit 

template and parameterize the functional unit template. Parameterizing the functional unit template 

includes defining instance identity, input/output connectivity and security profile for the functional 

unit in some embodiments.  

[00153] The system controller can create a virtual network in the one or more compute nodes at 

block 1604, and then connect the virtualized instance of the functional unit to the virtual network at 

block 1606. The virtual network is mapped to a physical network to enable the virtualized instance 

of the functional unit to interact with a field device of the automation system to control an 

automated process.  

[00154] At block 1608, the system controller can configure security of the virtualized instance 

of the functional unit by applying one or more security policies from a cyber security subsystem. In 

some embodiments, this can include creating a virtualized instance of a security protection system 

(e.g., a virtual next generation firewall) on the one or more compute nodes based on a security 

policy. In some embodiments, the virtualized instance of the functional unit includes one or more 

hosts on which software implementation of the functional unit is running. As such, configuring the 

security of the virtualized instance of the functional unit can include configuring the security of.  

software implementation of the functional unit, the one or more hosts, and/or the one or more 

compute nodes on which the one or more hosts are running. In some embodiments, a host from the 

one or more hosts includes a virtual machine, a container or a bare metal. In some embodiments, in 

responsive to a request to create the virtualized instance of the functional unit of the automation 

system, the system controller can apply at least one security policy to authenticate the request prior 

to creating the virtualized instance of the functional unit. The security controller can also apply at 

least one security policy to validate an image of each host associated with the virtualized instance of 

the functional unit.  
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[00155] At block 1610, the network controller of the network subsystem can determine at least 

one network path from the virtualized instance of the functional unit to a field device through the 

virtual and physical networks. Then at block 1612, the network controller can configure one or 

more network elements in the at least one network path to enable flow of data traffic between the 

virtualized instance of the functional unit and the field device. At block 1614, the network 

controller can configure security of the one or more network elements in the at least one network 

path by applying one or more security policies provided by the cyber security subsystem.  

[00156] FIG. 16B is a logic flow diagram illustrating an example method of commissioning or 

provisioning a functional unit in an SDA system in accordance with some embodiments.  

[00157] The example method includes receiving, by a system controller (e.g., fog server 

controller 910 in FIG. 9A, fog server controller 610 in FIG. 6A), a commissioning request to 

commission a functional unit at block 1616. In response to the commissioning request, a network 

controller (e.g., network controller 690 in FIG. 6A) responsive to receiving of the commissioning 

request by the system controller, at least one network path for the functional unit that is connected 

to a physical network at block 1618. At block 1620, the network controller configures one or more 

network elements in the at least one network path to commission the functional unit in the 

automation system which enables data traffic flow between the functional unit and a field device in 

the automation system.  

8. Workload Arrangements in the SDA System 

[00158] The automation functions comprise of various functions and tasks that need to be 

arranged in a coordinated fashion in order to meet specified requirements. The device functions are 

predetermined and assigned to automation devices. As an example, a system for processing cement 

into powder executes the high level function "create cement powder". This function may be split up 

into device functions for a crusher, a conveyor belt and a packaging machine. These functions may 

require supporting tasks as measuring temperature, speed, volume and product 

composition/mixture. Which measurements in turn are used for functions of controlling throughput, 

process continuity, process stability and product quality. Some of these tasks may be critical for 

safety, some may be time consuming and some may be resource consumptive.  
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[00159] In some embodiments, an SDA system can implement one or more methods for 

arranging workloads to optimize the performance of control systems (e.g., industrial control 

systems).  

[00160] As an example of an automation system wherein an automation function is configured, 

FIG. 17A shows an engineering station 1701 for configuring work stations, viz. a transport station 

controlled via a PLC 1702, an assembly station controlled via a PLC 1703 and a packing station 

controlled via a PLC 1704. Next to the stations are local operator screens of the respective Human 

Machine Interfaces (HMIs) 1705-1707 which are connected via Ethernet bus 1708 to top level HMI 

1709. The engineering system 1701 allows to design the automation function as a distributed and 

event driven application, which is deployed to the SCADA and Manufacturing Execution System 

1710. Local engineering station 1711 allows distribution of sessions for the PLCs of the work 

stations. Adapting IEC 61499, a standard for arranging communication between functional objects, 

advantage can be taken from this standard for splitting the automation function into functional 

blocks and map and distribute them over the PLCs of the work stations 1702-1704. As can be seen 

from elements T1-3, Al-5 and P1-4 which are downloaded from the engineering station 1701 to the 

respective work stations 1702-1704.  

[00161] Another example of an automation system wherein an automation function is 

configured is shown in FIG. 17B. This again shows engineering station 1701 for configuring work 

stations. The automation system has a transport station controlled via a PLC 1702, an assembly 

station controlled via a PLC 1703 and a virtual element 1712. The virtual element 1712 may be 

implemented as a compute node, a smart device, a server or other processing unit. In this example, 

the engineering station 1701 distributes the multiple instances of element TI, the elements Al-5 and 

the elements P1-4 in a different manner than in FIG. 17A. The virtual element 1712 may be a 

standalone device providing support functions to the work stations controlled by PLCs 1702 and 

1703. Or the virtual element 1712 may control a work station directly.  

[00162] FIG.17C shows yet another example of an automation system wherein all the PLC

devices of FIG.17A have been replaced by Virtual elements 1712, 1713 and 1714 similar to the 

Virtual element 1712 of FIG.17B. The virtual elements 1712, 1713, 1714 may be implemented as a 

compute node, a smart device, a server or other processing unit.  
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[00163] In order to allow a different distribution of these elements or functional processing 

tasks, hardware requirements thereof need to be matched to the capabilities of the available 

hardware. An applications' function (e.g. P1) characteristics, such as OS software environment, 

time sensitivity, network bandwidth, determine the requirements for optimal guest parameters, as 

e.g. location. A host type parameter, e.g. a virtual machine, a container, or bare metal, determines 

what type of constraints are put on a guest that may be hosted. In turn, a compute node parameter is 

characterized by the type of hardware platform of the node and determines what type of constraints 

are put on a host. The type of hardware platform is determined by e.g. the processor type as ARM 

or X86; the memory size, the storage capacity, or the proximity.  

9. Example Methodologies for Arranging Workloads 

[00164] Referring to FIG. 18, a method is illustrated for arranging workload in the SDA system 

(e.g., SDA system 600 in FIG. 6A). The SDA system that is provided 1801 is configured via an 

automation portal or system software (e.g., system software 640 in FIG. 6A, system software 740 in 

FIG. 7B) for executing the intended automation function which includes predetermined device 

functions assigned to the various automation devices.  

[00165] As explained above, the automation function includes different device functions for the 

various field devices. These device functions include various tasks that may be split according to 

the programmed software objects. Accordingly, the method requires determining 1802 the tasks of 

the predetermined device functions. When the tasks have been determined or identified, industrial 

operational parameters are assessed 1803 for each task of the device functions. And when assessed, 

the tasks of the device functions may be ranked 1804 by the automation system operational 

parameters. With the industrial operational parameters assessed and ranked, tasks can be picked for 

distributing over the automation devices based on the industrial operational parameters. The 

distribution of tasks over the automation devices may include re-deploying tasks 1805 to at least 

one automation device and offloading tasks 1806 to one of the compute nodes based on the 

industrial operational parameters. In addition, the automation device may be a smart connected 

device capable of hosting a compute node itself, thus allowing offloading of tasks to the compute 

node hosted by the automation device.  
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[00166] The assessment 1803 of the industrial operational parameters provides an indication 

which tasks are relevant for which higher level function such a safety, power consumption or other 

overall process performance parameter. The ranking 1804 of the industrial operational parameters 

allows to evaluate which of the tasks may be re-deployed to field devices and which may be 

offloaded to compute nodes, while ensuring that process performance requirements are met. The 

compute nodes may be part of a fog server.  

[00167] The industrial operational parameters include several parameters that may be linked to 

overall process performance. A first industrial operational parameter is a process critical level, 

which may express the level of availability and / or at least required, so the availability need of a 

function expressed as in e.g. uptime or extensivity of use. It may also express the level of required 

redundancy for a function, as redundancy is one manner in which an availability requirement may 

be achieved. It may further express a level of safety requirements, level of guaranteed failure 

detections and / or fall back options. For example, an industrial steel processing plant may operate a 

furnace in a steel mill that under no circumstance may cool down. Furthermore, the industrial 

operational parameter process critical level could also be compiled as a set of parameters, the set of 

parameters then including the level of redundancy, the availability need of the function, the safety 

requirement and fall back options.  

[00168] Another industrial operational parameter is a time sensitive level. This may express the 

level of required precision of execution time. It may also express a quantified time duration, e.g. a 

specified time frame during which cement must remain in a mixer.  

[00169] Furthermore, the industrial operational parameter time sensitive level could also be 

compiled as a set of parameters, the set of parameters then including the precision of execution time 

and quantified time duration.  

[00170] A further industrial operational parameter is cost of execution. This industrial 

operational parameter may express for example the processing time constraints, such as the amount 

of processing time, it may express the level of resource consumption, and / or the processing 

capacity demand required for executing a specific task on a specific automation device. This may 

be expressed in the amount of memory required to store information. It may also be expressed as 
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amount of processing capability in e.g. millions of instructions per second (MIPS) or in floating 

point operations per second (FLOPS).  

[00171] Furthermore, the industrial operational parameter cost of execution could also be 

compiled as a set of parameters, the set of parameters then including the processing time, the 

resource consumption, and the processing capacity demand.  

[00172] Yet another industrial operational parameter is a proximity critical level. This 

parameter may express the required proximity of a task to a primary actuator associated with the 

task and / or the proximity interdependence of executed tasks, such as e.g. the interdependence of a 

primary task regarding a secondary task.  

[00173] For example, two tasks that interact frequently, or at least rely on each other for 

intermediate results, may need to be computed at automation devices or compute nodes in close 

proximity for the function to be performed effectively. Close proximity may indicate in close 

distance of each other in sense of physical space or of time. Yet it may also indicate that a third task 

requires proximity of two independent tasks, a chain of tasks. In particular, this may apply to 

proximity of field devices such as sensors and actuators. For example, for ventilation control in a 

mineshaft, the task should be executed close to the ventilator system. This in order to prevent 

operational interference or dysfunction in the occurrence of network problems, due to flooding or 

other natural disasters.  

[00174] Furthermore, the industrial operational parameter proximity critical level could also be 

compiled as a set of parameters, the set of parameters then including the interdependence of one 

task to multiple other tasks. So, the interdependence of the first task regarding a second task, the 

interdependence of the first task regarding a third task, the interdependence of the first task 

regarding a fourth task, etc.  

[00175] One more possible industrial operational parameter to be applied is cost performance.  

This may express the capital expenditure as e.g. resource cost. It may also express the operational 

expenditure, such as overall process reliability. For operational expenditures, an example is the cost 

of repair of a function in a hardly accessible area is higher, than when close by in control room. For 
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capital expenditure, an example is the cost of running a function in high-end computer, which could 

be higher than when running on a small targeted platform.  

[00176] Furthermore, the industrial operational parameter cost performance could also be 

compiled as a set of parameters. The set of parameters then including the capital expenditure and 

operational expenditure.  

[00177] Turning to FIG. 19, another example of a method for arranging workload in an SDA 

system (e.g., SDA system of FIG. 4) is illustrated. Likewise, to the method described in relation to 

FIG. 19, the SDA system that is provided 1901 may be configured through the system software 

(e.g., system software 640 in FIG. 6A) for executing an automation function. Similarly, the method 

of this example includes determining 1902 the tasks of the predetermined device functions, 

assessing 1903 industrial operational parameters for each task of the device functions, and ranking 

1904 the tasks of the device functions by the industrial operational parameters. The SDA system 

may then be configured 1905 according to the ranked industrial operational parameters, which may 

include re-deploying tasks on automation devices and offloading tasks to compute nodes.  

[00178] The method then continues by re-assessing the industrial operational parameters 1906 

for each task and once more ranking 1907 these parameters. When the industrial operational 

parameters are re-assessed and ranked, tasks may be re-deployed 1908 to automation devices and 

tasks may be off loaded to compute nodes of the automation system.  

[00179] The second example described above shows the further advantage of the method 

according to the embodiment, as it allows to re-arrange the workload within the SDA system even 

after it has been configured to execute one specific automation function. In this manner, when 

process circumstances or process performance requirements are re-defined the workload of the 

automation function may be arranged in a new configuration to meet the altered requirement 

specifications. Thus, the method allows to more flexible manage and address performance 

requirements in an industrial control system. As an example of a change in the automation function, 

a control function may be updated with an analysis algorithm that would require more performance.  

Then the function could be split and some tasks could be moved to another compute node or device.  

Another example is expansion of hardware to expand capacity, when the system was e.g. running at 
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maximum capacity or beyond capacity and the automation function needs re-balancing to prevent 

additional resources from remaining unused.  

[00180] In the method, referring to FIG. 20, assessing the industrial operational parameters for 

each task 2001 includes determining several or all of the parameters for each task. Thus, the method 

includes determining at least one of the process critical level 2002, the time sensitive level 2003, the 

cost of execution 2004, the proximity critical level 2005; and the cost performance 2006. Not all 

parameters may need to be determined. But preferably for each task the same parameters are 

determined to allow comparison and ranking. Determining the parameters may be done 

simultaneously or consecutively. Some of the parameters may be set by an operator of the industrial 

control system, whereas others may be derived from the manner in which the tasks of the 

predetermined device functions are organized or programmed. Furthermore, the evaluation of 

parameters may include weighted factors, to allow a certain degree of flexibility in assessment of 

the parameters.  

[00181] Similar considerations apply for the step of ranking tasks by industrial operational 

parameters 2101. Accordingly, under reference to FIG. 21, the ranking of tasks includes ranking by 

process critical level 2102, by time sensitive level 2103, by cost of execution 2104, by proximity 

critical level 2105, and / or ranking by cost performance 2106.  

[00182] Turning to FIG. 22, ranking the tasks by industrial operational parameters 2201 may 

also include deselecting tasks as indication that these are not suited for re-distribution. That means 

that these tasks will not be evaluated and not considered for re-distribution. Accordingly, the 

ranking of tasks by parameters 2201 may include deselecting process critical tasks 2202, 

deselecting time sensitive tasks 2203, ranking by cost of execution 2204, deselecting proximity 

critical tasks 2205, and / or ranking by cost performance 2206. This may in particular apply to the 

example described in relation to FIG. 19.  

[00183] The manner in which the level of each industrial operational parameter is quantified 

may differ per parameter. One may be on a scale ranging from 1 to 100, from 0 to 10, or from 0 to 1 

and include decimal fractions. For another it may be simply "yes / no" for re-deployment or it may 

include a spectrum of colors. For yet another, it may be a set strings of { "low", "intermediate", 

"high" }. In one example, the parameters may be set by an operator. In another example, they may 
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be set by a system provider. In yet another example, they could be calculated based on processing 

power, time constraints of physical connections or other physical properties that may be determined 

in situ, even while the system is operational.  

[00184] When the applicable parameters are assessed and the tasks are ranked according to 

these parameters, the re-deployment and offloading of tasks can be performed based on the 

industrial operational parameters. This would allow a direct matching of task requirements and 

constraints to the hardware capabilities of devices and compute nodes. For example, the safety 

capability of a device must be higher than the safety requirement, so e.g. SL3 when SIL2 is 

accepted. Or the availability capability of one computing resource may be six-nines, which is 

accepted when the requirement indicates five-nines. While matching tasks and hardware, a 

weighting factor may be applied for different parameters. For example, a timing precision specified 

as 20msec may include a percentage of allowed deviation.  

[00185] Referring to FIG. 23, the deploying of tasks to field devices and offloading of tasks to 

compute nodes may include selecting tasks 2301 for distribution based on rank and indicating 

selected tasks 2302 to the fog server controller node (e.g., fog server controller 610 in FIG. 6A).  

The fog server controller node will then distribute the selected tasks 2303 to automation devices, 

such as PLCs, PACs, I/O devices or other field devices, based on the assessed industrial operational 

parameters. In turn, a network controller node (e.g., network controller 690 in FIG. 6A) will set up 

network communication 2305 between the compute nodes to facilitate execution of the distributed 

tasks. For example, by configuring a virtual network or controlling network elements of the 

physical network.  

[00186] In addition to the above, the method may further include selecting tasks 2301 for 

offloading to compute nodes based on industrial operational parameters. In which case, these tasks 

selected for offloading will also be indicated 2302 to the fog server controller node. The fog server 

controller node then distributes the tasks selected for offloading 2304 to compute nodes based on 

the assessed industrial operational parameters. And the network controller sets up network 

communication 2305 between the compute nodes to facilitate execution of the distributed tasks.  

[00187] The distribution of selected tasks by the fog server controller node may 

advantageously also include the assessed industrial operational parameters. As these may express a 
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set of constraints or minimum of requirements that may be taken in account while matching the 

selected tasks to available hardware capacities. Moreover, besides assigning compute nodes for 

distributed tasks the fog server controller may provide i.e. set up new compute nodes.  

10. Computer Systemization 

[00188] FIG. 24 is a block diagram of an exemplary machine/computer/apparatus that may 

perform various operations, and store various information generated and/or used by such operations 

in accordance with some embodiments. The computer 2400 is intended to illustrate a hardware 

device on which any of the entities, components or services depicted in the examples of FIGs. 1-7B, 

8A-11, 13B and 17A-C (and any other components described in this specification) and 

methodologies described in the examples of FIGs. 12-13A, 14-16B and 18-23 can be implemented, 

such as a server, client devices, compute nodes, controller nodes (e.g., fog server controller 

(components 610, 810-x, 910, 1010, 1110), cyber security controller (e.g., components 655, 1155), 

network controller (e.g., components 690, 590A, 590B, 1190)), storage devices/nodes, databases, 

PLCs, PACs, and the like. The computer 2400 includes one or more processors 2405 and memory 

2410 coupled to an interconnect. The interconnect can represent any one or more separate physical 

buses, point to point connections, or both connected by appropriate bridges, adapters, or controllers.  

[00189] The processor(s) 2405 is/are the central processing unit(s) (CPU(s)) of the computer 

and, thus, control the overall operation of the computer. In certain embodiments, the processor(s) 

accomplish this by executing software or firmware stored in memory. The processor(s) may be, or 

may include, one or more programmable general-purpose or special-purpose microprocessors, 

digital signal processors (DSPs), programmable controllers, application specific integrated circuits 

(ASICs), programmable logic devices (PLDs), trusted platform modules (TPMs), or the like, or a 

combination of such devices.  

[00190] The memory 2410 is or includes the main memory of the computer. The memory 

represents any form of random access memory (RAM), read-only memory (ROM), ternary content 

addressable memory (TCAM), flash memory, or the like, or a combination of such devices. In use, 

the memory may contain a code. In one embodiment, the code includes a general programming 

module configured to recognize the general-purpose program received via the computer bus 

interface, and prepare the general-purpose program for execution at the processor. In another 
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embodiment, the general programming module may be implemented using hardware circuitry such 

as ASICs, PLDs, or field-programmable gate arrays (FPGAs).  

[00191] Also connected to the processor(s) through the interconnect are a network adapter 

2425, a storage device(s) 2415 and I/O device(s) 2420. The network adapter provides the computer 

with the ability to communicate with remote devices, over a network and may be, for example, an 

Ethernet adapter or Fibre Channel adapter or wireless radio. The network adapter may also provide 

the computer with the ability to communicate with other computers within the cluster. In some 

embodiments, the computer may use more than one network adapter to deal with the 

communications within and outside of the cluster separately.  

[00192] The I/O device(s) can include, for example, a keyboard, a mouse or other pointing 

device, disk drives, printers, a scanner, and other input and/or output devices, including a display 

device. The display device can include, for example, a cathode ray tube (CRT), liquid crystal 

display (LCD), or some other applicable known or convenient display device.  

[00193] The code stored in memory can be implemented as software and/or firmware to 

program the processor(s) to carry out actions described above. In certain embodiments, such 

software or firmware may be initially provided to the computer by downloading it from a remote 

system through the computer (e.g., via network adapter). In some embodiments, memory 2410 and 

the storage device(s) 2415 can be a single entity.  

[00194] The components introduced herein can be implemented by, for example, 

programmable circuitry (e.g., one or more microprocessors) programmed with software and/or 

firmware, or entirely in special-purpose hardwired (non-programmable) circuitry, or in a 

combination of such forms. Special-purpose hardwired circuitry may be in the form of, for 

example, one or more ASICs, PLDs, FPGAs, etc.  

[00195] Software or firmware for use in the SDA system introduced here may be stored on a 

machine-readable storage medium and may be executed by one or more general-purpose or special

purpose programmable microprocessors. A "machine-readable storage medium", as the term is 

used herein, includes any mechanism that can store information in a form accessible by a machine.  
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[00196] A computer can also be a server computer, a client computer, a personal computer 

(PC), a tablet PC, a laptop computer, a set-top box (STB), a personal digital assistant (PDA), a 

cellular telephone, a smart phone, a tablet, a phablet, a processor, a telephone, a web appliance, a 

network router, switch or bridge, a controller (e.g., PLC, PAC), or any machine capable of 

executing a set of instructions (sequential or otherwise) that specify actions to be taken by that 

machine.  

[00197] A machine-accessible storage medium or a storage device(s) includes, for example, 

recordable/non-recordable media (e.g., ROM; RAM; magnetic disk storage media; optical storage 

media; flash memory devices; etc.), etc., or any combination thereof. The storage medium typically 

may be non-transitory or include a non-transitory device. In this context, a non-transitory storage 

medium may include a device that is tangible, meaning that the device has a concrete physical form, 

although the device may change its physical state. Thus, for example, non-transitory refers to a 

device remaining tangible despite this change in state.  

[00198] The term "logic", as used herein, can include, for example, programmable circuitry 

programmed with specific software and/or firmware, special-purpose hardwired circuitry, or a 

combination thereof.  

11. Conclusion 

[00199] Unless the context clearly requires otherwise, throughout the description and the 

claims, the words "comprise," "comprising," and the like are to be construed in an inclusive sense, 

as opposed to an exclusive or exhaustive sense; that is to say, in the sense of "including, but not 

limited to." As used herein, the terms "connected," "coupled," or any variant thereof, means any 

connection or coupling, either direct or indirect, between two or more elements; the coupling of 

connection between the elements can be physical, logical, or a combination thereof. Additionally, 

the words "herein," "above," "below," and words of similar import, when used in this application, 

shall refer to this application as a whole and not to any particular portions of this application. Where 

the context permits, words in the above Detailed Description using the singular or plural number 

may also include the plural or singular number respectively. The word "or," in reference to a list of 

two or more items, covers all of the following interpretations of the word: any of the items in the 

list, all of the items in the list, and any combination of the items in the list.  
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[00200] The above detailed description of embodiments of the disclosure is not intended to be 

exhaustive or to limit the teachings to the precise form disclosed above. While specific 

embodiments of, and examples for, the disclosure are described above for illustrative purposes, 

various equivalent modifications are possible within the scope of the disclosure, as those skilled in 

the relevant art will recognize. For example, while processes or blocks are presented in a given 

order, alternative embodiments may perform routines having steps, or employ systems having 

blocks in a different order, and some processes or blocks may be deleted, moved, added, 

subdivided, combined, and/or modified to provide alternative or sub-combinations. Each of these 

processes or blocks may be implemented in a variety of different ways. Also, while processes or 

blocks are at times shown as being performed in series, these processes or blocks may instead be 

performed in parallel, or may be performed at different times. Further any specific numbers noted 

herein are only examples: alternative implementations may employ differing values or ranges.  

[00201] The teachings of the disclosure provided herein can be applied to other systems, not 

necessarily the system described above. The elements and acts of the various embodiments 

described above can be combined to provide further embodiments.  

[00202] Any patents and applications and other references noted above, including any that may 

be listed in accompanying filing papers, are incorporated herein by reference. Aspects of the 

disclosure can be modified, if necessary, to employ the systems, functions, and concepts of the 

various references described above to provide yet further embodiments of the disclosure.  

[00203] These and other changes can be made to the disclosure in light of the above Detailed 

Description. While the above description describes certain embodiments of the disclosure, and 

describes the best mode contemplated, no matter how detailed the above appears in text, the 

teachings can be practiced in many ways. Details of the system may vary considerably in its 

implementation details, while still being encompassed by the subject matter disclosed herein. As 

noted above, particular terminology used when describing certain features or aspects of the 

disclosure should not be taken to imply that the terminology is being redefined herein to be 

restricted to any specific characteristics, features, or aspects of the disclosure with which that 

terminology is associated. In general, the terms used in the following claims should not be 

construed to limit the disclosure to the specific embodiments disclosed in the specification, unless 
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the above Detailed Description section explicitly defines such terms. Accordingly, the actual scope of 

the disclosure encompasses not only the disclosed embodiments, but also all equivalent ways of 

practicing or implementing the disclosure under the claims.  

100204] From the foregoing, it will be appreciated that specific embodiments of the disclosed 

system/technology have been described herein for purposes of illustration, but that various 

modifications may be made without deviating from the spirit and scope of the embodiments.  

Accordingly, the embodiments are not limited except as by the appended claims.  

100205] The reference to any prior art in this specification is not, and should not be taken as, an 

acknowledgement or any form of suggestion that such prior art forms part of the common general 

knowledge.  

100206] It will be understood that the terms "comprise" and "include" and any of their derivatives 

(e.g. comprises, comprising, includes, including) as used in this specification, and the claims that 

follow, is to be taken to be inclusive of features to which the term refers, and is not meant to exclude 

the presence of any additional features unless otherwise stated or implied.  
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CLAIMS: 

What is claimed is: 

1. A method for arranging workload in a Software Defined Automation (SDA) system, 

comprising: 

providing an SDA system, including a system controller node and multiple compute 

nodes, 

wherein the multiple compute nodes are communicatively coupled to the system 

controller node via a first communication network; 

wherein the system controller node manages the multiple compute nodes and 

virtualization of a control system or a portion thereof on at least one compute 

node from the multiple compute nodes via the first communication network, 

the virtualized control system including at least one virtualized control system 

element connected to a virtual network connected to a second communication 

network; 

wherein the at least one virtualized control system element controls at least one 

physical control system element via the second communication network 

connected to the virtual network; and 

wherein the SDA system is configured for executing an automation function 

comprising predetermined device functions assigned to at least one automation 

device; 

determining tasks of the predetermined device functions; 

assessing industrial operational parameters for each of the tasks of the predetermined 

device functions; 

ranking the tasks by the industrial operational parameters; and 

distributing the tasks over at least two automation devices based on the industrial 

operational parameters, 

wherein distributing tasks over the at least two automation devices comprises: 

re-deploying at least one task to the at least one automation device based on the 

industrial operational parameters; and/or 

offloading at least one task to one of the multiple compute nodes based on the 

industrial operational parameters.  
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2. Method according to claim 1, wherein re-deploying the at least one task and offloading 

tasks the at least one task comprises: 

selecting tasks for offloading based on industrial operational parameters; 

indicating the selected tasks for offloading to an SDA controller node; 

distributing the selected tasks for offloading to the multiple compute nodes based on 

the assessed industrial operational parameters; and 

setting up network communication between the multiple compute nodes to facilitate 

execution of the distributed tasks.  

3. Method according to claim 2, wherein re-deploying the at least one task and off 

loading the at least one task further comprises: 

selecting tasks for re-deploying based on industrial operational parameters; 

indicating the selected tasks for re-deployment to the SDA controller node; 

distributing the selected tasks for re-deployment to automation devices based on the 

assessed industrial operational parameters; and 

setting up network communication between the multiple compute nodes to facilitate 

execution of the distributed tasks.  

4. Method according to claim 1, wherein the industrial operational parameters comprise: 

a process critical level; and/or 

a time sensitive level; and/or 

a cost of execution; and/or 

a proximity critical level; and/or 

cost performance.  

5. Method according to claim 4, wherein assessing the industrial operational parameters 

comprises, for each of the tasks of the predetermined device functions: 

determining the process critical level; and/or 

determining the time sensitive level; and/or 

determining the cost of execution; and/or 

determining the proximity critical level; and/or 

determining the cost performance.  
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6. Method according to claim 5, wherein ranking the tasks by the industrial operational 

parameters comprises: 

ranking by the process critical level; and/or 

ranking by the time sensitive level; and/or 

ranking by the cost of execution; and/or 

ranking by the proximity critical level; and/or 

ranking by the cost performance.  

7. Method according to claim 4, wherein the industrial operational parameter process 

critical level comprises a set of parameters; comprising: 

availability need of function; and/or 

safety requirement.  

8. Method according to claim 4, wherein the industrial operational parameter time 

sensitive level comprises a set of parameters; comprising: 

precision of execution time, and 

quantified time duration.  

9. Method according to claim 4, wherein the industrial operational parameter cost of 

execution comprises a set of parameters; comprising: 

processing time constraints; 

resource consumption; and/or 

processing capacity demand.  

10. Method according to claim 4, wherein the industrial operational parameter proximity 

critical level comprises a set of parameters; comprising: 

proximity to a primary actuator; and/or 

proximity interdependence of a primary task regarding a secondary tasks.  

11. Method according to claim 4, wherein the industrial operational parameter cost 

performance comprises a set of parameters; comprising: 

capital expenditure; and 

operational expenditure.  
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