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(57) Abstract: In an example implementation according to aspects of the present disclosure, a method may include identifying, by a
computing system, an infrastructure device and an end-host device within a network. The method may further include disseminating,
by the computing system, network traffic rules to the infrastructure device, the network tratfic rules to route network tratfic between
end-host devices through the infrastructure device. Further, the network traftic transmitted from a first end-host device to a second
end-host device is passed through the infrastructure device to the second end-host device in accordance with the network traffic
rules, and network traffic transmitted from the first end-host device to the infrastructure device is blocked by the infrastructure
device in accordance with the network traffic rules.
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TRANSMITTING NETWORK TRAFFIC IN ACCORDANCE
WITH NETWORK TRAFFIC RULES

BACKGROUND
[0001] Computing devices, such as laptops, desktops, mobile phones, tablets,
and the like often utilize resources including services, data, and appiications within
an electronic communication network. Consequently, networks of these computing
devices have grown in size and complexily. These networks may include various
infrastructure devices, such as swilches, routers, hubs, and the like, which connect

to and provide the network for the computing devices.

BRIEF DESCRIPTION OF THE DRAWINGS
[0002] The following detailed descriplion refarences the drawings, in which:
006631 FIG. 1 illustrates a block diagram of a system for transmitling network
traffic in accordance with network traffic rules according to exampies of the present
disclosure;
[0004] FiG. 2 illustrales a block diagram of a system for transmitting network
traffic in accordance with network traffic rules according to exampies of the present
disclosure;
[0005] FIG. 3 fllustrates a flow diagram of a method for transmitling network
fraffic in accordance with network traffic rules according o examples of the present
disclosure; and
[60888] FiG. 4 jllustrates a flow diagram of a method for transmilting network
traffic in accordance with network traffic rules according 1o examples of the present

disclosure,

DETAILED DESCRIPTION
(88871 Electronic communication networks may include a variely of devices,
including networked end-host devices {e.q., a user compuling device) and
networked infrastructure devices {e.g., network swiltches, routers, hubs, stc.).
Through the network, these interconnected devices communicate by transmitting

and receiving data packels. For exampie, a first end-host device may transmit a
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data packet {0 a second end-host device through an infrastructure device such as
a network swilch designed o forward the data packets accordingly.

[0008] To direct the network packets appropriately, nstwork infrastructure
devices have addressing schemes such as MAC addresses, [F/IFvE addresses,
and the like for communications purposes. The networking infrastructure devices
may support a variely of services that may not need 1o interact with the networked
end-host devices. However, the addressing schemes may still be visible o end-
hosts. Consequently, the nelworked infrastruciure devices may be vulnerable to
security attacks from the networked end-host devices with which they are allowed
to communicate. By atiacking the network infrastructure, a malicious end-host may
deny services and/or snoop nelwork packets from other networked end-hosis
connected {o the network.

[0008] Previously, neiwork administrators altempted 1o block end-host
communication to specific infrastructure devices by creating network traffic routing
rules through manual administrator configuration. This can be a lime consuming,
costly, and complex endeavor because it depends on the network administrator (o
reflect network configuration and archilecture changes in one part of the network
by changing the nstwork traffic routing rules through manual administrator
configuration for the enlire network’s configuration as soon as those changes
ocour. Failure to implement the manual changes to the rules resulis in network
venerability and insecurity. Conseguently, a network administrator needs to be
available to update the network traffic routing rules whenever such changes ocour,
which may be very frequently in large and/or complex networks.

[0010] Varous implementations are described below by referring o several
examples of techniques for fransmitting network traffic in accordance with network
traffic rules. In an example implementation according i aspecls of the present
disclosure, a method may inciude identifying, by a computing system, an
infrastructure device and an end-host device within a network. The method may
further include disseminating, by the computing system, network traffic rules o the
infrastructure device, the network traffic rules to route network iraffic between end-
host devices through the infrastructure device. Further, the network fraffic

transmitted from a first end-host device 10 a second end-host davice is passed
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through the infrastruciure device 1o the second end-host device in accordance with
the network traffic rules, and network traffic transmitied from the first end-host
device {0 the infrasfructure device is blocked by the infrasiructure device in
accordance with the network traffic rules.

[0011] iIn some implementations, the nsiwork infrastructure devices are
protected from malicious network iraffic from end-host devices. Moreover, the
technigues described herein reduce the time, costs, and complexily associated
with manual network traffic routing rules configuration maintenance. These and
othar advantages will be apparent from the description that follows.

{8012] FIG. 1 ilustrates a block diagram of a system for fransmitling network
traffic in accordance with network traffic rules according o exampies of the present
disclosure. FIG. 1 includes particular components, modules, elc. according to
various examples. However, in different implementations, more, fewer, andior
other components, modules, arrangements of componenis/modules, elc. may be
used according {0 the teachings described herein. In addition, various components,
modules, sic. described harein may be implemented as one or more soflware
modules, hardware modules, special-purpose hardware {e.q., application specific
hardware, application specific integrated circuits (ASICs), embedded coniroliers,
hardwired circuilry, etc.), or some combination of these.

[0013] As shown in FIG. 1, a network traffic rules controller 120 is
communicatively coupled fo an infrastructure device 112, which is also
communicatively coupled to end-hosts 102 and 104 within a network 110. H should
be noted that the network 110 may include all of the devices shown, as well as
additional devices.

{00141 1t should be understood that the network traffic rules controller 120 may
be a compuling system such as any appropriate type of computling devics,
including for example smariphones, tablets, deskiops, lapiops, worksiations,
servers, smart monitors, smart televisions, digital signage, scientific instruments,
retail point of sale devices, video walls, imaging devices, peripherals, or the like, or
any combination or portion thereof,

[00158] The network fraffic rules controller 120 may include a processing

resource that represents generally any suitable type or form of processing unit or
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unils capable of processing data or interpreting and executing instructions, The
instructions may be stored on a non-transitory tangible computer-readable storage
medium, such as a memaory resourcs, of on a separate device, or on any other
type of volatile or non-volatile memory that siores instructions {0 cause a
programmable processor to perform the techniques described herein. Allernatively
or additionaily, the network traffic rules controlier 120 may include dedicated
hardware, such as one or moreg integrated circuits, Application Specific Integrated
Circuils  (ASICs), Application 3Specific Special Processors (ASSPs), Field
Programmable Gate Arrays (FPGAs), or any combination of the foregoing
examples of dedicated hardwareg, for performing the fechniguss described herein.
in some implementations, mulliple processors may be used, as appropriate, along
with multiple memories and/or types of memory. In other examplas, the network
fraffic rules controlier 120 may include modules or engines made up of hardwarg
and/or software o execute programmatic instructions to perform the processes and
methods described herein.

[0018] The network 110 represents generally hardware components and
computers interconnected by communications channels that allow sharing of
resources and information. The network 110 may include one or more of a cabls,
wireless, fiber oplic, or remote conneclion via a telecommunication link, an infrared
Hnk, a radio frequency link, or any other connectors or systems thal provide
electronic communication. The network 110 may include, at least in part, an
Intranet, the internst, or a combination of both. The network 110 may also include
intermediate proxies, roulers, swiiches, load balancers, and the like, such as
infrastructure device 112. The paths followed by the network 110 among the end-
hosts 102 and 104, the infrastructure device 112, and the network fraffic rules
confrolier 120 as depicted in FIG. 1 represent the logical communication paths
between these devices, not necessarily the physical paths between the devices. In
examples, the network 110 may be a software defined network or the like.

[0817] The network traffic rules controlier 120 generates network traffic rules
122 1o route network traffic between the end-hosis 102 and 104 through the
infrastructure device 112 and then disseminales the network traffic rules 122 o the

infrastructure device 112, In examples, the network traffic rules controller 120 also
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identifies devices connected to the network, including al least the infrastruciure
device 112 and the end-hosis 102 and 104. identifying the infrastructure device
and/or the end-hosts within the nelwork may be based, in part or in whole, on the
internet protocol (IP) address, media access conirel (MAC) address, cther
addressing scheme, traffic type, andfor application function of the device.
Additional devices may also be delected. In examples, the network traffic rules
controller 120 may periodically (such as once a day, every hour, every few
seconds, or any other appropriate interval) or continuously atiempt o identify
changes to the infrastructure devices and/or end-host devices, such as the
modification, addition, or removal of infrastructure and/or end-host devices.
[0618] In an example, the network traffic rules controller 120 may also include
functionaiity to act as a sofiware defined networking controller such as to enable
the control plane 1o communicate with the data plane, using, for sxample,
CpenFlow or another similar mechanism.

[0618] The infrastructure device 112, which may include a nelwork swilch,
router, hub, or other similar network appliance, transmits network traffic transmitied
or sent from one of the end-hosts to another of the end-hosts while refusing
network traffic ransmitted from one of the end-hosts 1o the infrastructure device
112 in accordance with the nebtwork traffic rules 122, For example, nelwork traffic
sent by the end-host 102 to the end-host 104 is sent through the infrastructure
device 112 to the end-host 104 in accordance with the network traffic rules 122, In
FiGz. 1, this is depicied by the dashed line 108 showing network fraffic sent from
end-host 102 to the end-host 104 through the infrastructure device 112, In other
examples, network traffic may be logged or recorded by the infrasiructure device
{or an appropriate attached device) but allowed to be received by the infrastructure
device. This aillows for flexibility and post-mortemn analysis if a breach occurs. The
network traffic may also be redirected o an analysis engine elsewhere in the
network and the network traffic may be then allowed or denied by the infrastructure
device based on an analysis performed by the analysis engine.

[0020]  In an example, network traffic transmitled from one of the end-host
devices o another of the end-host devices is passed through the infrastruciure

device based at least in part on a media access control (MAC) address. In this
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case, the infrastructure device 112 stores a MAC address forwarding or routing
table to forward or route the network traffic appropriately. Similarly, network frafiic
transmitted from one of the end-host devices to another of the end-host devices is
passed through the infrastructure device based at least in parl on an intermnet
protocol {(IP) address. in this case, the infrasiructure device 112 stores an P
address forwarding or routing iable to forward or route the nelwork traffic
appropriately.

(88211 The infrastructure device 112 may also deny, refuse, or drop network
traffic based on an application type. For example, if network traffic is related i0 a
certain type of application, it may be refused by the infrastructure device 112, Cther
type of network iraffic may also be denied, dropped, or refused in accordance with
the network traffic rules 122, In examples, the network traffic rules 122 may be
applied at the application layer, presentation laver, session layer, fransport layer,
network laver, data link layer, and/or physical layer, as appropriate.

(06221 However, if the end-host 102 sends nelwork raffic directly o the
infrastructure device 112, that network fraffic is denied, refused, and/or dropped by
the infrastructure device 112 in accordance with the network traffic rules 122, As
shown by the dotled line 106 in FIG. 1, the nelwork traffic is refused by the
infrasfructure device 112, This prevenis unauthorized, potentially harmful network
fraffic from being received by the infrastructure device 112, which could then
potentially infect other devices within the network 110, Similarly, if any other end-
host (such as end-host 104} sends network traffic directly to any of the
infrastruciure devices {(such as infrastructure device 112), the traffic is denied by
the infrastructure device or treated as otherwise described herein,

f0023]  In other examples, such as shown in FiG. 2 and discussed below, the
network 110 may include a second infrastructure device. More particularly, FIG. 2
illustrates a block diagram of a system for tfransmitling network fraffic in accordance
with network traffic rules 122 according {0 examples of the present disclosure.
[0024] FIG. 2 includes particular components, modules, ete. according o
various examples. However, in different implementations, more, fewer, and/or
othar components, modules, arangements of components/modules, efc. may be

used according fo the teachings describad herein. In addition, various components,
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modules, sic. described harein may be implemented as one or more software
modules, hardware modules, special-purpose hardware {e.q., application specific
hardware, application specific integrated circuits (ASICs), embedded coniroliers,
hardwired circuilry, etc.}, or some combination of these.

[0025] As shown in FIG. 2, a network traffic rules controlier 220 is
communicatively coupled to infrastructure devices 212 and 214, which are
communicatively coupled fogether and also to end-hosts 202 and 204 within a
network 210. i should be noted that the network 210 may include all of the devices
shown, as well as additional devices.

{0028] 1t should be understood that the network traffic rules controller 220 may
be a compuling system such as any appropriate type of computling devics,
including for example smariphones, tablets, deskiops, lapiops, workslations,
servers, smart monitors, smart televisions, digital signage, scigntific instruments,
refail point of sale devicss, video walls, imaging devices, peripherals, or the liks, or
any combination or portion therecof.

(00271 The network Wraffic rules controller 220 may include a processing
resource that represents generally any suitable type or form of processing unit or
units capable of processing data or interpreting and executing instructions. The
instructions may be stored on a non-transitory tangible compuler-readable storage
medium, such as a memory raesource, or on a separate device, or on any other
type of volatile or non-volatile memory that stores instructions 1o cause a
programmable processor (o perform the technigues described herein. Allernatively
or additionally, the nelwork traffic rules controller 120 may include dedicated
hardware, such as one or more integraied circuils, Application Specific integrated
Circuits (ASICs), Application Specific Special Processors (ASSPs), Field
Programmable Gale Arrays (FPGAs), or any combination of the foregoing
examples of dedicated hardware, for performing the technigues described hergin.
In some implementations, multiple processors may be used, as appropriate, along
with mulliple memories and/or types of memory. In other examples, the network
traffic rules controlier 220 may inciude modules or engines made up of hardware
and/or software 1o execute programmatic instructions o perform the processes and

methods describad herein.
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[0028] The network 210 represents generally hardware components and
computers interconnected by communications channels that allow sharing of
resources and information. The netwaork 210 may include one or more of a cabls,
wireless, fiber optic, or remote connection via a telecommunication link, an infrared
fink, a radio frequency link, or any other connectors or systems thal provide
glectronic communication. The network 210 may include, at least in part, an
Intranet, the internet, or & combination of both. The network 210 may also includs
intermediate proxies, roulers, switches, load balancers, and the like, such as
infrastructure devices 212 and 214. The paths followed by the network 210 among
the end-hosts 202 and 204, the infrastructure devices 212 and 214, and the
network traffic rules controller 220 as depicted in FIG. 2 represent the logical
communicalion paths between these devices, not necessarily the physical paths
between the devices. In examples, the network 210 may be a sofiware defined
network or the like.

[0828] The nelwork traffic rules controller 220 generates network traffic rules o
route network traffic between the end-hosts 202 and 204 through the infrastruciure
devices 212 and 214 and then disseminates the network traffic rules to the
infrastructure devices 212 and 214. In examples, the network traffic rules controiler
220 also identifies devices connected {o the network, including al least the
infrastructure devices 212 and 214 and the end-hosis 202 and 204. Identifying the
infrastructure device and/or the end-hosts within the network may be based, in part
or in whole, on the intermnet protocol (IP) address, media access conlrol (MAG)
address, other addressing schemaes, traffic ivpe, and/or application function of the
device, Additional devices may aiso be detected. In examples, the network frafiic
rules controller 220 may pericdically (such as once a day, every hour, every few
seconds, or any cother appropriate interval) or continuously atiempt o identify
changes o the infrastructure devices and/or end-host devices, such as the
maodification, addition, or removal of infrastruciure and/or end-host devices.
(08381 In an example, the network traffic rules controller 220 may also include
functionaiity 1o act as a software defined networking confroller such as o enable
the conirol plane o communicate with the data plane, using, for exampls,

OpenFlow or ancther similar mechanism.
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[0031] The infrastructure devices 212 and 214, which may include nelwork
switches, routers, hubs, and/or other similar network appliance, fransmit network
traffic transmitted or sent from one of the gnd-hosts to ancther of the end-hosis
while refusing network traffic fransmitled from one of the end-hosis io the
infrasfructure devices 212 and 214 in accordance with the network iraffic rules. For
example, network traffic sent by the end-host 202 1o the end-host 204 is sent
through the infrastruciure devices 212 and 214 to the end-host 204 in accordance
with the network traffic rules. In FIG. 2, this is depicted by the dashed line 208
showing network traffic sent from end-host 202 {0 the end-host 204 through the
infrastructure devices 212 and 214.

[0632] In an example, nelwork traffic ransmilted from one of the end-host
devices to another of the end-host devices is passed through the infrastructure
devices based at least in part on a media access conirol (MAC) address. In this
case, the infrastructure devices 212 and/or 214 store a MAC address forwarding
or routing table(s) to forward or route the network fraffic appropriately. Similarly,
network raffic transmitled from one of the end-host devices {0 another of the end-
host devices is passed through the infrastructure devices based at least in part on
an internet protocol (1P) address. In this case, the infrastructure devices 212 andior
214 store an IP address forwarding or routing table(s) to forward and/or roule the
network traffic appropriately.

(08331 The infrastructure devices 212 and 214 may aiso deny, refuse, or drop
network traffic based on an application type. For example, if nelwork traffic is
related 1o a certain type of application, it may be refused by the infrastruciure
devices 212 and 214, Other type of network traffic may also be denied, dropped,
or refused in accordance with the network traffic rules. In examples, the rules may
be applied at the application layer, presentation layer, session laver, transport
layer, network layer, data link layer, and/or physical layer, as appropriate. In other
examples, nelwork traffic may be logged or recorded by the infrastructure device
{or an appropriate attached device) but allowed o be received by the infrastruciure
device. This allows for flexibility and post-mortem analysis if a breach ocours. The

network iraflic may also be redirected o an analysis engine sisewhers in the
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nefwork and the network traffic may be then allowed or denied by the infrastruciure
device based on an analysis performed by the analysis engine.

[0034] However, if the end-host 202 sends network traffic direclly to the
infrastructure device 212, for example, thal network traffic is denied, refused,
and/or dropped or otherwise treated as discussed herein by the infrastructure
device 212 in accordance with the network traffic rules. As shown by the dotted
line 208 in FIG. 2, the network traffic is refused by the infrastructure device 212.
This prevents unauthorized, potentially harmful network traffic from being recelved
by the infrastructure device 212, which couid then potentially infect other devices
(such as infrastructure device 214) within the nelwork 210. Similarly, if any other
end-host {such as end-host 204} sends network traffic directly to any of the
infrastructure devices (such as infrastructure device 212 and/or infrastructure
deviceg 214), the traflic may be denied by the infrastructure device.

[0635] FIG. 3illustrates a flow diagram of a method 300 for transmitting network
traffic in accordance with network traffic rules according to exampies of the present
disclosure. The method 300 may be executed by a compuling systern or a
computing device such as the network traffic rules controller 120 andior 220 of
FiGs. 1 and 2 respectively. In one example, method 300 may include: identifying
an infrasiructure device and an end-host device within a nelwork {block 302}, and
disseminating network traffic rules to the infrastruciure device, the rules to route
network traffic between end-host devices through the infrastructure device whils
prevemnting the end-host devices form communicating directly with the infrastruciure
device {block 304).

[0038] At block 302, the method 300 includes identifving an infrastruciure
device and an end-host device within a network. For example, a computing sysiem
{e.g., the network traffic rules confrolier 120 of FIG. 1 and the network traffic rules
controlier 220 of FIG. 2) identifiss an infrastructure device {e.g., infrasiruciure
device 112 of FIG. 1 and infrastructure devices 212 and 214 of FIG. 2) and an end-
host device {e.g., end-hosts 102 and 104 of FIG. 1 and end-hosts 202 and 204 of
FiG. 2) within a network {(e.g., network 110 of FIG. 1 and network 210 of FIG. 2).
[0037]  identifving the infrastruciure device and/or the end-host device within the

network may be based, in part or in whole, on the internet protocol (IP) address,
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media access control (MAC) address, traffic type, and/or application function of the
device, Additional devices may aiso be detected. In examples, the network frafiic
rules controller 120 may pericdically (such as once a day, every hour, every few
seconds, or any cother appropriate interval) or continuously atiempt {o identify
changes fo the infrastructure devices and/or end-host devices, such as the
maodification, addition, or removal of infrastructure and/or end-host devices. The
method continues 1o block 304.

[0838]  Alblock 304, the method 300 indludes disseminating naetwork traffic rules
to the infrastructure device, the rules {0 route network traffic between end-host
devices through the infrastructure device while preventing the snd-host devices
from communicating directly with the infrastructure device. For example, the
compuling system (e.g., the network traffic rules coniroller 120 of FIG. 1 or the
network traffic rules controlier of FIG. 2) disseminates network traffic rules to the
infrastructure device, the network traffic rules to route network traffic between end-
host devices through the infrastructure device. In this example, network traffic
transmilted from a first end-host device 1o a second end-host device is passed
through the infrastruciure device 1o the second end-host device in accordance with
the network traffic rules. However, network traffic transmitied from the first end-
host device to the infrastructure device is blocked by the infrasiructure device in
accordance with the network traffic rules, thus preventing the first end-host device
from communicating directly with the infrastructure device.

(08381 In examples, the nelwork traffic rules may be disseminated in a variety
of ways. For instance, the network traffic rules may be disseminated manually. The
network traffic rules may also be disseminated automatically and may ocour in
response 1o a network change {i.e., the addition, removal, or reconfiguration of an
infrastructure device). In this way, the network may remain up-to-date by
automatically receiving the network traffic rules as soon as a change ocours.
(00401 Additional processes also may be included. For exampls, the method
300 may include generaling, by a computing sysiem, the set of natwork traffic rules
prior {0 disseminating the set of network traffic rules to the infrastructure device.
The method 300 may also include identifying, by the computing system, additional

infrastructure devices and end-host devices within the network,
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[0041] it should be undersiood that the processes depicted in FIG. 3 represent
Hlusirations, and that other processes may be added or existing processes may be
removed, modified, or rearranged without departing from the scope and spirit of
the present disclosure. | should also be understood that the processes depicited in
FIG. 3 may be implemenied as programmatic instructions stored on a non-
fransitory computer-readabile storage medium that, when executed by a processing
resource of a computing system, cause the processing resocurce o perform the
processes described hersin.

[0042] FIG. 4 Hlustrates a flow diagram of a method 400 for ransmitling network
traffic in accordance with network traffic rules according to exampies of the present
disclosure. The method 400 may be executed by a computing system or a
compuling device such as the nelwork traffic rules controller 120 and/or 220 of
FiGs. 1 and 2 respectively. In one example, method 400 may include: identifying
an infrastructure device and end-host devices within a software defined network
{block 402); generaling network traffic rules o route network traffic between the
end-host devices through the infrastructure device {block 404); and disseminating
network traffic rules to the infrastruciure device, the rules o roule nelwork traffic
between end-host devices through the infrastructure device while praventing the
end-host devices form communicating directly with the infrastructure device (block
406).

[0843] At block 402, the method 400 includes identifying an infrastruciure
device and end-host devices within a software defined network. For example, a
computing system (e.g., the nelwork traffic rules coniroller 120 of FIG. 1 and the
network fraffic rules controller 220 of FIG. 2) identifies an infrastruciure device
{e.g., infrastructure device 112 of FIG. 1 and infrastructure devices 212 and 214 of
FiG. 2) and end-host devices (e.g., end-hosis 102 and 104 of FIG. 1 and end-hosis
202 and 204 of FIG. 2) within a software defined network {e.g., network 110 of FIG.
1 and network 210 of FIG. 2},

[0044] In examples, the nelwork traffic rules controller 120 may periodically or
continuously attempt o identify changes {o the infrasiructure devices and/or end-
host devices, such as the modification, addition, or removal of infrastructure and/or

end-host devices. Additional devices may also be detected. In examples, the
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network traffic rules controlier 120 may periodically (such as once a day, svery
hour, every few sgconds, or any other appropriate interval) or continucusly attempt
to identify changes o the infrastructure devices and/or end-host devices, such as
the modification, addition, or removal of infrastructure and/or end-host devices. The
meihod continues 1o block 404,

[0045] At block 404, the method 400 includes generating network traffic rules
to route network traffic between the end-host devices through the infrastructure
device. For example, a computing system (e.g., the network frafiic rules controlier
120 of FiG. 1 and the nelwork raffic rules controiler of FIG. 2) generates network
traffic rules o route network iraffic belween the end-host devices through the
infrastructure device.

[0048] Generaling the network traffic rules may include a network traffic rules
controller as discussed regarding FiGs. 1 and 2 automatically generating the
network traffic rules. For example, the network traffic rules controller may generate
a rule specifying that ali network traffic from an end-host with an Ethernet header
specifying a destination MAC address as the MAC address of an infrastruciure
device be blocked or dropped. Similarly, the network traffic rules controlier may
generale a rule specifving that all network fraffic from an end-host with an Ethernet
header specifving a deslination 1P address as the 1P address of an infrasiructure
device be blocked or dropped. The rules may be generated individually based on
the iype , address, and/or location of a particular infrastructure device, and the
rules may differ from one infrastructure device 1o ancther infrasiructure device. in
examples, the rules may also be manually programed programmed such as by a
network administrator. In examples, the network iraffic rules may also include
infrastructure devices within a certain proximity, address range, type, or feature set
as the infrastructure o which the rules are disseminated. For instance, each
infrastructure device may want o only profect access 1o devices which are within
a three network hops or on the same subnet, 80 as o reduce the number of network
traffic rules on a per-device basis. The network fraffic rules controller would still be
aware of the remaining infrastructure devices, in examples.

[0047] it should also be understood that the rules may include exceptions, such

as for trusied end-hosts. For exampie, a trusted end-host device may be enabled



WO 2015/147793 PCT/US2014/031640

14—

to communicate directly with an infrastruciure device, such as for management
purposes. In this way, the trusted end-host device may be ifreated like another
infrastructure device that may communicate with some of all of the other
infrastructure devices within the network. The method continues {o block 406.
[0048]  Abblock 406, the method 400 includes disseminating neltwork traffic rules
to the infrastructure device, the rules 1o route network traffic between end-host
devices through the infrastructure device while preventing the end-host devices
from communicating directly with the infrastructure device. For example, the
computing svstem (e.g., the network iraffic rules controller 120 of FIG. 1 or the
network traffic rules controller 220 of FIG. 2) disseminates network trafiic rules fo
the infrastructure device, the network traffic rules o route network traffic between
end-host devices through the infrastructure device. In this example, network traffic
fransmitied from a first end-host device 1o a second end-host device is passed
through the infrastructure device 1o the second end-host device in accordance with
the network traffic rules. However, network fraffic transmitted from the first end-
host device 1o the infrastructure device is blocked by the infrastruciure device in
accordance with the network traffic rules, thus preventing the first end-host device
from communicating directly with the infrastructure device.

[0049]  in examples, the network traffic rules may be disseminated in a variely
of ways. For insiance, the network fraffic rules may be disseminated manually. The
network traffic rules may also be disseminated automatically and may occur in
response 1o a network change {i.e., the addition, removal, or reconfiguration of an
infrastructure device). In this way, the nelwork may remain up-lo-date by
automatically receiving the network traffic rules as soon as a change ocours.
[0050] Additional processes also may be included, and it should be understoond
that the processes depicted in FIG. 4 represent illustrations, and that cother
processes may be added or existing processes may be removed, modified, or
rearranged without departing from the scope and spirit of the present disclosure. it
should alse be understood that the processes depicled In FIG. 4 may be
implemented as programmatic instructions stored on a non-transitory computer-

readable storage medium thatl, when executed by a processing resource of a
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computing systern, cause the processing resource fo perform the processes
described hergin.

[0051] !t should be emphasized that the above-described examples are merely
possible examples of implementations and set forth for a clear understanding of
the present disclosure. Many variations and modifications may be made to the
above-described examples without departing substantially from the spirit and
principles of the present disclosure. Further, the scope of the present disclosure
is intended to cover any and all appropriate combinations and sub-combinations of
all elements, features, and aspecis discussed above. All such appropriaie
modifications and variations are intended 10 be included within the scope of the
present disclosure, and all possible claims to individual aspectis or combinations of

slements or sleps are inlended o be supported by the present disciosure.



WO 2015/147793 PCT/US2014/031640

T -

WHAT IS CLAIMED IS:

1. A method, comprising:

identifying, by a computing system, an infrastructure device and an gnd-host
device within a network; and

disseminating, by the computing system, network traffic rules to the
infrastructure device, the network traffic rules to route network trafiic between end-
host devices through the infrasiructure device,

wherein network traffic ransmitted from a first end-host device to a second
end-host device is passed through the infrastructure device o the second end-host
device in accordance with the network traffic rules, and

wherein network traffic fransmitted from the first end-host device to the
infrastructure device is blocked by the infrastructure device in accordance with the

network iraffic rules.

2. The method of claim 1, further comprising:
generaling, by a compuling system, the set of network traffic rules prior o

disseminating the set of network iraffic rules 1o the infrastructure device,

3. The method of ¢laim 1, further comprising,
identifying, by the computing system, additional infrastructure devices and

end-host devices within the network,

4, The method of claim 1, wherein identifying additional infrastructure

devices and end-host devices within the network occours periodically.

5. The method of claim 1, wherein identifying the infrastructure device
and an end-host device within the network is based in part on at least one of an
internet protocol {IP) address, @ media access control (MAC) address, and an

application function.

8. A system, comprising:

an infrastructure device within a network; and
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a network traffic rules coniroller communicatively coupled o the
infrastructure device, the network traffic rules controlier 1o generate network traffic
rules 1o route network traffic between end-host devices through the infrastructure
device and (o disseminale the network traffic rules o the infrastructure device,

the infrastruciure device o, in accordance with the network traffic rules,
fransmit network traffic transmitted from one of the end-host devices {0 ancther of
the end-host devices and refuse network traffic transmitted from one of the end-

host devices o the infrastruciure device.

7. The system of claim 6, further comprising:

a second infrastruciure device within the network and communicatively
coupled {o the infrasiructure device, the second infrasiructure device 1o fransmit
network traffic transmitted from one of the end-host devices {0 another of the end
host devices through the infrastructure device and 1o refuse network traffic

transmitted from one of the end-host devices 1o the second infrastructure device.

3. The system of claim 7, where network traffic transmitied from the one
of the end-host devices to the second infrastructure device is refused by the

infrastructure device.

8. The system of claim 6, wherein network traffic fransmitted from one
of the end-host devices 1o another of the end-host devices is passed through the
infrastruciure device based at least in part on a media access conirol (MAC)

address.

10.  The system of claim 8, wherein the infrastructure device stores a

MAC address forwarding table.

11.  The system of claim 6, wherein network traffic ransmitted from one
of the end-host devices {0 ancther of the end-host devices is passed through the

infrastructure device based at lgast in part on an internet protocol (1P} address.
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12.  The system of claim 11, wherein the infrastruciure device stores an

P address forwarding table.

13.  The system of ¢laim 7, wherein network fraffic transmitied from one
of the end-host devices to the second infrastructure device is refused by the second

infrastructure device based in part on an application traffic type.

14.  The system of claim 6, wherein the network traffic rules controller
identifiss devices connected 1o the network, including at least the infrastruciure

device and the end-host devices.

15. A non-transitory  compuler-readable  slorage medium  sloring
insiructions that, when execuled by a processor, cause the processor (o

identify an infrastructure device and end-host devices within a sofiware
defined natwork;

generate network traffic rules to route network traffic between end-host
devices through the infrastructure device; and

disseminate the network traffic rules o the infrastructure device,

wherein network traffic transmitied from a first end-host device is passed
through the infrastructure device to a second end-host device in accordance with
the network traffic rules, and

wherein network traffic transmitled from the first end-host device to the
infrastructure device is blocked by the infrastructure device in accordance with the

network fraffic rules.
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