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(57) ABSTRACT 

A System and method for configuring a storage network 
utilizing one or more Storage appliances to utilize the 
multi-block based protocol nature of the Storage appliances. 
By configuring the Storage network, data Served by the 
Storage appliance may be accessed by a plurality of proto 
cols simultaneously. Illustratively, a virtual disk (vdisk) may 
be access by clients using the FCP protocol over a FC 
network while other clients access the vaisk using the iSCSI 
protocol over a TCP/IP network. 
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SYSTEMAND METHOD FOR CONFIGURING A 
STORAGE NETWORK UTILIZING A 

MULTI-PROTOCOL STORAGE APPLIANCE 

FIELD OF THE INVENTION 

0001. The present invention relates to storage networks 
and, in particular, to configuring Storage networks using a 
multi-protocol Storage appliance capable of Simultaneously 
exporting information using a plurality of block-based pro 
tocols. 

BACKGROUND OF THE INVENTION 

0002. A storage system is a computer that provides 
Storage Service relating to the organization of information on 
Writable persistent Storage devices, Such as memories, tapes 
or disks. The Storage System is commonly deployed within 
a storage area network (SAN) or a network attached Storage 
(NAS) environment. When used within a NAS environment, 
the Storage System may be embodied as a file Server includ 
ing an operating System that implements a file System to 
logically organize the information as a hierarchical Structure 
of directories and files on, e.g. the disks. Each “on-disk’ file 
may be implemented as a Set of data Structures, e.g., disk 
blocks, configured to Store information, Such as the actual 
data for the file. A directory, on the other hand, may be 
implemented as a specially formatted file in which informa 
tion about other files and directories are Stored. 

0003) The file server, or filer, may be further configured 
to operate according to a client/server model of information 
delivery to thereby allow many client Systems (clients) to 
access shared resources, Such as files, Stored on the filer. 
Sharing of files is a hallmark of a NAS system, which is 
enabled because of its Semantic level of access to files and 
file systems. Storage of information on a NAS system is 
typically deployed over a computer network comprising a 
geographically distributed collection of interconnected com 
munication links, Such as Ethernet, that allow clients to 
remotely access the information (files) on the filer. The 
clients typically communicate with the filer by exchanging 
discrete frames or packets of data according to pre-defined 
protocols, such as the Transmission Control Protocol/Inter 
net Protocol (TCP/IP). 
0004. In the client/server model, the client may comprise 
an application executing on a computer that “connects to 
the filer over a computer network, Such as a point-to-point 
link, shared local area network, wide area network or virtual 
private network implemented over a public network, Such as 
the Internet. NAS Systems generally utilize file-based acceSS 
protocols, therefore, each client may request the Services of 
the filer by issuing file System protocol messages (in the 
form of packets) to the file system over the network iden 
tifying one or more files to be accessed without regard to 
Specific locations, e.g., blocks, in which the data are Stored 
on disk. By Supporting a plurality of file System protocols, 
such as the conventional Common Internet File System 
(CIFS), the Network File System (NFS) and the Direct 
Access File System (DAFS) protocols, the utility of the filer 
may be enhanced for networking clients. 
0005 ASAN is a high-speed network that enables estab 
lishment of direct connections between a Storage System and 
its storage devices. The SAN may thus be viewed as an 
extension to a storage bus and, as Such, an operating System 
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of the Storage System enables access to Stored information 
using block-based acceSS protocols over the “extended bus”. 
In this context, the extended bus is typically embodied as 
Fibre Channel (FC) or Ethernet media adapted to operate 
with block acceSS protocols, Such as Small Computer Sys 
tems Interface (SCSI) protocol encapsulation over FC (FCP) 
or TCP/IP/Ethernet (iSCSI). 
0006 ASAN arrangement or deployment allows decou 
pling of Storage from the Storage System, Such as an appli 
cation Server, and Some level of information Storage sharing 
at the application Server level. There are, however, environ 
ments wherein a SAN is dedicated to a single Server. In Some 
SAN deployments, the information is organized in the form 
of databases, while in others a file-based organization is 
employed. Where the information is organized as files, the 
client requesting the information maintains file mappings 
and manages file Semantics, while its requests (and server 
responses) address the information in terms of block 
addressing on disk using, e.g., a logical unit number (lun). 
0007 Previous SAN approaches permit the exporting of 
data using a single data transfer architecture, Such as a 
conventional fibre channel (FC) networking standard. Data 
may then be transferred by clients in a SAN arrangement 
using a single block-based protocol such as a FCP over a FC 
network. To provide multi-pathing and/or data path redun 
dancy, the SAN arrangement must have two separate physi 
cal networks associated with the desired protocol, e.g., a 
primary and redundant FC network. A noted disadvantage of 
Such requirement is the high cost of implementing the FC 
network. Installing a Second, redundant FC network for use 
in failure Situations of the primary FC network imposes a 
high cost to installing and maintaining FC SAN arrange 
ments. Additionally, all clients of the Storage System must 
use the same block protocol. 
0008 An additional, noted disadvantage is that when a 
SAN environment is modified to change the protocol uti 
lized, such as from FCP to iSCSI or vice versa, the entire 
network must be changed at the same time due to dissimilar 
cabling and associated hardware. This requirement may 
result in Service disruption as all clients, cabling and inter 
mediate node hardware must likewise be changed. 

SUMMARY OF THE INVENTION 

0009. The present invention overcomes the disadvan 
tages of the prior art by providing a System and method for 
configuring a storage network using a multi-protocol Storage 
appliance that permits clients to access information via a 
plurality of protocols simultaneously. The multi-protocol 
Storage appliance includes a virtualization System that per 
mits a file System to logically organize the information as 
named file, directory and virtual disk (Vdisk) Storage objects. 
In the illustrative embodiment, the virtualization modules 
are embodied as, for example, a Vidisk module and a Small 
computer system's interface (SCSI) target module. The 
vdisk module provides a data path from the block-based 
SCSI target module to blocks managed by the file system. 
The SCSI target module initiates emulation of a disk or 
logical unit number (lun) by providing a mapping procedure 
that translates logical block access to luns Specified in acceSS 
requests into Virtual block access to Vdisks. The multi 
protocol Storage appliance permits a Single Vdisk to be 
exported utilizing both the FCP and iSCSI protocols simul 
taneously. 
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0010. In a first embodiment of the present invention, 
clients of the Storage appliance are connected to Storage 
appliance via a FC network, which provides a high-Speed 
data access path. The Storage appliance is further connected 
to a nearline Storage Server, which provides backup and 
redundancy features, via a TCP/IP network. The storage 
appliance may export the same data, e.g., a Vidisk, Over both 
the FC network and TCP/IP network simultaneously. Thus, 
in the first embodiment the need to install dual FC networks 
for redundant data paths is obviated, thereby Saving consid 
erable expense. 

0011. In a second embodiment, a pair of clients arranged 
in a cluster configuration utilizes differing transport media 
for accessing one or more Storage appliances. A first client 
utilizes FCP over a FC network to communicate with a 
storage appliance, while a second client utilizes a TCP/IP 
network and the iSCSI protocol to communicate with the 
Storage appliance. The Storage appliance may export the 
Same information, for example, a Vidisk, over both of the 
transport media using the differing protocols (i.e., FCP and 
iSCSI) simultaneously. In an alternate embodiment, the 
Storage appliance is replaced with a storage appliance clus 
ter, wherein each Storage appliance of the cluster exports the 
data using one of the plurality of protocols. 

0012. In a third alternate embodiment, the storage appli 
ance is connected via two or more differing protocols to a 
client for multi-pathing purposes. In this embodiment, a 
client may utilize a FC adapter to interconnect with the 
Storage appliance via a FC network and an iSCSI adapter to 
interconnect via a TCP/IP network to the storage appliance. 
This alternate embodiment permits administrators to estab 
lish multi-pathing capabilities for clients without the need to 
install and maintain dual FC networks. Additionally, this 
multi-pathing embodiment permits an easier FCP to iSCSI 
transition to occur in Storage networks by obviating the need 
to transfer all Systems from one protocol to another Simul 
taneoulsy. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0013 The above and further advantages of invention may 
be better understood by referring to the following descrip 
tion in conjunction with the accompanying drawings in 
which like reference numerals indicate identical or function 
ally similar elements: 

0.014 FIG. 1 is a schematic block diagram of a multi 
protocol Storage appliance configured to operate in Storage 
area network (SAN) and network attached storage (NAS) 
environments in accordance with the present invention; 

0.015 FIG. 2 is a schematic block diagram of a storage 
operating System of the multi-protocol Storage appliance that 
may be advantageously used with the present invention; 

0016 FIG. 3 is a schematic block diagram of an exem 
plary virtualization System implemented by a file System; 

0017 FIG. 4A is a schematic block diagram of an 
exemplary Storage network environment utilizing multi 
protocol Storage appliances in accordance with an embodi 
ment of the present invention; 

0.018 FIG. 4B is a schematic block diagram of an 
exemplary Storage network environment utilizing multi 
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protocol Storage appliances in accordance with an embodi 
ment of the present invention; 
0019 FIG. 4C is a schematic block diagram of an 
exemplary Storage network environment utilizing multi 
protocol Storage appliances in accordance with an embodi 
ment of the present invention; 
0020 FIG. 4D is a schematic block diagram of an 
exemplary Storage network environment utilizing multi 
protocol Storage appliances in accordance with an embodi 
ment of the present invention; 
0021 FIG. 4E is a schematic block diagram of an 
exemplary Storage network environment utilizing multi 
protocol Storage appliances in accordance with an embodi 
ment of the present invention; 
0022 FIG. 5 is a schematic block diagram of an exem 
plary Storage network environment including Server in 
accordance with the embodiment of the present invention; 
and 

0023 FIG. 6 is a schematic block diagram of an exem 
plary multi-pathing environment in accordance with an 
embodiment of the parent invention. 

DETAILED DESCRIPTION OF AN 
ILLUSTRATIVE EMBODIMENT 

0024 A. Multi-Protocol Storage Appliances 
0025 The present invention is directed to configuring 
Storage networks having one or more Storage appliances that 
Serve both file and block protocol access to information 
Stored on Storage devices in an integrated manner. In this 
context, the term Storage appliance denotes a computer 
having features Such as Simplicity of Storage Service man 
agement and ease of Storage reconfiguration, including reus 
able storage space, for users (System administrators) and 
clients of network attached storage (NAS) and storage area 
network (SAN) deployments. The storage appliance may 
provide NAS services through a file system, while the same 
appliance provides SAN services through SAN virtualiza 
tion, including logical unit number (lun) emulation. The 
Storage appliance also provides access to data via a plurality 
of block-based protocols simultaneously, such as FCP and 
iSCSI. 

0026 FIG. 1 is a schematic block diagram of the storage 
appliance 100 configured to provide Storage Service relating 
to the organization of information on Storage devices, Such 
as disks 130. The storage appliance 100 is illustratively 
embodied as a storage System comprising a processor 122, 
a memory 124, a plurality of network adapters 125, 126 and 
a storage adapter 128 interconnected by a System buS 123. 
The multi-protocol Storage appliance 100 also includes a 
Storage operating System 200 that provides a virtualization 
System (and, in particular, a file System) to logically organize 
the information as a hierarchical Structure of named direc 
tory, file and virtual disk (vdisk) Storage objects on the disks 
130. 

0027. Whereas clients of a NAS-based network environ 
ment have a storage Viewpoint of files, the clients of a 
SAN-based network environment have a storage viewpoint 
of blockS or disks. To that end, the multi-protocol Storage 
appliance 100 presents (exports) disks to SAN clients 
through the creation of luns or Vdisk objects. Avdisk object 
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(hereinafter “vdisk”) is a special file type that is imple 
mented by the Virtualization System and translated into an 
emulated disk as viewed by the SAN clients. The multi 
protocol Storage appliance thereafter makes these emulated 
disks accessible to the SAN clients through controlled 
exports. 

0028. In the illustrative embodiment, the memory 124 
comprises Storage locations that are addressable by the 
processor and adapters for Storing Software program code 
and data Structures associated with the present invention. 
The processor and adapters may, in turn, comprise proceSS 
ing elements and/or logic circuitry configured to execute the 
Software code and manipulate the data Structures. The Stor 
age operating System 200, portions of which are typically 
resident in memory and executed by the processing ele 
ments, functionally organizes the Storage appliance by, inter 
alia, invoking Storage operations in Support of the Storage 
Service implemented by the appliance. It will be apparent to 
those skilled in the art that other processing and memory 
means, including various computer readable media, may be 
used for Storing and executing program instructions pertain 
ing to the inventive System and method described herein. 
0029. The network adapter 125 couples the storage appli 
ance to a plurality of clients 160a, b over point-to-point links, 
wide area networks, Virtual private networks implemented 
over a public network (Internet) or a shared local area 
network, hereinafter referred to as an illustrative Ethernet 
network 165. Therefore, the network adapter 125 may 
comprise a network interface card (NIC) having the 
mechanical, electrical and Signaling circuitry needed to 
connect the appliance to a network Switch, Such as a 
conventional Ethernet Switch 170. In alternate embodi 
ments, the network adapter 125 may comprise an iSCSI 
target hostbus adapter (HBA) that implements conventional 
Ethernet MAC, the TCP/IP protocol stack and an iSCSI 
target layer in hardware. In Such embodiments, the Storage 
operating system 200, described further below, utilizes an 
iSCSI HBA Software driver to communicate with the iSCSI 
HBA 

0.030. For NAS-based network environment, the clients 
are configured to access information Stored on the multi 
protocol appliance as files. The clients 160 communicate 
with the Storage appliance over network 165 by exchanging 
discrete frames or packets of data according to pre-defined 
protocols, such as the Transmission Control Protocol/Inter 
net Protocol (TCP/IP). 
0031. The clients 160 may be general-purpose computers 
configured to execute applications over a variety of operat 
ing systems, including the UNIXTM and Microsoft(R) Win 
dows" operating Systems. Client Systems generally utilize 
file-based access protocols when accessing information (in 
the form of files and directories) over a NAS-based network. 
Therefore, each client 160 may request the services of the 
Storage appliance 100 by issuing file acceSS protocol mes 
Sages (in the form of packets) to the appliance over the 
network 165. For example, a client 160a running the Win 
dows operating System may communicate with the Storage 
appliance 100 using the Common Internet File System 
(CIFS) protocol over TCP/IP. On the other hand, a client 
160b running the UNIX operating system may communicate 
with the multi-protocol appliance using either the Network 
File System (NFS) protocol over TCP/IP or the Direct 
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Access File System (DAFS) protocol over a virtual interface 
(VI) transport in accordance with a remote DMA (RDMA) 
protocol over TCP/IP. Alternately, a client may utilize SCSI 
encapsulated in TCP/IP (iSCSI) to communicate block 
based commands to the Storage appliance. A client may 
utilize an iSCSI HBA to originate iSCSI commands or may, 
in alternate embodiments, utilize iSCSI initiator Software 
executing in conjunction with the client's conventional 
TCP/IP protocol stack and Ethernet NIC. Alternately, a 
client may utilize a TCP/IP offload engine (TOE) that 
implements TCP/IP in hardware. In a TOE embodiment, the 
client utilizes iSCSI initiator software to implement an 
iSCSI initiator module-that interfaces with the TOE to 
generate iSCSI commands. It will be apparent to those 
skilled in the art that other clients running other types of 
operating Systems may also communicate with the inte 
grated multi-protocol Storage appliance using other file 
and/or block acceSS protocols. It should also be noted that 
alternate implementations of iSCSI initiators may be utilized 
without departing from the Scope of the present invention. 
0032. The storage network “target” adapter 126 also 
couples the multi-protocol Storage appliance 100 to clients 
160 that may be further configured to access the stored 
information as blocks or disks. For this SAN-based network 
environment, the Storage appliance is coupled to an illus 
trative Fibre Channel (FC) network 185. FC is a networking 
Standard describing a Suite of protocols and media that is 
primarily found in SAN deployments. The network target 
adapter 126 may comprise a FC host bus adapter (HBA) 
having the mechanical, electrical and Signaling circuitry 
needed to connect the appliance 100 to a SAN network 
Switch, Such as a conventional FC Switch 180. In addition to 
providing FC access, the FC HBA may offload FC network 
processing operations for the Storage appliance. 

0033. The clients 160 generally utilize block-based 
acceSS protocols, Such as the Small Computer Systems 
Interface (SCSI) protocol, when accessing information (in 
the form of blocks, disks or vdisks) over a SAN-based 
network. SCSI is a peripheral input/output (I/O) interface 
with a Standard, device independent protocol that allows 
different peripheral devices, such as disks 130, to attach to 
the storage appliance 100. In SCSI terminology, clients 160 
operating in a SAN environment are initiators that initiate 
requests and commands for data. The multi-protocol Storage 
appliance is thus a target configured to respond to the 
requests issued by the initiators in accordance with a 
request/response protocol. The initiators and targets have 
endpoint addresses that, in accordance with the FC protocol, 
comprise worldwide names (WWN). A WWN is a unique 
identifier, e.g., a node name or a port name, consisting of an 
8-byte number. 
0034. The multi-protocol storage appliance 100 Supports 
various SCSI-based protocols used in SAN deployments, 
including SCSI encapsulated over TCP/IP (iSCSI) and SCSI 
encapsulated over FC (FCP). The initiators (hereinafter 
clients 160) may thus request the services of the target 
(hereinafter storage appliance 100) by issuing iSCSI and 
FCP messages over the network 165, 185 to access infor 
mation Stored on the disks. It will be apparent to those 
skilled in the art that the clients may also request the Services 
of the integrated multi-protocol Storage appliance using 
other block acceSS protocols. By Supporting a plurality of 
block acceSS protocols, the multi-protocol Storage appliance 



US 2005/0246345 A1 

provides a unified and coherent acceSS Solution to VdiskS/ 
luns in a heterogeneous SAN environment. 

0035. The storage adapter 128 cooperates with the stor 
age operating System 200 executing on the Storage appliance 
to access information requested by the clients. The infor 
mation may be stored on the disks 130 or other similar media 
adapted to Store information. The Storage adapter includes 
I/O interface circuitry that couples to the disks over an I/O 
interconnect arrangement, Such as a conventional high 
performance, FC Serial link topology. The information is 
retrieved by the Storage adapter and, if necessary, processed 
by the processor 122 (or the adapter 128 itself) prior to being 
forwarded over the system bus 123 to the network adapters 
125, 126, where the information is formatted into packets or 
messages and returned to the clients. 
0.036 Storage of information on the appliance 100 is 
preferably implemented as one or more Storage Volumes 
(e.g., VOL1-2150) that comprise a cluster of physical stor 
age diskS 130, defining an overall logical arrangement of 
disk Space. The disks within a volume are typically orga 
nized as one or more groups of Redundant Array of Inde 
pendent (or Inexpensive) Disks (RAID). RAID implemen 
tations enhance the reliability/integrity of data Storage 
through the writing of data “stripes' acroSS a given number 
of physical disks in the RAID group, and the appropriate 
Storing of redundant information with respect to the Striped 
data. The redundant information enables recovery of data 
lost when a storage device fails. It will be apparent to those 
skilled in the art that other redundancy techniques, Such as 
mirroring, may used in accordance with the present inven 
tion. 

0037 Specifically, each volume 150 is constructed from 
an array of physical disks 130 that are organized as RAID 
groups 140, 142, and 144. The physical disks of each RAID 
group include those disks configured to Store Striped data 
(D) and those configured to store parity (P) for the data, in 
accordance with an illustrative RAID 4 level configuration. 
It should be noted that other RAID level configurations (e.g. 
RAID 5) are also contemplated for use with the teachings 
described herein. In the illustrative embodiment, a minimum 
of one parity disk and one data disk may be employed. 
However, a typical implementation may include three data 
and one parity disk per RAID group and at least one RAID 
group per Volume. 

0.038. To facilitate access to the disks 130, the storage 
operating system 200 implements a write-anywhere file 
system of a virtualization system that “virtualizes” the 
storage space provided by disks 130. The file system logi 
cally organizes the information as a hierarchical Structure of 
named directory and file objects (hereinafter “directories” 
and “files”) on the disks. Each “on-disk” file may be 
implemented as Set of disk blockS configured to Store 
information, Such as data, whereas the directory may be 
implemented as a specially formatted file in which names 
and links to other files and directories are stored. The 
Virtualization System allows the file System to further logi 
cally organize information as a hierarchical Structure of 
named Vdisks on the disks, thereby providing an integrated 
NAS and SAN appliance approach to Storage by enabling 
file-based (NAS) access to the named files and directories, 
while further enabling block-based (SAN) access to the 
named Vdisks on a file-based Storage platform. The file 

Nov. 3, 2005 

System simplifies the complexity of management of the 
underlying physical Storage in SAN deployments. 

0039. As noted, a vdisk is a special file type in a volume 
that derives from a plain (regular) file, but that has associ 
ated export controls and operation restrictions that Support 
emulation of a disk. Unlike a file that can be created by a 
client using, e.g., the NFS or CIFS protocol, a vdisk is 
created on the multi-protocol Storage appliance Via, e.g. a 
user interface (UI) as a special typed file (object). Illustra 
tively, the Vdisk is a multi-inode object comprising a special 
file inode that holds data and at least one associated Stream 
inode that holds attributes, including Security information. 
The Special file inode functions as a main container for 
Storing data, Such as application data, associated with the 
emulated disk. The stream inode stores attributes that allow 
luns and exports to persist over, e.g., reboot operations, 
while also enabling management of the Vdisk as a Single disk 
object in relation to SAN clients. An example of a vdisk and 
its associated inodes that may be advantageously used with 
the present invention is described in U.S. patent application 
Ser. No. 10/216,453 published as Publication No. 
20040030822A1 and entitled STORAGE VIRTUALIZA 
TION BY LAYERING VDISKS ON AFILE SYSTEM, by 
Vijayan Rajan, et al., the contents of which are hereby 
incorporated by reference. 
0040 B. Storage Operating System 
0041. In the illustrative embodiment, the storage operat 
ing system is preferably the NetApp(R) Data ONTAPTM 
operating System available from Network Appliance, Inc., 
Sunnyvale, Calif. that implements a Write Anywhere File 
Layout (WAFLTM) file system. However, it is expressly 
contemplated that any appropriate Storage operating System, 
including a write in-place file System, may be enhanced for 
use in accordance with the inventive principles described 
herein. As such, where the term “WAFL' is employed, it 
should be taken broadly to refer to any file system that is 
otherwise adaptable to the teachings of this invention. 
0042 AS used herein, the term "storage operating Sys 
tem' generally refers to the computer-executable code oper 
able on a computer that manages data acceSS and may, in the 
case of a multi-protocol Storage appliance, implement data 
acceSS Semantics, Such as the DataONTAP Storage operating 
System, which is implemented as a microkernel. The Storage 
operating System can also be implemented as an application 
program operating over a general-purpose operating System, 
such as UNIX(R) or Windows NT(F), or as a general-purpose 
operating System with configurable functionality, which is 
configured for Storage applications as described herein. 

0043. In addition, it will be understood to those skilled in 
the art that the inventive system and method described 
herein may apply to any type of Special-purpose (e.g., 
Storage Serving appliance) or general-purpose computer, 
including a Standalone computer or portion thereof, embod 
ied as or including a Storage System. Moreover, the teachings 
of this invention can be adapted to a variety of Storage 
System architectures including, but not limited to, a network 
attached Storage environment, a Storage area network and 
disk assembly directly-attached to a client or host computer. 
The term “storage system’ should therefore be taken broadly 
to include Such arrangements in addition to any Subsystems 
configured to perform a Storage function and asSociated with 
other equipment or Systems. 
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0044 FIG. 2 is a schematic block diagram of the storage 
operating System 200 that may be advantageously used with 
the present invention. The Storage operating System com 
prises a Series of Software layerS organized to form an 
integrated network protocol Stack or, more generally, a 
multi-protocol engine that provides data paths for clients to 
access information Stored on the multi-protocol Storage 
appliance using block and file access protocols. The protocol 
Stack includes a media access layer 210 of network drivers 
(e.g., gigabit Ethernet drivers) that interfaces to network 
protocol layers, Such as the IPlayer 212 and its Supporting 
transport mechanisms, the TCP layer 214 and the User 
Datagram Protocol (UDP) layer 216. A file system protocol 
layer provides multi-protocol file access and, to that end, 
includes support for the DAFS protocol 218, the NFS 
protocol 220, the CIFS protocol 222 and the Hypertext 
Transfer Protocol (HTTP) protocol 224. A VI layer 226 
implements the VI architecture to provide direct acceSS 
transport (DAT) capabilities, such as RDMA, as required by 
the DAFS protocol 218. 
0045 An iSCSI driver layer 228 provides block protocol 
access over the TCP/IP network protocol layers, while a FC 
driver layer 230 operates with the FC HBA 126 to receive 
and transmit block access requests and responses to and 
from the integrated Storage appliance. In an alternate 
embodiment, the Storage appliance utilizes a hardware 
iSCSI HBA. In such embodiments, the iSCSI driver layer 
228 communicates directly with the iSCSI HBA and does 
not interface with the TCP/IP214,212 and media access 210 
layers of the storage operating system. The FC and iSCSI 
drivers provide FC-specific and iSCSI-specific access con 
trol to the luns (vdisks) and, thus, manage exports of Vdisks 
to either iSCSI or FCP or, alternatively, to both iSCSI and 
FCP when accessing a single Vdisk on the multi-protocol 
Storage appliance. In addition, the Storage operating System 
includes a disk Storage layer 240 that implements a disk 
Storage protocol, Such as a RAID protocol, and a disk driver 
layer 250 that implements a disk access protocol Such as, 
e.g., a SCSI protocol. 

0.046 Bridging the disk software layers with the inte 
grated network protocol Stack layerS is a virtualization 
system 300 according to the present invention. FIG. 3 is a 
schematic block diagram of the virtualization system 300 
that is implemented by a file system 320 cooperating with 
Virtualization modules illustratively embodied as, e.g., Vdisk 
module 330 and SCSI target module 310. It should be noted 
that the vaisk module 330, file system 320 and SCSI target 
module 310 can be implemented in Software, hardware, 
firmware, or a combination thereof. The Vdisk module 330 
is layered on (and interacts with) the file system 320 to 
provide a data path from the block-based SCSI target 
module to blockS managed by the file System. 
0047. The SCSI target module 310, in turn, initiates 
emulation of a disk or lun by providing a mapping procedure 
that translates logical block access to luns Specified in acceSS 
requests into virtual block access to the Special Vdisk file 
types and, for responses to the requests, Vdisks into luns. The 
SCSI target module is illustratively disposed between the FC 
and iSCSI drivers 228, 230 and the file system 320 to 
thereby provide a translation layer of the Virtualization 
system 300 between the SAN block (lun) space and the file 
System space, where luns are represented as Vdisks. By 
“disposing” SAN virtualization over the file system 320, the 
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multi-protocol Storage appliance reverses the approaches 
taken by prior Systems to thereby provide a single unified 
Storage platform for essentially all Storage access protocols. 
0048. The file system provides capabilities for use in 
file-based access to information Stored on the Storage 
devices, Such as disks. In addition, the file System provides 
Volume management capabilities for use in block-based 
access to the Stored information. That is, in addition to 
providing file System Semantics (such as differentiation of 
Storage into discrete objects and naming of those Storage 
objects), the file system 320 provides functions normally 
asSociated with a volume manager. 
0049. The file system 320 illustratively implements the 
WAFL file system having an on-disk format representation 
that is block-based using, e.g., 4 kilobyte (kB) blocks and 
using inodes to describe the files. The WAFL file system uses 
files to Store meta-data describing the layout of its file 
System; these meta-data files include, among others, an 
inode file. A file handle, i.e., an identifier that includes an 
inode number, is used to retrieve an inode from disk. A 
description of the Structure of the file System, including the 
inode file, is provided in U.S. Pat. No. 5,819,292, titled 
Method for Maintaining Consistent States of a File System 
and for Creating User-Accessible Read-Only Copies of a 
File System by David Hitz et al., issued Oct. 6, 1998, which 
patent is hereby incorporated by reference as though fully 
set forth herein. 

0050 Broadly stated, all inodes of the file system are 
organized into the inode file. A file system (FS) info block 
Specifies the layout of information in the file System and 
includes an inode of a file that includes all other inodes of 
the file system. Each volume has an FS info block that is 
preferably Stored at a fixed location within, e.g., a RAID 
group of the file system. The inode of the root FS info block 
may directly reference (point to) blocks of the inode file or 
may reference indirect blocks of the inode file that, in turn, 
reference direct blocks of the inode file. Within each direct 
block of the inode file are embedded inodes, each of which 
may reference indirect blocks that, in turn, reference data 
blocks of a file or vdisk. 

0051. Note that the vdisk storage objects in the file 
system 320 are associated with SAN deployments of the 
multi-protocol Storage appliance, whereas the file and direc 
tory Storage objects are associated with NAS deployments of 
the appliance. The files and directories are generally not 
accessible via the FC or SCSI block access protocols; 
however, a file can be converted to a Vidisk and then accessed 
by either the SAN or NAS protocol. The vaisks are acces 
sible as luns from the SAN (FC and SCSI) protocols and as 
files by the NAS (NFS and CIFS) protocols. 
0052 C. Configuring Storage Networks 
0053 A storage network environment may be advanta 
geously configured to utilize the Storage appliance's ability 
to export a Vidisk over two or more block-based protocols 
Simultaneously. AS used herein, the term Storage network 
environment denotes a combination of Storage appliances, 
clients and intermediate network nodes, Such as Switches 
and/or routers. The Storage appliance's export capability 
permits flexibly in configuration and management of Storage 
environment and may further reduce the total cost of install 
ing/maintaining the Storage environment. 
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0.054 FIG. 4A is a schematic block diagram of an 
exemplary Storage network environment 400A utilizing 
multi-protocol Storage appliances in accordance with a first 
embodiment of the present invention. The environment 400 
includes several clients 405 interconnected with a pair of 
storage appliances 415 via a FC network 410. The storage 
appliances 415 exporting sets of data (e.g., Vdisks) over the 
FC network for use by the clients 405. Additionally, the 
storage appliances 415 export the vidisks over a TCP/IP 
network 420 to a “nearline” storage server 425. The nearline 
Storage Server 425 may be used to perform routine backup 
operations to thereby provide a remote disaster recovery site. 
The TCP/IP network 420 may be geographically diverse 
from the FC network 410. For example, the storage appli 
ances 415 may utilize existing TCP/IP networks 420 includ 
ing, for example, the well-known Internet, to transport 
information, Such as data from the nearline Storage Server 
425. The use of existing TCP/IP networks reduces the cost 
of installing Such a nearline Storage Server. The Storage 
environment 400 also includes a second TCP/IP network 
430 interfacing between the nearline server 425 and a 
backup client 435. Thus, the nearline Storage Server may 
provide redundant data acceSS over a Second heterogeneous 
protocol network, i.e., the TCP/IP network 430, to backup 
application server 435. 
0055. The environment 400A of FIG. 4A exemplifies one 
technique for configuring a Storage environment for a Stor 
age network utilizing multi-protocol Storage appliances to 
take advantage of the Storage appliances capability to export 
data via a plurality of block-based protocols Simultaneously. 
In the exemplary network 400, the most heavily utilized 
network, i.e., the FC network 410, is comprised of high 
Speed FC, whereas lesser utilized networks, including the 
two TCP/IP networks 420 and 430, utilize less expensive 
Ethernet cabling and hardware. Such a configuration reduces 
the total cost of establishing and/or maintaining Storage 
System environments. More generally, the first embodiment 
utilizes a multi-protocol Storage appliance to export data 
over a first block-based protocol while simultaneously 
exporting the same data over a Second block-based protocol. 
In a typical configuration, the first block-based protocol is a 
high-Speed protocol that is utilized by clients of the Storage 
appliance to access data. The Second block-based protocol is 
primarily utilized for backup or data redundancy function 
ality and may not provide data access that is as fast as the 
first block-based protocol. 
0056. A number of techniques may be utilized to transfer 
data from Storage appliances 415 to the nearline Storage 
Server 425. One example is the use of a mirroring technique, 
such as that described in U.S. patent application Ser. No. 
10/100,967, entitled SYSTEM AND METHOD FOR 
DETERMINING CHANGES IN TWO SNAPSHOTS AND 
FORTRANSMITTING CHANGES TO A DESTINATION 
SNAPSHOT, by Michael L. Federwisch, et al. Another 
technique would be for the Storage appliance 415 to Send 
iSCSI write operations directly to the nearline storage 
Server. In Such an implementation, the Storage appliance 
would require appropriate modification to include an iSCSI 
initiator. In Such an implementation, the nearline Storage 
Server may be replaced with offline Storage Server, Such as 
a SCSI tape device for back up operations. In a third 
implementation, the nearline Storage Server is configured as 
an iSCSI initiator to send iSCSI read requests tot he storage 
appliance 415 to read the data to be transferred. It should be 
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noted that in alternate embodiments, other techniques may 
be utilized in transfering data from Storage appliances 415 to 
the nearline storage server 425. 

0057 FIG. 4B is a schematic block diagram of an 
exemplary storage network environment 400B utilizing 
multi-protocol Storage appliances in accordance with a first 
embodiment of the present invention. In this illustrative 
figure, the clients 405 include an iSCSI initiator to enable the 
clients to directly copy the backup data to the nearline 
Storage Server 425. In Such a configuration, clients may 
utilize host Side block level mirroring Software, where each 
data write operation is Sent to both the Storage appliance 415 
and to the nearline Storage Server 425. Alternately, the client 
405 may perform a periodic block level dump operation 
from the Storage appliance to the nearline Storage Server 425. 
In this configuration, the client 405 reads the data via FCP 
over network 410 and writes it via iSCSI over network 430. 

0058 FIG. 4C a schematic block diagram of an exem 
plary storage network environment 400C utilizing multi 
protocol Storage appliances in accordance with a first 
embodiment of the present invention. In this configuration, 
the backup client 405 is configured to write the data to the 
nearline Storage Server 425. In one embodiment, there is a 
TCP/IP network 440 between clients 405 and the backup 
client 435 over which the data is transferred. In Such a 
configuration, data may be transferred using a host-to-host 
block level replication solution, such as the Veritas Volume 
Replicator (VVR), available from Veritas Software Corpo 
ration of Mountain View, Calif. When a client 405 writes 
data using FCP to the Storage appliances 415 it also sends the 
blocks written using VVR to the backup client 435, which 
then writes the blocks to the nearline storage server 425 
using iSCSI. Alternately, the client 405 may utilize a con 
ventional Ethernet-base backup mechanism that reads data 
using FCP from storage appliances 415 and transmits the 
data to the backup client 435 using an backup protocol. The 
backup client 435 then writes the data to the nearline storage 
Server 435 via iSCSI. 

0059 FIG. 4D is a schematic block diagram of an 
exemplary storage network environment 400D utilizing 
multi-protocol Storage appliances in accordance with a first 
embodiment of the present invention. In this configuration, 
the backup client 435 includes a block-level protocol access 
to the Storage appliances 415. In this example, the connec 
tion is via iSCSI over the TCP/IP network 420. The backup 
client reads data from Storage appliance 415 and write the 
data using, in the illustrative embodiment, iSCSI over the 
TCP/IP network 430 to the nearline storage server 425. FIG. 
4E is similar to FIG. 4D, however, in the configuration of 
FIG. 4E, the TCP/IP network 420 between storage appli 
ance 415 and the backup client is replaced with a FC 
network 422. Thus, in the configuration 400E shown in FIG. 
4E, the backup client reads data from the Storage appliance 
using, e.g., FCP over the FC network 422 and writes the data 
to the nearline storage server 425 using iSCSI over the 
TCP/IP network 430. It should be noted that in alternate 
embodiments, network 410 may be the same as network 
422. 

0060 FIG. 5 is a schematic block diagram of an exem 
plary storage network environment 500 for use with multi 
protocol Storage appliances in accordance with a Second 
embodiment of the present invention. The environment 500 
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centers around an application Server cluster 505 including a 
plurality of application servers 510a, b. The first application 
server 510a is interconnected with a storage appliance 520a 
via a FC network 515, whereas, application server 510b is 
connected to storage appliance 530b via a TCP/IP network 
525. The storage appliances 520a, b are interconnected by a 
replication network 535, which may be a TCP/IP network or 
any other acceptable networking protocol. The application 
servers 510a, b are interconnected by a cluster interconnect 
540 that may comprise any acceptable networking medium. 

0061 The application servers 510 of the cluster 505 
operate Such that application Server 510a typically handles 
the processing of application requests from clients (not 
shown) of the cluster 505. However, should application 
server 510a fail or otherwise Suffer an error condition, then 
application Server 510b assumes processing of client 
requests. Since the “backup” application server 510b is not 
typically utilized, the use of slower TCP/IP 525 network for 
interconnecting the application Server 510b to Storage appli 
ance 530b reduces the cost of implementing the cluster by 
eliminating the need for dual FC networks. Each of the 
Storage appliances 520a, b is capable of Storage Service and, 
thus of exporting data, Such as a Vdisk, via a plurality of 
block-acceSS protocols, an administrator may utilize hetero 
geneous networks to reduce the total cost of implementing 
Such a storage network environment. 
0.062. In alternate embodiments, storage appliances 520a, 
b and replication network 530 may be replaced by a single 
Storage appliance opeatively interconnected with both the 
FC network 515 and the TCP/IP network 525. Such a 
configuration permits the Storage appliance to export Vdisks 
via both FCP and iSCSI protocols simultaneously; however, 
Such a Single Storage appliance configuration introduces a 
Single point of failure into the Storage network environment. 
Additionally, in alternate embodiments, Storage appliances 
520a, b may be integrated into a Storage appliance cluster 
configured Such that when one Storage appliance fails, the 
other Storage appliance assumes its identity and continues 
processing data access requests. The use of Storage appli 
ances in a cluster configuration provides additional redun 
dancies to prevent either loSS of data or loSS of connectivity 
to data by clients of the Storage network environment. 

0.063 FIG. 6 is a schematic block diagram of an exem 
plary multi-pathed storage network environment 600 in a 
third embodiment showing multi-pathing utilizing differing 
transport protocols in accordance with a third embodiment 
of the present invention. The Storage network environment 
605 includes a client 605 of a storage appliance 630. The 
Storage appliance is interconnected with both an FC network 
620 and a TCP/IP network 625 and, in the illustrative 
embodiment, exports data via both FCP and iSCSI. The 
client 605 includes both a FC adapter 610 and an iSCSI 
adapter 615. The client is configured with conventional 
multi-pathing Software utilizes both connections to the data 
and the Storage appliance over, e.g., the FC network 620 and 
TCP/IP network 625. 

0064. The multi-pathing network configuration 600 may 
be useful in a variety of circumstances. For example, by 
utilizing an alternate data path be a low-cost TCP/IP net 
work, System administrators may reduce the total cost of 
installing redundant data paths to provide backup and Safety 
measures. Alternately, should administrators desire to trans 
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fer an installation from FCP to iSCSI, or vice versa, the 
configuration may be utilized as an intermediate Step as the 
new network is tested. For example, an administrator may 
move from having an all FC network to an all TCP/IP 
network by first installing a single TCP/IP network 625 
attached to an iSCSI adapter 615 of client 605 and the 
Storage appliance 630. Using multi-pathing Software on the 
client, the TCP/IP network may be tested while maintaining 
a stable “backup” FC network 620 for access to the appli 
ance 630. 

0065. To again summarize, the present invention is 
directed to a System and method for configuring one or more 
multi-protocol Storage appliances that Support exporting 
data using a plurality of block-based protocols Simulta 
neously. In a first embodiment, clients of a storage System 
network interconnect using a first transport medium or 
protocol, Such as FC. The Storage appliance exports the same 
data over both the FC network to clients and also over a 
TCP/IP network to a nearline storage server configured as a 
backup data repository. In a Second embodiment, a plurality 
of application Servers, arranged in a cluster configuration 
utilize differing protocols to communicate with the Storage 
appliances. In this Second embodiment, a first application 
server utilizes the FC protocol to communicate with the 
Storage appliance while a Second client, which may be the 
standby server of the cluster, utilizes a lower cost TCP/IP 
connection to the storage appliance. In a third embodiment, 
a single client utilizes two or more protocols to connect to 
a storage appliance Simultaneously. Such a multi-pathing 
configuration may include the use of a FC adapter connect 
ing to the Storage appliance via a FC network and an iSCSI 
adapter connecting to Storage appliance via a TCP/IP net 
work. 

0066 More generally, the present invention is directed to 
a technique for utilizing the ability of a multi-protocol 
Storage appliance to export data using two or more block 
based protocols simultaneously. Specifically, by utilizing FC 
(and FCP) as a primary and TCP/IP (and iSCSI) as a 
Secondary data path (and protocol), a storage network may 
achieve the high speed benefits of a FC network while 
achieving a cost savings associated with TCP/IP networks. 

0067. The foregoing description has been directed to 
Specific embodiments of this invention. It will be apparent, 
however, that other variations and modifications may be 
made to the described embodiments, with the attainment of 
Some or all of their advantages. For example, it is expressly 
contemplated that the teachings of this invention can be 
implemented as Software, including a computer-readable 
medium having program instructions executing on a com 
puter, hardware, firmware, or a combination thereof. Addi 
tionally, while this description has been written in terms of 
the FCP and iSCSI protocols, it is expressly contemplated 
that other protocols may be utilized in accordance with the 
principles of the present invention. Accordingly this descrip 
tion is to be taken only by way of example and not to 
otherwise limit the scope of the invention. It is thus the 
object of the appended claims to cover all Such variations 
and modifications as come within the true Spirit and Scope of 
the invention. 
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What is claimed is: 
1. A method for configuring a storage network utilizing 

one or more Storage appliances, the method comprising the 
Steps of: 

providing a set of clients, operatively interconnected with 
the one or more Storage appliances via a first network; 

providing a nearline Storage Server, the near-line Storage 
Server operatively interconnected to the one or more 
Storage appliances via a Second network; and 

exporting a set of data over the first and Second networks 
Simultaneously from the one or more Storage appli 
ances to the Set of clients. 

2. The method of claim 1 wherein the first network 
comprises a fibre channel network and the Second network 
comprises a TCP/IP network. 

3. A method of claim 1 wherein the set of data comprises 
a virtual disk. 

4. The method of claim 1 wherein the nearline storage 
Server exports the data over a third network. 

5. The method of claim 1 wherein the nearline storage 
Server comprises a storage appliance. 

6. The method of claim 1 wherein the set of clients 
comprises application Servers. 

7. A System for configuring a storage network utilizing 
one or more Storage appliances, the System comprising: 

a Set of clients operatively interconnected with a first 
network; 

a nearline Storage Server operatively interconnected with 
a Second network; and 

one or more Storage appliances operatively intercon 
nected with the first and Second networks and adapted 
to export a set of data over the first and Second network 
Simultaneously. 

8. The system of claim 7 wherein the first network 
comprises a fibre channel network and the Second network 
comprises a TCP/IP network. 

9. The system of claim 7 wherein the set of data comprises 
a Vdisk. 

10. The system of claim 7 wherein the one or more storage 
appliances exports the data using a FCP protocol and an 
iSCSI protocol. 

11. The system of claim 7 wherein the set of clients 
comprises application Servers. 

12. A method for configuring a Storage network, the 
method comprising the Steps of 

providing a client cluster comprising of a first client and 
a Second client; 

providing a first network operatively interconnected with 
the first client and one or more Storage appliances, 

providing a Second network operatively interconnected 
with the Second client and the one or more Storage 
appliances, and 

exporting a set of data to the first client over the first 
network and to the Second client over the Second 
network Simultaneously from the one or more Storage 
appliances. 

13. The method of claim 12 wherein the first network 
comprises a fibre channel network and the Second network 
comprises a TCP/IP network. 
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14. The method of claim 12 wherein the set of data 
comprises a virtual disk. 

15. The method of claim 12 wherein the one or more 
Storage appliances are organized in a Storage appliance 
cluster. 

16. A System for configuring a storage network, the 
System comprising: 

a client cluster comprising of a first client and a Second 
client; 

a first network operatively interconnected with the first 
client and one or more Storage appliances, 

a Second network operatively connected with the Second 
client; and 

one or more Storage appliances operatively intercon 
nected with the first and Second clients, and further 
adapted to export a Set of data to the first client over the 
first network and to the Second client over the Second 
network Simultaneously. 

17. The system of claim 16 wherein the first network 
comprises a fibre channel network and the Second network 
comprises a TCP/IP network. 

18. The system of claim 16 wherein the set of data 
comprises a virtual disk. 

19. The system of claim 16 wherein the one or more 
Storage appliances are organized in a Storage appliance 
cluster. 

20. A method for configuring a storage network, a method 
comprising the Steps of: 

providing a client having a first and Second network 
adapters, the first network adapter operatively intercon 
necting with a first network and the Second network 
adapter operatively interconnecting with a Second net 
work; and 

providing a Storage appliance operatively interconnecting 
with the first and Second networks and exporting a Set 
of data over the first and Second network Simulta 
neously. 

21. The method of claim 20 wherein the first network 
comprises a fibre channel network and the Second network 
comprises a TCP/IP network. 

22. The method of claim 20 wherein the data comprises a 
virtual disk. 

23. The system of claim 20 wherein the client utilizes or 
executes multi-pathing Software to enable data access to the 
exported data via both the first and Second networks Simul 
taneously. 

24. A System for configuring a storage network, a System 
comprising: 

a client having a first and Second network adapters, the 
first network adapter operatively interconnecting with a 
first network and the Second network adapter opera 
tively interconnecting with a Second network, and 

a storage appliance operatively interconnecting with the 
first and Second networks and exporting a set of data 
Over the first and Second network Simultaneously. 

25. The system of claim 24 wherein the first network 
comprises a fibre channel network and the Second network 
comprises a TCP/IP network. 

26. The system of claim 24 wherein the data comprises a 
virtual disk. 
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27. The system of claim 24 wherein the client executes 
multi-pathing Software to enable data access to the exported 
data via both the first and Second networks Simultaneously. 

28. A method for configuring a storage network utilizing 
one or more Storage appliances, the method comprising the 
Steps of: 

providing a set of clients, operatively interconnected with 
the one or more Storage appliances via a first network; 
and 

providing a nearline Storage Server, the nearline Storage 
Server operatively interconnected to a backup client 
adapted to read a set of data exported by the one or 
more Storage appliances using a first protocol and write 
the Set of data to the nearline Storage Server using a 
Second protocol. 

29. The method of claim 28 wherein the set of data 
comprises a virtual disk. 

30. The method of claim 28 wherein the nearline storage 
Server comprises a storage appliance. 

31. The method of claim 28 wherein the set of clients 
comprises application Servers. 

32. The method of claim 28 wherein the first protocol 
comprises FCP and the second protocol comprises iSCSI. 

33. The method of claim 28 wherein the first and second 
protocols comprise iSCSI. 
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34. A System for configuring a Storage network utilizing 
one or more Storage appliances, the System comprising: 

a set of clients, operatively interconnected with the one or 
more Storage appliances via a first network, and 

a nearline Storage Server, the nearline Storage Server 
operatively interconnected to a backup client adapted to 
read a set of data exported by the one or more Storage 
appliances using a first protocol and write the Set of 
data to the nearline Storage Server using a Second 
protocol. 

35. The system of claim 34 wherein the set of data 
comprises a Vidisk. 

36. The system of claim 34 wherein the one or more 
Storage appliances exports the data using a FCP protocol and 
an iSCSI protocol. 

37. The system of claim 34 wherein the set of clients 
comprises application Servers. 

38. The system of claim 34 wherein the first protocol 
comprises FCP and the second protocol comprises iSCSI. 

39. The system of claim 34 wherein the first and second 
protocols comprise iSCSI. 


