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From: AUTHENTICATE@EMBARQ.COM
Tor John_Smith@hotmail.com

Cc:

Subject; AUTHENTICATE BY EMBARQ
Attachments:

YOUR AUTHENTICATION IS ALMOST 402
COMPLETE. WITHIN THE NEXT HOUR -
YOU WILL RECEIVE AN AUTOMATED CALL

OR TEXT MESSAGE. WHEN PROMPTED,

PLEASE ENTER YOUR PERSONAL IDENTIFICATION

NUMBER AND FOLLOW THE PROMPTS.
404

PERSONAL IDENTIFICATION NUMBER: 56735894

FILE EDIT VIEW INSERT FORMAT TOOLS ACTIONS HELP
REPLY [ REPLY TO ALL| FORWARD| PRINT [ COPY | OPTIONS|P | X | ¥

From: AUTHENTICATE@EMBARQ.COM
To: John_Smith@hotmail.com

Cc:

Subject: AUTHENTICATE BY EMBARQ
Attachments:

Congratulations. Your email-address has been r'e
verified by our system as belonging to John Smith.

Websites and visitors may visit http://febarq.com/verify to

validate your email address belongs to you. This authentication
will expire in 6 months.

You may place the following code on your websites and emails so
others may verify your identity and email you from the web.

604 — <a href="http://embarq.com/verify>John Smith verified

VERIFIED BY EMBARQ
EMAIL/CID AUTHENTICATION

FIG. 6
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SYSTEM AND METHOD FOR
AUTHENTICATING USERS OF ONLINE
SERVICES

BACKGROUND

[0001] Online communities have become more prevalent in
recent years. The online communities have developed into
personal websites for individuals to present themselves to
others. Social networking websites, such as myspace.com, is
one example of an online community. Generally, these per-
sonal websites enable other users to interact by posting infor-
mation and emailing the author of the website.

[0002] Problems that have developed in these online com-
munities include identity misrepresentation for fun and mis-
chief. For example, imposters may use another person’s name
and information to set up a website to misrepresent who the
owner of the website actually is to disparage the actual per-
son, embarrass the real person, draw attention to other web-
sites for improper reasons, or other mischievous activity.
More specifically, an imposter may set up a webpage and use
a famous person’s name and likeness (e.g., Tom Cruise), and
promote a product, thereby making it look as if the famous
person is endorsing the product when, in actuality, the
endorsement is fraudulent. While this sort of activity may
occur on an online community, it may also occur with other
online activities, including websites for businesses. Further-
more, it is possible to create personal and business email
accounts having the name of another in the email address so
that emails can be sent to others for improper purposes (e.g.,
billclinton@hotmail.com).

[0003] A number of online applications have developed
solutions to try and minimize the ability for online fraud to
occur. One such online application is Paypal, which is an
online payment system. To verify a user or depositor has a
bank account, the Paypal online banking system requires that
auser provides information for a real world bank account and
the Paypal online banking system deposits a small amount of
money into the real world bank account and requires that the
customer verify that the money is deposited.

[0004] Another online application called emigrantdirect.
com, has customers fill out a form that provides a real world
bank account. The emigrantdirect.com online banking sys-
tem deposits two small amounts of money into the bank
account and then the customer verifies the amounts that were
deposited.

[0005] Another online application, ticketmaster.com, veri-
fies that a user is human and not a web robot or web-bot. This
system presents an image with a word and asks for the user to
type in the word being displayed in the image. This type of
system verifies that a human is using the website, but it does
not authenticate who that user is.

[0006] While the above systems are helpful in ensuring that
users of systems are human and have bank accounts, they fail
to fully address authentication of users to avoid identity fraud
by online community users.

SUMMARY

[0007] To overcome the problems of online identity fraud,
the principals of the present invention provide for a system
and method for authenticating users of online services asso-
ciating an electronic message address with an interactive
communication address. In one embodiment, the electronic
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message address is an email account and an interactive com-
munication address is a telephone number.

[0008] One embodiment includes a method and system for
authenticating a user of a service. The method may include
maintaining a database on a network, where the database
includes a name, electronic message address, and telephone
number of a user. In a first electronic communication to an
electronic message address associated with the user as stored
in the database, a personal identification number may be sent.
The user may be called at a telephone number associated with
the user as stored in the database. The user may be queried for
a least a portion of the personal identification number sent in
the first electronic communication. A response code from the
user in response to the query may be received. A confirmation
that at least a portion of the personal identification number
and response code match may be performed.

[0009] In another embodiment, a method and system for
verifying authenticity of an online usage of a user may
include sending a message in an electronic communication to
an electronic message address of a user, interactively com-
municating with the user a request for a response including at
least a portion of the message sent to the user, and determin-
ing if a response to the request from the user matches at least
a portion of the message sent to the user. The message may
include a personal identification number, other code, or
image. The interactive communication may be a telephone
call to the user. In addition, a certification link may be pro-
vided to the user for posting on a website or within an email
to enable another user to select the communication link and
have authentication information of the user be provided to the
other user. Such authentication information may enable the
other user to have confidence that the user whose website the
other user is accessing or email the other user receives is
authentic and not a misrepresentation of the user by another
person impersonating the user.

[0010] Still yet, another embodiment may include a method
and system for providing an authentication notice on a web-
site or email. The method may include supplying an elec-
tronic message address and interactive communication
address to an authentication authority. A message may be
received from the authentication authority at the electronic
message address. An interactive communication may be
received from the authentication authority at the interactive
communication address. The user may provide a response
including at least a portion of the message received from the
authentication authority in response to receiving the interac-
tive communication from the authentication authority. A noti-
fication may be received that the authentication process is
completed. An indicia may be included on a website or email
indicative of the user being authenticated.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] Illustrative embodiments of the present invention
are described in detail below with reference to the attached
drawing figures, which are incorporated by reference herein
and wherein:

[0012] FIG. 11is an illustration of an exemplary system for
service providers and application providers to provide tele-
communication and online communications to users;

[0013] FIG. 2 is an illustration of an exemplary system for
a service provider to perform authentication services for
users;
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[0014] FIG. 3 is an illustration of an exemplary website for
a user to register for authentication for usage of online ser-
vices, such as a website or email;

[0015] FIG. 4 is an illustration of an exemplary email com-
municated to a user during the authentication process;
[0016] FIG. 5 is a diagram of an exemplary interactive
process for authenticating a user during the authentication
process;

[0017] FIG. 6 is an illustration of an exemplary email for
notifying a user that he or she has been authenticated by an
authentication process;

[0018] FIG. 7 is an illustration of an exemplary webpage
for verifying the authenticity of an email address associated
with a user that has been authenticated;

[0019] FIG.8is a flow diagram of an exemplary process for
authenticating a user;

[0020] FIG. 9 is an illustration of an exemplary website
including an exemplary selectable authentication symbol for
visitors of the website to view and select; and

[0021] FIG. 10 is an illustration of an exemplary email
including an exemplary selectable authentication symbol.

DETAILED DESCRIPTIONS OF THE
DRAWINGS

[0022] FIG.1is an illustration of an exemplary system 100
for service providers and application providers to provide
telecommunication and online communications to users. A
service provider 102 may be a telecommunications service
provider or other communications service provider. Applica-
tion providers 104a-104z (collectively 104) may host or oth-
erwise provide applications that users may access and utilize
for a variety of purposes. The service provider 102 may
provide telecommunications services that users may access
over a telecommunication network 106 and provide network
services that users may access over a network 108. In one
embodiment, the telecommunications network 106 is a
mobile telecommunications network. Alternatively, the tele-
communications network 106 may be any other telecommu-
nications network, including the public switched telephone
network (PSTN) or other telecommunications network. The
network 108 may be the Internet or other communications
network. In accordance with the principals of the present
invention, the service provider 102 may provide authentica-
tion services to users of online services, such as websites and
email accounts. In other words, the service provider 102 may
authenticate a user who chooses to be authenticated so that
other users who access his or her website or receive emails
from him or her are insured that those online activities are
being conducted by the actual user 110.

[0023] In authenticating the user 110, the service provider
102 may associate an electronic message address, such as an
email address, and an interactive address, such as a telephone
number associated with a local telephone or mobile tele-
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phone. For example, one embodiment enables the user 110 to
communicate with the service provider 102 via a mobile
phone 112 and computing device 114 via the telecommuni-
cation network 106 and network 108, respectively. The
mobile phone 112 communicates through a radio tower 116.
The service provider 112, may communicate to an online
email account (not shown) of the user 110 via data packets
118. The communication by the service provider may include
amessage for the user 110 to access via the computing device
114. This message may include information in which the user
110 uses to respond to a telephone call from the service
provider 102. The user 110 may respond to the telephone call
with information contained in the message sent to the online
account of the user 110. In this way, the user 110 may be
authenticated as being the owner or have access and/or con-
trol of both the email address and mobile phone 112. The
authentication process is described in greater detail further
herein.

[0024] FIG. 2 is an illustration of an exemplary system 100
for a service provider to perform authentication services for
users. The service provider 102 may operate a web server 202
and a call server 204. The web server may include a processor
206 that executes software 208. The processor 206 may be in
communication with memory 210 and input/output (I/O) unit
212 and storage unit 214. The storage unit 214 may store one
or more databases 216a-216% (collectively 216). The data-
bases 216 may include a calling name database (“CNAM”)
and other database(s) that may include information associ-
ated with subscribers or users of the service provider 102.
Additionally, the databases 216 may include an authentica-
tion database (see TABLE I below) that stores information
associated with users who are authenticated in accordance
with the principles of the present invention. The software 208
may be utilized to access other databases 216 and perform
communications to users in accordance with the principles of
the present invention.

[0025] TABLE I is an exemplary authentication database.
The database may include information associated with a user
who requests authentication via a website or other interface
and may be stored in a server of a service provider or else-
where. The database may include information including an
electronic message address (e.g., email address, text message
address) and interactive communication address(es) (e.g.,
home phone number and mobile phone number). The authen-
tication database may be accessed by both the web server 202
and call server 204, where each may look-up and write infor-
mation used for the authentication process. For example, time
stamps of when communications to the user’s email account
and telephone may be stored in the authentication database. It
should be understood that other and/or different information
may be included in the authentication database, including
random codes for a user to respond to during an authentica-
tion telephone call to verify that the user is, in fact, human.

TABLE I

Exemplary Authentication Database

Parameters Users

First Name John Riki Gregory Sharon

Last Name Smith Smith Smith Smith

Caller ID Name John Smith Smith Riki Gregory Smith Sharon Smith

Email address John_ Smith@hotmail.com Rsmith@gmail.com gregorysmith@hotmail.com sharonsmith@msn.com
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TABLE I-continued
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Exemplary Authentication Database

Parameters

Users

Home Phone No 555-758-6611
Mobile Phone No 555-405-6886
Mobile Phone Carrier ~ Sprint
Requested Time Stamp 8/26/06 4:05 PM
Verified Time Stamp 8/26/06 4:45 PM
Requestor IP Address  207.142.131.248
Discount Code —

Verified Yes
Record Number 123456
Profile Information Attorney
Other —

555-644-6262
555-644-6036
Embarq

8/11/06 5:01 PM
8/11/06 5:50 PM
168.251.192.15
Yes

654315
Consultant

555-478-4322
555-478-3243
AT&T

8/27/06 3:12 PM
8/26/06 4:02 PM
208.132.121.448
myspacel234
Yes

654321

Actor

555-874-2743
555-874-2342
Sprint

8/28/06 9:42 AM
8/28/06 10:14 AM
318.232.124.234
yahoo7482

Yes

83423

Engineer

[0026] Call server 204 may include a processor 218 that
executes software 220. The processor 218 may be in commu-
nication with memory 222, I/O unit 224, and storage unit 226.
The storage unit 226 may store databases 228a-228# (collec-
tively 228). The databases 228 may include information asso-
ciated with subscribers of the service provider 102. The data-
bases 228a-228» may contain multiple tables within each
database. The information associated with the subscribers of
the service provider 102 may include telephone numbers and
caller ID names associated with the telephone numbers of the
subscribers. The software 220 may be utilized to access the
databases 228 to look up telephone numbers and call the
users. In addition, the software 220 may include Voxeo™
VoiceXML/IVR engine, which is a voice response system, to
place calls and respond to responses by users, as understood
in the art.

[0027] A communication link 229 may provide communi-
cations between the web server 202 and call server 204 to
enable the processors 206 and 218 executing software 208
and 220, respectively, to communicate via the I/O units 212
and to 224 to coordinate with one another in providing
authentication services in accordance with the principles of
the present invention. A mail server (not shown) may be in
communication with the web server 202 for performing email
services to users. Alternatively, the web server 202 may per-
form email communication services.

[0028] A calling name server 230 may be in communica-
tion with the web server 202 via the network 108. The calling
name server 230 may further be in communication with stor-
age units 232a-232n (collectively 232) that store databases
234a-234n (collectively 234) and 236a-236n (collectively
236), respectively. The databases 234 and 236 may be calling
name databases that are maintained by other service provid-
ers with their subscribers’ information. It should be under-
stood that there may be one or more CNAM servers 230
associated with each service provider and their subsidiaries
and the web server 202 may interact with each of the CNAM
servers 230 to access the CNAM databases 234 and 236. It
should be understood that access to the CNAM databases 234
and 236 may be provided by each of the service providers for
a charge or for no charge depending upon sharing agreements
of the CNAM databases and the contents stored therein.
[0029] An electronic number (“ENUM”) server 240 may
also be in communication with the network 108. One ENUM
database is managed by a company NeuStar®, as understood
in the art. The ENUM server 240 may be in communication
with storage devices 242a-242n that stored databases 244a-

244n (collectively 244) and databases 246a-246n (collec-
tively 246) that store telephone number mapping information
for service providers and subscribers.

[0030] Inoperation, the software 208 being executed by the
processor 206 of the web server 202 may be used to host a
website (see FIG. 3) to enable users to authenticate users who
post websites and send email messages. It should be under-
stood that users who use or provide other online services may
be authenticated. The software 208 may further operate to
manage the authentication process, including the coordinat-
ing with the call server 204 in providing the authentication
process. Although the service provider 102 is shown to oper-
ate a web server 202 and call server 204, it should be under-
stood that these servers are exemplary and that depending on
the type of communication being used to authenticate a user
that the servers may be other types of servers, including
instant messaging servers, text messaging servers, or any
other types of communication servers in replace of or in
addition to the web server 202 and call server 204. In the event
that other types of servers are utilized, one or more of the
servers may act as a controller for coordinating the authenti-
cation process as further described herein!

[0031] FIG. 3 is anillustration of an exemplary website 300
forauser to register for authentication of online services, such
as a website or email. A webpage displayed by a browser as
understood in the art may include a number oftext input fields
for a user to enter information related to him or herself. The
text input fields may include a number of required, as shown
with “*”, and optional input fields. It should be noted that
these “required” input fields are for exemplary purposes only.
The input fields may include name 302, email address 304,
mobile telephone number 306, carrier name 308. The email
address and mobile telephone number are electronic message
addresses. Other electronic message addresses, such as a
paging address, may be utilized as well. As shown, the email
address and the mobile telephone number are alternatives
from one another. The mobile telephone number enables a
text message to be sent thereto and a carrier name (e.g.,
Sprint-Nextel) may be selected via a pull-down menu or
otherwise. The carrier is input because text messaging to
subscribers of each carrier uses a different address. For
example, a text message to a Sprint telephone number has the
format of 8005551212@messaging.sprintpcs.com. One
embodiment enables the mobile phone number to be entered
and the system may look up which carrier services the number
and may determine the text message for that carrier. It should
be understood that any electronic message address may be



US 2012/0288071 Al

utilized in accordance with the principles of the present
invention. Of course, if an email address is to be authenti-
cated, then the email address is the most logical candidate of
electronic message address to be used.

[0032] A telephone number text input field 310 is provided
for a user to enter his or her telephone number. The telephone
number may be a home phone number, a mobile telephone
number, Internet Protocol (IP) phone number, or other inter-
active communication address. For example, rather than
using a telephone number, an instant message (IM) address
may be entered. Ifa telephone number is used, then a caller ID
name may be entered into a text input field 312. The caller ID
name associated with the telephone number may be an exact
caller ID name or a partial caller ID name and confirmed via
the authentication system. No matter what interactive com-
munication address is used, the authentication system has the
ability to correspond an online address, which may be set up
without identification verification, with a real-world, physical
device of which auser owns, controls, and has possession. For
example, the owner of an email address and telephone num-
ber has access and control of both and can therefore be
authenticated via separate, yet corresponding, communica-
tions to each.

[0033] In addition, if the authentication service is to cost
money, then a credit card number and expiration dates text
input fields 314a and 3145 may be provided. Alternatively, a
link to an online payment service, (e.g., Paypal) may be
provided. If the authentication service is to be paid for by a
service provider 102 (FIG. 1) or application provider 104
(e.g., myspace.com), then a discount code text entry field 318
may be provided so that the user being authenticated does not
have to pay money, but rather the third party pays the money
for the authentication process. In one embodiment, if the user
pays for the authentication, then a fee of $5.00, for example,
may be charged. Alternatively, if a third party pays for the
authentication process, then a fee of $1.00, for example, may
be charged to the third party, where the lower rate reflects the
higher volume provided by the third party.

[0034] Inaddition to the contact information that is used by
the authentication system for authenticating a user, the user
may also enter profile information in a profile region 320 of
the webpage 300. The profile information may be helpful in
allowing other users to confirm whether the authenticated
user is the correct user. For example, an age input field 322,
city input field 324, home page input page 326, profession
input field 328, and comments input field 330 may be pro-
vided so that the user may allow others to confirm that this is
indeed the correct user as particular information may be
unknown to an imposter. To avoid personal security prob-
lems, the profile information is relatively non-descript in
terms of providing personal information that can be used for
locating a person, such as a home address.

[0035] The information entered in the authentication regis-
tration webpage 300 may be stored in a database 216a (FI1G.
2) on the web server 202 for the service provider 102. During
the authentication process, this information may be accessed
and used for communications to the user as described further
herein. It should be understood that anyone with access to the
Internet may access and use the system and methodologies
described herein and that the users may not be limited to
subscribers of a particular service provider.

[0036] FIG. 4 is an illustration of an exemplary email 400
communicated to a user during the authentication process. As
shown, an email message 402 communicated from an authen-
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tication administrator, such as service provider 102, is com-
municated to the user at his or her email address (e.g., john_
smith@hotmail.com) as entered in the email address text
input field 304 on the authentication registration webpage
300 (FIG. 3). The text message may include a personal iden-
tification number 404 or other code that may be alpha-nu-
meric for entry into a communication device, such as a tele-
phone. Alternatively, rather than providing a personal
identification number or other code, a picture or other image
may be sent in the email 400 that the user may use for
responding to a telephone call during the authentication pro-
cess. For example, an image showing an animal, such an
elephant, may be sent to the user and the user identifies the
type of animal received in the email in response to a telephone
call from the authentication system.

[0037] FIG. 5 is a diagram of an exemplary interactive
process 500 for authenticating a user during the authentica-
tion process. As shown, a number of different devices and
communication points are provided. The devices may include
aweb server 502, call server 504, ENUM server 506, CNAM
508, user 510 who is online or using an email account, user
phone 512, and third-party user 514. It should be understood
that different and/or other contact points may be utilized in
accordance with the principles of the present invention.
[0038] Continuing with FIG. 5, the process starts at step
516, where a user 510 accesses the web server 502. At step
516, the user 510 performs an authentication registration via
the web server 502 of a service provider. The authentication
registration may be performed on a webpage, such as that
shown in FIG. 3, that allows the user 510 to enter an electronic
message address (e.g., email address, text message address,
or other electronic message address) and an interactive com-
munication address (e.g., telephone number, IM address, and
IP telephone address). Other information as described with
respect to FIG. 3 may be entered into the authentication
registration webpage. At step 518, the web server 502 may
email a message, including a personal identification number,
code, or other indicia, such as an image, to the user 510 at his
or her email account. Alternatively, the message may be com-
municated to any other electronic message address as entered
by the user.

[0039] At step 519, the web server 502 may notify the call
server 504 to initiate an authentication call. In response, the
call server 504 may call the user phone 512 at step 520. This
call may be placed within a time range or at a time specified
on the email message to the user email account 510. For
example, the phone call may be made within one hour of the
email being sent to the user 510 at his or her email account. It
should be understood that a text message or other electronic
communication to a different electronic message address may
provide the same or similar functionality.

[0040] The call to the user at step 520 may be automated
and ask for the personal identification number 404 (FIG. 4)
sent in the email message 400. Alternatively, any other infor-
mation that may be communicated in an email or other elec-
tronic format message to the user may be requested. In one
embodiment, the automated phone call may state, “Thank
you for using Embarq’s authentication services! Welcome to
common sense. This is an automated call for John Smith.
Please answer the 8-digit pin provided in the email we sent to
John_Smith@hotmail.com. At step 522, the user may
respond via the user phone 512 to the call server 504. The
response(s) may be performed by using a keypad of the user
phone 512 or the user may speak into the user phone 512.
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During the call, to provide additional security, the user may be
asked to enter or speak random or non-random information,
such as ‘please press the keys corresponding to the following
letters ““A Z G F”” The call server 504 may include a dual-
tone, multiple frequency (“DTMF”) detector for receiving
and determining the keys pressed on the user phone 512 that
cause a dual-tone, multiple frequency (DTMF) signal to be
communicated to the call server 504. The call server 504 may
additionally and/or alternatively include a speech recognition
system as understood in the art to receive a voice signal
response from the user in responding to the question
prompted to the user during the automated call at step 520. It
should be understood that steps 520 and 522 may be per-
formed to any electronic communication device that allows
for an interactive response from a user so as to help ensure
authenticity that the user is, in fact, who he or she claims to be.
Ifthe call at step 520 from the call server 504 is not answered,
then the call server 504 may be configured to call the user at
a later time, leave a message for the user that a scheduled
call-back will be performed at a particular time, or give up
after a time period and an email may be sent to the user to
further attempt to schedule a call time.

[0041] The call server 504, in response to receiving the user
response at step 522, may communicate the response or infor-
mation, such as an ASCII code representation of a verbal
response or dual-tone, multiple frequency response from the
user phone 512, to the web server 502 at step 524. The web
server 502 may confirm the PIN or other response informa-
tion (e.g., animal name) at step 526 to determine whether the
PIN, response code or otherwise matches the PIN code or
otherwise sent to the user 510 in the electronic message at step
518. At step 528, an email confirmation (see FIG. 6) may be
sent to the user 510 at his or her email account indicating that
the user has or has not been confirmed based on whether a
match is determined at step 526. If confirmed, an authentica-
tion code may be sent to the user via an email, for example. At
step 530, the user may post or place the authentication code
onto a website, emails, or otherwise use in conjunction with
online activities, so that other users may see the authentica-
tion code and feel secure that this user has been authenticated
by a trusted authentication authority. In one embodiment, the
authentication code may use the hypertext mark up language
(HTML). An image, such as a logo of the authentication
administrator (e.g., “Embarq Authentication Services,” asso-
ciated with a graphical logo) may be posted or remotely
accessed and displayed on another user’s display on the user’s
webpage or email, for example.

[0042] At step 532, a third-party user 514 may access a
webpage of the user 510. For example, the user’s online
webpage may be an online community webpage (e.g.,
webpage) myspace.com, homepage, or other online usage.
Alternatively, the third-party user 514 may receive an email
from the user 510 having the authentication code placed
therein. The authentication code, again, may provide the
third-party user 514 with security in knowing that the user has
been authenticated. For example, if a dean of a university
sends out an email, students who receive the email may feel
secure in that they know that the user is not another student
sending out a prank email. Other numerous examples in
which authentication of a user is desired are understood. At
step 534, the third-party user 514 may verify the authentica-
tion of the user by clicking on the authentication code, rep-
resented as an image or otherwise, posted in the email or
placed on the website. The user may be automatically
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directed to the web server 502 in response to clicking on the
authentication code. Alternatively, the third-party user 514
may access the web server 502 to access a webpage (see F1G.
7) to perform the verification of the email address or other
identifier of the user posted on a website or placed within an
email or otherwise. At step 536, the web server 502 commu-
nicates an authentication verification code to the third-party
user 514 to let the third-party user 514 know that the user
whose email address or otherwise that the third-party user
514 is concerned about has been authenticated.

[0043] FIG. 6 is an illustration of an exemplary email 600
for notifying a user that he or she has been authenticated by an
authentication process. As shown, a message 602 may be
communicated to the user indicating that the authentication
process is complete after the electronic message address and
electronic communication address controlled by the user
have been used to authenticate the user. The message may
state, for example, “Congratulations. Your email address has
been verified by our system as belonging to John Smith.
Websites and visitors may visit “http://www.embarq.com/
verify” to validate your email address belongs to you. This
authentication will expire in six months. You may place the
following authentication code on your websites and emails so
others may verify your identity and email you from the web.”
[0044] Again, the authentication code in the form of HTML
or otherwise may be provided to the user. This code is to be
unique with respect to the user so that other users attempting
to verify the authentication of the user can do so.

[0045] FIG. 7 is an illustration of an exemplary webpage
700 for verifying the authenticity of an email address associ-
ated with a user that has been authenticated. The webpage 700
may notify a third-party user that he or she is interfacing with
a website/email authenticator. On the website 700, a region
702 may request an email address, other electronic address, or
other indicia to be entered into a text input field 704. For
example, the third-party user may enter John_
Smith@hotmail.com into the text input field 704. Alterna-
tively, if the third-party user selects the authentication code,
the email address may automatically be posted into the text
input field 704 or a process may automatically start to verify
the authenticity of the user without the email address being
posted on a text input field. The third-party user may select a
“submit” soft-button 706 to submit the email address entered
into the text input field 704. Software, which may operate as
an authenticator, may be executed by a processor (e.g., pro-
cessor 206 of FIG. 2) to look up in a database whether or not
the email address entered into the text input field 704 corre-
sponds to a particular user.

[0046] Thewebpage 700 may include another region 708 to
show results of the authenticator. As shown in a text field 710,
the authenticator may notify the third-party user that the
email address entered into the text input field 704 has been
authenticated on a particular date. Further in the text field 712,
the authenticator may notify the third-party user how the
authentication process performed the authentication and the
reliability that the user is authentic (e.g., “high reliability”).
Another text field 714 may include profile information as
entered by the user into the authentication registration
webpage 300 (FIG. 3). Such profile information may give
added confidence to the third-party user that the person who
was authenticated was indeed the actual person they were
expecting.

[0047] FIG. 8 is a flow diagram of an exemplary process
800 for authenticating a user. The process 800 starts at step
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802. At step 804, a message is sent to an electronic message
address of a user wanting to become authenticated. At step
806, an interactive communication with the user is made
requesting a response for at least a portion of the message sent
to the user. For example, the portion of the message may be a
PIN number that is being requested from the user. The inter-
active communication may be performed via a telephone
requesting that the user type the response into the keypad of
the telephone or speak a response into the microphone of the
telephone. Alternatively, the interactive communication may
be to an IP telephone, instant message address, or otherwise,
and the user may respond as available from the respective
technology. At step 808, a determination is made if the
response from the user matches the portion of the message for
which the system requested. For example, a comparison of
the response to the PIN number sent to the user in an email
message may be performed. Alternatively and/or addition-
ally, a comparison of another code, image, or otherwise may
be performed. In one embodiment, more than one portion of
the message may be requested from the user to improve
security. Other types of questions may be asked of the user to
ensure that the user is, in fact, human, and has a personal
knowledge of facts unknown to anybody other than that par-
ticular user. The process ends at step 810.

[0048] The previous detailed description is of a small num-
ber of embodiments for implementing the invention and is not
intended to be limiting in scope. One of skill in this art will
immediately envisage the methods and variations used to
implement this invention in other areas than those described
in detail. The following claims set forth a number of the
embodiments of the invention disclosed with greater particu-
larity.

What is claimed is:
1. A method for authenticating a user of an online service,
said method comprising:
accessing a database on a network, the database including
a name, electronic message address, and a telephone
number of a user;
sending, in a first electronic communication to an elec-
tronic message address associated with the user as stored
in the database, a personal identification number;
placing a first call to the user at a telephone number asso-
ciated with the user as stored in the database;
in response to receiving no answer to the first call at the
telephone number associated with the user, leaving a
message informing the user of a particular time for a
scheduled call-back and placing a second call to the user
at the telephone number associated with the user at the
particular time;
in response to the user answering at least one of the calls,
requesting from the user at least a portion of the personal
identification number in the first electronic communica-
tion to the user;
receiving a response code from the user in response to the
request;
confirming a match of at least a portion of the personal
identification number and response code; and
determining that the user is authentic based on confirming
amatch of atleast a portion of the personal identification
member and response code.
2. The method according to claim 1, further comprising
sending a verification code in a second electronic communi-
cation to the electronic message address.
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3. The method according to claim 1, wherein sending a first
electronic communication to an electronic message address
includes sending an email.

4. The method according to claim 1, wherein sending a first
electronic communication to an electronic address includes
sending one of a text message and an instant message.

5. The method according to claim 1, wherein receiving
includes receiving a signal in the form of a dual-tone multiple
frequency.

6. The method according to claim 1, wherein receiving
includes receiving a signal in the form of a voice signal.

7. The method according to claim 1, wherein receiving
includes receiving a signal in the form of an ASCII text.

8. The method according to claim 1, further comprising
providing users with an electronic input form for entry of user
information for use in performing an authentication, the input
form including name, electronic message address, and tele-
phone number text entry fields.

9. The method according to claim 8, wherein providing
users with an electronic input form includes providing a caller
1D text entry field.

10. The method according to claim 9, further comprising
verifying that a caller ID received from a user matches at least
in part a caller ID associated with the telephone number.

11. The method according to claim 1, further comprising
providing a certification link to the user in response to con-
firming a match of at least a portion of the personal identifi-
cation number and response code.

12. The method according to claim 11, wherein providing
a communication link enables the user to include the commu-
nication link on a website.

13. The method according to claim 1, further comprising:

prompting the user with random information; and

confirming that the user submits the random information in
response to the prompt.
14. A system for authenticating a user of an online service,
such system comprising:
a database and communication with a network, the data-
base including a name, electronic message address, and
telephone number of the user; and
at least one processor executing software, said at least one
processor in communication with said database and the
software configured to:
access the database;
send a personal identification number in a first electronic
communication to an electronic message address
associated with the user as stored in the database;

place a first call the user at a telephone number associ-
ated with the user as stored in the database;

in response to receiving no answer to the first call at the
telephone number associated with the user, leave a
message informing the user of a particular time for a
scheduled call-back and place a second call to the user
atthe telephone number associated with the user at the
scheduled call-back time;

in response to the user answering at least one of the calls,
request from the user at least a portion of the personal
identification number sent in the first electronic com-
munication to the user;

receive a response code from the user in response to the
request;

confirm a match of at least a portion of the personal
identification number and response code; and
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determining that the user is authentic based on confirm-
ing a match of at least a portion of the personal iden-
tification number and response code.

15. The system according to claim 14, wherein the software
is further configured to send a verification code in a second
electronic communication to the electronic message address.

16. The system according to claim 14, wherein the elec-
tronic message address is an email address.

17. The system according to claim 14, wherein the elec-
tronic message address is at least one of a text message
address and an instant message address.

18. The system according to claim 14, wherein the software
is configured to receive the code in the form of a dual-tone
multiple frequency.

19. The system according to claim 14, wherein the software
is further configured to receive the verification code as a
signal in the form of a voice signal.

20. The system according to claim 14, wherein the software
is further configured to provide users with an electronic input
form for entry of user information for use in performing an
authentication, the electronic input form including name,
electronic message address, and telephone number text entry
fields.
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21. The system according to claim 20, wherein the software
is further configured to provide users with an electronic input
form further including providing a caller ID text entry field.

22. The system according to claim 21, wherein the software
is further configured to verify that a caller ID received from a
user at least in part matches a caller ID associated with the
telephone number.

23. The system according to claim 14, wherein the software
is further configured to provide a certification link to the user
in response to confirming a match of at least a portion of the
personal identification number and response code.

24. The system according to claim 14, wherein the software
is further configured to provide a communication link that
enables a user to include the communication link on a website
or email.

25. The system according to claim 14, wherein the software
is further configured to:

prompt the user with random information; and

confirm that the user submits the random information in

response to the prompt.

sk sk sk sk sk



