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A cellular telephone system for controlling communication from a mobile unit to a telecommunications platform. The system
Includes a mobile unit having an associated identification code and being capable of initiating a cellular telephone call. A switch
IS coupled to the mobile unit and Is capable of directing the call from the mobile unit to the telecommunications platform if the
iIdentification code Is among a predetermined list. The telecommunications platform Is coupled to the switch and Is capable of

performing a handshake protocol with the mobile unit. The platform Is capable of completing the call with the mobile unit if the
handshake protocol Is successful.

B

.

'

e
ok [ [ f
RO . e s
. M "c'-'-.n:‘-:{\: .«me . m s
.
.

A7 /7]
o~

C an a dg http:vopic.ge.ca - Ottawa-Hull K1A 0C9 - atp.//cipo.ge.ca OPIC

OPIC - CIPO 191




10

vt MM € P A vheg=r Loy oy e s m el § £ a BNt S AT Ceees s e

CA 02363252 2001-11-28

ABSTRACT

A cellular telephone system for controlling
communication from a mobile unit to a telecommunications
platform. The system includes a mobilile unit having an
associated identification code and being capable of
initiating a cellular telephone call. A switch 1s
coupled to the mobile unit and is capable of directing
the call from the mobile unit to the telecommunications
platform if the identification code 1s among a
predetermined list. The telecommunications platform 1is
coupled to the switch and is capable of performing a
handshake protocol with the mobile unit. The platform 1s

capable of completing the call with the mobile unit 1f

the handshake protocol 1s successful.
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METHOD AND APPARATUS FOR A NATION-WIDE
CELLULAR TELEPHONE NETWORK

This 1s a division of copending Canadian Patent

Application 2,167,177 filed on July 20, 1994 (based on
5 PCT/US94/08351). '

TECHNICAL FIELD OF THE INVENTION

This invention relates generally to the field of
telecommunications, and more particularly to a method and

10 apparatus for a nation-wide cellular telephone network.
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BACKGROUND OF THE INVENTION

The proliferation of cellular telephone systems has
made them a convenient choice for nation-wide
communications. However, cellular air time is relatively
expensive, and there 1s, therefore, a need to control the
amount of time that nation-wide systems use cellular
telephone networks. For example, a nation-wide trucking
system requires centralized information on the current
status of the fleet of trucks. Although such information
can be sent through cellular telephone systems to a
central location, the cost of using such cellular
networks 1is prohibitive absent some way of controlling
access to and information sent across the cellular

network.

Another problem is that of roaming cellular phones.
With present systems, a "roamer" must manually register
its location each time it enters a new cellular systen.
This registration is then forwarded to the roamer’s home
system. This manual régistration 1s 1nconvenient and is
consequently often overlooked, resulting in missed calls.
Moreover, calls placed to roamers must be routed through

the home system, and are often expensive.

Furthermore, the fragmentation of cellular service
providers results in disintegrated monitoring and
control, often contributing to fraudulent use of the
cellular telephone networks. The 1increasing fraud adds
significantly to the cost of cellular air time,

especially for nation-wide users of the cellular network.

Therefore, a need has arisen for a method and
apparatus for controlling access to cellular telephone
networks in an integrated nation-wide system. A need has
also arisen for a call delivery system that reduces

costs, inconvenience, and missed calls.
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SUMMARY OF THE INVENTION

In accordance with the teachings of the present
invention, a method and apparatus for a nation-wide
cellular telephone network in which access to cellular
telephone systems 1s controlled is provided which
substantially eliminates or reduces disadvantages and
problems associated with prior art cellular telephone

systems.

In accordance with one aspect of the present
inventlion there 1is provided a cellular telephone system
for controlling communication from a mobile unit to a
telecommunications platform, the system comprising: a
moblle unit having an associated identification code and
operable to 1nitiate a cellular telephone call; a switch
coupled to the mobile unit and operable to direct the
call from the mobile unit to a telecommunications
platform 1f the ildentification code is among a
predetermined list of identification codes; and the
telecommunications platform coupled to the switch and
operable to perform a handshake protocol with the mobile
unit, the platform further operable to complete the call
wlth the mobile unit if the handshake protocol is

successful.

In accordance with another aspect of the present
invention there is provided a method of controlling
access to cellular telephone systems, comprising:
initiating a cellular telephone call from a mobile unit
having an associated 1dentification code; receiving the
call at a local cellular telephone system; directing the
call from the local cellular telephone system to a
telecommunications platform in response to the

ldentification code; performing a handshake protocol
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between the telecommunications platform and the mobile
unit; and completing the call if the handshake protocol

1S successful.

S In accordance with yet another aspect of the present
invention there 1s provided a cellular telephone system
for controlling communication from a telecommunications
platform to a mobile unit, the system comprising: a
telecommunications platform operable to direct a call to

10 a mobile unit to establish a voice channel; and the
mobile unit operable to perform a handshake protocol with
the telecommunications platform using the voice channel,
the mobile unit further operable to complete the call if
the handshake protocol is successful.

15

In accordance with still yet another aspect of the
present invention there 1s provided a method of
controlling access to cellular telephone systems,
comprising: 1iniltlating a call to a mobile unit from a

20 telecommunications platform to establish a voice channel;
performing a handshake protocol between the mobile unit
and the telecommunications platform using the voice
channel; and completing the call if the handshake

protocol 1s successful.

25
An advantage of an exemplary embodiment of the
present 1nvention 1s the fact that calls to or from
mobille units are directed through a telecommunications
platform, thereby allowing for multiple levels of fraud
30 protection. In particular, a handshake protocol 1is

required when any call i1s directed to or received from
one of the mobile units, thereby preventing theft of

cellular air time.
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Another advantage of an exemplary embodiment of the
present invention 1s the fact that present messages can
be automatically sent by mobile units upon entering into
new cellular systems, without the need for dialing a

o cellular phone call, thereby saving cellular air usage

charges and cellular air time.

Still another advantage of an exemplary embodiment
of the present invention 1s that the location of roaming
10 phones can be maintained at a central location, thereby

allowing for efficient call delivery.
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BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present
invention and the advantages thereof, reference is now
made to the following description taken in conjunction

with the accompanying drawings in which like reference
numbers indicate like features and wherein:

FIGURE 1 illustrates a block diagram of a nation-
wide cellular system constructed according to the

teachings of the present invention;

FIGURE 2 illustrates another embodiment of a nation-
wide cellular system constructed according to the

teachings of the present invention;

FIGURE 3 illustrates a mobilile unit constructed
according to the teachings of the present invention;

FIGURE 4 illustrates a telecommunications platform
constructed according to the teachings of the present

invention;

FIGURE 5 is a flow diagram for transmission and
reception of a present message according to the teachings

of the present invention;

FIGURE 6 is a flow diagram of a call to a mobile
unit according to the teachings of the present invention;

FIGURE 7 is a flow diagram of a call from a mobile
unit according to the teachings of the present invention;

and

FIGURE 8 is a block diagram of a central host
constructed according to the teachings of the present

invention.
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DETAILED DESCRIPTION OF THE INVENTION

FIGURE 1 is a block diagram of a nation-wide
cellular network 10 constructed according to the
teachings of the present invention. As shown in FIGURE
1, a vehicle 12 is within cellular system 14. Vehicle 12
includes a mobile unit 16, which will be discussed in
detail below. Cellular system 14 inéludes transmission
towers 18 (only one tower is shown for clarity, it being
understood that each cellular system includes a plurality
of transmission towers). Cellular system 14 also
includes a central moblle telecommunications switching
office (MTSO) 20 coupled to the transmission tower 18.

MTSO 20 switches calls to and from the cellular
system 14 and the land based telecommunications systemnm.
MTSO 20 1s also coupled to clearinghouse 22. The 1link
between MTSO 20 and clearinghouse 22 is a data link, and
clearinghouse 22 provides call validation information to
MTSO 20. For example, MTSO 20 can be configured to
connect calls only 1i1f clearinghouse 22 provides
validation information on the call, such as that the
cellular phone involved has good credit, or is authorized
to make calls. Clearinghouse 22 may also maintain other
information, such as information on "roaming" phones’
present locations, and home systems. In existing
cellular systems, companlies such as GTE/TSI, EDS, and
McCaw provide the clearinghouse function.

MTSO 20 is also coupled to telecommunications
platform ("platform") 24 through a telecommunications
link 21 allowing both voice and data transmissions.
Clearinghouse 22 1is also coupled to platform 24. In
turn, platform 24 1s coupled to central hosts 26 and 28.
Central hosts 26 and 28 are shown for clarity. It should
be understood that many other central hosts may be
similarly coupled to platform 24. Furthermore, other
cellular systems wlll also be coupled to
telecommunications platform 24. For clarity, FIGURE 1




10

15

20

25

30

35

e s W el efgle) U g, Kb sl A sy pmaramd M b

CA 02363252 2001-11-28

illustrates one other such cellular system, cellular
system 30. As shown, cellular system 30 also includes

transmission towers and an MTSO.
Dashed line 32 indicates a link between MTSO 20 and

platform 24. With a proposed standard (IS41, revision
A), validation of calls can be performed prior to the
placing of cellular calls. For example, at power up, or
upon first entry into a particular cellular system, a
cellular phone can issue its identification numbers, and
pre-validation can be performed. Alternatively, the MTSO
20 can poll mobile unit 16 to request identification for
validation and registration. The pre-validation may be
between MTSO 20 and a clearinghouse, such as
clearinghouse 22. Likewise, platform 24 may perform the
pre-validation without resort to an outside
clearinghouse, over link 32. With pre-call validation
performed by clearinghouse 22, later data transmissions,
such as feature requests, can be sent directly to
platform 24 over link 32. It should be understood that

1ink 32 may be the same as link 21.
In operation, nation-wide cellular network 10

operates to control access to and information sent across
cellular systems such as cellular systems 14 and 30. 1In
particular, all calls to or from mobile unit 16 must pass
through telecommunications platform 24. Therefore, calls
to and from mobile unit 16 are controlled to limit access
to and time on cellular system 14. The details of this

control will be discussed below.

FIGURE 2 illustrates an alternate embodiment of the
present invention which includes distributed
telecommunications platforms. FIGURE 2 includes the
elements described above in connection with FIGURE 1,
with the exception that the telecommunications platform
is distributed. Illustrated in FIGURE 2 are platforms 34
and 36. 1In contrast to platform 24 of FIGURE 1, which 1is
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centrally located and to which all cellular systems are
connected, platforms 34 and 36 may be distributed
throughout the nation-wide cellular network. As shown in
FIGURE 2, platform 34 may be coupled to one or more

cellular systems. For example, platform 34 may be
coupled to all of the east coast cellular systems.

LLikewise, platform 36 1is a distributed platform, and is
associated with and part of a particular cellular system.

Also shown in FIGURE 2 is a communications link 37
from platform 34 to platform 36 that allows the
distributed platforms to exchange voice and data, which
may include user activity, systems operation, and billing
functions. In particular, the distributed platforms 34
and 36 can exchange information regarding user validation
and fraud management. The distributed platform
embodiment also provides fault tolerant and traffic
management features to the nation-wide cellular telephone
system, not unlike those features found in conventional
long-distance telephone systems. Thus, as 1s shown in
FIGURES 1 and 2, telecommunications platforms may be
centrally located or distributed, as required by the
needs of the particular system implementing the present
invention.

Also illustrated in FIGURE 2 1is link 39. Link 39
allows for data transfer between MTSOs of various
cellular systems. Such a link may be an SS7 backbone
link for linking cellular systems. Link 39 allows
cellular systems to share information such as validation,
roaming information, billing, and call routing, among
other types of information. For example, one cellular
system that knows the location of a particular cellular
phone, such as mobile unit 16, may share that information
with other cellular systems. Platform 24, across 1link
32, may tie into link 39. This allows platform 24 to
have access to all MTSO 20s of different cellular

systems.
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FIGURE 3 illustrates a mobile unit 16 constructed
according to the teachings of the present invention. As
shown in FIGURE 3, phone transcelver 38 and hand set 40
are coupled to cellular phone bus 42. Phone transceiver
38 receives and transmits signals across antenna 44,
including cellular transmission and reception of voice,
data, and DTMF data, among other signals. The cellular
phone bus 42 is coupled to processor 46 through phone
interface drivers 48. Phone interface drivers 48 provide
the necessary protocol for communications between the
processor 46 and the phone transceiver 38 and hand set
40.

A hands-free microphone 50 and speaker 52 are
provided for hands-free communications by the operator of
the mobile unit. The hands-free microphone 50 and
speaker 52 are coupled to audio multiplexer 54. Audio
multiplexer 54 is also coupled to the hand set 40, the
cellular phone bus 42, and the processor 46. The audio
multiplexer 54 is also coupled to a modem 56 and a voice
recognition and syntheéis system 58. The modem 56 allows
for digital communication between the processor 46 and
the cellular system, as received from and transmitted
through antenna 44 and phone transceiver 38. Modem 56,
or any suitable device, is used to distinguilish between
voice and data and handle the information accordingly.
Voice recognition and synthesis system 58 allows for
voice activation of various functions of the mobile unit.
Voice recognition and synthesis system 58 1s coupled to

processor 46.
Processor 46 and audio multiplexer 54 are also

coupled to a dual-tone multi-frequency ("DTMF")
recognizer 59, which allows for recognition of DTMF data.
211 data transmissions to or from mobile unit 16 can be

made using DTMF.
Mobile unit 16 also allows for reception and storing

of telephone numbers. These numbers may be received as
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10

modem or DTMF data, and may be recalled and automatically

dialed. Furthermore, processor 46 of mobile unit 16 can

execute software allowing for voice mail functions for

calls to mobile unit 16.

Processor 46 1s also coupled to a read-only memory

60 and a random access memory 62. These memories are for
storage of instructions and data for operation of
processor 46. Furthermore, a plug-in ROM module 64 may

also be coupled to processor 46 for optional information,

such as map and emergency assistance information for a

particular locality.

A key pad 66 1s provided for user input of various
information into the mobile unit 16 through processor 46.
It should'be understood that key pad 66 could comprise
many other i1nput devices, such as a touch screen.
Information is displayed at mobile unit 16 through

graphic display 68, which is driven by processor 46

through display driver 70.

Mobile unit 16 allows for input of location
information from a LORAN-C system, a global positioning
satellite (GPS) system or any suitable system providing
location information of the mobile unit. This input is
shown by positioning system 72 in FIGURE 3. The
positioning system 72 may be located within the housing
of the mobile unit 16, or part or all of positioning
system /2 may be located outside the mobile unit 16. The
data sent to the mobile unit 16 from positioning system
/2 can be either raw location data (for example, data
directly received from a LORAN-C system) or processed
location data. Therefore, the processing of raw location

data can occur within the positioning system 72 itself,
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11

within processor 46, or transmitted through phone
transceiver 38 and antenna 44 for later processing at the
platform 24 or central host 26 of FIGURE 1.

Mobile unit 16 also allows for input of status
information through automatic status generator 74. The
automatic status generator 74 comprises any sensors,
controllers, and processors used to monitor performance
pérameters of the vehicle 12, and operates to pass
information from such monitors to the mobile unit 16. As
will be discussed, status information may be received by
the mobile unit 16 from either the automatic status
generator 74 or the key pad 66. Block 76 allows for the
input or output of various other options, such as an
alarm input which, for example, could indicate that a

vehicle on which the mobile unit 1s located has been
broken into. As other examples, block 76 allows for the
input or output of fax data or digital data to or from a
modem. Such inputs and outputs may be from personal
computers, for example, from users of recreational
vehicles or traveling sélesmen. Throughout this
discussion, data communications, including handshaking,
will be discussed in connection with modem transfers for
clarity, it being understood that such transmissions can
be made as DTMF data. A power supply 78 powers the
mobile unit 16.

In operation, mobile unit 16 operates to transmit
and receive information, including voilce and data, across
a cellular system and through telecommunications platform
24 of FIGURE 1. Ultimately, data transmitted from mobile
unit 16 is sent through platform 24 to one of the central
hosts, for example central hosts 26 or 28 shown 1n
FIGURE 1.

Mobile unit 16, through control of processor 46,
receives all calls through telecommunications platform
24, and makes all outgoing calls through
telecommunications platform 24. This restriction 1s
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accomplished through use of a handshake protocol. The
details of this protocol will be discussed below 1n
connection with calls to or from the mobile unit. The
ability to require that all calls to and from the mobile
unit pass through the platform 24 1is an important
advantage of the present invention, and allows for
control of the character and length of calls made to and
from the mobile unit. This is important in reducing
cellular telephone usage costs, for example for a nation-
wide trucking company, in which the trucking company
provides mobile units in each of the trucks of the fleet,
and wishes to restrict the character and length of calls
from and to the mobile units.

The mobile unit 16 allows for transmission and
reception of both voice and data. The voice
transmissions, once a call is connected, are performed
conventionally. Hands-free microphone 50 and speaker 52
allow for hands-free voice communications.

Data received by remote unit 16 is input to the
processor 46 through modem 56. Data transmitted from
mobile unit 16 is transmitted under control of the
processor 46 through modem 56. Data to be transmitted
from mobile unit 16 may be input 1n several ways. Key
pad 66 may be used by a user of the mobile unit 16 to
input various data, such as location data or status data
(for example, whether a vehicle 1is broken down, whether
it is loading, unloaded, waiting to load, waiting to
unload, etc.). Such data may also be input by voice
command through voice recognition and synthesis system
58. Data may also be automatically generated for output
by mobile unit 16. For example, positioning system 72,
which may comprise a LORAN-C positioning system, a GPS
system, or any other positioning system, may generate
position location information for transmission by mobile

unit 16.
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As discussed above, positioning system 72 may
generate longitude and latitude information, or simply
raw data, for example from a GPS system, to be
transmitted from mobile unit 16. If only raw data 1is
generated by a positioning system 72, then processor 46,
the platform 24, or the central host 26 can generate the
longitude and latitude information for positioning
information. Likewise, automatic status generator 74 may
be used to automatically generate status information,
such as engine performance, traller temperature (for
example, if a refrigerated trailer tractor 1is associated
with the remote unit), or other status information.

Processor 46 drives graphic display 68 through
display driver 70 to display data received by mobile unit
16 for viewing by a user of mobile unit 16. Such data,
for example, may be messages from a central host on
weather conditions, delivery or destination instructions,
among other messages. Furthermore, plug-in ROM 64
provides various information, such as map information or
emergency assistance iﬁformation for use by a user of the

remote unit 16. This information can be displayed on

graphic display 68.

FIGURE 4 illustrates a block diagram of
telecommunications platform 24 constructed according to
the teachings of the present invention. A processor 80
is coupled to memory 82, look-up tables 84, and switch
86. Processor 80 is also coupled to fraud management
system 87, usage tracking system 88 and billing
system 90. In the distributed platform embodiment of
FIGURE 2, processor 80 may also communicate with another
platform through communications link 91. Switch 86 1is
coupled to telecommunications trunks 92 and 94. Trunk 92
allows for telecommunications connections to central
hosts, such as central hosts 26 and 28 of FIGURE 1, as

well as other outside land based systems. As shown 1in
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14

FIGURE 4, some of the individual telecommunications lines
of trunk 92 are coupled to modems, such as modems 96

and 98, thus allowing for data communications. Likewise,
trunk 94 allows for telecommunications connections with
various cellular systems, such as cellular systems 14 and

30 of FIGURE 1. Some of the individual

telecommunications lines are coupled through modems, such
as modems 100 and 102, so as to allow for data
communications with the cellular systems. Modems 96 and
100 are illustrated as MODEM/DTMF, to indicate that DTMF
data can be transmitted and received as well. Modems 96,
98, 100 and 102 are coupled to processor 80 and can also
operate to allow both voice and data communications.

Trunks 92 and 94 are separated for clarity to show one

bank of telecommunications lines serving dispatchers and

other outside systems while another bank serves cellular
systems. However, switch 86 can contain a single trunk
or several trunks to accomplish the operations of the
platform.

Telecommunications platform 24 operates as a smart
telecommunications switch. Calls to and from remote unit
16.are passed through switch 86. Processor 80 monitors
switch 86 and records information on each call through
switch 86. This information, such as the number and
length of calls to each remote unit 16, 1s recorded in
usagé tracking system 88. In thls manner, bills can be
generated for usage of telecommunications platform 24 .
Typically there will be several remote units assoclated
with a particular nation-wide system, such as a trucking
system. Thus, all calls to and from remote units owned
by that trucking system will be logged for billing to
that particular trucking systemn.

As discussed previously, a fraud management system
87 performs a handshake protocol'between the
telecommunications platform 24 and the remote unit 16.

This protocol ensures that only authorized calls are made
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to and from mobile unit 16. If the handshake protocol 1is
not performed correctly, then processor 80 will
disconnect the call through switch 86, thereby greatly
reducing costs resulting from unauthorized usage of
cellular networks. Processor 80 also links to credit
card validation system 103, toO validate credit cards for

allowing for personal calls, as will be discussed.

FIGURE 5 is a flow diagram for transmission and
reception of a "present" message according to the
teachings of the present invention. Mobile unit 16 of
the present invention, upon entry into a new cellular
system, issues a present message which will eventually be
sent to its central host. The "present" message can also
be generated in response to a poll from platform 24 or
MTSO 20, periodically, upon power up of mobile unit 16,
upon re-establishment of communication, through use of a
feature request reserved for the "present!" message, Or
during pre-call or post-call validation, among other
events. This "present" message can also be sent
automatically or manually, and provides information to
the central host on the current cellular system in which
the mobile unit is located. Furthermore, other
information, such as status information, can be sent with
this "present" message. An important technical advantage
of the present invention 1is the fact that this "“present"
message may be sent automatically, and with a minimum of
cellular air time, thus providing significant cost
savings. The "present!" message may be sent to platform
24 through clearinghouse 22, through link 21 (for
example, as part of a call), or through link 32 of
FIGURE 1.

Turning to the flow diagram of FIGURE 5, at decision
block 104, mobile unit 16 monitors the system
identification number of the particular cellular system
in which it is located. This system identification

R U S PP WP S S y—
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number, as is generally known in the art, 1s periodically
issued by the cellular system 1n the overhead message
stream. Once the remote unit 16 identifies a new system
identification number, indicating that the mobile unit
has entered a new system, it 1ssues an "present" message
at block 106. For example, the "present" message can be
initiated by transmitting a "*19" feature request.
Presently, "*19" is used in moblle systems to clear the
roaming status of a cellular phone. As discussed above,
the "present" message can also be generated upon other
events, such as power up of the mobile unit 16.

Every cellular phone has assocliated with it a mobile
identification number ("MIN") and an electronic serial
number ("ESN"). These numbers are transmitted by the
cellular phone whenever it makes a call or 1issues a
feature request, such as "*19." Certain digits of the
ESN are used by local cellular carriers. The unused
digits may be used by mobile unit 16 to send information,
such as location or status data. For example, longitude
and latitude data can be embedded in the unused portion
of the ESN. Likewise, certain digits of the MIN may not
be necessary to identify calls to be directed to
platform 24, and thus data may be embedded in these
unused digits. Thus, the "present" message may contain
important data as well. At block 108, the "present"”
message is received at MTSO 20 of FIGURE 1. The MTSO 20
typically appends the cellular system identification
number plus a switch identification number to the MIN and
ESN numbers. As discussed, the "present" message may
also be sent as part of a call from the mobile unit 16,
and thus is sent to platform 24 across link 21.

Wwhen the "*19" is received at the clearinghouse 22
at block 110, it will determine whether the "present®
message is to be sent to the telecommunications platform
24 at block 112. If the "present" message 1s not to be
sent to the platform, then no data 1is sent. The
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clearinghouse 22 determines whether the "present" message
is to be sent to the platform 24 by matching the MIN/ESN
of the mobile unit to numbers stored in a pre-established
user data base. This data base 1s established by making
arrangements with the clearinghouse 22 that all
communications from particular cellular phones, i.e., the
mobile units 16, will be recognized by their MIN/ESN and
directed to the platform 24. This data base can also be
established such that even with a mobile unit registered
at some home cellular system, the "present" message will
be directed to the platform 24.

As discussed above, a direct link 32 may exist
between MTSO 20 and platform 24. This 1link 32 allows for
direct transmission of data and feature requests, such as
the "*19" feature request and "present" data message, to
the platform 24. MTSO 20 can be configured to directly
send such transmissions by pre-arranging with MTSO 20 to
recognize particular mobile units 16, or by forwarding
such instructions from clearinghouse 22 as part of a pre-
call validation scheme. |

One embodiment allows the clearinghouse 22 to
identify the mobile units 16 by a specified area code and
prefix of the MIN. Upon matching the registered mobile
units 16 with the user data base 1n the clearinghouse 22,
the "present" message 1s sent to the platform 24 at block
114. The platform then timestamps and stores all
"present" messages received from mobille unit 16 through
the local carrier. The platform stores the data under
each MIN/ESN for later transmittal to the central host.
For example, a single mobile unit 16 on a truck
travelling across the country may send numerous "present"
messages to the platform as the truck passes through
different cellular systems. The platform 24 maintains a
timestamped chronological list of the "present" messages,
so the truck company dispatch can access the list and
determine the location and status of the truck.
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The platform 24 of FIGURE 4 eventually sends this
information to the particular central host associated
with the mobile unit 16 as shown at block 116. This
transfer of data can occur periodically, such as at a
particular time interval, upon request by a central host,
or whenever a call connection 1s made between a central
host and the mobile unit 16. 1t should be understood
that there will typically be a plurality of mobile units
associated with a particular central host. For example,
the central host may be a truck company dispatch that
locates and coordinates the activitlies of a fleet of
trucks equipped with mobile units 16. Thus, data can be
down loaded from the platform 24 to the truck company
dispatch anytime a call is made between the dispatch and
any of the trucks. Alternatively, the truck company can
periodically call the platform, preferably when call
rates are low or on a dedilicated or "800" number, and
download a data package containing status and location
information on the truck fleet. From the "present"
message, the central hdst can determine at least which
cellular system a particular mobile unit has entered.
This information is available since the MTSO 20 appends
information to the MIN/ESN. Such information may be, for
example, a mobile serving carrier I.D. ("MSCID").
Furthermore, any data, including specific location data
generated by positioning system 72, embedded 1n the
ESN/MIN can be extracted by the central host.

The ability to generate "present" messages provides
a significant advantage of the present invention. 1In
particular, one central location -- the platform 24 --
maintains these "present" messages and thus has knowledge
of the location (at least the cellular system location)
of various mobile units. This information allows for

efficient and inexpensive call delivery. By directing

calls to the mobile units through the platform 24,
roaming difficulties are eliminated, since the platform
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24 maintains a record of the locations of the mobile
units 16. This call delivery advantage is useful in a
wide range of applications, such as the broadcasting of
messages to distributed mobile units, like those used in
trucking companies, barges, travelling sales forces, rail
systems, commercial and private bus lines, airplanes, and
rental vehicles, among others. The architecture of the
present invention also allows for efficient broadcasting
of messages to non-mobile units, such as those used 1in a
distributed advertising system. For example, billboards
for lotteries can be programmed to automatically display
the jackpot amount. This amount can be sent across
cellular networks, with the calls being made through

platform 24.

FIGURE 6 1is a flow diagram of a call made to a
mobile unit according to the teachings of the present
invention. FIGURE 6, along with FIGURE 7 to be discussed
below, describe the operation of the fraud management
system 87 and the protoéol handshake mentioned above.
Without a successful handshake, a call cannot be
connected either to or from a remote unit.

As shown in FIGURE 6, a call to a mobile unit is
first made by placing a call to the platform at block
118. This call is, for example, a 1-800 call, thereby
reducing costs to those calling the platform. At block
120 the platform requests a mobile unit I.D. for the
mobile unit to be called. This mobile unit I.D., for
example, could be a truck identification number for
mobile units placed on trucks. If no mobile unit I.D.
number is received or the mobile unit I.D. is not proper,
then decision block 122 returns the flow to block 120.
If the mobile unit I.D. is proper, then the platform
acquires authorization information at block 124.
Authorization information may be, for example, a credit
card number or an authorized code. For example, personal
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calls made to the mobile unit would only be initiated if
the caller to the platform gave a valid credit card
number. Validation of the credit card number may be
accomplished through credit card validation system 103 of
FIGURE 4. For business calls coming from an associated
central host, authorization can occur by entering an
authorized code, or by calling in on a special business
line, for example. This authorization occurs at block
126.

If the call is authorized, then the platform calls a
mobile unit at block 128. Platform 24 uses look-up
tables 84 of FIGURE 4 to assocliate the phone number of
the remote unit to be called with the mobile unit I.D.
Platform 24 then looks up the most recently recorded
cellular system identification number and switch
identification number associated with mobile unit 16,
such as that provided by the most recent "present"”
message issued by mobile unit 16 and stored by platform
24. Platform 24 then calls the appropriate roamer access
port, and dials the phone number. Once the call 1is
connected and the platform and mobille unit modems
establish data communication, the mobile unit 16 issues a
challenge at block 130. This challenge may be, for
example, a random number. If no challenge is received,
then the platform 24 disconnects the call at block 131.
If the platform receives a challenge, then at block 132
the platform returns a response based on the challenge
received, a key particular to the mobile unit, and an
encryption algorithm. As noted, the key used in the
generation of the response is a function of the mobile
unit and may be generated from a lookup table of numbers
shared by both mobile unit 16 and platform 24 indexed by
the MIN/ESN of mobile unit 16. The encryption algorithm,
also known by both mobile unit 16 and platform 24 can be

any appropriate mathematical algorithm, and may be
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modified periodically, as can the lookup table, to

maximlize security.

At block 134, the platform determines whether the
response 1s correct by running the same encryption
algorithm on the challenge and key. If the response is not
correct, or 1f no response is received, then the call is
disconnected at block 136. U.S. Patent No. 5,155, 689,
1ssued on October 13, 1992, and assigned to By-Word

Technologies, Inc., of Dallas Texas discloses a system

that connects or disconnects calls based upon
interrogation between two modems in a cellular system.

If the response 1is correct, the call is completed at
plock 138. At block 138, either voice or data or both may
pe transmitted to or from the mobile unit.

For calls from the central host 26 that include voice
communications, a voice request is sent to the platform 24
from the central host 26 to communicate with a particular

mobile unit 16. Any data to be exchanged with that mobile
unit 1s exchanged before connecting the voice

communications. For example, data from the central host 26
1s delivered through the platform 24 to the mobile unit
16, and any data at mobile unit 16 is delivered at least
to platform 24. Next, the platform 24 requests that mobile
unit 16 to switch to voice, and rings the user of mobile
unit 16. If no answer is received, then no voice
connection is made between mobile unit 16 and central host
26. If an answer is received, then platform 24 calls the
central host 26 (or any other number provided to the
platform 24 by the central host) and patches the
appropriate connection.

There will be times when calls cannot be delivered to
mobile unit 16, for example, when it is out of any
cellular system, temporarily out of communication with a
cellular system, or powered-down. In such cases, an alert

will be set at the platform 24, indicating that a
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call has not been completed. Upon receipt of a "present"
message, for example, when the mobile unit 16 to which
the call was intended powers up, re-establishes
communication, or enters a new cellular system, the
platform 24 can complete the call. If only data is to be
transferred, then this data can be sent from the platform
24 to the mobile unit 16. If a volce call had not been
completed, then the platform 24 calls the calling party,
for example the dispatcher at a central host, and
indicates that a call can be or will automatically be
placed to the appropriate mobile unit 16. Furthermore,
the user of a mobile unit 16 may be provided with a
pager/remote ringer, to ensure that he is aware of any

voice calls to his mobile unit 16.

FIGURE 7 is a flow diagram of a call from a mobile
unit 16 according to the teachings of the present
invention. At block 140, the mobile unit will initiate
an outgoing call. The outgoing call can be initiated in
any of several ways. The mobile unit 16 can be
programmed such that only certain pre-programmed numbers
can be called. These authorized phone numbers are stored
in remote unit 16 and can be programmed remotely by the
central host 26 or platform 24. Thus, a user of a remote
unit would only be able to call these pre-programmed
numbers and no others. Alternatively, the remote unit
could be configured so as to allow personal calls -- if
eventually authorized -- as well as pre-programmed
authorized calls. Regardless of what number is to be
eventually called, the mobille unit 16 1s pre-programmed
to first call the platform at block 142. This call, for
example, could be a 1-800 number call. Alternatively,
arrangements can be made with each cellular system to
direct all calls from mobile units with particular
MIN/ESNs to platform 24. Each local carrier would
recognize these particular MIN/ESNs and route their calls
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to platform 24. Recognition can occur through use of a
pre-arranged database, as discussed above. The handshake
protocol between the mobile unit and the platform is
similar to that described in connection with FIGURE 6,
except that the challenge and response are issued by the

platform and mobile unit, respectively.
As shown in FIGURE 7, at block 144 the platform

issues a challenge after modem connection with the mobile
unit and receipt of a mobile unit I.D., such as an MIN.
This I.D. provides the platform 24 with knowledge of
which mobile unit is calling. If no challenge 1s
received, then the mobile unit disconnects the call at
block 146. If the challenge 1s received, then the mobile
unit returns a response and the platform receives the
response at block 148. The response 1s generated by
executing the encryption algorithm on the challenge and
the key particular to the mobile unit. If the response
generated by the mobile unit does not match the desired
response generated by the platform, as determined at
block 150, then the call is disconnected by the platform
at block 152. If the response 1s correct, then the
platform receives the ultimate number to be called at
block 154. If it is determined that this ultimate number
to be called is one of the pre-programmed calls at block

156, then the call is connected at block 158. Typlcally,
such a call would be to a user of the central host or a

customer. In such a case, voice or data or both can be
transmitted. If it is determined at block 156 that the
ultimate number to be called is not a pre-programmed
number, then an authorization decision 1s made at block
160. For example, block 160 may comprise a credit card
authorization step. If there is no authorization for the
call, then the call is disconnected at block 162. 1If the
call is authorized at block 160, for example by entry of

a valid credit card number, then the call will be
connected at block 164. for data transmissions, the data
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can be stored at platform 24 and transmitted to central
host 26 at various times, as discussed above in
connection with "present" messages.

The system of the present invention provides for
several layers of fraud prevention. For calls
originating at mobile unit 16, a first layer of
protection is the ability to restrict outgoing calls to
only pre-programmed calls. Thus, a user of mobile unit
16 may be restricted from calling any unauthorized
numbers.

A second layer of fraud prevention is provided by
the requirement that all calls to or from a mobile
unit 16 pass through the platform 24. Thils regquirement
allows for a myriad of "“"gatekeeping" functions to be
performed at the platform 24. For example, the
platform 24 may connect only certain authorized calls
from the mobile unit 16, and require a valid credit card
for all other calls. Likewise, the platform 24 can
insure that only authorized calls (such as business calls
or credit card authorizéd calls) are directed to the
mobile unit 16.

A third layer of protection 1s provided by the
handshake protocol of the present invention. With this
handshake protocol, fraudulent procurement of the MIN/ESN
of the mobile unit 16 will be to no avail without
knowledge of the handshake protocol. For example, if a
call were placed directly to the mobile unit 16, through
knowledge of its MIN, the call could not be completed
without knowledge of the handshake protocol.

One of the most popular schemes for defrauding
cellular users involves obtaining the MIN/ESN of a
particular mobile unit 16, and then cloning a phone with
the same MIN/ESN. Such a cloned phone can then be used
in most any cellular system, with the cellular usage
charges being billed to the original mobile unit 16 as
roamer charges. The present invention foils this variety
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of fraud by requiring that any call using the particular
MIN/ESN of mobile unit 16 be directed through the
platform 24. As discussed above, this requirement can be
accomplished by making arrangements with the local
cellular carriers to trap calls having particular
MIN/ESNs and route them to the platform 24, or
alternatively forcing all mobile units to only call the
platform. The platform 24 then requires successful
protocol handshaking to connect the call.

Each mobile unit 16 may be equipped with a unique
handshake protocol, and the platform 24 would maintain a
data base that associated each mobile unit 16 with its
unique handshake protocol. Alternatively, a library of
handshake protocols can be maintained, with each mobile
unit 16 assigned one of the handshake protocols from that
library. The platform 24 would then keep a record of
which protocol of the library is assigned to a particular
mobile unit 16, and perform handshake protocols
accordingly.

The handshake protécol described herein provides an
excellent means of preventing cellular fraud. It should
be understood, however, that the moblile unit-cellular
system-telecommunications platform architecture of the
present invention provides technical advantages even
without the fraud prevention technique. For example, the
ability to gather information on the cellular system
location of the mobile units 16 allows for efficient call
delivery to these mobile units.

Throughout this description of the invention, the
central host 26, the platform 24, the clearinghouse 22,
and the cellular system 12 have been discussed as
separate elements. It should be understood that each of
these components are logical components, and they may be
combined without physical separation. For example, the
functions of the platform 24 and the central host 26 may
be accomplished at a single site. Likewise, the
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functions of the platform 24 or clearinghouse 22 may be
performed at the local cellular system, for example, at
the MTSO.

The present invention has been discussed in
connection with cellular systems. It should be
understood that it may also be used in connection with
satellite telecommunications systems. For example, the
transmission towers 18 and MTSO 20 of FIGURE 1 may be
replaced with, or used in conjunction with, a satellite
telecommunications system. Furthermore, transmissions to
and from the mobile unit 16 may be across various
channels, such as separate data and volce channels, for
example for packet data communications.

FIGURE 8 1s a block diagram of the central host 26
constructed according to the teachings of the present
invention. As shown in FIGURE 8, a central host includes
a processor 166 coupled to memory 168. Data transmitted
to and received from mobile units 1s transmitted through
modem 170 to and from pfocessor 166. Such data may be
stored in memory 168 and displayed on display 172.
Furthermore, various data, such as data to be transmitted
to remote units, is input through user input/output 174.
Data which may be input through user input/output 174,
for example, may include text data to be transmitted to a
particular remote unit. Such text data could include
particular messages, such as changes 1n delivery
schedules, weather conditions, or the like. Such data is
displayed on display 68 of remote unit 16, as shown in
FIGURE 3. Voice communications between a central host
and remote units may be made through voice phone 176.
Throughout this description in drawings, separate
communications have been shown for data and voice, with
the data passing through a modem. It should be

understood that a single telecommunications line may be
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used to provide both voice and data without departing
from the intended scope of the present invention.

In operation of central host 26 of FIGURE 8, data
and messages received from remote units may be displayed
on display 172 and output, for example in hard copy form,
through user input/output 174. For example, a map with
location identification of each remote unit associated
with the central host is displayed on display 172. In
this way, the central host 26 can keep track of the
location and progress of remote units and for example,
vehicles associated with the mobile units. The processor
166 runs software which allows automated sending of data
to particular remote units. This data can be
automatically generated by processor 166 or input through
user input/output 174. Central host can also receive raw
location information, that can then be processed in
processor 166 to generate latitude and longitude
coordinates.

Processor 166 may also, by tracking the locations of
mobile units, based on iongitude and latitude and road
map information, determine how many miles each mobile
unit travels within a particular state. From this
information, fleet mileage reports can be generated, for.
example for trucking companies. These fleet mileage
reports can be used to determine the distance traveled
and amount of fuel used in various states, which allows
for accurate reporting for both fuel and road usage
taxes. Furthermore, knowledge of the location of
vehicles at particular times, for example from "present"

messages Or geographic location data, allows for

35

calculation of estimated times of arrivals by dispatchers
at central hosts. For example, knowledge that a truck 1is
in Dallas, Texas on Thursday night allows for an estimate

of arrival time in Mobile, Alabama.
Although the present invention has been described in

detail, it should be understood that various
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substitutions or alterations can be made without

departing from the spirit and scope of the invention as

defined by the appended claims.
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CLAIMS:

1. A cellular telephone system for controlling
communication from a mobile unit to a telecommunications
5 platform, the system comprising:
a mobile unit having an associated 1dentification
code and operable to i1nitiate a cellular telephone call;
a switch coupled to the mobile unit and
operable to direct the call from the mobile unit to a
10 telecommunications platform i1if the identification code 1is
among a predetermined list of identificatibn codesf and
the telecommunications platform coupled to the

switch and operable to perform a handshake protocol with
the mobile unit, the platform further operable to
15 complete the call with the mobile unit 1f the handshake

protocol 1s successful.

2 . The system of claim 1, wherein the handshake

protocol comprises:
20 a challenge 1ssued by the telecommunications

platform to the mobile unit; and

a response to the challenge, the response generated

by the mobile unit by executling a mathematical algorithm.

25 3. The system of claim 1, wherein the

telecommunications platform performs the handshake

protocol without user i1ntervention.

4 The system of claim 1, wherein the switch

30 comprises a mobille telecommunications switching office.
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5. The system of claim 1, whereiln:

the switch i1s further operable to establish a voice
channel between the mobile unit and a telecommunications
platform; and

the telecommunications platform is further operable
to perform the handshake protocol with the mobile unit

using the voice channel.

o . The system of claim 1, wherein the handshake
protocol comprises:

a challenge 1n the form of a random number
communicated from the telecommunications platform to the
mobile unit; and

a response to the challenge, the response generated
by the mobile unit based on the challenge, a key
particular to the mobile unit, and an encryption

algorithm.

7. The system of claim 6, wherein the encryption
algorithm comprises a selected one of a plurality of

encryption algorithms maintained by the telecommunications

platform.

8. The system of claim 1, wherein, upon
successful completion of the handshake protocol, the
telecommunications platform is operable:

to receive location or status information from the
mobile unit; and

to establish a voice connection between the mobile

unit and a called party.

9. The system of claim 1, wherein, upon
successful completion of the handshake protocol, the

telecommunications platform 1s operable:
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to recelive location or status information from the
mobile unit; and

to store the location or status information for
later communication to a host associated with the mobile

unit.

10. The system of claim 1, wherein, upon successful
completion of the handshake protocol, the
telecommunications platform 1s operable:

to receive a telephone number;

to determine whether the received telephone number
1s a pre-programmed number; and

to authorize the call 1f the telephone number i1s not

a pre-programmed number.

11. The system of claim 10, wherein the
telecommunications platform further comprises a credit

card validation system to authorize the call.

12. A method of controlling access to cellular
telephone systems, comprising:

initiating a cellular telephone call from a mobile
unit having an associlated i1identification code;

receliving the call at a local cellular telephone
system;

directing the call from the local cellular telephone
system to a telecommunications platform in response to
the identification code;

performing a handshake protocol between the
telecommunications platform and the mobile unit; and

completing the call 1f the handshake protocol is

successful.
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13. The method of claim 12, further comprising the
step of establishing a voice channel between the mobile
unit and the telecommunicatiocons platform, wherein
performing a handshake protocol 1s executed using the

established voice channel.

14. The method of claim 12, wherein performing the

handshake protocol comprises:

receiving a challenge at the mobile unit from the
telecommunications platform;

retrieving a mathematical algorithm stored at the

mobile unit;

performing the retrieved mathematical algorithm on
the challenge to generate a response at the mobile unit;

and

communicating the response to the telecommunications

platform.

15. The method of claim 12, wherein the step of

directing the call comprises:

identifying an identification code of the mobile
unit at the local cellular telephone system; and

routing the call from the local cellular telephone
system to the telecommunications platform 1f the
identification code 1s among a predetermined list of
identification codes maintained by the local cellular

telephone system.

16. The method of claim 12, wherein performing a

handshake protocol comprises:

communicating a challenge in the form of a random

number; and
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generating a response based on the challenge, a key
particular to the mobile unit, and an encryption

algorithm.

17. The method of claim 12, wherein performing a
handshake protocol comprises the followling steps
performed at the telecommunications platform:

communicating a challenge in the form of a random
number;

selecting one of a plurality of encryption
algorithms, the selected encryption algorithm associated
with the mobile unit; and

generating a response based on the challenge, a key
particular to the mobile unit, and the selected

encryption algorithm.

18. The method of claim 12, further comprising:

receiving location or status 1nformation from the
mobile unit; and

establishing a voice connection between the mobile

unit and a called party.

19. The method of claim 12, further comprising:

recelving location or status information from the
mobile unit; and

storing the location or status i1nformation for later

communication to a host associated with the mobile unit.

20. The method of claim 12, further comprising:

recelving a telephone number;

determining whether the received telephone number is
a'pre—programmed number; and

authorizing the call 1f the telephone number is not

a pre-programmed number.
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2l. A cellular telephone system for controlling
communication from a telecommunications platform to a

mobile unit, the system comprising:

a telecommunications platform operable to direct a
call to a mobile unit to establish a voice channel; and

the mobile unit operable to perform a handshake
protocol with the telecommunications platform using the
volce channel, the mobile unit further operable to

complete the call 1f the handshake protocol 1is

successful.

22. The system of claim 21, further comprising a

moblle telecommunications switching office operable to

establish the voice channel between the telecommunications

platform and the mobile unit.

23. The system of claim 21, wherein the handshake

protocol comprises:

a challenge 1ssued by the mobile unit to the

telecommunications platform; and

a response to the challenge, the response generated
by the telecommunications platform by executing a

mathematical algorithm.

24. The system of claim 21, wherein the handshake
protocol comprises:

a challenge 1n the form of a random number
communicated from the mobile unit to the

telecommunications platform; and
a response to the challenge, the response generated
by the telecommunications platform based on the

challenge, a key particular to the mobile unit, and an

encryption algorithm.
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25. The system of claim 24, wherein the encryption

algorithm comprises a selected one of a plurality of

encryption algorithms maintained by the telecommunications

platform.

26. The system of claim 21, wherein, upon

successful completion of the handshake protocol, the

telecommunications platform 1s operable:
to receive location or status information from the

mobile unit; and
to establish a voice connection between the mobile

unit and a calling party.

27. The system of claim 21, wherein, upon

successful completion of the handshake protocol, the

telecommunications platform 1s operable:
to receive location or status information from the

mobile unit; and
to store the location or status information for

later communication to a host associated with the mobile

unit.

28. A method of controlling access to cellular

telephone systems, comprising:
initiating a call to a mobile unit from a

telecommunications platform to establish a voice channel;

performing a handshake protocol between the mobile

unit and the telecommunications platform using the voice

channel; and
completing the call if the handshake protocol 1is

successful.
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29. The method of claim 28, wherein the step of
initiating a call comprises:

calling the telecommunications platform from a
calling party; and

providing an 1dentifier for the mobile unit.

30. The method of claim 28, wherein the step of
performing a handshake protocol comprises:

receliving a challenge at the telecommunications
platform from the mobile unit;

retrieving a mathematical algorithm stored at the
telecommunications platform;

performing the retrieved mathematical algorithm
on the challenge to generate a response at the
telecommunications platform; and

communicating the response to the mobile unit.

31. The method of claim 28, wherein performing a
handshake protocol comprises:

communicating a challenge in the form of a random
number; and

generating a response based on the challenge, a key
particular to the mobile unit, and an encryption

algorithm.

32. The method of claim 28, wherein performing a
handshake protocol compfises the following steps
performed at the telecommunications platform:

receiving a challenge in the form of a random

number:;
selecting one of a plurality of encryption
algorithms, the selected encryption algorithm associated

with the mobile unit; and
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generating a response pbased on the challenge, a key

particular to the mobile unit, and the selected encryption

algorithm.

5 33. The method of claim 28, further comprising:

receiving location or status information from the

mobile unit; and
establishing a voice connection between the mobile
unit and a calling party.

10
34. The method of claim 28, further comprising:

receiving location or status information from the

mobile unit; and

storing the location or status information for later

15 communication to a host associated with the mobile unit.
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