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ABSTRACT 

Embodiments of the present disclosure may be used to scana 
check or other payment instrument into an image file and 
apply a credit to one or more invoices associated with the 
entity, Such as invoices issued by a business partner of the 
entity originating the check. Where there are multiple 
invoices outstanding invoices, embodiments of the present 
disclosure can selectively apply credits to Such invoices based 
on input from the entity and/or based on rules defining how 
such credit are to be applied to the invoices. 
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ENHANCED SYSTEMAND METHOD FOR 
SCANNING AND PROCESSING OF PAYMENT 

DOCUMENTATION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims priority to U.S. Provisional 
Patent Application Ser. No. 61/993,650, filed May 15, 2014 
and entitled “ENHANCED SYSTEMAND METHOD FOR 
SCANNING AND PROCESSING OF PAYMENT DOCU 
MENTATION INCLUDING CHECKS IN AN INTER 
ENTITY PAYMENT SYSTEM, and to U.S. Provisional 
Patent Application Ser. No. 61/993,635 filed May 15, 2014 
and entitled “ENHANCED SYSTEMAND METHOD FOR 
SCANNING AND PROCESSING OF PAYMENT DOCU 
MENTATION INCLUDING CHECKS IN AN INTER 
ENTITY PAYMENT SYSTEM, and to U.S. Provisional 
Patent Application Ser. No. 61/984,506, filed Apr. 25, 2014 
and entitled SYSTEM AND METHOD FOR SHARING 
TRANSACTION INFORMATION BY OBJECT TRACK.- 
ING OF INTER-ENTITY TRANSACTIONS AND NEWS 
STREAMS, and to U.S. Provisional Patent Application Ser. 
No. 61/989,328, filed May 6, 2014 and entitled “SYSTEM 
AND METHOD FOR ENHANCED ACCESS AND CON 
TROL FOR CONNECTING ENTITIES AND EFFECTING 
PAYMENTS IN A COMMERCIALLY ORIENTED 
ENTITY NETWORK and to U.S. Provisional Patent Appli 
cation Ser. No. 61/906,341, filed Nov. 19, 2013 and entitled 
SYSTEM AND METHOD FOR ENHANCED ACCESS 
AND CONTROL FOR MODIFICATION OF AUTO 
LEARNED CONFLICT RESOLUTION AND RELATED 
RULE AND VALUE REPLACEMENTS’ and to U.S. Provi 
sional Patent Application Ser. No. 61/842,911, filed Jul. 3, 
2013 and entitled SYSTEM AND METHOD FOR 
ENHANCEDSYNCHRONIZATION OF RECORD ORGA 
NIZED DATA BETWEEN DISPARATE APPLICATIONS 
the disclosures of which are hereby incorporated herein by 
reference. 

0002 This application relates to U.S. patent application 
Ser. No. 14/189,889, filed Feb. 25, 2014 and entitled “SYS 
TEMAND METHOD FOR ENHANCED ACCESS AND 
CONTROL FOR MODIFICATION OF AUTO-LEARNED 
CONFLICT RESOLUTION AND RELATED RULE AND 
VALUE REPLACEMENTS,” and to U.S. patent application 
Ser. No. 14/053,503, filed Oct. 14, 2013 and entitled “SYS 
TEMAND METHOD FOR ENHANCED SYNCHRONI 
ZATION OF RECORD ORGANIZED DATA BETWEEN 
DISPARATE APPLICATIONS,” and to U.S. patent applica 
tion Ser. No. 13/829,986, filed Mar. 14, 2013 and entitled 
“Systems and Methods for Payment Processing, the disclo 
sures of which are hereby incorporated herein by reference. 

BACKGROUND 

0003 For years companies have been trying to move trans 
actions into an electronic system. Large businesses have the 
resources and Scale to justify the installation of new electronic 
systems. However, for a large segment of Small and medium 
size enterprises (SMEs), such attempts have not fared well. 
This is because it is not cost effective for SMEs to install a 
dedicated system and there is no standardized transaction 
system to allow the sharing of costs among many different 
businesses. 
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0004. In addition, traditional payment methods typically 
require related parties to know each other's bank accounts. 
For example, in order for a payor to electronically transfer a 
payment into a vendor's bank account, the payor must know 
the vendor's bank account number and ABA routing number. 
When the vendor receives the payment, it can also find out the 
payor's bank account number. Thus, entities cannot hide their 
bank account information when making/receiving payments 
using the traditional payment methods. 
0005. Historically, third-party bill payment systems have 
required subscribers to choose between two options: (1) a 
"closed-loop' process for check payments or (2) a process 
where checks are written on the account of the subscriberand 
where the funds are withdrawn from their account when 
checks are cashed by the payees, but without any of the 
benefits of the closed-loop process. A closed-loop process 
typically retrieves images of cashed checks and the payment 
status of checks into a bill payment system. This process 
enables delivery of additional features such as display of 
cashed check images, check payment status, alerts when 
checks have not been cashed, fraud protection and reporting 
on all outstanding checks. Typically, this process involves a 
clearing account for processing the payments to enable the 
retrieval of check status and images. This process typically 
requires funds from the account of the payor (also known as 
the “originator') to be transferred to the clearing account 
prior to the check being sent, causing the payor to lose access 
to the funds while the check is delivered to the payee (also 
known as the “receiver). 
0006 Alternatively, bill payment systems have printed 
and mailed checks that are drawn directly on the payor's 
account. This alternative process enables the payor access to 
the funds while the check is delivered, but it does not permit 
the closed loop process, because there is no simple way to 
separate out the checks created by the bill payment system 
from those created manually by the payor via another means. 
Also, because the check is written on the subscriber's bank 
account there is no way to provide automated positive pay—a 
capability offered by the closed-loop process that automati 
cally rejects checks that don't match system data. 
0007 Additionally, bill payment systems must often inter 
face with multiple instances (and different types) of account 
ing Software applications and allow edits to the same database 
records and documents by different applications, and manage 
the conflicts that may arise from Such edits. 
0008 Embodiments of the present disclosure may relate to 
automated computer processing of invoices, payments, and 
money transfers to address these and other issues. 

SUMMARY 

0009 Among other things, embodiments of the present 
disclosure may be used to scan a check or other payment 
instrument into an image file and apply a credit to one or more 
invoices associated with the entity, Such as invoices issued by 
a business partner of the entity originating the check. Where 
there are multiple invoices outstanding invoices, embodi 
ments of the present disclosure can selectively apply credits 
to such invoices based on input from the entity and/or based 
on rules defining how such credit are to be applied to the 
invoices. 
0010. A computer-implemented method according to one 
embodiment of the present disclosure includes: Scanning, by 
a computer system, an image of a payment instrument; iden 
tifying, by the computer system and based on the Scanned 
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image, an entity originating the payment instrument; identi 
fying, by the computer system, an invoice associated with the 
entity; and applying, by the computer system, a credit from 
the payment instrument to the identified invoice. 
0011. The present disclosure further includes computing 
devices which perform Such methods, and computer readable 
media containing instructions that, when executed by one or 
more computing devices, cause the one or more computing 
devices to perform such methods. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0012. A more complete understanding of certain embodi 
ments may be derived by referring to the detailed description 
and claims when considered in connection with the following 
illustrative figures. 
0013 FIG. 1 is a block diagram of an exemplary system 
according to one embodiment of the present invention. 
0014 FIG. 2 are diagrams of two exemplary invoices 
according to one embodiment of the present invention. 
0015 FIG.3 is a flow diagram of an exemplary method for 
processing invoices according to one embodiment of the 
present invention. 
0016 FIG. 4 is a flow diagram of an exemplary method for 
processing unrecognized invoices according to one embodi 
ment of the present invention. 
0017 FIG. 5 is a diagram of a typical payment document 
according to one embodiment of the present invention. 
0018 FIG. 6 is a diagram of an enhanced payment docu 
ment according to one embodiment of the present invention. 
0019 FIG. 7 is a flow diagram of an exemplary process for 
generating enhanced payment documents according to one 
embodiment of the present invention. 
0020 FIG. 8 shows the top part of a payment document 
shown in FIG. 6 according to one embodiment of the present 
invention. 
0021 FIG.9 is a flow diagram of an exemplary process for 
Verifying that checks are correctly deposited according to one 
embodiment of the present invention. 
0022 FIG. 10 is a diagram of an exemplary invoice 
according to one embodiment of the present invention. 
0023 FIG. 11 is a diagram of an exemplary check accord 
ing to one embodiment of the present invention. 
0024 FIG. 12 is a block diagram of an exemplary system 
according to one embodiment of the present invention. 
0025 FIG. 13 is a block diagram of an exemplary billing 
system according to one embodiment of the present inven 
tion. 
0026 FIG. 14 is a flow diagram of an exemplary process 
for preparing a billing transaction according to one embodi 
ment of the present invention. 
0027 FIG. 15 is a flow diagram of an exemplary process 
for processing checks received from payors according to one 
embodiment of the present invention. 
0028 FIGS. 16A and 16B are block diagrams of a system 
view and an account view of an exemplary system according 
to one embodiment of the present invention. 
0029 FIG. 17 is a flow diagram of an exemplary process 
for implementing the system shown in FIGS. 16A-B accord 
ing to one embodiment of the present invention. 
0030 FIG. 18 is a block diagram of a billing and payment 
system according to one embodiment of the present inven 
tion. 
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0031 FIG. 19 is a flow diagram of an exemplary process 
for inviting entities to open accounts at an electronic billing 
and payment system according to one embodiment of the 
present invention. 
0032 FIGS. 20A and 20B are diagrams of a backside of an 
exemplary check and an endorsement section of the check 
according to one embodiment of the present invention. 
0033 FIG. 21 is a diagram of a map of trustand familiarity 
for an electronic billing and payment system according to one 
embodiment of the present invention. 
0034 FIG. 22 is a block diagram of a secured document 
lockbox system according to one embodiment of the present 
invention. 
0035 FIG. 23 is a diagram of a cloud implementation of an 
accounting and payment system according to one aspect of 
the system and method disclosed herein. 
0036 FIG. 24 is a diagram of a system for checking the 
background of applicants, according to one aspect of the 
system and method disclosed herein. 
0037 FIG.25 is a flow diagram of a process for collecting 
and preparing information about applicants, according to one 
aspect of the system and method disclosed herein. 
0038 FIG. 26 is a flow diagram of a process by which a 
user may find Suitable partners and go for a bid, according to 
one aspect of the system and method disclosed herein. 
0039 FIG. 27 is a diagram of a system for verifying that a 
person claiming to represent an entity is indeed representing 
the claimed entity, instead of being an impostor, according to 
one aspect of the system and method disclosed herein. 
0040 FIG. 28 is a flow diagram of a process for examining 
the Social Network affiliations of a person claiming to repre 
sent an entity. 
0041 FIG. 29 is a flow diagram of a process for develop 
ing a set of rules for a rules and constraints engine, according 
to one aspect of the system and method disclosed herein. 
0042 FIG. 30 is a flow diagram of a process of employing 
a payment rules and constraints engine, according to one 
aspect of the system and method disclosed herein. 
0043 FIG. 31 is a block diagram of a system according to 
various aspects of the present disclosure. 
0044 FIG. 32 is a block diagram of system according to 
various aspects of the present disclosure. 
0045 FIG.33 is a flow diagram of a process according to 
various aspects of the present disclosure. 
0046 FIG. 34A is a block diagram of a system according 
to various aspects of the present disclosure. 
0047 FIG.34B is a flow diagram of a process according to 
various aspects of the present disclosure. 
0048 FIGS. 35 and 36 are diagram illustrating examples 
of record synchronization according to various aspects of the 
present disclosure. 
0049 FIGS. 37-45 are exemplary screenshots according 
to various aspects of the present disclosure. 
0050 FIG. 46 is a diagram showing an exemplary 
accounting system workflow according to various aspects of 
the present disclosure. 
0051 FIG. 47 is a flow diagram of an exemplary method 
according to various aspects of the present disclosure. 
0.052 FIG. 48 is a block diagram illustrating and example 
of the connection of two corporate entities in a network of 
corporate entities. 
0053 FIGS. 49A and 49B are exemplary screens accord 
ing to various aspects of the present disclosure. 
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0054 FIG.50 is a flow diagram of an exemplary method 
according to various aspects of the present disclosure. 
0055 FIG. 51 is a block diagram of an exemplary system 
according to various aspects of the present disclosure. 
0056 FIG. 52 is a flow diagram of an exemplary method 
according to various aspects of the present disclosure. 
0057 FIG. 53 is a block diagram of an exemplary system 
according to various aspects of the present disclosure. 
0058 FIG. 54 is a flow diagram of an exemplary method 
according to various aspects of the present disclosure. 
0059. The figures depict embodiments of the present dis 
closure for purposes of illustration only. One skilled in the art 
will readily recognize from the following discussion that 
alternative embodiments of the structures and methods illus 
trated herein may be employed without departing from the 
principles of the invention described herein. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

Automated Invoice Capture 
0060 FIG. 1 shows an overview of an exemplary system 
100 according to one embodiment of the present invention. 
An electronic service provider 110, such as eFax Services, is 
connected to the Internet 101. Other intranet or networks 
could be used instead of the Internet. Also connected to elec 
tronic service provider 110 are multiple fax lines (or fax 
numbers) 111a-n for receiving faxed invoices. Customer sites 
121a-n (of which, for clarity and simplicity, only 121x is 
shown) connect to the Internet 101 via connections 120a-n. 
Corporate site 105 of an operator of this exemplary system 
100 is represented hereby a server 102, a storage system 103. 
and software 104 installed on the server 102. The actual 
architecture of such a system may, and in most cases probably 
will, comprise many servers, multiple storage systems and/or 
hard drives, and multiple instances of software. All these 
possible components are represented here by the single 
instances of the components of site 105. 
0061 FIG. 2 shows typical invoices as received, repre 
sented here as exemplary invoices 200A and 200B, according 
to one embodiment of the present invention. These invoices 
are issued by one party (the issuer) to another party (the 
recipient). Invoices 200A and 200B contain the following 
data, although with a slightly different layout: issuer logo 
201, issuer name and address 202, recipient address 203, line 
items 204 and total amount due 205. Other additional data 
Such as terms, due date, etc., are not shown in FIG. 2, but Such 
data are customarily included on typical invoices. 
0062 One aspect of the invention includes approaches for 
recognizing an invoice, for example identifying the issuer of 
the invoice and/or recognizing the layout of the invoice. 
Invoices can be recognized by comparing them to a database 
of distinguishing features. For example, invoices might be 
recognized based on the logo of the issuer, name and/or 
address of the issuer, or other data or signature features that 
are unique to an issuer. Once an invoice is recognized, a 
corresponding template can be applied to extract the relevant 
data from the recognized invoice. 
0063. There are various modes by which an invoice may 
be entered into the system and various media on which the 
invoice may be received. For example, the recipient of a paper 
invoice could fax it to a dedicated fax number for that recipi 
ent’s account, such as, for example, any of fax numbers 
111a-n shown in FIG. 1. Alternately, the recipient of the 
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invoice could instruct the issuer to fax the invoice directly to 
said account’s dedicated fax number. In yet another case, an 
invoice recipient may have a customized email address resid 
ing on or connected to server 102, to which invoices may be 
emailed with attached files of any of various popular word 
processing or accounting or image capture programs, such as, 
for example, MS Word or Adobe Acrobat. In any case such a 
file may be converted into an image file showing the image of 
the invoice. In the case of a Word file, depending on the 
complexity of the format, direct parsing may be applied. 
Alternately, the file may be printed to an Adobe Acrobat 
portable document file (PDF) file and then processed as an 
image. 
0064. Once received, invoices can be recognized using 
many different types of distinguishing features beside those 
discussed above. Additional examples include but are not 
limited to black/white histograms, color histograms, sec 
tional signatures and sectional histograms. OCR (Optical 
Character Recognition) can also be used as a part of the 
recognition process. It can be applied to just the header, to the 
entire invoice or to any part of the invoice. The result of the 
OCR can be used as the basis for recognizing an invoice. 
Alternately, OCR can be applied after an invoice has been 
recognized, in order to extract data from the invoice. Other 
examples of distinguishing features include metadata (e.g., 
fax number, issuer e-mail address, subject line, pdf- or Word 
metadata, keywords, barcode), number of pages, OFX (Open 
Financial Exchange) download, and XML (eXtensible 
Markup Language) fields or tags. Other suitable structured 
files with a certificate may be used in other cases. 
0065 FIG.3 shows an exemplary process 300 for process 
ing a typical invoice, such as invoice 200A or invoice 200B, 
according to one embodiment of the present invention. The 
process 300 may be implemented by an electronic payment 
system such as the one shown in FIG.1. The invoice image is 
received 310, for example by one of the ways described 
above. It may be emailed or uploaded or transferred by any of 
several electronic means from the site of service provider 110 
to the site of system operator 105. The system 105 compares 
320 the invoice to a database in storage system 103 that 
contains distinguishing features for known invoices. For 
example, the system 105 may search for a matching logo in a 
library of known issuer logos or search for a matching signa 
ture (or seal) in a library of known issuer signatures. In some 
cases, other distinguishing features (e.g., the originating fax 
number, the originating email address) may be used in addi 
tion to or in place of the logo pattern and signature to recog 
nize the invoice. 

0066. At step 380, the process branches. If no match is 
found (no branch), the invoice is sent 390 to a work file, in 
which unprocessed documents are stored. Treatment of the 
documents in this work file is explained below, in the descrip 
tion of FIG. 4. If a match is found for the logo pattern or 
signature (yes branch), the system 105 identifies 330 the 
issuer. A corresponding template for the recognized invoice is 
also retrieved 340 from storage system 103. The template 
includes instructions for extracting data from the invoice, for 
example it may define fields identifying where and/or in what 
format on the invoice certain data is expected to be located. In 
Some cases, an issuer may have more than one template. For 
example, the issuer may have different templates for personal 
users and for business customers. As another example, the 
issuer may have different templates for single-page and 
multi-page invoices, or may simply change the format of its 
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invoice over time or by geographic region. Accordingly, the 
system 105 may use more refined decision-making processes 
to select the correct template for a particular invoice. 
0067. Data is extracted 350 from the invoice based on the 
selected template, using OCR and/or other suitable means. In 
Some cases the image may be processed using OCR before it 
is received 310, for example, by using OCR functions pro 
vided by Adobe and other tools by other companies. The 
information extracted in step 350 is preferably stored 360 in 
a database that also resides in storage system 103. 
0068. In one approach, once a template is identified for an 
invoice, data may be automatically extracted from the invoice 
(e.g., as identified by fields in the template). In another 
approach, invoices may be grouped together based on their 
similarity. Data extracted from certain locations in one 
invoice may be extracted from similar locations in other 
invoices in the group. Previously discovered data patterns 
may be reused on similar invoices. Data can also be manually 
extracted. Different pattern recognition engines, expert sys 
tems, rule-based engines and other approaches may also be 
used to extract data from invoices. 

0069 Processed invoices can also be used to check or 
refine the templates for an issuer. Differences between 
invoices for the same issueror deviations from past norms can 
also be used to flag potential problems, as well as to request 
human review. 
0070 FIG. 4 shows an exemplary process 400 for process 
ing unrecognized invoices that were previously stored in a 
work file in step 390 of FIG.3, according to one embodiment 
of the present invention. An invoice is retrieved 410 from the 
work file, which resides in storage system 103. The invoice is 
presented for manual viewing 410 by a human operator. In 
step 420, the process branches. If the operator determines that 
the invoice is a document from a known issuer with known 
logo pattern/signature (yes branch) but, for whatever reason, 
the logo pattern/signature recognition has not worked (for 
example, a coffee stain on the logo may have made the logo 
unreadable to the automated recognition system), the process 
moves to step 430. The operator selects 430 a matching tem 
plate and sends 440 the invoice back to the recognition pro 
cess 300 (e.g., to data extraction step 350). 
0071) If, however, in step 420, the operator determines that 
the invoice cannot be matched with a known template (no 
branch), the operator creates 450 a new template. This new 
template may be created completely new or it may be created 
by modifying a suitable existing template. The new template, 
along with its issuer information and the invoice, is stored 460 
in storage system 103. In step 470, a recognition simulation is 
performed to verify that the new template works correctly, 
namely that (1) the automated recognition system can prop 
erly identify the new template for the invoice and (2) data can 
be accurately extracted from the invoice based on the tem 
plate. If, in step 480, the template simulation works correctly 
(yes branch), the invoice is sent 440 to the recognition process 
300 as described above (e.g., to data extraction step 350). If, 
however, the simulation does not work correctly (no branch), 
the template may be manually adjusted 490. The template 
editor may highlight the section that created problems. For 
example, a field for OCR may be too narrow or too wide. If the 
field is too wide, for example, the system may attempt to 
interpret a part of the logo as a part of the address. In the case 
of a field that is too narrow, some characters may be cut off. 
The operator can adjust 490 the template accordingly to solve 
Such problems. 
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0072 Another aspect of the invention is cross-organiza 
tional learning. For example, if an invoice addressed to Cus 
tomer A is identified as being from Vendor 1, and the system 
can then identify other signature items (image, “from 
address, etc.) in the invoice. Thereafter the system may be 
able to use those other signature items to select the correct 
template for the invoice, and use that template to find the 
correct data in certain sections of the invoice. Additionally, if 
a same format invoice from this same Vendor 1 is sent to a 
second Customer B, then the system can recognize from the 
signature information that the invoice is from Vendor 1 and 
apply the template to the invoice to extract the correct data. 
0073. One advantage of the approach described above is 
that the capture of invoices can be made economical for 
SMEs. The number of invoices processed can be aggregated 
over a large number of SMEs, thus achieving economies of 
scale that can be shared by the businesses. In addition, 
although any one SME may only receive a few invoices from 
any particular issuer, the community of SMEs in the aggre 
gate may receive a large number of invoices from that issuer. 
This then makes it cost efficient to develop templates or other 
processes to handle those invoices, whereas it would not be 
cost efficient for each SME to do so individually. The system 
of FIG. 1 can be implemented without significant additional 
investment by either the issuers or the recipients. The cost of 
system 105 is shared by all users and not borne entirely by one 
user. The recipients can send invoices to the system 105 using 
conventional means, such as fax and email. The invoices 
between issuers and recipients can be settled using conven 
tional means such as checks, EFT, and ACH, or using 
advanced means Such as the enhanced private interbank clear 
ing system described in more detail below with respect to 
FIGS. 16A-B and 17. In addition, as described above with the 
example using Customers A and B, and Vendor 1, information 
learned from processing one recipients invoices can be used 
to improve the overall process for all recipients. 
0074. In one approach, the community of recipients can 
themselves improve the process. For example, the system 100 
can enable the community to provide input about distinguish 
ing features of the invoices. Various recipients and/or issuers 
may suggest different features for recognizing invoices. 
There may even be a community process for determining 
preferred features for distinguishing invoices. A similar pro 
cess can be used to determine templates, including determin 
ing fields in templates. 
0075 Another aspect of community is that different 
recipients can exchange their experiences of dealing with 
issuers. Many recipients may be in a similar situation with 
respect to issuers. Another beneficial aspect of the community 
is that SMEs are likely to deal with “small issuers. There will 
be a very large number of Small issuers (approximately 25 
million in the U.S.), but each one issues invoices to only a 
small number of customers (typically, 20-30). While it is not 
economical for a centralized identification process to be 
applied to this set of issuers, it is economical to let the recipi 
ents/issuers themselves help identify the issuers and, in the 
aggregate, create a comprehensive catalog of the issuers. 
0076. Therefore, the described systems and processes 
allow the integration of paper and/or electronic document 
invoices into an automated system to reduce the need of 
manual labor (such as manual input of invoices) in processing 
the transactions. In addition, the systems can be fully auto 
mated and process these transactions without human inter 
vention. 
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Enhanced Invoice Payment Document Generation 

0077 FIG. 5 shows an overview of a typical payment 
document 500 with a check section 501 and a statement 
section 510, according to one embodiment of the present 
invention. The payment document 500 is often printed on a 
letter- or A4-sized bifold with three sections with the check 
section 501 on top and the statement section 510 occupying 
the lower two-thirds. The check section 501 contains infor 
mation about a payor 502, a payee 503, an amount in words 
504, an amount in numbers 505, additional banking informa 
tion 506, and information such as the ABA routing number 
and check number 507. The statement section 510 shows 
credits and invoices and also shows a total due 511 that 
typically reflects the amount shown in payment amounts 504 
and 505. In some cases, total 511 may differ from payment 
amounts 504 and 505, because the total due 511 may take into 
account other credits or debits. 

0078 FIG. 6 shows an enhanced payment document (also 
referred to as an enhanced invoice payment document) 600, 
according to one embodiment of the present invention. As 
shown, the enhanced payment document 600 contains a 
check section 501, a communication section 610, and a payor 
supplemental section 611. Elements of the check section 501 
are described above in FIG. 5. The lower two-thirds of the 
payment document 600 includes the communication section 
610, which in this example is an actual copy or image of the 
invoice being paid by this check, and the payor Supplemental 
section 611. The invoice image or copy in this example con 
tains the logo. 613 of the billing party, the items billed and the 
billing total 612, which in this example agrees with the pay 
ment amounts 504 and 505. Payor supplemental section 611 
is available for optional additional payor information, Such as 
notes about this transaction, a mini-statement, and/or an 
advertisement. 

0079 FIG. 7 shows an exemplary process 700 for gener 
ating the enhanced payment document 600 according to one 
embodiment of the present invention. The process 700 may be 
implemented by an electronic payment system (EPS) such as 
the one shown in FIG.1. Initially, a user selects 701 invoices 
for payment and enters that information into the system. The 
system retrieves 702 the selected invoices from data reposi 
tory 103. 
0080. At step 703, the system asks the user if the user 
wants to write one check for multiple invoices and the process 
branches based on the user's answer. This option may be 
presented to the user each time process 700 is implemented, 
or the user could configure the system to always select or 
never select this option. If a check is generated for only one 
invoice (no branch), the system sets 704 a counter to 1 and 
generates 705 a payment document print file for a first 
invoice. As described above for the payment document 600, 
the payment document contains an image of the first invoice. 
In step 706 the counter is advanced one increment. In step 707 
the process branches, depending on whether payment docu 
ments have been generated for all the pending invoices. If all 
have been generated (yes branch), the process advances to 
step 711, where the payment document print files are printed 
and the payment documents are stored in data repository 103 
for recording, and the process terminates at step 712. The 
print files may be printed locally or remotely (e.g., through 
the data repository 103). If payment documents have not been 
generated for all invoices (no branch), the process loops back 
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from step 707 to step 705, and another payment document is 
generated for the next invoice, and repeats until all pending 
invoices are paid. 
I0081. Alternatively, if, in step 703, the user elects, or the 
system is configured to pay multiple invoices with one check 
(yes branch), the system prepares 708 a layout of the payment 
document. The payment document may optionally be pre 
sented to the user for approval 709. If the user does not accept 
the layout (no branch), the process goes back to step 703, 
where the user may elect to print a payment document for 
each invoice separately. If, in step 709, the user accepts the 
proposed layout (yes branch), the system generates 710 a 
payment document print file containing multiple invoice 
images and whose check payment amount equals the total of 
all the included invoices. The invoice images may be smaller 
than they would be in a payment document containing only 
one invoice image, depending on the number of invoices 
being paid and the layout of the payment document. In step 
711, the payment document is sent to a printer (local or 
remote) and data repository 103 (from which the remote 
printing may occur), and the process terminates at step 712. 
I0082 In some cases, an image of the invoice may be 
printed on the same page as the check, while in other cases, 
multiple images may be printed. In yet other cases, one or 
more images may be printed on the back of the page, opening 
the front for classic statements or other uses, including but not 
limited to advertisements, promotions or campaigns. 
I0083. In some cases, instead of or in addition to printing an 
image of the invoice on the payment document, an identifier 
of the invoice image may be printed on the check section of 
the payment document. For example, a URL (Uniform 
Resource Locator) of an invoice image may be printed on the 
face (or the back) of the check. As a result, one can correctly 
and easily identify the corresponding invoice for a check 
payment by visiting the printed URL. The identifier can also 
be incorporated into the payment transaction in other man 
ners based on the nature of the payment. For example, if the 
payment is made through an ACH transaction, a URL of the 
invoice may be included in the ACHaddenda field. As a result, 
the URL will subsequently show up on the payor and/or 
payee's banks web Summary and bank Statement. 
I0084. Therefore, the described systems and processes pro 
vide a simple, easy-to-use approach to generate enhanced 
invoice payment documents with features that ensure that the 
credits of the underlying payments are applied to the correct 
invoices. 

Enabling Correct Check and Electronic Payment Deposit 
I0085 FIG. 8 shows the top part (check section 501) of the 
payment document 600 shown in FIG. 6. Section 801 shows 
the back side of the check section 501 according to one 
embodiment of the present invention. Banking information 
506 on the front side is shown on the back side as a dotted box 
806. Also shown is the dotted line 803 that separates the 
endorsement section 804 from the rest of checkback side 801. 
Also shown is a section 802a-n where endorsement informa 
tion is preprinted on the back of the check in high-quality 
black ink. This endorsement information is solicited from the 
payee of the check before the payor mails out the check. 
I0086. Having the endorsement information thus clearly 
printed is advantageous compared to using a standard insti 
tution endorsement stamp, because the latter can be Smudged, 
faint, or otherwise difficult to read. Having the endorsement 
information clearly printed also reduces the risk of the check 
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being erroneously or fraudulently deposited in a wrong 
account. Also, since the check is eventually cleared by a 
depositing bank, it is reasonable that the depositing bank 
verified the endorsement information. In addition, the deposit 
information may be captured from the depositing bank and 
transferred to the drafting bank or an electronic payment 
system (EPS) such as the one shown in FIG. 1 to verify payee 
information. As the real time processing of checks is done, all 
the payee information and deposit information is available to 
the involved banks. The payor of the check and EPS may 
obtain such information from the banks. In addition, as 
described in further detail below, the deposit information can 
also be used to ensure correct deposit of electronic payments. 
I0087 FIG.9 shows an exemplary process 900 for ensuring 
correct payment deposit according to one embodiment of the 
present invention. The process 900 may be implemented by 
an electronic payment system (EPS) such as the one shown in 
FIG. 1. In step 901 the system pulls payee data (e.g., payee 
identity, payment amount) from data repository 103 for pay 
ment preparation. In step 902 the system sends a message to 
a payee who has not previously participated in the service 
provided by the system. These messages may be sent by 
email, SMS (Short Message Service), facsimile, or other 
similar messaging systems. Such a message may, for 
example, contain a URL (Uniform Resource Locator) that 
opens a web user interface upon user selection. A user can 
confirm the user's payee identity and enter data such as, for 
example, banking information in the web user interface. In 
other cases, instead of a URL, a callback number may be 
offered, where a caller can leave payee information with a call 
center agent or IVR (Interactive Voice Response). In yet other 
cases, an email or SMS address may be included in the mes 
sage, for the user to respond and provide payee information. 
Additional information may be provided to the payee (e.g., in 
the message or the web user interface) to assure the payee 
that, for example, the provided user information will not be 
passed on to the payor, or to show legitimacy of the user data 
Solicitation (e.g., showing billing information). 
I0088. The system receives 903 the solicited payee infor 
mation (e.g., deposit information) from the payees and stores 
904 the payee information in data repository 103. The user 
may respond to the Soliciting message and sets up a payee 
account with all the required deposit information, thus help 
ing the system to obtain new customers. In step 905 the 
system retrieves payee information from data repository 103. 
In step 906 the system may additionally verify the received 
payee information by executing a mock transaction. As 
described in detail below, the mock transaction verifies payee 
information through approaches such as the random deposit 
approach. 
I0089. In step 907, the process branches. If the data is not 
satisfactorily verified (no branch), the process returns to step 
902 and the system sends a new message to the payee Solic 
iting information. If the data is satisfactorily verified (yes 
branch), the process branches again in step 908 based on 
whether the payment is an electronic payment. If the payment 
is an electronic payment (yes branch), in step 909 the system 
deposits the electronic payment to an account (e.g., through 
an ACH transaction, an EFT payment, or a wire transfer) 
specified by the Verified payee information (e.g., account 
name, routing number, account number). The process ends in 
step 910. If the payment is a paper check payment (no 
branch), in step 911 the system sends print instructions to a 
check printer, including instructions for printing information 
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Such as the payee name, account number, ABA (American 
Bankers Association) number, and other similar information 
on the endorsement section of the check. The process ends in 
step 910. 
0090. If the system receives no response to its message 
from the payee through the web interface within an allotted 
time period. Such as, for example, two business days, the 
system sends out a check to the payee without printing infor 
mation on the endorsement section. 
0091. The mock transaction utilized by the system to 
verify 906 payee information may involve one or more trans 
actions designated to Verify various aspects of the payee 
information. For example, the system may create a check 
used to verify the deposit information provided by the payee 
and send the check to the payee. The check may include a 
partial payment of an outstanding invoice. If the check is 
Subsequently Successfully deposited, the system can assume 
that the depositing bank has verified the deposit information, 
consider Such information verified, and make payment for the 
remaining portion of the invoice. Thus, the process allows 
Such verification before starting electronic transfers at all, 
thus helping to add a layer of security to avoid payments from 
being misrouted. 
0092. As another example, a partial payment of an out 
standing invoice may be made via electronic payment (e.g., 
ACH) according to the deposit information provided by the 
payee, and the remaining balance of the invoice may be paid 
via a check. Once the customer has confirmed that the elec 
tronic payment was successfully posted, the system considers 
the provided deposit information successfully verified and 
makes Subsequent payments electronically according to the 
Verified deposit information. The payee may specify a pref 
erence of electronic payment, check payment, or a combina 
tion of both. The system can make the payments according to 
the user preference. 
0093. As a third example, the mock transaction may con 
duct a random deposit that involves crediting or debiting a 
random Small amount (typically two small transactions) and 
then request the payee to verify either the transaction ID or the 
cent amounts. The random deposit approach helps to identify 
inaccurate account numbers (e.g., typos) and Verify that the 
person providing the information has legal access to the 
account being set up. 
0094. In another aspect, the system reconciles the payee 
information with additional data in addition to or instead of 
the random deposit approach to prevent check fraud (e.g., 
illegitimate account). For example, the system may populate 
the bank information of the payees from the endorsement 
from the primary bank shown on previously cleared checks, 
and use such information to verify against the provided payee 
information. If the information matches, the payee informa 
tion is deemed to be verified. If there is a partial match, a 
judgment call is made by a risk underwriter. If there is no 
match, the payee fails the verification 906. Such bank infor 
mation may be solicited from the depositing bank by separate 
transmission or from other service providers such as 
SafeChecks (see http://www.positivepay.net/). The informa 
tion retrieved from previously cleared checks can also be used 
to reconcile payee identity (e.g., name) on the record to detect 
fraud. 
0095. In yet another aspect, the system considers certain 
users (e.g., administrators of working accounts) trustworthy, 
and either does not verify 906 or verifies 906 their payee 
information with less scrutiny. In addition, trusted adminis 
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trators of working accounts can extend their trust or infer trust 
onto others by being involved with setting up accounts, for 
example, of key vendors or clients, thus implicitly extending 
their trust. A composite trust rating considers items such as 
how often, how much, for how long and how recently Suc 
cessful transactions have been completed in conjunction with 
a particular administrator. In some cases, a single composite 
score includes weighted aspects. In other cases, two or more 
scores may be used to represent different aspects, individu 
ally or in combination. 
0096. A trusted administrator can confer some of his or her 
composite trustrating by inviting and confirming new appli 
cants. Typically, only a certain percentage of influence by the 
trusted administrators will be allowed to be inferred. The rest 
can be earned, or determined by providing multiple refer 
ences. Certain events as well as non-events may reduce the 
trust of an administrator. Others may increase it. Typically, a 
separate, but related value may be used for the company of the 
trusted administrator, creating a network of trust relation 
ships. This can also be used to help other things, such as the 
company's credit worthiness. 
0097. Therefore, the described systems and processes 
generate enhanced payment documents with features that 
ensure that the payment will be deposited in the correct 
account, and thus prevents mistakes and frauds. The 
described systems and processes also reconcile cleared 
checks with records and name identification data. 

Correct Invoice Payment Deposit 
0098 FIG. 10 shows an invoice 1000 according to one 
embodiment of the present invention. It has, for example, the 
address 1001 of the issueror sender, recipients address 1002, 
items billed 1005a-n, payor account number 1003, invoice 
number 1004, bill total 1006, and an address 1007 to which to 
send payment. Address 1007 may contain postal address and/ 
or electronic payment address information. 
0099 FIG. 11 shows a typical check 1100, such as a payor 
might return in response to invoice 1000, according to one 
embodiment of the present invention. Check 1100 has, for 
example, a payor address 1101, a payee identity 1102, an 
amountfield 1106 stating the check amount in both words and 
number, some bank information 1103, an invoice number 
1110, an account number 1111, signature confirmation or 
other accreditation information 1108, and bank routing infor 
mation 1109. 
0100 FIG. 12 shows an overview of an exemplary system 
1200 according to one embodiment of the present invention. 
Similar to system 100 shown in FIG. 1, system 1200 includes 
an electronic service provider 110 and a corporate site 105 
both connected to the Internet 101. In addition, the exemplary 
system 1200 provides a lockbox service at the corporate site 
105, using server 102, data repository 103, and software set 
104. Additional software modules may be present (not 
shown) at site105. FIG.12 also shows connections 120a-n for 
lockbox service customer sites (only 121x is shown) and 
connections 1201a-n for payor sites (only 1201y is shown). 
The payors are the end customers of the lockbox service 
CuStOmerS. 

0101 FIG. 13 shows an overview of an exemplary billing 
system 1300 according to one embodiment of the present 
invention. The lockbox customer at site 121x issues an 
invoice from system 122x, which has data repository 123x 
and an exemplary instance of billing software 1301. In some 
cases, software 1301 may be standard billing software, of any 
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of the types that are commonly used. In other cases, Software 
1301 may be a web-based billing software or some other type 
of software. In some cases, the invoice may be issued directly 
from the customer's system 121 x to the payor's system 
1201, transmitted by postal mailing of a printed copy or by 
emailing an electronic copy. In other cases, the billing infor 
mation may be passed to the lockbox system 102, where it is 
processed and sent to the payor 1201 yasan invoice. As shown 
by the dotted lines 1320, 1330, the billing information and the 
invoice may be transmitted electronically through the Internet 
101. 

0102. In both cases, the payor number and the invoice 
number are made unique among the payors, the invoices, 
and/or payor/invoice combinations. For example, if two lock 
box customers issue invoices to a same payor, the payor 
numbers on the two invoices may be different from each 
other. In some cases a unique number may be generated by 
lockbox operator system 102, in conjunction with data reposi 
tory 103 and software 1302. Generating a unique number may 
be implemented as appending a unique prefix to a standard 
payor number and invoice number issued by customer Soft 
ware 1301. In some cases, the system 1300 provides a plug-in 
for software 1301 that can communicate with lockbox opera 
tor system 102 to download for each transaction the required 
information to generate unique numbers. 
0103 FIG. 14 shows an exemplary process 1400 for pre 
paring a billing transaction according to one embodiment of 
the present invention. In step 1401a lockbox customer issues 
a new invoice to the system 1300. In step 1402 the system 
1300 obtains a unique invoice number for the invoice, either 
from the local system 122x or from the main system 102 and 
data repository 103. In step 1403 the system retrieves a unique 
payor number. If necessary, the system generates a new 
unique payor number for a new payor or for existing payors 
that do not yet have a unique payor number (e.g., for a new 
lockbox customer). Alternatively or additionally, the system 
could create a unique identifier for each payee, payor, or 
payee/payor combination. This unique identifier can be a 
combination of a generic post office box plus a code or mail 
stop that is unique to the payee, payor, or payee/payor com 
bination. In step 1404 the system 1300 generates an invoice, 
e.g., using process 700 as shown in FIG. 7. In step 1405 the 
process branches. If the invoice is not transmitted to the payor 
electronically (no branch), in step 1406 the system prints the 
invoice for postal mailing and the process terminates at step 
1407. If the invoice is transmitted to the payor electronically 
(yes branch), in step 1408 the system transmits the invoice to 
the payor in a suitable electronic document file (EDF) format 
(e.g., PDF) and then the process ends at step 1407. 
0104 FIG. 15 shows an exemplary process 1500 for pro 
cessing checks received from payors according to one 
embodiment of the present invention. In step 1501 a received 
check is scanned. In step 1502 the system locates the unique 
invoice number on the scanned check. In some cases, this 
process can be aided by having a unique signature (for 
example, a prefix "555” or similar) that allows the system to 
identify the unique invoice number more readily. In some 
cases the system utilizes a process similar to the one described 
above in FIGS. 3 and 4 to locate data in the scanned check. In 
step 1503 the system likewise locates the unique payor num 
ber on the Scanned check. In most cases, the system needs 
only one of these two numbers to identify the correct lockbox 
customer account to deposit the check and/or to credit the 
correct payor account for the payment. For example, even if 
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two lockbox customers are both depositing payments from 
the same payor, the system has assigned two different unique 
payor numbers to the payor for the two invoice payments. 
Therefore, the system 1300 can correctly deposit the two 
checks to the two lockbox customers' accounts respectively 
and credit the payor's two accounts for the two payments 
accordingly. In step 1504 the system finds the paid amount on 
the scanned check. Based on the information obtained from 
the scanned check, in step 1505 the system accesses data in 
data repository 103 to determine which lockbox customer is 
the payee. In step 1506 the system finds the lockbox custom 
er's account information and access codes. In step 1507 the 
process branches based on whether the check is an electronic 
check. If the check is not an electronic check (no branch), in 
step 1508 the paper check is sent to a lockbox staff to manu 
ally processes the check, and the process terminates at step 
1509. If the check is an electronic check (yes branch), the 
process moves to step 1510, where the system executes an 
ACH or EFT transaction to deposit the electronic check, and 
the process terminates at step 1509. 
0105. If neither the invoice number nor the payor number 

is available when the payment is being processed, the system 
could use one or more of the following approaches to resolv 
ing the payment. For example, the system could provide an 
exception handling user interface (UI). In this UI, a user (e.g., 
the payor, the payee, a lockbox staff) could look up all out 
standing invoices across all companies using the lockbox 
service. This lookup would allow searching on any of the 
fields on the check, including the payor, the amount, or the 
payee. Another option would be for the system to credit the 
payment to the payee, but provide an interface for the payor/ 
payee to select the invoice it should be applied to. Alterna 
tively, the system could email the payor/payee to ask which 
invoice the payment was meant for. And, as another option, an 
agent could call the payor/payee to determine which invoice 
the payment was meant for. 
0106 Therefore, the described systems and processes effi 
ciently and correctly deposit incoming checks to the correct 
lockbox clients accounts, independent of the payor identity 
and of the accounting Software used for issuing invoices. 

Enhanced Private Interbank Clearing System 
0107 FIG. 16A shows an overview of an exemplary sys 
tem 1600 according to one embodiment of the present inven 
tion. System 1600 includes multiple banks 1601a-n and an 
interbank clearing system 1609, which has a server 1610, a 
data repository 1611, and multiple software instances 1612a 
n. In some cases the clearing system 1609 is implemented in 
an electronic payment system (EPS) such as the one shown in 
FIG.1. Banks 1601a-n and the clearing system 1609 connect 
through a network 1604. Network 1604 typically could be the 
Internet with added security or Virtual Private Networks 
(VPNs). In other cases network 1604 may be a private net 
work, a wireless network, or a hard-wired network, or any 
combination thereof. Also shown are exemplary customer 
and partner accounts 1603a(a-n) of related parties and a clear 
ing entity master account 1602a at the bank 1601a and recip 
rocal clearing entity master account 1602n and additional 
customer and partner accounts 1603n(a-n) at bank 1601n. 
0108 System 1600 thus permits the making and receiving 
of payments on the intra-bank host (within a specific bank 
1601). Examples of intra-bank transactions include transac 
tions between accounts 1603a(a-n) and 1602a in bank 1601a 
and, respectively, transactions between accounts 1602n and 
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1603n(a-n) within bank 1601n. The combination of these two 
intra-bank host-based transfers enables a transfer from a cus 
tomer 1603a(a-n) at Bank 1601a to a vendor 1603n(a-n) at 
bank 1601n to be completed within bank clearing system 
1609. Therefore, if a total of all the balances of the master 
account 1602.x and customerand partner accounts 1603x(a-n) 
in a single bank 1601.x is calculated, then to clear the trans 
actions all that needs to be done is to effect a transfer between 
clearing entity master accounts 1602a-1602n at each of the 
respective banks 1601a-1601 n, in this example, to keep the 
clearing entity master accounts 1602a-n balanced (within 
preset boundaries). The transfer needs not be the exactly 
accurate amount of the difference of the transfers effected at 
each end, because there may be a base balance, which, in this 
example, is a base amount in each of the master accounts 
1602a-n, that is allowed to vary within a certain range. 
0109. This approach can be extended not just to two banks, 
but to dozens, hundreds, or all of the banks in a country or in 
the world. With a few strategically selected banks, in many 
cases a vast majority of the transactions can be effected in this 
way immediately. The balancing transaction between account 
1602a and another account 1602x(x withinb-n) to keep all the 
floats in the master accounts 1602a-n in range could be done, 
for example, just before the end of the day using a wire 
transfer, to effect immediate transfers between banks. Other 
similar money transfer mechanisms (e.g., ACH, EFT) may 
also be used. 
0110 FIG. 16B shows a different view of the same sys 
tems, as a view focused on accounts and not a system view. As 
shown, the clearing system 1609 is represented by a circle and 
the participating banks are represented by blocks overlapping 
with the circle. The overlapped portion represents the corre 
sponding clearing entity master accounts 1602a-n. The other 
bank accounts 1603a-n(a-n) are represented by blocks within 
the corresponding banks outside the circle. 
0111. Making and receiving intra-bank payments directly 
on a bank’s host system enable the transfers to clear imme 
diately (or return a message immediately if funds are not 
available). Therefore, such intra-bank transactions eliminate 
the risk to the third-party system for managing payments. In 
addition, when access to the bank’s host is not available, the 
bank may provide accelerated messages for returns, allowing 
the ACH transactions to clear in one day rather than the 
customary two-day period. 
0112. In FIG. 16B, for example, a transfer from customer 
1603a(a) to vendor 1603a(n) is executed on the intra-bank 
host of Bank A, from account 1603a(a) to clearing entity 
master account 1602a as transfer 1620a and then on to vendor 
account 1603a(n) as transfer 1620b. However, a transfer from 
customer 1603a(b) (at Bank A) to vendor 1603 n(n) (at Bank 
N) is made as transfer 1621a from account 1603a(b) to master 
account 1602a (at Bank A) and then as transfer 1621n from 
master account 1602n to account 1603 n(n) (at Bank N). Also 
shown symbolically is a transfer 1630an, symbolizing the 
clearing transactions between different master accounts 
1602a, 1602n as needed to rebalance the system. 
0113 FIG. 17 shows an overview of an exemplary process 
1700 for implementing the system shown in FIGS. 16A-B 
according to one embodiment of the present invention. In step 
1701 all the transactions to be effected are collected from data 
repository 1611. In step 1702 the transactions are sorted 
according to their origin and destination ends. Thus, for 
example, a transaction from one customer account to another 
partner account (between accounts 103a(a-n)) within the 
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same bank do not have to be taken into account in calculating 
the clearance between master accounts 1602a-n. 
0114. In step 1703 the system splits the sorted transactions 
into, in this example, intra-bank transaction groups A and B, 
for each of the banks 1601 a-n having pending transactions. 
Group A contains transactions of money from the respective 
customer accounts 1603-x(x) into the master account 1602x; 
and group B from the master account 1602 into the receiving 
partner account 1603y(y). By splitting the transactions into 
two groups, the transactions transferring money to the master 
accounts can be effected first. In some cases, for all transac 
tions where the initial transfer from customer accounts 1603x 
(x) to master account 1602x was successful, and where the 
master account balance 1602 supports it, the funds can be 
transferred immediately to customer accounts 1603y(y). 
0115. In step 1704 the imbalance among the master 
accounts at all the participating banks can be calculated. In 
step 1705 the transactions in group A are effected, and in step 
1706 the interbank wire is effected. In step 1707, after veri 
fying that the interbank wire has been received, a transaction 
for group B (those accounts where the master account balance 
1602 did not support the second transfer in step 1703) is 
effected. Depending on the timing of the interbank wire, 
transaction group B may be executed on the next business day. 
Intra-bank (host) transactions such as those of groups A and B 
may be done after close of business. However, the interbank 
wire used in step 1706 is only available at a specific hour. The 
process ends at step 1708. 
0116. It is clear that many modifications and variations of 
this embodiment may be made by one skilled in the art with 
out departing from the spirit of the novel art of this disclosure. 
For example, instead of having two transaction groups, more 
groups or just a single group can be defined, with the latter 
option of one group especially Suitable in cases where the 
balance is sufficient. Additionally, the system could analyze 
the money flow among banks, based on a daily, weekly, and 
quarterly pattern, and other Suitable factors, including but not 
limited to holidays, weather, economic indicators, stockmar 
ket indicators, and hence calculate which amounts must be 
exchanged and which amounts can be taken out of balances, 
knowing that there is a high likelihood of the balances being 
replenished in the next few days. Thus this technique can 
reduce the amount of wire transactions. Also, in another case, 
a Super-master account may be established as a single hub to 
clear multiple master accounts, or, in other situations, a mas 
ter account may be established with banks that have their own 
real-time links to other banks, therefore allowing non-wire 
transfers among those linked banks in real time. These modi 
fications and variations do not depart from the broader spirit 
and scope of the invention, and the examples cited here are to 
be regarded in an illustrative rather than in a restrictive sense. 
0117 Therefore, comparing to the conventional 
approaches, the described systems and processes transfer 
money between accounts at different banks faster and more 
cost-effectively. 

Enhanced Electronic Anonymized Payment System 
0118 FIG. 18 shows an overview of an exemplary elec 
tronic billing and payment system 1800 according to one 
embodiment of the present invention. As shown, the billing 
and payment system 1800 includes a vendor directory 1801, 
a fee-based accounts receivable module 1802, a free accounts 
receivable module 1804, a fee-based accounts payable mod 
ule 1803, and a free accounts payable module 1805. The 
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fee-based accounts receivable module 1802 provides func 
tions such as synchronizing invoices and payments, sending 
invoices, inviting customers to the system 1800, web lockbox 
service, and collaborate. The free accounts receivable module 
1804 provides functions such as sign up usability, create? 
upload invoices, track payments, collaborate, and upgrade to 
fee-based account receivable accounts. The fee-based 
accounts payable module 1803 provides functions such as 
collaborate, accelerate, ePayment, adoption, and mass invite. 
The free accounts payable module 1805 provides functions 
Such as pay bills, collaborate, and upgrade to fee-based 
account payable accounts. In general, the services/functions 
provided by the free modules 1804, 1805 are a limited subset 
of services/functions provided by the fee-based modules 
1802, 1803, accordingly. 
0119 Both the fee-based modules 1802, 1803 provide 
fee-based services to users (e.g., customers and/or vendors) 
with fee-based accounts. In addition, the system 1800 invites 
certain customers (e.g., accounts payable) and Vendors (e.g., 
accounts receivables) to use system functions of the free 
modules 1804, 1805 for free. Also, customers who have a 
fee-based accounts payable account may have a free private 
Vendor. For clarity, a customer with a fee-based accounts 
payable account 1803 is called a “paid customer'; a customer 
with a free accounts payable account 1805 is called a “free 
customer'; a vendor with a paid accounts receivable account 
1802 is called a “paid vendor, and a vendor with a free 
accounts receivable account 1804 is called a “free vendor'. 

I0120. The vendor directory 1801 allows the system to 
identify a vendor and thus transfer payments without requir 
ing any specific financial information about this company. 
The vendor directory 1801 supports additional biller net 
works and EDI (Electronic Data Interchange) vendors, pro 
motes vendors (e.g., account receivables) to directory, and 
provides pay to console. In one embodiment, the vendor 
directory 1801 comprises a database that stores information 
about vendors and some of the information (e.g., full business 
name such as "AT&T Wireless' and "AT&T Small Business 
Services, postal address) is searchable by users. The data 
base may also include information about the customers (e.g., 
customer's name and mailing address), some of which may 
be searchable by users. Each of the users (vendors, custom 
ers) has a unique ID (also called the network ID) that can be 
assigned or generated (e.g., by applying cryptographic hash 
function to information about the user). 
0121 A paid customer may pay to its accounts-receivable 
Vendors, using one of the transactions 1810a-n, either to paid 
vendors or to free vendors, which the customer may invite its 
vendor to become, to simplify the process of paying bills. The 
free vendor gets a free, no-hassle account that allows him to 
receive payments from existing paid customers. The goal is 
eventually to encourage the free vendors to become a paid 
vendor, as indicated by arrow 1806, so the vendor would have 
the ability to also invoice other parties. When a vendor (also 
called an account receivable user or AR user) receives a 
payment through the system 1800, the payment is automati 
cally matched to the appropriate customer and invoice in the 
Vendor's accounting system. Paid vendors can likewise invite 
new customers to free accounts payable accounts 1805 or 
work with existing paid customer and receive payments using 
the system 1800. Similarly, the goal here is to eventually let 
the free customers become paid customers, as indicated by 
arrow 1807. In some cases, the electronic billing and payment 
system 1800 may provide promotions to encourage users to 
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invite not-yet-linked customers or vendors. Unlike typically 
offered trial accounts, the system 1800 may set no time limit 
for the limited functionality provided by the free modules 
1804, 1805. 
0122. By offering enhanced funds flow management, 
migration into the system 1800 becomes easy. Further, the 
system 1800 offers plug-ins into popular accounting systems 
thereby allowing easy integration into a company's operation 
without disrupting or complicating internal processes. In fact, 
each user can update its accounting system without even 
knowing what the other user's accounting system is via the 
network synchronization. Thus a vendor can easily achieve 
single site billing, and customers can have the same conve 
nience. Rather than having to log into a myriad of web sites 
operated by different entities (e.g., vendors, banks, service 
providers, etc.), all the invoices arrive at one central location 
and flow from there directly into the company's accounts 
payable, thus reducing the overhead and time wasted. Also, 
statements and reconciliations maybe transmitted among the 
accounts, and on the return path adjustments, credits, dis 
counts, etc., all with much clearer and simpler communica 
tion than today's scribble on a copy of an invoice, etc. 
0123. Additional system functions may include managed 
visibility of the payment process. For example, a customer 
could let a vendor know that he has received abill, that the bill 
has been approved, and when it is scheduled for payment, 
thus offering better transparency of the process. In some cases 
queries and or complaints may also be routed over the system. 
However, the customer has control over these transparency 
features and can decide what features are to become visible to 
the vendor. Additionally, the system may offer a mutual rating 
system that could, for example, rate a customer on Such 
characteristics as timeliness of payment, accuracy of dis 
closed information, follow-through, etc. Because all the data 
is available, such as billing date, payment terms, and actual 
payment, as well as whether there were complaints or other 
issues, a very accurate payment quality can be derived, much 
more accurate than typical rating agencies can obtain on 
Small or medium enterprises. 
0.124. It is clear that many modifications and variations of 
the above-described embodiments may be made by one 
skilled in the art without departing from the spirit of the novel 
art of this disclosure. For example, instead of having two 
transaction groups, more groups or just a single group can be 
defined, with the latter option of one group especially suitable 
in cases where the balance is sufficient. Additionally, the 
system 1800 could analyze the money flow among banks, 
based on a daily, weekly, and quarterly pattern, and other 
Suitable factors, including but not limited to holidays, 
weather, economic indicators, Stock market indicators, etc. 
and hence calculate which amounts must be exchanged and 
which amounts can be taken out of balances, knowing that 
there is a high likelihood of the balances being replenished in 
the next few days. Thus this technique can reduce the amount 
of wire transactions. Also, in another case, a Super-master 
account may be established as a single hub to clear multiple 
master accounts, or, in other situations, a master account may 
be established with banks that have their own real-time link to 
other banks, therefore allowing non-wire transfers among 
those linked banks in real time. These modifications and 
variations do not depart from the broader spirit and scope of 
the invention, and the examples cited here are to be regarded 
in an illustrative rather than in a restrictive sense. 
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0.125. Accordingly, in one aspect, the described embodi 
ments provide a system and method that allows two compa 
nies to abstract their bank accounts and still exchange money. 
In another aspect, the described embodiments provide a sys 
tem and method that allows a vendor or customer to populate 
and update the data in their customer's or vendor's account 
ing system from their own accounting system. EDI-style. This 
approach eliminates the need to re-enter data manually, which 
typically can also increase risks for transcription errors. The 
Vendorf customer may define a permissions mask controlling 
when and how information is shared during the billing/in 
Voice payment process (e.g., upon the completion of a work 
flow). For example, one company may choose to propagate 
data to its vendors informing them that an invoice has been 
received, that the invoice has been approved for payment, and 
that the invoice has been paid. A second company may 
choose, through its permissions mask, to only share the fact 
that the invoice has been paid, not the interim steps leading to 
that bill being paid. 
I0126. In another aspect, the described embodiments pro 
vide a system and method that allows synchronization of 
invoices and payments from Vendor to customer, and back 
(e.g., both ways). In another aspect, the described embodi 
ments provide a system and method that allows vendors and 
customers to define a permission mask controlling when/how 
information is shared during the billing/invoice payment pro 
cess. In another aspect, the described embodiments provide a 
system and method that allows both vendors and customers to 
have a unique network ID in a master directory independent 
of regular items, including but not limited to tax ID, email 
address, corporation number, etc., thus enabling them to link 
to other companies, and also allowing companies to invite 
their vendors and customers to create an account which links 
them to the their customer/vendor in a single step. In another 
aspect, the described embodiments provide a system and 
method that allows companies to manage the flow of funds 
into and out of a single bank account for purposes of making 
bill payments and collecting on receivables. In another 
aspect, the described embodiments provide a system and 
method that allows a company to accept invitations to connect 
from multiple vendors or customers from within a single 
system, and also allows users to invite groups of Vendors or 
customers from a database of vendors/customers in a compa 
ny's accounting system. 

Advanced Invitation Process 

(O127 FIG. 19 shows an exemplary process 1900 for invit 
ing entities to open accounts at an electronic billing and 
payment system, according to one embodiment of the present 
invention. The process 1900 may be implemented by an elec 
tronic billing and payment system Such as the ones showed in 
the accompanying figures. Each step in the process 1900 may 
involve retrieving and/or recording information in a data 
repository such as the data repository 1611 in FIG.16 and the 
data repository 103 in FIG. 1. 
I0128. In step 1901, the system provides a user (hereinafter 
called an “invitor) multiple various system options including 
an option to bill (if the invitor is a vendor/accounts receivable) 
and/or an option to pay (if the invitor is a customer/accounts 
payable). In step 1902, the system receives from the invitor a 
user selection of the option to bill/pay, and provides the invi 
tor with a list of candidate billees/payees and/or an option to 
input a billee/payee. In step 1903, the system receives from 
the invitor a user selection (or input) of the respective billee or 
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payee, and provides the invitor with various applicable sys 
tem options including sending the billee/payee an invitation 
for a free account with the system. In step 1904 the system 
receives from the invitor a user selection of sending an invi 
tation for a free account to the selected/inputted billee/payee 
(hereinafter called the “invitee'), and provides the invitor 
with security question options that the invitee must answer in 
order to accept the invitation. For an invitee that the invitor 
knows well, he may draw from a set of standard security 
questions provided by the system or create a security question 
about personal information, such as city of birth, name of first 
pet, name of grammar School, etc. Alternatively, the invitor 
may draw from a set of standard security questions provided 
by the system or create a security question about company 
related information that only the correct invitee would know, 
Such as, for example, name of manager, last four digits of 
business telephone number, etc. In step 1905, the system 
receives from the invitor a user selection (or input) of a 
security question, along with the “correct' answer that he 
anticipates from the invitee. The system may then receive 
from the invitor inputs regarding other billing and/or payment 
transactions, or repeat steps 1901 through 1905 to invite other 
entities. 
0129. The completion of step 1905 triggers the system to 
perform step 1906, in which the system creates and transmits 
an invitation (e.g., an email message) to the invitee. In step 
1907, the system receives a response to the invitation (e.g., 
email or other type of message) including an answer to the 
selected security question. In step 1908, the system verifies 
the response by comparing the answer from the invitee 
against the “correct' answer entered by the invitor. The sys 
tem can be configured to, either as default or in case of a 
non-matching response, present the invitee's response to the 
invitor for further verification. In step 1909, once the response 
is verified (either by the system or by the invitee), the system 
notifies the invitee of acceptance (or not) into a free part of the 
system extended to partners of paying users and the system 
creates a link between the account of the invitor and the new 
account of the invitee for the purposes of sharing invoice 
information, making electronic payments, transmitting 
remittance information, and maintaining basic information 
about the invitor and invitee (e.g. the invitee's company 
name, address, and other contact info). In some cases, the 
processes of steps 1906 through 1909 may all be carried out 
via email. In other cases, the initial invitation prepared in step 
1906 may contain a link to a secure web site where the system 
and invitee execute the remaining steps. In some cases, after 
an invitor has instructed the system to send an invitation, the 
system may detect that the named invitee has already been 
activated for service by another customer of the service (or 
otherwise has an account with the system). In Such a case, 
rather than sending out an invitation, the system asks the 
invitor to verify the identity of the proposed invitee to ensure 
that the invitee is indeed the same entity. If so, the invitee is 
then linked automatically to the invitor for services such as 
receiving electronic invoices and payment services, or receiv 
ing electronic transactions at no cost, etc. During the match 
ing process, in some cases there may be a near match, which 
then can be confirmed by the user; or the system may ask the 
user to select from a list of existing active users. 
Additional Embodiments for Pre-Populated Check 
Endorsement Section 

0130 FIGS. 20A-20B shows another embodiment for pre 
populating the check endorsement section in addition to the 
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embodiments described in the section titled “Enabling Cor 
rect Check and Electronic Payment Deposit, according to 
one embodiment of the present invention. FIG. 20A shows an 
Overview of the back side 2001 of a check 2000. Endorsement 
Section 2002 contains a boxed area 2003. FIG. 20B shows 
exemplary details of boxed area 2003, according to one 
embodiment of the present invention. Details include a check 
box 2004, which the recipient of the check may check to 
accept a free service agreement; an ABA number line 2005: 
an account numberline 2006; an email address line 2007; and 
a printed information line 2008, which may be a reference to 
a URL (in this example, www.****.com/tc) at which location 
the user may see the terms and conditions that he accepts 
when he checks the box 2004. In some cases, a signature may 
also be requested next to the box, giving permission from the 
invitee to open an account in his or his company's name. 
I0131) A billing and payment system creates a check for a 
user of the system to make a payment to a non-user, and 
pre-populates the endorsement section as illustrated in FIGS. 
20A-20B and described above. Once the non-user cashes the 
check, the system receives an image of the cashed check and 
analyzes the filled boxed area 2003 to determine whether the 
non-user accepted the free service agreement (i.e., checked 
the checkbox 2004). If the non-user accepted the agreement, 
the system enrolls the non-user to the free service and sends 
an email to the non-user to the address the non-user provided 
in the boxed area 2003. 

Map of Trust and Familiarity 
I0132 FIG. 21 shows an exemplary overview of a map 
2100 of trust and familiarity for an electronic billing and 
payment system, according to one embodiment of the present 
invention. The map 2100 has a familiarity axis 2101 and a 
trust axis 2102. The axis 2101 shows the range of familiarity 
(i.e., how much experience the system has with an entity), 
from known to unknown. The axis 2102 shows the range of 
trustworthiness, from trusted to untrusted. The familiarity 
and trustworthiness of an entity (or user) can be determined 
based on information the entity has provided, and/or the 
length of time the entity has been making transactions in the 
system without problems, such as, for example, cancelled 
checks to provide proof of actual business, uncovered checks 
providing information about lack of funds or lack of planning, 
etc. For example, the more positive transactions are recorded 
for an entity, the more the entity is trusted. 
I0133. The system has essentially four Zones of entity 
qualifications as illustrated in the map 2100. There is a safe 
Zone 2103, which comprises known and trusted entities. Enti 
ties that are less well known and/or less well trusted are in an 
O.K. Zone 2104. Entities whose qualities are unknown, usu 
ally because they are new to the system, are in an unclear Zone 
2105. Everything else beyond those three Zones is an unsafe 
Zone 2106. Depending on how the system is configured, new 
accounts may start in different locations in the map 2100. 
such as points 2110, 2111, and 2112. As the entities estab 
lishes itself to the system, their trustworthiness/familiarity to 
the system move in the map 2100 along trajectories such as, 
respectively, 2120,2121, and 2122, which trajectories may be 
linear or not, depending on Such variables as types of trans 
actions, time periods between transactions, amounts trans 
acted, and hopefully eventually, ending up in the safe Zone 
2103. For example, if any entity transacts only one or a few 
transactions of very Small amounts, it may not progress 
beyond the OK Zone 2104, because the system does not know 
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if these transactions are only for the purpose of gaining a 
trusted rating from the system. 
0134. In some cases, these trustratings may be available to 
customers; in other cases, this data may be available inter 
nally only, for internal assessment of transactions. In yet other 
cases, the data can be made publicly available; thus the sys 
tem can act as infrastructure or basis for a rating agency. Also, 
additional information Such as timeliness of payment, etc., 
may be separately rated or considered in the map 2100. Fur 
ther, based on the receivables side, a company may be rated on 
the timeliness of payments received from it relative to the due 
date. Accordingly, a lot of information may be mined from the 
information derived from behavior of both customers and 
their partners, but not necessarily all information may be 
made public (as in available to customers or to the public in 
general, for example, for a fee), nor is it desirable to make all 
the information public. Additionally, the system may take 
into account the referral or recommendation of a particularly 
trusted party, such as a CPA firm or an accredited bookkeep 
ing firm. Further, these trusted parties themselves may have 
their ratings going up or down based on their behavior and the 
behavior of the companies they have recommended. 

Secured Document Lockbox System 
0135 FIG.22 shows a secured document lockbox system 
2204 for invoices and other accounting-related documents, 
according to one embodiment of the present invention. The 
system 2204 receives documents from Sources Such as System 
users 2201 (e.g., customers, vendors), service partners 2202 
(e.g., CPAS, accountants, etc.), and internal system services 
2203 (e.g., of a billing and payment system). These docu 
ments may be scanned and emailed to the system 2204, faxed 
to the system 2204, or sent as physical paper documents to the 
system 2204. In some cases, for example, customers 2201 
may ask partners 2202 to send their invoices and/or other 
accounting-related documents to a post office box address of 
the system 2204. 
0.136 All received documents are placed in a queue 2205, 
out of which they are processed by one or more of various 
means 2206a-n. The queue 2205 allows for efficient and 
secure document processing by a third party. The system 
2204 restricts documents/information made available to pro 
cessing means 2206 to only those necessary for the process 
ing (and not any other potentially sensitive data in the cus 
tomer's account), and thereby enables a much more secure 
process. By allowing the processing to be routed to a single 
queue, the system 2204 becomes a central resource for work 
ing through documents across a number of unique accounts 
belonging to different companies or organizations. Examples 
of the processing means 2206 include manual input of printed 
data by data entry personnel, OCR scanning, and any other 
similar Suitable processing means. 
0.137 In one embodiment, every document is processed by 
at least two separate processing means 2206, as an accuracy 
check. If the two processing results do not match, the docu 
ment is processed further (e.g., by another processing means 
2206) to obtain at least two matching results. When the docu 
ment is satisfactorily processed, it is stored in a data reposi 
tory 2207, from which it is then passed back to the corre 
sponding document source, and/or entities needing it. To pass 
back the processed document, the system 2204 may send a 
message with the document attached as a secure importable 
file that could be imported directly into the accounting system 
of the receiving entity. In some cases, the system 2204 may 
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send the document directly to an online accounting system 
(not shown), Subject to the online accounting system provid 
ing the right credentials; while in other cases the system 2204 
sends only a notification, telling the entity to go to a secure 
web site and download the file, in a manner similar to services 
currently available to banking customers. 

Enhanced Interoperability for Heterogeneous Accounting 
Systems 

0.138. In some cases, a SAAS-based system for sending 
bills and payments in conjunction with a third-party account 
ing system may deploy a downloadable program interface to 
configure the third-party accounting system and then send 
and receive data between the two systems. Alternatively, a 
communication module between SAAS units (CSU) may be 
deployed to configure the third-party accounting system and 
then send and receive data between the two systems. Further, 
the transmitted bills may contain an electronic signature, a 
line item billing, and/or other transaction-specific meta data, 
and, based on cash flow needs and outstanding bills, Some or 
all customers may be offered a very substantial time-limited 
discount for immediate payment. Also, customers may use 
the line-item billing feature to withhold partial payments for 
specific issues attributed to specific items. 
0.139 FIG. 23 shows an overview of an exemplary cloud 
implementation 2300 of an accounting and payment system, 
according to one aspect of the system and method disclosed 
herein. SAAS cloud 2301 for payment service contains a 
SAAS engine 2304, a vendor module 2305 and buyer module 
2307. These two modules interact with each other through the 
SAAS engine. At Vendor site 2319 an accounting program, 
Such as, for example, Quick Books 2313, is running, as well 
as an instance of a programming interface PI 2309d. PI 2309d 
can automate certain processes and enable direct interface 
between the local software 2313 and SAAS-based vendor 
module 2305. PI 2309d may be, in some cases, a separate 
application that requires installation, or in other cases it may 
be simply a Java-style or JavaScript type application that is 
downloaded by the browser as part of a portal page and can 
interact with the software on a local machine. In addition to 
Quick Books, other software that can be supported in a simi 
lar manner may include Rosetta Net, Oracle Net, BDI Net, 
etc. Further, upon integration of the accounting system 2313 
with the SAAS-based billing and payment system 2301, a 
Vendor can better manage his billing space, not only for actual 
orders, but also, for example, cash-flow-based decisions and 
settings 2315, as discussed later. The cash flow can be driven 
both on the macro level, for all pending orders, as well as on 
the micro level, for particular items or customers. These fea 
tures enable a vendor to send a message, for example, saying 
that if payment is received in the next 24 hours the buyer will 
receive a discount, enabling a yield management for cash 
flow. 
0140. The vendor module 2305 interacts with payment 
and billing engine 2304 to send out e-invoices 2306. The 
invoice contains three main sections (2316, 2317 and 2318). 
The first section 2316 comprises a packet with a viewable 
portion and a metadata portion. The metadata portion inter 
faces with other accounting systems, etc., for example, 
descriptive of the type of expense, thus facilitating automatic 
booking after an initial learning. The viewable portion 
enables users to view and manipulate data, as well as provid 
ing more information, in case the metadata is not directly 
useable for processing. Additional information may also be 
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included in the invoice format. Such as, for example, items 
about payment terms, etc. Further, in Some cases, as a second 
section, an electronic signature 2317 and/or other suitable 
certificates may be included, to verify the source of and/or the 
authenticity of the invoice, and a more organized line item 
metadata set 2318 (third section) also may be included, with 
more detailed information, including but not limited to type 
of expense information, item, and even manufacturer's model 
numbers, etc. This organized metadata form can be used on 
the receiving side, in this example by the buyer, to set up a 
format for transfer of data. The first time data is entered, the 
user sees a prompt from the system on his screen. Once the 
system learns the data format, the system is set up, and on 
future invoices it can then automatically transfer information 
and place it in the correct field in the local accounting soft 
ware 2311, in this example Peach Tree. 
0141. The buyer module 2307 of the SAAS based billing 
and payment system 2301 interacts with an instance of Peach 
Tree software 2311 in buyer site 2327 with the help of a 
programming interface PI 2309c, similar to the one discussed 
above. In some cases, one PI 2309x may be used for many 
different local software packages; in other cases, the system 
may guide the customer to configure or detect his setup, then 
store the setup parameters in an appropriate location, either 
locally or in the SAAS-based billing and payment system 
2301, and accordingly download the correct setup on the fly. 
Caching in the browser may also be allowed. The engine 2304 
creates all necessary interactions and issues not just invoices, 
but also checks 2312. The checks may be matched and con 
Verted into electronic checks, which e-checks may be flagged 
if they have a certificate and then processed automatically. 
0142. SAAS interaction module SIM 2308 has its own 
programming interface PI 2309a, which can be based either 
in the SAAS cloud 2301, as PI 2309a, or, as PI 2309b, in the 
other third-party vendor SAAS cloud 2302, or even on the 
computer and or browser of the client, in this example vendor 
2310, using a SAAS accounting solution from, for example, 
NetSuite 2329, with, potentially and in some cases, an addi 
tional PI 2309b. If a vendor of SAAS accounting services 
offers appropriate published APIs, CSU 23.03, a communica 
tion module between SAAS units, may be deployed for direct 
access, thus not involving the user directly. In Such cases, 
appropriate credentials must then be stored and accessible to 
CSU for transactions. 

0143 SAAS cloud 2302 contains a Netsuite instance 
2329. The Netsuite customer, in this case the vendor on ven 
dor site 2328, uses a web browser 2310 to interact with the 
SAAS cloud 2302, and the PI may be installed either on the 
SAAS-based billing and payment system 2301 side or on the 
third-party SAAS side (in this example NetSuite; other, simi 
lar cloud-based services would function in a similar way). 
Module SIM 2308 then interfaces directly as described above 
with a programming interface. In other cases, a complete 
system exchange interface CSU 23.03 can be built and can 
interface directly with published API interfaces of a third 
party vendor. Rather than emulating manual functions of 
creating and sending out invoices and payments, CSU 2303 
would enable a full integration of functionality, thus reducing 
required steps, with attendant time-and-cost savings. 
014.4 FIG. 24 show an overview of an exemplary system 
2400, according to one aspect of the system and method 
disclosed herein. Internet 2401 connects to server 2402, on 
which resides data store 2403, which store may be a disk drive 
or any of various types of data storage means currently in use. 
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Data store 2403 contains data 2404a-n, which may include, 
but are not limited to, data objects, data bases, executable 
programs and drivers, operating system, etc. Also connected 
to Internet 2401 are customer sites 2420a-n. Each site (not all 
sites shown) contains at least one computer 2410, with at least 
one available data store 2411, which data store holds data 
objects 24.12a-n. Each computer 2410 may also have several 
standard devices and peripherals, including, but not limited 
to, a keyboard, pointing device, monitor, audio input and 
output devices, etc., all not shown here for clarity. 
(0145 FIG. 25 shows an exemplary process 2500 for col 
lecting and preparing information, according to one aspect of 
the system and method disclosed herein. In step 2501, the 
system initiates the process. In step 2502, the system pulls 
payment information from data store 2403. In step 2503, the 
system extracts credit and or other business transaction rating 
information, including but not limited to timeliness, quality, 
courtesy etc., from other participants that have worked with 
this company. In step 2504 the system pulls offering descrip 
tions from the company, based on what they have offered. In 
step 2505, the system extracts additional public information, 
for example, the company's web site, from third-party infor 
mation or review services, and from other, similar informa 
tion sources, all of which information is available via public 
access as represented by Internet cloud 2401. In some cases, 
the system may use screen scraping techniques to collect Such 
information. From all these sources, the system considers 
Such factors as behavior patterns overtime; for example, is the 
company consistently late, or is it late on just one or two 
occasions?. Another factor to consider might be the credit 
worthiness of the people that owe the company money, which 
could indicate how likely the company is to be able to pay on 
time. Similarly, the system could look at the history and 
current trends of the ratio of the company’s receivables and 
receipts to their payables. If, historically, the company has 
had higher receivables to payables and they begin to trend to 
higher payables, it could be a sign that their credit is deterio 
rating. In step 2506 the system generates a comprehensive 
profile based on the collected information, which profile the 
system stores in data store 2403, and in step 2507 the process 
ends. 

0146 FIG. 26 shows an exemplary process 2600 by which 
a user may find Suitable partners and go for a bid, according to 
one aspect of the system and method disclosed herein. But in 
other cases, in an analogous manner, other aspects or types of 
matches could be made, including, but not limited to, finding 
possibilities to link up financially with existing trade partners. 
Such a link could be established, for example, to arrange 
different than standard payment terms. In some cases, said 
link may include a third party, such as a partner bank or other 
financial institutions, etc. In step 2601, the user indicates he is 
looking for a vendor and starts the process. In step 2602, the 
user enters the information to be used as a basis for the search. 
In step 2603, the system searches the previously prepared 
results in data store 2403 for available matches. In step 2604, 
the system presents a list of results. The results may be 
grouped various ways, such as, for example, by companies 
with which the user's entity has an existing relationship and 
then by companies that are new to the user's entity. Such 
groupings enable the user to compare and contrast existing 
and new vendors, and also to compare credit rating informa 
tion from other sources to help in the process of deciding 
whether to use one or more vendors from the list or search 
again. In step 2605, the user can decide whether make selec 
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tion(s) from the list or search again. If one or more vendors are 
selected (Yes), in step 2607 the user begins to establish a 
relationship by any of various means, such as email, etc., as 
indicated in step 2609. In step 2608 the process. If, however, 
in step 2605, the user does not select any of the vendors in the 
list presented in step 2604 (No), the user can, in step 2610, 
modify the search information and the process begins again at 
step 2603. The user can also terminate the process at any step. 

Verification Through Social Networks 
0147 What is needed is an enhanced approach to identity 
Verification. Although many approaches exist, so far none is 
fail proof. By adding additional layers, the accuracy and 
reliability of identity verification can be further improved. 
0148 FIG. 27 shows an overview of an exemplary system 
2700, according to one aspect of the system and method 
disclosed herein, which system is similar to system 2400, 
described above, and incorporates all the elements of system 
2400. In addition, system 2700 contains Social Networking 
sites 2701 a-n, which sites may include, but are not limited to, 
LinkedIn, Facebook, Xing.com, etc. Also shown are user 
computers 2702a-n, which for purposes of application to this 
description may be considered as generic computing devices, 
Such as, for example, standard personal computers with a 
display, a keyboard, a pointing devices, and other commonly 
included peripheral and integrated devices. Computers 
2702a-n may also be any of various current or future personal 
computing devices with communication capabilities, such as 
tablets, Smartphones, etc. Computers 2702a-n are connected 
through Internet 2401 to server 2402, on which resides data 
store 2403, which store may be a disk drive or any of various 
types of data storage means currently in use. Data store 2403 
contains data 2404a-n, which may include, but are not limited 
to, data objects, databases, executable programs and drivers, 
operating system, etc. The connections among the various 
elements shown in FIG. 27, in particular the connections 
among elements 2701a-n, 2702a-n, and 2403, enable the 
system to discover how an entity or a person claiming to 
represent an entity is connected to other persons and/or enti 
ties, by tracking affiliations within Social Networks. When 
affiliations are tracked through multiple Social Networks, it’s 
highly likely the system can detect certain overlaps among 
associations already known and associations discovered in 
the Social Networks, and among the subject entities or the 
person representing the entity, because even though a com 
pany (as example of an entity) can apply itself, in reality this 
application must be made by a person working for that com 
pany (or some other entity). Verifying multiple affiliations 
enables the system to increase the degree of certainty that an 
entity or a person claiming to represent an entity is indeed 
representing the claimed entity, instead of being an impostor. 
0149 FIG.28 shows an exemplary process 2800 by which 
the system examines the Social Network affiliations of an 
entity or a person claiming to represent an entity, according to 
one aspect of the system and method disclosed herein. In step 
2801, a user working, for example, on a computing device 
2702.x, creates a login identity to one or more Social Net 
works 2701 a-n, thus enabling the system to later connect to 
said networks. In step 2802, the system stores the login cre 
dentials in data store 2403. Typically, these credentials would 
be heavily encrypted, because Such login credentials are 
favorite targets of hackers. In some cases, the credentials may 
be stored in a separate data store (not shown), with data store 
may be protected by additional Security features, including, 
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but not limited to, requiring an offsite key for access. In step 
2803, the system, using the credentials obtained in step 2801, 
logs in to one or more Social Networks and downloads infor 
mation about the Subject person or entity and its affiliations. 
In step 2804, the system organizes contact information from 
the downloaded information into a manageable format, typi 
cally, but not necessarily, into an open database connectivity 
(ODBC) format. In step 2805, the system stores the reformat 
ted data in data store 2403. In step 2806, the system compares 
overlaps between the information obtained from the various 
networks and the information provided by the person or entity 
under Scrutiny when signing up for the billing and payment 
system described above and throughout. In step 2807, the 
system calculates the relevancy, or overlap factor. When an 
entity exceeds a certain threshold of known good connec 
tions, who vouch for the probate's trustworthiness, which 
threshold might typically be only 30 or 50 percent, and 
accordingly, as the number of existing connections in the 
Social Network grows, the percentage of actually verifiable 
connections plummets. Thus, the threshold actually used may 
and typically does depend on the number of befriended enti 
ties; for example, an entity with only 3 to 5 friends would 
require a 100 percent relevancy factor, while an entity with 
more than 20,000 friends would probably not be able to reach 
more than a few percent relevancy factor, but all the matches, 
if provided, should be found in those 20,000. As a result, 
typically, a sliding scale for the threshold is used, and the 
range then changes accordingly. Also, based on experience, 
the scale may be adjusted from time to time to take new 
findings into account. In step 2808, the system sets a rating 
based on the level of relevancy achieved. This rating can be 
used to gauge the likelihood that the claimed identity of the 
Subject person or entity is valid, and not fraudulent. And in 
step 2809, the process terminates. In some cases, the subject 
entity could link to the system as part of applying for a higher 
credit score or some specific features they would want. Such 
as, for example, fasterpayment timing. If the Subject linked to 
the system, said link could provide an alternate way for the 
system to traverse the network of the subject entity without 
having to store their credentials. This approach could, in some 
cases, be preferable. The system could then use its own cre 
dentials to navigate the network. 

Rules and Constraint Engine 
(O150 FIG. 29 shows an exemplary process 2900 for devel 
oping a set of rules for a rules and constraints engine, accord 
ing to one aspect of the system and method disclosed herein. 
In step 2901 the user starts a configuration “wizard' program 
for configuring the payment rules and constraints engine. In 
step 2902, the system requests a first data set from the user, or 
asks a first set of questions, and receives responses. 
Requested data may include identity of the bank account(s) 
from which payments are drawn; in some cases, the account 
(s) from which funds are transferred into the account(s) from 
which payments are drawn; the first-tier “preferred vendors 
and from there, second-tier and even third-tier or below ven 
dors; payments that should be made automatically, such as 
very Small payments or payments to certain Vendors; the 
minimum balance to be maintained in various bank accounts, 
for purposes of meeting payroll, for example; etc. In step 
2903, the system stores the received data in data store 2403 
and calculates dependencies. Dependencies, in this case, are 
circumstances in which conflicts may arise among rules set 
up in response to the data input by the user. The system may 
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need additional clarification, to understand which rules 
should override which other rules, which rules should be 
amended, which rules should be added or deleted, etc. In step 
2904, the system presents the dependencies and requests 
clarification and additional data to resolve issues. Although, 
for clarity and simplicity, only one set of data input, rule 
formulation, and dependency resolution is presented in FIG. 
29, in actual practice, depending on the complexity and inter 
dependencies of the various rules, several cycles of these 
activities, as shown in steps 2903 and 2904, may be necessary 
before all dependencies are resolved. Finally, in step 2905, 
the system has amended and augmented the rules so that 
conflicts are resolved, and it finalizes a set of rules for this 
account. Payment rules may, for example, identify days on 
which payments are made, how often payments are made, 
how long a payment may be allowed to age before the system 
sends an alert, etc. The rules may also include options, 
depending on the company's preferences, such as, for 
example, whether to pull account information from the bank 
never, in Some cases, or always; whether and in what cases to 
send a payment directly to the vendor's bank; whether, in 
what cases, and to whom to send notifications of payment 
and/or nonpayment; etc. In step 2906 the system stores the set 
of rules in data store 2403 and activates the rule set for this 
account In step 2907, the process ends. 
0151 FIG. 30 shows an exemplary process 3000 of 
employing a payment rules and constraints engine, according 
to one aspect of the system and method disclosed herein. In 
step 3001, the system starts the process of running the rules 
and constraints engine. For example, the system may send an 
alert because an overdue payment has aged to the point set in 
the rules and constraints engine, as described above in the 
discussion of FIG. 29. In step 3002, the system pulls up the 
rules for this type of event from data store 2403. In step 3003, 
the system obtains the account information from data store 
2403, including bank account, values, time and date stamp of 
previous transactions, etc. In step 3004, depending on how 
old the stored information is, the system may pull fresh infor 
mation directly from the bank via Internet 2401 for additional 
Verification. In some cases, this step may be standard and may 
be executed for every payment to all accounts; in other cases, 
this step may be optional and may be executed only on an 
as-needed bases, due to incurring an additional charge from 
the bank, or to incurring additional employee time costs, etc. 
The ability to configure the rules engine should include the 
ability to make step 3004 standard or optional, and to specify 
for which, if not all, accounts to execute this step. In step 
3005, the rules and constraints engine is run. According to its 
configured rules, the engine calculates which payments to 
make at this time, and which to schedule for a later time, using 
data from the database (main store 2403, for example) to 
calculate scheduled payments, with considerations including, 
but not limited to, at least one of due date, early payment 
discount, current account balances, cash flow projections, 
payroll projections, maximum latency for a vendor, preferred 
Vendorpayment ranking (a user-defined parameter to indicate 
Vendor's relative payment priority), related vendor transac 
tions (e.g., accelerating payments for open bills to prompt a 
Vendor to make shipments related to new purchase orders 
and/or making a more timely payment based on timing 
receipt of related goods purchased), cyclical payment model 
(automatic rotating of payments so no one vendor is paid late 
every time), etc. In step 3006, the transactions are then 
effected. They could be effected to the main store 2403, from 
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where they flow with the main stream of regular payments 
through the online payment system. In some cases, for urgent 
payments, international wires, etc., a payment may actually 
be sent directly to the bank. Again, sending the payment 
directly to the bank is a configuration option that may or may 
not be made available, depending on whether the company 
configuring the rule and constraints engine wants this option, 
and Such a practice may in some cases incur additional 
charges. In step 3007 the results of the transaction are stored 
into the company account in data store 2403. These results 
would typically include the confirmation numbers and time 
and date stamp of the transaction. In step 3008, any notifica 
tions required are sent, such as, for example, notification of a 
partial payment or no payment due to insufficient funds, 
unsatisfactory goods or services received, etc. These notifi 
cations 3009 may be sent to a prepopulated recipient list, 
which list was configured into the rules and constraints engine 
during the process described in the discussion of FIG. 29. 
above. In step 3010 the process ends. 
0152. In some cases, the rules and constraints engine could 
take into consideration various settings and characteristics of 
the user and the vendor as well as related bills and invoices, 
including the vendor priority, that is, specifying the impor 
tance of the vendor relative to other vendors in deciding who 
is paid before others. Also taken into consideration could be, 
in some cases, previous payment activity, to account for the 
order of payments and alternate late payments among ven 
dors; amount of any outstanding balance, to prioritize pay 
ments by amount (as a potential indication of the importance 
of the vendor) or by entire balance owed; and write-off of 
certain accounts, based on certain historical behaviors, fac 
toring out possible future payments from customers who 
exhibit characteristics of non-payment. In other cases the 
system could offer a discount to a certain Vendor (or on a 
specific bill) to maximize cash flow. For example, the system 
could generate an offer to entice a vendor to pay early (a form 
of dynamic discounting), and the system could also track the 
Vendor's past acceptance or rejection of similar offers, to 
predict the likelihood of offer acceptance. Additionally, since, 
ideally, the user would engage with the system only periodi 
cally, the system could alert the user when a significant devia 
tion from the forecast occurs. The system could automatically 
adjust itself in the event cash becomes tight and/or could 
allow the user to readily specify a new behavior without 
having to modify every customer/vendor or bill/invoice. Fur 
ther, the user could change the parameters and watch how the 
system would forecast payments, expected invoice receipts, 
and discount offers. Changing parameters would update the 
forecast, so the user could easily adjust the model. 
0153. In yet other cases, the rules and constraints engine 
could be integrated with the approval flow through the com 
pany. Such an approach could be as simple as configuring the 
rules engine to pay bills only if they are approved. Or said 
integration may have more complex rules, such as paying 
bills prior to their being approved in Some circumstances. For 
example, if the amount is small and the bills have been at least 
partially approved, the system may be configured to pay them 
to avoid being late. In another aspect, if the customer has sent 
a question about the invoice to the vendor, the system may 
choose to delay payment until the vendor has answered it 
sufficiently. 
0154 Additionally, the system may set rules either based 
upon an interview, i.e., a one-time configuration session, or 
based upon the ongoing actions of the users of the system. 
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Such a “learn as it goes' capability would be a powerful tool 
to make it easier for the system to get the rules right. So in 
Some cases, rather than a traditional rules and constraints 
engine, a machine learning component can be added that 
either enhances or replaces the rules and constraints engine. 
0155. It is clear that many modifications and variations of 
the system and method disclosed herein may be made by one 
skilled in the art without departing from the spirit of the novel 
art of this disclosure. 
0156 These modifications and variations do not depart 
from its broader spirit and scope, and the examples cited here 
are to be regarded in an illustrative rather than a restrictive 
SSC. 

0157 For example, if companies are linked on a social 
network via recommendations (for example “likes' on Face 
Book), association through groups, or other links which 
evolve over time, the system traverse this social graph for 
companies and glean valuable information on whether the 
company is likely to be legitimate or not, based on the quality 
of known associates, for example, as well as the number of 
Such associations. Also, by navigating the Social graph for a 
company and looking at affiliated companies and people, the 
system could look at many factors, including the following: 
how many other companies are linked, the creditworthiness 
of the other companies, how many people are linked, the 
creditworthiness of the other companies that they are linked 
to. For example, if either a company or person is a known bad 
actor, their presence in the Social graph of a subject would be 
a big negative. Similarly, having a company or person who is 
known to be strong in said Social graph would improve a 
Subjects score. An additional approach might be to traverse 
the Social graph from the company to the people associated 
with it through various links such as “likes', employment of 
said people (such as, for example, "I work here or I used to 
work here'), professional groups these people belong to, etc. 
0158 For example, in some cases, additional collabora 
tion around the invoices and payments can be provided. This 
can be in the form of notes that are allowed to go back and 
forth, be associated with the bills for the long term. They may 
be displayed as bubbles appearing over or along the invoices 
and or payments. Further, it should allow a customer to for 
mally dispute all or part of an invoice as part of the system, 
immediately. 
0159 Further, supporting documents etc. may be attached 
to invoices and or payments and or disputes, in the form of 
additional payload information attached as documents, pic 
tures, and other rich information to be associated with the 
bills. These may be stores in the SAAS Cloud or downloaded 
to a local machine at the user's location. 
0160. Furthermore, stronger notion of a customer or ven 
dorportal for receiving/paying bills or sending/collecting on 
bills in conjunction with the accounting integration, meta 
data, additional documents, etc., as well as additional notifi 
cation channels. 
0161 In some cases, a SAAS-based system for sending 

bills and payments in conjunction with a third-party account 
ing system may deploy a downloadable program interface to 
configure the third-party accounting system and then send 
and receive data between the two systems. Alternatively, a 
communication module between SAAS units (CSU) may be 
deployed to configure the third-party accounting system and 
then send and receive data between the two systems. Further, 
the transmitted bills may contain an electronic signature, a 
line item billing, and/or other transaction-specific meta data, 
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and, based on cash flow needs and outstanding bills, Some or 
all customers may be offered a very substantial time-limited 
discount for immediate payment. Also, customers may use 
the line-item billing feature to withhold partial payments for 
specific issues attributed to specific items. 
0162. In some cases the system may implement a method 
and/or system for managing payments based on a set of rules 
and constraints, with a database configured to enable calcu 
lation of scheduled payments, with considerations of at least 
one of due date, early payment discount, current account 
balances, cash flow projections, payroll projections etc. Fur 
ther, the method and/or system of the service may be a SaaS 
based system. Also, the data in the database may be aug 
mented with real-time data from a variety of Sources, 
including but not limited to banks, financial institutions, holi 
day calendars, etc. 

Payment Processing 
0163 FIG. 31 depicts an exemplary system for processing 
payments utilizing a third-party bill payment system. In this 
example, system 3100 includes a first bank 3105 having an 
account 3107 for an originator (i.e., an individual, company, 
or other entity) of a transaction, a second bank 3110 having an 
account 3112 for the receiver of the transaction, and a third 
bank 3115 having a clearing account 3117. A bill payment 
system 3130 helps facilitate the transaction between the three 
banks 3105, 3110, and 3115 via a network 3.120. 
0164 System 3100 may be configured to process any 
number of different transactions. For example, a payment 
transaction between the originator and the receiver may 
involve a payment amount being transferred from the origi 
nator's account 3107 to the clearing account 3117 (also 
known as “funding the clearing account 3117) and then 
transferring the payment amount from the clearing account 
3117 to the receiver's account 3112, with the bill payment 
system 3130 facilitating various aspects of the transaction. 
0.165 System 3100 may include any number of financial 
institutions (such as banks 3105, 3110, and 3115) who may 
interact in any desired manner to fund, process, and imple 
ment various transactions. For example, system 3100 may 
operate in accordance with the rules and regulations of a 
financial organization Such as the National Automated Clear 
ing House Association (NACHA), which defines and over 
sees automated clearing house (ACH) transactions. 
(0166 Financial institutions 3105, 3110, and 3115 may 
include any number of physical locations, computing devices 
(such as servers), and other hardware or software compo 
nents. Various components of system 3100 may communicate 
directly with each other or via network 3.120. Network 3120 
may include a wireless network Such as a wireless mobile 
telephony network, General Packet Radio Service (GPRS) 
network, wireless Local Area Network (WLAN), Blue 
Tooth R, Global System for Mobile Communications (GSM) 
network, Personal Communication Service (PCS) network, 
Advanced Mobile Phone System (AMPS) network, Infrared 
(IR), Near Field Communication (NFC), Wi-FiR), IEEE 102. 
11 network, Worldwide Interoperability for Microwave 
Access (WiMax) network, microwave network, and/or a sat 
ellite communication network. Network 3120 may also 
include a wired local area network (LAN), a wide-area net 
work (WAN) such as the Internet, or any other type of con 
nection or network. 
0.167 Bill payment system 3130 may implement, whether 
alone or in conjunction with other components or systems 
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(such as banks 3105,3110, and 3115), various features of the 
present disclosure. In the exemplary system depicted in FIG. 
3100, bill payment system 3130 includes a processor 3132 
coupled to a memory 3134. The processor 3132 retrieves and 
executes instructions stored in the memory 3134 to control 
the operation of the bill payment system 3130. Any number 
and type of different processors can be used in conjunction 
with various embodiments of the present disclosure, includ 
ing an integrated circuit microprocessor, microcontroller, 
and/or digital signal processor (DSP). The functionality of the 
bill payment system 3130 may also be implemented through 
various hardware components storing machine-readable 
instructions, such as application-specific integrated circuits 
(ASICs), field-programmable gate arrays (FPGAs) and/or 
complex programmable logic devices (CPLDS). Systems and 
methods according to aspects of the present disclosure may 
operate in conjunction with any desired combination of soft 
ware and/or hardware components. 
0168 The memory 3134 stores instructions, data, and any 
other desired information. Memory 3134 operating in con 
junction with embodiments of the present disclosure may 
include any combination of different memory storage 
devices, such as hard drives, random access memory (RAM), 
read only memory (ROM), FLASH memory, or any other 
type of volatile and/or nonvolatile memory. 
0169 Table 1 (below) illustrates an exemplary timeframe 
associated with a typical ACH transaction used to transfer 
funds from the originator's account 3107 to the receiver's 
account 3112 in conjunction with a payment instrument (a 
paper check in this example) being disbursed by the bill 
payment system 3130. The ACH transaction is used in this 
example as a low-cost method for transferring the funds 
between accounts 3107 and 3112. On Day 1, a payment from 
the originator's account 3107 to the receiver's account 2112 
is Submitted, the originator's account is debited, and the pro 
cess for funding clearing account 3117 begins. On Day 2, the 
funding process is completed, and the amount of the payment 
is debited from the originator's account 3107 and credited to 
the clearing account 3117. Funding of the clearing account 
3117 typically happens at the end of Day 2 or early in the 
morning (e.g., 2 AM) on Day 3. 
0170 The use of ACH transactions as described above 
may involve various delays and risks. For example, while the 
funding of the clearing account 3117 is effective on Day 2, the 
payment amount can be recalled from the clearing account 
3117 and returned to the originator's account 3107 if the 
payer disputes the ACH debit. Additionally, the settlement 
period for the transaction may vary based on the type of 
transaction. For example, NACHA rules require that ACH 
debits settle within one business day, and that ACH credits 
settle within two business days. NACHA rules also allow for 
ACH transactions to be submitted using “pre-notifications.” 
which impose a six-day waiting period before a live transac 
tion can be submitted. The dispute period may also vary. For 
a business account, for example, the dispute period is two 
days following the date funding of the clearing account is 
effective, therefore in the example presented in Table 1, it is 
not certain that the funds for the payment would be available 
until Day 5. Furthermore, transaction requests that occur past 
a particular cut-off time (e.g., 5 PM) on Day 1 may not be 
funded until Day 3. 
0171 Once the clearing account 3117 has been credited 
the payment amount (i.e., the funding of the clearing account 
is effective), the bill payment system 3130 may disburse a 
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check or other payment instrument to the receiver. In the 
example shown in Table 1, disbursement of the payment 
instrument occurs on Day 3, and the payment instrument is a 
paper check that is mailed via regular mail to the recipient, 
though alternate payment instruments are possible. In this 
case, the bill payment system 3130 may send out the check 
ahead of the final day that the funding could be returned since 
the bill payment system 3130 has the ability to place a stop 
payment on the check if the funding is returned on Day 4. In 
such a case, the bill payment system 3130 would rely on the 
assumption that delivery of the check will take at least two 
days to arrive in the mail. However, since the time for the 
postal delivery of the paper check may vary, it is risky for the 
operator of the bill payment system 3130 to rely on any 
particular time for delivery. Furthermore, while a stop pay 
ment on a check/electronic check is possible, an ACH credit 
cannot be recalled. If an ACH payment is made before the 
funds are confirmed, the operator of the bill payment system 
3130 would take substantial risk of not getting reimbursed for 
the transaction. 

TABLE 1 

Day 1 Payment from originator to receiver submitted; 
clearing account funding process begins. 

Day 2 Clearing account funding completed. 
Day 3 Payment instrument disbursed. 
Days 4-6 Payment instrument en route to receiver. 
Day 7 Payment instrument is received by receiver, 

and presented to receiver's financial institution; 
receiver's account credited. 

0172 FIG. 32 depicts another exemplary system for pro 
cessing payments utilizing a third-party bill payment system. 
In this example, the clearing account 3117 is at the same 
financial institution (i.e., Bank 1 3105) as the originators 
account 3107. All other components of system 3200 are the 
same as described for system 3100 in FIG. 31. Among other 
things, having the clearing account 3117 with the same finan 
cial institution as the originator's account 3107 may help 
speed processing of transactions and/or to allow funds for a 
transaction to be held in real-time or near-real-time, thus 
helping to ensure the availability of those funds where they 
can no longer be recalled or cancelled by the originator. In 
alternate embodiments, the clearing account 3117 may be at 
any suitable institution, though it is preferable that the con 
tractual relationship and data processing interoperability 
between financial institutions operating in conjunction with 
embodiments of the present disclosure allows transactions to 
processed quickly, such as by allowing the same real-time or 
near-real-time hold on funds associated with a payment 
instrument as provided by the configuration in system 3200. 
0173 FIG.33 depicts an exemplary process according to 
various aspects of the present disclosure. Process 3300 may 
be implemented, in whole or in part, using any combination of 
systems and devices, including by bill payment system 3130 
in conjunction with system 3100 or system 3200. Systems 
and devices implementing process 3300 need not be physi 
cally co-located with each other, and may communicate in 
any desired manner, such as via network 3.120. In this exem 
plary method, a request is received for a payment to be made 
from an originator to a receiver (3305). The payment request 
may be made between any number of accounts, such as from 
originator's account 3107 at Bank 1 3105 to receiver's 
account 3112 at Bank 23110. 
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0174. In response to receiving the payment request, a pay 
ment instrument is disbursed to the receiver (3310). While the 
payment instrument is disbursed in response to the payment 
request by the bill payment system 3130 in this example, the 
payment instrument may be disbursed by any other system or 
entity operating as part of, or in conjunction with, system 
3100. Any desired payment instrument (as well as multiple 
payment instruments) may be disbursed in response to the 
payment request, including: a check, a draft, a Voucher, a 
payment card, a wire transfer, a credit transfer, an electronic 
funds transfer, and combinations thereof. The status of the 
payment instrument can be monitored and various alerts gen 
erated (3315) as desired. For example, an alert may be gen 
erated in response to not receiving the request for the payment 
amount (3320) within in a predetermined period of time after 
disbursal of the payment instrument (3310). An alert may also 
be generated in response to detecting the disbursal of a second 
payment instrument from the originator to the receiver before 
the request for the payment amount for the first payment 
instrument is received. 
0.175. A request is received for a payment amount desig 
nated by the payment instrument (3320). The request for the 
payment amount may be received from any system or entity 
operating in conjunction with the embodiments of the present 
disclosure, and is typically received from the receiver's bank 
3110 after the receiver presents the check or other payment 
instrument to bank 3110. The request for the payment amount 
may be in any desired format and may be presented in any 
desired manner. For example, when a paper check is pre 
sented to the receiver's bank 3110 by the receiver, the bank 
3110 may process the check and request payment from the 
originator's bank 3105 in accordance with the Check Clear 
ing for the 21st Century Act (also known as the Check 21 Act). 
(0176). At 3325, if the bill payment system 3130 (or other 
system(s) performing method 3300) are not utilizing an inter 
mediary account (steps 3345-3355), then a hold against the 
originator's account 3107 for the payment amount may be 
requested in response to receiving the request for the payment 
amount (3330). This hold may also be referred to as a “memo 
posting, and may be reflected as a charge to the originators 
account 3107 in the payment amount to help the originator 
avoid overdrawing the account 3107. System 3200 (or 
another system with relatively quick processing between the 
originator's account 3107 and clearing account 3117) may 
request a real-time or near-real-time hold in response to the 
request for the payment amount. 
0177. If the hold is unsuccessful, the hold may be retried 
any number of desired times. If the hold is still ultimately 
unsuccessful (e.g., after failing a predetermined number of 
retries), the payment instrument is marked as having insuffi 
cient funds to complete the transaction (3340), and the pay 
ment amount is not credited to the clearing account 3117 
and/or receiver's account 3112. The process of marking, and 
the labeling of the failed transaction may vary according to 
the financial institution(s) involved. For example, some banks 
may mark the transaction as having a "positive pay excep 
tion. 

0.178 If the hold is successful (indicating sufficient funds 
in the originators account), the payment amount is credited 
to the clearing account 3117 (also known as “funding the 
clearing account') and the payment amount is credited to the 
receiver's account 3112 (3365) in conjunction with debiting 
the payment amount from the clearing account 3117. The 
receiver's account 3112 can be credited within a predeter 
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mined period of time of the payment amount being credited to 
the clearing account 3112, thereby allowing the originator to 
recall or dispute the transaction, or for other validation pro 
cedures to be implemented to verify the authenticity of the 
transaction. 

(0179 The receiver's account 3112 may also be credited in 
real-time or near-real-time in response to the payment amount 
being credited to the clearing account 3117, performing any 
validation/verification procedures prior to funding the clear 
ing account 3117. In this manner, embodiments of the present 
disclosure allow the receiver's account 3112 to be credited 
almost immediately after the clearing account 3117 is funded, 
in contrast to ACH transactions where funding the clearing 
account 3117 typically precedes disbursal of the payment 
instrument. 

0180. The receiver's account 3112 can be credited in any 
desired manner. For example, the bill-payment system 3130 
may generate one or more files including a list of checks for 
which payment is to be made and that identifies funds to be 
transferred from the originator's account 3107 to the clearing 
account 3117. The one or more files may then be transmitted 
to the originator's bank 3105 and/or the receiver's bank 3110 
to processes the payment from the clearing account 3117 to 
the receiver's account 3112. The originator's bank 3105 may 
receive (intermittently or at predetermined intervals) a set of 
debits for each originator's account 3107 specifying the 
amount of each payment instrument to be credited to the 
clearing account 3117. This transmission to the bank can be in 
the form of a NACHA file, an internal banking system format, 
or any other desired format. The receiver's account 3112 may 
be credited at any desired time in relation to the funding of the 
clearing account 3117. If desired, the receiver's account 3112 
may be credited the payment amount on the same day in 
which the clearing account 3117 is funded to avoid delays in 
completing a payment transaction. 
0181 Referring again to 3325, if the bill payment system 
3130 (or other system(s) performing method 3300) are uti 
lizing an intermediary account, the payment amount can be 
credited to an intermediate account (3345). The funding of 
the clearing account (3360) may then occur in conjunction 
with debiting the payment amount from the intermediate 
account. The intermediary account can be at any financial 
institution, including the same financial institution holding 
the originator's account and the clearing account 3117 (i.e., 
Bank 13105 in FIG. 32). 
0182. The credit to the intermediate account can also be 
performed in conjunction with debiting the payment amount 
from the originator's account. A lock is placed on the inter 
mediate account after it is credited (3350), the lock preventing 
recall of the payment amount. The lock may be placed on the 
intermediate account for a predetermined period of time and/ 
or until occurrence of one or more events, as desired. For 
example, the lock may be placed on the intermediate account 
Such that the process of crediting the payment amount to the 
clearing account in conjunction with debiting the payment 
amount from the intermediate account begins before the lock 
expires, and completes after the lock expires. Among other 
things, beginning the transfer with the lock in place and 
completing the transfer after expiration of the lock allows the 
transaction to be disputed or cancelled before the clearing 
account is funded. In 3355, for example, a request to recall the 
payment request may be received (e.g., from the originator), 
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and cancelling the crediting of the payment to the clearing 
account and/or receiver's account in response to the recall 
request. 
0183 Table 2 illustrates an exemplary timeline for pro 
cessing a transaction in accordance with various aspects of 
method 3300. In this example, as with the example depicted 
in Table 1, the bill payment system 3130 mails a paper check 
to the receiver to transfer funds from the originator's account 
3107 to the receiver's account 3112. The mailing time is the 
same (3 days). In this case, however, the disbursal of the 
payment instrument (3310) occurs shortly after (and on the 
same day) as the receipt of the payment request (3305). The 
paper check is thereby placed in the mail two days sooner than 
for the ACH transaction described above. Additionally, pay 
ment processing may be accelerated in cases where (as shown 
in FIG. 32) the clearing account 3117 is maintained by the 
same financial institution as the originator's account 3107, 
allowing real-time or near-real-time holds to be put on the 
originator's account 3107 and thereby allowing the check or 
other payment instrument to be disbursed prior to funding the 
payment. In this example, the originator's account 3107 isn't 
debited until Day 5 when the payment amount is credited to 
the receiver's account 3112. 
0184. Accordingly, a bill payment system 3130 operating 
in accordance with the present disclosure is able to deliver a 
closed-loop check payment process and disburse payment 
instruments faster than comparable payment methods (such 
as ACH). Furthermore, embodiments of the present disclo 
sure may perform transactions without requiring the funds 
from the originators to be transferred into a clearing account 
prior to disbursing the payment instrument, thereby allowing 
the originator to have access to the funds while the check is 
being delivered to the recipient. 

TABLE 2 

Day 1 Request for payment from originator to receiver 
Submitted; payment instrument disbursed. 

Days 2-4 Payment instrument en route to receiver. 
Day 5 Payment instrument is received by receiver, and 

presented to receiver's financial institution; payment 
is processed and receiver's account credited. 

0185. As stated previously, embodiments of the present 
disclosure may be configured to provide a closed loop process 
that allows images of cashed checks and the payment status of 
checks to be retrieved by, for example, the bill payment sys 
tem 3130. Embodiments of the present disclosure may pro 
vide any other desired features of a closed-loop process, 
including the display of cashed check images, retrieving 
checkpayment status, generating alerts when checks have not 
been cashed, fraud protection, and reporting on outstanding 
checks. A closed-loop process provided in accordance with 
the present disclosure may be a “positive pay system, mean 
ing that all checks presented for payment are first verified 
before they are honored. Payments may be made in any suit 
able manner, including using check images for electronic or 
paper checks. Such images may include check clearing infor 
mation on the back of the check, as well as other information. 
0186. As described above, alerts may be generated in 
response to various events, including when a check is not 
deposited by a receiver within a certain number of days, when 
funds are not withdrawn from the originators account as 
expected, when a second check or other payment instrument 
is presented by a receiver before a first payment instrument is 
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presented, and in response to any other desired condition or 
event. Additionally, embodiments of the present disclosure 
may analyze the status of transactions and generate reports 
including, for example, the number of outstanding checks for 
a given originator. Among other things, this helps originators 
to avoid being blindsided by a large number of outstanding 
checks coming in at once, as well as to allow the originator to 
follow up with its receivers to inquire why checks have not 
been cashed. 

Synchronization of Record-Organized Data 
0187 FIG. 34A depicts an exemplary system 3400 
according to various aspects of the present disclosure. In this 
example, environment 3401 contains a cloud-based billing 
system BSW 3402 and an enhanced control panel set 3403a 
d, with settings, error settings, log settings, and notifications. 
Synchronization application programming interface (API) 
3404 synchronizes with other applications, such as, for 
example, secondary API 3412 in environment 3410, which in 
turn interfaces with third-party accounting software 3411. 
API 3412 can generate logs, settings, and other information 
that can be mapped through a synchronization table 3414. In 
this example, billing software IDs are shown on the left side 
of the synchronization table 3414, and accounting Software 
IDs shown on the right side of the table 3414. Such field 
mapping helps the system to interface with other accounting 
Software applications by, for example, using a separate Syn 
chronization table for each connected application. Environ 
ment 3401 further includes a business API 3405 and system 
API 3406. Embodiments of the present disclosure may 
include any number of additional APIs, as well as other soft 
ware and/or hardware components. 
0188 Environment 3401 further includes expanded API 
3407, which enables the system to simultaneously interface 
with multiple accounting software instances. As shown, mul 
tiple APIs 3408a-n (assigned corresponding identifiers 1 
through n) interface with, respectively, accounting Software 
packages 3420, 3430, and 3440. Embodiments of the present 
disclosure may also interface with multiple accounting soft 
ware instances via a single API. Embodiments of the present 
disclosure may also interface with multiple accounting soft 
ware instances running on the same hardware platform, or on 
multiple hardware platforms. 
(0189 In contrast to interfaces such as API 3412 in envi 
ronment 3410, accounting packages 3420, 3430, and 3440 do 
not require a separate synchronization table to interface with 
environment 3401. In environment 3401, edits to documents 
and database records from the accounting packages 3420, 
3430, and 3440 is managed centrally by the billing software 
BSW 3402. Among other things, embodiments of the present 
disclosure helps enhance the transfer of information and 
avoids conflicts by enabling separate programs to each make 
concurrent (i.e., simultaneous) changes to the same docu 
ments and records. The system can reconcile multiple 
changes in a single document from different sources. 
0.190 FIG.34B is a flow diagram of an exemplary process 
that may be performed by various embodiments of the present 
disclosure, including system 3400 in FIG. 34A. Exemplary 
method 3450 includes receiving edit requests (3452), present 
ing documents for editing (3454), and receiving edits (3456). 
Method 3450 further includes determining whether conflicts 
exist between the received edits (3458), and updating the 
record(s) in the database (34.60) if no conflict exists. If it is 
determined a conflict exists, a description of the conflict is 
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presented along with a request for user input to resolve the 
conflict (34.62). Input from the user is received (3464) and the 
conflict is resolved in accordance with the input (34.66). One 
or more reports may also be generated (3468). 
(0191 FIGS. 35 and 36 illustrate examples of synchroniz 
ing edits to fields of a database by two different accounting 
software packages in accordance with the method 3450 
shown in FIG.34B. In example 3500 in FIG.35, two different 
software applications edita document 3501. In this example, 
document 3501 is an invoice having four sections, a, b, c, and 
d, with each section corresponding to a field in one or more 
database records. For example, section “a” might correspond 
to the invoiced party, while section “b” may correspond to a 
description of the items in the invoice, section 'c' to the 
invoice ID, and section 'd' to the total due. Embodiments of 
the present disclosure may present any number of record 
fields for editing via a document or other interface (e.g., via a 
web page). 
0.192 At 3502, two different accounting software applica 
tions request the invoice 3501 for editing (3458). In example 
3500, two separate copies of document 3501 are provided to 
the two software packages for editing, 3501a and 3501b. In 
document 3501a, invoice fielda is edited by tool 3401 (shown 
in FIG.34A), while in document iteration 3501b, invoice field 
b is edited by accounting software 3420 (also shown in FIG. 
34A). Embodiments of the present disclosure may interface 
with multiple instances of the same accounting Software 
application, as well as with instances of different accounting 
software packages. 
0193 At 3503, the edits to documents 3501a and 3501b 
are received (3456) from the respective accounting software 
packages. The edits are analyzed to determine whether a 
conflict exists (3458). In some embodiments, determining 
whether a conflict exists may include withholding from 
updating the record(s) in the database until all pending edits 
from multiple software applications have been received. In 
example 3500, each accounting software application edited 
different fields (a and b), and accordingly it is determined 
there is no conflict between the edits. The edits to fields a and 
b (a2 and b2) are thus updated in the appropriate database 
record(s) having these fields. Additionally, the changes are 
further saved in document iteration 3501c, which can be 
provided for future edits of the invoice 3501. In this example, 
fields c and d are unchanged. Embodiments of the present 
disclosure can save updates to a record in a new version of the 
record instead of, or in addition to, saving a new version of the 
document, such as document 3501c. Multiple versions of 
records and files may be retrieved to, for example, view a 
history of changes. 
(0194 FIG.36 shows another example where two different 
accounting software applications edit the same field. In 
example 3600, the two applications each request to edit 
(3452) document 3601 and receive documents 3601a and 
3601b in response to the requests (3454). In this example, 
both applications edit fielda, and when the edits are received 
from the applications (3456) there are two different edits to 
the original fielda: fields a2, and a2. The system determines 
a conflict exists (3458) and presents a description of the 
conflict along with a prompt for user input to resolve the 
conflict (3462). 
(0195 FIGS. 37 through 45 show exemplary screenshots 
showing user interaction with the system to reconcile incon 
sistencies in edits. Embodiments of the present disclosure 
may identify any number of conflicts between edits from 
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different sources based on any desired criteria. In some cases, 
for example, a conflict may be identified based on editing of 
record fields, while in other cases, conflicts may be identified 
based on documents being provided from different sources. 
Information regarding conflicts and prompts for input regard 
ing them may be presented to a user in any desired manner, 
including using windows, graphics, icons, Sounds, and/or any 
other user interface features. In some embodiments, the con 
tent of the fields may be displayed to the user. Additionally, a 
user dragging a pointer (e.g., from a mouse or other selection 
device) over of any of the various options may cause a win 
dow to pop up with data from a document, database record, or 
fields therein. 

(0196. FIG.37 shows an exemplary screen 3700, according 
to one aspect of the system and method disclosed herein, 
asking the user which data to keep in the event of a conflict 
between edits to the same record field from two different 
software packages. Section 3701 provides a description of the 
conflict that occurred, while section 3702 provides selectable 
options and prompts the user to choose whether to use data 
from application BSW 3402 or from accounting software n 
3440. Section 3703 prompts the user to choose whether or not 
the user's selections in section 3702 should be remembered 
for future use. If the user selects the checkbox to remember 
the option, the system may, in the future, use that option 
automatically, or the system may use the option as the default 
selection displayed. 
(0197 FIG.38 shows an exemplary screen 3800 presenting 
an error message 3801 and a set of possible solutions 3802 in 
response to determining a conflict arising from duplicate 
customer names. In this example, the user is presented with 
three choices in section 3802: a first selectable option for 
deleting the duplicate data without updating the record, a 
second selectable option for editing the duplicate data by the 
user, and a third selectable option for merging the edited fields 
in the record with original data in the record by the user. 
(0198 FIG. 39 shows an exemplary screen 3900 identify 
ing, in section 3901, a conflict arising from information miss 
ing from the database where edits from one or more account 
ing Software applications depend on the missing information. 
Options to resolve the conflict are presented in section 3902. 
The conflict in this example may arise where some records 
contain dependencies to other records, Such as, for example, 
bills depending on Vendors, chart of accounts, and the like. 
When the system tries to create a bill, if the vendor is not in the 
other system for some reason, the system can report the issue 
by passing the ID of the related object that is missing. Section 
3902 presents three selectable options to the user for resolv 
ing a conflict based on missing information, including a first 
selectable option for creating the missing information in the 
database, a second selectable option for preventing updating 
the record in the database, a third selectable option for manu 
ally resolving the conflict by the user. 
(0199 FIG. 40 shows an exemplary screen 4000 that iden 
tifies a conflict in section4001 and presents a list of steps to be 
taken by the user to resolve the conflict in section 4002. 
Screens like screen 4000 may be used when the error or 
problem is a result of an incomplete configuration of one or 
more of the accounting applications making edits. Embodi 
ments of the present disclosure may further offer to create a 
note or message to the user, so the user can execute the steps 
while keeping the note in a separate window. In some cases, 
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the note may contain interactive links to call specific screens 
or wizards helping to automatically perform one or more 
tasks in the list. 
0200 FIG.41 shows an exemplary screen 4100, according 
to one aspect of the system and method disclosed herein, 
presenting an exemplary data consistency problem, for 
example, in section 4101. The solution in section 4102 may 
again involve step-by-step instructions, and the solution may 
also have added features as discussed just above or through 
out. In this example, the list of steps to resolve the conflict is 
a single step indicating the user should add a correct tax ID to 
resolve the problem of an invalid tax ID. 
0201 FIG.42 shows an exemplary screen 4200, according 
to one aspect of the system and method disclosed herein, 
presenting a status page showing that synchronization is in 
progress. The page (or window or screen) shows a progress 
bar 4201, a command section 4204, and aspects of two exem 
plary accounting software applications 4202 and 4203. The 
tasks and Subtasks being performed to synchronize edits to 
documents and records may also shown, giving the user a 
more detailed description of the progress of the synchroniza 
tion process. 
0202 FIG. 43 shows an exemplary screen 4300 showing a 
report that may be generated (3468) for users or customer 
Support agents. In this example, report Screen 4300 presents 
the Sync Status page of a customer's system, while command 
bar navigation 4302 shows the user what portion of the report 
is being currently viewed, header section 4301 provides a 
description of the various conflicts that occurred, the resolu 
tion status of the conflicts (i.e. Fix or Fixed), and an indicator 
of when the conflicts occurred. Additionally, the report screen 
may include a list of Suggested instructions for resolving each 
conflict and/oran option to display a request for user input for 
resolving the conflict as described previously. 
0203 Reports may be restricted to customer service 
agents having at least a predetermined access level, particu 
larly when information in the report (i.e., regarding operation 
ofunderlying Software routines and debug information) is not 
appropriate to be displayed to an end user. FIG. 44 shows an 
exemplary Screen 4400 presenting an error page that cus 
tomer Support or operation agents for a service provider (e.g., 
local or remote agents) can view to aid users in resolving 
conflicts. These agents can see the same errors (such as, for 
example, those previously discussed in detail) that the users 
can see in order to help the user correct the errors, or even fix 
the errors on behalf of the user if needed. Based on their 
access level, customer Support agents may be provided addi 
tional information and options over other users. For example, 
on the Fix details page shown in FIG. 44, they can view an 
additional debug information field 4401, where the system 
can add debugging or other useful information for trouble 
shooting that is not appropriate for end users. The end user 
may contact such a Support agent by chat or a call, either 
directly from the user's error Screen, or just by dialing a 
Support number. 
0204 FIG. 45 shows an exemplary screen 4500 that is the 
updated error Summary 4300, after a customer Support agent 
has fixed a problem in previous screen 4400, as shown by 
arrow 4505 now pointing to the line in which the Action is 
“fixed. In this example, when an agent clicks Edit Fields for 
Sync, the agent has the three choices for any object in an error 
state in Acme.com’s account in BSW, namely a first select 
able option for allowing edits from one or more of the first 
accounting software application and the second accounting 
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Software application to be updated to the record, a second 
selectable option for forcing edits from one or more of the first 
accounting software application and the second accounting 
software application to be updated to the record, and a third 
selectable option for clearing an identifier associated with the 
edits from one or more of the first accounting Software appli 
cation and the second accounting software application. If the 
agent does not check Allow Export 4501, ''Allow integration” 
is set to false so record should not be synchronized. Force 
Re-sync 4502 forces a record to re-synchronized even if it 
didn’t have any changes. Clear Integration Id 4503 clears the 
integration Id stored in Acme.com’s account in BSW so the 
system re-creates it instead of trying to update it in the other 
system. 

Modification of Auto-Learned Conflict Resolution and 
Related Rule and Value Replacements 

0205 As shown in FIG.37, a user may choose (via section 
3702) to have the user's selections applied in the future auto 
matically or as a default selection displayed. In alternate 
embodiments, a user's selections may be automatically 
learned by the system as rules to be applied to laterprocessing 
and/or conflict resolution. Some conventional systems may 
permit users with limited access to such rules, but often pro 
vide the user with few options for changing them. In many 
cases, a user's only recourse (if one is available at all) to 
addressing an incorrect rule is to delete all the stored rules and 
re-enter them. In other cases, a user may not even be provided 
with such an option, and is thus unable to delete or modify 
such a rule without help from a systems technician. Embodi 
ments of the present disclosure address these and other issues 
by enabling a user to find the rules that apply contextually to 
various stages of a billing system’s workflow and allowing 
the user to quickly and efficiently manipulate the rules asso 
ciated with each workflow stage. 
0206 FIG. 46 is a block diagram showing a high level 
view of an exemplary workflow 4600 for an exemplary billing 
and accounting system, such as described above. The work 
flow 4600 in this example includes multiple steps (4610, 
4620, 4630, 4640). Workflows presented in conjunction with 
embodiments of the present disclosure may include any num 
ber of desired steps. Each workflow step may include one or 
more pages that present data, user interface tools (such as 
buttons, pull-down menus, textboxes, and the like), and other 
information to the user. A workflow thus may include a plu 
rality of different pages for effecting edits to database records 
and performing other functions. FIGS. 37-45 (described 
above) show exemplary Screenshots of pages that may be 
presented as part of a workflow. 
0207. In the exemplary workflow 4600 shown in FIG. 46, 
the WORKFLOW 2 step 4620 contains a conflict that must be 
resolved, namely that two sources, S14622 and S2 4624, have 
different values for the same field. Sources S1 4622 and S2 
4624 may include, as described above, different accounting 
Software packages making simultaneous edits to the same 
fields of a database record. As described previously with 
reference to method 3450 shown in FIG. 34B, a user chooses 
which of the two values to use, and he has the option to say 
whether he wants the selected value to be used in the future 
automatically (see FIG. 37). Once the user has made such a 
selection, the system may generate a rule to automatically use 
the value from S1 or S2 (depending on the selection) for 
future transactions without further input from the user. 
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0208 Conventional accounting software and billing sys 
tems often do not allow a user modify Such rules once they are 
made. Embodiments of the present disclosure, however, 
allow a user to quickly and easily add, delete, or modify Such 
rules using a meta-workflow track, represented in FIG. 46 by 
META-WORKFLOW steps 1-4 (4650, 4660, 4670, 4680). 
The user can access any desired meta-workflow step (4650, 
4660, 4670, 4680) via a user interface features, such as by 
pressing a button or invoking other user interface feature 
displayed on the page associated with the workflow step 
(4610, 4620, 4630, 4640) currently active by the user. 
0209 For example, the user may select a user interface 
feature on the page presented in conjunction with the WORK 
FLOW 2 step (4620) and transition to META-WORKFLOW 
2 step (46.60) to open a view of the rules associated with 
processing a transaction in the WORKFLOW 2 step (4620). 
Such rules may be associated with a page or pages presented 
for a particular workflow step, as well as with a database 
record being viewed, modified, or otherwise associated with 
a workflow step. Through the meta-workflow steps, the user 
may modify and/or remove existing rules, as well as add new 
rules, via input through the user interface. 
0210. The user may freely navigate between the workflow 
steps (4610, 4620, 4630, 4640) and meta-workflow steps 
(4650, 4660,4670, 4680) as desired. In the exemplary work 
flow 4600 shown in FIG. 46, the user can navigate from 
meta-workflow step 4660 to a previous step (i.e., 4650) or to 
a subsequent step (i.e., 4670 or 4680). In each meta-workflow 
step, the user can add, remove, or edit the rules associated 
with the corresponding workflow step, instead of being 
required by the system to delete and rewrite the entire set of 
rules for that workflow step, as is common in conventional 
accounting and billing software systems. 
0211. In this manner, problems that occur as a result of an 
incorrectly-learned rule, or a rule that is not appropriate for all 
cases, can be easily and efficiently addressed without disturb 
ing existing rules. In the example of the conflicting data from 
sources S1 4622 and S2 4624, the user can change first a rule 
associated with the WORKFLOW 2 step (such as changing a 
rule that uses the value from S1 over S2 to use the value from 
S2 over S1). The user may then change any rule in any other 
workflow step that needs to be changed because it is affected 
by the original change. In some embodiments, the system 
may identify and present a list of other rules affected by the 
addition, removal, or editing of a rule by the user so that the 
user can properly address all related rules without having to 
manually check each individual rule in the system. 
0212 Embodiments of the present disclosure further 
allow a user to specify whether a user's edit to a rule is to be 
in effect only once to a single Subsequent application of the 
rule, or whether the edit will be in effect permanently going 
forward. The user may also specify whether a rule that is 
added, removed, or edited should be applied retroactively, 
thus affecting results already determined. In this manner, the 
user can thus correct and rebook previous transactions, as 
well as to generate change transactions for transactions that 
are corrected after the original transactions are already 
closed. 

0213 FIG. 47 depicts an exemplary process 4700 accord 
ing to aspects of the present disclosure. Exemplary method 
4700 may be practiced in conjunction with the steps of 
method 3450 (in whole or in part) shown in FIG.34B, as well 
as with any other desired process. Method 4700 may be 
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performed by various embodiments of the present disclosure, 
including the exemplary system 3400 shown in FIG. 34A. 
0214. For example, in conjunction with resolving conflicts 
and updating database records (3466), embodiments of the 
present disclosure may also generate a rule (4705) based on 
the received user input (3464) for use in resolving future 
conflicts. Such generated rules may be associated (4710) with 
a particular record, a workflow step, or both. For example, a 
generated rule may be associated with a workflow step pre 
senting the page that presents the description of the conflict 
and the request for user input to resolve it (see step 3454 from 
FIG. 34B). Upon identifying a subsequent conflict with edits 
to a database record (4715), the generated rule may be 
retrieved (4720) and applied to resolve the conflict (4725), 
and the database record updated (4730). 
0215. As described above with reference to the exemplary 
meta-workflow steps, the rule(s) associated with a record 
and/or workflow step may be displayed to the user (4735) in 
response to user input. The system may then modify rules 
(i.e., by editing or deleting existing rules, or adding new ones) 
in response to the user's input (4740), and such rules may be 
applied (4745) as appropriate. As described above, for 
example, rule modifications may be applied once to a Subse 
quent transaction, permanently going forward, as well as 
retroactively to past transactions. Additionally, other rule(s) 
related to the rule(s) modified by the user may be identified 
and presented (4750) to the user so that the user may address 
any changes to Such dependencies without having to manu 
ally check each rule in the system. 
0216. Additionally, the system may receive and note the 
contextin which the user elects to change the source of at least 
one field to be sourced from another application, and, upon 
repetition of the user's action, the systems memorizes that 
action and applies it in future cases. Further, before applying 
future changes, the system may prompt the user to confirm 
whether to make the change permanently. 
0217. Further, the system may not only change the source, 
but it may also add an algorithmic change of the field value. 
The user can open a meta view of the current location and see 
a list or graphical representation of all auto-fixes and algo 
rithmic changes applied in that location, and he has the option 
to modify those auto-fixes and algorithms. Also, the system 
may not only change the Source but may also add an algorith 
mic change of the field value. The user can also eliminate 
changes, and can navigate to previous or following steps to 
make changes on those auto-fixes and algorithms. 
0218. In some cases, an application may combine, Syn 
chronize, and process data from other applications for the 
purpose of processing and payment of bills and other related 
documents from one or more bank accounts, and when the 
data from the other applications is inconsistent, the synchro 
nizing application controls the work flow and synchronizes 
data sets and workflow steps with the other applications. 
Further, the synchronizing application resolves most conflicts 
by Synchronizing missing data between it and the other appli 
cations. In cases where the synchronizing application cannot 
resolve a conflict, a user is offered at least two options for 
resolving the conflict. In some cases this system is configured 
to be a multi tenant system. 

Connecting Entities and Effecting Payments in a 
Commercially Oriented Entity Network 
0219 Conventional social networks are typically directed 
to person-to-person interactions or interactions between a 
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person and a corporate entity. Missing is Support for interac 
tions between two or more corporate entities. Embodiments 
of the present disclosure provide Support for Such interac 
tions, which may include Social networking interactions, 
credibility rating, identity verification, and/or business trans 
actions such as the facilitation of payment requests and pay 
mentS. 

0220 Diagram 4800 in FIG. 48 illustrates an example of 
two corporate entities being connected within a network of 
commercially-oriented entities according to various aspects 
of the present disclosure. As used herein, the terms “corporate 
entity” and “commercially-oriented entity” may refer to any 
type of business organization (including for-profit and non 
profit organizations). Such as corporations, companies, part 
nerships, Sole proprietorships, and/or the like. A network of 
corporate entities operating in conjunction with embodi 
ments of the present disclosure may be accessed in any 
desired manner, Such as via a website over the Internet, and 
may present any desired information, Such as profiles of the 
respective corporate entities belonging to the network. 
0221. In the example depicted in diagram 4800, an “origi 
nating organization' section 4801 labeled “Tai's Org,” shows 
actions and events related to an organization originating an 
invitation to join a network of corporate entities. Similarly, an 
“approached organization' section 4802 labeled “Zhao's 
Org shows actions and events related to an organization 
receiving the invitation to join the network. Four steps 
(4803a-d) applicable to both organizations are listed on the 
left side of the diagram 4800. 
0222. In step 1 (4803a), an invitation is transmitted from 
the originating organization, Tai's Org, to the approached 
organization, Zhao's Org. The invitation may be transmitted 
using any desired form of communication. Diagram 4800 
shows the invitation being sent via an email message, though 
alternate embodiments may provide the invitation using any 
otherform of communication. Likewise, embodiments of the 
present disclosure may utilize any Suitable form of commu 
nication to establish connections, perform payment transac 
tions, and/or engage in any other interaction over the corpo 
rate entity network. The invitation may include any desired 
information, such as a link to access the network of corporate 
entities to which Tai's Org belongs, a link to view Tai's Org 
corporate profile on the network, and/or other information. 
0223) The approached organization may be selected in any 
desired manner. As indicated in block 4810, for example, the 
approached organization (Zhao's Org) is selected from a ven 
dor list, customer list, or other similar list. The list may be 
received from any Suitable source. Such as from an accounting 
system or data repository. In block 4811, a vendor page with 
Zhao's Summary is presented to Tai's Org along with an 
“Invite' button 4811b. In this example, selection of button 
4811b transmits the invitation 4812. 
0224. In step 2 (4803b), the approached organization, 
Zhao's Org, is presented with Tai's Org corporate profile and 
generates a request to connect with Tai's Org within the 
network. The request to connect with Tai's Org may be gen 
erated in any desired manner, Such as in response to selecting 
a “Connect” button or link embedded within the Tai's Org 
profile. In block 4813, for example, Zhao's Org receives the 
invitation from Tai's Org, which presents Tai's profile page at 
block 4814. Selection of the “Connect button 4814b directs 
Zhao's Org to block 4815 to indicate the relationship of 
Zhao's Organization to Tai's organization, namely whether 
Zhao's Organization is a new customer, an existing customer, 
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or a vendor. In block 4816, an entry for the relationship 
information is created, and a relationship confirmation mes 
sage is transmitted in step 4817. In this case the confirmation 
message is sent within the network of corporate entities as a 
JavaScript Object Notation (JSON)-formatted message, but 
other forms of communication (such as email) could be used 
instead. 

0225. In step 3 (4803c) the invite is matched by emailor by 
the acceptance, and then a JSON confirmation or any other 
kind of message is sent to confirm the relationship in step 4 
(4803d). For example, in block 4818 the confirmation is 
received in the Inbox of Tai's organization. In block 4819 a 
test is performed to determine is the message matches the 
original transmitted message and, if the message matches, 
then Zhao's organization is confirmed (block 4820) as a ven 
dor, customer, or both. The organization’s status is updated in 
(block 4821), and a message is sent to confirm the connection 
(block 4822). If the received message is not an accurate match 
to the original transmitted message, then Tai's organization is 
notified about the connection request (block 4823) and Tai's 
Organization can confirm the request, or add a connection to 
Zhao's Organization as a new vendor or customer. In block 
4825 the vendor or customer is added to the database of 
entities in the network of corporate entities. In block 4826 the 
connection between Tai's Organization and Zhao's Organi 
Zation is verified, and a message is sent to confirm the rela 
tionship (block 4822). 
0226 FIGS. 49a and 49b depict two exemplary screens 
4900 and 4910 that may be utilized in conjunction with 
embodiments of the present disclosure. In FIG. 49a, screen 
4900 shows a list of contacts in a directory, from which a user 
may select the desired contact in a process similar to the 
process described above in the discussion of FIG. 48. After 
entering a partial name, the system returns a list of matching 
possible selections 4902a-n. The user can then select a name 
4901. In FIG.42b, screen 4910 shows information about the 
selected company 4901, including, but not limited to, data 
such as address 4911, products or services 4913, key people 
4912, and ratings 4914a-n. A user may click on Connect 
button 4915 to connect the user's company with company 
4911. In particular, the system may show the ratings in great 
detail, including types of transactions, transaction partners, 
directionality of transactions (e.g., receiving or paying), time 
liness of payments, etc. It is possible to show a great deal of 
data. In some cases, data may be shown as a minimal aggre 
gate; in other cases, it may be possible to view highly detailed 
data. 

0227 FIG. 50 illustrates an exemplary method 5000 
according to various aspects of the present disclosure. 
Method 5000 (or portions thereof) may be performed via 
Software operating on one or more computer systems, includ 
ing any of the systems described previously and/or computer 
system 5110 shown in FIG. 51, which is described in more 
detail below. 

0228 Exemplary method 5000 includes receiving identi 
fication information for a corporate entity (5005) and verify 
ing the received identification information (5010). Such 
information (or portions thereof) can be presented in the 
entity’s profile on the network of corporate entities. Such 
information may also be used by the network to categorize the 
entity, gather metrics on the connections and transactions 
between the entity and other entities within the network, or 
for other purposes. 
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0229. Any type and amount of identification information 
may be received for a corporate entity, Such as, for example, 
the entity's name, address, Subsidiaries, products, services, 
pricing, and other identifiers. The identification information 
may be received directly from the corporate entity or from 
another source. Likewise, received identification information 
may be verified using any number of different Sources. Such 
as comparing the received information to information regard 
ing the entity that is retrieved from one or more websites, 
Social networks, databases, or combinations thereof. In some 
embodiments, the failure to verify a piece of information 
about a corporate entity may cause an alert to be transmitted 
to the corporate entity to provide additional information to 
complete the verification. Unverified information may be 
omitted from the entity’s profile on the network of corporate 
entities. 

0230. In method 5000, a credibility rating is determined 
for a corporate entity (5015) and presented as part of the 
entity’s profile (5020). The credibility rating may be based on 
a variety of different factors, such as, for example, a certifi 
cation of the entity (e.g., by governmental agency, trade 
group, or other accredited organization), a verification of a 
payment by the entity to another corporate entity in the net 
work, a verification of a payment received by the entity from 
another corporate entity in the network, a connection between 
the entity and another entity in the network, a type of connec 
tion between the entity and another entity in the network (e.g., 
who invited whom, who paid whom, etc.), and/or a duration 
of a connection between the entity and another entity in the 
network. 

0231. The profile of an entity may be presented (5020) in 
any desired manner, such as via screen 4910 depicted in FIG. 
49B (described above). In some embodiments, each corpo 
rate entity in the network may display a public profile that 
allows other companies to connect with it from the profile 
display, as shown in FIG. 49B. Among other things, utilizing 
a public profile eliminates the need for special identifiers to 
link two corporate entities. In other embodiments, presenta 
tion of the profile of an entity may be restricted to only those 
entities specifically identified by the entity. Presentation of an 
entity’s profile may also be restricted based on membership in 
the network or subgroups thereof. For example, an entity's 
profile (or portions thereof) may not be visible to any other 
entity that is not part of the network, is not part of a subgroup 
to which the entity belongs (e.g., a group that manufactures a 
particular type of product or provides a particular type of 
service), and/or is not directly connected to the entity within 
the network. 

0232. In one exemplary embodiment, the presentation of 
an entity’s profile (5020) includes providing a graphical rep 
resentation of connections between the entity and other enti 
ties within the network. In one exemplary embodiment, a 
graphical representation showing multiple corporate entities 
and the manner in which they are connected to each other is 
includes the use of lines showing the connections between 
various entities. In some embodiments, the thickness of the 
lines between different entities may vary based on factors 
such as the duration of the connection between the respective 
entities, the number of payment transactions performed by 
the respective entities, the aggregate amount of payment 
transactions performed, and/or any other desired factor. Con 
nections between entities (such as a line) may include a 
selectable link for displaying additional information regard 
ing the connection between entities. Subgroups of different 
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entities may likewise be shown graphically (e.g., using 
boundaries Surrounding each Subgroup). 
0233. The credibility rating may be any numerical or non 
numerical format. For example, the credibility rating may be 
tied to a 100-point scale, a letter-grade system (e.g., "A+. 
“A.” “A-.” “B+, etc.), and/or anotherformat. Alternatively or 
additionally, the individual factors contributing to the cred 
ibility rating of a corporate entity may be shown. Among 
other things, this provides transparency to the credibility rat 
ing system and allows corporate entities to more easily dis 
pute errors in the calculation of the credibility ratings. 
0234. The credibility rating may be higher or lower for a 
corporate entity that is part of a particular Subset of corporate 
entities within the network of entities. For example, an entity 
that is a member of a group of companies that collectively 
have a high track record of Successful payment transactions 
may receive an increase in its credibility rating simply by 
belonging to the group. On the other hand, a company belong 
ing to a Subset of companies having a poor track record of 
payment transactions may receive a decrease in its credibility 
rating. In some embodiments, corporate entities may be pro 
vided with an option to self-verify themselves using, for 
example, a service provided by the provider of the network or 
a 3rd party service. In this manner, a corporate entity can 
proactively provide information to help define an accurate 
credibility rating for itself. 
0235 A second corporate entity can review a first corpo 
rate entity's profile and decide (e.g., based on the first corpo 
rate entity's credibility rating) whether to connect with the 
first entity. In method 5000, systems operating in conjunction 
with the present disclosure may receive a connection request 
(5025) from the secondentity wishing to connect with the first 
entity. The communication request may be transmitted, for 
example, in response to a user of the second entity selecting 
the “Connect” button 4915 displayed in the first company's 
profile page 4910. Connection requests may be received from 
corporate entities in any other suitable manner, Such as via 
email, telephone, or using another communication method. 
0236. A connection between two corporate entities may be 
established (5030) in response to receiving the connection 
request (5025). The connection between two entities may be 
established in any desired manner, such as is described above 
with regards to FIG. 48. In some embodiments, establishing a 
connection between two corporate entities may result in addi 
tional information being presented (5035) in the profiles of 
the connected entities that is not available to non-connected 
entities. In some embodiments, a corporate entity may select 
the information that is shown to various connected entities, 
Such that not all connected entities see the same information 
for a given entity. Any desired additional information may be 
provided Subsequent to the connection of two entities, such as 
information regarding payment transactions between entities 
in the network, information on the connection between two 
corporate entities (e.g., when the connection was established, 
who requested the connection, the number of transactions 
completed by the two connected entities, the amounts of Such 
transactions, the goods and services exchanged between the 
two entities, etc.). 
0237 Embodiments of the present disclosure may receive 
terms (5040) defining one or more agreements between the 
corporate entities in the network. In some embodiments. Such 
agreements can be stored and viewed as part of a corporate 
entity's profile. In some such embodiments, agreements may 
only be viewable by the corporate entities that are party to the 
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agreement. In other embodiments, an agreement may be 
viewable by corporate entities that a party to an agreement 
expressly allows to see the agreement. 
0238 Embodiments of the present disclosure may effect 

(i.e. facilitate) payment transactions (5045) between different 
corporate entities in the network of entities. Payment trans 
actions may be effected independent of, or through, the net 
work of corporate entities. Embodiments of the present dis 
closure may effect any type of transaction in any desired 
manner, including any of the transactions using the payment 
processing methods described previously. 
0239. In one exemplary embodiment, effecting a payment 
transaction includes receiving, from a first corporate entity, a 
request for payment from a second corporate entity. The 
payment request is provided to the second corporate entity, 
and a payment from the second entity is received in response. 
The payment is then provided to the first corporate entity. In 
Some embodiments, a fee may be charged to the first entity, 
the second entity, or both for effecting the payment transac 
tion, and Such fees need not be the same. Payment transaction 
may be facilitated between any number of different entities in 
the network. 
0240 Payment transactions between corporate entities in 
a network may be monitored for a variety of purposes, such as 
to display a history of transactions between two connected 
entities. In some embodiments, the credibility rating of a 
corporate entity may be updated (5050) based on criteria such 
as a single transaction between the entity and another entity in 
the network and/or the entity’s payment transaction history 
with multiple entities. The updated credibility rating may 
then be displayed in the entity’s profile (5055). 
0241. In cases where the terms of an agreement between 
two or more entities are received by the embodiments of the 
present disclosure (5040), the credibility rating for an entity 
may be updated based on satisfaction of the agreement terms 
as they apply to the entity's payment transactions. For 
example, consider a first corporate entity that has a Supply 
contract agreement with a second corporate entity with terms 
that specify that (1) the first entity shall purchase at least 100 
widgets per month for 12 months, and (2) the first entity shall 
provide payment by the last day of each month. The credibil 
ity rating of the first entity may be raised after each monthly 
transaction where the first corporate entity purchases at least 
100 widgets and pays for the widgets in full by the last day of 
the month. Conversely, the credibility rating for the first entity 
may be lowered where the first entity fails to purchase 100 
widgets in a given month, fails to provide payment by the end 
of the month, or both. In this manner, embodiments of the 
present disclosure can dynamically maintain the credibility 
rating of an entity in the network by updating the rating after 
each transaction, after a predetermined number of transac 
tions have occurred, over a predetermined period of time, or 
a combination thereof. 
0242. In some cases, a system for inter-company pay 
ments may enable two entities, such as a company or other, 
similar organization, to connect in a virtual space, whether or 
not they have been working together. One company has, in 
this virtual space area, a page or other area of data available to 
users of the system, including data Such as, for example, 
name, address and other identifiers, and also, in particular, a 
rating of credibility that is based, for example, on Such criteria 
as certification by an approved agent, payment verifications, 
directionality of payments to other companies in the system, 
a prior Successful payment by an entity in the system, direc 
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tionality of interactions with other entities in the system, etc. 
When another company wants to enter into business with the 
first company, the other company can access the first compa 
ny’s data and use the credibility rating to decide whether to 
use the system to connect with the first company. In further 
cases, the request by the first company must be approved by 
the second company, and also, the request may have an 
attached payment. Additionally, a final confirmation by the 
first company may be required to enable the connection and/ 
or payment. 
0243 FIG. 51 is a block diagram of an exemplary system 
according to various aspects of the present disclosure. While 
FIG. 51 illustrates various components of a computer system, 
it is not intended to represent any particular architecture or 
manner of interconnecting the components. Other systems 
that have fewer or more components may also be used. 
0244. In FIG. 51, the system 5100 includes a computer 
system 5110 comprising a processor 5112, memory 5114, 
and user interface 5116. Computer system 5110 may include 
any number of different processors, memory components, 
and user interface components, and may interact with any 
other desired systems and devices in conjunction with 
embodiments of the present disclosure. 
0245. The functionality of the computer system 5110, 
including the steps of the methods described above (in whole 
or in part), may be implemented through the processor 5112 
executing computer-readable instructions stored in the 
memory 5114 of the system 5110. The memory 5114 may 
store any computer-readable instructions and data, including 
Software applications, applets, and embedded operating code. 
Portions of the functionality of the methods described herein 
may also be performed via Software operating on one or more 
of the client computing devices 5120. 
0246 The functionality of the system 5110 or other sys 
tem and devices operating in conjunction with embodiments 
of the present disclosure may also be implemented through 
various hardware components storing machine-readable 
instructions, such as application-specific integrated circuits 
(ASICs), field-programmable gate arrays (FPGAs) and/or 
complex programmable logic devices (CPLDs). Systems 
according to aspects of certain embodiments may operate in 
conjunction with any desired combination of software and/or 
hardware components. The processor 5112 retrieves and 
executes instructions stored in the memory 5114 to control 
the operation of the system 5110. Any type of processor, such 
as an integrated circuit microprocessor, microcontroller, and/ 
or digital signal processor (DSP), can be used in conjunction 
with embodiments of the present disclosure. A memory 5114 
operating in conjunction with embodiments of the disclosure 
may include any combination of different memory storage 
devices. Such as hard drives, random access memory (RAM), 
read only memory (ROM), FLASH memory, or any other 
type of volatile and/or nonvolatile memory. Data can be 
stored in the memory 5114 in any desired manner, such as in 
a relational database. 

0247. The system 5110 includes a user interface 5116 that 
may include any number of input devices (not shown) to 
receive commands, data, and other Suitable input. The user 
interface 5116 may also include any number of output devices 
(not shown) to provides the user with data, notifications, and 
other information. Typical I/O devices may include mice, 
keyboards, modems, network interfaces, printers, scanners, 
Video cameras and other devices. 
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0248. The system 5110 may communicate with one or 
more client computing devices 5120, as well as other systems 
and devices in any desired manner, including via network 
5130. The computer system 5110 and/or client computing 
devices 5120 may be, include, or operate in conjunction with, 
a laptop computer, a desktop computer, a mobile Subscriber 
communication device, a mobile phone, a personal digital 
assistant (PDA), a tablet computer, an electronic book or book 
reader, a digital camera, a video camera, a video game con 
sole, and/or any other Suitable computing device. 
0249. The network5130 may include any electronic com 
munications system or method. Communication among com 
ponents operating in conjunction with embodiments of the 
present disclosure may be performed using any suitable com 
munication method, such as, for example, a telephone net 
work, an extranet, an intranet, the Internet, point of interac 
tion device (point of sale device, personal digital assistant 
(e.g., iPhone(R), Palm Pilot(R), Blackberry(R), cellular phone, 
kiosk, etc.), online communications, satellite communica 
tions, off-line communications, wireless communications, 
transponder communications, local area network (LAN), 
wide area network (WAN), virtual private network (VPN), 
networked or linked devices, keyboard, mouse and/or any 
Suitable communication or data input modality. Systems and 
devices of the present disclosure may utilize TCP/IP commu 
nications protocols as well as IPX, Appletalk, IP-6, NetBIOS, 
OSI, any tunneling protocol (e.g. IPsec, SSH), or any number 
of existing or future protocols. 

Sharing Transaction Information by Object Tracking of 
Inter-Entity Transactions and News Streams 
0250 Embodiments of the present disclosure may be used 
to enable multiple entities having interests in an event (Such as 
a transaction) to receive and view information related to the 
event. Among other things. Such embodiments allow entities 
to receive alerts and status information related to different 
aspects of a transaction or other event. 
0251 FIG. 52 depicts an exemplary method 5200 accord 
ing to various aspects of the present disclosure. Method 5200 
(or portions thereof) may be performed via software operat 
ing on one or more computer systems, including any of the 
systems described previously. Method 5200 includes receiv 
ing a request to process a transaction from an entity (5205), 
identifying one or more business objects related to the trans 
action (5210), and generating information regarding the one 
or more business objects (5215). Method 5200 further 
includes updating the business object information (5220), 
receiving a subscription request to receive alerts based on the 
business object (5225), generating one or more alerts (5230), 
and providing the one or more alerts to one or more entities 
(5235). Method 5200 also includes receiving a request for 
business object information from an entity (5240), providing 
the requested information (5245), and updating alerts (5250). 
0252 Embodiments of the present disclosure may identify 
business objects (5210) for any requested transaction (5205), 
including payment processing transactions or any type other 
transaction described previously. Business objects may 
include a party to a transaction or another entity, Such as a 
customer, a vendor, a corporate entity, a business contact, 
Subsidiaries or partners of corporate entities, an employee or 
agent of a corporation, a department in a corporation, and 
combinations thereof. Business objects may also include 
various events, information, and items associated with a 
transaction Such as bills, invoices, credits, payments, refunds, 
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deposits, notes, return authorizations, sales orders, opportu 
nities, estimates, inventory items, documents, attachments, 
purchase requests, requisitions, purchase orders, locations, 
accounts, receipts, and combinations thereof. 
0253) Information on a business object may be generated 
(5215) in any desired manner according to any desired crite 
ria. For example, information on business objects may be 
generated to track the various steps of a transaction as well as 
modifications to the state of a particular business object as a 
transaction progresses. Information on business objects may 
be grouped and categorized in any desired manner, and Such 
information stored for future retrieval (e.g., in a database). In 
Some exemplary embodiments, information on business 
objects from past transaction may be analyzed to generate a 
report. As described in more detail below, information on 
business objects may be used to generate alerts. 
0254 Any number of different business objects may be 
identified for a given transaction. In some cases, for example, 
it may be desirable to identify all of the different aspects of the 
transaction. In other cases, it may be preferable to only iden 
tify a subset of the possible business objects. A variety of 
different information may be associated with a business 
object, Such information on a past, current, or future State of 
the business object. Business objects may have any number 
for Such states. For example, a business object that includes an 
invoice may have the following states: invoice creation, 
invoice transmittal to an entity, receipt of the invoice by the 
entity, approval of the invoice by the entity, scheduling the 
invoice payment date, giving instructions for payment, and 
receipt of payment. 
0255 Information regarding a business object (such as its 
state) may be updated (5220) in response to a variety of 
events, such as events occurring in the course of processing a 
transaction. In the previous example, the States of a business 
object (e.g., an invoice) may change as the transaction 
progresses. In response to an event associated with a transac 
tion occurring, the state of a business object may be updated 
from one state to another. Other information regarding the 
business object may be updated as well. Events may cause the 
information for multiple business objects to be updated, and 
the update of information in a first business object may like 
wise cause information in a second business object to be 
updated. In this manner, the information pertaining to the first 
business object can be updated in conjunction with the infor 
mation for any other related business objects, thus helping to 
ensure that the information for all business objects related to 
a transaction stays updated. Events that may cause the infor 
mation for a business object to be updated may include, for 
example, a particular date or time occurring, a particular user 
or representative from a particular entity accessing informa 
tion or taking another action related to a transaction, an event 
occurring in a different related transaction, the failure for an 
eventor action related to a transaction or business object (e.g., 
Such as an invoice or a payment not acted upon) within a 
predetermined time period, or any other event related to a 
transaction. 

0256 Information regarding a business object (such as 
information on the past, current, or future State of a business 
object) may be provided to various entities in any desired 
manner, such as through alerts generated based on the infor 
mation (or change thereof) in business objects. In some exem 
plary embodiments, entities who wish to receive information 
regarding one or more business objects related to a transac 
tion (e.g., because the entities are involved in the transaction 
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in some way) send a Subscription request to a system imple 
menting the embodiment. Systems and devices implementing 
the embodiments of the present disclosure may receive such 
subscription requests (5225) that identify specific transac 
tions and/or business objects, as well as types or classes of 
business objects, about which the entity wishes to receive 
information. Subscription requests may identify any number 
of different business objects in this manner. 
0257 Subscription requests may also identify specific 
transactions or types of transactions about which the entity 
wishes to receive information. In one embodiment, a set of 
business objects may be selected automatically based on the 
identification of a transaction or type of transaction, and 
information related to the selected set of business objects 
provided to the Subscribing user in real-time or near-real-time 
as the identified transactions occur. The entity may override, 
change, or Supplement the business objects automatically 
selected in this manner. 

0258 Alerts may be generated (5230) to track the progress 
of and provide other information regarding, a transaction and 
its associated business objects. Alerts may be generated based 
on the presence, absence, or change to information related to 
a business object. Alerts may also be generated to request an 
entity to take an action or provide information related to the 
transaction. In the case of the representative invoice states 
described above, for example, an alert may be generated 
requesting an entity to approve the invoice in order to move 
beyond the “approval of the invoice by the entity” state. In 
another example, an entity may send a note to another entity 
upon being alerted that the other entity has taken an action 
(e.g., approving an invoice). Such actions may then cause 
information (including State information) for various busi 
ness objects to be updated (5220) as a result. 
0259 Alerts may contain a variety of information, includ 
ing information regarding transactions as well as information 
regarding entities and business objects related to transactions. 
Alerts may be provided (5235) to an entity in any desired 
manner, such as via electronic communication (e.g., email, 
SMS text, etc.) as well as by displaying the alert via a user 
interface. Information regarding transactions, entities, and/or 
business objects may be included in the alert itself. In some 
embodiments, information may be accessed by an entity via 
links provided within the alert. 
0260 Alerts may be generated in any desired manner 
according to any desired criteria. In some exemplary embodi 
ments, alerts for a particular entity are generated according to 
a set of rules defined for the entity. The set of rules may be 
defined by the entity itself, a system providing the alerts, a 
third party, or combinations thereof. For example, informa 
tion included in an alert may be selected based on preferences 
supplied by the entity, as well as based on the role of the entity 
in the transaction. In this manner, alerts can Supply different 
information to different entities in a manner that is both useful 
to the receiving entities and appropriate for their respective 
roles in a transaction. 

0261 Alerts may be generated (5230) and/or provided 
(5235) in real-time or near-real-time as events occur that 
cause state information and other information related to busi 
ness objects and transactions to be updated. Alerts can also be 
generated and/or provided at periodic intervals. Entities may 
limit the number of alerts in a particular time period (e.g., per 
day or per week) as well as putting other restrictions on the 
number and/or type of alerts they receive. 
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0262 Requests for any type of information (e.g., informa 
tion related to transactions, business objects, and/or entities) 
may be received (5240) and such information provided 
(5245) by embodiments of the present disclosure. In some 
embodiments, a request for information may be generated in 
response to selection of a link in an alert provided to an entity. 
A request for information may also be generated via a status 
screen showing, for example, alerts and information on trans 
actions and business objects. A check may be made to Verify 
the requesting entity is entitled to receive the requested infor 
mation and, if so, the information can be retrieved and pro 
vided to the entity. 
0263 Alerts and/or requested information may be pre 
sented in a real-time or near-real time news-feed stream (e.g., 
to a user interface). For example, a first entity could track a 
bill approved by a second entity via an alert that was gener 
ated and provided in response to the second entity approving 
the bill. As with alerts, entities may selects objects or group of 
objects (or feeds) as a Subscription service to indicate that 
they are interested in events affecting those objects and wish 
to be alerted to such events and/or to have information regard 
ing Such objects provided to them (e.g., via the entity's news 
feed). 

Enhanced System and Method for Scanning and Processing 
of Payment Documentation 
0264. Embodiments of the present disclosure may be used 
to scana check or other payment instrument into an image file 
and apply a credit to one or more invoices associated with the 
entity, Such as invoices issued by a business partner of the 
entity originating the check. Where there are multiple 
invoices outstanding invoices, embodiments of the present 
disclosure can selectively apply credits to Such invoices based 
on input from the entity and/or based on rules defining how 
such credit are to be applied to the invoices. 
0265 A computer-implemented method according to one 
embodiment of the present disclosure enables a user to scan in 
an image of a check or other payment instrument into an 
image file. The image may be scanned in any desired manner, 
Such as by using a Web-based or mobile application to com 
mand a scanning device in communication with an account 
ing module on the system. Scanning devices can include, but 
are not limited to, cameras, mobile devices with cameras, 
multifunction printers with scanners, dedicated document 
scanners, check scanners and double sided document and 
check scanners. In some cases, different computer systems 
may be used for scanning and for processing and user inter 
action. In other cases, the same computer system may be used 
to perform Such functions. 
0266. In the case where the payment instrument being 
scanned is a paper check, either one or both sides of the check 
may be scanned. If the back of the check is not scanned, the 
system may take a backside image from a standard endorse 
ment image stored in a database. The system could automati 
cally determine the entity from which the check originated, as 
well as which invoice(s) need to be paid. In some cases, either 
alternatively or additionally, the system could prompt a user 
to identify the entity from which the payment was received 
and the invoice(s) that the check should be applied to. 
0267. The system may apply credit to the invoice of the 
business partner issuing the check, deposit the check, store 
the image of it, close out one or more open invoices in the 
invoicing system, and synchronize the information to what 
ever accounting system the user is employing. Furthermore, if 
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more than one invoice associated with an entity is open (e.g., 
from one or more business partners of the entity), the user 
maybe prompted to select how to apply credit to the invoices, 
and the user's response may then be analyzed and used to 
create a set of rules for future use. Alternatively, a set of 
previously established rules may be retrieved and used in 
determining how to apply credits to the invoices. 
0268 FIG. 53 is a block diagram of an exemplary system 
5300 according to various aspects of the present disclosure. In 
this example, scanning device 5301 may include one or more 
scanners, including a single-side scanner or a double-side 
scanner. The scanning device 5301 may be integrated with 
another computer system, Such as an automatic teller machine 
(ATM) that offers double-sided scanning of checks or other 
documents for banking purposes. 
0269. The scanning device 5301 is connected to comput 
ing device 5302, which contains multiple sets of programs 
and data 5303a-n. Computing device 5302 is also connected 
to data store 5304. In this example, data store 5304 is depicted 
as being a single physical store, though the data store in 
alternate embodiments could include a virtual data store, a 
networked system of data storage devices, the local cache of 
a cloud storage area, or any other, similar storage systems and 
devices. 

(0270. Within Internet cloud 5305 lies system 5306 that 
may include systems such as system 105 and system 1609 
disclosed previously. System 5306 may be used to combine 
multiple pieces of Software into one integrated payment sys 
tem. A check or other payment instrument, such as a bank 
draft, etc. may be scanned in scanning device 5301, and then 
the image may be sent to payment system 5306. 
0271 FIG. 54 shows an exemplary process 5400 accord 
ing to various aspects of the present disclosure. In method 
5400, a payment instrument (such as a check) is scanned 
(54.05). The image may be scanned using any suitable device, 
including those described above. Various combinations of 
hardware and Software may be used to Scan the image. In the 
case of an automated teller machine, a mobile device, or other 
computing device, for example, a software application may 
be used to control a scanner that scans one or both sides of a 
paper check. Viability metrics for the image may be deter 
mined (5410). If the viability metrics for the scanned image 
are below a predetermined threshold (e.g., some or all of the 
image is illegible), the image may be re-scanned. Them image 
may be stored (5415) in a database (such as data store 5304) 
for later retrieval. 
0272. The entity originating the payment instrument may 
be identified (5420) from the scanned image. In some cases 
the system may use optical character recognition (OCR) or 
other method of analysis to identify the entity (i.e., the Payor) 
of the payment instrument. The entity may be identified by 
comparing information in the scanned image to information 
regarding the entity that is stored in a database. Alternatively 
or additionally, the system could prompt (5425) a user (such 
as a representative or agent of the entity originating the check) 
to identify the entity originating the payment instrument as 
well as the invoice(s) that the payment instrument should be 
applied to. 
0273. One or more invoices associated with the entity that 
originated the payment instrument may be identified (5430). 
The system may identify one or more open invoices from the 
coupled accounting system. A credit from the payment instru 
ment may be applied (5435) to one or more outstanding 
invoices for the entity. Credits from the payment instrument 
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may be applied in any suitable manner. For example. If only 
one invoice is currently open, the credit may be applied to the 
invoice and any remainder held over for future invoices. 
Where multiple outstanding invoices exist (i.e., issued to the 
entity from one or more business partners of the entity), then 
application of the credit to multiple invoices may be per 
formed automatically in response to retrieving a set of rules 
from a database (e.g., data store 5304) and applying the credit 
to one or more invoices inaccordance with the retrieved rules. 

0274 Payments to multiple invoices may also be per 
formed by prompting a user to identify one or more invoices 
to which the credit should be applied, and applying the credit 
in response to the resulting input from the user. In Such cases, 
the system may presentall the open options to the user. At this 
step, the system may need to pull additional data from store 
5403 or from some other system that is connected to this 
particular system. The user may select from the various 
options, and the system then accepts the user's selection and 
applies the payment in accordance with the selected option. 
The system may then use the user's responses defining how 
invoices should be paid to generate rules for applying pay 
ments to future invoices. Such prompts may be provided to 
the user using the same computing device performing the 
scanning of the payment instrument. Alternatively, the 
prompts may be provided to the user via a second computer 
system in communication with the computer system perform 
ing the scanning 
0275 Embodiments of the present disclosure may syn 
chronize applied credits (5440) with the accounting system of 
an entity originating the payment instrument. For example, in 
response to applying a credit to an invoice that pays the 
invoice in full, the system may close out an open invoice in the 
entity's accounting system. 
0276 Various embodiments of the present disclosure may 
be implemented in computer hardware, firmware, Software, 
and/or combinations thereof. Methods of the present disclo 
Sure can be implemented via a computer program instructions 
stored on one or more non-transitory computer-readable stor 
age devices for execution by a processor. Likewise, various 
processes (or portions thereof) of the present disclosure can 
be performed by a processor executing computer program 
instructions. Embodiments of the present disclosure may be 
implemented via one or more computer programs that are 
executable on a computer system including at least one pro 
cessor coupled to receive data and instructions from, and to 
transmit data and instructions to, a data storage system, at 
least one input device, and at least one output device. Each 
computer program can be implemented in any suitable man 
ner, including via a high-level procedural or object-oriented 
programming language and/or via assembly or machinelan 
guage. Systems of the present disclosure may include, by way 
of example, both general and special purpose microproces 
sors which may retrieve instructions and data to and from 
various types of Volatile and/or non-volatile memory. Com 
puter systems operating in conjunction with the embodiments 
of the present disclosure may include one or more mass 
storage devices for storing data files, which may include: 
magnetic disks, such as internal hard disks and removable 
disks; magneto-optical disks; and optical disks. Storage 
devices Suitable for tangibly embodying computer program 
instructions and data (also called the “non-transitory com 
puter-readable storage media') include all forms of non-vola 
tile memory, including by way of example semiconductor 
memory devices, such as EPROM, EEPROM, and flash 
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memory devices; magnetic disks Such as internal hard disks 
and removable disks; magneto-optical disks; and CD-ROM 
disks. Any of the foregoing can be Supplemented by, or incor 
porated in, ASICs (application-specific integrated circuits) 
and other forms of hardware. Further, the terms 'screen.” 
“window,” “display,” etc. may be used interchangeably. 
0277 Changes and modifications may be made to the dis 
closed embodiments without departing from the scope of the 
present disclosure. These and other changes or modifications 
are intended to be included within the scope of the present 
disclosure, as expressed in the following claims. 
What is claimed is: 
1. A computer-implemented method comprising: 
Scanning, by a computer System, an image of a payment 

instrument; 
identifying, by the computer system and based on the 

Scanned image, an entity originating the payment instru 
ment; 

identifying, by the computer system, an invoice associated 
with the entity; and 

applying, by the computer system, a credit from the pay 
ment instrument to the identified invoice. 

2. The method of claim 1, further comprising: 
identifying a plurality of invoices associated with the 

entity; and 
applying the credit from the payment instrument to at least 
two of the plurality of invoices. 

3. The method of claim 2, wherein applying the credit from 
the payment instrument includes prompting a user to identify 
the invoices to which the credit is to be applied. 

4. The method of claim 3, wherein the prompts are pro 
vided to the user via a second computer system in communi 
cation with the computer system. 

5. The method of claim 3, further comprising generating a 
set of rules for applying payments to future invoices based on 
responses by the user to the prompts. 

6. The method of claim 2, wherein applying the credit from 
the payment instrument includes: 

retrieving a set of rules for applying the credit from a 
database; and 

applying the credit in accordance with the retrieved rules. 
7. The method of claim 6, wherein the set of rules are 

generated based on previous input from the entity used to 
apply credits to previous invoices. 

8. The method of claim 1, further comprising storing the 
scanned image in a database for later retrieval. 

9. The method of claim 1, further comprising synchroniz 
ing the applied credit with an accounting system associated 
with the entity. 

29 
Jan. 8, 2015 

10. The method of claim 9, wherein synchronizing the 
applied credit includes closing out an open invoice in the 
accounting system of the entity. 

11. The method of claim 1, wherein identifying the entity 
includes comparing information in the Scanned image to 
information regarding the entity that is stored in a database. 

12. The method of claim 11, wherein the information in the 
scanned image is determined using an optical character rec 
ognition analysis of the Scanned image. 

13. The method of claim 1, wherein the payment instru 
ment is a paper check, and wherein scanning the image of the 
check includes Scanning the front of the check. 

14. The method of claim 1, wherein the payment instru 
ment is a paper check, and wherein scanning the image of the 
check includes Scanning the back of the check. 

15. The method of claim 1, wherein the payment instru 
ment is a paper check, and wherein scanning the image of the 
check includes scanning the front of the check and the back of 
the check. 

16. The method of claim 1, wherein the payment instru 
ment is a paper check, and wherein scanning the image of the 
check includes Scanning the front of the check and retrieving, 
from a database, a standard endorsement image associated 
with the entity. 

17. The method of claim 1, further comprising determining 
viability metrics for the Scanned image. 

18. The method of claim 17, further comprising re-scan 
ning the image in response to the viability metrics being 
below a predetermined threshold. 

19. A tangible non-transitory, computer-readable medium 
storing instructions that, when executed by a computer sys 
tem, cause the computer system to: 

scan an image of a payment instrument; 
identify, based on the scanned image, an entity originating 

the payment instrument; 
identify an invoice associated with the entity; and 
apply a credit from the payment instrument to the identified 

invoice. 
20. A system comprising: 
at least one processor, and 
memory in communication with the at least one processor 

and storing instructions that, when executed by the pro 
cessor, cause the system to: 

scan an image of a payment instrument; 
identify, based on the scanned image, an entity originating 

the payment instrument; 
identify an invoice associated with the entity; and 
apply a credit from the payment instrument to the identified 

invoice. 


