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EStart a new UDRP Eile Miew 

UDRP Generator 

- Factual and Legal Grounds for the UDRP 

*Does a disputed domain contain links a complainant's competitor: 0 Yes @ N0 

*Does a disputed domain redirect to a competitor: 0 Yes (D No 

*Was the mark registered with the USPTO before 
all disputed domains were registered: 

(9 Yes 0 No 

xVllas the respondent's domain registered a?er the complainant's: @ Yes G No 

*Has the respondent ignored the complainant's attempts to resolve the dispute: @ Yes 0 No 

*ls a domain redirecting to the complainants site and 

profiting from it through an affiliate program 
0 Yes@ No 

*lsthe respondentaserial typo squatter: 0 Yes@ No 

*Does the respondent have other unrelated domains that 

are examples of typo squatting: 

*Does the respondent have false or incomplete WHOIS information: (9 Yes O No 

@ Yes() No 

*Does the respondent have the complainants mark spelled 

correctly on some domains: 
@ YesO No 

*Does the respondent have content and/or keywords related to 

the complainant for some domains: 
0 Yes@ No 

*Whiohluristriction should govern disputes: @ Registrar 0 Respondent 

Page9oft8 

FIG. 6 
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Back End 

I. lbinlScreencapturedaemon,pl I 

This rs a daemon, that will check for a seecr?c 
pathlto see lithe ul has place a newy‘o , rla 

newyob rs found it Wlll check the db to get the yob 
lnio, and the lt will call thumbpl 

— Checkjobs V 

V 

lbinlthumbpl 
This program will tale 2 earameters, the locatlon ot a llle which shouldlhave the sites to be 

4—r\_> processe , one per lrne, t. e second parameter rs the domain that this sites Wlll relate, ‘a thud 
parameter is optlonal and rt's the trme thathreiox Will have to render the page, atllnrtralrzatron 

lt will create a new Xvlb lnstance, then rtwrll call Ratpoison, and alter thatlrtwrll create a. 
Flreiox Instance, when this is ready, rt will read the srtelrst ?le open that site into lrreiox, wart 
tor render tlme, and capture the wrtual screen, ailerthe capture rs done, rt wrll chechior the 

sitenst ille size of the capture li lts below 25K it will wait for another rendertrme cycle and perform 
<—'\— another caeture, repeating this poll an specrhed number of iterations met, or a lie size rs 

bigger than 2 K, once this is done lt will update the job status in the db, and continue with the 
next site on the list, 

(- CENTOS ‘ \ 

Xvlb is an X server that can run on machines with no display hardware 
< and no physical input devices, lt emulates a dumb iramebuiler using 

virtual memory. 

Ratpoison is an extremely llght-welght and barebones wm modelled 
after screen 

newjob Firetox Web Browser 

\ 1 

o ----------------------------------------------------------------------------------- --o 

N Front End 
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This class contains all the logic to create a newiob, and 
check the status of a job, this is the APl for the ui and can 
be integrated in another system, or it can be called by a Class to em json Strings 

Res?ul sen/Ice which are used to communicate with 
thejavascripttrontend 

statusUpdatephp 
Get the status from ulraider, 
and returns the lean string 

Processphp 
This has the 

javasoript logic to call 
the getStatus, and 
update the intertaoe 

FIG. 9 (cont) 
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USER SELECTS WHICH TYPE OF TYPOS TO BE GENERATED INCLUDING INSERTED CHARACTER, MISSING CHARACTER, 
TRANSPOSED CHARACTERS, SYNONYM, PHONETIC MISSPELLINGS AND OTHER TYPES. USER SELECTS WHICH TLDS 
TO BE SEARCHED - .COM, .BIZ, .NET. .ORG, .US AND WHETHER TO INCLUDE "COMBO-SQUAT" RESULTS (TRADEMARK 

TERM SPELLED CORRECTLY OR INCORRECTLY IN COMBINATION WITH OTHER KEYWORD(S). 

V 

TYPO RESULTS MATCHED TO ZONE FILE DB 
ACROSS COMMON TLDS - .COM, NET, .US, 

.BIZ, ORG 

POSITIVE RESULTS ARE THOSE DOMAINS WITH A MATCH, 
EG. HAVE BEEN REGISTERED. 

I 
NEGATIVE RESULTS ARE THOSE DOMAINS WHICH ARE 
AVAILABLE FOR REGISTRATION. 

POSITIVE RESULTS LOADED INTO 
DB AND APPLICATION 

v 

SCREENSHOT (INCLUDING URL BAR) IS 
CAPTURED FOR EACH POSITIVE RESULT IS 
CAPTURED AND LOADED INTO DB AND 
APPLICATION. COLLECTIONS OCCURS 
USING SINGLE COMPUTER OR PROXIES 
(SINGLE COMPUTER WITH MULTIPLE 

VIRTUAL MACHINESIIP ADDRESSES OR 
MULTIPLE COMPUTERS/MULTIPLE IPS. 

THUMBNAIL IS CREATED OF EACH 
SCREENSHOT CAPTURED AND LOADED ONTO 
DB AND APPLICATION. 

I 
TRANSCRIPT DATA OUTLINING TRANSCRIPT DATA HAS THE ABILITY TO BE 

VISIBLE/INVISIBLE CLICK-PATH DATA FOR PARSED TO EXTRACT RELEVANT MONETIZER 
EACH DOMAIN IS CAPTURED FOR EACH , ID DATA - WHETHER CYBER SQUATTER IS 
POSITIVE RESULT AND LOADED INTO DB MONETIZING DOMAIN THROUGH PPC 

AND APPLICATION PROGRAM OR THROUGH AN AFFILIATE 
NETWORK. SUCH ID‘S HAVE THE ABILITY 

T TO BE LOADED INTO THE APPLICATION, 
SCREENSHOT AND TRANSCRIPT COLOR-CODED BY MONETIZATION TYPE, 

COLLECTION PROCESS RE-RUN FOR ANY AND LEVERAGED AS DATA POINT IN UDRP 
POSITIVE RESULTS WHICH EII-INGS 
EXPERIENCED TIME-OUT OR 

RESULTED IN INCOMPLETE RECORDS. 

I 
CONTINUE TO FIG. 10B 

FIG. 10A 
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USING SINGLE lP OR MULTIPLE IPS THROUGH PROXY 
SERVICES, APPLICATION RETRIEVES WHOIS INFORMATION 

RELATED To EACH TYPO DOMAIN. PRIMARY SOURCE 
RECORD IS WHOIS DATABASE ASSOCIATED WITH THE 
REGISTRAR ATTACHED To THE DOMAIN (WILD WEST 

DOMAINS WHOIS SERVICE, GODADDY WHO IS SER4VICE, 
ETC.) 
I 

INFORMATION RELATED TO THE REGISTRATION STATUS, 
CREATION AND EXPIRATION DATE OF THE TYPO DOMAIN, 
NAMESERVERS IN WHICH DOMAINS ARE HOSTED, IP 

ADDRESSES OF THE HOSTING SERVERS, REGISTRANT DATA 
(INCLUDING ADMIN, BILLING, CAN TECHNICAL CONTACT 

INFORMATION) IS COLLECTED. 

I 
THE RAW WHOIS INFORMATION CONTAINED ABOVE IS THEN 

PARSED TO MATCH THE FORMAT REQUIRED FOR THE 
APPLICATION/UDRP FILING. PARSING EXTRACTS THE 

RELEVANT INFORMATION FROM THE VARYING FIELDS AND 
FORMATS USED BY THE INDEPENDENT REGISTRARS AND 

POPULATES THE DATA INTO A COMMON SCHEMA. 

I 
ONE THE RAW WHOIS INFORMATION IS PARSED, IT IS 

EXTRACTED BY GROUPS (REGISTRAR) AND LOADED INTO 
THE DB AND APPLICATION 

I 
THE WHOIS CAPTURE PROCESS IS RE-RUN TO 

CAPTURE ANY FIELDS NOT CAPTURED DURING THE 
INITIAL RUN, OR FOR ANY RECORDS WHICH MAY HAVE 

TIMED OUT TO REGISTRAR SERVICE BLOCKING. 

I 
CONTINUE TO FIG. 10C 

FIG. 10B 
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FOR EACH TYPO DOMAIN RELEVANT TRAFFIC RANKING 
AND VISITOR TRAFFIC METRICS FOR EACH TYPO DOMAIN 
ARE COLLECTED USING THIRD PARTY APIS PROVIDED BY 

COMPETE, INC., AND ALEXA INC. 

I 
MOST CURRENT INFORMATION COLLECTED BY DOMAIN 
FOR THOSE TYPOS WHICH REGISTER WITH ALEXA. THE 
LAST 12 MONTHS‘ COMPETE TRAFFIC DATA AS CAPTU RED 
FOR EACH DOMAIN. AND LOADED INTO THE DB. THE 

LAST NON-ZERO RECORD NOTED FOR BOTH ALEXA AND 
COMPETE TRAFFIC IS EXTRACTED AND LOADED INTO THE 

APPLICATION 

I 
INCOMPLETE OR TIMED-OUT TYPOS ARE RE-RUN 

TH ROUGH ALEXA AND COMPETE API'S TO 
COMPLETE MISSING RECORDS. 

FIG. 10C 
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KEYWORD SECONDS UNTIL 
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START PROCESSING BACKGROUND API 
THE JOB IN 

BACKGROUND 

CHECK IF 
KEYWORD |s RECOLLECT 

ALREADY ON [)5 WAS REQUESTED ENDS 

NO START FETCHING YES 
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TO THE JOB DOMAIN |s ALREADY THE JOB 
KEYWORD IN THE DB KEYWORD 

FIG. 11 



US 2013/0007271 A1 

SYSTEM AND METHOD FOR COMBATING 
CYBERSQUATTING 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of US. patent 
application Ser. No. 12/683,378, ?led on Jan. 6, 2010, Which 
claims the bene?t of US. provisional application No. 61/142, 
851, ?led Jan. 6, 2009, the disclosures of Which are hereby 
incorporated by reference in their entirety. 

BACKGROUND 

[0002] 1. Field 
[0003] The present disclosure relates to computer systems 
for combating cybersquatting. 
[0004] 2. Description of the Related Art 
[0005] Various types of marketing programs and systems 
exist for driving tra?ic to Websites. For example, Google and 
other entities operate various types of cost-per-click (“CPC”) 
programs in Which the advertiser pays a CPC fee When a user 
clicks on one of its ads. In some cases, the ads are displayed 
on the Websites of third party “ad publishers” Who participate 
in such programs in exchange for a portion of the CPC rev 
enue. 

[0006] Another type of marketing program is knoWn as 
a?iliate marketing. In an a?iliate marketing program, Website 
operators, referred to as “af?liates,” drive traf?c to e-com 
merce sites in exchange for being paid a fee When the referred 
user conducts a transaction. For example, if a user selects an 
advertisement or other link on an a?iliate site to access the 

e-commerce site of a merchant, and then completes a pur 
chase, the merchant may pay the af?liate a fee. These fees are 
commonly referred to as “cost-per-action” (CPA) or “pay 
per-action” fees. The amount of the CPA fee may depend on 
the type of transaction conducted, the dollar amount involved, 
and/ or other factors. 

[0007] Some merchants operate their oWn af?liate market 
ing programs. In other cases, an intermediary, sometimes 
referred to as an a?iliate netWork provider, is involved. The 
a?iliate netWork provider may handle such tasks as signing 
up and managing relationships With af?liates, tracking refer 
rals and resulting transactions, calculating and paying CPA 
fees, and (in some cases) dynamically serving advertisements 
for display on af?liate Web pages. Regardless of Whether an 
a?iliate netWork provider is used, the referrals are typically 
tracked using unique a?iliate identi?ers that are assigned to 
the af?liates and encoded in the outgoing/paid links. 
[0008] With the advance of online advertising, online trade 
mark infringement has become a major issue for e-retailers, 
brand holders, and the online advertising industry in general. 
With up to 20% of all hand-typed URLs being misspelled, a 
large market has emerged for “typo” domain names that 
exploit and monetiZe accidental traf?c at the brand holder’s 
expense. This practice, knoWn as cybersquatting or 
typosquatting, costs brand holders millions of dollars each 
year in lost revenues and a?iliate fraud (false activity gener 
ated by an a?iliate in an attempt to generate illegitimate 
revenue.) 
[0009] Cybersquatters have traditionally made money in a 
variety of Ways. For example, a cybersquatter may register a 
typo domain, and then offer it to the legitimate brand holder 
for a relatively high price. Some cybersquatters put up 
derogatory remarks about the person or company the domain 
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is meant to represent in an effort to encourage the subject to 
buy the domain from them. Other cybersquatters monetiZe 
their efforts by posting paid (CPC or CPA) links from the typo 
domain site to one or more legitimate sites, typically via 
participation in an advertising or a?iliate marketing program. 

[0010] Companies that desire to gain control over a 
typosquatting domain generally have three options available 
to them. First, they can contact the registrant of the typosquat 
ting domain and either demand that it be relinquished (e. g., 
through a cease-and-desist letter) or attempt to negotiate its 
purchase. When this option Works, it is usually the least 
expensive approach. HoWever, such communications are fre 
quently ignored by the typosquatters. 
[0011] Second, the companies can ?le a laWsuit, typically 
under the Anti-Cybersquatting Consumer Protection Act of 
1999. This option is frequently the most expensive and also 
the sloWest, but it has some advantages, particularly concem 
ing foreign registrants and also concerning the possible aWard 
of monetary damages. 
[0012] Finally, the companies can use the Uniform Domain 
Name Resolution Policy (UDRP) process developed by the 
Internet Corporation for Assigned Names and Numbers 
(ICANN). A UDRP complaint may initiate a UDRP proceed 
ing With an approved dispute resolution service provider. 
Under UDRP policy, successful complainants can have the 
domains deleted or transferred to their oWnership. This 
choice is fairly inexpensive, typically costing a feW thousand 
dollars in ?ling fees and preparation. It is also relatively 
quickiusually lasting about tWo months. Finally, the UDRP 
has the advantage of being internationally binding. 
[0013] All of these tools are appropriate to consider When 
dealing With a handful of infringing domains. HoWever, When 
the quantity of typosquatting domains increases, the costs 
associated With combating typosquatting groW exponentially. 
For instance, suppose a company has 250 typosquatting 
domain names to deal With and that each UDRP costs $2,000. 
The company noW has a $500,000 expense to justify. Further, 
the task of preparing such a large number of UDRP ?lings, 
including gathering evidence of fraudulent activity, can be 
daunting. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] The foregoing aspects and many of the attendant 
advantages of this disclosure Will become more readily appre 
ciated as the same become better understood by reference to 
the folloWing detailed description, When taken in conjunction 
With the accompanying draWings, Wherein: 
[0015] FIG. 1 is a block diagram of the system according to 
one embodiment. 

[0016] FIG. 2 illustrates the components of a system for 
combating cybersquatting, in accordance With one embodi 
ment of the invention. 

[0017] FIG. 3 illustrates a sequence of steps that may be 
performed by the trademark and brand protection system of 
FIG. 1, in accordance With one embodiment of the invention. 

[0018] FIG. 4 illustrates one example of a type of cyber 
squatting report that may be generated, in accordance With 
one embodiment of the invention. 

[0019] FIG. 5 illustrates a more detailed sequence of steps 
that may be performed by the trademark and brand protection 
system during the analysis step of FIG. 3, in accordance With 
one embodiment of the invention. 
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[0020] FIG. 6 illustrates one example of a user interface of 
a software Wizard for entering data during the analysis step of 
FIG. 3, in accordance With one embodiment of the invention. 
[0021] FIG. 7 illustrates more detailed components of a 
system for combating cybersquatting, in accordance With one 
embodiment of the invention. 
[0022] FIG. 8 shoWs one example of a system con?gura 
tion, in accordance With one embodiment of the invention. 
[0023] FIG. 9 shoWs one example of a software architec 
ture, in accordance With one embodiment of the invention. 
[0024] FIG. 10 illustrates another sequence of steps that 
that may be performed by the trademark and brand protection 
system of FIG. 1, in accordance With one embodiment of the 
invention. 
[0025] FIG. 11 illustrates an exemplary sequence of steps 
that may be performed by the trademark and brand protection 
system of FIG. 1 to purchase domains, in accordance With one 
embodiment of the invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0026] Embodiments of the invention Will noW be 
described With reference to the accompanying ?gures, 
Wherein like numerals refer to like elements throughout. The 
terminology used in the description presented herein is not 
intended to be interpreted in any limited or restrictive manner, 
simply because it is being utiliZed in conjunction With a 
detailed description of certain speci?c embodiments of the 
invention. Furthermore, embodiments of the invention may 
include several novel features, no single one of Which is 
solely responsible for its desirable attributes or Which is 
essential to practicing the inventions herein described. 
[0027] Systems, methods, and computer-readable media 
are disclosed that enable a customer to combat cybersquat 
ting. More speci?cally, systems, methods, and computer 
readable media are disclosed that may recover cybersquatted 
domains for the customer and refer traf?c from the recovered 
domains to the customer for a fee. 

[0028] For example, in one embodiment, a method for com 
bating cybersquatting is provided. The method comprises 
providing a Webpage to a user for submitting a trademark to 
be monitored for potential typosquatting, receiving the sub 
mitted trademark, and generating a list of typo domains for 
the submitted trademark. The method then collects data asso 
ciated With the typo domains and groups the typo domainss 
based on predetermined criteria, Wherein the predetermined 
criteria comprises at least one of (a) IP address associated 
With the typo domains and (b) a?iliate ID associated With the 
typo domains. In addition, the method prepares a document 
that includes the grouped domains With their associated col 
lected data. 
[0029] FIGS. 1-11 illustrate various exemplary embodi 
ments of the invention, Wherein the cybersquatting activity 
includes typosquatting. One of ordinary skill in the art, hoW 
ever, Will appreciate that embodiments of the invention may 
be implemented for other types of cybersquatting or trade 
mark infringement. 
[0030] FIG. 1 illustrates an exemplary system environment 
200 for implementing embodiments of the invention. As 
shoWn in FIG. 1, system 200 may comprise multiple com 
puter systems, such as a trademark and brand protection 
(“TMBP”) system user 210 (implemented as a “client”), a 
USPTO system 220, af?liate netWork 230, a?iliate sites 235, 
UDRP system 240, TMBP system user Web site 250, and 
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TMBP system 100 (implemented as a server system). These 
various components may be connected and communicate 
With one another through any suitable netWork 260, including 
the Internet. The a?iliate sites 235, a?iliate netWork 230, 
USPTO system 220, TMBP system user Web site 250, and 
TMBP system user 210 may be conventional, preexisting 
systems operated by their respective entities. 
[0031] The TMBP system user 210 may comprise any com 
puting system used to perform tasks of some embodiments of 
the invention. In one embodiment, the TMBP system user 210 
is maintained by a trademark holder involved in online adver 
tising that is potentially a victim of cybersquatting and is a 
customer of TMBP system 100. TMBP system user 210 is 
provided a Web interface such that a customer may interact 
With TMBP system 100. TMBP system user 210 may be 
located at any location, such as a customer’s home, o?ice, or 
kiosk, etc. Additionally, one skilled in the art Will appreciate 
that any number of TMBP system users may be provided to 
enable access to system 100 by customers of an entity, such as 
an incorporated corporation for combating cybersquatting. 
[0032] Moreover, TMBP system user 210 may have estab 
lished click advertising payment programs (“pay-per-click”) 
With a?iliate netWork 230. A?iliate netWork 230 acts as an 
intermediary betWeen af?liate sites 235 and (merchant) 
TMBP system user 210. It alloWs af?liates to ?nd a?iliate 
programs, Which are suitable for their Website and it helps 
Websites offering a?iliate programs reach its target audience. 
In one embodiment, the trademark holder associated With 
TMBP system user 210 agrees to pay each af?liate site for 
each user Who clicks through from the a?iliate site to TMBP 
system user Web site 250. That is, if a user vieWs a Web page 
served from the af?liate site, and then clicks on a hypertext 
link (e.g., banner ad, logo, text, etc.) in that page to TMBP 
system user Web site 250, then the associated trademark 
oWner (via the a?iliate netWork) oWes the a?iliate some pre 
determined amount of money. The trademark oWner runs a 

click-through payment program in order to motivate af?liates 
to prominently display ads for the trademark oWner on its Web 
pages. 

[0033] TMBP system 100 is maintained by an entity that 
combats cybersquatters on behalf of customers, such as the 
trademark holder associated With TMBP system user 210. In 
a preferred embodiment, TMBP system 100 is maintained by 
a trademark holders’ representative that ?les UDRP actions 
against potential cybersquatters of the trademark holders. 
[0034] USPTO system 220 is maintained by the United 
States Patent & Trademark O?ice. USPTO system 220 pro 
vides access to registered trademarks. UDRP system 240 is 
maintained by ICANN. UDRP system 240 accepts UDRP 
?lings and TMBP system 100 submits UDRP ?lings to UDRP 
system 240. 

[0035] FIG. 2 illustrates a more detailed diagram of an 
exemplary TMBP system 100 according to one embodiment. 
In this example, TMBP system 100 facilitates the preparation 
and ?ling of UDRP actions on behalf of customers, such as 
victims of cybersquatting. 

[0036] As illustrated in FIG. 2, TMBP system 100 includes 
a computing platform 110, an input module 120, an output 
module 130, a memory 135, and a customer database 140. 
Computing platform 110 may be adapted to process input 
information received from input module 120. Computing 
platform 110 may further be adapted to provide output infor 
mation to output module 130. Additionally, computing plat 
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form 110 may access information in customer database 140 
for use in performing methods of some embodiments of the 
present invention. 
[0037] Computing platform 110 may comprise a general 
purpose computer (e.g., a personal computer, network com 
puter, server, or mainframe computer) having a processor that 
may be selectively activated or recon?gured by a computer 
program to perform one or more methods of some embodi 
ments of the present invention. Computing platform 110 may 
also be implemented as multiple computing devices in a 
distributed network. 
[0038] Input module 120 may include an input device 122 
and/or a network interface 126. Input device 122 may be 
implemented using a keyboard, mouse, speech recognition 
device, and/or data entering devices. Network interface 126 
may receive information over any type of network (not 
shown), such as a telephony-based network (e.g., PBX or 
POTS), a local area network, a wide area network, a dedicated 
intranet, and/or the Internet. Computing platform 110 may 
also access data stored on storage device 124. Storage device 
124 may include a memory, such as RAM or ROM memory 
that contains instructions or data for performing one or more 
methods of some embodiments of the present invention. 
[0039] In preparation of a UDRP action, input module 120 
may be used to enter or obtain a registered domain or trade 
mark that may be a victim of cybersquatting (e. g., a URL), a 
list of potential cybersquatters or cybersquatted domains, 
characteristics of the potential cybersquatters, cybersquatted 
domains, or customer, registrant information associated with 
the potential cybersquatters, cybersquatted domains, or cus 
tomer, screenshots of web sites associated with the potential 
cybersquatters or customer. Such information and requests 
may be obtained, for example, from an employee, from stor 
age device 124, and/or from another computing system via 
network interface 126. Computing platform 110 may store 
such information received from input module 120 in cus 
tomer database 140. 

[0040] As further described below, computing platform 
110 may use the stored customer information to provide 
reports to the customer and prepare and ?le a UDRP action on 
behalf of the customer. Computing platform 110 may then 
output the requested information via output module 130. 
[0041] Output module 130 may include a printer 132, an 
output interface 134, and/or a display 136. Printer 132 may be 
used to provide a printout to interested parties of relevant 
information, such as a list of potential cybersquatters, reports 
associated with the potential cybersquatters, UDRP ?ling 
documents etc. Output interface 134 may be used to provide 
such relevant information and/or other information to the 
interestedparties via the Internet, email, fax, page, etc. or save 
the information on a computer readable medium. Display 136 
may be used to provide the list of cybersquatters, reports, 
and/ or other information to interested parties visually. 
[0042] Customer database 140 may include customer 
account data and customer domains data. Customer account 
data preferably includes a record of all personal data associ 
ated with customers, such as name, address, telephone num 
ber, driver’s license number, social security number, credit 
card account number, checking account number, etc. Cus 
tomer account data may also include the customer’ s member 
ship identi?cation (“ID”) and password. Customer domains 
data preferably includes a record of all registered domains 
associated with the customers. Customer domains data may 
be determined from the customer or a registered domains 
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service, such as the Whols service. Customer database 140 
may also include record of all trademarks associated with the 
customers, record of all af?liate agreements associated with 
the customers, af?davits associated with the customers, cease 
and desist letters associated with the customers, domain reg 
istration agreements associated with the customers, records 
of all reports generated for the customers, and records of 
potential cybersquatters of the customers. The information to 
be stored in customer database 140 may be entered or 
obtained using input module 120. 
[0043] FIG. 3 illustrates a ?owchart of an exemplary pro 
cess for preparing a UDRP ?ling document of some embodi 
ments of the present invention. This process may be per 
formed automatically by TMBP system 100 by via execution 
of one or more code modules. Although the steps of the 
UDRP document preparation process are described as being 
performed in a particular order, one skilled in the art will 
appreciate that these steps may be performed in a modi?ed or 
different order, or in an embodiment utiliZing less than all of 
the steps described below. Further, one or more of the steps in 
FIG. 3 may be performed concurrently or in parallel. 
[0044] First, computing platform 110 receives identi?ca 
tion of a trademark that potentially is being cybersquatted 
(Step 310). The customer may specify the trademark or an 
identi?er, such as a URL, registration number, etc ., associated 
with the trademark using TMBP system user 210. A skilled 
artisan would appreciate that computing platform 110 may 
determine the identity of the trademark based on a submitted 
URL or registration number. For example, computing plat 
form 110 can parse the URL to remove any extensions, and 
can use a database of registered trademarks for the determi 
nation. One example of such a database is CASSIS, which is 
a database supplied by the US. Patent and Trademark O?ice 
to determine the trademark based on the registration number. 
If the customer is not already registered, the customer may 
also register with the system at this point, and may be given a 
membership ID and/or password. Information supplied by 
the customer during and after registration is maintained in 
customer database 140. 

[0045] In a preferred embodiment, the customer submits 
the trademark using a web page, and the request is transmitted 
to computing platform 110 over the Internet. The web page 
may be a dedicated web page for a trademark and brand 
protection program. Special log-ins may also be provided 
such that only members can submit requests. Furthermore, 
the customer may select which type of cybersquatting, such 
as typos, should be monitored. For instance, the customer 
may specify that one or more of the following types of typos 
should be monitored: inserted character, missing character, 
transposed characters, synonym, phonetic misspellings and 
other types known to one skilled in the art. Table 1 below lists 
some examples of possible typos that may be speci?ed in 
embodiments of the present invention. In addition, the cus 
tomer may select which top-level domains (“TLDs”) should 
be searched. For example, the customer may specify that one 
or more of the following top level domains should be 
searched: .com, .biZ, .net, .org, .us, etc. Moreover, the cus 
tomer may also specify whether to include “combo-squat” 
results (i.e. a trademark name spelled correctly or incorrectly 
in combination with other keyword(s)). A skilled artisan will 
appreciate that the customer can input information regarding 
the trademark or other criteria using any known input mecha 
nism provided by one or more web pages or other user inter 

face, such as pull-down menus, text boxes, selection boxes, 
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hyperlinks, and the like. A skilled artisan Would also appre 
ciate that in some embodiments of the present invention, 
customer may not be given an option to specify the other 
criteria, such as type of typos. 

TABLE 1 

Type of Typos 

Type of Typo Description 

Missing Character Class of typos in Which a character is 
missing. 
Example: daredevl, daredevil 
Class of typos in Which a character is 
repeated. 
Example: daaredevil, daredevil 
Class oftypos in Which an extra space is 
present. 
Example: dare-devil, daredev-il 
Class of typos in Which tWo characters 
are interchanged. 
Example: daerdevil, daredevil 
Class of typos in Which a character is 
replaced With one of its adjacent keys in 
a QWERTY keyboard. 
Example: caredevil, datedevil. 
Class of typos in Which an extra adjacent 
character is inserted before or after a 

character in the seed. 
Example: sdaredevil, daredeviol, 
Class of typos phonetically similar to the 
seed Word. 
Example: dairdevil 
Class oftypos that look like the seed 
Word. 
Example: For seed Word “college”: 
cOllege, college, collge, college, 
colleqe 
Class of typos in Which characters are 
replaced With their mirror images. 
Example: baredevil, darebevil 
Class oftypos in Which an extra voWel is 
inserted in seed. 
Example: daredeevil, daredeviol 
Class of typos domain-name like af?xes. 
Example: WWWdaredevil, daredevilcom, 
Class of typos Which have common root 

homonymsiade, aide, aid; ail, ale, etc. 
Example: embark, embarque 
Class oftypos in Which one or more 
keywords are combined With the seed 
Word. If the search pattern is anywhere 
in the string being searched, no matter 
What is before, after, or if it is alone, it is 
a match. 

Example: shopdaredevil, daredevilneWs 

Double Character 

Extra Hyphen 

Transposed Characters 

Wrong Key 

Inserted Key 

Phonetic 

Lookalike 

Mirror Image character 

Extra VoWel 

Dot Missing 

Homonym 

Partials 

[0046] Next, computing platform 110 determines a list of 
one or more potential cybersquatted domains for the submit 
ted trademark, as discussed above (Step 320). As part of this 
step, computing platform 110 may craWl netWork 250 to 
locate typosquatted domains for the submitted trademark and 
other submitted criteria. Computing platform 110 can deter 
mine the typosquatted domains by ?rst generating a list of 
potential typo domains by determining a list of “typos” for the 
trademark. For example, the list of potential typo domains 
could include domains that vary from the trademark in certain 
predetermined Ways. For instance, the domain has ?ipped the 
letters of the trademark, the domain has added a letter to the 
trademark, the domain has juxtaposed tWo characters, or the 
domain has removed a letter from the trademark. A skilled 
artisan Will appreciate that a variety of other differences could 
be checked for in embodiments of the present invention (i.e., 
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Table 1 above). Then, computing platform 110 can use a 
registered domains service, such as the Whols service, to 
determine Which of the typo domains in the list of typo 
domains had been registered. As another example, “.com” 
typo domains can be compared against a Zone ?le database 
managed by VeriSign or other entity associated With domain 
name registrations. A Zone ?le is a text ?le that describes a 
portion of the domain name system (“DNS”) called a DNS 
Zone. A Zone contains information that de?nes mappings 
betWeen domain names and IP addresses and other resources, 
organiZed in form of resource records (“RR”). The typo 
domains that had been registered could then be included in the 
list of one or more potential cybersquatters. 

[0047] Computing platform 110 may then generate a report 
associated With the one or more potential cybersquatted 
domains (Step 330). As part of this step, computing platform 
110 may prepare a report that lists the one or more potential 
cybersquatted domains and the level of threat they pose. The 
report could also include descriptions on the level of threat, 
type of monetiZing activity, etc. as desired. FIG. 4 shoWs an 
exemplarity report according to one embodiment. In FIG. 4, 
tWo potential cybersquatted domains (a-eropostale and 
a3ropostale) for the trademark aeropostale are shoWn. Addi 
tional cybersquatted domains can be vieWed by scrolling 
through the report. As shoWn in FIG. 4, the left column 
includes various ?lters that can be selected to generate a 
?ltered vieW of the report. For example, the level of threat 
(oWned by client, high, medium, loW, innocent, etc.) associ 
ated With the one or more potential cybersquatted domains 
can be selected. For instance, the a-eopostale domain in FIG. 
4, having a threat level of innocent/unrelated, Wouldbe shoWn 
if the innocent ?ltered vieW Was chosen. As another example, 
as also shoWn in the left column, the description on the type of 
monetiZing activity can also be selected. As another example, 
as also shoWn in the left column of FIG. 4, the stage of the 
handling of the potential cybersquatted domains can also be 
selected. One skilled in the art Will appreciate that a variety of 
other information or ?lters can be shoWn in embodiments of 
the present invention. Further, a skilled artisan Would appre 
ciate that reports can be generated at a later time, for example, 
after the subsequent steps discussedbeloW in embodiments of 
the present invention. Moreover, a skilled artisan Will appre 
ciate that a variety of other reports could be generated in 
embodiments of the present invention. After generating the 
reports, the reports canbe given to TMBP system user 210 via 
output module 130. 

[0048] Further, computing platform 110 may send an alert 
to TMBP system user 210 based on the one or more potential 
cybersquatted domains. For example, if computing platform 
110 determines that a potential cybersquatted domain poses a 
high risk, computing platform 110 may send the customer an 
alert detailing the high risk potential cybersquatted domain. 
As another example, if computing platform 110 determines 
that a domain associated With a potential cybersquatter has 
been recovered (discussed beloW), the computing platform 
110 can send an alert to the customer regarding the recovery. 
A skilled artisan Will appreciate that a variety of alerts can be 
generated and sent in embodiments of the present invention. 

[0049] Computing platform 110 may then collect data asso 
ciated With the one or more potential cybersquatted domains 
(Step 340). As part of this step, computing platform 110 may 
collect screenshots (including the broWser’s URL bar) of the 
one or more potential cybersquatted domains. Computing 
platform 110 may collect the screenshots by using a Web 
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Crawler. For example, computing platform 1 10 may use Web 
snapr (WWW.Websnapr.com), Which can capture screenshots 
of almost any Web page. Computing platform 110 may also 
collect registration status, creation and expiration date, DNS 
hosts and/or registrant information associated With the 
domains. For example, computing platform 110 may use the 
Whols service to locate the registrant information of the one 
or more potential cybersquatted domains. Moreover, comput 
ing platform 110 may also collect the IP address associated 
With the one or more potential cybersquatted domains. For 
instance, computing platform 110, may use the RegistryFu 
sionTM available from Hexillion Technologies to determine 
the IP address based upon the URL associated With the poten 
tial cybersquatted domains. In addition, computing platform 
110 may also collect tra?ic data associated With the one or 
more potential cybersquatted domains. For example, comput 
ing platform 110 may use APIs provided by Compete, Inc. 
and/or Alexa Internet, Inc. to collect relevant tra?ic ranking 
and visitor traf?c metrics associated With the one or more 
potential cybersquatted domains. A skilled artisan Would 
appreciate that the services used (eg Whols, Hexillion, etc). 
may in certain circumstances limit the number of times its 
services can be used by a certain IP address. For example, the 
Whols service may limit computing platform 110 to a prede 
termined number of uses based on its IP address. To overcome 
this, multiple computing devices having different IP address 
could be used. As an alternative, computing platform 1 10 may 
be con?gured to include multiple proxies (e. g., a single com 
puting device With multiple virtual machines/IP addresses). 
FIG. 8 shoWs one example of this type of con?guration. A 
skilled artisan Would appreciate that a variety of other alter 
natives could be used. 

[0050] FIG. 9 shoWs one example of a dynamic object 
oriented softWare architecture that could be used by comput 
ing platform 110 to implement the functionality discussed for 
the collection of data associated With the one or more poten 
tial cybersquatted domains. A skilled artisan Would appreci 
ate that many other architectures could also be used in 
embodiments of the present invention. 

[0051] In addition, computing platform 110 may determine 
the monetiZation ID, such as an a?iliate ID, of the one or more 
potential cybersquatted domains. For example, computing 
platform 110 may select a link on the Web site of the one or 
more potential cybersquatted domains. This enables comput 
ing platform 110 to determine the a?iliate ID of the one or 
more potential cybersquatters. Moreover, to prevent an inter 
mediate entity from changing the af?liate link before arriving 
at TMBP system user Web site 250, computing platform 110 
may also continuously hit links from Web site to Web site 
before arriving at the target system, such as TMBP system 
user Web site 250. Computing platform 110 can then record 
the af?liate links along the Way to TMBP system user Web site 
250. Alternatively, during the process in Which screenshots 
are captured, a Web craWler can also be employed to recover 
transcript or hyper link data. The Web craWlers can be used to 
gather speci?c types of information from the Web pages vis 
ited (transparent or non-transparent to and end-user), When a 
user types in a URL. For instance, computing platform 110 
can provide a list of the one or more potential cybersquatted 
domains to the Web craWler. As the craWler visits these 
domains, it identi?es all the hyperlinks embedded in the 
domain until a ?nal target page for the domain is established. 
The hyperlinks embedded in the domain can be de?ned as the 
multiple “hops”, or HTTP requests, that are rendered before 
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ultimately arriving at the destination page. The “hops” are 
catalogued into a system registry Where the full detail record, 
or “transcript”, may be used by computing platform 110 to 
determine the af?liate ID of the one or more potential cyber 
squatted domains. Computing platform 110 may then store 
the registrant, screenshots, IP address, and af?liate ID data in 
customer database 140. A skilled artisan Would appreciate 
that a variety of other monetiZation IDs could be determined 
in embodiments of the present invention. 

[0052] Subsequently, computing platform 110 may analyZe 
the collected data associated With the potential cybersquatted 
domains (Step 350). FIG. 5 illustrates a ?owchart of an exem 
plary process for analyZing the collected data in some 
embodiments of the present invention. Although the steps of 
the analyZing the collected data process are described as 
being performed in a particular order, one skilled in the art 
Will appreciate that these steps may be performed in a modi 
?ed or different order, or in an embodiment utiliZing less than 
all of the steps described beloW. Further, one or more of the 
steps in FIG. 5 may be performed concurrently or in parallel. 
Moreover, one or more of the steps in FIG. 5 may be per 
formed manually by the customer or their representative and 
the results inputted into TMBP system 100 using, for 
example, a softWare WiZard, Webpage interface, pull-doWn 
menus, etc. 

[0053] First, computing platform 110 determines the type 
of activity associated With the one or more potential cyber 
squatted domains (Step 510). As discussed above, cyber 
squatters can generate revenue by (l) offering the “typo” 
domain to the brand holder at a price that is far greater than 
that at Which they purchased it; (2) posting paid links on a 
Website set up at the typo domain to generate CPC fees; or (3) 
forWarding the tra?ic arriving at the typo domain to an af?li 
ate netWork link approved of by the trademark oWner/cus 
tomer as a means to generate CPC or CPA fees. Computing 
platform 110 determines Which of the revenue-generating 
activities the one or more potential cybersquatted domains is 
conducting, if any. For example, computing platform 110 
may analyZe the content of the Web site associated a potential 
cybersquatted domain to determine if any derogatory remarks 
about the customer have been put on the Web site. Computing 
platform 110 can search through the Web site for the custom 
er’s trademark or company name and analyZe remarks and 
descriptions associated With the name. 

[0054] Computing platform 110 may also determine 
Whether the one or more potential cybersquatted domains are 
monetiZing their squatting via paid links. For example, by 
analyZing page content of a typo domain site, computing 
platform 110 can determine Whether the site displays adver 
tisements that point to other domains. Computing platform 
110 may also determine Whether such advertisements lead to 
the customer’s Website or to a competitor of the customer. 
Further, computing platform 110 can also analyZe any af?li 
ate agreements associated With the customer to determine if 
any of the potential cybersquatted domains are an a?iliate 
(Within an af?liate marketing program) of the customer. That 
is, computing platform 110 can assess, for each potential 
cybersquatted domain, Whether the registered oWner of the 
domain is generating revenue from the customer. A skilled 
artisan Would appreciate that determining the type of activity 
associated With the one or more potential cybersquatted 
domains may be done manually in some embodiments. In that 
case, the results or ?ndings may be entered into TMBP sys 
tem 100 using input module 120. For example, as shoWn in 
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