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10 Access centrol unit

21 Nonrestriction {N) related function block group
22 Operation performance (O) related function block group
23 Privacy (P) related function block group

24 Safety (S) related function block group

25 Fund (F) related function block group

30 Intended ication (API-using ication)
211 Acceptance determination module

212 Reliability confirmation module

213 End determination module

221 Provision confirmation module

222 Start confirmation module

231 Information provision module

241 Vehicle control module

251 Settlement module

M1 Acceptance=0OK

M2 API access request (with no authenticator);
i EnER id reliability information notification
. Mis'};\ H—r T B Lw(. Ere e I @ M3 Reliability=0K
. M4 Access permission notification (O related authenticator)

M6 API access request (with O related authenticator);
intention confirmation request

M7 Provision necessity confirmation request

M8, M16 User response

M9, M17  User response=0K

M10 Access permission nofification (P related authenticator)
M12 API access request (with P related authenticator);
privacy information request

M13  Privacy information notification

M14 APl access request (with O related authenticator);

start confirmation request

M15  Start confirmation notification

M18 Access permission nofification (S related authenticator)
M19 APl access request (with S related authenticator);
vehicle control request

M20 AP acoess request (with no authenticator); service end request
M21 End=0K

M22 Access permission notification (F related authenticator)
M23 APl access request (with F related authenticator); payment request
M24 Payment end notification

M25  Service end notification

AA Onboard HMI (user)

(57) Abstract: In the present invention, an access control unit (10), if acceptance determination units (211, 212) have
determined that acceptance is permissible, imparts to an API-using application (30) a right to access a vehicle API that
provides a function of a start confirmation unit (222). if the start confirmation unit has confirmed a user's intention to
start, the access control unit imparts to the API-using application a right to access a vehicle API that is necessary for
providing an intended service.
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