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(57) Abstract: During operation, an electronic device receives a packet or a
frame associated with a second electronic device, where the packet or the frame
includes information specifying a factory reset command. For example, the sec-
ond electronic device may be a dynamic host configuration protocol (DHCP)
server or may perform functions of a DHCP server. Moreover, the packet or the
frame may include an acknowledgment (ACK) in a discover, offer, request and
acknowledgment (DORA) procedure, and the information may be included in
an option (43) subfield or an option (52) subfield in the packet or the frame. In
response to receiving the factory reset command, the electronic device performs
afactory reset. Note that the factory reset may restore firmware in the electronic
device to a factory-fresh version and a configuration of the electronic device to
a factory-fresh state, may erase memory in the electronic device.
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REMOTE FACTORY RESET OFAN ELECTRONIC DEVICE

BACKGROUND

Field

(6061} The described embodiments relate to techniques for performing a factory
reset of an electronic device. Notably, the described embodiments relate to
techniques for remotely initiating a factory reset of an electronic device.

Related Art

8002} Many electronic devices are capable of wirelessly communicating with
other electronic devices. For example, these electronic devices can include a
networking subsystem that implements a network interface for a wireless local area
network (WLAN), e.g., a wireless network such as described in the Institute of
Electrical and Electronics Engineers (IEEE) 802.11 standard. For example, a wireless
network may include an access point that communicates wirelessly with one or more
associated electronic devices {(which are sometimes referred to as ‘clients’).

16003} After deployment or installation, it is sometimes necessary {o reset an
electronic device, such as an access point. However, it can sometimes be difficult to
reset an access point. For example, a remote software reset may not be possible when
communication between the access point and a controller of the access point is
unavailable.  Alternatively or additionally, depending on a state of the software or
firmware in the access point, a remote software reset may not be possible.

[0004] In these cases, a factory reset may be needed. Typically, a factory reset of
an access point can be initiated by activating a physical (such as hardware) switch or
button in the access point. However, it is sometimes difficult to access the access
point, such as when the access point is located or installed in a ceiling deployment.
Moreover, when there are multiple access points in a deployment, it can be expensive
and time-consuming to perform factory resets by manually activating the physical
switch or buttons on these access points,

SUMBMARY

06005} In a first group of embodiments, an electronic device (such as an access
point} that performs a factory reset is described. This electronic device may include:
a network node; and an interface circuit that communicates with a second electronic

device. During operation, the electronic device may receive, at the network node, a
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packet or a frame associated with the second electronic device, where the packet or
the frame includes information specifying a factory reset command.  Then, in
response to receiving the factory reset command, the electronic device may perform
the factory reset.

0006} Note that the second electronic device may be a dynamic host
configuration protocol (DHCP) server or may perform functions of a DHCP server.
Alternatively or additionally, the second electronic device may be an access point ora
controller of the electronic device.

16067} Moreover, the factory reset may restore fitmware in the electronic device
to a factory-fresh version and a configuration of the electronic device to a factory-
tresh state, and may erase memory in the electronic device.

16008} Furthermore, the packet or the frame may include an acknowledgment
(ACK) 1n a discover, offer, request and acknowledgment (DORA) procedure. In
some embodiments, the electronic device may determine whether a predefined time
interval has elapsed and, when the predefined time interval has elapsed, may provide,
to the network node, a discover message addressed to the second electronic device,
where the discover message initiates the DORA procedure.  Alternatively or
additionally, the electronic device receive, at the network node, a negative
acknowledgment (NACK) associated with the second electronic device. In response
to receiving the NACK, the electronic device may provide, to the network node, a
discover message addressed to the second electronic device, where the discover
message initiates the DORA procedure. Note that the information may be included in
an option 43 subfield or an option 52 subfield in the packet or the frame.

(6009} Additionally, the electronic device may ignore the packet or the frame
when received outside of a predefined time interval or when a number of received
instances of the packet or the frame exceeds a predefined value.

(6010} In some embodiments, the electronic device may include memory that
stores program instructions, and a processor that executes the program instructions.
When executed by the processor, the program instructions may cause the electronic
device to perform the factory reset.

(80611} Another embodiment provides the DHCP server.

(6612} Another embodiment provides the controlier.

(6013} Another embodiment provides a computer-readable storage medium ftor

use with the electronic device. When executed by the electronic device, this
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computer-readable storage medium causes the electronic device to perform at least
some of the aforementioned operations.

16014} Another embodiment provides a method, which may be performed by the
electronic device. This method includes at least some of the aforementioned
operations.

(6015} Another embodiment provides a computer-readable storage medium ftor
use with the DHCP server. When executed by the DHCP server, this computer-
readable storage medium causes the DHCP server to perform at least some of the
atorementioned operations.

8016} Another embaodiment provides a method, which may be performed by the
DHCP server. This method includes at least some of the aforementioned operations.
18617} Another embodiment provides a computer-readable storage medium for
use with the controller. When executed by the controller, this computer-readable
storage medium causes the controller to perform at least some of the aforementioned
operations.

16018} Another embodiment provides a method, which may be performed by the
controller. This method includes at least some of the aforementioned operations.
(6019} In a second group of embodiments, an electronic device that performs a
tactory reset without remote network access to the electronic device or physical
presence at the electronic device is described. This electronic device may include: a
network interface that communicates with a network, a processor, and a memory that
stores program instructions. During operation, the electronic device may receive an
external indication. When the electronic device s in a malfunctioning operating state,
the electronic device may process the external indication. The processing of the
external indication may cause the electronic device to initiate the factory reset of the
device.

66248} Note that receiving the external indication may nclude receiving Power
over Ethernet (PoE} signaling from a PoE power source and/or which may be
received via the network interface. For example, the PolE signaling may include
vendor specific PoE signaling extensions.

(80621} Moreover, the external indication may include a power pattern.
Furthermore, the electronic device may store a predefined power pattern, where
recetving the external indication may include receiving a toggling of power to the

device. Additionally, processing the external indication may include: detecting
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changes in power state during the toggling of the power; recording a power pattern of
the detected changes; upon boot up of the device, comparing the power pattern of the
detected changes to the predefined power pattern; and inttiating the factory reset of
the device when the power pattern of the detected changes corresponds to the
predefined power pattern.

6022} For example, processing the external indication may include: erasing the
recorded power pattern when the power pattern of the detected changes corresponds
to the predefined power pattern. Alternatively or additionally, the toggling of the
power is controlled by a network power switch; or manually removing and applying
power to the device. In some embodiments, the toggling of power includes at least
one of. toggling a voltage between a first voltage associated with an operational
power state, and a non-zero voltage different from the first voltage, and/or toggling an
amperage between a first amperage associated with the operational power state, and a
non-zero amperage different from the first amperage.

(6023} Note that the electronic device may include an access point.

16024} Moreover, the external indication may include changes in a power state,
where the changes correspond to a predefined power pattern. Furthermore, the
electronic device may include: a field programmable gate array (FPGA) that stores the
predefined power pattern and a received power pattern; and a microcontroller that
detects the changes in the power state including during a toggling of the power, and
that records in the FPGA the received power pattern of the detected changes.
Additionally, when the program instructions are executed, the program instructions
may cause the processor to: upon boot up of the electronic device, compare the
received power pattern stored in the FPGA to the predefined power pattern; and
initiate the factory reset of the device when the received power pattern corresponds to
the predefined power pattern. In some embodiments, when the program instructions
are executed, the program iostructions further cause the processor to: erase the
recorded received power pattern from the FPGA when the received power pattern
corresponds to the predefined power pattern.

16025} Angther embodiment provides a computer-readable storage medium for
use with the electronic device. When executed by the electronic device, this
computer-readable storage medium causes the electronic device to perform at lfeast

some of the aforementioned operations.
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8026} Another embaodiment provides a method, which may be performed by the
electronic device. This method includes at least some of the aforementioned
operations.

(8027} Another embodiment provides a system. This system includes: an access
that enables electronic devices to wirelessly connect to or access the system; and a
network switch that routes data among components of the system, including routing
data to and from the access point, and one or more wired connections among the
components of the system, including a wired connection communicatively coupling
the access point and the network switch, During operation, the access point may
receive, when in a malfunctioning operational state, an external indication for causing
the access point to initiate a factory reset. In response, the access point may initiate
the factory reset, when in the malfunctioning operational state, based at least in part
on receiving the external indication.

6028} Note that the wired connection may include an Ethernet cable; and the
external indication may include PoE signaling from the network switch. Moreover,
the external indication may include a toggling of power to the access point
Furthermore, the access point may: detect changes in power state during the toggling
of the power; upon boot up, compare the detected changes to a predefined power
pattern; and initiate the factory reset when the detected changes correspond to the
predefined power pattern.  Alternatively or additionally, the system may include: a
network power swiich that provides power to the access point, and the toggling of the
power may be controlled by the network power switch. In some embodiments, the
external indication includes a toggling of power to the access point, and the toggling
of the power includes at least one of toggling of a voltage between a first voltage
associated with an operational power state, and a non-zero voltage different from the
first voltage, and/or toggling of an amperage between a first amperage associated with
the operational power state, and a non-zero amperage different from the first
amperage.

16029} Another embodiment provides a computer-readable storage medium for
use with the access point or another component in the system. When executed by the
access point or the other component in the system, this computer-readable storage
medium causes the access point or the other component in the system to perform at

least some of the aforementioned operations.
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18030} Another embaodiment provides a method, which may be performed by the
access point or the other component in the system. This method 1ncludes at least
some of the aforementioned operations.

(0031} This Summary is provided for purposes of illustrating some exemplary
embodiments, so as to provide a basic understanding of some aspects of the subject
matter described herein. Accordingly, it will be appreciated that the above-described
features are examples and should not be construed to narrow the scope or spirit of the
subject matter described herein in any way. Other features, aspects, and advantages
of the subject matter described herein will become apparent from the following
Detailed Description, Figures, and Claims.

BRIEF DESCRIPTION OF THE FIGURES

160632} FIG. 1 is a block diagram ilustrating an example of communication
among access points and electronic devices in a subnet in accordance with an
embodiment of the present disclosure.

(0033} FIG. 2 15 a flow diagram illustrating an example method for performing a
factory reset using an access point in FIG. 1 in accordance with an embodiment of the
present disclosure.

[6034] FIG. 3 13 a flow diagram illustrating an example method for performing a
tactory reset using a dynamic host configuration protocol (DHCP) server in FIG. 1 in
accordance with an embodiment of the present disclosure.

16035] FIG. 4 is a flow diagram illustrating an example method for performing a
factory reset using a controller in FIG. 1 in accordance with an embodiment of the
present disclosure.

8036} FIG. 5 is a drawing illustrating an example of communication among the
electronic devices in FIG. 1 in accordance with an embodiment of the present
disclosure.

16037} FIG. 6 is a drawing illustrating an example showing how wireless
electronic devices may use the Internet to connect to content providers in accordance
with an embodiment of the present disclosure.

{6038} FIG. 7 is a block diagram illustrating an example of a Wi-Fi network in
accordance with an embodiment of the present disclosure.

0639} FIG. 8 is a flow diagram illustrating an example method for defining
Power over Ethernet (PoE) signaling for initiating a factory reset in accordance with

an embodiment of the present disclosure.
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8040} FiG. 9 15 a flow diagram illustrating an example method for remotely
inttiating a factory reset using PoE signaling from a network swiich in accordance
with an embodiment of the present disclosure.

0041} FIG. 10 is a tflow diagram illustrating an example method for remotely
initiating a factory reset using power patterns in accordance with an embodiment of
the present disclosure.

16042} FIG. 11 1s a block diagram illustrating an electronic device in accordance
with an embaodiment of the present disclosure.

[6043] Note that like reference numerals refer to corresponding parts throughout
the drawings. Moreover, multiple instances of the same part are designated by a
common prefix separated from an instance number by a dash.

DETAILED DESCRIPTION

[0044] An electronic device (such as an access point) that performs a factory reset
is described. Durning operation, the access point receives a packet or a frame
associated with a second electronic device, where the packet or the frame includes
information specifying a factory reset command. For example, the second electronic
device may be a DHCP server or may perform functions of a DHCP server.
Moreover, the packet or the frame may mclude an ACK 1n a DORA procedure, and
the information may be included in an option 43 subfield or an option 52 subtield in
the packet or the frame. Io response to receiving the factory reset command, the
access point performs the factory reset.  Note that the factory reset may restore
firmware in the access point to a factory-fresh version and a configuration of the
access potnt to a factory-fresh state, and may erase memory in the access point.

[0045] By performing the factory reset, this communication techniques may allow
the access point to be remotely restored to a know state. This capability may simphify
and reduce the effort needed to reset the access point. Moreover, it may allow the
access point to be reset even when physical access to the access point 1s difficult (such
as after the access point is instalied or deployed), when communication between the
access point and a remote controller is unavailable or when a software in the access
point is in a state that prevents a software reset (instead of a factory reset) from being
performed. Consequently, the communication techniques may facilitate ease of use of
the access point and may improve the overall user experience.

6046} In the discussion that follows, an electronic device and an access point

may communicate packets in accordance with a wireless communication protocol,
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such as an lnstitute of Electrical and Electronics Engineers (IEEE) 802.11 standard
{(which 13 sometimes referred to as “Wi-Fi,” from the Wi-Fi Alliance of Austin,
Texas), Bluetooth (from the Bluetooth Special Interest Group of Kirkland,
Washington), and/or another type of wireless interface. For example, an IEEE 802.11
standard may include one or more of. IEEE 802.11a, IEEE 802 11b, IEEE 802.11g,
IEEE 802.11-2007, IEEE 202 11n, IEEE 302.11-2012, IEEE 802.11-2016, IEEE
802.11ac, IEEE 802.11ax, IEEE 802 11ba, IEEE 802.11be, or other present or future
developed IEEE 802.11 technologies. 1n the discussion that follows, Wi-Fi is used as
an illustrative example. However, a wide variety of communication protocols (such
as Long Term Evolution or LTE, another cellular-telephone communication protocol,
etc.} may be used. The wireless comumunication may occur 1n one or more bands of
frequencies, such as: a 900 MHz, a2 2.4 GHz, a § GHz, 6 GHz, the Citizens Broadband
Radio Spectrum or CBRS (e.g., a frequency band near 3.5 GHz), a band of
frequencies used by LTE or another cellular-telephone communication protocol or a
data communication protocol, and/or a 60 GHz frequency band. (Note that IEEE
802.11ad communication over a 60 GHz frequency band is sometimes referred to as
‘WiGig." In the present discussion, these embodiments also encompassed by “Wi-
Fi”y In some embodiments, communication between electronic devices may use
multi-user transmission {(such as orthogenal frequency division multiple access or
OFDMA).

16047} Moreover, the access point may communicate with other access points
and/or computers 1 a network using a wired communication protocol, such as an
IEEE 802.3 standard (which is sometimes referred to as ‘Ethernet’) and/or another
type of wired interface. In the discussion that follows, Ethernet is used as an
iHustrative example.

[0048] FIG. 1 presents a block diagram illustrating an example of communication
among one or more access points 110 and electronic devices 112 (such as a celiular
telephone, and which are sometimes referred to as ‘clients’} in a WLAN 114 in
accordance with some embodiments. Notably, access points 110 may comrunicate
with each other in WLAN 114 using wireless and/or wired communication.
Moreover, access points 110 may be configured and managed via one or more
controllers, such as controller 108, Furthermore, at least one of access points 110
{such as access point 110-3) may provide access to a network 118 (such as the

Internet, a cable network, a cellular-telephone network, etc.) that is external to WLAN
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114. For example, access points 110 may communicate with DHCP server 124 or
controller 126 {such as a cloud-based controller that configures and manages access
points 110) via network 118, While DHCP server 108 is illustrated as being external
to WLAN 114 in FIG. 1, in some embodiments DHCP server 108 is implemented
within WLAN 114 and/or functions of DHCP server 108 may be performed by at
least one of access points 110, Additionally, at least some of access points 110 (such
as access point 110-1 and access point 110-2) may communicate with electronic
devices 112 using wireless communication. Note that access points 110 may include
a physical access point and/or a virtual access point that 13 implemented in software in
an environment of an electronic device or a computer.

10049} The wired and/or wireless communication among access points 110 in
WILAN 114 may occur via network 116 (such as an intra-net, a mesh network, point-
to-point connections and/or the Internet) and may use a network communication
protocol, such as Ethemet. This network may include one or more routers and/or
switches (not shown). Furthermore, the wireless commurnication using Wi-Fi may
involve: transmitting advertising frames on wireless channels, detecting one another
by scanning wireless channels, establishing connections (for example, by transmitting
association or attach requests), and/or transmitting and receiving packets {(which may
include the association requests and/or additional information as payloads). In some
embodiments, the wired and/or wireless communication among access points 110 also
involves the use of dedicated connections, such as via a peer-to-peer (P2P)
communication technique.

(0050} As described further below with reference to FIG. 11, access points 110
and/or electronic devices 112 may include subsysterns, such as a networking
subsystem, a memory subsystem and a processor subsystem. In addition, access
points 110 and electronic devices 112 may include radios 120 in the networking

subsystems.  More generally, access points 110 and electronic devices 112 can

>
include (or can be included within} any electronic devices with the networking
subsystems that enable access points 110 and electronic devices 112 to communicate
with each other using wireless and/or wired communication. This wireless
communication ¢an comprise transmitting advertisements on wireless channels to
enable access points 110 and/or electronic devices 112 to make initial contact or
detect each other, followed by exchanging subsequent data/management trames (such

as association requests and responses) to establish a connection, configure security
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options {e.g., Internet Protocol Security), transmit and receive packets or frames via
the connection, etc. Note that while instances of radios 120 are shown in access
points 110 and electronic devices 112, one or more of these instances may be different
from the other instances of radios 120.

(6051} As can be seen in FIG. 1, wireless signals 122 (represented by a jagged
line) are transmitted from radio 120-1 in access point 110-1. These wireless signals
may be received by radio 120-4 in electronic device 112-1. Notably, access point
110-1 may transmit packets. In turn, these packets may be received by electronic
device 112-1. Moreover, access point 110-1 may allow electronic device 112-1 to
communicate with other electronic devices, computers and/or servers via networks
116 and/or 118

16052} Note that the communication among access points 110 and/or with
electronic devices 112 may be characterized by a variety of performance metrics
{which are sometimes referred to as ‘communication performance metrics’), such as:
a recetved signal strength (RSSI), a data rate, a data rate for successful
communication {which is sometimes referred to as a ‘throughput’), an error rate {such
as a retry or resend rate), a mean-square error of equalized signals relative to an
equalization target, intersymbol interference, multipath interference, an SNR, a width
of an eye pattern, a ratio of number of bytes successfully communicated during a time
interval (such as 1-10 8} to an estimated maximum number of bytes that can be
comimunicated in the time interval {the latter of which is sometimes referred to as the
‘capacity’ of a communication channel or link), and/or a ratio of an actual data rate to
an estimated data rate (which ts sometimes referred to as “utilization’).

(6053} In the described embodiments processing a packet or a frame in access
points 110 and electronic devices 112 includes: receiving signals (such as wireless
signals 122) with the packet or the frame; decoding/extracting the packet or the frame
from received wireless signals 122 to acquire the packet or the frame; and processing
the packet or the frame to determine information contained in the packet or the frame.
10054} Although we describe the network environment shown in FIG. 1 as an
example, in alternative embaodiments, different numbers or types of electronic devices
may be present. For example, some embodiments comprise more or fewer electronic
devices. As another example, in another embodiment, different electronic devices are

transmitting and/or receiving packets or frames.
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[8055] As noted previcusly, sometimes it can be difficult to perform a software
reset of one of access points 110 (such as access point 110-1).  Alternatively or
additionally, it may be difficult to perform a factory reset of access point 110-1 by
activating a physical (such as hardware)} switch or button in access point 110-1. For
example, access point 110-1 may be tnstalled at a location that ts not easily accessed,
such as in a ceiling mounted deployment. Moreover, it can be time consuming and
expensive to have users perform factory resets in deployments in which there are
multiple access points 110, such as in corporate or enterprise deployments.

6636} As described further below with reference to FIGs. 2-5, in order to address
this problem, the communication techniques may allow a user {(such as a network
administrator) to remotely initiate a factory reset of an access point (such as access
point 110-1). Notably, a user may configure DHCP server 124 to initiate a factory
reset of one or more of access points 110 (such as access point 110-1). Alternatively,
the user may use controller 126 to provide an instruction to reconfigure BHCP server
124 to initiate a factory reset of one or more of access points 110 (such as access point
110-1}. Note that the configuration or the instruction may include or may specity a
media access control (MAC) address and/or an Internet Protocol (IP) address of
access point 110-1.

{6057} Then, DHCP server 124 may provide a NACK 1o access point 110-1. In
response to receiving the NACK, access point 110-1 may initiate a DORA procedure
with DHCP server 124, Notably, access point 110-1 may provide a discover message
to DHCP server 124 In response, DHCP server 124 may provide an offer message
with an IP address to access point 110-1. Then, access point 110-1 may provide a
request for the IP address to DHCP server 124, Next, DHCP server 124 may provide
an ACK to access point 110-1.

0058} Typically, the ACK may indicate that access point 110-1 gets the IP
address. In some embodiments, the ACK may also wnclude information that specifies
a factory reset of access point 110-1. For example, the information may be included
in an option 43 subfield or an option 52 subfield in the ACK. Notably, instead of or
inn addition to an IP address (such as of controlier 120}, the option 43 subfield or the
option 52 subfield may include the factory reset command for access point 110-1. In
response to receiving the ACK with the information, access point 110-1 may perform
a factory reset. Note that the factory reset may restore firmware in access point 110-1

to a factory-fresh version and a configuration of access point 110-1 to a factory-fresh
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state, and may erase memory in access point 110-1. In contrast, a software reset may
only restore a state of software in access point 110-1, such as by rebooting the
software.

00591 Subsequently, the user may reconfigure DHCP server 124, so that DHCP
server 124 does not initiate a factory reset of access point 110-1 if access point 110-1
pertorms another instance of the DORA procedure. Alternatively or additionally, the
user may reconfigure DHCP server 124 via controller 126, such as by using controller
126 to provide another instruction to DHCP server 124 to reconfigure DHCP server
124,

0060} While the previous example illustrated the information being provided in
an ACK during a DORA procedure, more generally the information may be provided
to access point 110-1 in at least a packet or a frame by DHCP server 124, In some
embodiments, the information may be provided to access point 110-1 in at least a
packet or a frame by controller 126 and/or another access point (such as another of
access points 110) that performs the functions of a DHCP server.

16061} In order to prevent excessive or inadvertent factory resets of access point
110-1, access point 110-1 may ignore the ACK (or the packet or the frame) when
received outside of a predefined time interval (such as an hour, a day or a week) or
when a number of received instances of the ACK (or the packet or the frame) exceeds
a predefined value (such as 2, 5 or 10 instances of the ACK, which may occur during
a predefined time interval, e.g., an hour, a day or a week).

0062} While the preceding embodiment illustrated the use of controller 126
and/or BHCP server 124 to initiate the factory reset, in other embodiments access
point 110-1 may imtiate the factory reset. For example, access point 110-1 may
determing whether a predefined time interval (such as an hour, a day or a week) has
elapsed. When the predefined time interval has elapsed, access point 110-1 may
provide a discover message DHCP server 124, where the discover message initiates
the DORA procedure and, thus, the factory reset (via the ACK provided by DHCP
server 124 with the information). In some embodiments, DHCP server 124 may be
preconfigured to perform the factory reset during the DORA procedure. However, in
other embodiments, access point 110-1 includes additional information in the discover
message that indicates that DHCP server 124 should initiate the factory reset via the

ACK in the DORA procedure.
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8063} In these ways, the communication techniques may allow a user to remotely
initiate a factory reset of one or more access points 110 This capability may reduce
the time and effort needed to perform a factory reset of the one or more access points
110.  Consequently, the communication technigues may facilitate ease of use of
access potnts 110 and may improve the overall user experience.

[0064] We now describe embodiments of the method. FIG. 2 presents a tlow
diagram illustrating an example of a method 200 for performing a factory reset using
an access point, such as access point 110-1 in FIG. 1.

[0065] During operation, the access point may receive, at the network node, a
packet or a trame (operation 210} associated with the electronic device, where the
packet or the frame includes information specifying a factory reset command.

16066} Then, in response 1o receiving the factory reset command, the access point
may perform the factory reset (operation 212}, Note that the factory reset may restore
firmware in the access point to a factory-fresh version and a configuration of the
access point to a factory-fresh state, and may erase memory 1n the access point.

18067} In some embodiments, the access point optionally performs one or more
additional operations (operation 214).

[6068] Note that the electronic device may be a DHCP server or may perform
tunctions of a DHCP server. Alternatively or additionally, the electronic device may
be another access point or a controller of the access point.

10069} Furthermore, the packet or the frame may include an ACK in a DORA
procedure. In some embodiments, the access point may determine whether a
predefined time interval has elapsed and, when the predefined time interval has
clapsed, may provide, to the network node, a discover message addressed to the
electronic device, where the discover message initiates the DORA procedure.
Alternatively or additionally, the access point receive, at the network node, a NACK
associated with the electronic device. In response to receiving the NACK, the access
point may provide, to the network node, a discover message addressed to the
electronic device, where the discover message inttiates the DORA procedure. Note
that the information may be included in an option 43 subfield or an option 52 subfield
in the packet or the frame.

(60670} Additionally, the access point may ignore the packet or the frame when
received outside of a predetined time interval or when a number of received instances

of the packet or the frame exceeds a predefined value.
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8071} In some embodiments, the access point may include memory that stores
program instructions, and a processor that executes the program i1nstructions. When
executed by the processor, the program instructions may cause the access point 1o
perform the factory reset.

0672} FIG. 3 presents a flow diagram tlustrating an example of a method 300 for
performing a factory reset using a DHCP server, such as DHCP server 124 in FIG. |
or another electronic device that performs functions of a DHCP server.

18073} During operation, the DHCP server may optionally receive an instruction
(operation 310), etther via a user interface in the DHCP server or in a message
associated with a controller, where the instruction indicates that DHCP server is to
perform a factory reset of an access point.

160874} In response to receiving the instruction, the DHCP server may provide a
packet of frame (operation 312} addressed to the access point, where the packet or the
frame may include information that specifies a factory reset command. For example,
the DHCP server may provide a NACK addressed to the access point.  Then, the
DHCP server may perform a DORA procedure with the access point, and the packet
or the frame may be an ACK in the DORA procedure.

10075} FIG. 4 presents a tlow diagram illustrating an example of a method 400 for
performing a factory reset using a controller, such as controtier 126 in FIG. 1.

10976} During operation, the controller may receive, via a user interface, an
instruction {operation 410} to perform a factory reset of an access point via a DHCP
SeTVer.

(0677} In response, the controller may provide a packet or a frame (operation 412)
addressed to the DHCP server, where the packet or the frame indicates that DHCP
server 18 to perform a factory reset of the access point.

[6078] In some embodiments of methods 200 (FIG. 2), 300 (FIG. 3) and/or 400,
there may be additional or fewer operations. Furthermore, the order of the operations
may be changed, and/or two or more operations may be combined into a single
operation.

16079} FIG. S presents a drawing illustrating an example of communication
among controller 126, DHCP server 124, and access point 110-1. During operation,
controller 126 may receive user-interface activity (UIA) 510 from a user (such as use
of a keyboard or a user interface on a touch-sensitive display, or a voice command}.

This user-interface activity may indicate that a factory reset of access point 110-1 is to
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be performed. In response, controller 1206 may provide an instruction 512 to DHCP
server 124 to perform a factory reset of access point 110-1.

18080} Alternatively, controller 126 may receive user-interface activity 514 from
the user (such as use of a keyboard or a user interface on a touch-sensitive display, or
a voice command). This user-interface activity may indicate that a factory reset of
access point 110-1 is to be performed.

16081} Then, DHCP server 124 may perform the factory reset of access point 110-
1. Notably, DHCP server 124 may provide a NACK 516 to access point 110-1. In
response, access point 110-1 and DHCP server 124 may perform a DORA procedure.
For example, after receiving NACK 516, an interface circuit (IC) 518 in access point
110-1 may provide a discover message 320 to DHCP server 124, and then DHCP
server 124 may provide an offer 522 to access point 110-1. Next, interface circuit 518
may provide a response 524 to DHCP server 124, and then DHCP server 124 may
provide an ACK 520 to access point 110-1. This ACK may include information 528
that specifies or indicates the factory reset of access point 110-1.

18082} After receiving ACK 526, interface circuit 518 may provide information
528 to processor 530 in access point 110-1. Then, access point 110-1 may perform
factory reset 532 based at least in part on information 528

(6083} While FIG 5 illustrates communication between components using
unidirectional or bidirectional communication with lines having single arrows or
double arrows, in general the communication in a given operation in this figure may
involve unidirectional or bidirectional communication.

(0084} We now describe additional embodiments of the communication
techniques. The use of wireless electronic devices is drastically increasing. These
electronic devices may be capable of connecting to the Internet (and, more generally,
a network) and accessing various networks, systems and/or content either via the
Internet or a direct connection {(e.g., secure link}). The electronic devices may connect
to the Internet either via a mobile network or via a local area network providing
wirgless communications, such as a wireless network or a Wi-Fi network., The Wi-Fi
network is typically coupled to or connected to a broadband network and the
broadband network 18 coupled to or connected to the Internet and may be capable of
providing a secure link to other networks, systems and/or content.

[0085] FIG. 6 is a drawing illustrating an example showing how wireless

electronic devices may use Internet 620 to connect to content providers {eg.,
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networks, systems, webpages, and/or content providers, which are henceforth referred
to as ‘content providers’ 610) in accordance with an embodiment of the present
disclosure. Moreover, electronic devices 660 may connect to Internet 620 and access
content from content providers 610 via a mobile network 630, such as a cellular-
telephone network provided by a cellular-telephone carrier. Electronic devices 660
may also connect to Internet 620 and access content from content providers 610 via a
broadband delivery network (e.g., wide area network) 640 (which may be assoctated
with a cable, telephone or satetlite provider). Delivery network 640 may be, eg., a
cable network, a telephony network, and/or a satellite network. Furthermore,
electronic devices 660 may connect to the delivery network 640 via a wireless local
area network, such as a Wi-Fi network 650, that is connected to delivery network 640
in order to connect to Wi-Fi network 650, electronic devices 660 may need to be in
close proximity to an access point. The access point may be, e.g., a wireless router.
Note that non-wireless devices {e.g., desk top computers) may also connect to Wi-Fi
network 650 via a wired connection to an access point.

16086} FIG. 7 1s a block diagram illustrating an example of Wi-Fi network 650 in
accordance with an embodiment of the present disclosure. Wi-Fi network 650 may
include a broadband access point 700 for connecting to a broadband network 640.
Moreover, Wi-Fi network 650 may also include one or more access points 710 that
enable wireless electronic devices (not shown} as well as wired electronic devices (not
shown} to connect to Wi-Fi network 650, Wi-Fi network 650 may also include one or
more network switches 720 that route data to the various access points 710 and the
electronic devices that are connected to or assoctated with access points 710,
Furthermore, access points 710 may be connected to one another, broadband access
point 700 and/or switches 720 via wired connections (e.g., Ethernet cables).

0087} Access points 710 may be mounted in locations that do not restrict
wireless connectivity {(e.g, that are not surrounded by walls or other possible
impediments to connectivity}. For example, access points 710 may be mounted in
ceilings, on top of poles, or the like. These locations support wireless connectivity
and may not interfere with usable work space {e.g., desks} or floorspace. Moreover,
access points 710 may be directly connected to a power source via a power cable or
may receive power from, e.g., a switch 720 via a data cable connection (e.g., PoE}.
However, the location where access points 710 are installed makes them difficult to

access if the need arises.
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{6088} For example, sometimes a given one of access points 710 may become
locked or get in a state where it is not operational. In order to get this access point out
of the locked/non-operational state a simple restart of the access point may suffice
However, sometimes a factory reset may be required in order to remove all of the
configuration information and return the access peoint to its factory-default or, 10 other
words, an out-of-the-box state. A restart or factory reset may be performed by, e.g.,
remotely accessing the access point and providing the appropriate instructions. The
access point may be accessed via, e.g., a network controller, a network administrator
using secure shell (SSH), or a wmobile electronic device that communicatively
connects directly to the access point. However, if the access point is in a state where
remote network access 1s not possible, then the appropriate actions may include
physically accessing the access point to take necessary actions.

6089} In some embodiments, the access point may be restarted by removing
power from the access point and subsequently restoring power. This may be done by,
e.g., halting the delivery of power from the electronic device that provides PoE (e.g.,
switch 720) temporarily, by removing connectivity to the power source temporarily
{(e.g., unplugging power cord from power source, unplugging power cord from the
access point, etc.) or by flipping a power switch on the access point. Removing the
power cord from the access point and/or turning off a power switch on the access
point, may require that a user or a technician go to the location the access point. A
factory reset may also require access to the access point in order 1o, e.g., press a
factory reset button or insert an implement into a factory reset hole in the access point.
Getting to the location of the access point may be a cumbersome, time-consuming
and, possibly, a dangerous activity that requires equipment {(e.g., ladder) and/or skilled
personnel (e g., a network administrator, facilities technician, maintenance, etc.}.
00501 In a network containing many access points 710 where a large number of
them may need to be reconfigured (e.g., have a factory reset), having to physically
access each one would require a large amount of resources. What 1s needed is a way
to perform a factory reset that does not require remote network access to a given one
of access points 710 and that does not require physical presence at the given access
point.

(6091} These problems are addressed by the communication techniques. Notably,
tactory resets may be required at certain times to fix a non-operational electronic

device. If the electronic device is not readily accessible and remote network access ts
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not available, performing a factory reset may be difficult. Providing an external
indication that the electronic device can process n its current non-operational state
may be used to enable initiation of a remote factory reset. For example, the external
indication may be PoE signaling provided by a PoE power source {such as a network
switch} that can be processed when the electronic device is in current state. The
external indication may include power toggling of the electronic device in a
predefined pattern. Alternatively or additionally, the electronic device may include a
microcontroller that can detect the changes in power state. The detected changes and
the predefined pattern may be stored in an FPGA. Upon boot up, the electronic
device may compare the detected changes and the stored pattern and may initiate a
factory reset if they correspond to each other.

10092} As shown in FIG. 11, an electronic device 1100 may be remotely factory
reset without having physical access to electronic device 1100, For example,
electronic device 1100 may include: an access point, a gateway, a router, a bridge, a
repeater and/or extender used in a network, such as a WLAN that provides wireless
communication. In the discussion that follows, this network is referred to as a “Wi-Fi
network.” Note that electronic device 1100 may include a network subsystem 1114
with a network interface, a first Wi-Fi interface (including ove or more first antennas)
and/or a second Wi-Fi interface (including one or more second antennas). However,
in some embodiments, electronic device 1100 may wvot include multiple Wi-Fi
interfaces but rather may be limited to operating at a carrier frequency in a single
band of tfrequencies.

(0093} The network interface may provide connectivity to and communications
with a Wi-Fi network. For example, the network interface may include a connector,
such as, an Ethernet connector for receiving an Ethernet cable, and associated
protocols for providing communication with the Wi-F1 network (e.g., receiving and/or
transmitting data). Moreover, the network interface may receive power for electronic
device 1100, e.g., via a switch, to which access point 1100 is connected. This switch
may include a PoE switch and the network oterface may include a PoE network
interface, so that power can also be provided to electronic device 1100 over an
Etheroet cable. Note that electronic device 1100 may not receive power via the
network interface. lnstead, electronic device 1100 may include a power interface (not

shown) that receives power from a power source via a power cable,
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8094} Furthermore, the first Wi-Fi interface and/or the second Wi-Fi interface
may provide Wi-Fi communication between electronic device 1100 and one or more
other electronic devices. For example, the first Wi-Fi interface may establish a Wi-Fi
network operating using a first carrier frequency in a first band of frequencies (e.g., a
5 GHz network pursuant to IEEE 802 11a) and the second Wi-Fi interface may be to
establish a Wi-Fi network operating using a second carrier frequency in a second band
of frequencies (e.g., a 2.4 GHz network pursuant to IEEE 802.11b,g). In some
embodiments, it is possible that a single integrated circuit includes multiple antennas
and can provide communications at different frequencies {e.g., a 2.4 and a 5 GHz
network pursuant to IEEE 802.11n}. Note that the one or more cther electronic
devices may use electronic device 1100 to communicate via the Wi-Fi network using
wireless communication or to communicate via a broadband network using wired
communication (such as when electronic device 1100 is a gateway ).

[0095] Flectronic device 1100 may include processing subsystem 1110 that
controls operation of electronic device 1100, For example, a processor in processing
subsystem 1110 may execute program instructions 1122 {e.g., software, an
application, etc.). When executed, program instructions 1122 may cause the
processor to control the operations of electronic device 1100 and to perform various
functions, such as routing information between electronic devices connected to
electronic device 1100 and the Wi-Fi network, and providing remote network access
to electronic device 1100 in order to configure and/or control electronic device 1100
In addition, the processor may execute program instructions | 122 to enable electronic
device 1100 to receive and process Pok signaling from a PoE power source {e.g., a
PoE switch). The PoE signaling may, e.g., indicate the presence of electronic device
1100 and negotiate an amount of available and/or required power for electronic device
1100. As discussed further below, the PoE signaling may be expanded to convey
additional information.

8096} Moreover, electronic device 1100 may include memory subsystem 1112
that stores program instructions 1122 and/or other data. For example, the other data
may include configuration data (e.g., a set-up of the Wi-Fi network, what switch
electronic device 1100 15 connected to, etc.) and/or connectivity data (e.g., electronic
devices that are associated with or connected to actively, signal strengths of the

connected electronic devices, etc.).
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80497} Memory subsystem 1112 may be located on the processor and/or may be
separate from the processor. Note that memory subsystem 1112 may include
computer-readable memory, so that the processor can read and execute program
instructions 1122,

(6098} Furthermore, electronic device 1100 may include a user interface (not
shown) with, e.g., lights that provide an indication about the operational status of
electronic device 1100, The user interface may also include switches, buttons, eic.
that aliow a user to power electronic device 1100 on/off and/or to factory reset
electronic device 1100,

80499} As discussed previously, electronic device 1100 may get into a state where
it 1s not fully functioning and potentially not operationally functioning at all (e.g.,
program instructions 1122 associated with operation of electronic device 1100 are
etther not being executed by the processor or when executed by the processor are not
causing the processor to operate correctly) for a variety of reasons. When this occurs,
electronic device 1100 may require a factory reset. Moreover, when electronic device
1100 1s in this state, remote network access via any of the typical options {e.g., a
network controller, a network administrator, another electronic device, etc.) may not
be available. Furthermore, when electronic device 1100 is in this state it may not be
capable of performing certain functions, including communicating with the Wi-Fi
network and/or one or more other electronic devices {(e.g., routing information
between the electronic devices connected to electronic device 1100 and the Wi-Fi
network). An external indication that electronic device 1100 can process in this state
may be needed in order to initiate a factory reset. This external indication may need
to be capable of being acted on by the processor when electronic device 1100 is in this
state {and, thus, may not need functional program instructions stored tn the memory to
cause the processor to control the functional operations of electronic device 1100
when executed).

[80100]  According to some embodiments, the external indication may be received
trom a PoE power source {e.g., a PoE network switch) that provides PoE to electronic
device 1100. The external indication may include expanded PoE signaling that
directs electronic device 1100 to perform certain operations on itself {e.g. a factory
reset}. The switch may send the expanded Pok signaling to electronic device 1100,
and electronic device 1100 may be able to recognize and process the signaling while it

is in a state requiring a factory reset. Thus, the processor may be able to execute
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program instructions 1122 stored in the memory associated with PoE and the
operation of electronic device 1100 even if the functional program instructions are not
operating correctly.

[80101] Electronic device 1100 may initiate a factory reset {which may be the same
as if a factory reset button hidden in a hole in a housing of electronic device 1100 was
depressed with, e.g., a paper clip) based at least in part on the PoFE signaling. The use
of PoE stgnaling may enable electronic device 1100 to be factory reset remotely when
electronic device 1100 is in a state requiring a factory reset, when electronic device
1100 1s not operationally functioning correctly, and/or when remote network access to
electronic device 1100 is not available.

(00102} For example, the switch may be remotely accessed in order to have the
appropriate signaling generated and sent to electronic device 1100, The factory reset
signaling may include: standard signals, vendor-specific (e.g., manufacturer, provider,
etc.} signals, or electronic-device-specific (e.g. make, model, etc.) signals.

[80103] FIG. 8 presents a flow diagram illustrating an example method 800 ftor
defining Pol signaling for initiating a factory reset in accordance with an embodiment
of the present disclosure. Initially, the factory reset signalizing may be optionally
defined {operation 810), such as a predefined power pattern. The signaling may be
unique for the specific electronic device or vendor. Then, the signalizing may be
programmed into the electronic device (operation 820) and the actions to be taken
when the signaling is received may be defined and programmed into the electronic
device (operation 830). Note that the actions to be taken when the factory reset
signaling is received may include mimicking actions taken when the factory reset
button is depressed. The signaling may then be programmed in the switch, such as
the PoE power source {operation 840). The programming of the signaling in the
switch may include defining a user interface that allows the switch to select factory
reset as an action and select the electronic device 1t 15 directed to. In response, the
switch may generate the appropriate signaling based on the selections made on the
user interface and may send the signaling to the appropriate electronic device.

[80104] In some embodiments, operations 820 and/or 830 may entail defining
program instructions 1122 stored in the memory and executed by the processor.
Maoreover, operation 840 may entall defining program tnstructions stored in memory

and executed by a processor in the network switch.
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[80105] FIG. 9 presents a flow diagram illustrating an example method 900 for
remotely initiating a factory reset using PoE signaling from a network switch (which
may be a PoE power source} in accordance with an embodiment of the present
disclosure. Initially, a user may log onto the network switch (operation 210) and may
initiate a remote factory reset for a specific electronic device (operation 920). The
initiating of the remote factory reset on the switch may entail activating a user
interface and selecting the factory reset option and selecting the specific electronic
device connected to the switch. Then, the appropriate PoE signaling may be
generated and transmitted to the electronic device (operation 930). The electronic
device may receive the PoE signaling and may take the appropriate action based at
least in part on the PoE signaling {operation 940). Note that the appropriate action
when the factory reset PoE signaling is received may be to imitate a factory reset
similar, if not identical, to the process that is invoked when a manual factory reset is
initiated by, e.g., depressing a factory reset button.

[80106] In some embodiments, operations 910, 920 and/or 930 are performed by
the network switch and may entail program instructions stored in memory being
executed by a processor. Moreover, the operations defined in operation 940 may be
performed by electronic device 1100 and may entail program instructions 1122 stored
in the memory being executed by the processor.

[80187] Returning back to FIG. 11, in some embodiments electronic device 1100
may not recetve Pol and, thus, may not be capable of receiving factory reset Pol
signaling. Furthermore, even if electronic device 1100 receives PoE, the factory reset
PoE signaling may not be defined in the network swiich (which may be the PoE
power source} and/or electronic device 1100, Conseqguently, in some embodiments,
the external indication for inttiating a remote factory reset of electronic device 1100
may be one or more unique power sequences. The one or more unigque power
sequences may be controlled by a network power switch, a PoE network switch
and/or physically controlled. The network power switch may provide remote access
to turn on/oft the power to electronic device 1100 using, e.g., a WLAN, wireless
communication {e.g., Wi-Fi), mobile communications (e.g., LTE, 5G}, text
communication {e.g., SMS} and/or the Internet. The PoE switch may turn on/off the
power it supplies. The power may be physically controlled by, e.g., removing the
power cord for electronic device 1100. The embodiments may, therefore, require

additional functionality and possibly additional components to detect the one or more
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unique power sequences. For example, electronic device 1100 may include a
microcontrolier and/or an FPGA.

[80168] The microcontroller may be able to detect changes in the power state of
electronic device 1100, For example, the microcontroller may detect when power is
removed from electronic device 1100 and/or when power is applied to electronic
device 1100. Moreover, the microcontroller may be able to detect the power state
changes after electronic device 1100 has lost power and/or prior to electronic device
1100 rebooting after the power has been reapplied. 1n order to detect the changes in
power state {e.g., the loss of power), the microcontroller may require au alternative
power source. According to some embodiments, the microcontroller may include a
power state register that 1s, e.g., set to a first value (e.g., ‘0”) when no power {(or
power below a predefined voltage or amperage} ts received and is set 10 a second
value {e.g., ‘1) when operational power is applied. Furthermore, the microcontroller
may be capable of detecting when power i3 applied (or is above the minimal level)
and 1s below an operational value and set the power state register to a third value {e.g.,
‘273, This type of power application may not be provided by physically toggling the
power, but may be provided by a network power switch and/or a PoE switch.

[86189]  Once the microcontroller sets the power register to the second value (or the
third value), the microcontroller may record the value and the associated time. For
example, the time and power state value may be recorded in the FPGA, the memory
or another register.

[80110] Additionally, the FPGA may store data representing a predefined power
pattern corresponding to a received power pattern that will initiate a factory reset.
The predetined power pattern may be, ¢.g., a certain number of toggles in powerin a
certain amount of time (or a fime interval, such as 5 or 10 5). According to some
embodiments, the toggles may be the initiation of an operational power state (which
would indicate a toggle from a non-power state). Moreover, the predefined power
pattern may be a pattern that is not likely to happen as a result of power fluctuations
in order to prevent inadvertent factory resetting of electronic device 1100, By way of
example, the predefined power pattern may be a number of power cycles {e.g., three
or five power cycles) within a time period such as a predefined number of seconds
{e.g., within 8 or 10 s},

(806111} In some embodiments, e.g., if the received power pattern is going to be

provided by an network power swiich and/or a PoE switch, the power that is toggled
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may be, in one power state, at a non-zero voltage different from a voltage of
operational power, or at a non-zero amperage different from an amperage of
operational power {e.g., at a voltage or amperage below that of normal operational
conditions), so as to generate, e.g., the third power state value described previously.
The predefined power pattern may accordingly be the initiation of the below-
operational power state a predetfined number of times within a predefined period of
time. According to some embodiments, the predefined power pattern may be the
toggling of power between the different power states {operational and below
operational). By way of example, the predefined power pattern may be an alternating
of second and third power state values four times {e.g., 1, 2, 1, 2} within 10 seconds.
[80112] The FPGA may store data representing the power states detected by the
microcontroller. Once electronic device 1100 1s able to fully boot up, the processor
may compare the stored power state toggles recorded in the FPGA by the
mtcrocontroller to the predefined power pattern defined or stored in the FPGA. If the
power patterns correspond {e.g., match) each other, the processor may initiate a
factory reset of electronic device 1100,

[00113] FIG. 10 presents a flow diagram illustrating an example method 1000 for
remotely initiating a factory reset using power patterns in accordance with an
embodiment of the present disclosure. Initially, a power pattern may be defined and
ts stored in an FPGA of the electronic device {operation 1010). When a factory reset
is destred, the power provided to the electronic device may be toggled oftf and then on
in accordance with the predefined pattern (operation 1020). The toggling of the
power may be performed by, e.g, a network power switch (e.g., a user may initiate
the sequence or may manually control the sequence) or may be manually invoked
{e.g.. unplugging/plugging a power cord). The microcontrolier may detect each
change in the power state (e.g., toggle t0 an on state) and record the associated time in
the FPGA (operation 1030). According to some embodiments, the microcontroller
may detect a toggling t0 a power state that is below an operation level (e.g., a third
value). Once the toggling of the power ends, the electronic device may be allowed to
fully boot (operation 1040). Moreover, once the electronic device is fully booted, the
recorded toggling of power states may be compared to the predefined power pattern
{operation 1050}, That is, a determination may be made as to whether the appropriate
number of power state toggles occurred with a certain time interval {e.g., 3 power-on

states recorded within 10 seconds). If the recorded toggling does not correspond (e.g.,
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as a matching pattern) to the predefined power pattern (operation 1050}, then the
electronic device may continue normal operations (operation 1060}, Alterpatively, if
the recorded toggling matches the predefined power patiern {(operation 1050), then the
recorded power states may be erased or removed, and a factory reset may be initiated
{operation 1070}

[60114] Note that operation 1020 may be performed by a network power switch
and may entail program instructions stored in memory being executed by a processor,
Moreover, operation 1030 may be performed by electronic device 1100 and may
entail the microcontrolier performing specified actions. Furthermore, operations
1040, 1050, 1060 and/or 1070 may be performed by electronic device 1100 and may
entail program instructions 1122 stored in the memory being executed by the
PrOCEssor.

[80115] In some embodiments of methods 800 (FIG. 8), 900 (FIG. 9) and/or 1000,
there may be additional or fewer operations. Furthermore, the order of the operations
may be changed, and/or two or more operations may be combined into a single
operation,

[80116] The various embodiments described previcusly have been described with
respect to the performing a remote factory reset of an electronic device where remote
network access to the electronic device is not available. In some embodiments, the
electronic device includes an access point. However, the various embodiments are
not limited to access points. Rather, the various embodiments may be applied to other
network equipment, customer premises equipment or another type of electronic
device.

(80117} We now describe embodiments of an electronic device, which may
perform at least some of the operations in the communication techniques. FIG. 11
presents a block diagram illustrating an example of an electronic device 1100 in
accordance with some embodiments, such as one of access points 110, electronic
devices 112, DHCP server 124, controller 126, or a switch (such as a network power
switch, a PoE switch, etc ). This electromic device includes processing subsystem
1110, memory subsystem 1112, and networking subsystem 1114, Processing
subsystem 1110 includes one or more devices configured to perform computational
operations. For example, processing subsystem 1110 can include ong or more

microprocessors, ASICs, microcontrollers, programmable-logic devices (such as one
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or more FPGAs), one or more graphics process units {(GPUs) and/or one or more
digital signal processors (DSPs).

{00118} Memory subsystem 1112 includes one or more devices for storing data
and/or instructions for processing subsysterm 1110 and networking subsystem 1114,
For example, memory subsystem 1112 can include dynamic random access memory
{(DRAM), static random access memory (SRAM), and/or other types of memory. In
some embodiments, instructions for processing subsystem 1110 in memory subsystem
1112 include: one or more program modules or sets of instructions {such as program
instructions 1122 or operating system 1124}, which may be executed by processing
subsystemn 1110, Note that the one or more computer programs may constitute a
computer-program mechanisrn.  Moreover, nstructions 1o the various modules 1
memory subsystem 1112 may be implemented in: a high-level procedural language,
an object-oriented programming language, and/or in an assembly or machine
language. Furthermore, the programiming language may be compiled or interpreted,
e.g., configurable or configured {which may be used interchangeably in this
discussion), to be executed by processing subsystem 1110

(80119 In addition, memory subsystem 1112 can include mechanisms for
controlling access to the memory. In some embodiments, memory subsystem 1112
includes a memory hierarchy that comprises one or more caches coupled to a memory
in electronic device 1100, In some of these embodiments, one or more of the caches
is focated in processing subsystem 1110,

[801206] In some embodiments, memory subsystem 1112 1s coupled to one or more
high-capacity mass-storage devices (not shown}. For example, memory subsystem
1112 can be coupled to a magnetic or optical drive, a solid-state drive, or another type
of mass-storage device. In these embodiments, memory subsystem 1112 can be used
by electronic device 1100 as fast-access storage for often-used data, while the mass-
storage device 1s used to store less frequently used data.

(806121} Networking subsystem 1114 includes one or more devices configured to
couple to and communicate on a wired and/or wireless network (ie., to perform
network operations), including: control logic 1116, an interface circuit 1118 and one
or more antennas 1120 (or antenna elements). (While FIG. 11 includes one or more
antennas 1120, in some embodiments electronic device 1100 includes one or more
nodes, such as nodes 1108, e g, a network node that can be connected or coupled to a

network, or a connector or a pad that can be coupled to the one or more antennas
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1120. Thus, electronic device 1100 may or may not include the one or more antennas
1120)  For example, networking subsystem 1114 can include a Bluetooth™
networking system, a cellular networking system (e.g., a8 3G/4G/SG network such as
UMTS, LTE, etc.}, a universal serial bus (USB) networking system, a networking
system based on the standards described in IEEE 802.11 (e.g, a Wi-Fi” networking
system), an Hthernet networking system, a cable modem networking system, and/or
another networking system.

[80122] Note that a transmit or receive antenna pattern {or antenna radiation
pattern) of electronic device 1100 may be adapted or changed using pattern shapers
{(such as reflectors} in one or more antennas 1120 (or antenna elements), which can be
independently and selectively electrically coupled to ground to steer the transmit
antenna pattern in different directions. Thus, if one or more antennas 1120 include N
antenna pattern shapers, the one or more antennas may have 2" different antenna
pattern configurations. More generally, a given antenna pattern may include
amplitudes and/or phases of signals that specity a direction of the main or primary
lobe of the given antenna pattern, as well as so-called ‘exclusion regions’ or
‘exclusion zones’ {which are sometimes referred to as ‘notches’ or ‘nulls’). Note that
an exclusion zone of the given antenna pattern includes a low-intensity region of the
given antenna pattern. While the intensity is not necessarily zero in the exclusion
zone, it may be below a threshold, such as 3dB or lower than the peak gain of the
given antenna pattern. Thus, the given antenna pattern may include a local maximum
{(e.g., a primary beam} that directs gain in the direction of electronic device 1100 that
is of interest, and one or more local minima that reduce gain in the direction of other
electronic devices that are not of interest. In this way, the given antenna pattern may
be selected so that communication that is undesirable (such as with the other
electronic devices) is avoided to reduce or climinate adverse effects, such as
interference or crosstalk,

(80123} Networking subsystem 1114  includes processors, controllers,
radios/antennas, sockets/plugs, and/or other devices used for coupling to,
communicating on, and handling data and events for each supported networking
system. Note that mechanisms used for coupling to, communicating on, and handling
data and events on the network for each network system are sometimes collectively
referred to as a ‘network interface’” for the network system. Moreover, in some

embodiments a ‘network’ or a ‘connection’ between the electronic devices does not
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yet exist. Therefore, electronic device 1100 may use the mechanisms in networking
subsystern 1114 for performing simple wireless communication between the
electronic devices, e.g., transmitting advertising or beacon frames and/or scanning for
advertising frames transmitted by other electronic devices as described previously.
[86124] Within electronic device 1100, processing subsystem 1110, memory
subsystemn 1112, and networking subsystem 1114 are coupled together using bus
1128. Bus 1128 may include an electrical, optical, and/or electro-optical connection
that the subsystems can use to communicate commands and data among one ancther.
Although only one bus 1128 15 shown for clanity, different embodiments can include a
different number or configuration of electrical, optical, and/or electro-optical
conuections among the subsystems.

106125 In some embodiments, electronic device 1100 includes a display
subsystem 1126 for displaying information on a display, which may include a display
driver and the display, such as a liquid-crystal display, a multi-touch touchscreen, eic.
[86126] Electronic device 1100 can be (or can be included in}) any electronic device
with at least one network interface. For example, electronic device 1100 can be (or
can be included in): a desktop computer, a laptop computer, a subnotebook/netbook, a
server, a tablet computer, a smariphone, a cellular telephone, a smartwatch, a
consumer-electronic device, a portable computing device, an access point, a
transceiver, a router, a switch, communication equipment, an access point, a
controller, test equipment, and/or another electronic device.

[80127]  Although specific components are used to describe electronic device 1100,
in alternative embodiments, different components and/or subsystems may be present
in electronic device 1100. For example, electronic device 1100 may include one or
more additional processing subsystems, memory subsystems, networking subsystems,
and/or display subsystems. Additionally, one or more of the subsystems may not be
present in electronic device 1100, Moreover, in some embodiments, electronic device
1100 may include one or more additional subsystems that are not shown in FIG. 11.
Also, although separate subsystems are shown in FIG. 11, in some embodiments some
or all of a given subsystem or component can be integrated into one or more of the
other subsystems or component(s) in electronic device 1100, For example, in some
embodiments program instructions 1122 are included in operating system 1124 and/or

control logic 1116 is included in interface circuit 1118, In some embodiments, the
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communication techniques are implemented using information in layer 2 and/or layer
3 of the Open System Interconnection model.

[80128] Moreover, the circuits and components in electronic device 1100 may be
implemented using any combination of analog and/or digital circuitry, including:
bipolar, PMOS and/or NMOS gates or transistors. Furthermore, signals tn these
embodiments may include digital signals that have approximately discrete values
and/or analog signals that have continuous values. Additionally, components and
circuits may be single-ended or differential, and power supplies may be unipolar or
bipolar.

106129}  An integrated circuit {(which is sometimes referred to as a ‘communication
circuit’) may implement some or all of the functionality of networking subsystem
1114 (or, more generally, of electronic device 1100). The integrated circuit may
include hardware and/or software mechanisms that are used for transmitting wireless
signals from electronic device 1100 and receiving signals at electronic device 1100
from other electronic devices. Aside from the mechanisms herein described, radios
are generally known in the art and hence are not described in detail.  In general,
networking subsystem 1114 and/or the integrated circuit can include any number of
radios. Note that the radios in multiple~-radio embodiments function in a sirotlar way
to the described single-radic embodiments.

[001306] In some embodiments, networking subsystem 1114 and/or the integrated
circuit include a configuration mechanism {such as one or more hardware and/or
software mechanisms) that configures the radio(s} to transmit and/or receive on a
given communication channel {e.g., a given carrier frequency). For example, in some
embodiments, the configuration mechanism can be used to switch the radio from
monttoring and/or transmitting on a given communication channel to monitoring
and/or transmitting on a different communication channel. (Note that ‘monitoring” as
used herein comprises receiving signals from other electronic devices and possibly
performing one or more processing operations on the received signals)

[00131] In some embodiments, an output of a process for designing the integrated
circuit, or a portion of the integrated circuit, which includes one or more of the
circuits described herein may be a computer-readable medium such as, for example, a
magnetic tape ot an optical or magnetic disk. The computer-readable medium may be
encoded with data structures or other information describing circuitry that may be

physically instantiated as the integrated circuit or the portion of the integrated circuit.



WO 2021/007166 PCT/US2020/040909

16

(98]
<

Although various formats may be used for such encoding, these data structures are
commonly written in. Caltech Intermediate Format (CIF), Calma GDS II Stream
Format (GDSI or Electronic Design Interchange Format (EDIF). Those of skill in
the art of integrated circuit design can develop such data structures from schematics
of the type detailed above and the corresponding descriptions and encode the data
structures on the computer-readable medium. Those of skill in the art of integrated
circuit fabrication can use such encoded data to fabricate integrated circuits that
include one or more of the circuits described herein.

186132] While the preceding discussion used Ethernet and a Wi-Fi communication
protocol as an illustrative example, in other embodiments a wide variety of
communication protocols and, more generally, wired and/or wireless cormmunication
techniques may be used. Thus, the communication techniques may be used in a
variety of network interfaces. Furthermore, while some of the operations in the
preceding embodiments were implemented in hardware or software, in general the
operations in the preceding embodiments can be implemented in a wide variety of
configurations and architectures. Therefore, some or all of the operations in the
preceding embodiments may be performed in hardware, in software or both. For
example, at least some of the operations in the communication technigues may be
implemented using program instructions 1122, operating system 1124 (such as a
driver for interface circuit 1118) or in firmware in interface circuit 1118,
Alternatively or additionally, at least some of the operations in the communication
techniques may be implemented in a physical layer, such as hardware in interface
circuit 1118,

[00133] In the preceding description, we refer to ‘some embodiments.” Note that
‘some embodiments” describes a subset of all of the possible embodiments, but does
not always specify the same subset of embodiments. Moreover, note that numerical
values in the preceding embodiments are illustrative examples of some ernbodirents.
In other embodiments of the communication techniques, different numerical values
may be used.

[00134] The foregoing description is intended to enable any person skilled in the
art to make and use the disclosure, and is provided in the context of a particular
applicatton and its requirements.  Moreover, the foregoing descriptions of
embodiments of the present disclosure have been presented for purposes of

ilustration and description only. They are not intended to be exhaustive or to limit
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the present disclosure to the forms disclosed. Accordingly, many modifications and
variations will be apparent to practitioners skilled in the art, and the general principles
defined herein may be applied to other embodiments and applications without
departing from the spirit and scope of the present disclosure. Additionally, the
5  discussion of the preceding embodiments is not intended to limit the present
disclosure. Thus, the present disclosure is not intended to be limited to the
embodiments shown, but is to be accorded the widest scope consistent with the

principles and features disclosed herein.
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CLAIMS

What 1s claimed 1s:

1. An electronic device, comprising:
a network node; and
an interface circuit, coupled to the network node, configured to communicate
with a second electronic device, and wherein the electronic device 1s configured to:
receive, at the network node, a packet or a frame associated with the
second electronic device, wherein the packet or the frame comprises
information specitying a factory reset command; and
perform the factory reset in response to receiving the factory reset

command.

2. The electronic device of claim 1, wherein the second electronic device
comprises a dynamic host configuration protocol (DHCP) server or performs
functions of a BHCP server.

~

3. The electronic device of claim 1, wherein the second electronic device

7

comprises an access point or a controller of the electronic device.

4. The electronic device of claim 1, wherein the factory reset restores firmware
in the electronic device to a factory-fresh version and a configuration of the electronic
device to a factory-fresh state; and

wherein the factory reset erases memory in the electronic device.

5. The electronic device of claim 1, wherein the packet or the frame comprises an

acknowledgment (ACK) in a discover, offer, request and acknowledgment (DORA)

procedure.
6. The electronic device of claim 5, wherein the electronic device is configured
10

determine whether a predefined time interval has elapsed; and
when the predefined time interval has elapsed, provide, to the network node, a
discover message addressed to the second electronic device, wherein the discover

message initiates the DORA procedure.

7. The electronic device of claim 5, wherein the electronic device is configured

{o:
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receive, at the network node, a negative acknowledgment (NACK) associated
with the second electronic device; and

in response to receiving the NACK, provide, to the network node, a discover
message addressed to the second electronic device, wherein the discover message

initiates the DORA procedure.

8. The electronic device of claim 5, wherein the information is included in an

option 43 subfield or an option 52 subfield in the packet or the frame.

9. The electronic device of claim 1, wherein the electronic device is configured
to ignore the packet or the frame when recetved cutside of a predefined time interval
or when a number of received instances of the packet or the frame exceeds a

predefined value.

10. The electronic device of claim 1, wherein the electronic device comprises:
memory configured to store program instructions; and
a processor, coupled to the memory, configured to execute the program
instructions, wherein, when executed by the processor, the program instructions cause

the electronic device to perform the factory reset.

11 A non-transitory computer-readable storage medium for use in conjunction
with an electronic device, the computer-readable storage medium storing program
instructions that, when executed by the electronic device, causes the electronic device
to perform operations comprising:

receiving a packet or a frame associated with a second electronic device,
wherein the packet or the frame comprises information specifying a factory reset
command; and

performing the factory reset in response to receiving the factory reset

command.

12. The non-transitory computer-readable storage medium of claim 11, wherein
the second electronic device comprises a dynamic host configuration protocol
{DHCP) server or performs functions of a BHCP server.

13. The non-transitory computer-readable storage medium of claim 11, wherein
the factory reset restores firmware in the clectronic device to a factory-fresh version
and a configuration of the electronic device to a factory-fresh state; and

wherein the factory reset erases memory in the electronic device.
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14, The non-transitory computer-readable storage medium of claim 11, wherein

the packet or the frame comprises an acknowledgment (ACK) in a discover, offer,

request and acknowledgment (DORA) procedure.

15, The non-transitory computer-readable storage medium of claim 14, wherein
the operations comprise:

determining whether a predefined time interval has elapsed; and

when the predefined time 1nterval has elapsed, providing a discover message
addressed to the second electronic device, wheretn the discover message initiates the

DORA procedure.

16. The non-transitory computer-readable storage medium of claim 14, wherein
the operations comprise:

receiving a negative acknowledgment (NACK)} associated with the second
electronic device; and

in response to receiving the NACK, providing a discover message addressed
to the second electronic device, wherein the discover message initiates the DORA

procedure.

17, The non-transitory computer-readable storage medium of claim 14, wherein
the information is included in an option 43 subfield or an option 52 subfield in the

packet or the frame.

18 The non-transitory computer-readable storage medium of claim 11, wherein
the operations comprise ignoring the packet or the frame when received outside of a
predefined time interval or when a number of received instances of the packet or the

frame exceeds a predefined value.

19, A method for performing a factory reset, comprising:

by an electronic device:

receiving a packet or a frame associated with a second electronic device,
wherein the packet or the frame comprises information specifying a factory reset
command; and

performing the factory reset in response to receiving the factory reset

command.
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20. The method of claim 18, wherein the packet or the frame comprises an
acknowledgment (ACK) in a discover, offer, request and acknowledgment (DORA)

procedure.
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