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Wi-Ft MANAGEMENT FRAME RECORDER

BACKGROUND

{6001] Embodiments of the invention relate to performing diagnostics on a gateway device.

SUMMARY
{6002] Aspects of the present invention are drawn to a gateway device for use with an
operator device and a client device for monitoring information associated with the client
device. The operator device being in communication with the gateway device via an external
network and further being configured to fransmit monitoring instructions and information
retrieval instructions. The instructions may be based on the use of management information
base (MIB) structures. The gateway device being configured to communicate with the client
device via a local area network. The gateway device further being configured to include a
memory and a processor, wherein the processor is configured to execute instructions stored in
the memory to cause the gateway device to: communicate with the operator device via the
external network and to communicate with the client device via the local area network;
receive the moniforing instructions and information retrieval instructions; and set a medivm
access control (MAQC) address associated with the client device based on the monitoring
instroctions. The processor further configured to cause the gateway device ! monitor non-
data frares of the client device based on the MAC address and the monitoring instructions;
store the monitored non-data frames as recorded non-data frames in the memory; and
transmit the recorded non-data frames to the operator device based on the information

retrieval instructions.

{6003] In some embodiments, the memory is further configared fo store a predetermined
number of the recorded non-data frames. In some of these embodiments, the memory may
still be further configured to store the predetermined number of the recorded non-data frames

in a first-in, first-out routine.

{0084] In some embodiments, wherein the processor is configured to execute instructions
stored in the memory to cause the gateway device to: prevent a predetermined type of the
monitored non-data frames from being stored as a portion of the recorded non-data frames.
In some of these embodiments, the preventing of a predetermined type of the monitored non-
data frames from being stored as a portion of the recorded non-data frames includes

preventing beacon frames from being stored as the portion of the recorded non-data frames.
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{6005] In some embodiments, the processor is further configured to execute instructions
stored in the memory to cause the gateway device to monitor at least one of the group

consisting of management frames, control frames and combinations thereof.

{0086] In some embodiments, the processor is further configured to cxecute instructions
stored in the memory to cause the gateway device to provide a graphic user interface (GUI) to

cnable a user to exclude a type of management frame from as recorded non-data frames.

{6007] In some embodiments, the processor is further configured to execute instractions
stored in the memory to cause the gateway device to provide a GUI to enable a user to

exclude a type of management frame from as recorded non-data frames.

{6008] Other aspects of the present invention are drawn to a method of operating a gateway
device to enable monitoring a client device from an operator device via the gateway device,
the operator device being in communication with the gateway device via an external network
and being configured to transmit monitoring instructions and information retrieval
instructions. The instractions may be based on the use of management information hase
(MIB) structures., the client device being in communication with the gateway device via a
local arca network. The method includes: receiving, via a processor configured to execute
instructions stored in a memory, the mwonitoring mstructions; setting, via the processor, a
MAC address associated with the client device; monitoring, via the processor, non-data
frames of the client device based on the MAU address and the monitoring instructions;
storing, into the memory, the monitored non-data frames as recorded non-data frames;
receiving, via the processor, information retrieval instructions; and transmitting, via the
processor, the vecorded non-data frames to the operator device based on the information

retrieval instructions.

{6009] In some embodiments, the storing of the monitored non-data frames as recorded non-
data frames includes storing a predetermined number of the recorded noun-data frames. In
some of these embodiments, the storing of a predetermined sumber of the recorded non-data
frames includes storing the predetermined nomber of the recorded non-data frames n a first-
in, first-out routine.

{6014] In some embodiments, the method further includes preventing, via the processor, a

predetermined type of the monitored non-data frames from being stored as a portion of the

recorded non-data frames. In some embodiments, the monitoring of non-data frames of the
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client device includes monitoring at least one of the group consisting of management frames,

control frames and combinations thereof.

{6011} In some embediments, the method further includes providing, via the processor, a
GUI to enable a user to exclude a type of management frame from as recorded non-data

frames.

{6012] Other aspects of the present invention are drawn o a non-transitory, conputer-
readable media having computer-readable instructions stored thereon, the computer-readable
instructions being capable of being read by gateway device for use with a wireless client
device and an operator device and being condigured to communicate with an external
network, the operator device being in communication with the gateway device via the
external network and being configured to transmit monitoring instructions and information
retrieval instructions. The instructions may be based on the use of management information
base (MIB) structures., the client device being in communication with the gateway device via
a local arca network, wherein the computer-readable instructions are capable of instructing
the gateway to perform the method: receiving, via a processor configured to execute
instructions stored on a memory, the monitoring instructions; setting, via the processor, a
MAC address associated with the client device; monitoring, via the processor, non-data
frames of the client device based on the MAC address and the monitoring instructions;
storing, into the memory, the monitored non-data frames as recorded non-data frames;
receiving, via the processor, information retrieval instructions; and transimitting, via the
processor, the recorded non-data frames to the operator device based on the information

retrieval instructions.

{0013] In some embodiments, the computer-readable instructions are capable of instructing
the gateway to perform the method wherein the storing the monitored non-data frames as
recorded non-data frames includes storing a predetermined number of the recorded non-data
frames. In some of these embodiments, the computer-readabie instructions are capable of
instructing the gateway to perform the method wherein the storing a predetermined number
of the recorded non-data frames includes storing the predetermined number of the recorded

non-data frames in a first-in, first-out routine.

{0014] In some embodiments, the computer-readable instructions are capable of instructing

the gateway to perform the method further includes preventing, via the processor, a
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predetermined type of the monitored non-data frames from being stored as a portion of the

recorded non-data frames. .

{0015] In some embodiments, the computer-readable instructions are capabic of instructing
the gateway to perform the method wherein the monitoring non-data frames of the client
device includes monitoring at least one of the group consisting of management frames,
control frames and combinations thereof.

BRIEF SUMMARY OF THE DRAWINGS
{6018] The accompanying drawings, which are incorporated in and form a part of the
specification, lustrate example embodiments and, together with the description, serve o
cxplain the principles of the invention. In the drawings:
[6017] FIG. 1 Hustrates structural components implementing an electronic commumication

network;
{6018] FIG. 2 illustrates an exploded view of the gateway device and client device of FIG. §;

{6019] FIG. 3 illustrates the communication system of FIG. 1 in an instance wherein a client
device has trouble connecting to the gatcway device;

{6028] FIG. 4 iHustrates a communication system in accordance with aspects of the present
disclosure.

{0021] FIG. § Hustrates an example method of operating the gateway device to enable
recording of monitoring frames of a client device and transmission of moniforing frames 1o
an operator device;

{0022] FIG. 6A illustrates an exploded view of the gateway device, client device, and
operator device of FIG. 4 at a time 1,

{0023] FIG. 6B illustrates an exploded view of the gateway device, client device, and
opcrator device of FIG. 4 at a time £,

{6024] FIG. 6C illustrates an exploded view of the gateway device, client device, and
operator device of FIG. 4 at a time #3,

{6025] FIG. 6D illustrates an exploded view of the gateway device, client device, and

operator device of FIG. 4 at a time &4,
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{6026] FIG. 7 illustrates an exploded view of the gateway device and client device of FIG. 4;

and

160271 FIG. B illustrates an exploded view of a portion of the gateway device and client

device of Fi(G. 4.

DETAILED DESCRIPTION
{6028] The following detailed description is made with reference to the accompanying
drawings and is provided to assist in a comprehensive understanding of various example
embodiments of the present disclosare. The following description includes various details to
assist in that understanding, but these are to be regarded merely as examples and not for the
purpose of limiting the present disclosure as defined by the appended claims and their
cquivalents. The words and phrases used in the following description are merely used to
cnable a clear and consistent understanding of the present disclosure. In addition,
descriptions of well-known structures, functions, and configurations may have been omitted
for clarity and conciscness. Those of ordinary skill in the art will recognize that various
changes and modifications of the examples described herein can be made without departing

from the spirit and scope of the present disclosure.

{0029] FIG. | ilustrates structural components implementing an electronic commumnication
network 100, which includes: a gateway device 102; a plurality of client devices, a sample of
which are ilustrated as a client device 104, a client device 106 and a client device 108; a
plurality of Wi-Fi extenders, a sample of which are illustrated as a Wi-Fi extender 112 and a

Wi-Fi extender 114; an operator device 116 and an external network 124, e.g., the Internet.

{00301 A gateway device 102, also referred to as a gateway, residential gateway, or RG, is an
electronic device that is to be located so as fo establish a local area network (LAN)Y at a
consumer premises. The consumer premises can include a residental dwelbing, office, or any
other business space of a user. The terms home, office, and premises may be used

synonymously herein.

$031] Gateway device 102 mav be any device or system that is configured to allow data to
{0031 ¥ 3 g

flow froma one discrete network to another. Gateway device 102 may performo such functions
as inroute bandwidth allocation and load balancing, outroute prioritization, web acceleration

and HTTP compression, flow control, encryption, redundancy switchovers, traffic restriction

policy enforcement, data compression, TCP performance eshancements (e.g., TCP
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performance enhancing proxies, such as TCP spoofing), quality of service functions (e.g.,
classification, prioritization, differentiation, random ecarly detection (RED), TCP/UDP flow

control), bandwidth usage policing, dynamic load balancing, and routing.

{6032] Gateway device 102 establishes, or is part of, WLAN 110, using Wi-Fi for example,
such that client devices 104, 106, 108, and Wi-Fi extenders 112 and 114 are able to
communicate wirelessly with gateway device 102. In particular, gateway device 102 is able
to communicate wirelessly directly with client devices 104, 106, and 108 and Wi-Fi extender
112. Further, gateway device 102 is able to communicate wirelessly with Wi-Fi extender 114
vig Wi-Fi extender 112 and is able to communicate wirelessly with client device 108 via Wi-
Fi extender 112 and Wi-Fi extender 114, The term Wi-Fi as used herein may be considered

to refer to any of Wi-Fi 4, 5, 6, 6E, or any variation thereof.

{6033] Further, it should be noted that gateway device 102 is able to communicate with
operator device 116 via communication connection 118 which may be pbysical media/wiring
or a wireless conmumunication system, such as 4G, or 5G, and further is able to connect to

external network 124, e.g., the Internet, via operator device 116.

{0034] Operator device 116 includes head-end equiprent such as server computers {(e.g.,
automatic configuration server ACS, cable modem termination system CMTS) that enable an
operator device, such as a cable television provider, a satcHite television provider, an internet
operator device, or multiple-systems operator (MSO), to provide service (such as internet
service) either through physical media/wiring, such as a coaxial network, an optical fiber
network, and/or DSL, or external network 124, such as a satellite or terrestrial antenna
implemented network or a combination of any of these examples or their equivalents. The
data communicated on such network can be implemented using a variety of protocols on a
network such as a wide area network {WAN), a virtual private network (VPN), metropohitan
area networks (MANs), system arca networks (SANs), a DOCSIS network, a fiber optics
network {e.g, FTTH (fiber to the home), FITX (fiber to the X}, or hybrid fiber-coaxial
(HFC)), a digital subseriber line (DSL), a public switched data network (PSDN), a global

Telex network, or a 2G, 3G, 4G or 5G network, for example.

{6035] Gateway device 102 serves as a gateway or access point to external network 124, e.g.,
the Internet (or otherwise as mentioned above), for one or more electronic devices, referred to

generally herein as client devices 104, 106, 108 that wirelessly communicate with gateway
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device 102 via, e.g., Wi-Fi. Client devices 104, 106, 108 can be desk top computers, laptop
computers, electronic tablet devices, smart phones, appliances, or any other so-called internet

of things equipped devices that are equipped to communicate information via WLAN 110.

{0036] Wi-Fiextenders 112 and 114 can be paired with gateway device 102 in order to
comrmunicate wirelessly with gateway device 102 and extend the coverage arca of WLAN
110. Any of the client devices 104, 106, and 108 can be in comnunication with gateway

device 102 or any of Wi-Fi extenders 112 and 114,

{0037] Gateway device 102 has the capability of wirelessly commanicating with plaral
electronic user devices over respective communication avenues. In order to extend the area
in which WLAN 110 is effective, beyond the radio reach of gateway device 102, one or more
of Wi-Fi extenders 112 and 114 can be added. The establishment of the operative
communications between a Wi-F extender 112 and gateway device 102 {or between Wi-Fi
extender 114 and an already established Wi-Fi extender 112) is referred to as onboarding the
extender. Once onboarded, the Wi-Fi extenders 112 and 114 can conununicate wirclessly
with gateway device 102. However, rather than using one of the communication avenues that
are allocated for communication with user devices, a dedicated avenue of communication
may be established, at least at some times, between the cxtender and gateway device 102,

This dedicated avemue 1s referred to as a backhaul.

{6038] Within WLAN 110, electronic devices are often referred to as being stations in
WELAN 110, In IEEE 80211 (Wi-Fi) terminology, a station {abbreviated as STA)} is a device
that has the capability to use the 802.11 protocol. For example, a station may be a laptop, a
desktop PC, PDIA, access point or Wi-Fi phone. An STA may be fixed, mobile or portable.
Generally in wireless networking terminology, a station, wireless client, and node are often
used interchangeably, with no strict distinction existing between these terms. A station may
also be referved to as a transmitter or receiver based on its transmission characteristics. IEEE
§02.11-2012 defines station as: a logical entity that is a singly addressable instance of a
medium access control (MAC) and physical layer (PHY) interface to the wireless medium
(WM.

{6039] A wircless access point (WAP), ot more generally just access point {AP), is a
networking hardware device that allows other Wi-Fi devices to connect to a Wi-Fi network.

A service set ID (S51D) is an wdentification (in IEEE 802.11) that is broadcast by access
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points in beacon packets to announce the presence of a network access point for the SSID.
551Ds are customizable 1Ds that can be zero to 32 bytes, and can be in a natural language,
such as English. In WLAN 110, gateway device 102, Wi-Fi extender 112 and Wi-Fi extender
114 are access points for WLAN 110,

{6048] Fach of client devices 104, 106, and 108 are configured to communicate information
via WLAN 110 in addition to utilizing network hardware, such as a wireless access point
{(“WAP” or “AP"), small cells, femtocells, or cellular towers. It is to be understood that client
devices 104, 106 and 108 are configured to gain convenient bigh-speed access 1o networks,
such as WLAN 110, via one or more access points that are associated with one or more
operator device 116. Operator device 116 is configured fo transmit ong or more requests o
gateway device 102 in order to assist operator device 116 with monitoring, policing, and
troubleshooting issues associated with gateway device 102 or client devices 104, 106 and 108
and/or issues associated with providing services o client devices 104, 106 and 108,
Troubleshooting includes, but is not limited to, operator device 116 sending instructions to
gateway device 102 to perform session packet capture and analysis associated with client
devices 104, 106 and 108, and segmentation of network and premises equipment of system

100 in order to isclate faults.

{6041] In addition to serving as access points for WLAN 110, Wi-Fi extenders 112 and 114
are further configured to expand the coverage of one or more wireless signals associated with
client devices 104, 106 and 108 by capturing the Wi-Fi from one or more routers providing
wireless signals to client devices 104, 106 and 108, and rebroadcasting the wireless signals to
areas where the Wi-Fi is weak or nonexistent. Wi-Fi extenders 112 and 114 are further
configured to support multi-user, multiple input, multiple cutput (MU-MIMO) in order to

support environments where multiple users are atteropting access the same wireless network
at the same time.

{0042 FIG. 2 llustrates an exploded view of gateway device 102 and client device 106 of
FiG. 1.

{0043] As shown in FIG. 2, gateway device 102 includes: a controller 202; a memory 204,
which has controller executable instructions stored therein; at feast one radio, a sample of

which is tlustrated as a radio 208, and an tnterface curcuit 212,
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{6044] Controller 202 can include a dedicated confrol circuit, CPU, a hardware processor
such as a microprocessor, a multi-core processor, a single core processor, a field
programmable gate array {(FPGA), a microcontroler, an application specific integrated circuit
(ASIC), a digital signal processor (IDSP), or other similar processing device capable of
executing any type of instractions, algorithms, or software for controlling the operation and
functions of the gateway device 102 in accordance with the embodiments described in the
present disclosure. Memory 204 can store various programming, and user content, and data
as stored data 2006, Interface circuit 212 can include one or more connectors, such as RF
connectors, or Bthemet connectors, and/or wireless conmmmunication circuitry, such as 3G
civcuitry and one or more antennas. Interface circuit 212 receives service from operator
device 116 (as shown in FIG. 1) by known methods, non-limiting examples of which include
terrestrial antenna, satellite dish, wired cable, DSL, optical fibers, or 5(3 as discussed above.,
Through interface circait 210, gateway device 102 receives an input signal, including data

content, from operator device 116 and can send data tw operator device 1i6.

{6045] Radio 208, (and preferably two or more radios}, may also be referred to as a wireless
communication circoit, such as a Wi-Fi WLAN interface radio transceiver and is configured
to conmununicate with client devices 104, 106 and 108, and with Wi-Fi extenders 112 and 114.
Radio 208 includes one or more antennas and communicates wirelessly via one or more of
the 2.4 GHz band, the 5 GHz band, and the 6 GHz band, or at the appropriate band and
bandwidth to implement any IEEE 802.11 Wi-Fi protocols, such as the Wi-Fi 4, 5, 6, or 6E
protocols. Gateway device 102 can also be equipped with a radio transceiver/wircless
communication circuit to implement a wireless connection in accordance with any Bluetooth
protocols, Bloetooth Low Energy (BLE), or other short range protocols that operate in
accordance with a wireless {echnology standard for cxchanging data over short distances
using any licensed or unlicensed band such as the CBRS band, 2.4 GHz bands, 5 GHz bands,
or 6 GHz bands, RFACE protocol, ZigBee protocol, Z-Wave protocol, or [EEE 802.154

protocol.

{6046] In this example, controller 202, memory 204 and radio 208 are illustrated as
individual devices. However, in some embodiments, at least two of controller 202, memory
204 and radio 208 may be combined as a unitary device. Further, in some embodiments, at

feast one of controller 202 and memory 204 may be impleraented as a computer having



WO 2021/243567 PCT/CN2020/093946

tangible computer-readable media for carrying or having computer-executable instructions or

data structures stored thereon.

160471 Client device 106 includes: a controler 222; a memory 224, which includes controller
cxecutable instructions stored therein; and at least one radio, a sample of which is iHustrated

as aradio 228; an interface circuit 230 and a display 232

{6048] Controller 222, can include a dedicated control circuit, CPU, a hardware processor
such as a microprocessor, a multi-core processor, a single core processor, a field
programmable gate array {(FPGA), a microcontrolier, an application specific integrated circuit
(ASIC), a digital signal processor (IDSP), or other similar processing device capable of
executing any type of instractions, algorithms, or software for controlling the operation and
functions of the client device 106 in accordance with the embodiments described in the
present disclosure. Memory 224 can store various programming, and user content, and data
as stored data 226. Radio 228, such as a Wi-Fit WLAN interface radio transceiver, is
configared to communicate with gateway device 102, as shown in FIG. 1. Radio 228
includes one or more antennas and communicates wirelessly via one or more of the 2.4 GHz
hand, the 5 GHz band, and the 6 GHz band, or at the appropriate band and bandwidth to
implement any 1EEE 802.11 Wi-Fi protocols, such as the Wi-Fi 4, 5, 6, or 6F protocols.
Client device 106 can also be equipped with a radio transceiver/wireless communication
circuit to implement a wireless connection in accordance with any Blaetooth protocols,
Bluctooth Low Energy (BLE), or other short range protocols that operate in accordance with
a wireless technology standard for exchanging data over short distances using any licensed or
unlicensed band such as the CBRS band, 2.4 GHz bands, 5 GHz bands, or 6 GHz bands,
RF4CE protocol, ZigBee protocol, Z-Wave protocol, or IEEE 802.15.4 protocol.

{6049] In this example, controller 222, memory 224, radio 228, interface circuit 230 and
display 232 are iltustrated as individual devices. However, in some embodiments, at least
two of controller 222, memory 224, radio 228, interface circuit 230 and display 232 may be
combined as a unitary device. Further, in some embodiments, at least one of controller 222
and memory 224 may be implemented as a computer having tangible computer-readable
media for carrying or having computer-cxecutable instructions or data structures stored

thereon.

10
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{0050] Any of the client devices within network 100 may be a mobile device. In the event
that a client device within WLAN 110 is not 2 mobile device, such a client device may still
include: a controller, which can include a dedicated control circuit, CPU, microprocessor,
etc., and that controls the circuits of the client device; a memory, which has stored therein
controller executable instructions, that is similar to memory 224, of client device 106
discussed above; a radio similar to radio 228 of client device 106 discussed above; in
additional to further functional circuitry. Accordingly, any of the client devices may inchide
a Wi-Fi WLAN interface radio transceiver that is configured to communicate with other
client devices, with Wi-Fi extenders 112 and 114 and with gateway device 102, as shown in
FIG. 1. Further, any of the client devices may include a radio that is stmilar to radios 208 and
228 discussed above. Still turther, any of the client devices may be equipped with a radio to
implement a Bluetooth interface radio transceiver and antenna, or with a radio meeting
RFACE protocol, Zigbee protocol, and/or [EEE 802.15.4 protocol, which also comounicates

in the ISM band, in a manner simlar to discussed above.

{6051] Insofar as gateway device 102 provides connection to operator device 116, gateway
device 102 can be equipped with connectors to connect with a television or display device,
and can also inciude programming to execute an electronic program guide and/or other
suitable GUIL, and can with such configuration be referred to as a so called set top box. Such
a set top box can be included in the system shown in FIG. 1 as gateway device 102 or in
addition thereto. Moreover, inclusion of one or more of far-field microphones, (for example,
voice command and/or presence recognition, and/or telephone communication), cameras, {for
example, gesture and/or presence recognition, and/or video telephone comimunication), and
speakers, and associated programming, can enable the gateway device to be a so-called smart
media device.

{6052] The processes disclosed herein constitute algorithros that can be effected by software,
applications {apps, or mobile apps), or computer programs. The software, applications, and
computer programs can be stored in a non-transitory computer-readable medium for causing

a comuputer, such as the one or more processors, to execute the processes.

{00531 A plurality of issues comumonly associated with connectivity between client devices

are usually associated with an inability for an operator device to consistently communicate

11
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with the client devices within a local area network. This is described in more detail with

reference to FI(z. 3.

{6054} FIG. 3 illustrates communication system 100 in an instance wherein client device 106
has trouble connecting to gateway device 102, Such problems may manifest as client device
106 not connecting at all to gateway device 102 or client device 106 repeatedly being
unintentionally disconnected/reconnected from gateway device 102. Most times, a typical
user may not know why client device 106 is baving problems connecting o gateway device
102. In such cases, the typical user may contact the service provider, operating operator

device 116, to complain and ask for assistance.

{0055] Conventionally, in order to rectify these connectivity issues, the service provider
associated with operator device 116 must send a technician to physically (in-person)
troubleshoot the local area network by capturing wireless packets sent over the air in order (o

determine the root of the connectivity issucs.

{0056] What is needed is a system and method for remotely monitoring and rectifying
connectivity issues within a local area network between a client device and operator device

via a gateway device.

{0057] A systern and method in accordance with the present disclosure remotely monitors
and rectifies connectivity issucs within a local arca network between a client device and
operator device via a gateway device. Aspects of the present disclosure are drawn to
remotely monitoring and rectifying connectivity issues within a local area network by
circumventing the requirement of the technician physically troubleshooting the local arca
network hy providing a gateway device communicatively coupled to the operator device
configured to receive monitoring instructions and information retrieval instructions from the
operator device. The gateway device is configured 1o processe the monitoring and retrigval
instructions in order to monitor non-data frames associated with the client device at issue, to
store monitored non-data frames, and to transmit the monitored non-data frames to the

operator device.

{00587 An example system and method for remotely monitoring and rectifying connectivity
issues within a local area network in accordance with aspects of the present disclosure will

now be described in greater detail with reference to FIGS. 4-8.
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{6059] FIG. 4 illustrates a communication system: 400 in accordance with aspects of the

present disclosure.

{0060] As shown in the figure, system 400 includes a gateway device 402, client device 104,
clicnt device 106, client device 108, Wi-Fi cxtender 112, Wi-Fi extender 114, operator device
416, each of the aforementioned components configured to be communicatively associatex

via WLAN 110,

[0061] As shown in FIG. 4, gateway device 402 is arranged to communicate with client
devices 104, 106, 108 and with Wi-Fi extender 412 over WLAN 110. Further, gateway
device 402 is arranged to communicate with operator device 416, wherein the communication
may be accomplished via communication connection 118 which may be physical

media/wiring or a wircless communication system, such as 4G, or 5G.

{0062] Gateway device 402 is configured to function similarly to gateway device 102 of FIG.
1 in which gateway device 402 assists operator device 416 in providing one or more internet
connections (o a premises in a manner in which the one or more internet connections are
converted into one or more Wi-Fi signals to which client devices 104, 106, and 108 may
connect. It is to be understood that operator device 416 may he one or more servers, a
provider network, internet service provider (I5P), application service providers, content

provider, or any other computer.

{0063] Operator device 416 is configured to transmit requests to detect and/or monitor
connectivity issues associated with gateway device 402 and client devices 104, 106, and 108
within WLAN 110, and provide monitoring instructions to gateway device 402 based on one
or more network protocols, such as SNMP management information base (MIB) structures or
TR-069 and TR-181 database structures . In some embodiments, a MIB structure may
include settings to configure a device to monitor and transmit MAC frames, such as, but not
limited to, management frames, control frames, data frames, beacon frames, probe frames,
sub-frames of the aforementioned, any combinations thereof, or any other applicable frames.
Operator device 416 is further configured to utilize the MIB structure to communicate a
MAC address of the applicable client device tn order to specity to gateway device 402 which
of client devices 104, 106, and 108 should be monitored resulting in gateway device 402
performing recording and storage of non-data frames associated with one of clicnt devices

104, 106, and 108. Operator device 416 is further configured to utilize the MIB structure to
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initiatc subscquent transmission of stored non-data frames to operator device 416 based one
of more monitoring instructions previously transmitted from operator device 416 to gateway
device 402. Though this operation is described in terms of SNMP MIiBs, other protocols and

communication systems could be used, such as TR-069/TR-181 or YANG.

[0064] System 400 of FIG. 4 operates differently from system 100 discussed above in
reference to FIG. 1. In particular, system 400 operates in accordance with aspects of the

present invention, which will now be discussed in greater detail with reference to FIGS. 3-8,

{0065] For purpose of discussion, consider a situation wherein operator device 416 needs to
determine whether gateway device 402 is operating correctly with respect to being connected
to one or more of client devices 104, 106, and 108, Operator device 416 is configured to
remotely monitor and troubleshoot the connectivity between gateway device 402 and client
devices 1{4, 106, and 108 without requiring a technician to be physically sent to the premises

associated with WLAN 110 to perform troubleshooting.

{0066] FIG. 5 Hustrates an example method 500 of operating a gateway device to enable
recording of monitoring frames of a client device and transmission of monitoring frames to

an operator device.

{60671 As shown in FIG. 5, method 500 starts ($502), and monitoring instractions are
rececived (S304). This will be discussed in greater detail with reference to FIG. 6A.

i

[0068] FIG. 6A illustrates an exploded view of gateway device 402, client device 106, and

operator device 416 at a time 7.

[0069] As shown in FIG. 6A, gateway device 402 is arranged to communicate with client
device 106 over network 110. Further, gateway device 402 is arranged to communicate with

operator device 416 over external network 124,

{0070] In operation, gateway device 402 receives monitoring instructions 602 from operating
device 416. In some embodiments, operator device 416 detects one or more connectivity
issues associated with one of client devices 104, 106, and 108 resulting in noncontinuous or
delaved access of client device 106 to network 102 based on a configuration wherein gateway
device 402 is in commmunication with operator device 416 via comnmunication connection 118
and client device 106 via WLAN 110. Upon detecting the one or more connectivity issues
(either via the operator device side or via reporting of issues from a client device), operator

device 416 transmits monitoring instructions 602 based on the MIB. However, at this point,
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operator device 416 is only aware that there is a connectivity issue associated with a clicnt
device in WLAN 110, but does not know which client device is experiencing the one or more

connectivity issues.

{6071] In some embodiments, gateway device 402 is configured to monitor information
associated with the connectivity of client devices 104, 106, and 108 with WLAN 110, non-
himiting examples of such information inclhudes date and time connection was nitiated, active
and idle times, name of internal network computer being connected to, IP address of client,

and any other applicable connectivity information associated with WLAN 110,

{0072] Operator device 416 may specify monitoring instructions 602 sent to gateway device
402, such as indicating a specific type of data to be monitored, however operator device 416
way use the MIEB 1o identity the MAC address of the clicnt devics that needsto be
m&}nimredig A1, It is to be understood that monitoring mstractions 602 may be ransmitted
from operator device 416 fo gateway device 402 continuously, incrementally, or in any other
applicable manner that assists gateway device 402 in actively monitoring non-data frames of

client devices within WLAN 110.
{0073] This will be described in greater detail with respect to FIG. 7.
[6074] FIG. 7 Hustrates an exploded view of gateway device 402 and client device 106,

{0075] As shown in FIG. 7, gateway device 402 includes a controller 702, a roemory 704
having controller readable instructions stored therein, aradio 708, and a gateway
commuunication interface circuit 712. Further, client device 106 includes a controller 222, a
memory 224 having controller executable instructions 226 stored therein, a radio 228, an

interface civcuit 230 and a display 232.

{0076] In this example, in gateway device 402, controller 702, memory 704, radio 708, and
gateway communication interface circuit 712 are illustrated as individual devices. However,
in some embodiments, at least two of controller 702, memory 704, radio 708, and gateway
communication interface circuit 712 may be combined as a unitary device. Whether as
individual devices or as combined devices, controlier 702, mermory 704, radio 708, and
gateway comnunication interface circuit 712 may be implemented as any combination of an
apparams, a system and an integrated circuit. Fuorther, in some embodiments, at least one of
controller 702, memory 704, radio 708, and gateway communication interface circuit 712

may be implemented as 3 computer having non-transitory computer-readable media for
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carrying or having computer-cxecutable mstructions or data structures stored thercon. Such
non-transitory computer-readable recording medium refers to any computer program product,
apparatus or device, such as a magnetic disk, optical disk, solid-state storage device, memory,
programmable logic devices (PLDs), DRAM, RAM, ROM, EEPROM, CD-ROM or other
optical disk storage, magnetic disk storage or other magnetic storage devices, or any other
medium that can be used to carry or store desired computer-readable program code in the
form of instructions or data structures and that can be accessed by a general-purpose or
special-purpose computer, or a gencral-purpose or special-purpose processor. Disk or dise,
as used herein, includes compact disc (CD), laser disc, optical disc, digital versatile disc
(DVD), floppy disk and Blu-ray disc. Combinations of the above are also included within the
scope of computer-readable media. For information transferred or provided over a network
or another communications connection {either hardwired, wireless, or a combination of
hardwired or wireless) to a computer, the computer may properly view the connection as a
computer-readable medivm. Thus, any such connection may be properly termed a computer-
readable medium. Combinations of the above should also be included within the scope of

computer-readable media.

{0077] Example tangible computer-readable media may be coupled to a processor such that
the processor may read information from, and write information to the tangible computer-
readable media. In the alternative, the tangible computer-readable media may be integral to
the processor. The processor and the tangible computer-readable media may reside in an
integrated circuit (IC), an application specific integrated circuit {ASIC), or large scale
integrated circuit (LST), system LSL, super LSI, or wltra LS components that perform a part
or all of the functions described herein. In the alternative, the processor and the tangible

compuiter-readable media may reside as discrete components.

{6078] Example tangible computer-readable media may be also be coupled to systems, non-
Limiting examples of which include a computer system/server, which is operational with
numerous other general purpose or special purpose computing system cnvironments or
configurations. Exaroples of well-known computing systems, environments, and/or
configurations that may be suitable for use with computer system/server include, but are not
limited to, personal computer systems, server computer systems, thin clients, thick clients,
handheld or laptop devices, multiprocessor systems, microprocessor-based systems, set-top

boxes, programmable consumer electronics, network PCs, minicomputer systems, mainframe
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computer systems, and distributed cloud computing environments that include any of the

above systems or devices, and the like.

{0079] Such a computer systemy/server may be described in the general context of computer
system-cxecutable instructions, such as program modules, being executed by a computer
system. Generally, program modules may include routines, programs, objects, components,
logic, data structures, and so on that perform particular tasks or implement particular abstract
data types. Further, such a computer system/server may be practiced in distributed cloud
computing environments where tasks are performed by remote processing devices that are
linked through a commumications network. In a distributed cloud computing environment,
program modules may be located in both local and remote computer system storage media

including memory storage devices.

{0080] Componenis of an exampie computer system/server may include, but are not kmited
t0, OBC OF INOTC ProcessOrs OF processing units, a system memory, and a bus that couples

various system components including the system memory to the processor.

{0081] The bus represents one or more of any of several types of bus structures, including a
memory bus or memory controller, a peripheral bus, an accelerated graphics port, and a
processor or local bus using any of a variety of bus architectures. By way of example, and
not limitation, such architectures include Industry Standard Architecture (ISA) bus, Micro
Channel Architecture (MCA) bus, Enbanced ISA (EISA) bus, Video Electronics Standards

Association (VESA) local bus, and Peripheral Component Interconnects (PCI) bus.

{6082] A program/utility, having a set {(at least one) of program modules, may be stored in
the memory by way of example, and not limitation, as well as an operating system, onc or
more application programs, other program modules, and program data. Each of the operating
system, one or more application programs, other program modules, and program data or some
combination thereof, may include an implementation of a networking environment. The

F . . - 3 . i7 i N y [
program modules generally carry out the functions and/or methodologies of various

embodiments of the application as described herein.

{6083] Controller 702 can include a dedicated control circuit, CPU, microprocessor, ete.
Controller 702 congrols the circuits of gateway device 402. Memaory 704 can store various

progranuning, and user content, and data as stored data 706.
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{0084 As will be described in more detail below, stored data 706 includes instructions that
may be used by controller 702 to cause gateway device 402 to communicate with operator
device 416 via external network 124, and further cause gateway device 402 to commumnicate
with client device 106 via WLAN 110, In some embodiments, the instructions cause gateway
device 402 to receive monitoring instructions and information retricval instructions from
operator device 416, In some embodiments, the instructions cause gateway device 402 to set
a MAC address associated with client device 106 based on the monitoring instructions.
Memory 704 can further store the monitored non-data frames as recorded non-data frames.
Sull further, in some emnbodiments, the instructions cause gateway device 402 to transmit the

recorded non-data frames to operator device 416.

{0085] In some embodiments, memory 704 is further configured to store a predetermined
number of the recorded non-data frames. Further, in some ermbodiments, memory 704 s stll
further configured 1o store the predetermined number of the recorded non-data frames in a
first-in, first-out routine. Still further, in some embodiments, the instructions cause gateway
device 402 1o prevent a predetermined type of the monitored non-data frames from being

stored as a portion of the recorded non-data frames.

{30861 In some embodiments, the instructions cause gateway device 402 to provide a GUL to
g Yy f

enable a user to select or exclude the chient device(s) to be monitored.

{60871 In some embodiments, the instructions cause gateway device 402 to provide a GUl to
cnable a uscr to monitor frames of different types, wherein the types are at least one of the

group consisting of management frames, control frames and combinations thereof.

{0088] In some embodiments, the instructions cause gateway device 402 to provide a GUl to

cnable a user to exclude a type of non-data frame from the recorded non-data frames.

{6089] Radio 708 (and preferably two or more radios) may also be referred to as a wireless
communication circuit, such as a Wi-Fi WLAN interface radio transceiver and is operable to
comunimcate with client devices, such as chient device 106. Radio 708 includes one or more
antennas and communicates wirelessly via one or more of the 2.4 GHz band, the 5 GHz band,
and the 6 GHz band, or at the appropriate band and bandwidth to implement any IEEE 802.11
Wi-Fi protocols, such as the Wi-Fi 4, 5, 6, or 6K protocols. Client device 106 can also be
equipped with a radio transceiver/wireless comrounication circuit to implement a wireless

conpection in accordance with any Bluctooth protocols, Bluctooth Low Encrgy (BLE), or

18



WO 2021/243567 PCT/CN2020/093946

other short range protocols that operate in accordance with a wireless technology standard for
exchanging data over short distances using any licensed or unlicensed band such as the CBRS
band, 2.4 GHz bands, 5 GHz bands, or 6 GHz bands, RF4CE protocel, ZigBee protocol, Z-
Wave protocol, or IEEE 802.15 .4 protocol..

{6098] Gateway communication interface circuit 712 can include one or more connectors,
such as RF connectors, or Ethernet connectors, and/or wireless communication circuitry, such
as 5(r circuitry and one or more antennas. Gateway commmnication interface circuit 712
receives service from operator device 416 by known methods, non-limiting examples of
which inchude terrestrial antenna, satellite dish, wired cable, DSL, optical fibers, or 5G as
discussed above. Through gateway communication interface circuit 712, gateway device 402
receives an inputf signal, including data and/or audio/video content, from the operator device

416 and can send data to the operator device 416.

{0091] Controller 702 receives monttoring instructions 602 from operator device 416. This

will be described in greater detail with respect to FIG. 8.

{6092] FIG. 8 illustrates an exploded view of a portion of gateway device 402 including

controtier 802, gateway communication interface circuit 712, and radio 708.

{6093] As shown in FIG. &, controller 802 includes a communication component 804, a

monitoring component 806, and a client managing component 808.

{0094] In this example, communication component 804, monitoring component 806, and
client managing component 808 are illustrated as individual devices. However, in some
cmbodiments, at least two of cornmunication component 804, monitoring corponent 806,
and client managing component 808 may be combined as a unitary device. Whether as
individual devices or as combined devices, communication component 804, monitoring
component 806, and client managing component 808 may be implemented as any
combination of an apparatus, a systern and an integrated circuit. Further, in some
embodiments, at least one of communication component 804, monitoring component 806,
and client managing component 808 may be implemented as a computer having non-
transitory computer-readable media for carryving or having computer-executable instructions

or data structures stored thercon.

{6095} Controller 8072 is arranged to commwinicate with operator device 416 via

communication connection 118 by way of gateway comumunication interface circuit 712.
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(ateway communication interface circuit 712 may he additionally arranged to enable radio

708 to comnmumnicate with client device 106 over WLAN 110,

10096] Communication component 8034 enables controller 892 to communicate with operator
device 416 using the protocols such as BOCSES. WLAN 110 has communication protocols
that are different from the protocols associated with external network 124, Radio 708 enables
controtler 802 to communicate with client device 106 using the protocols associated with
WLAN 110. Gateway conmumunication interface circuifry 712 enables conwroller to map
communications from client device 106 having network communication protocols associated
with WLAN 110, e.g., Wi-Fi, to communications to operator device 416 having network
communication protocols associated with the operator device 416, e.g., DOCSIS, and vice

versa,

{6097] Returning to FIG.S, after monitoring instructions 602 are received (8504), a MAC
address is set (8506). For example, once monitoring instructions 602 are received, gateway
device 402 utilizes TCP/UDP packets in addition to the assistance of the MIB in order to
determine the MAC address associated with client device 106. In some embodiments, setting
of the MAC address may be accomplished on the user side via the MIB thus, circumventing
the need to have a technician associated with operator device 416 to physically come and
perform troubleshooting on the premises associated with WLAN 110. One or more filtering
mechanisms may be used by gateway device 402 in order to extract information of particular
interest, such as the MAC address of client device 106. It should be noted that in some
cmbodiments, 2 GUI may be included in gateway device 402 (not shown) to enable a
technician to perform troubleshooting on the premises associated with WLAN 110, In these
GUI-enabled embodiments the technician may instruct gateway device 402 to monitor and
store non-data frames of client device 106. In particular, in these GUI-enabled embodiments,
the technician may instruct gateway device 402 to exclude a type of management frame from
being recorded as recorvded non-data frames Further, in these GUI-enabled embodiments, the
technician may instruct gateway device 402 to only include management frames, control

frames and combinations thereof.

{6098] Returning to FI(G.S, after the MAC address has been set (8506}, non-data frames of
client device are monitored (5508). This will be described in greater detail with reference to

FIG, 6B.

20



WO 2021/243567 PCT/CN2020/093946

{0099] FIG. 6B illustrates the exploded view of gateway device 402, client device 106, and
operator device 416 of FIG. 6A at a tiroe 12, wherein gateway device 402 monitors frames 604

to chient device 106 and frames 606 from client device 106.

{00100} In operation, clicnt device 106 is continuously atterapting to connect to WLAN 110
to receive one of more services associated with operator deviee 416, Due to the MAC
address being set, gateway device 402 is continuously monitoring frames 604 transmitted to
client device 106 and frames 606 received from client device 106, and filters the monitored
non-data frames based on a predetermined criteria. In other words, gateway device 402 is
configured to prevent a predetermined type of monitored non-data frame {rom being stored as
a portion of the recorded non-data frames. For example, gateway device 402 may filter non-
data frames 6504 and 606 based on the classification of the non-data frame, wherein the
predetermined criteria requires gateway device 402 to filter out control frames and store
management frames due to the storage of management frames requiring significantly less

memeory space than control frames.

{00101} In some embodiments, gateway device 402 specifically monitors and records non-
data frames based on the MAC address and monitoring instructions 602 in order to control
the amount of memory 704 being used to store the recorded non-data frames. Histo be
understood that gatoway device 402 may store only the non-data frames because other
frames, such as data frames, may be too ample in size and/or amount to be compiled and sent

to operator device 416.

{60102] For purposes of discussion, let operator device 416 have knowledge that client device
106 s a client device experiencing one or more connectivity issues. With this knowledge the
MAC address of client device 106 communicated to gatcway device 402. In embodiments,
operator device 416 rnay use an SNMP MIB to provide the MAC address to the gateway.
Using the MAC address provided by operator device 416, gateway device 402 monitors
frames 604 transmitted to client device 106 and frames 606 transmitted from client device
106. It is to be understood that frames 604 and frames 606 are configured to be used by
wireless clients to initiate and tear down sessions for network services; however, non-data
frames of frames 604 and non-data frames of frames 606 are not ordinarily encrypted due to
the inherent nature of the frames being configured to be heard and understood by all client

devices in a network in addition to being transmitted in an open/unencrypted manner.
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{60103] Returning to FIG. §, radio 708 transmits frames 604 to client device 106 via WLAN
110 and further provides copies of frames 604 to monitoring component 806. Client
managing component 808 instructs monitoring component 806 as to which frames are to be
recorded based on monitoring instructions 602 in the MIB as received from operator device

416.

{60104} In some embodiments, client managing component 808 instructs monitoring

component 806 that the frames to be recorded are non-data frames, which include

management frames, control frames, and combinations thereof.

{00185] Rewrning to FIG. &, radio 708 receives frames 606 from client device 106 via
WELAN 1190 and further provides copies of frames 606 to monitoring component 806, Again,
client managing component 808 instructs monitoring component 806 as to which frames are
to be recorded based on monitoring instructions 602 in the MIB as received from operator

device 416.

{00186] Retwning to FIG. 7, in some embodiments, gateway device 402 is further configured
to store a predetermingd number of the recorded non-data frames into memory 704 as stored
data 706. For example, gateway device 402 may record the first 100 non-data frames of
frames 604 and 606 depending on whether the 100 frames are sufficient for operating device
416 to identify and rectify connectivity issues associated with client device 106, In some
embodiments, memory 704 of gateway device 402 is configured to store the predetermined

number of recorded non-data frames in a first-in, first-out (FIFO) routine.

{60187] Returning to FI(.S, after non-data frames of client device are monitored (S508),
information retrieval instructions are reccived (3510). Gateway device 402 stores the
recorded non-data frames as stored data 706 in order to subsequently send the recorded non-
data frames to operator device 416 based on information retrieval instructions received from
operator device 416, This will be described in greater detail with respect to FIG. 6C.
{60108] FIG. oC illusirates the exploded view of gateway device 402, client device 106, and
operator device 416 of FIG. 6A at a time 3.

{60149] As shown in FIG. 6C, operator device 416 transmiits information retrieval
instructions 608 to gateway device 406 via external network 124. Retoming to FIG. 8,
operator device 416 transmits information retrieval instructions 608 to gateway device 402

used as a MIB structure. 1t is to be understood that other mechanisms that allow for sending
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queries according to various protocols may be accounted for in fransmitting information
retrieval instractions 608 1o gateway device 402. Conmumunication compounent 804 receives
information retrieval instructions 608 from operator device 416 and provides the received

information retrieval instructions 60§ to client managing component 808,

{60118] Returning to FIG.5, after information retrieval instractions ave received (8510}, the
results of the informaton retrieval instructions are transmitted (8512). For example, gateway
device 402 transmits the results of the information retricval instructions to operator device

416 via external network 124,

{00111] FIG. 6D illustrates the exploded view of gateway device 402, client device 106, and
operator device 416 at a time 72, As shown in the figure, gateway device 402 transmits a
record 610, which includes the results of information retrieval instructions 608 to operator

device 416 via external network 124.

{00112} As shown in the figure, the recorded management frames are accessed and compiled
into record 610 configured to be transmitted from gateway device 402 1o operator device 416
via communication corponent 804 based on information retrieval instructions 608, wherein
operator device 416 receives record 610 over external network 124, In some embodiments,
record 610 is configured to be housed in mermory 704 as stored data 706, As shown in FIG.
8. client managing component 808 accesses and transmiis record 610 to operating device 416

based on previcusly received information retrieval instructions 608.

{60113] it is to be understood that the data within record 610 received from gateway device
402 1s configured to assist operator device 416 with identifying, analyzing, and rectifying
connectivity issucs associated with client device 106. In particular, record 610 provides
operator device 416 with data that would otherwise require the technician © perform on-sife

troubleshooting on WLAN 110 in order to be acquired.

{60114] Returning to FIG.5, after the results of the information retrieval instructions are

transmitted (8512), method 300 stops {8514).

{601 15] The operations disclosed herein may constitute algorithms that can be effected by
software, applications (apps, or mobile apps), or computer programs. The software,
applications, computer programs can be stored in a non-transitory computer-readable medium
for causing a comnputer, such as the one or more processors, to exccute the operations

described herein and shown in the drawing figures.
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{60116] The foregoing description of various preferred embodiments have been presented for
purposes of illustration and description. It is not intended to be exhaustive or to lumit the
invention to the precise forms disclosed, and obviously many modifications and variations
are possible in light of the above teaching. The exampie embodiments, as described above,
were chosen and described in order to best explain the principles of the invention and its
practical application to therchy enable others skilled in the art to best atilize the invention in
various embodiments and with various modifications as ave suited to the particular use
conternplated. It is intended that the scope of the invention be defined by the claims

appended hereto.
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CLAIMS

‘What is claimed is:

1. A gateway device for use with an operator device and a client device, the operator
device being in communication with said gateway device via an external network and being
configured to transmit monitoring instructions and to transmit information retricval
instructions, the client device being in communication with said gateway device via a local
area network, said gateway device comprising:
a memory; and
a processor configured to execute instructions stored in said memory to cause said
gateway device to:
communicate with the operator device via the external network and o
communicate with the client device via the local area network;
1o receive the monitoring instructions and information retrieval instructions;
to set a medium access control (MAC) address associated with the client
device based on the monitoring instructions; and
to monitor non-data frames of the client device based on the MAC address
and the monitoring instructions;
wherein said memory is configured to store the monitored non-data tframes as
recorded non-data frames, and
wherein said processor is further configured to execute instructions stored in said
memory to cause said gateway device to transmit the recorded non-data frames to the

opcerator device based on the information retrieval instructions.

2. The gateway device of claim 1, wherein said memory is further configured to store a

predetermined nurber of the recorded non-data frames.
3. The gateway device of claim 2, wherein said memory is still further configured to

store the predetermined number of the recorded non-data frames in a first-in, Hrst-out

routine.
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4. The gateway device of claim 1, wherein said processor is further configured to
execute mstrictions stored in said memory to cause said gateway device to prevent 4
predetermined type of the monitored non-data frames from being stored as a portion of the

recorded non-data frames.

5. The gateway device of claim 1, wherein said processor is further configured to
cxecute mstractions stoved in said memory (o cause said gateway device to monitor at least

one of the group consisting of management frames, control frames and combinations thereof.

6. The gateway device of claim 1, wherein said processor is further configured to
execute instructions stored in said memory to cause said gateway device to provide a graphic
uscr interface to enable a user to exclude a type of management frame from the recorded non-

data frames.

7. A method of operating a gateway device {0 cnable monitoring a client device from an
operator device via the gateway device, the operator device being in communication with the
gateway device via an external network and being configured to transrmit roonitoring
instructions and information retricval instructions, the client device being in communication
with the gatcway device via a local area network, said method comprising:

receiving, via a processor configured to execute instructions stored tn a memory, the
monitoring instructions;

setting, via the processor, a MAC address associated with the client device;

monitoring, via the processor, non-data frames of the client device based on the MAC
address and the monitoring instractions;

storing, into the memory, the monitored non-data frames as recorded non-data
frames;

receiving, via the processor, the query; and

transmitting, via the processor, the vecorded non-data frames to the operator device

based on the query.
8. The method of claim 7, wherein said storing the monitored non-data frames as

recorded non-data frames comprises storing a predetermined number of the recorded non-

data frames.
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9. The method of claim 8, wherein said storing a predetermined number of the recorded
non-data frames comprises storing the predetermined mumber of the recorded non-data

frames in a first-in, first-out routine.

10, The method of claim 7, further comprising preventing, via the processor, a
= &
predetermined type of the monitored non-data frames from being stored as a portion of the

recorded non-data frames.

il. The method of claim 7, wherein said monitoring non-data frames of the client device
comprises monitoring at least onc of the group consisting of managerment frames, control

frames and combinations thereof.

12. The method of claim 7, further comprising, providing, via the processor, a graphic
user interface to cnable a user to exclude a type of management frame from as recorded non-

data frames.

13. A non-transifory, computer-readable media having computer-readable instructions
stored thereon, the computer-readable instructions being capable of being read by gateway
device for use with a wireless client device and an operator device and being configured to
communicate with an external network, the operator device being in communication with the
gateway device via the external network and being configured to transmit monitoring
instructions and information retrieval instructions, the client device being in communication
with the gateway device via a local arca network, wherein the computer-readable instructions
are capable of instructing the gateway to perform the method:

receiving, via a processor configured to execute instructions stored in a memory, the
monitoring instructions;

setting, via the processor, a MAC address associated with the client device;

monitoring, via the processor, non-data frames of the client device based on the MAC
address and the monitoring instractions;

storing, into the memory, the monitored non-data frames as recorded non-data

frames;
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receiving, via the processor, the query; and
fransmitting, via the processor, the recorded non-data frames to the operator device

based on the query.

14. The non-transitory, computer-readable media of claim 13, wherein the computer-
readable instructions are capable of instructing the gateway to perform the method wherein
said storing the momtored non-data frames as recorded non-data frames comprises storing a

predetermined number of the recorded non-data frames.

i5. The non-transitory, computer-readable media of claim 14, wherein the computer-
readable instructions are capable of instructing the gateway to perform the method wherein
said storing a predetermined number of the recorded non-data frames comprises storing the

predetermined number of the recorded non-data frames in a first-in, first-out routine.

16. The non-transitory, computer-readable media of claim 13, wherein the computer-
readable instructions are capable of instructing the gateway to perform the method further
comprising preventing, via the processor, a predetermined type of the monitored non-data

frames from being stored as a portion of the recorded non-data frames.

17. The non-transitory, computer-readable media of claim 13, wherein the computer-
readable instructions are capable of instructing the gateway to perform the method wherein
said monitoring non-data frames of the client device comprises monitoring at least one of the

group consisting of management frames, control frames and combinations thereof.
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AMENDED CLAIMS
received by the International Bureau on 12 August 2021 (12.08.2021)

1. (Currently Amended) A gateway device for use with an operator device and a client
device, the operator device being in communication with said gateway device via an external
network and being configured to transmit monitoring instructions and to transmit
information retrieval instructions, the client device being in communication with said
gateway device via a local area network, said gateway device comprising:
a memory; and
a processor configured to execute instructions stored in said memory to cause said
gateway device to:
communicate with the operator device via the external network and to
communicate with the client device via the local area network;
to receive the monitoring instructions and information retrieval instructions;
to determine a medium access control (MAC) address associated with the
client device by extracting the MAC address of the client device from the monitoring
instructions; and
to monitor, based on the monitoring instructions, non-data frames sent to and
received from the client device associated with the MAC address;
wherein said memory is configured to store the monitored non-data frames as
recorded non-data frames, and
wherein said processor is further configured to execute instructions stored in said
memory to cause said gateway device to transmit the recorded non-data frames to the
operator device based on the information retrieval instructions including instructions to

exclude a type of management frame from being recorded as recorded non-data frames.

2. (Original) The gateway device of claim 1, wherein said memory is further

configured to store a predetermined number of the recorded non-data frames.

3. (Original) The gateway device of claim 2, wherein said memory is still further
configured to store the predetermined number of the recorded non-data frames in a first-in,

first-out routine.
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4. (Currently Amended) The gateway device of claim 1, wherein said processor is
further configured to execute instructions stored in said memory to cause said gateway
device to provide a graphic user interface to enable a user to troubleshoot the client device

via the local area network.

5. (Original) The gateway device of claim 1, wherein said processor is further
configured to execute instructions stored in said memory to cause said gateway device to
monitor at least one of the group consisting of management frames, control frames and

combinations thereof.

6. (Original) The gateway device of claim 1, wherein said processor is further
configured to execute instructions stored in said memory to cause said gateway device to
provide a graphic user interface to enable a user to exclude a type of management frame from

the recorded non-data frames.

7. (Currently Amended) A method of operating a gateway device to enable monitoring a
client device from an operator device via the gateway device, the operator device being in
communication with the gateway device via an external network and being configured to
transmit monitoring instructions and information retrieval instructions, the client device
being in communication with the gateway device via a local area network, said method
comprising:

receiving, via a processor configured to execute instructions stored in a memory, the
monitoring instructions;

determining, via the processor, a MAC address associated with the client device by
extracting the MAC address of the client device from the monitoring instructions;

based on the monitoring instructions, monitoring, via the processor, non-data frames
of the client device sent to and received from the client device associated with the MAC
address;storing, into the memory, the monitored non-data frames as recorded non-data
frames;

receiving, via the processor, the query; and

transmitting, via the processor, the recorded non-data frames to the operator device
based on the query, the query including instructions to exclude a type of management frame

from being recorded as recorded non-data frames.
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8. (Original) The method of claim 7, wherein said storing the monitored non-data
frames as recorded non-data frames comprises storing a predetermined number of the

recorded non-data frames.

9. (Original) The method of claim 8, wherein said storing a predetermined number
of the recorded non-data frames comprises storing the predetermined number of the recorded

non-data frames in a first-in, first-out routine.

10. (Currently Amended) The method of claim 7, further comprising providing, via the
processor, a graphic user interface to enable a user to troubleshoot the client device via the

local area network.

11.  (Original) The method of claim 7, wherein said monitoring non-data frames of
the client device comprises monitoring at least one of the group consisting of management

frames, control frames and combinations thereof.

12. (Original) The method of claim 7, further comprising, providing, via the
processor, a graphic user interface to enable a user to exclude a type of management frame

from as recorded non-data frames.
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13. (Currently Amended) A non-transitory, computer-readable media having computer-
readable instructions stored thereon, the computer-readable instructions being capable of
being read by gateway device for use with a wireless client device and an operator device and
being configured to communicate with an external network, the operator device being in
communication with the gateway device via the external network and being configured to
transmit monitoring instructions and information retrieval instructions, the client device
being in communication with the gateway device via a local area network, wherein the
computer-readable instructions are capable of instructing the gateway to perform the method:

receiving, via a processor configured to execute instructions stored in a memory, the
monitoring instructions;

determining, via the processor, a MAC address associated with the client device by
extracting the MAC address of the client device from the monitoring instructions;

based on the monitoring instructions, monitoring, via the processor, non-data frames
of the client device sent to and received from the client device associated with the MAC
address;

storing, into the memory, the monitored non-data frames as recorded non-data frames;

receiving, via the processor, the query; and

transmitting, via the processor, the recorded non-data frames to the operator device
based on the query, the query including instructions to exclude a type of management frame

from being recorded as recorded non-data frames.

14.  (Original) The non-transitory, computer-readable media of claim 13, wherein the
computer-readable instructions are capable of instructing the gateway to perform the method
wherein said storing the monitored non-data frames as recorded non-data frames comprises

storing a predetermined number of the recorded non-data frames.

15.  (Original) The non-transitory, computer-readable media of claim 14, wherein the
computer-readable instructions are capable of instructing the gateway to perform the method
wherein said storing a predetermined number of the recorded non-data frames comprises
storing the predetermined number of the recorded non-data frames in a first-in, first-out

routine.
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16. (Currently Amended) The non-transitory, computer-readable media of claim 13,
wherein the computer-readable instructions are capable of instructing the gateway to perform
the method further comprising providing, via the processor, a graphic user interface to enable

a user to troubleshoot the client device via the local area network.

17.  (Original) The non-transitory, computer-readable media of claim 13, wherein the
computer-readable instructions are capable of instructing the gateway to perform the method
wherein said monitoring non-data frames of the client device comprises monitoring at least

one of the group consisting of management frames, control frames and combinations thereof.
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