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(57) ABSTRACT 

When the user inputs an instruction for accessing Storage 
information Stored in a fingerprint identification unit to a 
host computer, the host computer Sends an identification 
instruction command to the fingerprint identification unit. A 
fingerprint detection Section formed of an LED, a lens 
barrel, a CCD, and an A/D converter read the fingerprint of 
the user, identifies the fingerprint by using an identification 
controller, and allows the user to access the Storage infor 
mation only when the identification result is affirmative. The 
identification result is also sent to the host computer Simul 
taneously. 
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AUTHENTICATION SYSTEM, FINGERPRINT 
IDENTIFICATION UNIT, AND 
AUTHENTICATION METHOD 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates to authentication Systems 

which authenticate a person who has already been known to 
the Systems, and more particularly, to an authentication 
System, a fingerprint identification unit, and an authentica 
tion method used when Stored information is manipulated. 

2. Description of the Related Art 
Encryption technologies used for information Security in 

electronic money, electronic mail, and electronic Settlement 
have undergone remarkable development in recent years. 

In Systems handling electronic money, Such as electronic 
commerce using the Internet, it is necessary to prevent 
imperSonation, which is a crime in which a perSon pretends 
to be another perSon and performs a false transaction, and a 
denial, which is a crime in which a party concerned denies 
a transaction after the party has performed the transaction to 
avoid the debt of the transaction. Encryption technologies 
are used to authenticate a person to prevent Such an imper 
Sonation and to issue a certification using a digital Signature 
technique to prevent Such a denial. 
A public-key encryption method is one encryption tech 

nology. In this method, a public key which is made public 
and a private key which the parties concerned hold confi 
dentially are generated, text (including an order form and a 
bill) encrypted by the use of the public key is decrypted with 
the use of the private key. The features of this method are 
that text encrypted by the use of the public key can be 
decrypted only with the use of the private key, and con 
versely, text encrypted by the use of the private key can be 
decrypted only with the use of the public key. With the use 
of this feature, authentication and a digital signature are 
realized. AS described above, information Security is 
achieved with the use of the public-key encryption method 
on condition that the parties concerned keep the private key 
confidential. At present, the private key is Stored in a hard 
disk of a computer or in a Secondary Storage medium Such 
as an IC card, and is allowed to be read by the use of a 
password. Alternatively, the private key is kept by an authen 
tication organization. 

It is difficult, however, to keep the private key used in the 
public-key encryption method confidential, in other words, 
to keep the private key Such that a third party cannot find it. 
Currently, there is no reliable apparatus or technology to 
Safely keep the private key generated in the public-key 
encryption method. 
When the private key is kept with an assigned password, 

for example, if the password is found, the private key is 
easily removed. A method for Storing the private key in an 
IC card has been proposed. In this method, however, a 
password needs to be used as a trigger in encryption and 
decryption of the private key in the IC card. Therefore, in the 
Same way as in the method in which the private key is Stored 
in the host computer, if the password is found, the private 
key is easily removed. When an authentication organization 
Stores the private key, it provides Safety Since it uses a very 
confidential System whereas it requires a reasonable amount 
of money. 

Even if the private key is stored absolutely confidentially, 
the private key appears temporarily when encryption and 
decryption are performed in a computer. A Special program 
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2 
which operates in Such a condition could be created to find 
the private key. If this occurs, the public-key encryption 
method can be broken. 

In the above description, the private key in the public-key 
encryption method needs to be confidentially Stored. An 
encryption key used in a symmetric encryption method (an 
identical encryption key is used both in encryption and 
decryption), a password, and other important data also need 
to be stored safely. 

SUMMARY OF THE INVENTION 

The present invention has been made in consideration of 
the foregoing points. It is an object of the present invention 
to provide an authentication System, a fingerprint identifi 
cation apparatus, and an authentication method which allow 
important data Such as a private key to be safely Stored. 
The foregoing object is achieved in one aspect of the 

present invention through the provision of an authentication 
System used when Stored information is manipulated, 
including a host computer which has input means for 
inputting a user's instruction; command output means for 
generating from the user's instruction an instruction com 
mand which requests a predetermined processing to be 
executed and for outputting it; communication means for 
communicating with an external unit; a fingerprint identifi 
cation apparatus which has communication means for com 
municating with the host computer; processing control 
means for executing a predetermined processing according 
to the instruction command input from the host computer by 
the communication means, fingerprint detection means for 
detecting a fingerprint and for generating fingerprint data, 
Storage-information recording means for recording the fin 
gerprint data and Storage information related to the finger 
print data; and fingerprint identification means for verifying 
fingerprint data detected by the fingerprint detection means 
with the fingerprint data recorded by the Storage-information 
recording means. 

In an authentication System having Such a structure, when 
the user inputs an instruction to the input means of the host 
computer, the instruction is sent to the fingerprint identifi 
cation apparatus as an instruction command through the 
communication means by the command output means. The 
fingerprint identification apparatus receives the instruction 
command by the communication means and executes the 
processing corresponding to the instruction command by the 
processing control means. When the processing handles 
Storage information recorded into the Storage-information 
recording means, the host computer first sends a fingerprint 
identification instruction command. The fingerprint identi 
fication apparatus reads a fingerprint by the fingerprint 
detection means, identifies the fingerprint by the fingerprint 
identification means, allows the Storage-information record 
ing means to be accessed when the identification result is 
affirmative, and sends the identification result to the host 
computer by the communication means. The host computer 
allows the next instruction when the identification result 
obtained by the communication means is affirmative. 
AS described above, in the present invention, when impor 

tant Storage information Such as a private key is accessed, 
for example, the host computer first Sends a fingerprint 
identification instruction command to the fingerprint iden 
tification apparatus. The fingerprint identification apparatus 
identifies a fingerprint, authenticates the user only when the 
identification result is affirmative, and allows the next 
instruction, namely, the Storage information to be accessed. 
In this way, Since the user is authenticated by fingerprint 
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identification when important Storage information Such as a 
private key is accessed, the information is safely Stored. In 
addition, when an encrypted text is decrypted by the use of 
the private key in the fingerprint identification apparatus, for 
example, the private key is not used outside the fingerprint 
identification apparatus. Therefore, anyone, including a 
hacker, cannot steal the private key from the host computer. 
Thus, Safe Storage is possible. There is also no need to use 
an authentication organization which requires money. 
The foregoing object is achieved in another aspect of the 

present invention through the provision of a fingerprint 
identification apparatus in an authentication System used 
when Stored information is manipulated, including commu 
nication means for communicating with a host computer; 
processing control means for executing a predetermined 
processing according to an instruction command input from 
the host computer by the communication means, fingerprint 
detection means for detecting a fingerprint and for generat 
ing fingerprint data; Storage-information recording means 
for recording the fingerprint data and Storage information 
related to the fingerprint data; and fingerprint identification 
means for verifying fingerprint data detected by the finger 
print detection means with the fingerprint data recorded by 
the Storage-information recording means. 
A fingerprint identification apparatus having Such a struc 

ture Stores important Storage information and the fingerprint 
data of a perSon who can access the information, in the 
Storage-information recording means with a predetermined 
relationship. When Storage information is accessed, the host 
computer issues a fingerprint-identification instruction com 
mand. When the fingerprint identification apparatus receives 
the fingerprint-identification instruction command by the 
communication means, the fingerprint identification appa 
ratus reads a fingerprint by the fingerprint detection means, 
compares the fingerprint read by the fingerprint detection 
means with fingerprint data recorded into the Storage-infor 
mation instruction command by the fingerprint identification 
means to identify the fingerprint, allows the Storage-infor 
mation recording means to be accessed when the identifi 
cation result is affirmative, and Sends the identification result 
to the host computer by the communication means. 
When a fingerprint-identification instruction command is 

input from the host computer, the fingerprint identification 
apparatus of the present invention reads a fingerprint by the 
fingerprint detection means, compares the fingerprint with 
recorded fingerprint data to identify the fingerprint, and 
allows the Storage information to be accessed only when the 
identification result is affirmative. In this way, Since the user 
is authenticated by fingerprint identification when important 
Storage information Stored in the fingerprint identification 
apparatus Such as a private key is accessed, the information 
is safely Stored. 

The foregoing object is achieved in Still another aspect of 
the present invention through the provision of an authenti 
cation method used when Stored information is manipulated, 
including the Steps of a host computer informing the user of 
a fingerprint-identification request according to a user's 
instruction and issuing a fingerprint-identification instruc 
tion command to a fingerprint identification apparatus, the 
fingerprint identification apparatus reading a fingerprint 
after the user places a finger on the fingerprint identification 
apparatus, Verifying the read fingerprint with a stored fin 
gerprint, and Sending the fingerprint-identification result to 
the host computer, the host computer allowing the user to 
Specify the next instruction when the result is affirmative, 
and issuing the instruction command corresponding to the 
next instruction; and the fingerprint identification apparatus 
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4 
accessing Storage information according to the instruction 
command and executing a predetermined processing. 

In an authentication method having Such steps, when an 
instruction to acceSS Storage information of the fingerprint 
identification apparatus is input to the host computer, a 
fingerprint-identification request is issued to the user and a 
fingerprint-identification instruction command is sent to the 
fingerprint identification apparatus. The fingerprint identifi 
cation apparatus reads the fingerprint of the user, compares 
the fingerprint with entered fingerprint data for identifica 
tion, allows the Storage information to be accessed when the 
identification result is affirmative, and outputs the identifi 
cation result to the host computer. The host computer allows 
the next instruction to be input when the identification result 
is affirmative. When the next instruction is input, the instruc 
tion command corresponding to the instruction is issued, and 
the fingerprint identification apparatus executes a predeter 
mined processing. 

In the authentication method of the present invention, 
when an instruction to access Storage information of the 
fingerprint identification apparatus is input to the host com 
puter, a fingerprint-identification request is issued to the user 
and the fingerprint identification apparatus identifies a fin 
gerprint. The fingerprint identification apparatus allows the 
Storage information to be accessed only when the identifi 
cation result is affirmative. Then, the fingerprint identifica 
tion apparatus executes a predetermined processing accord 
ing to the next instruction of the host computer. In this way, 
when important Storage information Stored in the fingerprint 
identification apparatus Such as a private key is accessed, 
Since the information is allowed to be accessed only when 
the user is authenticated by fingerprint identification, the 
information is safely Stored. 
The foregoing object is achieved in yet another aspect of 

the present invention through the provision of an authenti 
cation method used when Stored information is manipulated, 
including the Steps of issuing a fingerprint-identification 
instruction command; receiving the result of the fingerprint 
identification performed according to the command; allow 
ing the user to specify the next instruction when the finger 
print identification result is affirmative, and issuing the 
instruction command of the next instruction to allow the 
Storage information corresponding to the instruction com 
mand to be accessed. 

In an authentication method having Such steps, when a 
fingerprint-identification instruction command is issued, fin 
gerprint identification is performed. When the fingerprint 
identification result is affirmative, the user is allowed to 
input the next instruction. When the next instruction is input, 
the instruction command corresponding to the instruction is 
issued and Storage information corresponding to the instruc 
tion command is allowed to be accessed. 

In the authentication method of the present invention, 
when an instruction to acceSS Storage information is input, a 
fingerprint is identified. The Storage information is allowed 
to be accessed only when the identification result is affir 
mative. Then, a predetermined processing is executed 
according to the next instruction. In this way, when impor 
tant Storage information Stored in the fingerprint identifica 
tion apparatuS Such as a private key is accessed, Since the 
information is allowed to be accessed only when the user is 
authenticated by fingerprint identification, the information is 
Safely Stored. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of an authentication System 
according to an embodiment of the present invention. 

FIG. 2 is a structural view of a Storage-information 
Storage Section of the authentication System according to the 
embodiment of the present invention. 

FIG. 3 is a flowchart of a procedure for generating a new 
encryption key and entering it in the authentication System 
according to the embodiment of the present invention. 

FIG. 4 is a flowchart of a procedure for decrypting a 
Symmetric key in the authentication System according to the 
embodiment of the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

An embodiment of the present invention will be described 
below by referring to the drawings. A case in which an 
encryption key in the public-key encryption method is Stored 
will be taken in an embodiment of the present invention. An 
authentication System of the present invention functions 
most effectively in this case. 

The principle and operation of the public-key encryption 
method will be described. In the public-key encryption 
method, two encryption keys, a public key and a private key, 
are generated. These two keys have a relationship in which 
text encrypted by the use of one key can be decrypted only 
with the use of the other key. The public key is made open 
to all perSons who use a System, Such as an electronic-money 
System. The private key is kept by individuals or Stored in an 
authentication organization. 
A case in which a product is ordered with the use of 

electronic money will be described. The orderer sends an 
order Slip encrypted by the use of the orderer's own private 
key to a Seller. The Seller decrypts the received order Slip 
with the use of the orderer's public key. When the slip is 
correctly decrypted, it is certified that the perSon has defi 
nitely ordered. (In this case, even if the person attempts to 
deny the order, Since, theoretically, people other than that 
perSon cannot encrypt the order Slip, that perSon is identified 
as the orderer.) Then, the seller sends a bill encrypted by the 
orderer's public key to the orderer together with the ordered 
product. The orderer decrypts the bill with the use of the 
orderer's own private key and pays the bill. It is important 
that an attempt to change the amount or the money transfer 
destination on the bill is Substantially impossible because 
people other than the orderer cannot decrypt the bill while 
the bill passes through points on the Internet. With the use 
of the public-key encryption method, electronic commerce 
is safely performed. 
An authentication System according to the present inven 

tion will be described next. FIG. 1 is a block diagram of an 
authentication System according to an embodiment of the 
present invention. 

In the authentication System according to the present 
embodiment, a fingerprint identification unit 100 which 
performs authentication is connected to a host computer 200 
which Sends instructions to the fingerprint identification unit 
100, with a communication cable 300. 
The fingerprint identification unit 100 is formed of an 

LED 111, a lens barrel 112, a CCD 113, and an A/D 
converter 114 collectively Serving as fingerprint detection 
means for optically detecting a fingerprint and for convert 
ing it to an electric Signal; an identification controller 120 
Serving as fingerprint identification means for identifying 
read fingerprint data; a RAM 130; a flash memory 140 
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6 
Serving as Storage-information recording means, a CPU 150 
serving as processing control means; an RS-232C driver 160 
Serving as communication means with the host computer 
200; a program RAM 170; a program flash memory 180; and 
an encryption engine 190 Serving as encryption processing 
CS. 

When a finger is placed on a predetermined position, the 
LED 111 is turned on, and the lens barrel 112 and the CCD 
113 optically read the fingerprint. The data taken by the CCD 
113 is analog-to-digital (A/D) converted and a feature point 
in the digitized data is used as fingerprint data. The identi 
fication controller 120 compares the fingerprint data gener 
ated by the fingerprint detection means with fingerprint data 
which has been entered, for identification. The RAM 130 
temporarily Stores data when the identification controller 
120 operates. 
The flash memory 140 serves as storage-information 

recording means for recording the fingerprint data (herein 
after called a template) generated by the fingerprint detec 
tion means, according to an instruction. In addition to the 
template, the flash memory 140 stores Storage information 
related to the template, Such as an encryption key. The 
structure of the flash memory 140 will be described below. 
FIG. 2 is a structural view of the storage-information record 
ing Section of the authentication System according to the 
present embodiment of the present invention. The flash 
memory 140 provides one index for one fingerprint. In the 
present embodiment, a total of 1000 indexes are provided. 
Each indeX is divided into two areas. One is a template area 
for Storing fingerprint data, and the other is an attribute area 
for Storing related important information Such as an encryp 
tion key. 

Back to FIG. 1, the authentication system will be further 
described. The CPU 150 controls the entire fingerprint 
identification unit 100 and performs predetermined process 
ing according to an instruction command Sent from the host 
computer 200. The RS-232C driver 160 serves as an inter 
face for communicating with the host computer 200. The 
program RAM 170 temporarily stores data obtained when a 
program is executed, and data is read therefrom or written 
thereinto by the CPU 150. The program flash memory 180 
is used when a program is executed. The encryption engine 
190 generates an encryption key and performs encryption 
and decryption with the use of the encryption key. In the 
following description, the encryption engine 190 performs 
the processing of the public-key encryption method. 
The host computer 200 is a general personal computer or 

the like, and includes communication means for communi 
cating with the fingerprint identification unit 100 through the 
communication cable 300, command output means for gen 
erating an instruction command and for outputting it to the 
fingerprint identification unit 100, and input means for 
inputting a user's instruction. Since a general personal 
computer has these types of means, descriptions thereof will 
be omitted. 
The communication cable 300 connects the fingerprint 

identification unit 100 to the host computer 200, and is an 
RS-232C cable in the present embodiment. 
The operation of the authentication System having the 

above Structure and an authentication method will be 
described below. 
When the user accesses Storage information Stored in the 

flash memory 140 of the fingerprint identification unit 100, 
the host computer 200 displays a message requesting fin 
gerprint identification, and sends a fingerprint-identification 
instruction command to the fingerprint identification unit 
100. When the user places a finger on the fingerprint 
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detection means of the fingerprint identification unit 100, the 
LED 111, the lens barrel 112, the CCD 113, and the A/D 
converter collectively Serving as the fingerprint detection 
means generate fingerprint data. The identification controller 
120 compares the generated fingerprint data with fingerprint 
data which has been entered, for identification. When the 
identification result indicates matching, the user is allowed 
to access the Storage information Stored in the flash memory 
140 only once immediately after the identification. The 
identification result is sent by the CPU 150 to the host 
computer 200 connected with the communication cable 300 
through the RS-232C driver 160. When the user specifies 
decryption of an encrypted text, the encrypted text is sent to 
the fingerprint identification unit 100. The fingerprint iden 
tification unit 100 reads the private key stored in the flash 
memory 140, decrypts the encrypted text by the encryption 
engine 190, and sends the decrypted plain text to the host 
computer 200. As described above, since the private key is 
not passed to the host computer 200, it is impossible to steal 
the private key from the host computer 200, and a very safe 
authentication System is provided. 
AS acceSS processing to Storage information, a procedure 

for entering fingerprint data into the fingerprint identification 
unit, a procedure for generating an encryption key and 
entering it, and a procedure for decrypting a symmetric 
encryption key generated by the use of an encryption key 
will be specifically described. Hereinafter, the host computer 
is called a PC, and the fingerprint identification unit is called 
an FIU. 
A procedure for entering fingerprint data will be described 

first. Before issuing an enter command, to delete all data for 
an index for which data enter is specified in the FIU, the PC 
Sends the Specified index number and a delete command. 
Then, the PC issues an enter command together with the 
specified index number. The FIU records the fingerprint 
generated by the fingerprint detection means described 
above into the flash memory 140 at the specified index. 

Secondly, a procedure for generating a new encryption 
key and entering it will be described. FIG. 3 is a flowchart 
of the procedure for generating an encryption key and 
entering it in the authentication System according to the 
present embodiment of the present invention. The user 
Specifies a new generation of an encryption key in an 
encryption application in the PC in a step S01. The PC issues 
an fingerprint identification command to the FIU, and dis 
plays a message of “Place finger on FIU' in a step S02. 
When the user places a finger on the FIU in a step S03, 
identification is performed in the procedure described above, 
and the result is sent back to the PC in a step S04. When the 
identification result is affirmative, the attribute area of the 
indeX is opened. This is effective only for the next command, 
and the attribute area will be closed after the next command. 
When the PC receives the identification result and it is 
affirmative, the PC issues an encryption-key generation 
command to the FIU in a step S06. The FIU generates a 
private key and a public key by the encryption engine in the 
public-key encryption method, and Stores the private key in 
the attribute area being opened, in a step S07. Then, the 
attribute area is closed. The FIU sends back the public key 
to the PC in the step S07. The PC sends this public key to 
the receiving Side which uses the encryption System. When 
the identification result is negative, the PC issues a message 
of “Cannot authenticate” in the step S08. 

Thirdly, a procedure for decrypting a Symmetric encryp 
tion key generated by the use of an encryption key will be 
described. A Symmetric key is used by the receiving Side of 
encryption to encrypt a predetermined text. The receiving 
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Side Sends the encrypted text encrypted by the Symmetric 
key and the Symmetric key encrypted by the public key. This 
is because encrypting text by the use of the Symmetric key 
is faster in computation than encrypting and decrypting text 
by the use of the public key (or the private key) and is 
advantageous in time in the process of the encryption 
System. In this way, the generator who has generated the two 
encryption keys in the public-key encryption method by 
using the FIU receives the encrypted text encrypted by the 
Symmetric key and the Symmetric key encrypted by the 
public key. FIG. 4 is a flowchart of a procedure for decrypt 
ing a symmetric encryption key in the authentication System 
according to the present embodiment of the present inven 
tion. In decryption, the PC issues a fingerprint identification 
command to the FIU, and displays a message of “Place 
finger on FIU” on a PC display in a step S11. When the user 
places a finger on the FIU in a step S12, identification is 
performed in the procedure described above, and the result 
is sent back to the PC in a step S13. When the identification 
result is affirmative, the attribute area of the indeX is opened. 
The PC sends the encrypted symmetric key to the FIU 
together with a decryption command in a step S15. The FIU 
takes the private key out of the attribute area being opened, 
decrypts the encrypted Symmetric key, and Sends back it to 
the PC in a step S16. The PC decrypts the encrypted text by 
the use of this decrypted symmetric key. When the identi 
fication result is negative, the PC issues a message of 
“Cannot authenticate” in the step S17. 

In the above description, the Symmetric key is encrypted 
by the use of the public key. The symmetric key may be 
encrypted by the use of the user's private key in the 
fingerprint identification unit. 
The above processing function can be achieved by a 

computer. In that case, the processing contents of the func 
tions which the authentication System and the fingerprint 
identification unit should have are described as a program 
Stored in a computer-readable recording medium. When the 
computer executes the program, the above processing is 
implemented. Computer-readable recording media include 
magnetic recording devices and Semiconductor memories. 
To distribute the program in the market, the program is 
Stored in a portable recording medium, Such as a compact 
disk read-only memory (CD-ROM) or a floppy disk, and 
distributed. Alternatively, the program is Stored in a Storage 
device of a computer connected through a network, and 
transferred to another computer through the network. When 
the program is executed by a computer, the program is Stored 
in a hard disk drive of the computer, loaded into the main 
memory, and executed. 
What is claimed is: 
1. An authentication System used when Stored information 

is manipulated, comprising: 
a host computer comprising: 
input means for inputting a user's instruction; 
command output means for generating from the user's 

instruction an instruction command which requests a 
predetermined processing to be executed and for out 
putting the instruction command; and 

communication means for communicating with an exter 
nal unit; and 

a fingerprint identification apparatus comprising: 
communication means for communicating with Said host 

computer, 
processing control means for executing a predetermined 

processing according to the instruction command input 
from Said host computer by Said communication 
means, 
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fingerprint detection means for detecting a fingerprint and 
for generating fingerprint data; 

Storage-information recording means for recording the 
fingerprint data and Storage information related to the 
fingerprint data; and 

fingerprint identification means for verifying fingerprint 
data detected by Said fingerprint detection means with 
the fingerprint data recorded by Said Storage-informa 
tion recording means, 

wherein Said Storage-information recording means Stores 
a private key generated by the public-key encryption 
method, 

wherein Said processing control means accesses the gen 
erated private key, decrypts a Symmetric key, and 
decrypts the encrypted text using the decrypted Sym 
metric key when the user's instruction Specifies a 
decryption of an encrypted text, 

wherein Said processing control means generates a Sym 
metric key and a public key to encrypt the Symmetric 
key when the user's instruction Specifies an encryption 
of plain text, and 

wherein the user's instruction is send from the host 
computer through communication cable. 

2. The authentication System according to claim 1, 
wherein Said Storage-information recording means allows 
recorded Storage information to be accessed only once 
immediately after the fingerprint-identification result is affir 
mative. 

3. The authentication System according to claim 1, 
wherein Said fingerprint identification apparatus further 
comprises encryption processing means for generating an 
encryption key, for performing encryption by the use of the 
encryption key, and for performing decryption. 

4. The authentication System according to claim 3, 
wherein Said encryption processing means generates a pub 
lic key and a private key according to the public-key 
encryption method, and decrypts an encrypted text by the 
use of the private key, wherein the encrypted text is received 
from the host computer and decrypted plain text is Sent to the 
host computer. 

5. An authentication method used when stored informa 
tion is manipulated, comprising the Steps of 

a host computer informing a user of a fingerprint-identi 
fication request according to a user's instruction and 
issuing a fingerprint-identification instruction com 
mand to a fingerprint identification apparatus, 
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10 
the fingerprint identification apparatus reading a finger 

print after the user places a finger on the fingerprint 
identification apparatus, Verifying the read fingerprint 
with a stored fingerprint, and Sending a fingerprint 
identification result to the host computer; 

the host computer allowing the user to Specify the next 
instruction when the result is affirmative, and issuing 
the instruction command corresponding to the next 
instruction; and 

the fingerprint identification apparatus accessing Storage 
information according to the instruction command and 
executing a predetermined processing, 

wherein Said Storage-information recording means Stores 
a private key generated by the public-key encryption 
method, and 

wherein the fingerprint identification apparatus accesses 
the generated private key, decrypts a Symmetric key, 
and decrypts the encrypted text using the decrypted 
Symmetric key when the instruction command Specifies 
a decryption of an encrypted text, 

wherein the fingerprint identification apparatus generates 
a Symmetric key and a public key to encrypt the 
Symmetric key when the instruction command is one 
that specifies an encryption of plain text, and 

wherein the instruction command is Sent to the host 
computer through communication cable. 

6. The authentication method according to claim 5, 
wherein, in the Step of the fingerprint identification appara 
tus accessing the Storage information according to the 
instruction command and executing a predetermined pro 
cessing, the Storage information is allowed to be accessed 
only once immediately after the fingerprint-identification 
result is affirmative. 

7. The authentication method according to claim 5, 
wherein the Storage information includes a private key 
generated by the public-key encryption method, and in the 
Step of the fingerprint identification apparatus accessing the 
Storage information according to the instruction command 
and executing a predetermined processing, a predetermined 
encrypted text is decrypted by the use of the private key, 
wherein the encrypted text is received from the host com 
puter and decrypted plain text is Sent to the host computer. 
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