US 20160162693A1
a9 United States

a2y Patent Application Publication o) Pub. No.: US 2016/0162693 A1

Breuer et al. 43) Pub. Date: Jun. 9, 2016

(54) AUTOMATED MANAGEMENT OF (52) US.CL
CONFIDENTIAL DATA IN CLOUD CPC ... GOG6F 21/602 (2013.01); GOG6F 21/6218
ENVIRONMENTS (2013.01); GOGF 3/0622 (2013.01); GOGF
3/0623 (2013.01); GO6F 3/0637 (2013.01);
(71) Applicant: International Business Machines GO6F 3/067 (2013.01); GO6F 12/1408
Corporation, Armonk, NY (US) (2013.01); GOG6F 12/1458 (2013.01); GO6F
2212/1052 (2013.01); GOGF 2212/402
(72) Inventors: Marcus Breuer, Dalheim (DE); Itzhack (2013.01)

Goldberg, Hadera (IL); Thorsten

Muehge, Budenheim (DE); Erik

Rueger, Ockenheim (DE); Matthias 57 ABSTRACT
Seul, Kassel (DE)

A shared networked storage may be separated from a key

(21) Appl. No.: 14/948,969 vault system. A storage request with data to be stored and the

0 storage request with a confidentiality rating may be received.
(22)  Filed: Nov. 23,2015 The confidentiality rating may indicate a level of confidenti-
(30) Foreign Application Priority Data ality the data is associated with. The storage request with the
data and the confidentiality rating may be received via a
Dec. 9,2014  (GB) .ieceviiveeieieeee 1421826.7 shared networked storage access interface by a security layer.
The data to be stored by the key vault system and the confi-
Publication Classification dentiality rating may be encrypted on request of the security
layer and into a data container. The shared networked storage
(51) Int.ClL may be categorized into Cloud zones. Each Cloud zone may
GOG6F 21/60 (2006.01) be assigned a trust level. The data container may be stored in
GOG6F 3/06 (2006.01) one of the Cloud zones of the shared networked storage. The
GOGF 12/14 (2006.01) trust level of the one of the Cloud zones may correspond to the

GOG6F 21/62 (2006.01) confidentiality rating.

100
"“\, 182 separating the Uoud

storage fram a key vault system

l

104 receiving a storage
request together with data to
a confidentiality rating

;

106 encrypting the data and
the confidentality rating inte
a data container

!

108 categorize Choud storage
irto Cloud zones having &
trust level

:

118 store the dats container
i a Cloud zone such that the
frust level corresponds o

confidentiality rating




Patent Application Publication Jun. 9,2016 Sheet1 of 8 US 2016/0162693 A1

102 separsting the Coud

storage from a ey vault system

R

o

a confi "f&ﬁti&iit’\} rating

*
mgg“\mw the data and
cnfidentiality rating into

a data container

108 categorize Cloud stor
loud zones having a

G Ee

“"k

into O
frust level

110 store the data container
g Oh h that the

L TOnE SUC

trust level corresponds to
confidentiality rating

FIG.1



Patent Application Publication

302 new tile

y

4 s Hie
 pre-snorypted?

High

k. 4

Jun. 9,2016 Sheet2 of 8

fon

206 determine Hle

confidentiality rating

US 2016/0162693 Al

classification

*

/

210 file k of which

\ confidentiality rating?

hedium

E 3

service/DR

3

215 assign high

|confidentiality rating

cordidentiality rating

214 assign medivm

212 assign low

cont, rating

i

L'

| 218 determine ¥ Cloud pool
available with required
confidentiality rating

224 relay file
te Cloud poot

pool

\ svatlahle?

222 reject

file, raport
failure

T

for encryption

226 hand-off file to
assigned key vault

-

238 file encrypted?

FIG.2

230 tore

file, report
SULCESS




Patent Application Publication

302

incoming
encryption
request

,,,,,,,,,,,,,,,,,,,,,,, I

Jun. 9,2016 Sheet 3 of 8

US 2016/0162693 Al

LA
o]
[

i s

curity layer is
authorized?

re k.gs.s e.:at‘

308 reqy

ester is

320 encrypt file

310 encrypt file

T

*

322 store key invault

312 store key It vault

324
record authorization

far requester

314 ignore requester,
recard authorization

for security personnel

316 signal security
personnel of incident

S report suUCCess

i‘a_

to security layer

318 report incident
to security layer

328 complete
regusst

FIG.3



Patent Application Publication Jun. 9,2016 Sheet4 of 8 US 2016/0162693 A1

| 402 new file
- reguest

1 | 400

— \/ FIG.4

408 Is reguester

/ 404 s requester \

N\ auvthenticated? /

Mo

authorized for
3 this fila?

w / 410 will file be

i delivered to an -
\a%t%‘msmﬁ Qestination? 4

412 retrieve sngcr
data container

414 send decryption request

fo key vault, ncl:
1. encrypted container

2. requester’s info

416 recelved

decrypted file from
dey vault?

S 4

406 reject | 418 deliver decrypted
request | file to requester




Patent Application Publication Jun. 9,2016 Sheet5of 8 US 2016/0162693 A1

SO8 new

transfer request
504 request L Yes «’f
Y authorized? '

N

512 encrypt copy of file with
new snoryption key

¥
514 transfer file to new target

7

516 target may take over decryption réghts?}

Yex,

Mo
518 transfer new 519 recard delegated
encrypt. key to target decryption rights for target
520 file is MOVED
< to rew location?

oTroved”

522 original

I

He should

N be retained {archiving)? J

Yes

e Ejiggd &
o
b

526 archive
old enc. key, |

| archive file |
S06 reject request Y

¢ 530 report success




Patent Application Publication Jun. 9,2016 Sheet 6 of 8 US 2016/0162693 A1

600 510

f
i
606

FIG.6



Patent Application Publication Jun. 9,2016 Sheet7 of 8 US 2016/0162693 A1

FIG.7

monitor

| 802 cPu

g SR—— | 814

506 netwaork

4



Patent Application Publication Jun. 9,2016 Sheet 8 of 8

US 2016/0162693 Al

St meta
mtormation

- origing! fig name
- created on 20180737

- last modified 31840873

b

SO

data

FIG.9



US 2016/0162693 Al

AUTOMATED MANAGEMENT OF
CONFIDENTIAL DATA IN CLOUD
ENVIRONMENTS

BACKGROUND

[0001] The invention relates generally to a method for stor-
ing data in a shared networked environment. The invention
relates further to a storage sub-system for storing data in a
shared networked environment, a computing system, a data
processing program, and a computer program product.
[0002] More and more enterprises turn to Cloud computing
as their preferred information technology consumption
method—not only for software but also for infrastructure
components and for storage of data. However, “the Cloud”
cannot be seen as a homogenous more or less anonymous
sphere. Storage capacities may be available from different
Cloud storage providers under different contractual condi-
tions and service levels. Some providers may guarantee a data
storage within the boundaries of one jurisdiction; others may
not give any guarantee.

[0003] In today’s Cloud environments, data can be
migrated between different instances, data pools or storage
locations or even entire countries. This migration may happen
as part of regular operations, e.g., synchronization of data,
user interactions or even attacks on the Cloud infrastructure.
All of these interactions constitute one central risk:

[0004] Confidential and/or sensitive data may be moved
from a secure environment into an insecure environment
making the data easily accessible and therefore, potentially
exposing it to (hostile) outside sources.

[0005] A series of disadvantages are related to conventional
technologies: e.g., there may be no automatic security pro-
vided. Data must be protected by the client before sending it
to a Cloud environment. If the associated data storage area is
compromised or even physically stolen, data are at risk.
[0006] Encryption may be difficult to be implemented and
managed because client systems may have different encryp-
tion capabilities and also encryption may be simply forgotten
to be used during a data upload to a Cloud storage environ-
ment by users. Also, when moving data between Cloud zones
of different trustworthiness, a user needs to take into account
whether data may be moved to a new location in case the
location has insufficient protection or is hosted in a non-
trusted geographic environment or country. However, there
may be a need to provide a solution that allows a secure
storage of data in Cloud environments and at the same time
not require dealing with encryption requirements on a client
side.

SUMMARY

[0007] This need may be addressed by a method for storing
data in a shared networked environment, a storage sub-system
for storing data in a shared networked environment, a com-
puting system, a data processing program, and a computer
program product.

[0008] According to one aspect, a method for storing data
in a Cloud environment may be provided. The shared net-
worked environment may comprise a security layer between
a shared networked storage and a shared networked storage
access interface. The method may comprise physically sepa-
rating the shared networked storage including the security
layer from a key vault system, and receiving a storage request
together with data to be stored in the shared networked stor-
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age and together with a confidentiality rating, wherein the
storage request together with data and the confidentiality
rating is received via the shared networked storage access
interface by the security layer.

[0009] The method may further comprise encrypting the
data to be stored and the confidentiality rating on request of
the security layer by the key vault system into a data con-
tainer, categorizing the shared networked storage into Cloud
zones, wherein each Cloud zone is assigned a trust level; and
storing the data container in one of the Cloud zones of the
Cloud storage such that the trust level of the one of the Cloud
zones corresponds to the confidentiality rating.

[0010] According to another aspect, a storage sub-system
for storing data in a shared networked environment may be
provided. The shared networked environment may comprise
a security layer between a shared networked storage and a
shared networked storage access interface. The storage sub-
system may comprise a shared networked storage including
the security layer which is physically separated from a key
vault system, wherein the shared networked storage com-
prises Cloud zones, wherein each of the Cloud zones has an
assigned trust level, and a receiving unit adapted for receiving
a storage request together with data to be stored in the Cloud
storage and together with a confidentiality rating, wherein the
storage request together with data and the confidentiality
rating is received via the shared networked storage access
interface by the security layer.

[0011] Thekey vault system may be adapted for encrypting
the data to be stored and the confidentiality rating on request
of the security layer into a data container.

[0012] Furthermore, the method may comprise a storage
component adapted for storing the data container in one of the
Cloud zones of the Cloud storage such that the trust level of
the one of the Cloud zones corresponds to the confidentiality
rating.

[0013] According to a further aspect, a shared networked
storage system comprising the storage sub-system for storing
data in a Cloud environment may be provided.

[0014] It may be noted that the shared networked storage
may be viewed as a Cloud storage or a storage system in a
Cloud environment.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] Preferred embodiments of the invention will now be
described, by way of example only, and with reference to the
following drawings:

[0016] FIG. 1 shows a flow diagram of an embodiment of
the inventive method.

[0017] FIG. 2 shows a flow diagram of an embodiment for
storing a new file.

[0018] FIG. 3 shows a flow diagram of an embodiment of
an incoming encryption request.

[0019] FIG. 4 shows a flow diagram of an embodiment of a
request for a file from the Cloud environment.

[0020] FIG. 5 shows a flow diagram of an embodiment for
atransfer request ofa file from one Cloud zone to another one.
[0021] FIG. 6 shows a block diagram of an embodiment of
interactions between the Cloud storage access interface and
the key vault system.

[0022] FIG. 7 shows a block diagram of an embodiment of
the inventive storage sub-system.

[0023] FIG. 8 shows anembodiment of a computing system
comprising the storage sub-system or parts thereof.
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[0024] FIG. 9 shows the implemented container-in-con-
tainer security mechanism, according to an embodiment.

DETAILED DESCRIPTION

[0025] Inthe context ofthis description, the following con-
ventions, terms and/or expressions may be used:

[0026] The term “Cloud environment” may be used in the
context of Cloud computing. In this document, also Cloud
storage or Cloud storage service is mentioned several times.
Such a service belongs to Cloud computing in general, which
is a model for enabling convenient, on-demand network
access to a shared pool of configurable computing resources
(e.g., networks, servers, applications, and services)—in par-
ticular storage or networked storage—that can be rapidly
provisioned and released with minimal management effort or
service provider interaction. This Cloud model promotes
availability and is composed of five essential characteristics,
three service models and four deployment models. The
shared networked storage may be deployed in a Cloud envi-
ronment.

[0027] Essential Characteristics of Cloud computing com-
prise:
[0028] (i) On-demand self-service. A consumer can uni-

laterally provision computing capabilities, such as
server time and network storage, as needed automati-
cally without requiring human interaction with each ser-
vice provider.

[0029] (ii) Broad network access. Capabilities are avail-
able over the network and accessed through standard
mechanisms that promote use by heterogeneous thin or
thick client platforms (e.g., mobile phones, laptops, and
PDAs).

[0030] (iii) Resource pooling. The provider’s computing
resources are pooled to serve multiple consumers using
a multi-tenant model with different physical and virtual
resources, dynamically assigned and reassigned accord-
ing to consumer demand. There is a sense of location
independence in that the customer generally has no con-
trol or knowledge over the exact location of the provided
resources, but may be able to specify location at a higher
level of abstraction (e.g., country, state, or datacenter).
Examples of resources include storage, processing,
memory, network bandwidth and virtual machines.

[0031] (iv) Rapid elasticity. Capabilities can be rapidly
and elastically provisioned, in some cases automatically,
to quickly scale out and rapidly release to quickly scale
in. To the consumer, the capabilities available for provi-
sioning often appear to be unlimited and can be pur-
chased in any quantity at any time.

[0032] (v) Measured Service. Cloud systems automati-
cally control and optimize resource use by leveraging a
metering capability at some level of abstraction appro-
priate to the type of service (e.g., storage, processing,
bandwidth, and active user accounts). Resource usage
can be monitored, controlled and reported providing
transparency for both the provider and consumer of the
utilized service.

[0033] Service models for Cloud Computing used com-
prise:
[0034] (i) Cloud Software as a Service (SaaS). The capa-

bility provided to the consumer is to use the provider’s
applications running on a Cloud infrastructure. The
applications are accessible from various client devices
through a thin client interface such as a web browser
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(e.g., web-based e-mail). The consumer does not man-
age or control the underlying Cloud infrastructure
including network, servers, operating systems, storage,
or even individual application capabilities, with the pos-
sible exception of limited user-specific application con-
figuration settings.

[0035] (ii) Cloud Platform as a Service (PaaS). The capa-
bility provided to the consumer is to deploy onto the
Cloud infrastructure consumer-created or acquired
applications created using programming languages and
tools supported by the provider. The consumer does not
manage or control the underlying Cloud infrastructure
including network, servers, operating systems, or stor-
age, but has control over the deployed applications and
possibly applications hosting environment configura-
tions.

[0036] (iii) Cloud Infrastructure as a Service (IaaS). The
capability provided to the consumer is to provision pro-
cessing, storage, networks, and other fundamental com-
puting resources where the consumer is able to deploy
and run arbitrary software, which can include operating
systems and applications. The consumer does not man-
age or control the underlying Cloud infrastructure, but
has control over operating systems, storage, deployed
applications, and possibly limited control of selected
networking components (e.g., host firewalls).

[0037] Deployment models for Cloud computing com-
prise:
[0038] (i) Private Cloud. The Cloud infrastructure is

operated solely by an organization. It may be managed
by the organization or a third party and may exist on
premise or off premise.

[0039] (ii)) Community Cloud. The Cloud infrastructure
is shared by several organizations and supports a specific
community that has shared concerns (e.g., mission,
security requirements, policy, and compliance consider-
ations). It may be managed by the organizations or a
third party and may exist on premise or off premise.

[0040] (iii)) Public Cloud. The Cloud infrastructure is
made available to the general public or a large industry
group and is owned by an organization selling Cloud
services.

[0041] (iv) Hybrid Cloud. The Cloud infrastructure is a
composition of two or more Clouds (private, commu-
nity, or public) that remain unique entities but are bound
together by standardized or proprietary technology that
enables data and application portability (e.g., Cloud
bursting for load-balancing between Clouds).

[0042] It may be noted that Cloud software takes full
advantage of the Cloud paradigm by being service-oriented
with a focus on statelessness, low coupling, modularity, and
semantic interoperability.

[0043] The term “Cloud storage” may denote storage com-
ponents like storage systems of any kind delivering a Cloud
storage service in the above sense.

[0044] The term “security layer” may denote a component
allowing access to a Cloud storage service in a secure way.
The security layer may be the component being transparent
between a client and a Cloud storage access interface into
which a user/a client may log into in order to get connected to
a Cloud storage service. The security layer fulfills a series of
security and confidentiality functions. It may be implemented
as a hardware component or as a software layer.
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[0045] The term “shared networked storage access inter-
face” or “Cloud storage access interface” may denote a con-
tact point or application programming interface for a client in
order to get in touch with a Cloud storage service of a Cloud
environment.

[0046] The term “key vault system™ may denote a system
which may be physically separated from a system executing
the Cloud storage access interface as well as physically sepa-
rated from the storage location of the data. It may comprise
encryption and decryption capabilities, an access policy gov-
ernor and a key storage. The key vault system may be instru-
mental for providing services in the context of the proposed
method.

[0047] The key vault system may also represent a set of
machines and systems in an environment both, physically and
logically isolated from the rest of the Cloud zones.

[0048] The term “confidentiality rating” may denote a level
of confidentiality data are associated with. The highest con-
fidentiality rating may denote that the highest available secu-
rity standards may be applied to protect the related data. The
lowest confidentiality rating may indicate that not every pos-
sible protection mechanism may be applied to protect the
data. There may be atrade-off between security efforts related
to a confidentiality rating and associated costs.

[0049] The term “Cloud zone” may denote an area in which
storage systems may be physically or logically be located. A
Cloud storage provider may run a plurality of storage systems
in, e.g., different countries. Each country may, e.g., be
assigned a different zone. But there are other options to cat-
egorize storage systems. One way may be the physical secu-
rity of the data center that the storage system may be located
in. Another way to categorize the storage systems of a Cloud
storage service may be to group storage systems in data
centers locally, which are operated under a certain country
law. Other options are possible. The only constraint is that the
storage systems belonging to the same Cloud zone share a
common understanding of security in terms of access of
unauthorized personnel.

[0050] The term “trust level” may denote a certain security
rating of a storage service of a specific Cloud zone. Different
Cloud zones may have different trust levels. A higher trust
level may denote that stored data may have different vulner-
abilities, i.e., the data may be stored according to different
security levels.

[0051] The term “access governor” may denote a system
which may control unwanted files access requests to the key
vault system components. The access governor may also be
noted as “access policy governor” which may also represent a
certification authority being able to both create and validate
certificates and associated keys. Its responsibilities may fur-
ther include checking if data may be transferred from its
current storage location to a new target storage location, both,
under the aspect of the new target’s trustworthiness and secu-
rity as well as checking if certain data access patterns have
been detected that indicate malicious intent (e.g., massive,
seemingly random requesting files) of the client.

[0052] Theterm “key storage” may denote another compo-
nent of the key vault system. It may represent data storage of
encryption keys associated with an identifier. This key storage
may be used whenever a new file is being encrypted by the key
vault system and may be stored as the file’s unique encryption
key and identifier. It may also be used for a decryption when
the key for a given file identifier may be retrieved.
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[0053] The key storage may be limited in connections for a
communication with the access governor and the encryption/
decryption units of the key vault system to both unverified and
secure key transactions.

[0054] The term “encryption/decryption unit” may denote
an encryption/decryption system that may be housed on one
or more standardized virtual machine(s). Each encryption/
decryption unit of an array of encryption/decryption units
may be instrumental for an encryption of the new files and the
generation of the respective key as well as the decryption with
an already existing key. The encryption/decryption units may
communicate with the key vault system interface to handle
incoming requests, the access governor to verify requests and
the key storage to store and retrieve keys. The encryption/
decryption units may be equipped with the necessary soft-
ware and hardware to support the encryption/decryption
efforts and may use already existing commercial and open-
source products.

[0055] A low-profile related encryption/decryption man-
agement system may ensure that a configurable number of
encryption/decryption units may be ready to handle incoming
requests by scaling the number of VMs (virtual machines) as
necessary while freeing up resources when the system is idle.
The encryption/decryption management system may discard
or roll-back encryption/decryption units after a configurable
amount of encryption/decryption requests to avoid any acci-
dental contamination of information leftovers due to infor-
mation/memory leaks in the encryption software/hardware
while also reducing the impact of an exploited encryption/
decryption unit to the maximum of recent processes since the
last recycle.

[0056] The term “data container” may denote a logical
storage unit, e.g., a file, adapted to store different kind of data
in a secure way. Here, the data container may comprise data to
be stored as well as a confidentiality rating of the data. The
data and the related confidentiality rating may be encrypted
within the data container.

[0057] The proposed method for storing data in a Cloud
environment may offer a series of advantages:

[0058] The stored data are secure at rest, meaning the data
are secured when they are stored in the Cloud storage system
as well when they are in motion. “In motion” may denote that
the data may be transferred from the Cloud storage access
interface to a storage system or from one storage system to
another storage system. This may also be true if the data may
be moved from one Cloud zone to another one.

[0059] Another advantage may be seen in the fact that the
data are stored according to a confidentiality rating. This may
motivate users to think about the importance of their data
before they may send it to a Cloud storage environment.
Different confidentiality ratings may have different price
points for the storage service. Thus, a trade-off may be made
between security and monetary arguments. Data may get an
associated value in an enterprise context.

[0060] At the same token, it may be prevented to relocate
stored data to a Cloud zone having a lower confidentiality
rating than the data itself. And it may be ensured that the data
may be treated according to data governance rules.

[0061] By use of the key vault system, it may also be guar-
anteed that data which may have been leaked, stolen, or
relocated to an insecure location, may be enforced to be
useless.
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[0062] Last but not least, the stored data may undergo a
retroactive relocation, re-encryption and revocation of access
privileges, if necessary.

[0063] Allofthese advantages may be based on the fact that
no activity may be required from the client side for the secure
storage of the data in a Cloud environment. Additionally, on
the client side, no client side encryption key management
may be required. At the same time, the stored data and the key
management may be separated altogether.

[0064] According to one embodiment of the method, the
receiving the storage request may also comprise authorizing
the security layer, in particular from the accessing client side.
This may ensure that a trusted communication may be built
between the client and the security layer via the Cloud storage
access interface. No unauthorized security layer may receive
data to be stored.

[0065] According to a related embodiment of the method,
receiving the storage request may comprise authorizing a
sender of the request, in particular the client, by the security
layer. This may ensure that the requester and the receiver of
the communication may trust each other in a security sense.

[0066] According to a further embodiment of the method,
messages sent between the security layer and the key vault
system may be encrypted. Also this aspect enhances the secu-
rity and trustworthiness of the complete system public/private
key techniques of asymmetric protocols or symmetric proto-
cols which may be instrumental. The messages passed back
and forth may comprise the data to be stored. Hence, they may
be encrypted.

[0067] According to an enhanced embodiment of the
method, messages conveyable from and/or receivable by the
security layer, in particular to/from an external source, i.e.,
the client, may be encrypted. Also this feature increases the
security level of the overall system. Thus, also these messages
including the data to be stored in the Cloud environment may
be encrypted on the way from the client system to the security
layer via the Cloud storage access interface.

[0068] One embodiment of the method may comprise vali-
dating by the key vault system that the storage request of the
client may be compliant with configurable policies. Such
policies may be validated by the access governor of the key
vault system. The policies may comprise rules about which a
user is allowed to store according to what, how much, during
which dates, with what content, etc. This may be achieved by
validating, in particular by the key vault system that the secu-
rity layer may be trusted for a communication and that a
transmission channel between the security layer and the key
vault system is secured by a certificate-based encryption. In
case of a positive validation, a transfer ticket may be created
comprising the authorization—in particular from the sender
of the request—requesting store requester information. This
may be information about the origin (the requester) of the
storage request. Additionally, metadata about the data to be
stored may be requested, as well as a signature of the security
layer and an expiry time for the storage request. Then, the
transfer ticket may be signed, in particular by the access
governor before the transfer ticket may be sent back to the
security layer.

[0069] According to an even further enhanced embodi-
ment, the method may comprise upon receiving the transfer
ticket by the security layer from the key vault system, in
particular from the access governor, validating the key vault’s
signature as well as its own signature—in particular, as part of
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the transfer ticket and in case of a positive result—before the
request for the encryption of the data to be stored.

[0070] The request for the encryption of the data may com-
prise the transfer ticket and the data to be stored. The encryp-
tion may be performed by an encryption unit which may be
part of the key vault system.

[0071] An additional embodiment of the method may fur-
ther comprise: upon receiving the validation of the transfer
ticket by the key vault system, (i.e., the encryption/decryption
of'the key vault system) validating the transfer ticket’s signa-
ture and expiry time for the storage request, and validating
whether the security layer’s signature, embedded in the trans-
fer ticket may match the encryption of a file content of the data
to be stored. Moreover, this embodiment may comprise vali-
dating whether the file identification of the data to be stored
may match the actual file to be transferred. This feature may
enhance the security of the overall system substantially.
[0072] A further embodiment of the method may comprise
extracting data from the Cloud storage by determining by the
key vault system that the requester is a trusted target accord-
ing the confidentiality rating of the data. Thus, stored data
may not be delivered back to an unknown requester.

[0073] According to an embodiment of the method, stored
data may attempt to be transferred from a first Cloud zone to
a second Cloud zone, e.g., from a private to a public Cloud
environment or, from a Cloud storage in one country, (e.g.,
Germany), to another country, (e.g., the United States). This
may be achieved by validating whether the confidentiality
rating of the second Cloud zone matches the trust level cor-
respondingly, and rejecting the transfer of stored data from
the first Cloud zone to the second Cloud zone if the confiden-
tiality rating does not match the trust level. This mechanism
may guarantee that data of a certain confidentiality rating may
not be stored in a Cloud zone not having the required trust-
worthiness.

[0074] According to a further embodiment of the method,
the confidentiality rating may be determined based on the
content of the data to be stored. This determination may be
performed by the key vault system. It has the advantage that
an automatic determination of the confidentiality rating may
be achieved. No manual interaction may be required.

[0075] Furthermore, embodiments may take the form of a
computer program product, accessible from a computer-us-
able or computer-readable medium providing program code
foruse, by or in connection with a computer or any instruction
execution system. For the purpose of this description, a com-
puter-usable or computer-readable medium may be any appa-
ratus that may contain means for storing, communicating,
propagating or transporting the program for use, by or in a
connection with the instruction execution system, apparatus,
or device.

[0076] The medium may be an electronic, magnetic, opti-
cal, electromagnetic, infrared or a semi-conductor system for
a propagation medium. Examples of a computer-readable
medium may include a semi-conductor or solid state memory,
magnetic tape, a removable computer diskette, a random
access memory (RAM), a read-only memory (ROM), a rigid
magnetic disk and an optical disk. Current examples of opti-
cal disks include compact disk-read only memory (CD-
ROM), compact disk-read/write (CD-R/W), DVD and Blu-
Ray-Disk.

[0077] It should also be noted that embodiments of the
invention have been described with reference to different
subject-matters. In particular, some embodiments have been
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described with reference to method type claims whereas other
embodiments have been described with reference to appara-
tus type claims. However, a person skilled in the art will
gather from the above and the following description that,
unless otherwise notified, in addition to any combination of
features belonging to one type of subject-matter, also any
combination between features relating to different subject-
matters, in particular, between features of the method type
claims, and features of the apparatus type claims, is consid-
ered as to be disclosed within this document.

[0078] The aspects defined above and further aspects of the
present invention are apparent from the examples of embodi-
ments to be described hereinafter and are explained with
reference to the examples of embodiments, but to which the
invention is not limited.

[0079] Inthe following, a detailed description of the figures
will be given. All instructions in the figures are schematic.
Firstly, a flow diagram of an embodiment of the inventive
method for storing data in a shared networked, i.e., Cloud,
environment is given. Afterwards, further embodiments of
the method and a related storage sub-system will be
described.

[0080] FIG. 1 shows a flow diagram of an embodiment of
the method 100 for storing data. There may be no limits to the
kind or type of data to be stored. The data may be stored in a
Cloud environment on Cloud storage systems. The Cloud
environment, in particular a private, public or hybrid Cloud
environment, may have different confidentiality levels, may
comprise a security layer between a Cloud storage and a
Cloud storage access interface. This may be an application
programming interface (API) for a Cloud storage access.

[0081] The method 100 may comprise physically separat-
ing, 102, the Cloud storage including the security layer from
a key vault system which may—among others—comprise a
secure key storage and an encryption/decryption unit.

[0082] The method 100 may also comprise receiving, 104,
a storage request together with data to be stored in the Cloud
storage and together with a confidentiality rating, i.e., a con-
fidentiality rating for the data from a client system. The stor-
age request, together with data and the confidentiality rating,
may be received via the Cloud storage access interface by the
security layer.

[0083] The data to be stored and the confidentiality rating
may be encrypted, 106, on request of the security layer by the
key vault system into a data container. The Cloud storage may
be categorized, 108, into Cloud zones. Each Cloud zone may
be assigned a trust level.

[0084] Then, the data container, which may now be
encrypted, may be stored, 110, in one of the Cloud zones of
the Cloud storage such that the trust level of the one of the
Cloud zones corresponds to the confidentiality rating. Each
Cloud zone may have a corresponding trust level.

[0085] FIG. 2 shows a flow diagram 200 of an embodiment
for storing a new file via the Cloud storage access interface.
The new file may be received, 202, by the Cloud storage
access interface. It may be checked, 204, whether the file may
be pre-encrypted. In case of “no” the file’s confidentiality
rating may be determined, 206, in context with a classification
service/classification database 208. The confidentiality rating
may have three separate ratings: high, medium, and low.
However, other additional confidentiality ratings may be
available. After a confidentiality rating check 210, a low
confidentiality rating may be assigned, 212; in case of
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“medium”, a medium confidentiality rating may be assigned,
214; and, in case of “high”, a high confidentiality rating may
be assigned, 216.

[0086] Next, 218, it may be determined if a Cloud storage
pool with an associated trust level compatible with the con-
fidentiality rating may be available. After a check, 220,
whether such a Cloud pool is available and a determination
that it is not available, the storage request may be rejected,
222, and a failure report may be generated.

[0087] Incase a Cloud pool may be available, the file may
be relayed, 224, to the Cloud storage pool. The file may be
encrypted, 226, by the assigned key vault system. Then, it
may be checked whether the file may be encrypted, 228. In
case of “yes”, the file may be stored, 230, and a storage
success may be reported. In case of “no”, the storage request
may be rejected, 222, and the failure may be reported.
[0088] FIG. 3 shows a flow diagram 300 of an embodiment
of'an incoming encryption request. The incoming encryption
request may be received, 302. It may be checked, 304,
whether the security layer may be authorized. In case of “no”
the encryption request may be rejected, 306. In case of “yes”,
it may be checked, 308, whether the requester may be autho-
rized. In case of “no”, the file may be encrypted, 310, the key
may be stored, 312, in the key vault system, the requester may
be ignored, 314, and may be recorded for the attention of
security personnel. The security personnel may receive, 316,
a signal regarding the incident, and the incident may be
reported, 318 to the security layer.

[0089] In case the request that may be authorized, 308, the
file may be encrypted, 320, the key may be stored, 322, in the
key vault system, the authorization of the request may be
recorded, 324, and a success message may be sent, 326, to the
security layer. Then, the incoming encryption request may be
completed, 328.

[0090] FIG. 4 shows a flow diagram 400 of an embodiment
of'a request for a file from the Cloud environment. A request
for a new file may be received, 402. It may be checked, 404,
whether the requester may be authenticated. In case of “no”,
the request may be rejected, 406. In case of “yes”, it may be
checked, 408, whether the requester may be authorized for
this file. In case of “yes”, it may be checked, 410, whether the
file shall be delivered to an authorized destination. Then, in
case of “yes,” the encrypted data container may be retrieved,
412. A decryption request may be sent, 414, to the key vault
system including the encrypted data container and the infor-
mation about the requester.

[0091] It may be checked, 416, whether the decrypted file
may have been received from the key vault system. In case of
“yes”, the file may be delivered, 418, in decrypted form, to the
requester. In case of “no”, the request may be rejected, 406. In
case of “no”, at the checks 408 and 410, the request may be
rejected, 406, as well.

[0092] FIG. 5 shows a flow diagram 500 of an embodiment
for a transfer request of a file from one Cloud zone to another
Cloud zone. If the new transfer request may be received, 502,
it may be checked, 504, whether the request may be autho-
rized. In case of “no”, the request may be rejected, 506. In
case of “yes”, it may be checked, 508, whether the requester
may be authorized. In case of “no”, the request may be
rejected, 506. In case of “yes”, a new encryption key may be
generated, 510, a copy of the file may be encrypted, 512, with
the new encryptionkey, and the file may be transferred, 514 to
the new target destination. It may be checked, 516, whether
the target destination may take over the decryption rights. In



US 2016/0162693 Al

case of “yes”, the new encryption key may be transferred,
518, to the new destination target. In case of “no”, the decryp-
tion rights for the destination target may be recorded, 519.
[0093] Then, it may be checked, 520, whether the file may
have been “moved” to the new location/destination target or
“copied”. In case of “copied”, a success report may be gen-
erated 530. In case of “moved”, for the determination step
520, it may be determined, 522, whether the original file
should be retained or archived. In case of “no”, the old
encryption key and the old file may be deleted, 524. Other-
wise (case “yes”), the old encryption key and the file may be
archived, 526. Then, success may be reported, 530.

[0094] FIG. 6 shows a block diagram 600 of an embodi-
ment of interactions between the Cloud storage access inter-
face, shared networked storage access interface—known as a
Cloud API 602, and the key vault system 604. Requests may
be received and/or results may be sent back to a client 606
which is also the sender of a storage request. The data or, in
particular the date container 608, may be stored in the net-
worked Cloud environment 610 or, in other words, a shared
networked environment. The security layer 612 may be part
of a firewall system.

[0095] The key vault system 604 may comprise the access
policy governor 614, the key storage 616, and an encryption/
decryption interface 618 which is connected to an encryption/
decryption cluster of encryption/decryption units 620. The
key storage 616 may request 624 a key from the encryption/
decryption cluster 620 which may also validate data keys on
request 622 of the access governor 614.

[0096] The Cloud API 602 may be responsible for an
authentication and authorization of the client or requester
606. The key vault system 604 and its functionality may now
be described in context of the key vault system 604 and along
the following interactions and activities with the security
layer 612:

[0097] Initial Security Checks

[0098] A new file upload may be received by the Cloud
zone’s external interface, the Cloud API 602, which, after
successfully authenticating the client 606, will now try to
store the file in the data storage area. To do this, it may send a
request containing the file itself, the authentication informa-
tion (e.g., a user ID) and client information (date/time of
request, source IP (Internet Protocol) address, client type/
product/version number) to the data storage area.

[0099] This incoming request will be transparently cap-
tured by the security layer 612 which is monitoring the data
stream for request streams matching a “file upload” transac-
tion. The security layer may verify that the data stream is
being secured using an encrypted transport channel with a
trusted certificate. If this is not the case, the transfer will be
rejected.

[0100] Ifthe transfer is properly secured, the security layer
612 will act similar to a proxy accepting the external inter-
face’s data stream without relaying it to a data storage system.
Once the data stream’s header containing the authentication,
client and general file information has been received, it will
continue buffering the incoming file data while in parallel
proceeding to validate the request with the key vault system
604.

[0101] Pre-Flight-Validation by the Key Vault

[0102] To do this, the security layer 612 will establish a
secure connection to a key vault system 604 interface and
send a request to have it validated if the client 606 may upload
this kind of file according to the access governor’s 614 con-
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figured policies. The security layer 612 will provide all of the
request information that has been received, without the actual
file contents and wait for the key vault system to respond. If
the key vault system 604 does not respond within a predefined
time period, e.g., 5 seconds, a timeout signal will abort the
request and reject the external interface’s upload attempt.

[0103] During the receipt of the security layer’s 612 vali-
dation request, the key vault system 604 interface will vali-
date if the security layer 612 is trusted for a communication
and if the transmission channel has been secured with a cer-
tificate-based encryption. If any of the two criteria fail the
transmission is rejected. If the transmission is accepted the
key vault system 604 interface will establish a secure connec-
tion with the access governor 614 and relay the received
request for validation.

[0104] The access governor 614 will now check if the client
606 is in general allowed to use the Cloud zone for file
uploads, both, in terms of the authenticated user ID for black-
listing in the access governor 604 as well as the source IP
address for reputation. This may be done using traditional
black-/whitelisting as well as commercial IP reputation prod-
ucts such as IBM’s SCA SDK allowing rejecting access from
1Ps, categorized as malicious, but not controlled or using an
anonymous proxy.

[0105] The access governor 614 will furthermore check if
within a recent time period, such as the last 24 hours, other
requests have been made by this user that show anomalous
behavior such as massive uploads/downloads, repeated
rejected requests, constantly changing IP addresses or ques-
tionable client details. This can either be implemented by the
access governor 614 directly, or by interfacing with commer-
cial products such as IBM QRadar Anomaly Detection.
Anomalous requests may be rejected by the access governor
614 and a security incident report will be generated for
responsible security personnel.

[0106] Ifthe requestis deemed acceptable, the access gov-
ernor 614 will create a transfer ticket. This transfer ticket may
contain the authentication, client and file information pro-
vided, the signature of the security layer 612 making the
request and an expiry time for the request dependent on the
reported file size (e.g., S min./250 MB file size, thus, a 1 GB
file would have 20 minutes expiry time). The transfer ticket
may then be signed by the access governor 614 and handed
back to the security layer 612.

[0107]

[0108] Uponreceipt of the transfer ticket, the security layer
612 will validate both, the access governor’s 614 signing as
well as its own embedded signature. If both checks are OK, it
will then start an encryption request to the key vault system
604 interface consisting of the transfer ticket and any data for
the file being transferred that has already been buffered so far.
To ensure transfer safety, the security layer 612 will encrypt
the file data with the public key used by the encryption/
decryption units 620 of the key vault system 604. This may
ensure that only the encryption/decryption units 620 will be
able to read the file in its original version within the key vault
system 604 making breaches in the other key vault systems
less valuable for an attacker.

[0109] As before, the key vault system 604 interface will
check the incoming connection’s security and afterwards
relay the request to the encryption/decryption units 620. One
of the encryption/decryption units 620 will pick up the
incoming request by going round-robin. The related encryp-
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tion/decryption management will ensure that there is always
one idle encryption/decryption unit 620 available.

[0110] The encryption/decryption unit 620, receiving the
incoming request, will verity the transfer ticket’s signature
and expiry time. It may also verify if the encryption on the file
content may match the security layer’s 612 signature embed-
ded in the ticket. It will furthermore verify that the file iden-
tification may match the actual file being transferred. If any of
these checks fail the request may be rejected and a security
incident report may be generated.

[0111] Final Encryption and Content Checking

[0112] If all checks pass, the encryption/decryption unit
620 will generate a new key to be finally used for the file once
stored. It will then begin decrypting the file using the shared
encryption/decryption private key. While the process is run-
ning, the encryption/decryption unit 620 will run a content
classification on the decrypted data. This process is run mul-
tiple times as the data is being decrypted until either all data
has been scanned or the file has been classified as the highest
confidentiality already. To do so, the encryption/decryption
unit 620 can use multiple technologies such as simple pattern
matching, Bayesian classification or heuristics. The encryp-
tion/decryption units 620 can share a central database of
signatures, patterns and/or heuristics to make sure all units
have the same synchronous set of classification criteria avail-
able.

[0113] Based on the classification, the file will be ranked
for confidentiality on a scale of 0 to 1 with 0 being non-
confidential and 1 being highly confidential information.
Once the confidentiality rating has been determined, the
encryption/decryption unit 620 will then check if the Cloud
zone is a valid target for this confidentiality rating. This can
either be done locally on the encryption/decryption unit 620
or by querying the access governor 614 for the current clas-
sification policy.

[0114] Ifthe current Cloud zone trustworthiness is too low
for this file to be stored, the encryption/decryption unit 620
will request the access governor 614 to check if other Cloud
zones of higher trustworthiness have been registered with it.
If this is the case, the access governor 614 will update the
transfer ticket with the security layer 612 of the more secure
Cloud zone as target and report this back to the encryption/
decryption unit 620. If no suitable Cloud zone may be deter-
mined, the request is immediately aborted.

[0115] Also, while the file is being decrypted, it is imme-
diately re-encrypted with the generated unique key. The
encrypted data stream will be embedded in a container signed
with the encryption/decryption unit 620 signature that con-
tains the file’s identifier, content classification alongside said
data stream. If a final decision on confidentiality has already
been reached and the final destination also been determined,
the encryption/decryption unit 620 will establish a connec-
tion with the responsible security layer 612 and send a storage
request with the file’s identifier and the re-encrypted data
stream for storing on the respective data storage area. Addi-
tionally, the encryption/decryption unit 620 will submit the
file identifier and associated encryption key to the key storage
616 for safekeeping.

[0116] The storage area will validate if the incoming data
stream’s transfer ticket has the signature of the security layer
612 for the current Cloud zone embedded and afterwards
store the data stream. Once the transfer has been completed,
the encryption/decryption unit 620 will notify the security
layer 612 it has initially received the file from that the transfer
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has succeeded. If the security layer 612 for storing the file is
identical with the one requesting encryption, it will merely
report success. If the file has been relayed to another Cloud
zone, the encryption/decryption unit 620 will also report the
details of the responsible security layer 612 back. This infor-
mation can then, for example, be used to notify the user of the
relaying of the file. The security layer 612 will now report
back to the Cloud zone’s external interface. The file has been
stored successfully.

[0117] Downloading an Existent File

[0118] The process is very similar to the encryption with
the only difference being that the key vault system 604 will
check if the requesting client is trusted to retrieve a specific
file—or in other words, if the client is a trusted target for the
(potentially permanent) storage of a confidential file. The
confidentiality of a file will be read from the file’s storage
container which consists of the file identifier, a confidentiality
rating and the encrypted file itself. The access governor 614
will validate the container’s signing to ensure the confiden-
tiality rating or file has not been tampered with since storing
it. It will use the same validation methods as used during the
upload, but may use stricter policies (e.g., only allowing
known, whitelisted client versions, blocking any and all nega-
tive IP reputation criteria), as the retrieval of files is poten-
tially more dangerous as uploading new ones.

[0119] Also, the transfer direction is inverted with the data
stream being fetched from the data storage area to the encryp-
tion/decryption unit 620 to the security layer 612 and out of
the Cloud zone’s external interface.

[0120] Transfer between Cloud Zones

[0121] Thisprocessis very similar to the download of a new
file in that the new Cloud zone will be treated as an external
client, requesting access to one or more files. The main dif-
ference is that the key vault system 604 may decide against
handing out a file’s encryption key to the new target. This
decision may be based on the new Cloud zone’s trustworthi-
ness, i.e., configured or a result of an anomaly detection of
transfers from/to said Cloud zone or IP Reputation data.
[0122] If the key vault system 614 does not want to hand
over the encryption key, it may then either reject the transfer
completely or, allow a transfer but retain the key. In the latter
case, the new Cloud zone will relay all decryption for that file
to the original Cloud zone’s access governor 614.

[0123] This setup may be useful if multiple Cloud zones of
differing trustworthiness, e.g., differing service providers,
service levels/tiers, exist within close proximity or may be
connected via high-bandwidth access.

[0124] Added Resiliency Against Attacks

[0125] The inventive method may be infused with addi-
tional security mechanisms by employing existing off-the-
shelf solutions such as Trusted Platform Modules (TPM),
ensuring a tamper-proof storage of key data, and UEFI (Uni-
fied Extensible Firmware Interface) Secure Boot to run on
unmodified operating systems only.

[0126] The inventive method may enforce the usage of
these technologies by refusing the startup unless a TPM
device is available and the operating system has been booted
using UEFI Secure Boot.

[0127] Furthermore, the software, running on any of the
components, may be equipped to check all binaries for valid,
trusted signing, refusing to run if the signature of any of the
components is not matching, compromised or expired.
[0128] Additionally, the inventive method may use the
unique signatures of UEFI boot when signing transactions,



US 2016/0162693 Al

e.g., for the access governor 614, the key vault system’s 604
encryption/decryption units 620, for ensuring that a system
that has no untrusted or mismatching UEFI signature from
communicating with other systems. Ultimately, this may cre-
ate a chain of verifications going up from the system UEFI
BIOS to the operating system which in turn may verify all
components on the system are uncompromised. If an attacker
would attempt to change a system component, this tampering
could be detected by rigorous signature checks.

[0129] Depending on the deployment, continuous, certified
updates can also be leveraged as a security measure. By
keeping the validity on certificates low (e.g., just a few hours)
and requiring the constant re-deployment of smaller but cen-
tral verification components from a trusted source (e.g., the
vendor), even intermittent tampering would only be possible
for a few hours—it would otherwise be detected by the
refreshed component or the components would stop working,
as their certification has expired.

[0130] For physical security, a tamper-resistant hardware
solution may be devised that is sealed from the outside—apart
from air, power and communication connections—and may
protect against intrusion attempts, e.g., by monitoring the
opening of any of the service hatches, disruption sensors for
the outer shell to detect drilling of holes, and active noise
generation to suppress the reading of keys by measuring coil
whine and fan cycles.

[0131] If a possible security breach may have been
detected, the invention would immediately destroy all stored
keys software-wise, and could even deploy a localized EMP
generator or other physical means, e.g., controlled explo-
sions, to ensure an attacker has little to no ability to get useful
information from the break-in attempt.

[0132] In case a destructive intrusion countermeasure may
be deployed, the invention may be extended to be able to use
a limited number of universal decryption keys per customer
that may be stored in a separate location. Additionally, the
syncing with other trusted instances of the invention for the
case of disaster recovery can be used to ensure that customers
retain the ability to access their files. This is, however, is
optional and may not be used if complete inaccessibility of
the data is preferable to having a “backup key” that could
potentially circumvent the segmentation of data.

[0133] Usage of Asymmetrical vs. Symmetrical Encryp-
tion
[0134] The inventive method largely uses certificate-based

asymmetrical encryption for all communications to ensure all
transactions are secured. However, depending on the avail-
able performance, this may somewhat slow down the process-
ing of files. Such a situation may be diminished by techno-
logical progress as CPU-cycles become less and less
expensive but can never-the-less add up and become a limi-
tation for the near future.

[0135] If this is the case, the invention may relax the
requirement of asymmetrical encryption and work with sym-
metrical encryption once a transaction for a file has been
established.

[0136] Additionally, the invention may secure communica-
tions between the components in general using symmetrical
encryption once a trusted relationship has been established by
ahuman operator. If this is the case, the invention will handle
all communications with the exchanged key instead of doing
the full asymmetrical handshaking speeding up communica-
tions. To keep security at acceptable levels, the inventive
method may rotate the key in short intervals, e.g., every 10

Jun. 9, 2016

minutes, and after a predetermined number of transactions,
e.g., 500, whichever comes first, to stop key cracking attacks
from potential third-parties conducting a man-in-the-middle
attack.

[0137] Inthis context, it may be helpful to have a look atthe
container-in-container concept for data protection. FIG. 9
shows the embedding principle 900. The outer layer is repre-
sented by an encrypted transaction container which is only
readable by the security layer 612 (compare FIG. 6). Part of
the encrypted transaction container 902 is a transaction 1D
(identifier) identifying this encrypted transaction container
902 in transition. The data container 904 inside the encrypted
transaction container 902 comprises at least two elements:
meta information 906 about the file. This meta information is
also only readable by the security layer 612. Inside the data
container 904 is also the stored file in encrypted form 908.

[0138] Thus, the file 908 to be stored 908 may not be
compromised even if the container 904 may be in transition
from one Cloud zone to another. The container-in-container
concept make this impossible.

[0139] As an overview and a summary, FIG. 7 shows a
block diagram of the inventive storage sub-system 700 for
storing data in a shared networked environment—known as
Cloud environment. The Cloud environment comprises a
security layer 612 between Cloud storage and a Cloud storage
access interface (not shown). The storage sub-system 700
comprises a Cloud storage including the security layer 612
which is physically separated from a key vault system 604.
The Cloud storage comprises Cloud zones, wherein each of
the Cloud zones has an assigned trust level. The storage
sub-system 700 comprises receiving unit 702 adapted for
receiving a storage request together with data to be stored in
the Cloud storage and together with a confidentiality rating.
The storage request together with data and the confidentiality
rating is received via the Cloud storage access interface by the
security layer 612. The key vault system 604 is adopted for
encrypting the data to be stored and the confidentiality rating
on request of the security layer 612 into a data container.

[0140] The storage sub-system 700 comprises as well a
storage component 704 adapted for storing the data container
in one of the Cloud zones of the Cloud storage such that the
trust level of the one of the Cloud zones corresponds to the
confidentiality rating.

[0141] Embodiments ofthe invention may be implemented
together with virtually any type of computer, regardless of the
platform being suitable for storing and/or executing program
code. For example, as shown in FIG. 8, a computing system
800 may include one or more processor(s) 802 with one or
more cores per processor, associated memory elements 804,
an internal storage device 806 (e.g., a hard disk, an optical
drive, such as a compact disk drive or digital video disk
(DVD) drive, a flash memory stick, a solid-state disk, etc.),
and numerous other elements and functionalities, typical of
today’s computers (not shown). The memory elements 804
may include a main memory, e.g., a random access memory
(RAM), employed during actual execution of the program
code, and a cache memory, which may provide temporary
storage of at least some program code and/or data in order to
reduce the number of times, code and/or data must be
retrieved from a long-term storage medium or external bulk
storage 816 for an execution. Elements inside the computer
800 may be linked together by means of a bus system 818 with
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corresponding adapters. Additionally, the storage sub-system
700 for storing data in a Cloud environment may be attached
to the bus system 818.

[0142] The computing system 800 may also include input
means such as a keyboard 808, a pointing device such as a
mouse 810, or a microphone (not shown). Alternatively, the
computing system may be equipped with a touch sensitive
screen as main input device. Furthermore, the computer 800,
may include output means such as a monitor or screen 812
[e.g., aliquid crystal display (LCD), a plasma display, a light
emitting diode display (LED), or cathode ray tube (CRT)
monitor|. The computer system 800 may be connected to a
network [e.g., a local area network (LAN), a wide area net-
work (WAN)], such as the Internet or any other similar type of
network, including wireless networks via a network interface
connection 814. This may allow a coupling to other computer
systems, or a storage network, or a tape drive. Those, skilled
in the art will appreciate that many different types of com-
puter systems exist, and the aforementioned input and output
means may take other forms. Generally speaking, the com-
puter system 800 may include at least the minimal processing,
input and/or output means, necessary to practice embodi-
ments of the invention.

[0143] While the invention has been described with respect
to a limited number of embodiments, those skilled in the art,
having benefit of this disclosure, will appreciate that other
embodiments may be devised, which do not depart from the
scope of the invention, as disclosed herein. Accordingly, the
scope of the invention should be limited only by the attached
claims. Also, elements described in association with different
embodiments may be combined. It should also be noted that
reference signs in the claims should not be construed as
limiting elements.

[0144] As will be appreciated by one skilled in the art,
aspects of the present disclosure may be embodied as a sys-
tem, method or computer program product. Accordingly,
aspects of the present disclosure may take the form of an
entirely hardware embodiment, an entirely software embodi-
ment (including firmware, resident software, micro-code,
etc.) or an embodiment combining software and hardware
aspects that may all generally be referred to herein as a “cir-
cuit,” “module” or “system.” Furthermore, aspects of the
present disclosure may take the form of a computer program
product embodied in one or more computer readable medium
(s) having computer readable program code embodied
thereon.

[0145] Any combination of one or more computer readable
medium(s) may be utilized. The computer readable medium
may be a computer readable signal medium or a computer
readable storage medium. A computer readable storage
medium may be, for example, but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or semi-
conductor system, apparatus, or device, or any suitable com-
bination of the foregoing. More specific examples (a non-
exhaustive list) of the computer readable storage medium
would include the following: an electrical connection having
one or more wires, a portable computer diskette, a hard disk,
a random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), an optical fiber, a portable com-
pact disc read-only memory (CD-ROM), an optical storage
device, a magnetic storage device, or any suitable combina-
tion of the foregoing. In the context of this document, a
computer readable storage medium may be any tangible
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medium that may contain, or store, a program for use, by or in
connection with an instruction execution system, apparatus,
or device.

[0146] A computer readable signal medium may include a
propagated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that is not a computer readable storage medium and
that may communicate, propagate, or transport a program for
use by or in connection with an instruction execution system,
apparatus, or device.

[0147] Program code embodied on a computer readable
medium may be transmitted using any appropriate medium,
including but not limited to wireless, wireline, optical fiber
cable, RF, etc., or any suitable combination of the foregoing.
[0148] Computer program code for carrying out operations
for aspects of the present invention may be written in any
combination of one or more programming languages, includ-
ing an object oriented programming language such as Java,
Smalltalk, C++, or the like and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

[0149] Aspects of the present disclosure are described with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the present disclosure. It
will be understood that each block of the flowchart illustra-
tions and/or block diagrams, and combinations of blocks in
the flowchart illustrations and/or block diagrams, may be
implemented by computer program instructions. These com-
puter program instructions may be provided to a processor of
a general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

[0150] These computer program instructions may also be
stored in a computer readable medium that may direct a
computer, other programmable data processing apparatus, or
other devices to function in a particular manner, such that the
instructions stored in the computer readable medium produce
an article of manufacture including instructions, which
implement the function/act specified in the flowchart and/or
block diagram block or blocks.

[0151] The computer program instructions may also be
loaded onto a computer, other programmable data processing
apparatus, or other devices to cause a series of operational
steps to be performed on the computer, other programmable
apparatus, or other devices to produce a computer imple-
mented process such that the instructions, which execute on
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the computer or other programmable apparatus, provide pro-
cesses for implementing the functions/acts specified in the
flowchart and/or block diagram, block, or blocks.

[0152] The block diagrams in the figures illustrate the
architecture, functionality, and operation of possible imple-
mentations of systems, methods and computer program prod-
ucts, according to various embodiments of the present disclo-
sure. In this regard, each block in the block diagrams may
represent a module, segment, or portion of code, which com-
prises one or more executable instructions for implementing
the specified logical function(s). It should also be noted that,
in some alternative implementations, the functions, discussed
hereinabove, may occur out of the disclosed order. For
example, two functions taught in succession may, in fact, be
executed substantially concurrently, or the functions may
sometimes be executed in the reverse order depending upon
the functionality involved. It will also be noted that each block
of the block diagrams, and combinations of blocks in the
block diagrams, may be implemented by special purpose
hardware-based systems that perform the specified functions
or acts, or combinations of special purpose hardware and
computer instructions.

[0153] The terminology used herein is for the purpose of
describing particular embodiments only and is not intended to
limit the invention. As used herein, the singular forms “a”,
“an” and “the” are intended to include the plural forms as
well, unless the context clearly indicates otherwise. It will
further be understood that the terms “comprises” and/or
“comprising,” when used in this specification, specify the
presence of stated features, integers, steps, operations, ele-
ments, and/or components, but do not preclude the presence
or addition of one or more other features, integers, steps,
operations, elements, components, and/or groups thereof.

[0154] The corresponding structures, materials, acts, and
equivalents of all means or steps plus function elements in the
claims below are intended to include any structure, material,
or act for performing the function in combination with other
claimed elements, as specifically claimed. The description of
the present invention has been presented for purposes of
illustration and description, but is not intended to be exhaus-
tive or limited to the invention in the form disclosed. Many
modifications and variations will be apparent to those of
ordinary skills in the art without departing from the scope and
spirit of the invention. The embodiment was chosen and
described in order to best explain the principles of the inven-
tion and the practical application, and to enable others of
ordinary skills in the art to understand the invention for vari-
ous embodiments with various modifications, as are suited to
the particular use contemplated.

What is claimed is:

1. A method for storing data in a shared networked envi-
ronment, the shared networked environment comprising a
security layer between a shared networked storage and a
shared networked storage access interface, the method com-
prising:

physically separating the shared networked storage from a

key vault system;

receiving a storage request together with data to be stored
in the shared networked storage and receiving the stor-
age request together with a confidentiality rating, the
confidentiality rating indicating a level of confidentiality
the data is associated with, wherein the storage request
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together with the data and the confidentiality rating is
received via the shared networked storage access inter-
face by the security layer;

encrypting, on request of the security layer and into a data

container, the data to be stored by the key vault system,
and encrypting, into the data container, the confidenti-
ality rating;

categorizing the shared networked storage into Cloud

zones, wherein each Cloud zone is assigned a trust level;
and

storing the data container in one of the Cloud zones of the

shared networked storage, wherein the trust level of the
one of the Cloud zones corresponds to the confidential-
ity rating.
2. The method of claim 1, wherein the receiving the storage
request comprises authorizing the security layer from a client
that is accessing the data to ensure that a trusted communica-
tion is built between the client and the security layer via the
network storage access interface.
3. The method of claim 1, wherein the receiving the storage
request comprises authorizing a sender of the request.
4. The method of claim 1, wherein messages sent between
the security layer and the key vault system are encrypted, and
wherein the messages include the data.
5. The method of claim 1, wherein messages conveyable
from and/or receivable by the security layer are encrypted,
and wherein the messages include the data.
6. The method of claim 1, further comprising validating by
the key vault system that the storage request is compliant with
configurable policies by:
validating that the security layer is trusted for communica-
tion and validating that a transmission channel between
the security layer and the key vault system is secured by
a certificate-based encryption;

creating a transfer ticket, the transfer ticket comprising:
authorization information about the requester of the
storage request, metadata about the data to be stored, a
first signature made by the security layer, an expiry time
for the storage request, and a second signature made by
the key vault system; and

sending the transfer ticket to the security layer.

7. The method of claim 6, further comprising upon receiv-
ing the transfer ticket by the security layer from the key vault
system, validating the first signature and the second signature
before the request for the encryption of the data to be stored,
wherein the request for the encryption of the data includes the
transfer ticket and the data to be stored.

8. The method of claim 6, further comprising:

receiving a validation of the transfer ticket by the key vault

system,

validating, in response to the validation of the transfer

ticket, the second signature and expiry time for the stor-
age request;

validating whether the first signature, embedded in the

transfer ticket, matches the encryption of a file content of
the data to be stored, and

validating whether a file identification of the data to be

stored matches an actual file to be transferred.

9. A computer program product for storing data in a shared
networked environment, the shared networked environment
comprising a security layer between a shared networked stor-
age and a shared networked storage access interface, the
computer program product comprising a computer readable
storage medium having program instructions embodied
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therewith, the program instructions executable by a comput-
ing device to cause the computing device to perform a
method, the method comprising:

physically separating the shared networked storage from a

key vault system;

receiving a storage request together with data to be stored

in the shared networked storage and receiving the stor-
age request together with a confidentiality rating, the
confidentiality rating indicating a level of confidentiality
the data is associated with, wherein the storage request
together with the data and the confidentiality rating is
received via the shared networked storage access inter-
face by the security layer;

encrypting, on request of the security layer and into a data

container, the data to be stored by the key vault system,
and encrypting, into the data container, the confidenti-
ality rating;

categorizing the shared networked storage into Cloud

zones, wherein each Cloud zone is assigned a trust level;
and

storing the data container in one of the Cloud zones of the

shared networked storage, wherein the trust level of the
one of the Cloud zones corresponds to the confidential-
ity rating.

10. The computer program product of claim 9, wherein the
method further comprises extracting the data from the one of
the cloud zones by determining that the requester is a trusted
target using the confidentiality rating of the data.

11. The computer program product of claim 9, wherein the
method further comprises transferring, subsequent to the stor-
ing of the data container, the data from a first Cloud zone to a
second Cloud zone of the networked storage by:

validating that the confidentiality rating of the second

Cloud zone matches the trust level correspondingly, and
transferring the data from the first Cloud zone to the second
Cloud zone.
12. The computer program product of claim 9, wherein a
determining of the confidentiality rating is based on a content
of the data.
13. The computer program product of claim 9, wherein the
method further comprises validating that the storage request
is compliant with configurable policies by:
validating that the security layer is trusted for communica-
tion and validating that a transmission channel between
the security layer and the key vault system is secured by
a certificate-based encryption;

creating a transfer ticket, the transfer ticket comprising:
authorization information about the requester of the
storage request, meta data about the data to be stored, a
first signature made by the security layer, an expiry time
for the storage request, and a second signature made by
the key vault system; and

sending the transfer ticket to the security layer.

14. The computer program product of claim 13, wherein
the method further comprises:

upon receiving the transfer ticket by the security layer from

the key vault system, validating the first signature and
the second signature before the request for the encryp-
tion of the data to be stored, wherein the request for the
encryption of the data comprises the transfer ticket and
the data to be stored.

15. A storage sub-system for storing data in a shared net-
worked environment, the shared networked environment
comprising a security layer between a shared networked stor-
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age and a shared networked storage access interface, the
storage sub-system comprising:

a shared networked storage including the security layer, the
security layer physically separated from key vault sys-
tem, wherein the shared networked storage comprises
Cloud zones, wherein each of the Cloud zones has an
assigned trust level;

a receiving unit adapted to receive a storage request
together with data to be stored in the shared networked
storage and together with a confidentiality rating,
wherein the storage request together with that data and
the confidentiality rating is received via the shared net-
worked storage access interface by the security layer;

wherein the key vault system is adapted to encrypt the data
to be stored and the confidentiality rating on request of
the security layer into a data container; and

a storage component adapted to store the data container in
one of the Cloud zones of the shared networked storage,
wherein the trust level of the one of the Cloud zones
corresponds to the confidentiality rating.

16. The storage sub-system of claim 15, wherein the stor-
age sub-system is a part of a Cloud storage system for storing
the data in the shared networked environment.

17. The storage sub-system of claim 15, wherein the key
vault system is further adapted to, validate that the storage
request is compliant with configurable policies by:

validating that the security layer is trusted for communica-
tion and validating that a transmission channel between
the security layer and the key vault system is secured by
a certificate-based encryption;

creating a transfer ticket, the transfer ticket including at
least one of: authorization information about the
requester of the storage request, meta data about the data
to be stored, a first signature made by the security layer,
an expiry time for the storage request, and a second
signature made by the key vault system; and

sending the transfer ticket to the security layer.

18. The storage sub-system of claim 17, wherein the key
vault system is further adapted to:

receive a validation of the transfer ticket;

validate, in response to the validation of the transfer ticket,
the second signature and expiry time for the storage
request;

validate whether the first signature, embedded in the trans-
fer ticket, matches the encryption of a file content of the
data to be stored; and

validate whether a file identification of the data to be stored
matches an actual file to be transferred.

19. The storage sub-system of claim 15, wherein the data
container is inside of an encrypted transaction container, the
encrypted transaction container is readable only by the secu-
rity layer, and wherein the encrypted transaction container
includes a transaction identifier to identify the encrypted
transaction container.

20. The storage sub-system of claim 15, wherein the cloud
zones are areas in which storage systems are physically
located, the cloud zones including a first cloud zone and a
second cloud zone, and wherein the first cloud zone corre-
sponds to a first country and the second cloud zone corre-
sponds to a second country.
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