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APPARATUS AND METHOD FOR EMBEDDING AM〕 

EXTRACTING INFORMATION IN ANALOG SIGNALS 
USING DISTRIBUTED SIGNAL FEATIJRES

BACKGROUND OF THE INVENTION
Field of the Invention

This invention relates to apparatus and methods 
for encoding and decoding information in analog 
signals, such as audio, video and data signals, either 
transmitted by radio wave transmission or wired 
transmission, or stored in a recording medium such as 
optical or magnetic disks, magnetic tape, or solid 
state memory.
Background and Description of Related Art

An area of particular interest to certain 
embodiments of the present invention relates to the 
market for musical recordings. Currently, a large 
number of people listen to musical recordings on radio 
or television. They often hear ة recording which they 
like enough to purchase, but don It know the name of the 
song, the artist performing it, or the record, tape, or 
CD album of which it is part. As a result, the number 
of recordings which people purchase is less than it 
otherwise would be if there was a simple way for people 
to identify which of the recordings that they hear on 
the radio or TV they wish to purchase.

Another area of interest to certain embodiments of 
the invention is copy control. There is currently a 
large market for audio software products, such as 
musical recordings. One of the problems in this market
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is the ease of copying such products without paying 
those who produce them. This problem is becoming 
particularly troublesome with the advent of recording 
techniques, such as digital audio tape (DAT), which 
make it possible for copies to be of very high quality. 
Thus it would be desirable to develop a scheme which 
would prevent the unauthorized copying ◦f audio 
recordings, including the unauthorized copying of audio 
works broadcast over the airwaves. It is also 
desirable for copyright enforcement to be able to 
insert into program material such as audio or video 
signals digital copyright information identifying the 
copyright holder, which information may be detected by 
appropriate apparatus to identify the copyright owner 
◦f the program, while remaining imperceptible to the 
listener or viewer.

Various prior art methods of encoding additional 
information onto a source signal are known. For 
example, it is known to pulse-width modulate a signal 
to provide a common or encoded signal carrying at least 
two information portions or other useful portions. In 
U.S. Patent No. 4,497,060 to Yang (1985) binary data is 
transmitted as a signal having two differing pulse- 
widths to represent logical "0" and ”1” (e.g., the
pulse-width durations for a "1” are twice the duration 
for a "0"). This correspondence also enables the 
determination ◦f a clocking signal.

U.S. Patent No. 4,937,807 to Weitz et al. (1990) 
discloses a method and apparatus for encoding signals 
for producing sound transmissions with digital 
information to enable addressing the stored 
representation of such signals. Specifically, the 
apparatus in Weitz et al. converts an analog signal for 
producing such sound transmissions to clocked digital 
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signals comprising for each channel an audio data 
stream, a step-size stream and an emphasis stream.

With respect to systems in which audio signals 
produce audio transmissions, U.S. Patent Nos. 4,876,617 
to Best et al. (1989) and 5,113,437 to Best et al. 
(1992) disclose encoders for forming relatively thin 
and shallow (e.g., 150 Hz wide and 50 dB deep) notches 
in mid-range freguencies of an audio signal. The 
earlier ◦f these patents discloses paired notch filters 
centered about the 2883 Hz and 3417 Hz frequencies; the 
later patent discloses notch filters but with randomly 
varying frequency pairs to discourage erasure or 
inhibit filtering of the information added to the 
notches. The encoders then add digital information in 
the form of signals in the lower freguency indicating a 
”0" and in the higher frequency a "1”. In the later 
Best et al. patent an encoder samples the audio signal, 
delays the signal while calculating the signal level, 
and determines during the delay whether or not to add 
the data signal and, if so, at what signal level. The 
later Best et al. patent also notes that the 
”pseudo-random manner” in moving the notches makes the 
data signals more difficult to detect audibly.

Other prior art techniques employ the 
psychoacoustic model of the human perception 
characteristic to insert modulated or unmodulated tones 
into a host signal such that they will be masked by 
existing signal components and thus not perceived.
See, e.g. Preuss et al., U.S· Patent No. 5,319,735, and 
Jensen et al., U.S. Patent No. 5,450,490. Such 
techniques are very expensive and complicated to 
implement, while suffering from a lack of robustness in 
the face of signal distortions imposed by perception- 
based compression schemes designed to eliminate masked 
signal components.

3
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The prior art fails to provide a method and an 
apparatus for encoding and decoding auxiliary analog or 
digital information signals onto analog audio or video 
frequency signals for producing humanly perceived 
transmissions (حشن, sounds or images) such that the 
audio or video frequency signals produce substantially 
identical humanly perceived transmission prior to as 
well as after encoding with the auxiliary signals. The 
prior art also fails to provide relatively simple 
apparatus and methods for encoding and decoding audio 
or video frequency signals for producing humanly 
perceived audio transmissions with signals defining 
digital information. The prior art also fails to 
disclose a method and apparatus for limiting 
unauthorized copying of audio or video frequency 
signals for producing humanly perceived audio 
transmissions .

SUMMARY OF THE INVENTION
The present invention provides apparatus and 

methods for embedding or encoding, and extracting or 
decoding, digitized information in an analog host or 
cover signal in a way which has minimal impact on the 
perception of the source information when the analog 
signal is applied to an appropriate output device, such 
as a speaker, a display monitor, or other 
electrical/electronic device.

The present invention further provides apparatus 
and methods for embedding and extracting machine 
readable signals in an analog cover signal which 
control the ability of ة device to copy the cover 
signal.

In summary, the present invention provides for the 
encoding or embedding of a data signal in an analog 
host or cover signal, by modulating the host or cover 
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signal so as to modify a distributed feature of the 
signal within the predefined region. The distributed 
feature of the host signal is modified to a predefined 
quantization value which corresponds to ة data symbol 
or binary digit of the data signal to be embedded. 
Subsequently, the embedded data signal is recovered by 
detecting the modified distributed feature values and 
correlating the detected values with the predefined 
relationship between data symbols and quantized 
distributed feature values.

The term cover signal as used hereinafter refers 
to a host or source signal, such as an audio, video or 
other information signal, which carries or is intended 
to carry embedded or hidden digitized data. The terms 
distributed feature or signal feature as used 
hereinafter refer to a scalar value obtained by 
processing the cover signal values ◦ver the totality of 
the regions within domains (i.e.ؤ time, frequency 
and/or space) where the data-embeddiing modulation is 
applied. One desirable property for such processing is 
that random changes in signal magnitudes caused by 
noise or other signal distortions have a minimal effect 
on the signal feature value, while the combined effect 
of modulation of signal magnitudes for embedding of 
digitized data over a predefined region produces a 
measurable change in the feature value.

In particular, the present invention provides a 
method for embedding an information symbol in an analog 
cover signal, comprising the steps of calculating a 
distributed signal feature value of the cover signal 
over ة predefined region, comparing the calculated 
signal feature value with a predefined set of 
quantization values corresponding to given information 
symbols and determining a target quantization value 
corresponding to the information symbol to be embedded. 

5
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calculating the amount of change required in the cover 
signal to modify the calculated signal feature to the 
target quantization value, and modifying the cover 
signal according to the calculated amount of change.

According to another aspect of the invention, 
a method is provided for extracting an information 
symbol embedded in an analog cover signal, comprising 
the steps of calculating a distributed signal feature 
value of the cover signal over ة predefined region, 
comparing the calculated signal feature value with a 
predefined set ◦f quantization values corresponding to 
given information symbols and determining which 
quantization value corresponds to the calculated signal 
feature value, and translating the determined 
quantization value into the information symbol 
contained in the cover signal and outputting the 
information symbol.

The present invention further provides apparatus 
for embedding information in accordance with the above 
method, and apparatus for extracting the embedded 
information from the cover signal.

BRIEF DESCRIPTION OF THE DRAWINGS
These and other aspects of the present invention 

will become more fully understood from the following 
detailed description of the preferred embodiments in 
conjunction with the accompanying drawings, in which:

FIG. 1 is a block diagram of an auxiliary 
information signal encoding and decoding process 
according to a first embodiment of the present 
invention;

FIG. 2 is a block diagram of one embodiment of the 
encoder 10 of Fig. 1;

FIG. 3 is a block diagram of one embodiment of the 
host modifying signal generator 11 of Fig. 2;

6
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FIG. 4 is a block diagram of ◦ne embodiment ◦f the 
host modifying signal component generator 111 of Fig. 
3;

FIG. 5 is ة block diagram of an alternate host 
modifying signal generator according to the first 
embodiment of the present invention；

FIG. 6 is a block diagram of one embodiment of
decoder 20 of Fig. 1;

FIG. 7 is a block diagram ◦f short-term
autocorrelation generator 21 according to the first 
embodiment of the present invention;

FIG. 8 is ة block diagram of an alternate decoder 
20 of Fig. 1 according to the first embodiment of the 
present invention;

FIG. 9 is a block diagram of ة data signal 
embedding and extracting circuit according to a second 
embodiment of the present invention；

the
FIG. 10

embeddor

the
FIG. 11

embedded

is a block diagram of one embodiment of 
10a of Fig. 9;
is a block diagram of one embodiment of 
signal generator lla of Fig. 10;
is a block diagram of one embodiment of

the
FIG. 12

data signal extractor 20a of Fig. 9； and
FIG. 13 is a table illustrating an example of

specifications stego key 9 used for embedding and 
extracting digital data in an audio signal, according 
to the second embodiment of the invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
The present invention is directed to a method and 

apparatus for embedding information or data onto ة 

cover signal, such as an audio signal, video signal, or 
other analog signal, by modulating or changing the 
value of ج distributed feature of the cover signal in a 
selected region of the frequency, time and/or space 
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domains of the cover signal. The information or data 
to be encoded is preferably a digital or digitized 
signal. The invention can implemented in a number of 
different ways, either by software programming of a 
digital processor, in the form of analog, digital, or 
mixed-signal integrated circuits, as a discrete 
component electronic device, or a combination of such 
implementations .

According to a first preferred embodiment of the 
invention, a method and apparatus are provided for 
encoding auxiliary information onto a host or source 
signal, such as an audio signal, video signal, or other 
data signal, by modulating or changing the short-term 
autocorrelation function of the host signal as a 
function of the auxiliary information over time, at one 
or more selected autocorrelation delays. The auxiliary 
information may be an analog or digital signal. The 
short-term autocorrelation function is obtained by 
multiplying a signal with a delayed version of itself, 
and integrating the product over a predefined 
integration interval.

The short-term autocorrelation function is 
modulated or changed by adding to the host signal a 
host modifying signal having a positive or negative 
correlation with the original host signal. The 
embedded signal is preferably a controllably attenuated 
version of the host signal which has been delayed or 
advanced (for purposes of the invention, an advance 
will be considered a negative delay) in accordance with 
the selected autocorrelation delay.

The autocorrelation function can be modulated 
using the entire host signal or only a portion of it. 
In the preferred embodiment, frequency bands, temporal 
and/or spatial regions of the host signal are chosen so 
as to minimize the disturbance to the host signal as it 

8
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affects the perception of the signal ا s output (غقثل/ 

audio or video quality).
Multiple host modifying signal components can be 

added to the host signal in the same or different 
frequency bands and temporal and/or spatial regions by 
generating host modifying signal components with 
different autocorrelation delays. The multiple host 
modifying signal components can represent different 
auxiliary information to increase overall auxiliary 
information throughput, or can represent the same 
auxiliary information to increase the robustness or 
security of the auxiliary information signal 
transmission.

Security is enhanced by maintaining confidential 
the information concerning specific parameters of the 
host modifying signal, which would be known only to the 
encoder and decoder of the system. The host modifying 
signal components may also have autocorrelation delays 
which vary over time according to a predetermined 
sequence or pattern, referred to herein as a "delay 
hopping pattern.”
First Embodiment

Referring now to the drawings, Fig. 1 shows a 
block diagram of the overall system according to a 
first embodiment of the invention. The system 
comprises an encoder 10 for encoding a host signal 2 
(such as an audio or video program or source signal) 
with an auxiliary information signal 6, to produce an 
encoded signal 4. The encoded signal 4 may be 
transmitted over a communication medium, channel or 
line, or may be stored on a storage medium such as 
magnetic tape, optical memory, solid state memory, or 
electromagnetic memory, and also may be further 
processed such as by filtering, adaptive gain control, 
or other signal processing techniques, without 
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impairing or degrading the encoded auxiliary 
information. The encoded signal 4 is then decoded in a 
decoder 20 to retrieve the auxiliary information signal 
6.

Fig. 2 shows ة detail of a first implementation of 
the encoder 10 of the first embodiment in which the 
host signal is modified by a single host modifying 
signal 8, produced by a host modifying signal generator 
11 which receives the host signal 2 and the auxiliary 
information signal 6. The host modifying signal is 
added to the host signal in an adder 14 to provide the 
encoded signal 4.

The host modifying signal is obtained as shown in 
Fig. 3, which illustrates one embodiment of the host 
modifying signal generator 11. In this embodiment, the 
host signal 2 is filtered and/or masked by a 
filter/mask 110. The filter/mask 110 modifies the 
frequency, period, or spatial content of the host 
signal in such manner to cause minimal disturbance to 
the output characteristics of the host signal when 
applied to an output device such as a speaker or a 
video monitor. It is also possible for the filter/mask 
to pass the host signal unchanged, in which case the 
filtered/masked signal 3 would be equal to the host 
signal 2. The signal 3 is then inputted to a host 
modifying signal component generator 111, wherein it is 
modified according to an input auxiliary information 
signal 6, to produce a host modifying signal 8. The 
details of the host modifying signal component 
generator 111 are shewn in Fig. 4.

As shown, the filtered host signal 3 is inputted 
to a delay/advance circuit 1110 to produce ة 

delayed/advanced signal За. The signal 3 is also 
inputted to a gain calculator 1112 along with auxiliary 
information signal 6. The purpose of the gain 

10
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calculator 1112 is to calculate the gain of variable 
gain or attenuation circuit 1113 which is to be applied 
to delayed signal За in order to obtain the host 
modifying signal 8. The amount of delay (or 
advancement) applied by delay/advance circuit 1110 
corresponds to the autocorrelation delay at which the 
host signal is being modulated.

The amount of gain applied to the signal За at any 
time or spatial region is determined by the gain 
calculator 1112 as a function of the values of the 
auxiliary information signal 6 and the filtered signal 
3. The short-term autocorrelation of the filtered 
signal 3 can be expressed by the formula

t
R(t/T)= Js(x)s(x-T)dx (1)

t-T
where s(t) is the filtered signal 3, R(tzT) is the 
short-term autocorrelation ◦f s(t), τ is the delay at 
which the autocorrelation is evaluated, T is the 
integration interval, and t is time.

By adding a host modifying signal e(t) to the 
filtered signal s(t), the autocorrelation function 
R(t,٦) is modulated to obtain a modulated 
autocorrelation function Rm(t,T)：

t
Rm(t,T)： J(s(x)+e(x)) (s(x-T)+ e(x-T))dx

t-T
t

=R(t,T) + ل(s(X)+e(χ-τ)+e(X)(s(χ-τ)+e(X)e(χ-τ))dx (2)
t-T

By appropriately selecting the host modifying 
signal e(t), an increase or decrease of the short-term 
autocorrelation function can be achieved. It will be 
apparent that many different types of host modifying 
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preferred embodiment, delayed or advanced versions of 
the host signal multiplied by a selected amount of gain 
or attenuation are used as the host modifying signal 
e(t) . Specifically,

e(t)=gs(t-T) (За)
or

e(t>=gs(t+٦) (3b)

Substituting equations (За) and (3b) respectively into 
equation (2), it is seen that the short-term 
autocorrelation of the resulting modified signal can be 
written as

Rm(t,T)=R(t,T)+gR(t,2T)+gR(t-T,0)+g2R(t-T,T) (4a)
or

Rm(t,T)=R(t,T)+gR(t,0)+gR(t+T,2T)+g2R(t+T/T) (4b)

The autocorrelation functions R(t,T) of the host 
signal which appear on the light hand side ◦f equations 
(4a) and (4b) can be measured, and their values used to 
obtain the solution for gain g that will produce a 
desired value for the modulated autocorrelation 
function Rm(t,T). It is typically desired to have small 
values for g so as to keep the host modifying signal 
transparent to the perceiver of the host signal. If 
this is the case, the g2 terms in equations (4a) and 
(4b) can be ignored as negligible, such that the exact 
gain value can be closely approximated by

g- Rn١(t,T)-R(t,T)
R(t,2T)+R(t-T,0) (5a)

or

12
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R(t,0)+R(t+T,2T) (5b)

respectively. While the present invention is equally 
applicable to the encoding ◦f analog auxiliary 
information signals, the following discussion assumes 
the auxiliary information signal is a digital signal 
having values taken from an Μ-ary set of symbols dj ع 

{±1/±3, ·.. ±(2Μ-1)}, for ٠..,1,2,3=ت which are
transmitted at times t=iTS/ where Ts denotes the symbol 
interval or period. According to the first preferred 
embodiment of the invention, each auxiliary information 
symbol is associated with a corresponding value of the 
short-term autocorrelation function. One way to map 
the symbols onto the autocorrelation function value 
domain while keeping the host modifying signal small 
with respect to the host signai, is to employ the 
formula

Rm(iTs,T)=Çd٨(iTs,0) ⑹

where ξ is آل small quantity selected to balance the 
requirement of signal robustness with the requirement 
that the host modifying signal be transparent to the 
perceiver٠ By inserting equations (4a) and (4b〉 

respectively into equation (6), ة quadratic equation 
for g is obtained, the solution of which provides the 
appropriate gain g± for the symbol transmitted at time 
t=iTs. Alternatively, approximate values for g± can be 
obtained using formulas (5a) or (5b) . The gain, is held 
constant over the symbol interval in order to minimize 
any errors. Further deviation of g^ from its desired 
value can be used at the boundaries of the symbol 
interval to avoia abrupt changes in the host modifying 
signal which might jeopardize the requirement for host 
modifying signal transparency. Modulation error caused 
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by such smoothing does not significantly degrade the 
performance of the encoding system. The integration 
interval T should be shorter than τ5-τ in order to 
minimize intersymbol interference. However, certain 
overlap between adjacent symbols can be tolerated in 
order to increase the auxiliary channel bandwidth.

In an alternative implementation, the gain 
calculator 1112 may map a fixed gain to be applied to 
the filtered/masked and delayed/advanced signal За 
according to only the value of the auxiliary 
information signal 6. According to this 
implementation, the gain calculator ignores the value 
of the signal 3, and as such the input line for signal 
3 may be omitted. In this embodiment, the gain 
calculator will apply a fixed amount of gain depending 
on the value ◦f the auxiliary signal 6. For example, 
in the instance where the auxiliary signal is a binary 
signal, the gain calculator could apply a. predetermined 
positive gain for an auxiliary signal of أ0أ  and a 
predetermined negative gain for an auxiliary signal of 
"1". This approach will enable the encoder to have 
reduced complexity; however, it requires a larger 
modifying signal to obtain the same performance 
characteristics in terms of bit-error rate or signal 
robustness.

In order to recover the auxiliary information 
signal 6 from the encoded signal 4, the encoded signal 
is applied to a decoder 20. Details of one embodiment 
of the decoder 20 are shown in Fig. 6. According to 
this embodiment, the decoder consists of a short-term 
autocorrelation generator 21 and an auxiliary signal 
extraction circuit 22. As shown in Fig. 7, the short- 
term autocorrelation generator 21 includes a 
filter/mask 210 which filters and/or masks the encoded 
signal 4, and then obtains an autocorrelation signal by 

14
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applying the filtered encoded signal to a squaring 
circuit 212, a delay circuit 214, and a multiplier 216. 
The output of the squaring circuit 212 and the output 
of the multiplier 216 are applied to short-term 
integrators 218a and 218b. The output of integrator 
218b is an autocorrelation signal 5. The outputs of 
integrators 218a and 218b are also applied to a 
normalization circuit 220, to produce ة normalized 
autocorrelation signal 5ة. The filter/mask 210 can 
have the same characteristics as the filter/mask 11◦ of 
the encoder (or may be different), and in some 
circumstances may be omitted entirely. The delay 
circuit 214 uses the same delay T as used in the 
delay/advance circuit 1110 of the encoder. The 
squaring circuit 212 calculates the square of the 
filtered encoded signal, which is the same as 
calculating the short-term autocorrelation with a delay 
of zero and integrating over interval T٠ The 
normalization circuit 220 outputs ة normalized 
autocorrelation signal d(t), which is equal to:

d(t)：R٣٢.(tiT١ ⑺

Rn٦(t/0)

In the special case where the auxiliary signal is in 
the form of binary data, the information symbols can be 
recovered by determining the sign (+ or-) ofRm(t,٦) at 
the individual sampled symbol intervals, and thus it 
would be unnecessary to calculate the zero delay 
autocorrelation and the normalized autocorrelation 
signal.

The auxiliary information signal is obtained from 
the normalized autocorrelation signal by the auxiliary 
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signal extraction circuit 22٠ In the absence of signal 
distortion, d(t) has values at discrete points in time 
separated by Ts that are directly proportional to the 
magnitude of the input symbols. signal extraction may 
be performed by one or more well known techniques in 
the art ◦f digital communications, such as filtering, 
masking, equalization, synchronization, sampling, 
threshold comparison, and error control coding 
functions. Such techniques being well known, they will 
not be further elaborated upon.

According to a second implementation, each 
auxiliary data symbol may be associated with a set of 
short-term autocorrelation values, the particular set 
being chosen so as to minimize the value of g based 
upon the value of the auxiliary data symbol. As an 
example, for ة binary-valued auxiliary signal, the bit 
transmitted at time iTs is associated with the set of 
autocorrelation values 2j؟Rm(iTs,0) for j：0, ±1, ±2,... 
etc. if it is a "1", or the set (2j-l)€Rm(iTg,0) for 
j=0, ±1, ±2, ... etc. if it is a ”0”. The.value of j 
for each bit is selected to minimize the magnitude of g 
obtained through solution of equations (4a) or (4b). 
Alternatively, approximate calculation can be performed 
by using equations (5a) or (5b) if j is chosen so that 
the value is nearest to R(t,T). In this embodiment, 
the decoder operates in the same way as in the first 
implementation, except that multiple autocorrelation 
values are mapped to the same auxiliary information 
symbol ٠

According to a third implementation, the auxiliary 
information symbols are encoded as a difference in 
short-term autocorrelation functions at predefined time 
instances. For example, the symbol interval is divided 
into two egual parts and the autocorrelation function 
is determined for each part. The difference between
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the two autocorrelation functions is then changed so as 
to represent the auxiliary data. If the data symbol at 
iTs is di e {±1,±3/ ... ±(2Μ-1)}, for í=1,2,3,..., then
the desired difference can be expressed by

Rn ٦ت( TS/τ)-Rm((i0٠5ب)Tsكτ)：ξdiRπ ٦غ( Ts,0) (8)

where ξ is a small quantity determined to balance the 
robustness/transparency requirements. Substituting 
equations (4a) or (4b) into equation (8) produces a 
quadratic equation for g which can be solved to obtain 
the value ◦f g which is applied to the host modifying 
signal in the first half of the symbol interval. Gain 
equal in magnitude but opposite in sign (polarity) is 
applied to the host modifying signal in the second half 
of the symbol interval. To minimize intersymbol 
interference the integration interval should be shorter 
than (Ts/2)-T. a small amount of interference may be 
tolerated to obtain an increase in bit rate.

According to another implementation, the host 
modifying signal is composed of a sum of multiple 
auxiliary information signal components, obtained 
according to the encoder shown in Fig. 5. Here, a 
plurality of filter/mask HOa-llOm provide a plurality 
of host signals to a plurality of host modifying 
component generators llla-lllm, which are added 
together in adders 13, 13a, etc. to produce a host 
modifying signal 8a. In this embodiment, M auxiliary 
signal components are generated by using differing 
amounts of delay in each of the component generators. 
The auxiliary signals 6a-6m can each be different, or 
may be the same in order to increase robustness and 
security level. A restriction is that for any two 
component generators having equal amounts ◦f delay, and 
appearing in the same or overlapping frequency bands.
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where Tm and gm represent the delay and gain for the mth 
host modifying symbol component. By substituting 
equation ⑼ into equation ⑵， the following is 
obtained:

For a random signal s(t), and sufficiently large آ , 

R(t,T) is much smaller than R(t,o). Therefore the set 
of delays {тт} should be chosen such that Rm(t,T) 
calculated for T=±Tm according to equation (10) has only 
one term for which the short-term autocorrelation delay 
is equal to zero. This term will have dominant effect 
on the modulation of the . As different ٦m are
chosen, different terms in equation (10) become 
dominant in the summation, effectively "tuning" 
different host modifying components.

The decoder associated with this embodiment is 
shown in Fiq. 8. The decoder includes a number of 
short-term autocorrelation generators 21a-21n, one for 
each delay amount for which a host modifying signal 
component was generated. The generated autocorrelation 
signals are processed together by auxiliary signal 
extraction circuit 22 and are either combined to obtain 
the auxiliary signal or independently processed to 
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extract a multiplicity ◦f auxiliary information 
signals.

According to a fifth implementation according to 
the first embodiment ◦f the invention., the host 
modifying signal components may change their 
corresponding autocorrelation delay amounts T over time 
according to a predefined delay pattern referred to as 
"delay hopping.” The security of the auxiliary signal 
is enhanced by maintaining the delay hopping pattern 
secret. The hopping pattern can be defined as a list 
of consecutive autocorrelation delays and their 
duration. An authorized decoder needs to know the 
hopping pattern as well as the filtering/masking 
parameters and signaling parameters (symbol duration 
and other symbol features). Multiple auxiliary signals 
can be carried simultaneously in the host signal if 
their hopping patterns are distinct, even if other 
filtering/masking and signalling parameters are the 
same .

The first embodiment of the invention as 
described above may be modified in many ways as would 
become apparent to those skilled in the art from 
reading the present description. For example, in the 
above description of the first preferred embodiment of 
the invention, reference has been made to the 
perception of the host signal by a "perceiver." In the 
context of the invention, a perceiver may be a device 
such as a computer, radar detector, or other 
electrical/ electronic device in the case of host 
signal being communication signals, as well as a human 
in the case of audio or video host signals. Further, 
the implementation of the invention can be carried out 
using analog circuitry as well as digital circuitry 
such as ASICs (Application Specific Integrated 
Circuits), general purpose digital signal processors. 
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microprocessors and equivalent apparatus. Further, it 
is possible for the characteristics of the filter/mask 
to change over time according to a predefined pattern 
which may have characteristic changes of varying 
duration. Finally, it is noted that a function similar 
to that of the present invention may be obtained under 
some circumstances using transform-domain processing 
techniques (such as Fourier or cepstral domain) which 
may be implemented using known algorithms such as the 
Fast Fourier Transform or FFT.
Second Embodiment

Referring to Fig. 9, according to a second 
preferred embodiment, the invention employs an embeddor 
10a to generate ة stego signal 4a, which is 
substantially the same in terms of the content and 
quality of information carried by a cover signal 2. 
For instance, where cover signal 2 is ة video or audio 
signal, the stego signal 4a will produce essentially 
the same video or audio program or information when 
applied to an output device such as a video display or 
loudspeaker.

A stego key 9 is used to determine and specify the 
particular region of the time, frequency and/or space 
domain of the cover signal 2 where the digital data 6 
is to be embedded, as well as the distributed feature 
of the cover signal to be modified and the grid or 
table correlating digital data values with distributed 
feature quantization levels. For example, in the case 
of an audio signal, a particular frequency band and 
time interval define a region for embedding a data 
symbol. For a video signal, an٠ embedding region is 
specified by a frequency band, a time interval in the 
form of an image field, frame or series of frames, and 
a particular area within the field or frame. FIG. 13 
shows an example of the stego key specifications for 
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frequency band, time interval, distributed signal 
feature, and symbol quantization grid, for an audio 
cover signal. Specific examples of distributed signal 
features are provided below.

The embeddor then appropriately modulates or 
modifies the cover signal 2 to obtain a stego signal 
4a. Steg◦ signal 4a can be transmitted, or stored in a 
storage medium such as magnetic tape, CD-ROM, solid 
state memory, and the like for later recall and/or 
transmission. The embedded digital data is recovered 
by an extractor 20a, having knowledge ◦f or access to 
the stego key 9, which operates on the stego signal 4a 
to extract the digital data 6.

Fig. 10 shows a block diagram of one embodiment of
the embeddor 10a. As shown, the cover signal 2, stego 
key 9, and digital data 6 are inputted to an embedded 
signal generator lla. 
modulates or modifies 
of the cover signal 2 
9 and digital data 6, 
8a.
embedded signal 8a to the cover signal in an adder 12, 
to produce the stego signal 4a.

Fig. 11 illustrates the details ◦f an embedded 

The embedded signal generator 
a predefined distributed feature 
in accordance with the stego key 
and generates an embedded signal

The cover signal 2 is then modified by adding the

signal generator lla used to generate a single embedded 
data signal. The cover signal 2 is filtered and/or 
masked in filtering/masking block 30 to produce a 
filtered/masked signal 31. The filtered/masked signal 
31 is comprised of the selected regions of the cover 
signal, as specified by stego key 9, which are then 
used for embedding of data symbols. The signal 31 is 
then inputted to ة feature extraction block 32, where 
the distributed feature to be modified, as specified by 
stego key 9, is extracted and provided to modulation 
parameter calculation module 34. Module 34 receives 
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digital data 6 to be embedded in the cover signal, and 
determines the amount ◦f modulation of the feature 
necessary to cause the feature to become approximately 
equal to the quantization value which corresponds to 
the digital data symbol or bit to be embedded. The 
calculation result 7 is then applied to modulation 
module 36, which modifies the filtered signal 31 to 
obtain the appropriate embedded signal component 8 ٠ 

The embedded signal component 8 is then added to the 
cover signal in adder 12 as shown in Fig. 10, to obtain 
the stego signal 4a.

It is further possible to embed multiple digital 
data signals in the cover signal 2, by using multiple 
embedded signal generators, each using a different 
stego key to modify a different feature of the cover 
signal and/or to use different regions of the cover 
signal, so as to produce multiple embedded signal 
components each of which are added to the cover signal 
2. Alternatively, the different data signals may be 
embedded in a cascade fashion, with the output of one 
embeddor becoming the input of another embeddor using a 
different stego key.

According to an alternate embodiment, the 
filtering/masking module 30 may be eliminated. In this 
case, the cover signal is directly modified by the 
embedded signal generator to produce the stego signal. 
Accordingly, the adder 12 of Fig. 10 would not be 
required in this alternate embodiment.

A block diagram of an extractor 20a used to 
recover the digital data embedded in the stego signal 
is shown in Fig. 12. The stego signal is 
filtered/masked in filter/mask module 30a to isolate 
the regions where the digital data is embedded. The 
filtered signal 31a is inputted to feature extraction 
module 32a where the feature is extracted. The 
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extracted feature ЗЗа is then inputted to data recovery 
module 40 where the extracted feature is mapped to the 
quantization table or grid correlating quantized 
feature values with specific data symbols. A 
multiplicity of extracted data symbols is then 
subjected to well-known error detection, error 
correction, and synchronization techniques to verify 
the existence of an actual message and proper 
interpretation of the content of the message. Specific 
examples of cover signal distributed feature modulation 
to embed data are given hereinafter.
First Example

In this example, the cover signal 2 is an audio 
signal. In this embodiment, the audio signal is first 
filtered to isolate ة specific frequency band to be 
used for embedding a particular data message, to 
produce ة filtered audio signal s(t). other frequency 
bands can be used to embed other messages, either 
concurrently or in a cascaded processing technique. In 
addition, restricting the frequency band to be 
modulated to only a fraction of the overall signal 
spectrum reduces the effect of such modulation on the 
host or cover signal. The filtering step may be 
omitted, however, without affecting either the 
efficiency of the embedding process or the robustness 
of the embedded data.

Next, a function f(s(t)) of the filtered audio 
signal s(t) is calculated as follows:

f(s(t))： abs٥(s(t)) (11)

where abs( ) denotes an absolute value calculation, and 
a is a parameter. Systems using a=l and 0=0.5 have 
been successfully implemented by the present inventors.
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Next, the function f(s(t)) is integrated over 
successive time intervals of length T to obtain:

iT
Ii=Jf(s(t))dt (12〉

(i-l)T

where the interval T corresponds to the duration of a 
symbol.

In the fourth step, the distributed feature Fi for 
the i-th symbol is calculated according to the 
following:

Fi= Ij (13)
N

n=l

where gj, j=l, 2, ٠٠٠, N are gain values calculated
for N previous symbols, as shown below.

In the next step, the feature value Fi is compared 
to a set of quantization levels belonging to a 
particular symbol, as defined by the stego key 9. The 
quantization level nearest to Fi is determined. For 
example, in the case of binary digits, there are two 
sets, Qo and Qi, corresponding to bits "0" and "1" 
respectively. The set of quantization levels for each 
set Qo and Qi are defined as:

Qo：q(2Ke) , κ：0,1,2, .. . (14)
Qi=g((2K+l)e), κ=0,1,2,...

where e is the quantization interval that determines 
the robustness/transparency tradeoff, while q(x) is a 
monotonic function. Systems using q(x)=x and 
q(x)=log(x) have been successfully implemented.
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Next, the gain value g± to be applied in the i-th 
symbol interval is calculated according to:

gi=(Qi/Fi)i/a - 1 (15)
where Qi is the nearest element of the quantization set 
belonging to the i-th symbol.

In the following step, the gain gi is applkd to 
all signal amplitudes in the i-th symbol interval and 
the result is added back into the audio cover signal. 
Alternatively, this gain can be applied fully only in 
the middle portion of the symbol interval, and being 
tapered off toward the ends of the symbol interval. 
This approach reduces perception of the signal 
modification at the expense of a slight reduction in 
symbol robustness.

In order to extract the embedded data, the 
extractor first filters the stego signal in the same 
manner as the embeddor, which is defined by the stego 
key 9. Next, the feature is calculated according to 
equations (11) to (13), where it is assumed that the 
time interval T is known in advance as specified by the 
stego key 9, and the beginning of the embedded message 
coincides with the start of the extracting process.

In the next step, the embedded data symbols are 
extracted by mapping the calculated feature values to 
the quantization table or grid as defined by equation 
(14) (provided by the stego key 9), finding the closest 
match, and translating the quantization value into the 
corresponding symbol.

In the following step, consecutive extracted 
symbols are strung together and compared with a set of 
possible messages. If a match is found, the message is 
outputted to a user, or to a higher data protocol 
layer. If no match is found, repeated attempts at 
extraction are performed, by slightly shifting the
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Starting time of the message by dT, which is a small 
fraction ◦f the interval T (e.g.i 0.01Τ to 0.1Τ). 
Second Example

In this example, after a filtering/masking step 
similar to the first example, a function f(s(t)) of the 
filtered audio signal s(t) is calculated according to 
the following:

f(s(t))=s2m(t) (16) 

where m is an integer. Systems using m=l and m=2 have 
been successfully implemented.

Next, two integrals are respectively generated 
over the first half and the second half of the i-th 
symbol interval :

(i-o.5)T 
li,i：Jf(s(t))dt,

(i-i)T

iT
I2fi：٠[f(s(t))dt

(i-O.5)T
(17)

In the following step, the distributed feature Fi 
for the i-th symbol is calculated according to:

Fi= ات٠ل-ل2ا,

(18)
ت1تبلم,2,1

Next, the calculated feature Fi is compared to a 
predefined set of quantization values for the given 
symbol to be embedded, and the nearest quantization, 
value is chosen. In this embodiment, the sets Qo and Qi 
of quantization values for binary digit symbols "0” 
and "1" are defined as:

G٥iq((2K+0.g)e), κ=0,±1,±2,...
Qi： q((2K-O.5)e), κ：0,±1,±2,...

where e is the quantization interval that determines 
the robustness/transparency tradeoff, while q(x) is a 

(19)
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monotonic function. Successful implementations have 
been performed for q(x)=x and q(x)=x+e/2٠

In the next step the gain gi to be applied in the 
i-th symbol interval is calculated according to:

Ωχ - Fj— (20)- ط_تل9
2m 1-QiFi

where Qi is the nearest element of the quantization set 
belonging to the i-th symbol. Equation (20) is derived 
as an approximation that holds well for small values of 
gi and reduces the amount of computation with respect to 
an exact formula, with negligible effects on system 
robustness.

Next, the calculated gain gi is applied to all 
signal amplitudes in the i-th symbol interval and the 
result is added back into the cover signal. 
Alternatively, the gain is applied fully only in the 
middle portion of the interval, and is tapered toward 
the ends of the interval.

The extractor process follows an analogous 
sequence to that described above for the first example.

The invention having been thus described, it will 
be apparent to those skilled in the art that the same 
may be varied in many ways without departing from the 
spirit and scope of the invention. Any and all such 
modifications as would be apparent to those skilled in 
the art are intended to be covered by the following 
claims.
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What is claimed is：
1. A method for embedding an information symbol in an 
analog cover signal, comprising the steps of:

calculating ة distributed signal feature value of 
said cover signal over a predefined region;

5 comparing the calculated signal feature value with
a predefined set of quantization values corresponding 
to given information symbols and determining a target 
quantization value corresponding to the information 
symbol to be embedded;

10 calculating the amount of change required in the
cover signal to modify said calculated signal feature 
to said target quantization value; and

modifying said cover signal according to said 
calculated amount of change.
2. A method according to claim 1, wherein the step of 
calculating a distributed signal feature comprises the 
steps of determining a region of said cover signal in 
which to embed said information symbol, isolating said 
region ◦f said cover signal, and calculating said 
signal feature value from said isolated region.
3. A method according to claim 1, wherein said 
predefined set of quantization values contains a 
multiplicity of quantization values for each defined 
information symbol.
4. A method according to claim 1, wherein the step of 
modifying said cover signal comprises the step of 
producing an embedded signal component according to 
said calculated amount of change for addition to said 
cover signal.
5. A method according to claim 1, wherein said 
predefined region contains a selected interval in the 
time domain of the cover signal.
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6. A method according to claim 1, wherein said 
predefined region contains a selected frequency band of 
the cover signal.
7٠ A method according to claim 1, wherein the step of 
modifying comprises the step of altering at least some 
of the amplitudes of cover signal components within 
said predefined interval in accordance with said 
calculated amount of change.
8. A method according to claim 1, wherein the step of 
modifying comprises the step of altering the amplitudes 
of all cover signal components within said predefined 
interval in accordance with said calculated amount of

5

10

change .
9. A method for extracting an information symbol 
embedded in an analog cover signal, comprising the 
steps of :

calculating a distributed signal feature value of 
said cover signal over a predefined region;

comparing the calculated signal feature value with 
a predefined set of quantization values corresponding 
to given information symbols and determining which 
quantization value corresponds to the calculated signal 
feature value; and

translating said determined quantization value
into the information symbol contained in said cover 
signal and outputting said information symbol.
10. A method according to claim 
calculating a distributed signal 
steps of determining a region of 
which to encode said information 
region of said cover signal, and
signal feature value from said isolated region.
11. A method according to claim 5, wherein said

9, wherein the step of 
feature comprises the 
said cover signal in 
symbol, isolating said 
calculating said

predefined set of quantization values contains a 
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multiplicity of quantization values for each defined 
information symbol.
12. A method according to claim 9, wherein said 
predefined region contains a selected interval in the 
time domain of the cover signal.
13. A method according to claim 9, wherein said 
predefined region contains a selected frequency band of 
the cover signal.
14. Apparatus for embedding and extracting information 
symbols in an analog cover signal, comprising:

means for calculating a distributed signal feature 
value ◦f said cover signal over a predefined region;

means for comparing the calculated signal feature 
value with a predefined set of quantization values 
corresponding to given information symbols and 
determining a target quantization value corresponding 
to the information symbol to be embedded;

means for calculating the amount of change 
required in the cover signal to modify said calculated 
signal feature to said target quantization value;

means for modifying said cover signal according to 
said calculated amount of change to obtain a modified 
cover signal;

means for calculating a distributed signal feature 
value of said modified cover signal over a predefined 
region;

means for comparing the calculated signal feature 
value of said modified cover signal with a predefined 
set of quantization values corresponding to given 
informaron symbols and determining which quantization 
value corresponds to the calculated signal feature 
value; and

means for translating said determined quantization 
value into the information symbol contained in said 
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modified cover signal and outputting said information 
symbol.
15. Apparatus according to claim 14, wherein said 
means for calculating a distributed signal feature 
comprises means for determining ة region of said cover 
signal in which to encode said information symbol, 
means for isolating said region of said cover signal, 
and means for calculating said signal feature from said 
isolated region.
16. Apparatus according to claim 14, wherein said 
predefined set of quantization values contains a 
multiplicity ◦f quantization values for each defined 
information symbol.
17٠ Apparatus according to claim 14, further 
comprising means for producing an embedded signal 
component for addition to said cover signal, according 
to the calculated amount of change.
18. Apparatus according to claim 14, wherein said 
predefined region contains a selected interval in the 
time domain of the cover signal.
19. Apparatus according t◦ claim 14, wherein said 
predefined region contains a selected frequency band of 
the cover signal.
20. Apparatus according to claim 14, wherein said 
means for modifying comprises means for altering at 
least some of the amplitudes of cover signal components 
within said predefined region in accordance with said 
calculated amount of change.
21. Apparatus for embedding an information symbol in 
an analog cover signal, comprising:

means for calculating a distributed signal feature 
value of said cover signal over a predefined region;

5 and
means for modifying said cover signal by 

modulating at least some amplitudes of components of
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said cover signal within said predefined region as a 
function of said calculated distributed signal feature 
value .
22. Apparatus as set forth in claim 21, further 
comprising:

means for comparing the calculated signal feature 
value with a predefined set of quantization values 
corresponding to given information symbols and 
determining a target quantization value corresponding 
to the information symbol to be embedded/ and

means for calculating the amount ◦f change 
required in the cover signal to modify said calculated 
signal feature to said target quantization value; 
wherein

said means for modifying said cover signal 
modifies said cover signal according to said calculated 
amount ◦f change.
23. Apparatus for extracting an information symbol 
embedded in an analog cover signal, comprising:

means for calculating a distributed signal feature 
value of said cover signal over a predefined region;

means for comparing the calculated signal feature 
value with a predefined set of quantization values 
corresponding to given information symbols and 
determining which quantization value corresponds to the 
calculated signal feature value； and

means for translating said determined quantization 
value into the information symbol contained in said 
cover signal and outputting said information symbol.
24. A method for encoding information symbols onto an 
analog host signal, comprising the steps of:

determining a short-term autocorrelation function 
value ◦f said host signal مل

determining a value of an auxiliary information 
signal containing an information symbol مل
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calculating a value of the short-term
20 autocorrelation function of said host signal 

corresponding to said determined value of said 
auxiliary information signal according to a predefined 
relationship between auxiliary information signal value 
and host signal autocorrelation value مل

25 developing a host modifying signal for modifying
said host signal such that the short-term 
autocorrelation function value of the modified host 
signal will correspond to said calculated value ; and 

modifying said host signal with said host 
modifying signal.
25٠ A method for encoding information symbols onto an 
analog host signal according to claim 24, wherein said 
host modifying signal is developed from said host 
signal.
26. A method for encoding information symbols onto an 
analog host signal according to claim 24, wherein the 
step of modifying said host signal comprises the step 
of adding said host modifying signal to said host 
signal.
27. A method for encoding information symbols onto an 
analog host signal according to claim 25, wherein the 
step of developing comprises varying the gain of said 
host signal as a function of said predefined 
relationship and the values of said host signal and 
said auxiliary information signal.
28. A method for encoding information symbols onto an 
analog host signal according to claim 25, further 
comprising the step of modifying a parameter of said 
host signal to produce a filtered host signal for use 
in developing said host modifying signal.
29. A method for encoding information symbols onto an 
analog host signal according to claim 28, wherein said 
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parameter comprises the frequency content of said host 
signal.
30. A method for encoding information symbols onto an 
analog host signal according to claim 28, wherein said 
parameter comprises the spatial content of said host 
signal.
31. A method for encoding information symbols onto an 
analog host signal according to claim 28, wherein said 
parameter comprises a temporal region of said host 
signal.
32. A method for encoding information symbols onto an 
analog host signal according to claim 28/ wherein said 
parameter comprises ة sampling rate of said host 
signal.
33. A method for encoding information symbols onto an 
analog host signal according to claim 24, wherein said 
analog host signal is an audio signal.
34. A method for encoding information symbols onto an 
analog host signal according to claim 24, wherein said 
analog host signal is a video signal.
35. A method for encoding information symbols onto an 
analog host signal according to claim 24, wherein said 
predefined relationship between said short-term 
autocorrelation function value and said auxiliary 
information symbol values varies as ة function of 
predetermined values of auxiliary information symbols.
36. A method for encoding information symbols onto 
an analog host signal according to claim 27, wherein 
the step ◦f varying the gain comprises the step of 
varying the gain of said host signal by a predetermined

5 magnitude with a first polarity in a first half of an 
information symbol interval, and varying the gain of 
said host signal in ة second half of said information 
symbol interval by said predetermined magnitude with a 
second polarity opposite said first polarity.
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37. A method for encoding information symbols onto an 
analog host signal according to claim 24, wherein said 
host modifying signal is comprised of a sum of a 
plurality of modifying signal components, each having a 
different amount of delay with respect to said host 
signal.
38. Ά method for encoding information symbols onto an 
analog host signal according to claim 25, wherein said 
host modifying signal is delayed by a predetermined 
delay τ with respect to said host signal.
39. A method for encoding information symbols onto an 
analog host signal according to claim 38, wherein said 
predetermined delay τ varies as a function of time 
according to a predetermined delay pattern.
40. A method for decoding information symbols encoded 
onto an analog host signal, comprising the steps of:

calculating a short-term autocorrelation function 
of said encoded host signal;

5 determining the value of said generated
autocorrelation function; and

determining a value of an information symbol as a 
function of the value of said generated autocorrelation 
function and a predefined relationship between

10 information symbol values and autocorrelation function 
values.
41. A method for decoding information symbols encoded 
onto an analog host signal according to claim 40, 
wherein the step of calculating a short-term

15 autocorrelation function of said encoded host signal 
uses a delay τ, and wherein the step of determining a 
value of an information symbol comprises the steps of: 

calculating a short-term autocorrelation function 
with zero delay; and
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calculating a normalized autocorrelation signal by 
dividing said autocorrelation function with delay τ by 
said autocorrelation function with zero delay.
42. A method for decoding information symbols encoded 
onto an analog host signal according to claim 41, 
wherein said host modifying signal is comprised of a 
sum of a plurality of modifying signal components, each 
having a different amount of delay with respect to said 
host signal, and said step of determining ة value of an 
information symbol comprises performing the steps of 
determining values for each of said plurality of 
modifying signal components.
43. A method for decoding information symbols encoded 
onto an analog host signal according to claim 41, 
wherein said predetermined delay τ varies as ة function 
of time according to a predetermined delay pattern.
44. Apparatus for encoding information symbols onto an 
analog host signal, comprising:

means for determining ة short-term autocorrelation 
function value of said host signal;

means for determining a value of an auxiliary 
information signal containing an information symbol;

means for calculating a value of the short-term 
autocorrelation function of said host signal 
corresponding to said determined value of said 
auxiliary information signal according to a predefined 
relationship between auxiliary information signal value 
and host signal autocorrelation value；

means for developing a host modifying signal for 
modifying said host signal such that the short-term 
autocorrelation function value of the modified host 
signal will correspond to said calculated value; and 

means for modifying said host signal with said 
host modifying signal.
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45. Apparatus for decoding information symbols encoded 
onto an analog host signal, comprising:

means for calculating a short-term autocorrelation 
function of said encoded host signal;

means for determining the value of said generated 
autocorrelation function; and

means for determining ة value of an information 
symbol as a function of the value of said generated 
autocorrelation function and a predefined relationship 
between information symbol values and autocorrelation 
function values.
46. A method for encoding information symbols onto an 
analog host signal, comprising the steps of:

determining ة value ◦f an auxiliary information 
signal containing an information symbol；

developing ة host modifying signal for modifying 
said host signal such that the short-term 
autocorrelation function value of the modified host 
signal will correspond to said determined value； and

modifying said host signal with said host 
modifying signal.
47. A method for encoding information symbols onto 
an analog host signal according to claim 46, wherein 
said host modifying signal is developed from said host 
signal.
48. A method for encoding information symbols onto an 
analog host signal according to claim 46, wherein, the 
step of modifying said host signal comprises the step 
of adding said host modifying signal to said host 
signal.
49. A method for encoding information symbols onto an 
analog host signal according to claim 47, wherein the 
step of developing comprises varying the gain of said 
host signal as ة function of a predefined relationship 
between gain and said auxiliary information signal.
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50٠ A method for decoding information symbols encoded 
onto an analog host signal, comprising the steps of: 

calculating a short-term autocorrelation function 
of said encoded host signal; and

5 determining a value of an information symbol as a
function of the value of said generated autocorrelation 
function and a predefined relationship between 
information symbol values and autocorrelation function 
values.
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