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(57) Abstract: In one example in accordance with the present
disclosure, a system for partial backup during runtime includes
a memory module having a volatile memory and a non-volatile
memory. The system also includes a backup controller. The
backup controller determines that a backup should occur in the
memory module. The backup controller determines a backup
domain of the volatile memory. The backup controller causes a
deactivation domain of the volatile memory to be deactivated,
where the deactivation domain includes the backup domain.
The backup controller causes the backup to initiate during nor-
mal runtime of the system. The backup includes data in the
backup domain of the volatile memory being saved to the non-
volatile memory.
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PARTIAL BACKUP DURING RUNTIME FOR MEMORY MODULES WITH
VOLATILE MEMORY AND NON-VOLATILE MEMORY

BACKGROUND
[G001] A computing systern may include a number of memory modules. These
memory modules may serve as system memaory or “primary memaory” of the system,
which may store information for running programs and the like. These memory
modules may serve aiso, in some situations, serve as “secondary memory” or longer
term siorage, o store information of the system, even afler power cycles. Some
memory modules include at least one volatile memory (Le., memory cell) and at least

one non-volatile memory (i.e., memory cell).

Brier DESCRIPTION OF THE DRAWINGS

[0002] The foliowing delailed description references the drawings, whersin:

[G003} FIG. 1 is a block diagram of an example computing system for partial
backup during runtime for memory modules with volatile memory and non-volatile

Memory;

[0004] FiG. 2 is 3 block diagram of an example computing system for partial
backup during runtime Tor memory modules with volatile memory and non-olatile

MEMOory;

[0005] FIG. 3 is a flowchart of an example method for partial backup during

runtime for memory modules with volatile memory and non-volatile memory;

[0008] FIG. 4 is a flowchart of an example method for partial backup during

runtime for memory modules with volatile memory and non-volatile memory; and

(00077 FIG. 5 is a block diagram of an example system for partial backup during

runtime for memory modules with volatile memory and non-voiatile memory.
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DetaiLen DESCRIPTION

[0008] A computing system may include a number of memory modules. These
memory modules may serve as system memory or “primary memory” of the system,
which may store information for running programs and the like. These memory
modules may also, in some situations, serve as “secondary memory” or longer term
storage, to store information of the system, even after power cycles. Some memaory
modules include at least one volatile memory (l.e., memory cell) and at least one non-
volatile memaory (Le., memory cell). The volatile memory may be, for example, DRAM
{(Dynarnic Random Access Memory), SRAM (Static Random Access Memary) or the
like. The non-volatile memory may be, for example, flash memory, memristor

memory or the like.

[0008]  For some systems that include memory modules having volatile memory
and a non-volatile memory, during runtime of the system, the system {(g.g., an
operating system) may store data in the volatile memory. Then, when a power-oss
event occurs {e.9., system failure), data from the volatile memory may be copied to
the non-volatile memaory for backup/persistence purposes. This data that is copied (o
the non-volatile memory, may then be used upon reboot or powsr cycle of the
system, {0 restore the gystem state. In short, in such systems, the backup of data
from volatile to non-volatile memory is performed when the system crashes, reboots,
shuts down, etc. (not during runtime). Such operation may present issues. For
example, backup at the time of 3 power-loss even requires a backup-power source to
power the data transfer, and such a backup-power source may become a single point
of failure in the system. Additionally, because the data backup likely occurs after a
failure, the data being transferred to the non-volatile memory may be comrupted {e.q.,
if the error was uncorrectable), and if the backup data is corrupted, the system may
be unable to restore the system statle from corrupted data. Therefore, such a system

may be less reliable.
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{00101 For some systems that include memaory modules having volatile memory
and a non-volatile memory, data from the volatile memory may be copied o the non-
volatile memory during runtime of the system. However, in these systems, when a
backup is initiated, all the data in the volatile memories of the system is transferred {o
non-volatile memories. To accommodate this backup, the memory controller of the
systern is prevented from issuing any memory operations on the entire memaory bus.
in other words, the memory controller, during the backup, relinquishes control of all
the memory modules of the systermn.  Such a "full” backup can be time consuming.
For example, backing up one full memory module could take up to 2 minutes.

[0011]  The present disclosure describes partial backup during runtime for memaory
modules with volatile memory and non-volatile memory.  According to the present
disclosure, in a system, a backup controller may determine that, during normal
runtime of the system, a backup should occur in a memory module with volatile
memory and non-volatile memory. Further, the backup controlier may determine a
backup domain of the volatile memory, where the backup domain may indicate a
portion of the volalile memory {(e.q., a range of memory addresses) that is o be
backed up. The backup controller may deactivale a portion of or all of the volatile
memaory that includes the backup domain, where the deactivation includes preveniing
access by a memory controller {0 that portion during backup. The backup controller
may then iniliate the backup during normal runtime of the system. The backup
controlier may then initiate the backup by, for example, causing the memory module
to enter a self-refresh mode or routine. Because the backup controller deactivates
only a portion of the total memory of the system during backup, the rest of the
memary (2.9., the rest of the memaory module or memory in other memory modules of
the system) may continue 1o be accessed and used as normal by the system during
backup. After each backup, the backup controller enables the system o come back
or transition back to a normal operating state (e.g., where all memory can be

accessed).
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[0012]  The present disclosure may provide a more reliable backup method than
examples described above where backup is performed at the time of a power-oss
avent. Because backups are performed during normal runtime of the system {e.g.,
not when the system crashes, reboots, shuts down, etc.), the backup power source is
gasantially eliminated as a single source of failure.  According o the present
disclosure, some backups may still be performed at the time of a power-loss event,
but the amount of data that would need © be backed up is much less, and thus, the
size {and cost) of the backup power source needed is significantly reduced.
Additionally, because the daia iz backed up during runtime {(when the sysiem is in a
healthy state), the backed up data is likely healthy data (i.e., not corrupted), and thus,
the probability that the system could be restored from the backup data if need be is
much higher.  Additionally, compared o examples described above where full
backups are performed at runtime, the present disclosure offers significant time
savings. Partial backups during runtime can be performed much maore quickly than
full backups. Furthermore, boot time may be significantly decreased because, as
described above, a smaller backup power source may be used which {akes less time
to charge at system startup. Boot time is also reduced when the dala that is being
used to resiore the system stale is healthy, as is the case with the solutions of the
present disclosure.

(0013} FIG. 1 is a block diagram of an example computing system 100 for partial
backup during runtime for memory modules with volatile memory and non-volatile
memaory. System 100 may be any computing system or computing device capable of
using memaory modules that include both volatile memory and nonwvolatile memory.
System 100 may include at least one memory module {e.g., 110} and at lsast one
backup controller {e.g., 120). Backup conbroller 120 may include a backup
determinor 122, a backup domain determinor 124, a memory deactivaior 126 and a
backup initiator 128, System 100 may be similar to system 200 of FIG. 2 in many
respects. For example, memory module 110 may be similar o memory module

210, and backup controller 120 may be similar to backup controller 220.
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(@3]

Additionally, components 122, 124, 126, 128 of backup controller 120 may be

similar 1o like-named components of backup controlier 220.

(0014} Memory module 110 includes a volatile memory 112 and a non-volatile
memory 114, Backup controller 120 may determine {e.g., via backup determinor
122} that a backup should occur in memory module 110, Backup controller 120
may determine (e.g., via backup domain determinor 124) a backup domain of the
volatile memory 112, Additional description of backup domaing is provided below.
Backup controller 120 may cause {e.g., via memory deactivator 126) a deactivation
domain of volatile memory 112 {0 be deactivated, where the deactivation domain
includes the backup domain. Backup controller 120 may cause (e.9., via backup
initiator 128) the backup to initiate during normal runtime of the system {g.g., not
when the system crashes, reboots, shuts down, ete.). The backup process includes
data in the backup domain of the volalile memory being saved to the non-volatile

Memory.

[0015]  FiG. 2 is a block diagram of an example computing system 200 for partial
backup during runtime for memory modules with volatile memory and non-wolatile
memory. System 200 may be any computing system or computing device capable of
using memory modules that include both volatile memory and non-volatile memory.
System 200 may include at least one memory module {e.g., 210) and at least one
backup controller (e.q., 220). In operation, during runtime of system 200, data from
the volatile memory of memory module 210 may be copied to the non-volatile
memory of memory module 210. Backup controller 220 may coordinate when such
backups occur, which data should be backed up, and various other aspects of
backups. Systern 200 may be similar to system 100 of FIG. 1 in many respects,
and components of system 200 as described herein may provide convey similar

details to like-named components of system 100.

(00161 Memory module 210 may be any type of memory module, for example, a
dual inline memory module (DIMM). Memory module 210 may be accessed by a

processor, operating system and/or other components of system 200 {0 access
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memory in the memory module. Such accesses may be performed via a memory
controlier 230 and memory bus 232 of system 200, For example, memaory
controlier 230 may interface directly with volatile memory 212 via memaory bus 232.
Access of memory module 210 via memory controller 230 and memaory bus 232
may be considersd the “regular” manner of accessing the memory module, o write
data to and read data from the memaory module during the usual runtime operation
of systern 200. Memory controller 230 may also provide access {o additional

memory modules of system 200 that are similar to memaory module 210.

(00171 Memory module 210 may include at least one volatile memory {e.g., 212),
which may be, for example, DRAM (Dynamic Random Access Memory), SRAM
(Static Random Access Memory) or the like. Memory module 210 may include at
least one non-voigtile memory (e.g., 214), which may be, for example, flash memory,
memristor memory or the like. Memory module 210 may include a media controlier
216 that may communicate with non-volatile memory 214 and may communicate with
volatile memory 212, Memory module 210 may also be in communicalion with
backup controlier 220, and in this respect, backup controller 220 may {(via media
controller 218) perform operations on non-volatile memory 214 andfor volatile
memaory 212 without communicating through the “regular” manner (i.e., through the

memory controlier 230 and memory bus 232).

{0018}  Memory module 210 may be placed in a self-refresh mode at various
fimes. The term seif-refresh traditionally referred to a routine where a volatile
memory refreshed itself to avoid data loss. Volatile memories may include capacitors
to store data, and those capacitors must have their charge replenished from time to
time. The term self-refresh has taken on additional meanings as memory modules
have evolved. A selfwefresh routine may include, for example, flushing Input/Qutput
(IO} buffers. A self-refresh routine for a memaory module {(e.g., 210) may include
copying data from al least one volatile memory {e.g., 212} {o at least one non-volatile
memary (8.9, 214). As used herein, the term selfrefresh primarily refers to this

copying of data, and may refer o copying all data in the volatile components of the
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memaory module or part of the data in volalile components, as is described in more

detail herein.

(00181 Memory module 210 may be placed in a self-refresh mode in varicus
manners. For example, memory controiler 230 may cause memory module 210 o
enter a self-refresh mode. In these examples, backup controller 220 may send ADR
{(Asynchronous DRAM Refresh) commands o memory confroller 230, and memory
controfier 230 may receive and inlerpret these ADR commands. Memory controller
230 may then signal to memory module 210 {e.g., over memory bus 232) that
memaory controlier 210 should enter a selfrefresh mode. Al this poinl, media
controlier 216 may take over to perform a backup of data from volatile memory 212 to
non-volatile memory 214, ADR commands may also convey desired contours of the
selfrefresh, for example, which data should be copied from the volatile memory to the

non-volatile memory.

[0020] In ancother example, memory module 210 may be placed in a self-refresh
mode by backup controiler 220 communicating directly with media controller 216, For
example, backup controlier 220 may send commands (i.e., “direct media commands”)
to media controller 216. Media controller 216 may interpret the direct media
commands and, in response, place the memory module 210 in selfrefresh mode.
Media controller 216 may then take over o cause part or all of the daia from volatile
memaory 212 10 be copied/backed up to non-volatile memory 214, Direct media
commands may also convey desired contours ¢of the self-refresh, for exampie, which

data should be copied from the volatile memory to the non-volatile memory.

(0021}  Backup controller 220 may coordinate when backups occur in memaory
module 210 from volatile memory 212 to non-voiatile memory 214, a3 weil as when
backups occur in other memaory modules of system 200, Backup controlier 220 may
also determine which data should be backed up, and varicus cother aspecis of
backups. In some examples, backup controller 220 may be electronic circuitry (i.e.,
hardware} that implements the functionality of the backup controller.  Backup

controller 220 may also include software and/or firmware. For example, backup
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controlier 220 may be implemented partially or fully in system firmware {e.g., BIOS or
Basic Inpul/Output System) andior in the chipset of system 200 As ancther
aexample, backup controller 220 may be implemenied partially or fully in a dedicated
infegrated circuit such as an ASIC (application-specific integrated circuit), or in a
dedicated FPGA {field-programmable gale array). In some examples, backup
controlier 220 may be implemented as instructions {e.g., stored on a8 machine-
readable storage medium of system 200) that, when executed {(e.q., by a processor
of system 200}, offer the funclionality of the backup controfler. For example,
backup controller may be implemented partially or fully in an operating system of

aystem 200 that runs on a central processing unit (CPU) of system 200.

[0022] Backup controller 220 may include a backup determinor 222, a backup
domain determinor 224, a memory deactivator 226, a backup initialor 228 and a
backup completion handier 229, Each of these components may be implemented as
hardware or some combination of hardware and softwareffirmware as described

above regarding backup controller 220 generaliy.

[0023] Backup determinor 222 may determine when a backup of volatile data in
memory module 210, and perhaps other memory modules of system 200, should
gocur. For example, backup determinor 222 may detect a signal from an operating
system of systemn 200 that indicates that a backup should occur. In this example, the
operating system may be external to backup controller 210 and backup determinor
222 may be respongive to the operating system determination of when a backup
should occur.  As anocther exampie, backup determinor 222 may be part of the
operating system, and thus, the determination of when the backup should occur may
originate in the backup determinor 222. Regardiess of where the determination of
when the backup should occur originates, the timing of backups is determined.
Backups may be scheduled, for example, during idle computing periods in system
200, e.q., when the processing of other iobs in the system is at a minimal level. As
ancther example, backups may be scheduled pericdically, s.g., at regular fime
infervals. in both of the above examples, backup determinor 222 schedules backups
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during normal runtime of system 200, pre-emptively before a power-loss event occurs
(e.g., not when the system crashes, reboots, shuls down, efc.). However, it should be
understood that system 200 may initiate additional backups when a power-loss event
socurs. Once backup determinor 222 determines that a backup should occur, it may

signal this {o backup domain determinor 224,

G024}  Backup domain determinor 224 may determine a part of volatile memaory in
system 200 that should be backed up. In some examples, backup domain
determinor 224 may determine that all volatile memory (e.g., all volatile memories
such as 212 in all memory modules such as 210} in system 200 should be backed up.
This would be a full backup. However, backup domain determinor 224 may
determing that a partial backup should ocour. A partial backup, for example, may be
a backup of the volatile data in just ong memory module (e.g., 210}, or it may be a
backup of just part of the volatile data in a particular memory module (e.g., 210). The
term “packup domain” may be used herein to refer o the portion of volatile memory
(e.g., within one or mulliple memory modules of system 200) that is {o be backed up
during any particular backup. A backup domain may be defined by a range of
memory addresses, for example. A range of memory addresses could identify a
particular memory module {e.g., 210} and could identify, within that memory module,
a particular portion of volatile memory {e.g., 212). Further examples described below,
for easy of description, may refer to partial backups within a particular memory
module (210). However, it should be understood that the present disclosure also
contempiates full backups and also partial backups that may include memaory portions

that span multiple memory modules of system 200,

[0025] Backup domain determinor 224 may determine the backup domain in
various ways. For example, backup domain determinor 224 may segment the total
system memory into defined chunks, and when a backup is staried, one or more of
those chunks may be translated o determine the "backup domain” in the volatile
memory, and this may get backed up during a particular backup. Then, on a
subsequent backup, one or more additional chunks could get backed up, and so on.
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[0028] In other examples, backup domain determinor 224 may determine the
backup domain by determining which memory/data is most in need of backup. For
axample, memory locations with data that has been changed since a previous backup
may be delermined and translated to calculate the backup domain for a current
backup. System 200 may include a change repository 225 that may store information
about memory iocations that have data that has been modified since a last backup.
In this respect, backup of memory modules with volatile and non-volatile components
may be performed in an incremental manner. Change repository 225 may be
maintained {i.e., updated and written o as various updales take place) by backup
domain determinor 224, or by the cperaling system of system 200, e.q., in the
examples where backup controlier 220 is not part of the operaling system. Change
repository 225 may be a data store that stores digital information and may inciude or
be in communication with at least one physical storage mechanism {(e.g., hard drive,
solid state drive, flash memory, other non-volatile memory, or the like) capable of
storing information including, for example, a digital databage, a file capable of storing

text, setlings or the like.

(00277  The following is one particular example of how change repository 225 may
be used by backup domain determinor 224. To start, change repository 225 may be
up 1o date regarding memory addresses that have been modified since a last backup.
When backup domain determinor 224 receives (&.9., from backup determinor 222} an
indication that a backup is o begin, backup domain determinor 224 may access
change repository 225 and determineg which addresses need to be backed up. In
some examples, If the address range that needs o be backed up is larger than a
defined maximum size (&.g., a backup size threshold), backup domain determinor
224 may select just a portion of the address range 1o be backed up during the current
backup and the rest may be backed up with subsequent backups. In this situation,
change repository 225 may then continue {o store, for the next backup, address
ranges that were ready to be backed up during the current backup but were not

selected because they excesded the backup size threshold. Backup domain
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determinor 224 may, in some exampies, determine a smallest addressable portion
of the volatile memory 212 that includes the memory portion that is {0 be backed
up. This smaliest addressable portion may be the smallest address range that
media controlier 216 can access in volatile memory 212 and cause 10 be copied to
non-volatile memory 214, where the smallest addressable portion still includes the
memory portion that is to be backed up. Once an appropriate address range is
selected for backup, backup domain determinor 224 may translale the addresses
{i.e., physical addresses) (o logical addresses appropriate for addressing the memaory
in memory module 210. This logical address range may be the backup domain.
Backup domain determinor 224 may generale an ADR command {(in the case of
communication with memory controller 230) or a direct media command (in the case
of communication with media controller 216} that is designed to cause a self-refresh
in the memory module. The ADR command or direct media command may be further
designed to cause only the selected addresses (backup domain) to be backed up in
the memory module. Such an ADR command or direct media command may be an
‘enhanced” ADR command or direct media command that allows for indication of
logical addresses 1o be backed up. In some examples, media coniroller 216 in the
memaory module may be capable of interpreting enhanced direct media commands.
In some examples, memory controller 230 may be capable of interpreting enhanced
ADR commands.

(00281  Memory deactivator 226 may prevent access to all or part of the memaory
modules {e.q., 210} of system 200 during backups. Memory deactivator 226 may, for
example, disable part or all of the communication between memory controlier 230
and memory module 210, Specifically, memory deactivator 228 may communicate
with memory controller 230 to prevent memory controller 230 from writing to or
reading from a particular memory address range in memory module 210, The
particular memory address range that is preventad from access by memory controlier
230 during a particular backup may be referred o as the "deactivation domain.” The

deactivation domain, in some examples, may be the entire volatile memory 212 of



WO 2016/164033 PCT/US2015/025226

12

memary module 210, In these examples, memory controller 230 may still access
cther memory modules of systemn 200 while access to the deactivation domain is
prevented. In other examples, the deactivation domain may be part of volatile
memory 212 {&.q., a particular address range). In these examples, memory conirolier
230 may still access other parts of volatile memory 212 while access o the
deactivation domain is prevented. In short, memory deactivator 226 may prevent
accass by the memory controller 230 t1© the deactivation domain during a backup, and
may again allow access when it is delermined {e.g., via backup completion handier
229} that the backup is complete {(or failed). Memory deaclivator 226 may, (o
determine the deactivation domain, determine a smallest addressable portion of
the volalile memory 212 that includes the backup domain.  This smaliest
addressable portion may be the smallest address range that memory controller 230
can access in volatiie memory 212 and cause to be dizsabled (i.e., to prevent
access).

(0028} In order to ensure that the deactivation domain is not accessed during a
backup, memory deaclivator 226 may also communicate with the operating system of
system 200 such that the operating system is informed that the deactivation domain
should not be accessed. In some examples where backup controller 220 is part of
the operaiing svystem, the operaling system may inherently be informed in this
manner. Additionally, in order 1o ensure that the deactivation domain is not accessed
during 2 backup, memory deactivator 228 may prevent any ancillary routines from
running that may cause memory controller 230 o access volatile memory 212, for
gxample, patral scrubbers or other error correction routines such as ECO routines

that automatically survey memory checking for errant bits.

00301 Backup initiator 228 may initiate a backup, for example, once the backup
domain is determined {e.g., via 224) and once the appropriate memory is deaclivated
(e.g., via 226). To initiate the backup, backup initiator 228 may, in some examples,
send a request (e.g., an ADR command) to memory controller 230 fo cause memory
module 210 © enter a self-refresh mode.  In other examples, 1o iniliate the backup,
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backup initiator 228 may send a reguest {(e.¢., a8 direct media command) o media
controller 216 to initiate a seif-refresh of memory module 210, The request may
include details of the backup, for example, the backup domain. Once the self-refresh
is initiated, media controller 216 may coordinate backup of the backup domain from
volatile memory 212 o nonwvolatile memory 214, In one particular example, and as
described above, during a single backup, the backup domain may include meamaory
addresses that include data thal has been modihied since 3 last backup. Once the
backup is complete, and assuming all changed data is backed up to non-volatile
memory 214, system 200 may be able to power cycle in a reliable manner, and the
system may be able o reboot and restore the post-backup slale using data that was
backed up in non-volatite memory 214,

(00317  Backup completion handier 229 may detect when backups have completed
or when they likely have failed. When a backup completes or fails, backup
completion handier 229 may ensure that system 200 is transitioned back to a normal
operating state {(e.g., where all memory can be accessed). I some examples,
backup completion handler 229 may maintain a completion timer. The timer may be
reset/restarted when a backup is initiated {(e.g., by 228). After a backup is iniliated,
backup completion handler may monitor for an indication that the backup is complete.
To perform this monitoring, backup completion handler 229 may listen for a signal
from media controller 216 thal the backup is complete. Alternatively, backup
completion handler 229 may poll registers of media controller 216 o determine
whether a backup has finished, where the registers store backup progress
information.  if the timer runs out or passes a defined threshold before backup
completion hander 229 receives an indication that the backup is complete, it may be
determined that the backup likely failed.

[0032] Backup compietion handler 228 may perform various tasks when a backup
completes successfully. For example, backup completion handler 229 may ensure
that the memory module 210 is brought out of self-refresh mode. In some examples,
media controller 216 may handle this task automatically, and may notify backup
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compiletion handler when it is complete. Backup completion handler 229 may notify
the operating system of system 200 that a backup completed successfully, and that
memaory module 210 is ready for nommal use. Backup completion handler 228 may
likewise notify memory controiler 230 and may {e.g., with the assistance of memaory
deactivator 226) allow memory controller (¢ once again access the deactivation

domain in the memory of mermory module 210.

[0033] Backup completion handler 229 may perform similar tasks to those
described above when a backup is determined to have failed. For example, memaory
module 210 may be brought out of self-refresh and memory controller 230 may again
access the deactivation domain in memory maodule 210, until the next backup
attempt.  Backup completion handler 229 may perform additional tasks when a
backup is determined to have failed. For example, backup completion handler 229
may cause {(e.g., by coordinating with the operating system) the data in volatile
memory 212 that was intended © be backed up to be preserved in a different non-

volatile storage {&.9., a hard drive or solid state drive.

(0034} FIG. 3 is a flowchart of an example method 300 for partial backup during
runtime for memory modules with volatile memory and non-volatile memory. Method
300 may be described below as being execuied or performed by a system, for
example, system 100 of FIG. 1 or system 200 of FIG. 2. Other suitable systems
and/or computing devices may be used as well. Method 300 may be implemented in
the form of executable instructions stored on at least one machine-readabie storage
medium of the system and executed by al least one processor of the system.
Altematively or in addition, method 300 may be implemented in the form of electronic
circuitry {e.g., hardware). In allernate embodiments of the present disclosure, one or
more sieps of method 300 may be exesculed substantially concurrently or in a
different order than shown in FIG. 3. In allemate embodiments of the present
disclosure, method 300 may include more or less steps than are shown in FIG. 3. iIn
some embodiments, one or more of the steps of method 300 may, at cerfain times,
be ongoing and/or may repeat.



WO 2016/164033 PCT/US2015/025226

15

[0035] Method 300 may start at step 302 and continue o step 304, where the
systen may determine that a backup should occur in a memory module of the
system having a volatile memory and a non-volatile memory. Al step 308, they
system may determine a backup domain of the volatile memory. The backup
domain may be defined by a range of memory addresses within the volatiile memory
module. Al step 308, the system may cause a deactivation domain of the volalile
memory {0 be deactivated, where the deactivation domain includes the backup
domain. Al step 310, the system may cause the backup to initiate during normal
runtime of the system. The backup routine includes data in the backup domain of
the volatile memory being saved to the non-volatile memory. Method 300 may

gventually continue 1o step 312, where method 300 may stop.

(0036} FIG. 4 is a flowchart of an example method 400 for partial backup during
runtime for memory modules with volatile memory and non-volatile memory. Method
400 may be described below as being execuled or performed by a system, for
example, system 200 of FIG. 2. Other suitable systems andfor computing devices
may be used as well. Method 400 may be implemented in the form of executable
instructions stored on at least one machine-readable storage medium of the system
and executed by at least one processor of the system. Alternatively or in addition,
method 400 may be implemented in the form of electronic circuitry (e.g., hardware).
In alternate embodiments of the present disclosure, one or more steps of method 400
may be executed substantially concurrently or in a different order than shown in FIG.
4. In alternate embodiments of the present disclosure, method 400 may include more
or less steps than are shown in FIG. 4. In some embodiments, one or more of the

steps of method 400 may, at certain times, be ongoing and/or may repeat.

(00377 Method 400 may start at step 402 and continue 1o step 404, where the
system may determing {e.g., via backup determinor 222 of FIG. 2) that a backup
should occur in a memory module of the system having a volatile memory and a
non-volatile memory. Al step 406, the system may access (e.g., via backup
domain determinor 224) a change repository {e.g., similar to 225}, for example, o
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determine a portion of the volatile memory that has changed since & previous
backup. Al step 408, the system may delermine (e.g., via backup domain
determinor 224) a backup domain of the volatile memory. Step 408 may use the
information accessed at step 406. The backup domain may be defined by a range
of memory addresses within the volatile memory module. At step 410, the sysiem
may cause {(e.g., via memory deactivator 226) a deactivation domain of the volalile
memory {0 be deactivated, where the deactivalion domain includes the backup

domain.

[0038] Al step 412, the sysiem may cause (&.9., via backup initiator 228} the
backup to initiate during normal runtime of the system. The backup process
includes data in the backup domain of the volatile memory being saved to the non-
volatile memory. Atstep 414, the system may cause a timer {o start and may listen
for an indication that the backup was successful, as described in more detail
above. Al step 416, the system may determing whether the backup was
successiul. I the backup was not successful, method 400 may proceed o step
418, where the system may cause daia in the backup domain 1o be save (o a
different non-volatile memory external to the memory module. If the backup was
successiul, method 400 may proceed (o step 420, where the gystem may bring the
sysiem back to a normal operating state {e.q., where the deaclivation domain can
be accessed by a memory controller of the system). Method 400 may eventually
continue to step 422, where method 400 may stop.

(00381 FIG. 5 is a block diagram of an example sysiem 500 for partial backup
during runtime for memory modules with volatile memory and non-volatile memory.
System S00 may be similar to system 100 of FiG. 1 or system 200 of FIG. 2, for
gxample. In the embodiment of FIG. 5, systern 500 includes a processor 510 and a
machine-readable storage medium 520. Although the following descriptions referfo a
single processor and a single machine-readable storage medium, the descriptions
may also apply {0 a system with multiple processors and multiple machine-readable
storage mediums. In such examples, the instructions may be distributed {(e.g., stored}
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across mulliple machine-readable storage mediums and the instructions may be

distributed {8.q., executed by) across multiple processors.

[00403]  Processor 510 may be one or more central processing units (CPUs),
riicroprocessors, and/or other hardware devices suitable for relrieval and execution
of instructions stored in machine-readable storage medium 320, In the particular
embodiment shown in FIG. 5, processor 510 may feich, decode, and execute
instructions 522, 524, 526, 528 o adapt a navigation menu. As an sliternative or in
addition to relrieving and executing instructions, processor 510 may include one or
more elecironic creults comprising a number of electronic components for performing
the funclionality of one or more of the instructions in machine-readable storage
medium 520, With respect {o the executable instruction representations (e.g., boxes)
described and shown herein, it should be understood that part or alf of the executable
instructions andfor electronic circuits included within one box may, in allemate
embodiments, be included in 2 different box shown in the figures or in a different box

riot shown.

[0041] Machine-readable storage medium 520 may be any electronic, magnelic,
optical, or other physical storage device that stores executable instructions. Thus,
maching-readable storage medium 520 may be, for example, Random Access
Memory (RAM), an Eleclricaliy-Erasable Programmable Read-Only Memory
(EEPROM]}, a storage drive, an optical disc, and the like. Machine-readable storage
medium 520 may be disposed within system 500, as shown in FIG. 5. In this
situation, the executable instructions may be ‘“installed” on the system 500,
Altematively, machine-readable siorage medium 520 may be a portable, external or
remote storage medium, for example, that allows system 500 to downicad the
instructions from the porfable/external/remote storage medium. In this situation, the
axecutable instructions may be part of an “instaliation package”. As described herein,
machine-readable storage medium 520 may be encoded with executable instructions
for partial backup during runtime for memory modules with volatile memory and non-

volatile memory.
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(0042} Referring to FIG. 6, backup determination instructions 522, when executed
by a processor (2.g., 510}, may cause system 500 to determine that a backup should
occur in a memory module of the system having a volatile memory and a non-
volatile memory. Backup domain instructions 524, when executed by a processor
(e.g., 510), may cause sysiem 500 o determine a backup domain of the volatile
memaory. Deactivation domain instructions 528, when executed by a processor (8.9,
510), may cause system 500 {0 cause a deactivation domain of the volatile memory
to be deactivated, where the deactivation domain includes the backup domain.
Backup initigtion instructions 528, when execuled by a processor {e.g., 510}, may
cause system 500 to initiate the backup during normal runtime of the system by
indicating to the memory module that it should initiate a self-refresh routine. The
backup routine includes data in the backup domain of the volatile memory being

saved o the non-volatile memory.
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Crams

1. A system for partial backup during runtime, the system comprising:
a memaory module having a volatile memory and a non-volatile memaory; and
a backup controller to
determine that a backup should occur in the memaory module;
determine a backup domain of the volatile memory;
cause a deactivation domain of the volatile memory t© be
deactivated, where the deactivation domain includes the backup domain; and
cause the backup to initiate during normal runtime of the system, the
backup including data in the backup domain of the volatile memory being saved (o

the non-volatile memory.

2. The system of claim 1, wherein to determing the backup domain, the backup
controlier accesses a change repository that indicates a portion of the volatile
memory that is ready {0 be backed up but was not backed up duwring a previous
backup because that portion exceeded a backup size threshold of the previous

backup.

3. The systemn of claim 1, wherein {0 determing the backup domain, the backup
controller accesses a change repository that indicales a portion of the volatile

memaory that has changed since a previous backup.

4, The system of claim 3, wherein {0 determing the backup domain, the backup
controller further determines a smallest addressable portion of the volatile memory

that includes the portion of the volatile memory that has changed.
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5, The system of claim 1, wherein to determine the deactivation domain, the
backup coniroller determines a smallest addressable portion of the volatile memaory

that includes the backup domain.

8. The system of claim 1, wherein (o cause the backup {o initiate, the backup
controlier indicates to the memaory module that it should initiate a self-refresh

routine.

7. The system of claim 1, wherein the backup controller is further (o receive an
indication that the backup completed successiully, and in response, aliow access

to the deactivation domain thal was deactivated.

8. The gystem of claim 1, wherein the backup coniroller is further to:

cause a timer to start when the backup is initiated;

listen for an indication that the backup completed successiully; and

when the timer expires without the backup controlier receiving the indication
that the backup completed successfully, cause the data in the backup domain of
the volatile memory to be saved in a different non-volatile memory external to the

memory module.

9. A method for partisl backup during runtime of a system, the method
comprising:

determining that a backup should occur in a memory module of the system
having a volatile memory and a non-volatile memory;

determining a backup domain of the volatile memory, the backup domain
being defined by a range of memory addresses within the volatile memory modue,

causing a deactivation domain of the volatile memory o be deactivated,

whereain the deactivation domain includes the backup domain; and
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causing the backup to initiate during normal runtime of the system, the
backup including data in the backup domain of the volatile memory being saved to

the non-voiatile memaory.

10, The method of claim 9, wherein the deactivation domain is smaller than the
total size of the volatile memory, and wherein, during the backup, access by a
memory controlier of the system is prevented to the deactivation domain while

access (o other portions of the volatile memory is aliowed.

11, The method of claim 9, wherein determining the backup domain includes
accessing a change repository of the system that indicates a portion of the volatile

memaory that has changed since a previous backup.

12.  The method of claim 9, further comprising:

cause a timer to start when the backup is initiated;

listening for an indication that the backup completed successfully; and

when the timer expires without the backup controlier receiving the indication
that the backup completed successfully, causing the data in the backup domain of
the volatile memory 1o be saved in a different non-volatile memory exiernal to the

mermory module.

13. A machine-readable storage medium encoded with instructions for partial
backup during runtime, the instructions executable by a processor of a system o
cause the system to:

determine that a backup should ocour in a memory module of the system
having a volalile memory and a non-volatile memaory;

determine a backup domain of the volatile memory;

cause a deactivation domain of the volatile memory to be deactivated,

where the deacltivation domain includes the backup domain; and
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cause the backup to initiate during normal runtime of the sysiem by
indicating to the memory module that it should initiate a self-refresh routine, the
backup including data in the backup domain of the volatile memory being saved (o

the non-volatile memory.

14, A machine-readable storage medium of claim 13, wherein indicating o the
memory module that it should initiate a selfrefresh routine includes sending an
Asynchronous DRAM Refresh (ADR) command 1© a memaory controller of the sysiem,
where the memaory controller then signals to the memory module to start the self-

rafresh routine.

15, A machine-readable storage medium of claim 13, wherein indicating to the
memory module that it should initiate a selfrefresh routine includes sending an
direct media command to a media controller of the memory module, where the media

controller causes the memory module 1o start the self-refresh routine.
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