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IDENTITY-BASED NETWORKING

BACKGROUND

A wide area network (WAN) is a computer network covering a large geographical area.
Typically, a WAN is used to connect local area networks (LANSs) together. A WAN can involve
a vast array of network devices, network resources, and the like. The most well-known WAN is

the Internet.

Organizations often have a separate LAN for every regional office. Bach LAN is
connected to each other thereby forming the organization's WAN. When a user travels from one
office to another, the user can access his/her network resources over the WAN, such as email,
calendar and task list. However, the user will not have the same IP address, access to local

network resources, firewall settings, etc., because the user is accessing the LAN remotely.

The foregoing examples of the related art and limitations related therewith are intended
to be illustrative and not exclusive. Other limitations of the related art will become apparent to

those of skill in the art upon a reading of the specification and a study of the drawings.

SUMMARY

The following embodiments and aspects thereof are described and illustrated in
conjunction with systems, tools, and methods that are meant to be exemplary and illustrative, not
limiting in scope. In various embodiments, one or more of the above-described problems have

been reduced or eliminated, while other embodiments are directed to other improvements.

A technique for identity based networking involves virtual LAN (VLAN) tunneling
between mobility domains. An example of a system according to-the technique includes a

WAN, a first VLAN, a second VLAN, and a network database. The first VLAN, the second
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VLAN and the network database are coupled to the WAN. The network database includes
VLAN information. In operation, a client that is authorized on the second VLAN attempts to
connect to the first VLAN. A switch in the WAN performs a Jookup in the network database and
determines that the client is authorized on the second VLAN. Based on this information, the

client is connected to the second VLAN using VLAN tunneling.

In alternate embodiments, the switch can be a network domain member and the system
can further include a network domain seed. The network domain seed can be coupled to the
network domain member and the network database can be stored on the network domain seed.

In order to perform a lookup in the network database, the network domain member can query the

network domain seed for information.

In another embodiment, the system can further include a second network domain seed
and a second network domain member. The second network domain seed can be coupled to the
first network domain seed and the second network domain member. The first network domain
member can tunnel to the second network domain seed to connect the client to the second
VLAN. In another example, the network database can be stored on the second network domain
seed and can include IP addresses for switches on the WAN, VLAN names, and VLAN tunnel

affinities.

In another embodiment, the system can further include a third network domain member
that supports the second VLAN. The second network domain member can have a first tunnel
affinity and the third network domain member can have a second tunnel affinity. The client can
tunnel to the network domain member with the highest tunnel affinity. In other embodiments,
the network domain seeds and the network domain members can be in geographically distinct

locations.



10

15

20

WO 2007/044984 PCT/US2006/040498

In another embodiment, the system can further include a first access point, a second
access point, and a third access point. Each of the access points can be coupled to the switch.
The access points can be used to triangulate the position of the client in order to pinpoint the

client's exact location.

An example of a method according to the technique involves receiving a log-in request
from a client. The log-in request is received on a first VLAN. VLAN information associated
with the client configuration on a second VLAN is provided. Using the VLAN information, the
client is determined to be configured on the second VLAN. The client is then connected to the

second VLAN using VLAN tunneling.

In additional embodiments, the method can involve a first network domain member and
a second network domain member. The log-in request can be received by the first network
domain member. The first network domain member can tunnel to the second network domain
member in order to connect the client to the second VLAN. The method can also involve a
network domain seed and a network database. The network domain seed can be queried for the

VLAN information and a lookup can be performed in the network database.

In another embodiment, information can be retrieved from a plurality of network
domain seeds that are coupled to the WAN. The VLAN information can include tunnel affinity
information of two network domain members. The tunnel affinities can be compared and the

client connected to the network domain member with the highest tunnel affinity. -

Advantageously, the technique can be used to connect a remote client to an appropriate
VLAN over WAN links. This technique allows a remote user to have the same experience as if
connected locally. For example, the client can have the same IP address, network permissions

and access to network resources while being in a geographically distinct location. These and
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other advantages of the present invention will become apparent to those skilled in the art upon a

reading of the following descriptions and a study of the several figures of the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the inventions are illustrated in the figures. However, the
embodiments and figures are illustrative rather than limiting; they provide examples of the

invention.

FIG. 1 depicts an example of a system for identity based networking.

FIG. 2 depicts an alternative example of a system for identity based networking.

FIG. 3 depicts an alternative example of a system for identity based networking,

FIG. 4 depicts an alternative example of a system for identity based networking.

FIG. S depicts an example of a location system.

FIG. 6 depicts a flow chart of an example of a method for identity based networking.

FIG. 7 depicts a flow chart of an alternative example of a method for identity based networking.
FIG. 8 depicts a flow chart of an alternative example of a method for identity based networking.
FIG. 9 depicts a flow chart of an alternative example of a method for identify based networking.

FIG. 10 depicts a flow chart of an example of a method for client location.

DETAILED DESCRIPTION

In the following description, several specific details are presented to provide a thorough
understanding of embodiments of the invention. One skilled in the relevant art will recognize,
however, that the invention can be practiced without one or more of the specific details, or in

combination with other components, etc. In other instances, well-known implementations or

4
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operations are not shown or described in detail to avoid obscuring aspects of various

embodiments, of the invention.

FIG. 1 depicts an example of a system 100 for identity based networking. In the
example of FIG. 1, the system 100 includes a WAN 102, a first VLAN 104, a second VLAN
106, and a network database 108. In the example of FIG. 1, the WAN 102 is coupled to the first
VLAN 104 and the second VLAN 106. The network database 108 is also coupled to the WAN

102.

In an embodiment, the network database 108 can contain a variety of information,
including, but not limited to, VLAN information, tunnel affinity information, an IP address for
switches and/or clients on the WAN and/or VLAN, a mac address for switches and/or clieats on
the WAN and/or VLAN, log-in information, network permissions, etc. In another embodiment,
the network database can be a forwarding database, such as is described in co-pending U.S.
Patent Application No. 11/351,104 by Manish Tiwari entitled "System and Method for Network
Integrity," filed February 8, 2006, which is incorporated herein by reference. The network
database 108 can be populated by relaying network information from switches over the WAN
102 and storing the network information in the network database 108. In another embodiment,
the network database 108 can be duplicatively stored on any number of switches in the network.
Additionally, the network database 108 can be distributed and shared among the switches in the

network rather than stored in a central location.

In the example of FIG. 1, in operation, a client 110 attempts to connect to the first
VLAN 104. The attempt can be facilitated in any convenient and/or know manner, manual or
automatic, including, but not limited to, logging into the network, connecting to the network via
a wired or wireless connection, being detected by network components, attempting to use

network resources, etc. A switch (not shown) on the network performs a lookup in the network

5
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database 108. The network database 108 contains information that the client is authorized on the
second VLAN 106. Based on this information, the client 110 is connected to the second VLAN

106 via VLAN tunneling 112.

VLAN tunneling 112 can be accomplished using any convenient and/or known
technique. By way of example but not limitation, tunneling can be executed on the application
layer, transport layer, network layer and/or data link layer in a data network system. Tunneling
can be achieved using a variety of protocols (depending on the network layer utilized), such as,
by way of example and not limitation, the DNS, TLS/SSL, TFTP, FTP, HTTP, IMAP, IRC,
NNTP, POP3, SIP, SMTP, SNMP, SSH, TELNET, BitTorrent, RTP, rlogin, ENRP, TCP, UDP,
DCCP, SCTP, IL, RUDP, IPv4, IPv6, ICMP, IGMP, ARP, RARP, Wi-Fi, Token ring, PPP,
SLIP, FDDI, ATM, Frame Relay, and/or SMDS protocol. In other embodiments, additional

layers and protocols can be used that facilitate VLAN tunneling.

FIG. 2 depicts an alternative example of a system 200 for identity based networking. In
the example of FIG. 2, the system 200 includes a WAN 202, a VLAN 204 and a VLAN 206. In
the example of FIG. 2, the WAN 202 includes a network domain seed 208. The VLAN 204

includes a network domain member 210 and the VLAN 206 includes a network domain 212.

In the example of FIG. 2, the WAN 202 is connected to the VLAN 204 and the VLAN
206. The connection is facilitated by the network domain seed 208 which is coupled to the
network domain member 210 and the network domain member 212. A network database 214 is
located on the network domain seed 208. In alternate embodiments, the network database 214
can be located in any convenient and/or known location, including, but not limited to, the

network domain member 210 and/or the network domain member 212.

In the example of FIG. 2, in operation, a client 216 attempts to connect to the VLAN

204. The client 216 attempts this connection by logging on to the network through the network
6
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domain member 210. In an embodiment, the client 216 can be a wired or wireless client and the
network domain member 210 can be a switch that provides wired or wireless access. In another
embodiment, the network domain member 210 can be a switch as described in co-pending U.S.

Patent Application No. 11/351,104 by Manish Tiwari entitled "System and Method for Network

Integrity," filed February 8, 2006.

In the example of FIG. 2, in operation, after the client 216 attempts to log-on to the
network, the network domain member 210 queries the network domain seed 208 for VLAN
information. The network domain seed 208 performs a lookup in the network database 214. The
network database 214 provides that the client 216 is authorized on the VLAN 206. The network
domain seed 208 relays the information to the network domain member 210. Based on the
information, the network domain member 210 creates a tunnel 218 to the network domain

member 212 facilitating the connection of the client 216 to the VLAN 206.

FIG. 3 depicts an alternative example of a system 300 for identity based networking. In
the example of FIG. 3, the system 300 includes a network domain seed 302, a network domain
seed 304, a network domain member 306, a network domain member 308, a network database
310, and a network database 312. The network domain seed 302 is coupled to the network
domain seed 304 and the network domain member 306. The network domain seed 304 is
additionally coupled to the network domain member 308. In the example of FIG. 3, the network
database 310 is stored on the network domain seed 302 and the network database 304 is stored
on the network domain seed 312. In an embodiment, the network database 310 and the network
database 312 store the same information. In other embodiments, the information stored in the

network databases 310, 312 can be different.

In the example of FIG. 3, in operation, a client 314, who may be authorized on a second

VLAN, attempts to connect to the network domain member 306 which supports a first VLAN.

7
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The network domain member 306 queries the network domain seed 302 for VLAN information.
The network domain seed 310 performs a lookup in the network database 310. The network
database 310 is populated with information received from the network domain seed 312. In
another embodiment, the network database 310 could be populated with information received
from theoretically any number of network domain seeds. In an embodiment, the information can
be used to identify the VLAN(s) each network domain member supports. In an alternative
embodiment, one or both of the network databases can be removed and the network domain seed
302 can query the network domain seed 304 to determine which VLAN the network domain

member 308 supports.

In the example of FIG. 3, in operation, after performing a lookup in the network
database 310, the network domain seed 302 relays VLAN information to the network domain
member 306. The VLAN information provides, for example, that the client 314 is authorized on
the second VLAN. The VLAN information may also provide that the second VLAN is
supported by the network domain member 308. Based on the VLAN information, the network
domain member 306 tunnels to the network domain member 308. Advantageously, the client

314 is connected to the second VLAN via a VLAN tunnel 316.

FIG. 4 depicts an alternative example of a system 400 for identity based networks. In
the example of FIG. 4, the system 400 includes a network domain seed 402, a network domain
seed 404, a network domain member 406, a network domain member 408, a network domain
member 410, and a network database 412. As shown, the network domain seed 402 is coupled
to the network domain seed 404. The network domain member 406 is coupled to the network
domain seed 402. The network domain member 408 and the network domain member 410 are
coupled to the network domain seed 404. The network database 412 is coupled to and accessible

by the network domain seed 402 and the network domain seed 404. In the example of FIG. 4,

8
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the network domain member 406 supports a first VLAN while the network domain member 408

and the network domain member 410 support a second VLAN.

In the example of FIG. 4, in operation, a client 414 attempts to connect to the network
domain member 406. The network domain member 406 queries the network domain seed 402
for VLAN information. The network domain seed 402 retrieves VLAN information from the
network database 412. The VLAN information provides, for example, that the client 414 is
authorized on the second VLAN. The VLAN information may also provide that the network
domain member 408 and/or the network domain member 410 support the second VLAN. In
addition, the VLAN information may provide that the tunnel affinity for the network domain
member 408 is higher than the tunnel affinity for the network domain member 410. Based on
this information, the network domain member 406 creates a VLAN tunnel 416 to the network

domain member 408 and the client 414 is connected to the second VLAN.

FIG. 5 depicts a location system 500. In the example of FIG. 5, the system 500 includes
a switch 502, an access point 504, an access point 506, and an access point 508. The access
point 504, the access point 506 and the access point 508 are coupled to the switch 502. The
switch 502 can be network domain member and/or a network domain seed. The access points
can provide wired and/or wireless access to a network. Further, the switch and access points can
be as describe in co-pending U.S. Patent Application No. 11/351,104 by Manish Tiwari entitled

"System and Method for Network Integrity," filed February 8, 2006.

In the example of FIG. 5, in operation, a client 510 is detected by the system 500.
Specifically, in the example of FIG. 5, the access point 504, the access point 506 and the access
point 508 detect the client 510. The client 510 can detected by any known and/or convenient
technique, including, by way of example but not limitation, sniffing for transmitted packets,

monitoring access of network resources, providing network connectivity, etc. Once the client

9
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510 is detected by the access points 504, 506, 508, the precise location of the client 510 can be
calculated using any convenient and/or known technique, including, by way of example but not
limitation, triangulation techniques in one or more dimensions. In other embodiments, additional
access points can be coupled to the switch 502 or access points can be taken away. If additional
access points are coupled to the switch 502, the location of the client may become more precise

while if access points are taken away, the location of the client may become less defined.

FIG. 6 depicts a flowchart 600 of an example of a method for identity based
networking. FIG. 6 is intended to illustrate connecting a client to an appropriate VLAN using
VLAN tunneling. In the example of FIG. 6, the flowchart 600 starts at module 602 where a log-
in request is received. The log-in request can be received by any convenient and/or known
device on a network, including, by way of example and not limitation, a switch, access point,
router, computer, server, etc. In addition, the log-in request can be made by a client and/or any

other convenient and/or known device that can log-in to a network.

In the example of FIG. 6, the flowchart 600 continues at module 604 where VLAN
information is retrieved. The VLAN information can be retrieved by any convenient and/or
known device using any convenient and/or known technique. By way of example but not
limitation, a first switch can query a second switch for VLAN information. The second switch
can relay the information to the first switch in response to the query. In another example, a
switch can perform a look-up in a network database to retrieve VLAN information. The network
database can be located on the switch itself or accessible over the network. In yet another
example, a first switch can query a second switch and the second switch can perform a lookup in
anetwork database. The network database can be located on the second switch or accessible by

the second switch over a network.

10
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In the example of FIG. 6, the flowchart 600 continues at module 606 where an
appropriate VLAN is determined. The appropriate VLAN can be determined by the VLAN
information retrieved. In addition, the appropriate VLAN can be determined by a combination

of the VLAN information retrieved and the characteristics of the log-in request.

In the example of FIG. 6, the flowchart 600 continues at module 608 where a
connection to the appropriate VLAN is established. The connection can be established using any -
convenient and/or known technique. For example, and not limitation, a VLAN tunnel can be

created for a client that is authorized on a VLAN supported by a remote switch.

FIG. 7 depicts a flowchart 700 of an alternative example of a method for identity based
networking. FIG. 7 is intended to illustrate retrieving VLAN information. In the example of
FIG. 7, the flowchart 700 starts at module 702 where VLAN information is queried. The query
can be facilitated using any knowﬁ and/or convenient technique capable of retrieving
information from a database. For example, and not limitation, a first switch can query a second

switch and/or a network database for VLAN information.

In the example of FIG. 7, the flowchart 700 continues at module 704 where a lookup is
performed in a network database. The lookup can be performed by any device coupled to the
database and/or any device that the database is stored. For example, and not limitation, the
second switch can perform a lookup in a network database located locally and relay the retrieved
information to the first switch. In another example, the first switch can perform a lookup in a

network database that is coupled to the network.

FIG. 8 depicts a flowchart 800 of an alternative example of a method for identify based
networking. FIG. 8 is intended to illustrate another method of retrieving VLAN information. In
the example of 8, the flowchart 800 starts at module 802 where VLAN information is queried.

The query can be facilitated using any known and/or convenient technique capable of retrieving
11
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information from a database. For example, and not limitation, a network domain member can

query a network domain seed for VLAN information.

In the example of FIG. 8, the flowchart 800 continues at module 804 where information
is retrieved from a plurality of network domain seeds. The information can be stored on the
plurality of network domain seeds and/or can be accessed by the network domain seeds over the
network. For example, and not limitation, after receiving a query, a network domain seed can
query all other network domain seeds for VLAN information and relay the retrieved information

to the network domain member.

FIG. 9 depicts a flowchart 900 of an alternative example of a method for identify based
networking. FIG. 9 is intended to illustrate a method of connecting to a switch having the
highest tunnel affinity. In the example of FIG. 9, the flowchart 900 starts with module 902
where tunnel affinity information is compared. The tunnel affinity information can be compared
for two switches that support the same VLAN. For example, and not limitation, a client that is
authorized on a VLAN can connect to any member that supports the VLAN. If two or more
members support the VLAN, then the tunnel affinity for each member is compared and a

connection is made to the member with the highest tunneling affinity.

In the example of FIG. 9, the flowchart 900 continues with module 904 where a
connection is made to the member with the highest tunnel affinity. The connection can be made
using any known and/or convenient technique capable of connecting one network member to
another. For example, and not limitation, a first network member can create a VLAN tunnel to a

second network member in order to connect a client to an authorized VLAN.

FIG. 10 depicts a flowchart 1000 of an example of a method for client location. FIG. 10
is intended to illustrate a method of locating a client that is accessing a network. In the example

of FIG. 10, the flowchart 1000 starts with module 1002 where a client's location is queried. The
12
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query for a client's location can be made by any convenient and/or known device coupled to the
network. For example, and not limitation, the query can be made by via a command line
interface, network management software, computer, switch, router and/or any other convenient

and/or known device capable of sending commands on a network.

In the example of FIG. 10, the flowchart 1000 continues at module 1004 where the
location of the initial log-in request in returned. In one example, the location of the client can be
sent from a switch that received the client's initial log-in request. In another example, the
location of the client can be sent from a network domain seed that provided VLAN information
to a switch that queried for the information. In yet another example, the switches on the ends of

a VLAN tunnel can return the location of the initial log-in request.

Using the systems and/or methods depicted in the above examples, the client has the
same experience from a remote location as the client would have from being local. For example,
a client can have the same IP address, same network permissions, and same access to network
resources even though the client logs-on in a geographically distinct area. These characteristics

are extremely beneficial in lower costs and increasing efficiency.

As used herein, the term "embodiment" means an embodiment that serves to illustrate

by way of example but not limitation.

It will be appreciated to those skilled in the art that the preceding examples and
embodiments are exemplary and not limiting to the scope of the present invention. It is intended
that all permutations, enhancements, equivalents, and improvements thereto that are apparent to
those skilled in the art upon a reading of the specification and a study of the drawings are
included within the true spirit and scope of the present invention. It is therefore intended that the
following appended claims include all such modifications, permutations and equivalents as fall

within the true spirit and scope of the present invention.
13
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CLAIMS

1. A system comprising:

a WAN;

a first VLAN coupled to the WAN;

a second VLAN coupled to the WAN; and

a network database coupled to the WAN, the network database including VLAN
information;

wherein, in operation, a client that is authorized on the second VLAN attempts to
connect to the first VLAN, a switch on the WAN performs a lookup in the network
database and determines that the client is authorized on the second VLAN, and, based on

the determination, the client is connected to the second VLAN via VLAN tunneling.

2. A system as recited in Claim 1, wherein the switch is a network domain member, the
system further comprising:

a network domain seed coupled to the network domain member;

wherein the network database is stored on the network domain seed and the
network domain member queries the network domain seed to perform the lookup in the

network database.

3. A system as recited in Claim 1, wherein the switch is a first network domain member,
the system further comprising:

a first network domain seed coupled to the first network domain member;

14
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a second network domain seed coupled to the first network domain seed; and
a second network domain member coupled to the second network domain seed,

the second network domain member supporting the second VLAN;

wherein the first network domain member tunnels to the second network domain

member to connect the client to the second VLAN.

4. A system as recited in Claim 1, wherein the switch is a network domain member, the

system further comprising:
a first network domain seed coupled to the network domain member; and
a second network domain seed coupled to the first network domain seed;

wherein the network database is stored on the second network domain seed.

5. A system as recited in Claim 1, wherein the switch is a first network domain member,
the system further comprising:
a second network domain member supporting the second VLAN, the second

network domain member having a first tunnel affinity; and

a third network domain member supporting the second VLAN, the third network

domain member having a second tunnel affinity;
wherein the first network domain member tunnels to the second network domain

member instead of the third network domain member based, at least in part, on the first

tunnel affinity.

15
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6. A system as recited in Claim 1, wherein the switch is a first network domain member,
the system further comprising:

a first network domain seed coupled to the first network domain member;

a second network domain seed coupled to the first network domain seed; and

5 a second network domain member coupled to the second network domain seed,

the second network domain member supporting the second VLAN;

wherein the first network domain seed, the second network domain seed, the first
network domain member, and the second network domain member are in geographically
distinct locations.

10

7. A system as recited in Claim 1, wherein the network database includes IP addresses

for switches on the WAN, VLAN names, and VLAN tunnel affinities.

8. A system as recited in Claim 1, further comprising:
15 a first access point coupled to the switch;
a second access point coupled to the switch; and
a third access point coupled to the switch;
wherein a precise location of the client is determinable by triangulation using data
detected by the first access point, the second access point and the third access point.
20
9. A method comprising:

receiving a log-in request from a client on a first VLAN:

16



WO 2007/044984 PCT/US2006/040498

providing VLAN information associated with the client configuration on a second
VLAN;

determining, using the VLAN information, that the client is configured on a
second VLAN; and

connecting the client to the second VLAN via VLAN tunneling.

10. A method as recited in Claim 9, wherein the log-in request is received by a first
network domain member and the first network domain member tunnels to a second

network domain member to connect the client to the second VLAN.

11. A method as recited in Claim 9, further comprising:
querying a network domain seed for the VLAN information; and

performing a lookup in a network database.

12. A method as recited in Claim 9, further comprising:
querying a network domain seed for the VL AN information; and
retrieving information from a plurality of network domain seeds coupled to the

WAN.

13. A method as recited in Claim 9, wherein the VLAN information includes tunnel
affinity information of at least two network domain members, further comprising:
comparing tunnel affinity information, from the VLAN information, of at least

two network domain members that support the second VLAN; and
17
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connecting the client to the network domain member with the highest tunnel

affinity.

14. A method as recited in Claim 9, further comprising:
5 querying for the client's location; and

returning a location of a switch that received the client's initial log-in request.

15. A system comprising:
means for receiving a log-in request from a client on a first VLAN;
10 means for determining the client is configured on a second VLAN using
information retrieved over a WAN; and

means for connecting the client to the second VLAN via VLAN tunneling.

16. A system as recited in Claim 15, wherein said means for determining includes:
15 means for querying a network domain seed for VLAN information;
means for performing a lookup in a network database; and

means for returning VLAN information.

17. A method as recited in Claim 16, wherein the means for querying includes means for

20 retrieving information from a plurality of network domain seeds coupled to the WAN.

18
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18. A system as recited in Claim 15 wherein said information includes tunnel affinity
information, the system further comprising:

means for comparing the tunnel affinity information of two network domain
members that support the second VLAN; and

means for connecting the client to the network domain member with a highest

tunnel affinity.

{

19. A system as recited in Claim 15, further comprising:
means for querying for a location associated with the client; and
means for returning a location of a switch that received the log-in request from the

client.

20. A system as recited in Claim 19, further comprising:

means for determining a precise location of the client using triangulation.

19



WO 2007/044984 PCT/US2006/040498
1/10

100 ——g

Network
Database
108

VLAN Tunnel 11

Client
110

FIG. 1



WO 2007/044984 PCT/US2006/040498
2/10

200 —q

Network
Domain Seed
208

Network
Database
214

Network Domain ‘ | Network Domain
Member Member
210 . 212
VLAN VLAN
204 206

[ Tunnel 218

\
\

Client
216

FIG. 2



WO 2007/044984 PCT/US2006/040498
3/10

Network Network
Domain Seed Domain Seed
302

Network. Network

Database
310

Database
312

Network Domain Member Tannel 316 —1 Network Domain Member
306 . = — 308

\

\
\

Client
314

FIG. 3



WO 2007/044984

4/10

400 ——y
Network
Database
1 442
Network
Domain Seed
402

Network

Domain VLAN Tunnel 416

Member

406

\
\

AN

Client
414

Network

Domain
Member
406

PCT/US2006/040498
Network
Domain Seed
404
Network
Domain
Member
408

FIG. 4




WO 2007/044984 PCT/US2006/040498
5/10

500 ——u

Switch
502

N Clent |/

510

FIG. 5



WO 2007/044984

600 —q

6/10

( Start )

Y

PCT/US2006/040498

602
/.

Receive a log-in request

Y

604
f-

Retrieve VLAN information

Y

606
/.

Determine appropriate VLAN

Y.

608
/.

Connect to appropriate VLAN

End

FIG. 6



WO 2007/044984 PCT/US2006/040498
7/10

700 —a

( Start )

| 702
\ 4 - /-

Query for VLAN information

704
v -

Perform lookup in network database

End

FIG. 7



WO 2007/044984 PCT/US2006/040498
8/10

800 —u

( Start )
, ' 802
\ 4 A ' /-

Query for VLAN information

804
v -

Retrieve information from a plurality of nétwork domain seeds

End

FIG. 8



WO 2007/044984 PCT/US2006/040498
9/10

900 —g

( Start )

‘ 902
v -

Compare tunnel affinity information

l /- 904

Connect to member with highest tunnel affinity

End

FIG. 9




WO 2007/044984 PCT/US2006/040498
10/10

1000 ——g

( Start )

1002
v -

Query for client location

l | /- 1004

Return location where initial log-in request was received

End

FIG. 10




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - claims
	Page 16 - claims
	Page 17 - claims
	Page 18 - claims
	Page 19 - claims
	Page 20 - claims
	Page 21 - drawings
	Page 22 - drawings
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings

