wo 20217237383 A1 |0 0000 KRN 00O 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

J

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
02 December 2021 (02.12.2021)

‘O 0T D0 0 0
(10) International Publication Number

WO 2021/237383 Al

WIPO I PCT

(51) International Patent Classification:
Ho4W 12/02 (2009.01)

(21) International Application Number:
PCT/CN2020/091951

(22) International Filing Date:
23 May 2020 (23.05.2020)

(25) Filing Language: English

(26) Publication Language: English

(71) Applicant: CITRIX SYSTEMS, INC. [US/US]; 851 West
Cypress Creek Road, Ft. Lauderdale, Florida 33309 (US).

(72) Inventors; and

(71) Applicants (for AG only): QIAO, Zongpeng [CN/CN];
Jiulonghu C3, No. 19, Suyuan Avenue, Nanjing, Jiang-
su 211100 (CN). ZHUANG, Jie [CN/CN]; Jiulonghu C3,
No. 19, Suyuan Avenue, Nanjing, Jiangsu 211100 (CN).
ZHANG, Xiao [CN/CN]; Jiulonghu C3, No. 19, Suyuan
Avenue, Nanjing, Jiangsu 211100 (CN). XU, Dongsheng
[CN/CN]; Jiulonghu C3, No. 19, Suyuan Avenue, Nanjing,
Jiangsu 211100 (CN).

Agent: NTD PATENT & TRADEMARK AGENCY
LTD.; 10th Floor, Tower C, Beijing Global Trade Center,
36 North Third Ring Road East, Dongcheng District, Bei-
jing 100013 (CN).

(74)

(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AQ, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL,CN, CO, CR, CU, CZ,DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,

84

KR,KW,KZ, LA, LC,LK,LR, LS, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, ST, SV, SY, TH, TJ, TM, TN, TR,
TT, TZ, UA, UG, US, UZ, VC, VN, WS, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ,NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:

with international search report (Art. 21(3))

(54) Title: SENSITIVE INFORMATION OBFUSCATION DURING SCREEN SHARE

Fﬁﬁ ° 5 "-— 500

502

/_

| Detect screen sharing |
504

} ~

| Determine environment security state |
506

| ~

Trigger sensitive information pratection
action based on environment security state

(57) Abstract: Techniques are disclosed for protection of sensitive information on a computing device based on a security state of the
environment in which the computing device is operating. An example methodology implementing the techniques includes determining
that an application having screen share capability is running on a computing device and determining a security state of an environment of
the computing device. The method also includes, responsive to a determination that the security state is unsecure, obfuscating sensitive
information included in a notification displayed within an application window being displayed by the computing device.
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SENSITIVE INFORMATION OBFUSCATION DURING SCREEN SHARE

BACKGROUND
{0001] Due, at least in part, to the increasing reliance on cloud-based services
and platforms, organizations, such as companies, enterprises, governments, and
agencies, are implementing digital workspace solutions. These digital workplace
solutions provide an integrated technology framework designed to deliver and manage
applications, data, and deskiop delivery. For example, through the digital workspace,
employees are able {0 access the systems and tools they need from any device, such

as deskiop, laptop, tablel, and smartphone, regardless of location.

SUMMARY
i0002] This Summary is provided to introduce a selection of concepts in simplified
form that are further described below in the Detailed Description. This Summary is not
intended to identify key or essential features or combinations of the claimed subject

matter, nor is it intended {0 be used to limit the scope of the claimed subject matier.

{0003] in accordance with one example embodiment provided o illusiraie the
broader concepts, systems, and techniques described herein, a method may include,
responsive to a determination, by a computing device, that a screen sharing application
IS running in an unsecure environment, identifying sensitive information included in a
notification displayed within an application window being displayed by the computing
device, and obfuscating the identified sensitive information. The method may also
include, responsive to a determination, by the computing device, that the screen sharing
application is running in an uncertain environment, providing a waming regarding a
potential leak of sensitive information included in the notification displayed within the

application window being displayed by the computing device.

f0004] According to another illustrative embodiment provided {o illustrate the
broader concepts described herein, a system includes a memory and one or more
processors in communication with the memory. The processor may be configured 1o,
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responsive to a determination that a screen sharing application is running in an unsecure
environment, identify sensitive information included in a notification displayed within an
application window being displayed by the system, and obfuscate the identified sensitive
information. The processor may be also configured to, responsive 1o a determination
that the screen sharing application is running in an uncertain environment, provide a
warning regarding a potential leak of sensitive information included in the notification

displayed within the application window being displayed by the system.

f0005] According to another illustrative embodiment provided {o illustrate the
broader concepis described herein, a method may include determining that an
application having screen share capability is running on a computing device,
determining a security state of an environment of the computing device, and, responsive
{0 a determination that the security state is unsecure, obfuscating sensitive information
included in a notification displayed within an application window being displayed by the

computing device.

BRIEF DESCRIPTION OF THE DRAWINGS
{0006] The foregoing and other objects, features and advantages will be apparent
from the following more particular description of the embodiments, as illustrated in the
accompanying drawings in which like reference characters refer to the same parts
throughout the different views. The drawings are not necessarily {o scale, emphasis
instead being placed upon illustrating the principles of the embodiments.

f0007] Fig. 1 is a diagram of an illustrative network computing environment in

which embodiments of the present disclosure may be impiemented.

f0008] Fig. 2 is a block diagram Hllusirating seleclive components of an exampile
computing device in which various aspects of the disclosure may be implemented, in
accordance with an embodiment of the present disclosure.

b
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f0009] Fig. 3 is a schematlic block diagram of a cloud compuling environment in

which various aspects of the disclosure may be implemented.

f0010] Fig. 4A is a block diagram of an illustrative system in which resource
management services may manage and streamline access by clients {0 resource feeds

{via one or more gateway services) and/or software-as-a-service (SaalS) applications.

10011] FIG. 4B is a block diagram showing an illustrative implementation of the
system shown in FIG. 4A in which various resource management services as well as a

gateway service are located within a cloud computing environmeni.

0012] FIG. 4C is a block diagram similar to FIG. 4B but in which the available
resources are represented by a single box labeled “systems of record,” and further in
which several different services are inciuded among the resource management

SErvVices.

[0013] Fig. 5 is a flow diagram illustrating an example sensitive information

obfuscation process, in accordance with an embodiment of the present disclosure.

{0014] Fig. 6 is a diagram environment security states and corresponding security

actions, in accordance with an embodiment of the present disclosure.

f0015] Fig. 7 is a diagram of an exampie application window that displays content
including sensitive information, in accordance with an embodiment of the present

disclosure.

f00186] Fig. 8 is a diagram of an application window that displays sensitive
information in obfuscated form, in accordance with an embodiment of the present
disclosure.
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00177 Fig. 9 is a diagram showing example notifications and associated security

tags, in accordance with an embodiment of the present disciosure.

f0018] Fig. 10 i3 a block diagram illustrating an example implementation of a
resource access application for performing sensitive information obfuscation as

variously described herein.

f0019] Fig. 11 is a block diagram illusirating another example implementation of
a resource access application for performing sensitive information obfuscation as
variously described herein.

{0020] Fig. 12 is a flow diagram of an example process for determining a security

state of an environment, in accordance with an embodiment of the present disclosure.

{0021} Fig. 13 is a flow diagram of an example process for determining security
based on displays of a client device, in accordance with an embodiment of the present
disclosure.

[0022] Fig. 14 is a flow diagram of an example process for determining security
of displays of a client device, in accordance with an embodiment of the present

disclosura.

f0023] Fig. 15 is a flow diagram of an example process for determining security
based on an image of the environment, in accordance with an embodiment of the

present disclosure.

DETAILED DESCRIPTION
[0024] As used herein, the term “sensitive information”, or "sensitive content”, or
‘confidential information”, or “confidential content” includes any information or content
that is either legally confidential or identified by an individual/forganization as being only

intended to be seenfviewed by the user themselves, or intended to be seenfviewed by
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any one or more other persons authorized by this user. Other terms may also be used
o refer to information or content that is either legally confidential/sensitive or identified
by an individual/organization as being only for the eyes of the user themselves, or any
one or more other persons authorized by this user. Non-limiting examples of sensitive
information include any data that could potentially be used to identify a particular
individual (e.g., a full name, Social Security number, driver's license number, bank
account number, passport number, and email address), financial information regarding
an individual/organization, information deemed confidential by the
individualforganization (e.g., contracts, sales quotes, customer contact information,
phone numbers, personal information about employees, and employee compensation

information), and information classified by a governing authority as being confidential.

[0025] A digital workspace provides an infrastruciture that empowers employees
o work from anywhere. For example, an employee can access and display data,
including sensitive information, using a computing device from any location. However,
when sensitive information is displayed, there is a risk that such displayed sensitive
information may be leaked or otherwise compromised. For example, unauthorized
persons nearby the display may be able to view the sensitive information being

displayed on the display device.

{0026] Concepts, devices, systems, and techniques are disclosed for protection
of sensitive information on a computing device based on a securily state of the
environment in which the computing device is operating {(i.e., environment of the
computing device). In embodiments, sensitive information protection is achieved by
obfuscation of the sensitive information on a display of the compuling device. The
security state of the environment may be determined from one or more mulli-
dimensional factors including, but not limited to, security of a display (i.e., monitor) or
displays of the computing device, number of displays coupled o the computing device,
and/or analysis of an image or images of the surrounding environment of the computing
device. In some embodiments, if a determination is made thatl the environment is secure

(i.e., securily state is secure), then sensitive information protection is not enabled. For

7
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example, in such cases, sensitive information may be displayed normally in
unocbfuscated form. if a determination is made that the environment is not secure (e,
security state is unsecure), then sensitive information protection may be enabled. For
example, in such cases, the sensitive information may be displayed in obfuscated form.
If the state of the environment uncertain (i.e., security state cannot be determined), a
user may be prompted {o indicate the security state of the environment, and sensitive
information protection may be enabled or not enabled be based on the security state

indicated by the user.

{00277 For example, and according to an embodiment, a user may be running
application software (or more simply an “application”) on a computing device that
displays content, which may contain (include) sensitive information, on a display of the
computing device. The computing device may be programmed or otherwise configured
{0 determine whether an application capable of screen sharing (also referred to herein
generally as a “screen sharing application”) is running on the computing device. More
specifically, in an embodiment, the computing device can determine whether a running
screen sharing application is sending data over a network. If the screen sharing
application running on the computing device is sending data over the network, the
computing device can conclude that the display of the computing device is not secure.
For example, the screen sharing application may be intentionally or inadvertently
sharing the content being displayed on the display of the computing device, thus
exposing the sensitive information to potential data loss or leakage. Since the display of
the computing device is not secure, the computing device can conclude that it is
operating in an unsecure environment {(i.e., that the environment of the compuling
device is not secure). In this case, the computing device can display the sensitive
information in obfuscated form. Sensitive information may be obfuscated, for example,
by applying an overlay with sufficient distortion effects (e.g., a black-out box), applying
a transformation, adding artifacts, and/or redaction, to prevent viewing of the sensitive
information.

[
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f0028] in some embodiments, prior to displaying sensitive information, the
computing device can determine whether there are mulliple displays coupled to the
computing device. If it is determined that multiple displays are coupled o the computing
device, the compuling device can conclude that it may be operating in an unsecure
environment and that there is a possibility that the sensitive information may be
displayed on a display that is viewable by other users (e.g., users other than the user of
the computing device). In this case, the computing device can display the sensitive
information in obfuscated form. For example, in an implementation, the computing
device can check for the number of displays upon determining that a screen sharing
application is running on the computing device. In another implemeniation, the
computing device can check for the number of displays independent of the check for a
screen sharing application running on the computing device. In any case, the computing
device can display the sensitive information in obfuscated form upon determining that

multiple displays are coupled to the computing device.

{0029] in some embodiments, prior {o displaying sensitive information, the
computing device can determine whether a large-format display is coupled {0 the
computing device. For example, use of a large-format display makes it easier for other
users (e.q., users other than the user of the computing device) to view the content that
is displayed on the large-format display. In an embodiment, the computing device can
conclude that a display coupled o the computing device is a large-format display if the
display has a screen that is at least 34 inches (i.e., a8 34 inch display). If itis determined
that a large-format display is coupled to the compuling device, the computing device
carnt conclude that it may be operating in an unsecure environment and that there is a
possibility that the sensitive information displayed may be displayed on the large-format
display and viewable by other users. In this case, the computing device can display the
sensitive information in obfuscated form.

f0030] in some embodiments, prior to displaying sensitive information, the
computing device can determine whether it is operating in a secure environment based

on analysis of an image of the environment of the computing device. For example, in an
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implementation, the computing device may include an image capture device, such as a
webcam. The computing device may be configured to capture an image of the
surrounding environment upon determining that sensitive information is about to be
displayed. The compuling device can then compare the captured image with one or
more images from a whitelist. These whitelist images may include previously taken
images of persons, objects, andfor scenes thal represent or indicate a secure
environment. In an embodiment, the computing device can conclude that itis operating
in a secure environment {i.e., the environment of the computing device is secure) if the
captured image maiches an image from the whitelist. Otherwise, if the captured image
does not match any of the images from the whitelist (2.¢., the capiured image includes
an object or objects that is not present in the whilelist images), the computing device
can conclude that the security state of the environment of the computing device is
uncertain. In this case, the computing device can display a warning message informing
of the potential for data loss or leak of displayed sensitive information. In an
implementation, the computing device may alse prompt a user to specify the security
state of the environment (i.e., indicate whether the environment is secure or unsecure).
The computing device can then display sensitive information in normal form (ie.,
unobfuscated form) or in obfuscated form based on the securily stale indicated by the

user.

[0031] in an implementation, the computing device can capture an image of the
environment and compare the captured image with one or more whitelist images {0
determine the security state of the environment upon determining that a screen sharing
application is running on the computing device. In another impiementation, the
computing device can capture an image of the environment and compare the captured
image with whitelist images {o determine the security state of the environment
independent of the check for screen sharing application running on the computing
device. In any case, if the comparison of the image with whitelist images fails to indicate
that the computing device is running in a secure environment, the computing device can
display a waming message and prompt a user {o indicate the security state of the

environment prior to the display of sensitive information on a display of the computing
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device. These and other advantages, variations, and embodiments will be apparent in

light of this disclosure.

f0032] Referring now to Fig. 1, shown is an illustrative network environment 101
of computing devices in which various aspecis of the disclosure may be implemented,
in accordance with an embodiment of the present disclosure. As shown, environment
101 includes one or more client machines 102A-102N, one or more remote machines
106A-106N, one or more networks 104, 104’ and one or more appliances 108 installed
within environment 101. Client machines 102A-102N communicate with remote
machines 106A-106N via networks 104, 104",

f0033] in some embodiments, clieni machines 102A-102N communicate with
remote machines 106A-106N via an intermediary appliance 108, The illustrated
appliance 108 is positionad between networks 104, 104’ and may also be referred {o as
a network interface or gateway. in some embodiments, appliance 108 may operale as
an application delivery controller {(ADC) to provide clients with access to business
applications and other data deployed in a datacenter, a cloud computing environment,
or delivered as Software as a Service (Saal) across a range of client devices, and/or
provide other funclionality such as load balancing, etc. In some embodiments, multiple
appliances 108 may be used, and appliance(s) 108 may be deployed as part of network
104 and/or 104,

[0034] Client machines 102A-102N may be generally referred to as client
machines 102, local machines 102, clients 102, client nodes 102, client computers 102,
client devices 102, computing devices 102, endpoints 102, or endpoint nodes 102.
Remote machines 106A-106N may be generally referred to as servers 106 or a server
farm 106. In some embodiments, a client device 102 may have the capacity to function
as both a client node seeking access 1o resources provided by server 106 and as a
server 106 providing access to hosted resources for other client devices 102A-102N.
Networks 104, 104’ may be generally referred {0 as a network 104, Networks 104 may

be configured in any combination of wired and wireless networks.

9
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{0035] Server 108 may be any server type such as, for example: a file server; an
application server; a web server, a proxy server; an appliance; a network appliance; a
gateway, an application gateway, a gateway server, a virtualization server, a
deployment server; a Secure Sockets Layer Virtual Private Network (SSL VPN) server;
a firewall, a web server; a server execuling an active directory; a cloud server; or a
server executing an application acceleration program that provides firewall functionality,

application functionality, or load balancing functionality.

{0038] Server 106 may execute, operaie or otherwise provide an application that
may be any one of the following: soflware; a program, executable instructions; a virfual
maching; a hypervisor, a web browser, a web-based client; a clieni-server application,
a thin-client computing client; an ActiveX control; a Java applet; software related to voice
over intemet profocol (VoiP) communications like a soft IP {elephone; an application for
streaming video andfor audio;, an application for facilitating reallime-data
communications; a HTTP dlient; a FTP dient; an Oscar client; a Telnet client; or any
other set of executable instructions.

[0037] in some embodiments, server 106 may execule a remote presentation
services program or other program that uses a thin-client or a remote-display protocol
to capture display output generated by an application execuling on server 1068 and
transmit the application display ouiput to client device 102.

f0038] in yet other embodiments, server 106 may execute a virtual machine
providing, to a user of client device 102, access to a computing environment. Client
device 102 may be a virtual machine. The virtual machine may be managed by, for
example, a hypervisor, a virtual machine manager (VMM), or any other hardware

virtualization technique within server 106.

00391 in some embodiments, network 104 may be: a local-area network (LAN);

a metropolitan area network {(MAN);, a wide area network (WAN), a primary public

16
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network; and a primary private network. Additional embodiments may include a network
104 of mobile telephone networks that use various protocols to communicate among
mobile devices. For short range communications within a wireless local-area network
(WLAN), the protocols may include 802.11, Blugtooth, and Near Field Communication
{(NFC).

00407 Fig. 2 is a block diagram illustrating selective components of an illustrative
computing device 100 in which various aspects of the disclosure may be implemented,
in accordance with an embodiment of the present disclosure. For instance, client
devices 102, appliances 108, and/or servers 106 of Fig. 1 can be substantially similar to
computing device 100. As shown, computing device 100 includes one or more
processors 103, a volatile memory 122 {e.g., random access memory (RAM}), a non-
volatile memory 128, a user interface (Ul 123, one or more communications interfaces

118, and a communications bus 150.

{0041] Non-volatile memory 128 may include: one or more hard disk drives
(HDDs) or other magnetic or optical storage media;, one or more solid state drives
(550s), such as a flash drive or other solid-state storage media; one or more hybrid
magnetic and solid-state drives; and/or one or more virtual storage volumes, such as a
cloud storage, or a combination of such physical storage volumes and virtual storage

volumes or arrays thereof.

10042] User interface 123 may include a graphical user interface (GU!) 124 (e.g.,
a touchscreen, a display, etc.) and one or more input/output (/Q) devices 126 (e.q., a
mouse, a keyboard, a microphone, one or more speakers, one or more cameras, ong
or more biomelric scanners, one or more environmental sensors, and one or more

accelerometers, etc.).

f0043] Non-volatile memory 128 stores an operating system 115, one or more
applications 116, and data 117 such that, for example, computer instructions of

operating system 115 and/or applications 116 are executed by processor(s) 103 out of
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volatile memory 122. In some embodiments, volatile memory 122 may include ong or
more types of RAM and/or a cache memory that may offer a faster response time than
a main memory. Data may be entered using an input device of GUI 124 or received from
O device(s) 126. Various elements of computing device 100 may communicate via

communications bus 150,

i0044] The illustrated computing device 100 is shown merely as an illustrative
client device or server and may be implemented by any computing or processing
environment with any type of machine or set of machines that may have suitable
hardware and/or sofiware capable of operating as described herein.

{0045] Processor(s; 103 may be implemented by one or more programmabie
processors to execute one or more executable instructions, such as a computer
program, to perform the functions of the system. As used herein, the term “processor”
describes circuitry that performs a function, an operation, or a seguence of operations.
The function, operation, or seguence of operations may be hard coded into the circuitry
or soft coded by way of instructions held in @ memory device and execuled by the
circuitry. A processor may perform the function, operation, or sequence of operations

using digital values and/or using analog signais.

{0046] in some embodiments, the processor can be embodied in one or more
application specific integrated circuits (ASICs), microprocessors, digital signal
processors (DSPs), graphics processing units (GPUs), microcontroliers, field
programmable gate arrays (FPGAs), programmable logic arrays (PLAS), multi-core

processors, or general-purpose computers with associated memory.

f0047] Processor 103 may be analog, digital or mixed signal. In some
embodiments, processor 103 may be one or more physical processors, or one or more
virtual (e.g., remotely located or cloud computing environment) processors. A processor

including multiple processor cores and/or multiple processors may provide functionality
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for parallel, simultaneous execution of instructions or for paraliel, simulianeous

execution of one instruction on more than one piece of data.

10048] Communications interfaces 118 may include one or more interfaces to
enable computing device 100 to access a computer network such as a Local Area
Network (LAN), a Wide Area Network (WAN), a Personal Area Network (PAN), or the
Internet through a variety of wired and/or wireless connections, including celiular

connections.

{0049] in described embodiments, computing device 100 may execute an
application on behalf of a user of a client device. For example, computing device 100
may execute one or more virtual machines managed by a hypervisor. Each virtual
machine may provide an execution session within which applications execute on behalf
of a user or a client device, such as a hosted desktop session. Computing device 100
may also execuie a terminal services session to provide a hosted deskiop environment.
Computing device 100 may provide access to a remote computing environment
including one or more applications, one or more deskiop applications, and one or more

deskiop sessions in which one or more applications may execuie.

{0050] Referring to Fig. 3, a cloud computing environment 300 is depicted, which
may aiso be referred {0 as a cloud environment, cloud computing or cloud network.
Cloud computing environment 300 can provide the delivery of shared computing
services andfor resources to multiple users or tenants. For example, the shared
resources and services can include, but are not limited o, networks, network bandwidth,
servers, processing, memory, storage, applications, virtual machines, databases,

software, hardware, analylics, and intelligence.

f0051] in cloud computing environment 300, one or more clients 102a-102n (such
as those described above) are in communication with a cloud network 304. Cloud
network 304 may include back-end platforms, e.g., servers, storage, server farms or

data centers. The users or clients 102a-102n can correspond to a single
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organizationftenant or mullipie organizationsfienants. More particularly, in one
Hlustrative implementation, cloud computing envirenment 300 may provide a private
cloud serving a single organization (e.q., enterprise cloud). in ancther example, cloud
computing environment 300 may provide a community or public cloud serving multiple
organizationsftenants.

0052] in some embodiments, a gateway appliance(s) or service may be utilized
o provide access to cloud computing resources and virtual sessions. By way of
example, Citrix Gateway, provided by Cilrix Systems, Inc., may be deployed on-
premises or on public clouds o provide users with secure access and single sign-on to
virtual, SaaS and web applications. Furthermore, to protect users from web threats, a
gateway such as Citrix Secure Web Gateway may be used. Citrix Secure Web Gateway

uses a cloud-based service and a local cache to check for URL reputation and category.

{0053] in stil further embodiments, cloud computing environment 300 may
provide a hybrid cloud that is a combination of a public cloud and a private cloud. Public
clouds may include public servers that are maintained by third parties to clients 102a-
102n or the enterpriseflenant. The servers may be located off-site in remole

geographical locations or otherwise.

{0054] Cloud computing environment 300 can provide resource pooling to serve
muiltiple users via clients 102a-102n through a multi-tenant environment or multi-tenant
model with different physical and virtual resources dynamically assigned and reassigned
responsive to different demands within the respective environment. The multi-lenant
environment can include a system or architeciure that can provide a single instance of
software, an application or g software application to serve muitiple users. In some
embodiments, cloud computing environment 300 can provide on-demand self-service to
unilaterally provision computing capabilities {e.g., server time, network siorage) across
a network for multiple clients 102a-102n. By way of example, provisioning services may
be provided through a sysiem such as Citrix Provisioning Services (Citrix PVS). Citrix

PVS is a software-streaming technology that delivers patches, updates, and other
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cortfiguration information to multiple virtual deskiop endpoints through a shared deskiop
image. Cloud computing environment 300 can provide an elasticity to dynamically scale
out or scale in response to different demands from one or more clients 102, In some
embodiments, cloud computing environment 300 can include or provide monitoring
services to monitor, control andfor generate reports corresponding io the provided

shared services and resourcas.

{0055] in some embodiments, cloud computing environment 300 may provide
cloud-based delivery of different types of cloud computing services, such as Sofiware
as a service (Saal) 308, Platform as a Service (PaaS) 312, infrastructure as a Service
{laaS) 316, and Deskiop as a Service (Daal) 320, for example. 1aas may refer to a user
renting the use of infrastructure resources that are needed during a specified time
period. laas providers may offer storage, networking, servers or virtualization resources
from large pools, allowing the users 1o quickly scale up by accessing more resources as
needed. Examples of (8aS include AMAZON WEB SERVICES provided by
Amazon.com, Inc., of Seatlle, Washington, RACKSPACE CLOUD provided by
Rackspace US, Inc., of San Antonio, Texas, Google Compute Engine provided by
Google Inc. of Mountain View, California, or RIGHTSCALE provided by RightScale, Inc.,

of Santa Barbara, California.

{0056] PaaS providers may offer functionality provided by 1aaS, including, e.g.,
storage, networking, servers or virtualization, as well as additional resources such as,
e.g., the operating system, middleware, or runtime resources. Examples of Paas include
WINDOWS AZURE provided by Microscft Corporation of Redmond, Washington,
Google App Engine provided by Google Inc., and HERCKU provided by Heroku, inc. of

San Francisco, California.

f0087] SaaS providers may offer the resources that PaaS provides, including
storage, networking, servers, virtualization, operating system, middleware, or runtime
resources. in some embodiments, SaaS providers may offer additional resources

including, e.g., data and application resources. Examples of SaaS include GOOGLE
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APPS provided by Google Inc., SALESFORCE provided by Salesforce.com inc. of San
Francisco, California, or OFFICE 385 provided by Microsoft Corporation. Examples of
Saas may also include data storage providers, e.g. Citrix ShareFile from Citrix Systems,
DROPBOX provided by Dropbox, Inc. of San Francisco, California, Microsoft
SKYDRIVE provided by Microsoft Corporation, Google Drive provided by Google Inc.,
or Apple ICLOUD provided by Apple Inc. of Cupertino, California.

10058] Similar to SaaS, Daad (which is also known as hosted desktop services)
is a form of virtual desktop infrastructure (VD) in which virtual deskiop sessions are
typically delivered as a cloud service along with the apps used on the virtual deskiop.
Citrix Cloud from Citrix Systems is one example of a DaaS delivery platform. DaaS
delivery platforms may be hosted on a public cloud computing infrastructure such as
AZURE CLOUD from Microsoft Corporation of Redmond, Washington {(herein “Azure”),
or AMAZON WEB SERVICES provided by Amazon.com, Inc., of Seatlle, Washington
(herein "AWS"), for example. In the case of Citrix Cloud, Citrix Workspace app may be
used as a single-entry point for bringing apps, files and deskiops together (whether on-

premises or in the cloud) to deliver a unified experience.

[0059] Fig. 4A is a block diagram of an illustrative system 400 in which one or
more resource management services 402 may manage and streamiine access by one
or more clients 202 {o one or more resource feeds 406 (via one or more gateway
services 408) and/or one or more software-as-a-service (5aal) applications 410. In
particular, resource management service(s) 402 may employ an identity provider 412 to
authenticate the identity of a user of a client 202 and, following authentication, identify
one of more resources the user is authorized (o access. inresponse o the user selecting
one of the identified resources, resource management service(s) 402 may send
appropriate access credentials {o the requesting client 202, and the requesting client
202 may then use those credentials to access the selecled resource. For resource
fead(s) 406, client 202 may use the supplied credentials {0 access the selecled resource
via gateway service 408. For Saal application(s) 410, client 202 may use the credentials

{0 access the selected application directly.
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{0080] Client(s) 202 may be any type of computing devices capable of accessing
resource feed(s) 406 and/or Saa$S application(s) 410, and may, for example, include a
variety of deskiop or laptop computers, smartphones, tablets, etc. Resource feed{s) 406
may inciude any of numerous resource types and may be provided from any of
numerous locations. In some embodiments, for example, resource feed(s) 406 may
include one or more systems or services for providing virtual applications and/or
deskiops to client(s) 202, one or more file repositories and/or file sharing systems, one
or more secure browser services, one or more access control services for SaaS
applications 410, one or more management services for local applications on client(s)
202, one or more internet enabled devices or sensors, elc. Each of resocurce
management service(s) 402, resource feed(s) 406, gateway service(s) 408, Saad
application{s) 410, and identity provider 412 may be located within an on-premises data
center of an organization for which system 400 is deployed, within one or more cloud
computing environments, or elsewhere.

[0061] Fig. 4B is a block diagram showing an illustrative implementation of
system 400 shown in Fig. 4A in which various resource management services 402 as
well as gateway service 408 are located within a cloud computing environment 414, The
cloud computing environment may, for example, include Microsoff Azure Cloud, Amazon
Web Services, Google Cloud, or IBM Cloud.

f0062] For any of Hlustrated components (other than client 202) that are not based
within cloud computing environment 414, cloud connectors (not shown in Fig. 4B) may
be used to interface those components with cloud computing environment 414, Such
cloud conmnectors may, for example, run on Windows Server instances hosted in
resource locations and may create a reverse proxy to route traffic between the site(s)
and cloud computing environment 414, In the illusirated example, the cloud-based
resource management services 402 include a client interface service 416, an identity
service 418, a rescurce feed service 420, and a single sign-on service 422. As shown,

in some embodiments, client 202 may use a resource access application 424 to
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communicate with client interface service 416 as well as {o present a user interface on
client 202 that a user 426 can operate {0 access resource feed(s) 406 and/or SaalS
application{s) 410. Resource access application 424 may either be installed on client
202 or may be executed by client interface service 416 (or elsewhere in system 400)
and accessed using a web browser (nof shown in Fig. 4B) on client 202.

i0063] As explained in more detail below, in some embodiments, resource access
application 424 and associaled components may provide user 426 with a personalized,
all-in-one interface enabling instant and seamless access to all the user's Saas and web
applications, files, virtual Windows applications, virtual Linux applications, deskiops,
mabile applications, Citrix Virtual Apps and Deskiops™ local applications, and other

data.

{0064] When resource access application 424 is launched or otherwise accessed
by user 426, client interface service 416 may send a sign-on request to identity service
418. In some embodiments, identity provider 412 may be located on the premises of the
organization for which system 400 is deployed. Identily provider 412 may, for example,
correspond to an on-premises Windows Active Direclory. In such embodiments, identity
provider 412 may be connected {o the cloud-based identity service 418 using a cloud
connector (not shown in Fig. 4B8), as described above. Upon receiving a sign-on requast,
identity service 418 may cause resource access application 424 (via client interface
service 418) to prompt user 426 for the user's authentication credentials (e.q., usermmame
and password). Upon receiving the user's authentication credentials, client interface
service 416 may pass the credentials along to identity service 418, and identity service
418 may, in turmn, forward them to identily provider 412 for authentication, for example,
by comparing them against an Active Direclory domain. Once identity service 418
receives confirmation from identity provider 412 that the users identity has been
properly authenticated, client interface service 416 may send a request to resource feed
service 420 for a list of subscribed resources for user 426.
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f0065] in other embodiments (not ilustrated in Fig. 4B), identity provider 412 may
be a cloud-based identity service, such as a Microsoft Azure Aclive Directory. in such
embodiments, upon receiving a sign-on request from client interface service 416,
identity service 418 may, via client interface service 416, cause client 202 to be
redirected {o the cloud-based identity service {o complete an authentication process.
The cloud-based identity service may then cause client 202 to prompt user 426 to enter
the user's authentication credentials. Upon determining the user's identity has been
properly authenticated, the cloud-based identity service may send a message o
resource access application 424 indicating the authentication attempt was successful,
and resource access application 424 may then inform client interface service 416 of the
successfully authentication. Once identiity service 418 receives confirmation from client
interface service 416 that the user's identity has been properly authenticated, client
interface service 416 may send a request 1o resource feed service 420 for a list of

subscribed resources for user 426.

{00686] For each configured resource feed, resource feed service 420 may
request an identity token from single sign-on service 422, Resource feed service 420
may then pass the feed-specific identity tokens it receives to the points of authentication
for the respective resource feeds 406, Each resource feed 406 may then respond with
a list of rescurces configured for the respeclive identity. Resource feed service 420 may
then aggregate all items from the different feeds and forward them to dlient interface
service 416, which may cause resource access application 424 o present a list of
available resources on a user interface of client 202. The list of available resources may,
for example, be presenied on the user interface of client 202 as a set of seleciable icons
or other elements corresponding 1o accessible resources. The resources so identified
may, for example, include one or more virtual applications and/or deskiops {(e.g., Citrix
Virtual Apps and Deskiops™, VMware Horizon, Microsoft RDS, elc.), one or more file
repositories and/or file sharing systems (2.¢., Sharefile®, one or more secure browsers,
one or more internet enabled devices or sensors, one or more local applications instalied
on client 202, and/or one or more SaaS applications 410 to which user 426 has

subscribed. The lists of local applications and SaaS applications 410 may, for example,
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be supplied by resource feeds 408 for respective services thal manage which such
applications are {0 be made available {o user 426 via resource access application 424.
Examples of Saas applications 410 that may be managed and accessed as described
herein include Microsoft Office 365 applications, SAP SaaS applications, Workday

applications, etc.

0067} For resources other than local applications and SaaS application(s) 410,
upon user 426 selecting one of the listed available resources, resource access
application 424 may cause client interface service 4186 to forward a request for the
specified resource to resource feed service 420, Inresponse to receiving such a request,
resource feed service 420 may reguest an identity {oken for the corresponding feed from
single sign-on service 422. Resource feed service 420 may then pass the identity token
received from single sign-on service 422 to client interface service 416 where a launch
ticket for the rescurce may be generated and sent {o resource access application 424.
Upon receiving the launch ticket, resource access application 424 may initiate a secure
session to gateway service 408 and preseni the launch ticket. When gateway service
408 is presented with the faunch ticket, it may initiate a secure session to the appropriate
resource feed and present the identity token o that feed to seamlessly authenticate user
426. Once the session initializes, client 202 may proceed o access the selecled

resource.

f0068] When user 426 selects a local application, resource access application
424 may cause the selected local application o launch on client 202, When user 426
selects SaaS application 410, resource access agpplication 424 may cause client
interface service 416 request a one-time uniform resource locator (URL) from gateway
service 408 as well a preferred browser for use in accessing SaasS application 410. After
gateway service 408 reiurns the one-time URL and identifies the preferred browser,
client interface service 416 may pass that information along to resource access
application 424, Client 202 may then launch the identified browser and iniliate a
connection to gateway service 408. Gateway service 408 may then request an assertion

from single sign-on service 422 Upon receiving the assertion, gateway service 408 may
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cause the identified browser on client 202 to be redirected to the logon page for identified
SaaS application 410 and present the assertion. The SaaS may then contact gateway
service 408 to validate the assertion and authenticaie user 426. Once the user has been
authenticated, communication may occur directly between the identified browser and
the selected Saas application 410, thus allowing user 426 to use client 202 to access

the selected SaaSs application 410.

f0069] in some embodiments, the preferred browser identified by gateway service
408 may be a specialized browser embedded in rescurce access application 424 (when
the resource application is installed on client 202) or provided by one of the resource
feeds 406 (when resource application 424 is located remotely), e.g., via a secure
browser service. In such embodimenis, SaaS applications 410 may incorporate
enhanced security policies to enforce one or more restrictions on the embedded
browser. Examples of such policies inciude (1) requiring use of the specialized browser
and disabling use of other local browsers, (2) restricting dlipboard access, e.qg., by
disabling cut/copy/paste operations between the application and the clipboard, (3)
restricting printing, e.¢., by disabling the abilily to print from within the browser, (3)
resiricting navigation, e.g., by disabling the next and/or back browser butions, (4}
resiricting downloads, e.g., by disabling the ability to downioad from within the Saal8
application, and (5} displaying watermarks, e.g., by overlaying a screen-based
watermark showing the username and [P address associated with client 202 such that
the watermark will appear as displayed on the screen if the user tries to print or take a
screenshot. Further, in some embodiments, when a user selects a hyperlink within a
SaaS application, the specialized browser may send the URL for the link to an access
control service {e.q., implementead as one of the resource feed(s) 408) for assessment
of its security risk by a web fillering service. For approved URLs, the specialized browser
may be permitied {0 access the link. For suspicious links, however, the web filtering
service may have client inferface service 416 send the link {0 a secure browser service,
which may start a new virtual browser session with client 202, and thus allow the user

to access the potentially harmful linked content in a safe environment.
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f0070] in some embodiments, in addition to or in lieu of providing user 426 with a
list of resources that are available 10 be accessed individually, as described above, user
426 may instead be permitied to choose t0 access a streamlined feed of event
notifications and/or available actions that may be taken with respect to evenis that are
automatically deteclted with respect to one or more of the resources. This streamlined
resource activity feed, which may be customized for each user 426, may allow users to
monitor important activity involving all of their resources—SaaS applications, web
applications, Windows applications, Linux applications, deskiops, file repositories and/or
file sharing systems, and other data through a single interface, without needing to switch
context from one resource to another. Further, event notifications in a resource activity
feed may be accompanied by a discrete set of user-interface elements, e.qg., “approve”
‘deny,” and "see more detail” buttons, allowing a user {o take one or more simple actions
with respect to each event right within the user’s feed. In some embodiments, such a
streamiined, intelligent resource activity feed may be enabled by one or more micro-
applications, or “microapps,” that can interface with underlying associated resources
using APls or the like. The responsive actions may be user-initiated actlivities that are
taken within the microapps and that provide inputs {o the underlying applications through
the API or other interface. The actions a user performs within the microapp may, for
example, be designed to address specific common problems and use cases quickly and
easily, adding to increased user productivity (e.q., request personal time off, submit a
help desk ticket, efc). In some embodiments, notifications from such eveni-driven
microapps may additionally or alternatively be pushed to clients 202 to notify user 426
of something that requires the user's atlention (e.g., approval of an expense report, new

course available for registration, etc.).

f0071] Fig. 4C is a block diagram similar to that shown in Fig. 4B but in which the
available resources (e.g., Saas applications, web applications, Windows applications,
Linux applications, deskiops, file repositories andfor file sharing systems, and other
data) are represented by a single box 428 labeled “systems of record,” and further in
which several different services are included within the resource management services

block 402. As explained below, the services shown in Fig. 4C may enable the provision
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of a sireamlined resource aclivity feed and/or notification process for client 202. In the
example shown, in addition to client interface service 416 discussed above, the
Hiustrated services include a8 microapp service 430, a data integration provider service
432, a credential wallet service 434, an active data cache service 436, an analytics
service 438, and a notification service 440. In various embodiments, the services shown
in Fig. 4C may be employed either in addition to or instead of the different services

shown in Fig. 4B.

0072} in some embodimenis, a microapp may be a single use case made
available to users to streamiine functionality from complex enierprise applications.
Microapps may, for example, utilize APIs available within SaaS, web, or home-grown
applications allowing users to see content without needing a full launch of the application
or the need to switch context. Absent such microapps, users would need to launch an
application, navigate to the action they need to perform, and then perform the action.
Microapps may streamiine routine tasks for frequently performed actions and provide
users the ability to perform aclions within resource access application 424 without
having to launch the native application. The system shown in Fig. 4C may, for exampile,
aggregate relevant notifications, tasks, and insights, and thereby give user 426 a
dynamic productivity tocl. In some embodiments, the resource aclivity feed may be
intelligently populated by utilizing machine learning and artificial intelligence (Al}
algorithma. Further, in some implementations, microapps may be configured within
cloud computing environment 414, thus giving administrators a powerful tool to create
more productive workflows, without the need for additional infrastructure. Whether
pushed to a user or initiated by a user, microapps may provide short cuts that simplify
and streamline key tasks that would otherwise require opening full enterprise
applications. In some embodiments, out-of-the-box templates may allow administrators
with AP account permissions to build microapp solutions targeted for their needs.
Administrators may also, in some embodiments, be provided with the tools they need to
build custom microapps.
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f0073] Referring to Fig. 4C, systems of record 428 may represent the applications
and/or other resources resource management services 402 may interact with {o creste
microapps. These resources may be SaaS applications, legacy applications, or
homegrown applications, and can be hosted on-premises or within a cloud computing
environment. Connectors with out-of-the-box templates for several applications may be
provided and integration with cother applications may additionally or ailternatively be
configured through a microapp page builder. Such a microapp page builder may, for
example, connect to legacy, on-premises, and SaaS systems by creating streamiined
user workflows via microapp actions. Resource management services 402, and in
particular data integration provider service 432, may, for example, support REST AP,
JSON, OData-JSON, and 6ML. As explained in more detail below, data integration
provider service 432 may also write back to the systems of record, for example, using

QAuUth2 or a service account.

{007 4] in some embodiments, microapp service 430 may be a single-tenant
service responsible for creating the microapps. Microapp service 430 may send raw
events, pulied from systems of record 428, to analytics service 438 for processing. The
microapp service may, for example, periodically pull active data from systems of record
428.

{007 8] in some embodiments, active data cache service 436 may be single-
tenant and may store all configuration information and micreapp data. it may, for
example, utilize a per-tenant database encryption key and per-tenant dalabase

credentials.

f0078] in some embodiments, credential wallet service 434 may store encrypted
service credentials for systems of record 428 and user OAuth2 tokens.

0077} in some embodiments, data integration provider service 432 may interact
with systems of record 428 to decrypt end-user credentials and write back actions to

systems of record 428 under the identity of the end-user. The write-back actions may,
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for example, utilize a user’'s actual account to ensure all actions performed are compliant

with data policies of the application or other resource being interacted with.

f0078] in some embodiments, analytics service 438 may process the raw events
received from microapps service 430 to create targeted scored notifications and send

such notifications to notification service 440.

f0079] Finally, in some embodiments, notification service 440 may process any
notifications it receives from analytics service 438. In some implementations, notification
service 440 may store the notifications in a database to be later served in a notification
feed. In other embodiments, notification service 440 may additionally or allernatively

send the notifications out immediately o client 202 as a push notification to user 426.

{00840] in some embodiments, a process for synchronizing with systems of record
428 and generating notifications may operate as follows. Microapp service 430 may
retrieve encrypled service account credentials for sysiems of record 428 from credential
wallet service 434 and request a sync with data integration provider service 432. Data
integration provider service 432 may then decrypt the service account credentials and
use those credentials to retrieve data from systems of record 428. Data integration
provider service 432 may then stream the refrieved data {o microapp service 430
Microapp service 430 may store the received sysiems of record data in aclive data
cache service 436 and also send raw events {0 analytics service 438. Analytlics service
438 may create targeted scored notifications and send such notifications to notification
service 440, Notification service 440 may store the nolifications in a database to be later
served in a notification feed andfor may send the notifications out immediately to client

202 as a push notification to user 426.

f0081] in some embodiments, a process for processing a user-initiated action via
a microapp may operate as follows. Client 202 may receive data from microcapp service
430 (via client interface service 4106) to render information corresponding to the

microapp. Microapp service 430 may receive data from active data cache service 438
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to support that rendering. User 426 may invoke an action from the microapp, causing
resource access application 424 to send that aclion {o microapp service 430 (via client
interface service 416). Microapp service 430 may then retrieve from credential wallet
service 434 an encrypted Cauth2 token for the system of record for which the action is
to be invoked and may send the action to data integration provider service 432 together
with the encrypted Oath2 token. Data integration provider service 432 may then decrypt
the Qath2 token and write the action io the appropriate system of record under the
identity of user 428, Data integration provider service 432 may then read back changed
data from the wrilten-to system of record and send thai changed data {o microapp
service 430, Microapp service 432 may then update aclive data cache service 436 with
the updated data and cause a message to be sent to resource access application 424
(via client interface service 416) notifying user 426 that the action was successfully
completed.

[0082] in some embodiments, in addition to or in lisu of the funclionality described
above, resource management services 402 may provide users the ability 1o search for
refevant information across all files and applications. A simple keyword search may, for
example, be used to find application resources, Saa& applications, desklops, files, efc
This functionality may enhance user productivity and efficiency as application and data

sprawl is prevalent across all organizations.

f0083] in other embodiments, in addition to or in lieu of the functionality described
above, resource management services 402 may enable virtual assistance functionality
that aliows users to remain productive and take guick actions. Users may, for example,
interact with the "Virtual Assistant” and ask questions such as “What is Bob Smith's
phone number?” or “What absences are pending my approval?” Resource management
services 402 may, for example, parse these requesis and respond because they are
integrated with mulliple systems on the backend. In some embodiments, users may be
able to interact with the virtual assistance through either resource access application

424 or directly from another resource, such as Microsoft Teams. This feature may allow
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employees {0 work efficiently, stay organized, and deliver only the specific information

they're tooking for.

f0084] Fig. 5 is a flow diagram illustrating an example sensitive information
obfuscation process 500, in accordance with an embodiment of the present disclosure.
As can be seen, process 500 includes a number of phases and sub-processes, the
seqguence of which may vary from one embodiment to ancther. However, when
considered in the aggregate, these phases and sub-processes form part of an improved
sensitive information protection mechanism that is capable of protecling sensitive
information in the display of the sensitive information. Process 500 is responsive o
detected and/or observed user behavior in accordance with certain of the embodiments
disclosed herein and, in an embodiment, can be implemenied using a computer system
such as client 202 of system 400 of Figs. 4A-4C and described herein. However, the
correlation of the various functionalities shown in Fig. 5 to the specific components
Hustrated in Figs. 4A-4C is not intended to imply any structural or use limitations. Rather,
other embodiments may include, for example, varying degrees of integration wherein
certain functionalities may be effectively performed or provided by other systems,
components, or modules. For exampie, in other embodiments, process 500 can be
implemented using client device 102 of computing environment 300 of Fig. 3, wherain
content may be provided {o client device 102 by cloud computing services, such as
Saab 308 as described herein. Thus, implementation of process 500 as described
herein should not be understood as being limited {o any particular system, environment,
and/or architecture, and numerous varigtions and alternative configurations will be

apparent in light of this disclosure.

f0085] With reference to process 500 of Fig. &, user 428 may be using resource
access application 424, such as Citrix Workspace app, running on client 202 to access
SaaS applications 410, In response to user 426 interactions with resource access
application 424, SaaS applications 410 may send or cotherwise provide conient to
resource access application 424 for rendering on a display of client 202. Resource

access application 424 can then display the content based on the security stale of the
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environment in which client 202 is operating (i.e., the environment of client 202). To this
end, at 502, client 202 may detect that screen sharing is being performed on the device.
The screen sharing may be being performed by rescurce access application 424 or

another application, such as a screen sharing application, running on client 202.

f00886] At 504, client 202 may determine the security state of the environment of
client 202. In some embodiments, the security state may be determined based on multi-
dimensional factors such as the security of a display (i.e., monitor) or displays of client
202, number of displays coupled to client 202, and/or analysis of an image or images of
the surrounding environment of client 202. In some embodiments, client 202 may
conclude that the security state of the environment is not secure if any one or more of

the mulli-dimensional factors indicaie that the environment of clisnt 202 is not secure.

{0087] At 506, sensitive information protection action may be triggered on client
202 based on the security state of the environment. For example, as can be seenin Fig.
6, if the security state of the environment is determined to be secure (see reference
numeral 802 in Fig. 6), sensilive information protection is not enabled on client 202. In
this case, with respect to the display of sensilive information, no action is taken {o
obfuscate the sensitive information being displayed on a display of client 202 (see
reference numeral 804 in Fig. 6). One example of an application window including
sensitive information displayed normally in unobfuscated form is further described below
at least in conjunction with Fig. 7.

f0088] if the security state of the environment is determined o be unsecure (see
reference numeral 6086 in Fig. 8), sensilive information protection is enabled on client
202. in this case, with respect {o the display of sensitive information, the action taken
may be to obfuscate the sensitive information being displayed on a display of client 202
(see reference numeral 608 in Fig. 6). One example of an application window including
sensitive information displayed in obfuscated form is further described below at least in

corjunction with Fig. 8.
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f0089] if the security state of the environment is uncertain (see reference numeral
810 in Fig. 8), the action triggered on client 202 may be to provide a warning (see
reference numeral 612 in Fig. 6). For example, client 202 may display a warming on a
display of client 202 informing user 426 of the potential for data loss or leak if sensitive
information is displayed. In an embodiment, if the securily state is uncertain, user 426

may be also prompted fo indicate the security state of the environment.

f0090] Fig. 7 is a diagram of an example application window 700 that displays
content including sensitive information, in accordance with an embodiment of the
present disclosure. As explained above in conjunction with Fig. 6, application window
700 may be displayed on a display of client 202 upon a determination that the security
state of the environment is secure. For example, a user (e.g., user 426) may use a client
application {e.g., resource access application 424) running on client 202 {0 access an
application (e.g., SaaS application 410). In response, the accessed application may
send or otherwise provide {o the client application contents of application window 700
for rendering on the display of client 202. Prior {0 rendering the contents of application
window 700, the client application can check and determine that the security state of the

environment is secure and render application window 700 on the display of client 202.

{0091] As shown in Fig. 7, application window 700 includes notifications 702-706
among other elements. The notifications displayed in application window 700 may be a
listing of content that is accessible by the user by clicking or tapping the notifications.
To this end, the nolifications may be links {0 the content represented or identified by the
notifications. For example, as can be seen, notification 702 may be a link to a blog titled
‘Event highlights are a dlick away with the Summit-To-Go Partner Toolkit”. Notification
702 may also include information regarding the author of the blog ("Authored by:
Stephanie Tunis”), the time of the last or most recent blog entry (“2 days ago”™), and an
indication of the type of feed (e.g., symbol for RSS). Similarly, notification 704 may be a
link {0 a biog titled "Health insurance provider delivers video-based eleaming with
Citrix”, and may also include information regarding the author of the blog (“Authored by:

Valerie DiMartino”), the time of the last or most recent blog entry {*2 days ago”), and an
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indication of the type of feed (e.g., symbol for RSS). Notification 708 may be alinkto a
notification of an invoice item titled “Invoice requiring your approval”, and may include g
summary or snippet from the invoice item (“Invoice in the amount of $67,000.00 from
Xiao Zhang for services rendered”), the time of the nofification ("4 days ago”}, and

control elements to approve ("Approve” button) or reject (“Send Back”) the invoice item.

0092] in the example embodiment of Fig. 7, the content provided with
notifications 702 and 704 {(e.q., title, information regarding the author, information
regarding the last entry, summary or snippet, etc.) do not include sensitive information.
in other words, notifications 702 and 704 in application window 700 do not display
information that may be considered sensitive. In contrast, the content provided with
notification 706 includes sensitive information. For instance, specific details of the
invoice, such as the amount of the invoice {e.g., $67,000.00) and other details of the
fransaction {e.g., information identifying the provider of the service and information
describing the provided service) may be considered sensitive. However, since the
security state of the environment is determined to be secure, the client application can
render application window 700 on the display of client 202 such that the sensitive
information included in nofification 706 is viewable and not obfuscated or hidden from

view as shown in Fig. 7.

{0083] Fig. 8 is a diagram of application window 800 that displays sensitive
information in obfuscated form, in accordance with an embodiment of the present
disclosure. Many of the elements in application window 800 are similar o the elements
in application window 700 described above in conjunction with Fig. 7. Unless context
dictates otherwise, those elements in application window 800 that are labeled identically
to elements in application window 700 will not be described again for purposes of clarity.
As explained above in conjunction with Fig. 6, application window 800 may be displayed
on a display of client 202 upon a determination that the security state of the environment

is not sacure.
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[0094] in the example embodiment of Fig. 8, since the security siate of the
environment is determined {0 be not secure, the client application can render application
window 800 on the display of client 202 such that the sensitive information included in
notification 706 is obfuscated and hidden from view. For example, as shown in Fig. 8,
notification 708 may include a display element 802 that obfuscates or hides the sensitive
information of noftification 706 from view. In an example implementation, a display
element {(e.g., display element 802) that obfuscates sensitive information may include
non-sensitive information, such as non-sensitive information describing or regarding a

notification.

[0095] in some embodiments, the client application (e.g., resource access
application 424) may maintain security tags for the notifications to indicate whether a
notification includes sensitive information. For example, in an implementation, upon
receiving the notifications from the content server or provider (e.g., SaaS application
410), the client application may assign to the notifications security tags that indicate
whether the notifications include sensitive information. As shown in Fig. 9, the client
application can assign a security tag 902 to nolification 702, a security tag 804 to
notification 704, and a security tag 906 to notification 706, Although only three
notifications and corresponding securily tags are shown in Fig. 9, it will be understood
that the client application may receive and assign security tags to any number of

notifications.

{0098] Still referring to Fig. 9, the security tag may be implemenied as a “True” or
‘False” flag that indicates whether a notification includes sensitive information (e.q.,
security tag set to True) or dies not include sensitive information (e.g., security tag set
to False). In such implementations, security tag 202 may be sel to Faise o indicale that
notification 702 does not include sensitive information, security tag 904 may be set to
Faise to indicate that notification 704 does not include sensitive information, and security
tag 908 may be set to True to indicate that notification 708 includes sensitive information.
Assigning security tags to notifications in this manner allows the client application to

quickly and efficiently identify notifications that include sensitive information.
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f0087] in some embodiments, the client application may ulilize an oplical
character recognition/data loss prevention (OCR/DLP) technique or service to determine
whether a notification (e.g., content to be rendered on g display of client 202) includes
sensitive information. The notification may include content that may be in a text-based
format (e.g., textual data) or an image-based format (e.q., an image of the content). In
the case of an image, the OCR/DLP technigue or service may use optical character
recognition {OCR) to convert the image of the content to textual data it will be
appreciated that other methodsftechniques of text extraction may also be used (e.qg.,
textual data may be embedded in the content and exiracted). In any case, OQCR/DLP
technique or service may scan the content of the nofification to identify items of sensitive

information contained in the content.

10098] For example, the OCR/DLP technigue or service may scan the textual data
for certain keywords or phrases, and/or search the textual data using regular
expressions, for patterns of characters {o identify items of sensitive information
confained in the content of the notification. Non-limiting examples of sensitive
information include any data that could potentially be used {o identify a particular
individual {e.g., a full name, Social Security Number, driver's license number, bank
account number, passport number, and email address), financial information regarding
an individual/organization, and information deemed confidential by the
individual/organization (e.g., contracts, sales quotes, customer contact information,
phone numbers, personal information about employees, and employee compensation
information). Cther pattern recognition techniques may be used to identify items of

sensitive information.

10099] The OCR/DLP iechnique or service may determine the location of any
identified item of sensitive information within the content. For example, in the case of
textual content, an OCR process and/or a text extraction process of the OCR/DLP
technique or service may tag recognized words or characters in the content with location

data indicating absolute or relative (e.g., with respect to other display elements) dispiay
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position data, such as coordinates. Then, for identified items of sensitive information,
the QCR/DLF technique or service can provide to the client application, for example, a
starting and ending character location which contains the item of sensitive information.
In the case of an image, for identified items of sensitive information, the OCR/DLP
technique or service can provide {o the client application, for example, a location of a
bounding rectangle (e.g., coordinates of the four corners of the bounding rectangle) that
delineates or defines the bounds {e.g., boundary) of the identified item of sensitive
information. In any case, the client application can then locate the sensitive information
in the content of the notification and obfuscate the display of the sensitive information,
as appropriate (e.g., in cases where the security state of the environment is determined

to be not secure).

{00100} in some embodiments, the client application may determine whether a
notification includes sensitive information based on the application or type of application
that is providing the notification. For example, the client application may maintain a list
of applications or types of applications that are likely to provide notifications that include
sensitive information, such as accounting applications, finance applications, product
design applications, project management applications, and authentication applications,
o name a few examples. Then, if a notification is from or otherwise provided by an
application or type of application that is in the list, the client application can identify the

notification as including sensitive information.

001013 in some embodiments, the notifications may include an indication as o
whether it includes sensitive information. For instance, an application {e.g., content
provider or service} that is providing to the client application a notification can provide
withh the nolification an indication as to whether the nolification includes sensitive
information.

001023 in some embodiments, and referring now to Fig. 10, resource access

application 424 may be implemented as a native application on client 202, In such an

implementation, as can be seen in Fig. 10, resource access application 424 on client
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202 may include an environment monitor plugin 1002 that is configured to maintain the
security tags for the notifications of resource access application 424. For example, in an
implementation, upon receiving the notifications, environment monitor plugin 1002 can
assign to the notifications security tags that indicate whether the corresponding
notifications include sensitive information.

00103} Environment monitor plugin 1002 may request services of the underlying
operating system (e.g., the operaling system of client 202) using a library or API
supported by the operating system. For example, environment monitor plugin 1002 may
be configured to utilize such library or APl of the underlying operating system t{o
determine a security state of the environment of client 202. To this end, environment
monitor plugin 1002 can ulilize the library or API of the operating system to deiermine
what processes are running on dlient 202, determine what network communication is
being performed, determine the number of displays coupled to client 202 as well as
other configuration information, and trigger operation of a recording means of client 202.
Environment monitor plugin 1002 may also be configured to perform or not perform the
sensitive information protection action on client 202 as variously described hereain.

{00104} in some embodiments, and referring now {o Fig. 11, resocurce access
application 424 may be implemented as a Chromium-based application, such as a
Chromium browser. In such an implementation, as can be seen in Fig. 11, resource
access application 424 on client 202 may include an environment monitor extension
1102 that is configured to maintain the security tags for the notifications of resource
access application 424, Environment monitor extension 1102 may also be configured {o
perform or not perform the sensitive information protection action on client 202 based

on the security state of the environment as varicusly described herein.

{00105} However, since it is implemented as a Chromium-based application,
resource access application 424 and, more specificaily, environment monitor extension
1102, is prevented from directly accessing the underlying operating system. As a result,

environment monitor extension 1102 is not able o determine a security state of the
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environment by ulilizing a library or AP of the underlying operating system. To this end,
as shown in Fig. 11, client 202 includes an environment monitor service 1104 that is
configured o determine a security state of the environment of client 202, For example,
environment monitor service 1104 may be implemented as a native application on client
202, which allows environment monitor service 1104 to access the underlying operating
system. Environment monitor service 1104 may provide a communication mechanism
{e.q., inter-process communication) through which environment monitor extension 1102
can communicate with environment monitor service 1104 {o defermine a security siate

of the environment of client 202.

{00106} Fig. 12 is a flow diagram of an example process 1200 for defermining a
security state of an environment, in accordance with an embodiment of the present
disclosure. Example process 1200, and example processes 1300, 1400, and 1500
further described below, may be implemented or used within a computing environment
or system such as those disclosed above at least with respect to Fig. 2, Fig. 3, and/or
Figs. 4A-4C. For example, in some embodiments, the operations, functions, or actions
fiustrated in example process 1200, and example processes 1300, 1400, and 1500
further described below, may be stored as computer-executable instructions in a
computer-readable medium, such as volatile memory 122 and/or non-volatiie memory
128 of computing device 100 of Fig. 2 (e.g., compuler-readable medium of client
machines 102 of Fig. 1, client machines 102a-102n of Fig. 3 and/or clients 202 of Figs.
4A-4C). In some embodiments, example process 1200, and example processes 1300,
1400, and 1500 further described below, may be implemented by application software,
such as resource access application 424, which may run on a suitable computing device,
such as computing device 100 of Fig. 2, client machines 1028-102n of Fig. 3, and/or
clients 202 of Figs. 4A-4C. For example, the operations, functions, or actions described
in the respective blocks of example process 1200, and example processes 1300, 1400,
and 1500 further described below, may be implementead by applications 116 andfor data
117 of computing device 100,
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001073 With reference to Fig. 12, process 1200 may be initiated by a client
application {e.q., resource access application 424) running on a client device (e.q., client
202} to determine the security staie of the environment of the client device. For example,
a user {e.g., user 426) may use the client application 1o access a compuling resource
{e.g., SaaS application 410). The accessed computing rescurce may send or otherwise
provide o the client application a page for rendering on a display of the client device.
{Upon receiving the page for rendering on the display of the client device, the client
application can check to determine the securily state of the environment. in some
embodiments, while running on the client device, the client application may continually
and/or periodicaily determine the security siate of the environment (i.e., check its

environment).

{00108} Al 1202, the client application can check the security of the display or
displays of the client device. Determining the security of the display or displays of the
client device is further described below at least in conjunction with Fig. 13

{00109} At 1204, the client application can check {o determine whether the security
of the display or displays of the client device is secure. If a determination is made that
the display or displays is not secure, then, at 1208, the client application can conclude
that the security state of the environment is not secure. Upon determining that the
security state of the environment is not secure, the client application can enable
sensitive information protection on the client device. Frocess 1200 may then end.

001101 Otherwise, if a determination is made that the display or displays is secure,
then, at 1208, the client application can check the security based on the number of
displays of the client device. Determining the security based on the number of displays
of the client device is further described below at least in conjunction with Fig. 14,

00111} At 1210, the client application can check {o determine whether the number

of displays of the client device indicate that the displays of the client device are secure.

If a determination is made that the number of displays of the client device indicate that
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the displays are not secure, then, at 12086, the client application can conclude that the
security state of the environment is not secure. Upon determining that the security state
of the environment is not secure, the client application can enable sensitive information

protection on the client device. Process 1200 may then end.

00112} Otherwise, if a determination is made that the number of displays of the
client device indicate that the displays are secure, then, at 1212, the dlient application
can check the security based on an image of the environment. Determining the security
based on an image of the environment is further described below at least in conjunction
with Fig. 15.

00113} At 1214, the client application can check to determine whether the image
of the environment indicate that the environment is secure. If a determination is made
that the image of the environment indicates that the environment is not secure, then, at
1206, the client application can conclude that the security state of the environment is
not secure. Upon determining that the security state of the environment is not secure,
the client application can enable sensitive information protection on the client device.

Process 1200 may then end.

{00114} Otherwise, if a determination is made that the image of the environment
indicates that the environment is secure, then, at 1216, the client application can
conclude that the security state of the environment is secure. Since the environment is
determined to be secure, the client application need not enable sensitive information

protection on the client device. Process 1200 may then end.

00115} Fig. 13 is a flow diagram of an example process 1300 for determining
security of displays of a client device, in accordance with an embodiment of the present
disclosure. Process 1300 may be initiated and, at 1302, the client application can update
a list of screen sharing applications. In an implementation, applications having the ability
to screen share, such as GoToMeeling™, Zoom, WeChat®, SLACK®, and Skype®, to

name a few examples, may be maintained in a configuration file on or accessible by the
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client device. For example, a user, such as a system administrator or other authorized
user, may specify the names of such screen sharing applications in a configuration file.
Additionally or alternatively, the client device may retrieve the names of such screen
sharing applications from g direciory service. In any case, the client application can
update the list of screen sharing applications from the contents of the configuration file.

00116} Al 1304, the client application can identify the screen sharing applications
in the list of screen sharing applications that are installed on the client device. Note that
the updated list of screen sharing applications allows the client application to efficiently
search for and identify the screen sharing applications that are instalied on the client
device. Thatis, the client application does not have to check the potentially large number
of applications that may be installed on the cdlient device {0 determine whether an
installed application is a screen sharing application. Rather, the client application can
just check to determine whether a screen sharing application in the list of screen sharing

applications is installed on the client device.

001171 At 1308, the client application can identify the installed screen sharing
applications that are running on the client device. The identified running screen sharing
applications are the applications capable of sharing the contents that are being rendered

on a display of the client device.

00118} Al 1308, the client application can monitor the poris {e.¢g., communication
endpoints or processes) of the screen sharing applications running on the client device.
The client application can monitor the poris to determine whether data is being sent
across or via the ports and onto a network, for example. For instance, if data is being
sert across or via the ports, it may be the case that a screen sharing application that is
running on the cdlient device is sharing its screen (e.g., sharing the contents being

displayed on the display or displays of the client device).

00119} Al 1310, the client application can delermine whether data is being

communicated across or via the ports that are being monitored. If no data is being
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communicated across or via the monitored ports, then, at 1312, the client application
can conclude that the display or displays of the client device is secure. In this case, since
data is not being communicaied across or via the poris of the screen sharing application
that are running on the client device, these screen sharing applications are not
performing any screen sharing. Since the screen sharing applications running on the
client device are not performing screen sharing, the display or displays of the computing

device can be considered secure. Process 1300 may then end.

100120} Otherwise, if data is being communicaied across or via the monitored
ports, then, at 1314, the client application can conclude that the display or displays of
the client device is not secure. The displays of the computing device is not secure since
the screen sharing applications that are running on the client device may be sending the
contents displayed on a display of the client device over the network. Process 1300 may

then end.

00121} in some embodiments, a rate of data transfer across or via a port of a
screen sharing application may be compared against a data transfer threshold. if the
data transfer rate or amount exceeds the data transfer threshold, the client application
can conclude that the screen sharing application is performing screen sharing (i.e., that
the screen sharing application is sharing a screen). in an embaodiment, the data transfer
threshold may be set based on historical data transfer data of prior instances of the
screen sharing application or the same type of screen sharing application. For example,
the data transfer rates or amounts performed by past instances of the screen sharing
application may be monitored, and the data transfer threshold may be set {o a mean or
average of the monitored data transfer rates or amounts. In some embodiments, a data
transfer threshold for a screen sharing application may be specified by an authorized
user, such as a system administraior. Note that data transfer thresholds may be
specified for the various screen sharing applications that are installed on the client
device.
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00122} Fig. 14 is a flow diagram of an example process 1400 for determining
security based on number of displays of a dlient device, in accordance with an
embodiment of the present disclosure. Process 1400 may be initialed and, at 1402, the
client application can determine the number of monitors that are coupled to the dlient
device. Here, the check is {0 determine whether the user is using a multi-monitor setup
(i.e., the client device is coupled to multiple displays), which may present a security risk

with respect to contents that are displayed on the displays of the client device.

00123} Al 1404, the client application can check to determine whether the number
of displays is larger than one (i.e., checks {o determine whether there are mulliple
displays). If there is one display coupled to the client device, then, at 1406, the client
application can conclude, at least based on the number of displays of the client device,

that the environment is secure. Process 1400 may then end.

{00124} Otherwise, if there are multiple displays coupled to the client device, then,
at 1408, at least based on the number of displays of the client device, that the

environment is not secure. Process 1400 may then end.

{00125} in some embodiments, the client application may conclude that the
security state of the environment is uncertain (i.e., cannot be determined) if a
determination is made that there are mulliple displays. In an embodiment, upon
concluding that the security state of the environment is uncertain, the cliert application
may provide o the user a dialog requesting that the user specify whether the

environment is secure or not sscure.

00126} Fig. 15 is a flow diagram of an example process 1500 for determining
security based on an image of the environment, in accordance with an embodiment of
the present disclosure. Frocess 1500 may be initiated and, at 1502, the client application
can cause the client device o capture an image of the environment surrounding or about

the computing device. For example, in an implementation, the client application may
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trigger or request a recording means of the client device, such as a camera, webcam,

or ather suitable image capture device, to caplure an image of the environment.

001273 At 1504, the client application can compare the captured image of the
environment with whitelist images. These whitelist images may include previously taken
images of persons, objects, andfor scenes thal represent or indicate a secure

anvironment.

00128} Al 1508, the client application can check to determine whether the
capiured image of the environment matches at least one image from the whitelist
images. In some embodiments, a pixel-by-pixel comparison of the caplured image of
the environment and a whitelist image may be performed {o determine whether the
captured image matches the whitelist image. For example, in an implementation, a
maich can be declared if the number of pixels matched satisfies a match threshold (e.qg.,
more than 75% of the pixels match, more than 80% of the pixels maich, or some other

suitable threshold percentage indicative of matching images).

{00129 in some embodiments, facial recognition may be performed to determine
whether the caplured image of the environment matches a whitelist image. For exampile,
the whitelist images may include an image of a person’s face or images of people’s
faces. The captured image of the environment may also include an image of a face,
such as the face of a user using the client application. In this example, the client
application may use g suilable facial recognition application o compare selected facial
features from the captured image of the environment to facial features from the whitelist
images o determine whether the caplured image of the environment maiches a whitelist
image. The concept of facial recognition is well understood in the fields of image
processing, object recognition, machine learning, and deep neural networks and will not
be discussed in defail here. However, for purposes of this discussion, it is sufficient to
understand that the facial recognition application may operate {o identify facial features
by extracting landmarks or features (e.g., analyze the relalive position, size, andfor

shape of the eyes, nose, cheekbones, and jaw) from an image of a face in the captured
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image and compare these fesiures to features in the whitelist images to determine

whether there is a match.

001303 if & maich is found, then, at 1508, the client application can conciude, at
least based on the comparison of the capilured image of the environment with the

whitelist images, that the environment is secure. Process 1500 may then end.

001313 Otherwise, if a maich is not found, then, at 1510, the client application can
conclude that the security state of the environment is uncertain. In other words, the client
application cannot arrive at a conclusion, at least based on the comparison of the
captured image of the environment with the whitelist images, that the environment is
gither secure or not secure. At 1512, the client application can display or otherwise
provide a warning informing of the potential for data loss or leak of displayed sensitive

information.

{00132} At 1514, the client application may optionally display a dialog on the
display of the client device thal prompts the user to specify the security state of the
environment (i.e., indicate whether the environment is secure or unsecure). The client
application can then conclude that the environment is either secure or not secure based
on the security state indicated by the user. In an implementation, if the user indicates
that the environment is secure, the client application can include the captured image of
the environment in the whitelist images. Process 1500 may then end.

00133} The folliowing examples pertain to further embodiments, from which

numerous permutations and configurations will be apparent.

00134} Example 1 includes a method including: responsive to a determination, by
a computing device, that a screen sharing application is running in an unsecure
environment, identifying sensitive information included in a notification displayed within
an application window being displayed by the computing device, and obfuscating the

identified sensitive information; and responsive to a determination, by the computing
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device, that the screen sharing application is running in an uncertain environment,
providing a warning regarding a potential leak of sensitive information included in the
notification displayed within the application window being displayed by the computing

device.

00135} Example 2 includes the subject matter of Example 1, wherein the
determination that the screen sharing application is running in an unsecure environment

is based on a data communication activity of the screen sharing application.

{00136} Example 3 includes the subject matler of any of Examples 1 and 2,
wherein the determination that the screen sharing application is running in an unsecure

environment is based on a number of displays coupled to the computing device.

{00137} Example 4 includes the subject mailer of any of Examples 1 through 3,
whergin the determination that the screen sharing application is running in an unsecure
environment is based on an analysis of an image captured by a recording means
coupied to the computing device.

{00138} Example § includes the subject matler of any of Examples 1 through 4,
wherein the determination that the screen sharing application is running in an unsecure

environment is based on a size of a display of the computing device.

001393 Example € includes the subject matler of any of Examples 1 through §,

wherein identifying sensitive information is based on keyword analysis.
100140} Example 7 includes the subject matter of any of Examples 1 through 8,
wherein identifying sensitive information is based on a type of application providing the

notification.

00141} Example 8 includes the subject matter of any of Examples 1 through 7,

wherein providing a warning regarding the potential leak of sensitive information
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includes: providing a dialog requesting from a user an indication of a security state of

the environment of the computing device.

001423 Example § includes the subject matter of Example 8, further inciuding
sefting the security state of the environment based on information provided via the

dialog.

00143} Example 10 includes a system including @ memory and one or more
processors in communication with the memory and configured {o: responsive to a
determination that a screen sharing application is running in an unsecure environment,
identify sensitive information included in a notification displayed within an application
window being displayed by the system; and obfuscate the identified sensitive
information; and responsive {0 a determination that the screen sharing application is
runring in an uncertain environment, provide a waming regarding a potential leak of
sensitive information included in the notification displayed within the application window

being displayed by the system.

{00144} Example 11 includes the subject matter of Exampie 10, wherein the
determination that the screen sharing application is running in an unsecure environment

is based on a data communication activity of the screen sharing application.

00145} Example 12 includes the subject matter of any of Examples 10 and 11,
wherein the determination that the screen sharing application is running in an unsecure

environment is based on a number of displays coupled o the system.

00146} Example 13 includes the subject matter of any of Examples 10 through 12,
wherein the determination that the screen sharing application is running in an unsecure
environment is based on an analysis of an image of the environment caplured by a
recording means.
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00147} Example 14 includes the subject matter of any of Examples 10 through 13,
wherein the determination that the screen sharing application is running in an unsecure

environment is based on a size of a display of the computing device.

00148} Example 15 includes the subject matter of any of Examples 10 through 14,

wherein to identify sensitive information is based on keyword analysis.

001491 Example 16 includes the subject matier of any of Examples 10 through 15,
wherein to identify sensitive information is based on a type of application providing the

notification.

001507 Example 17 includes the subject matier of any of Examples 10 through 16,
wherein o provide a warning regarding the polential leak of sensilive information
includes: provide a dialog requesting an indication of a security state of the environment

in which the screen sharing application is running.

{00181} Example 18 includes the subject matter of Example 17, wherein the one
or more processors are further configured to set the security state of the environment

based on information provided via the dialog.

00152 Example 19 includes a method including: determining that an application
having screen share capabilily is running on a computing device,; determining a security
state of an environment of the compuling device, and, responsive {0 a determination
that the security state is unsecure, obfuscating sensitive information included in a
notification displayed within an application window being displayed by the computing

davice.

00153} Example 20 includes the subject matter of Exampie 19, wherein the
security state of the environment is based on one or more of a security of one or more
displays of the computing device, a number of displays coupled to the computing device,

and an image of an environment of the computing device.
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{00154} Example 21 includes the subject matter of any of Examples 15 and 20,
further including, responsive {0 a determination that the security state is uncertain,
providing a warning regarding a potential leak of sensitive information included in the
notification displayed within the application window being displayed by the computing

davice.

00155} Example 22 includes the subject matter of Example 21, wherein providing
a warning regarding the potential leak of sensitive information includes: providing a
diaiog requesting an indication of a security stale of the environment of the computing
device, and selting the security state of the environment based on the indication

provided via the dialog.

{00156} Example 23 includes a system including a memory and one or more
processors in communication with the memory and configured o determine that an
application having screen share capability is running on a computing device; delermine
a security state of an environment of the computing device;, and, responsive o a
determination that the securily state is unsecure, obfuscate sensilive information
included in a notification displayed within an application window being displayed by the

computing device.

00157} Example 24 includes the subject matter of Exampie 23, wherein the
security state of the environment is based on one or more of a security of one or more
displays of the computing device, a number of displays coupled to the computing device,

and an image of an environment of the computing device.

00158} Example 25 includes the subject matter of any of Examples 23 and 24,
wherein the one or more processors are further configured {o: responsive {o a
determination that the security stale is uncertain, provide a warning regarding a potential
leak of sensitive information included in the notification displayed within the application

window being displayed by the computing device.

46



WO 2021/237383 PCT/CN2020/091951

{00159 Example 26 includes the subject matter of Example 25, wherein to provide
a warning regarding the potential leak of sensitive information includes: to provide a
dialog requesting an indication of a security state of the environment of the computing
device, and 1o set the security state of the environment based on the indication provided

via the dialog.

00180} As will be further appreciated in light of this disclosure, with respect {c the
processes and methods disclosed herein, the functions performed in the processes and
methods may be implemented in differing order. Additionally or alternatively, two or more
operations may be performed at the same time or otherwise in an overlapping
contemporaneous fashion. Furthermore, the outlined actions and operations are only
provided as examples, and some of the actions and operations may be optional,
combined into fewer actions and operations, or expanded into additional aclions and
operations without detracting from the essence of the disclosed embodiments.

{00161} in the description of the various embodiments, reference is made {o the
accompanying drawings identified above and which form a part hereof, and in which is
shown by way of illustralion various embodiments in which aspecis of the concepts
described herein may be practiced. it is to be undersiood that other embodiments may
be utilized, and structural and funclional modifications may be made without departing
from the scope of the concepts described herein. it should thus be understood that
various aspects of the concepts described herein may be implemented in embodiments
other than those specifically described herein. it should also be appreciated that the
concepts described herein are capable of being practiced or being carried out in ways

which are different than those specifically described herein.

00162} As used in the present disclosure, the terms “engine” or “module” or
‘component” may refer to specific hardware implementations configured to perform the
actions of the engine or module or component andfor software objects or software

routines that may be slored on and/or executed by general purpose hardware (e.q.,
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computer-readable media, processing devices, eic.) of the computing system. In some
embodiments, the different components, modules, engines, and services described in
the present disclosure may be implemented as objects or processes that execute on the
computing system (e.q., as separate threads). While some of the system and methods
described in the present disclosure are generally described as being implemented in
software (stored on andfor execuied by general purpose hardware), specific hardware
implementations, firmware implements, or any combination thereof are also possible
and contemplated. In this description, a “computing entity” may be any computing
system as previously described in the present disclosure, or any module or combination

of modulates executing on a computing system.

00183} Terms used in the present disclosure and in the appended claims (e.g.,
bodies of the appended claims) are generally intended as “open” terms (e.g., the term
‘including” should be interpreted as “including, but not limited {o,” the term *having”
should be interpreted as "having at least,” the term “includes” should be interpreted as

‘includes, but is not limited 10, etc.).

{00164} Additionally, if a specific number of an introduced claim recitation is
intended, such an intent will be explicitly recited in the claim, and in the absence of such
recitation no such intent is present. For example, as an aid {o understanding, the
following appended claims may contain usage of the introductory phrases "at least one”
and "one or more” to introduce claim recitations. However, the use of such phrases
should not be construed to imply that the introduction of a claim recitation by the
indefinite artictes "a" or "an” limits any particular claim containing such introduced claim
recitation to embodiments containing only one such recitation, even when the same
claim includes the introduclory phrases "one or more” or "at least one” and indefinite
articles such as "g" or "an" (e.g., “a” and/or “an” should be interpreted {oc mean “at least
one” or “‘one or more’); the same holds true for the use of definite articles used {o

infroduce claim recitstions.
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00165} in addition, even if a specific number of an introduced claim recitation is
explicitly recited, such recitation should be interpreled to mean at least the recited
number (e.q., the bare recitation of "two widgets," without other modifiers, means at least
two widgets, or two or more widgets). Furthermore, in those instances where a
convention analogous to “at least one of A, B, and C, eic.” or "one or moreg of A, B, and
C, etc.” is used, in general such a construction is intended to include A alone, B alone,
C alone, A and B together, A and C togsther, B and C iogether, or A, B, and C fogether,

gtc.

{00166} it is to be understood that the phraseclogy and terminology used herein
are for the purpose of description and should not be regarded as limiting. Rather, the
phrases and terms used herein are (o be given their broadest interpretation and
meaning. The use of “including” and “comprising” and variations thereof is meant to
encompass the items listed thereafter and equivalents thereof as well as additional items
and equivalents thereof. The use of the terms “connected,” “coupled,” and similar terms,

is meant (o include both direct and indirect, connecting, and coupling.

{00167} All examples and conditional language recited in the present disclosure
are intended for pedagogical examples o aid the reader in understanding the present
disclosure, and are to be construed as being without limitation to such specifically recited
examples and conditions. Although example embodiments of the present disclosure
have been described in detaill, various changes, substitutions, and alterations could be
made hereto without departing from the spirit and scope of the present disclosure.
Accordingly, it is infended that the scope of the present disclosure be limited not by this

detailed description, but rather by the claims appended hereto.
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CLAIMS
What is claimed is:

1. A method comprising:

responsive to a determination, by a computing device, that a screen sharing

application is running in an unsecurs environment,

identifying sensitive information included in a notification displayed within
an application window being displayed by the computing device,

and
obfuscating the identified sensitive information; and

responsive {o a determination, by the computing device, that the screen sharing
application is running in an uncertain environment, providing a waming
regarding a potential leak of sensitive information included in the
notification displayed within the application window being displayed by the

computing device.

2. The method of claim 1, wherein the determination that the screen sharing
application is running in an unsecure environment is based on a data communication
activity of the screen sharing application.

3. The method of claim 1, wherein the determination that the screen sharing
application is running in an unsecure environment is based on a number of displays

coupied o the computing device.

4, The method of claim 1, wherein the determination that the screen sharing
application is running in an unsecure environment is based on an analysis of an image

captured by a recording means coupied to the computing device.

5. The method of claim 1, wherein identifying sensitive information is based

on keyword analysis.

6. The method of claim 1, wherein identifying sensitive information is based
on a type of application providing the noftification.
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7. The method of claim 1, wherein providing a warning regarding the potential

leak of sensitive information comprises:

providing a dialog requesting from a user an indication of a security state of the

gnvironment of the computing device.

8. The method of claim 7, further comprising setling the security state of the

environment based on information provided via the dialog.

9. A system comprising:
a memaory, and
one oF maore processors in communication with the memory and configured (o,

responsive {0 a determination that a screen sharing application is running

in an unsecure environment,

identify sensitive information included in a notification displayed
within an application window being displayed by the system;

and
obfuscate the identified sensitive information; and

responsive {0 a determination that the screen sharing application is
running in an uncertain environment, provide a warming regarding
a potential leak of sensitive information included in the notification
displayed within the application window being displayed by the

system.

10.  The system of claim 9, wherein the determination that the screen sharing
application is running in an unsecure environment is based on a data communication
activity of the screen sharing application.

11.  The system of claim 8, wherein the determination that the screen sharing
application is running in an unsecure environment is based on a number of displays

coupled to the system.
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12, The system of claim 8, wherein the determination that the screen sharing
application s running in an unsecure environment is based on an analysis of an image

of the environment captured by a recording means.

13. The system of claim 9, wherein to identify sensitive information is based

on keyword analysis.

14.  The system of claim 9, wherein to identify sensitive information is based

on a type of application providing the notification.

15. The system of claim ¢, wherein to provide a waming regarding the

potential leak of sensitive information comprises:

provide a dialog requesting an indication of a security state of the environment in
which the screen sharing application is running.

16.  The system of claim 15, wherein the one or more processors are further
configured {o set the security state of the environment based on information provided

via the dialog.

17. A method comprising:

determining that an application having screen share capability is running on a
computing device;

determining a security state of an environment of the computing device,; and

responsive to a determination that the security stale is unsecure, obfuscating
gsensitive information included in a notification displayed within an
application window being displayed by the compuling device.

18.  The method of claim 17, wherein the security siate of the environment is
based on one or more of a security of one or more displays of the computing device, a
number of displays coupled {o the computing device, and an image of an environment

of the computing device.
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19.  The method of claim 17, further comprising, responsive {o a determination
that the security siale is uncertain, providing a waming regarding a poltential leak of
sensitive information included in the notification displayed within the application window

being displayed by the computing device.

20. The method of claim 18, wherein providing a waming regarding the
potential leak of sensitive information comprises:

providing a dialog requesting an indication of a security state of the environment
of the computing device; and

setling the security state of the environment based on the indication provided via
the dialog.
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