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(57) Abstract: A method for controlling the load of a wireless channel in a network, in particular in a WLAN-based vehicular ad
hoc network (VANET), said network including a multitude of mobile nodes, wherein said mobile nodes send out periodic mes-
sages - ordinary messages - for exchanging information among each other and/or for communication with infrastructure elements
of said network, and wherein said mobile nodes send out specific messages - extraordinary messages -, which have a higher priori-
ty than said ordinary messages and which are, in particular, related to an event, is characterized in that said mobile nodes, upon
identification of a received message as an extraordinary message, start to take action that is intended to reduce their resource us-
age. Furthermore, a network with wireless channel load control functionality is described.
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METHOD FOR CONTROLLING THE LOAD OF A WIRELESS CHANNEL IN A
NETWORK AND NETWORK WITH WIRELESS CHANNEL LOAD CONTROL
FUNCTIONALITY

The present invention relates to a method for controlling the load of a wireless
channel in a network, in particular in a WLAN-based vehicular ad hoc network
(VANET), said network including a multitude of mobile nodes, wherein said mobile
nodes send out periodic messages — ordinary messages — for exchanging infor-
mation among each other and/or for communication with infrastructure elements of
said network, and wherein said mobile nodes send out specific messages — extra-
ordinary messages —, which have a higher priority than said ordinary messages
and which are, in particular, related to an event.

Furthermore, the invention relates to a network with wireless channel load control
functionality, in particular WLAN-based vehicular ad hoc network (VANET), in-
cluding a muiltitude of mobile nodes, wherein said mobile nodes are configured to
send out periodic messages — ordinary messages — for exchanging information
among each other and/or for communication with network infrastructure elements,
and wherein said mobile nodes are configured to send out specific messages —
extraordinary messages —, which have a higher priority than said ordinary
messages and which are, in particular, related to an event.

Controlling the load of a wireless channel in a network is a crucial task, especially
in vehicular communication networks, like VANETs (Vehicular Ad Hoc Networks),
as congestion may occur due to different reasons which may severely impair the
functionality of such networks. VANETs are highly dynamic networks in which
motor vehicles equipped with appropriate communication devices, in general
called on-board units, act as communication nodes. The functionality of such
wireless networks is typically directed to safety, traffic efficiency, travelling comfort
and on-board entertainment applications. Congestion of the wireless channel may
impair this functionality, what can lead to serious consequences, especially with
respect to traffic safety applications.
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In WLAN-based VANETSs, each mobile node sends outs periodic messages to
communicate its status to all neighbouring nodes within a certain area. In the
following, this kind of messages will be referred to as “ordinary messages”. Ordi-
nary messages are typically sent out at a certain frequency with a typical value of
about 2 Hz and at a certain transmission power corresponding to a certain trans-
mission range/area in which the messages can be received by other network
nodes. In certain cases, ordinary messages may also be forwarded by other nodes
so that their coverage area and reliability can be increased.

In addition, mobile nodes are assumed to send out specific messages, which have
a higher priority than ordinary messages and which are, in particular, related to an
event. Accordingly, in the following this kind of messages will be designated as
“extraordinary messages”. Due to their high priority, extraordinary messages
typically have very stringent requirements on delay and reliability. Extraordinary
messages may also be forwarded by other nodes so that their coverage area and
reliability can be increased.

The load of the wireless communication channel may be very high even under
normal circumstances without any extraordinary messages being present.
Typically, this holds true in areas with a high density of mobile nodes sending a
large amount of periodic messages. If extraordinary messages are to be sent in
such congested channel, this will lead to on the one hand, long latency at a trans-
mitting side because extraordinary messages will have to contend for the wireless
channel with other (ordinary) messages, and on the other hand, to a low reception
probability at a receiving side due to interference caused by the transmission of
other messages. Consequently, the stringent requirements of extraordinary mes-
sages with respect to latency and reliability may not be met any more.

Generally two types of approaches of how to manage this congestion problem
may be adopted. The first is to reserve resources for extraordinary messages.
However, if there are reserved to many resources, the transmission of ordinary
messages will be affected unnecessarily. On the other hand, reservation of an
amount of resources for extraordinary messages, which is too small, will insuffi-
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ciently solve the congestion problem and will limit the capacity of sending extra-
ordinary messages. '

A second approach is to apply congestion control mechanisms in response to
network load. The most widely used congestion control algorithm in conventional
data networks is Transmission Control Protocol (TCP). Congestion control in TCP
is based on the estimated round-trip time (RTT) between a sender and the re-
ceiver of a message. There are a large number of congestion control algorithms
proposed, which are either variants of TCP or extensions to TCP. However, TCP
or TCP-like congestion control is based on an end-to-end approach. In particular in
ad hoc networks, like for instance VANETS, which are typically highly dynamic,
such an end-to-end approach is not suitable.

Furthermore, the available congestion control algorithms react relatively slow, as
they take action to reduce resource usage by relying on feedback from the net-
work, for example in the forms of round-trip time, channel load, etc. To get such
feedback typically requires certain time as, for example, the round-trip time has to
be evaluated and/or the channel load has to be measured. Moreover, the
measured values are typically averaged over a time period, e.g. by means of ex-
ponential moving average algorithm, in order to obtain a relatively stable value.
Thus, a burst of packets leading to temporary increase in the channel load will be
averaged out at the beginning. Such congestion control algorithm is too slow in
response to unexpected extraordinary messages burst, as mobile nodes my take
action only after the burst of extraordinary messages. If the network feedback is
not averaged over time, any temporary increase in network load may lead to re-
source usage reduction at nodes performing congestion control algorithms, which
will further lead to resource usage increase at other nodes, thus making the net-
work unstable.

It is therefore an object of the present invention to improve and further develop a
method for controlling the load of a wireless channel in a network and a network
with wireless channel load control functionality of the initially described type in
such a way that a low latency and high reliability with respect to the reception of
extraordinary messages is ensured.
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In accordance with the invention, the aforementioned object is accomplished by a
method comprising the features of claim 1. According to this claim, such a method
is characterized in that the mobile nodes, upon identification of a received
message as an extraordinary message, start to take action that is intended to re-
duce their resource usage.

Furthermore, the aforementioned object is accomplished by a network with wire-
less channel load control functionality comprising the features of independent
claim 15. According to this claim, such a network is characterized in that the mo-
bile nodes are further configured, upon identification of a received message as an
extraordinary message, to start to take action that is intended to reduce their re-
source usage.

According to the invention it has first been recognized that in the context of con-
trolling the load of a wireless .channel in a network existing congestion control al-
gorithms are relatively slow in reaction and thus not suitable for burst extraordinary
messages. Furthermore, it has been recognized that in particular in VANETS a
distributed rather than an end-to-end approach is more suitable. As only those
nodes that receive an extraordinary message will take action, the reaction is
basically confined to the area around the originator node of the extraordinary mes-
sage and the nodes that forward the extraordinary message. In case the extra-
ordinary message is event-related, the confinement relates to an area around the
place where the event took place.

In contrast to an end-to-end approach, the present invention rather pursues a dis-
tributed approach, which is faster in reaction, thus providing a low latency. More
specifically, each mobile node, when it receives a message and identifies the re-
ceived message as an extraordinary message, starts to take action that is in-
tended to reduce the resource usage of the mobile node. Hence, a solution is de-
scribed which realizes a direct and instantaneous reaction to a presence of ex-
traordinary messages. Consequently, a method and a network according to the
present invention allow for the optimization of the wireless channel load manage-
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ment in that, with respect to the reception of high priority extraordinary messages,
latency is reduced and reliability is enhanced.

In a specific embodiment the extraordinary messages, sent out by the mobile
nodes, are emergency messages. Particularly in case of emergency it is essential
that warning messages are received with smallest possible latency and with
highest possible reliability. Emergency messages are for instance related to emer-
gency braking, a sharp turn, a road accident, etc.

According to a preferred embodiment the mobile nodes have a normal operation
state, at which they send out said ordinary messages with a certain size, with a
certain frequency and with certain transmit power. It is also possible that fre-
quency, size and transmission power of ordinary messages may vary as a result of
the communication environment and other congestion algorithms being applied.
However, this is typically a relatively slow process.

Advantageously, the mobile nodes, upon identification of a received message as
an extraordinary message, switch from their normal operation state to a load de-
creasing operation state, at which their resource usage is reduced compared to
said normal operation state. Thus, following extraordinary messages take prece-
dence over ordinary messages and a reliable and fast reception and/or dissemi-
nation of extraordinary messages is ensured.

In a preferred embodiment mobile nodes monitor the wireless channel load and
switch to the load decreasing operation state only if the measured wireless chan-
nel load is above a predefined threshold. This avoids unnecessary actions upon
receiving an extraordinary message as well as unnecessary impairment of ordi-
nary messages in case the channel load is very low, so that congestion is to be
precluded even when extraordinary messages are present.

In the load decreasing operation state, resource reduction may be accomplished,
for instance, by reducing the transmission power with which ordinary messages
are sent out. Further, mobile nodes may transmit ordinary messages with a lower
frequency as soon as extraordinary messages are received. They also may re-
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duce the packet size, e.g. by dropping information from their ordinary messages
which is dispensable and which is not required necessarily for ensuring full net-
work functionality. Resource usage reduction also applies to those nodes that for-
ward ordinary messages originated by other nodes, in that the forwarding nodes
should reduce resource usage by forwarding ordinary messages. Resource usage
reduction may also be applied by completely stopping forwarding of ordinary
messages. A combination of two or more different reactions is also possible.

With respect to a steady reception of extraordinary messages, the mobile nodes,
as long as extraordinary messages are received, may keep on reducing their re-
source usage with respect to ordinary messages until predefined thresholds are
reached. The thresholds may be predefined by taking into consideration different
aspects, for instance depending on types of messages and/or application
requirements. In case a mobile node reduces its transmission power, a minimum
threshold may be defined. As the transmission power corresponds to a certain
transmission range, the minimum threshold may be specified depending on the
average distance between the communicating mobile nodes, i.e. indirectly to the
actual population density of nodes within the network. The higher the density, the
lower may be the minimum transmission power threshold, and vice versa. Other
thresholds may be specified in a similar way for a mobile node’s transmission
frequency and for the packet size of ordinary messages.

Once no more extraordinary messages are present or received, the risk of con-
gestion is decreased and it may be provided that the mobile nodes return to their
normal operation state.

Advantageously, it may be provided that mobile nodes analyse received mes-
sages in order to evaluate whether the message is an extraordinary message or
not. To this end, it may be provided that extraordinary messages include a dedi-
cated field, which is set and which can be analysed by the receiving nodes.

In a particularly preferred embodiment the mobile nodes identify received mes-
sages as extraordinary messages by analysing the time structure of received
messages. Extraordinary messages may be sent out with a time structure in-
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cluding an initial extraordinary message and, with a time-lag, a subsequent bulk of
extraordinary messages. In particular as what regards emergency messages in
VANETS, it is possible to make use of the fact, that these messages are typically
refreshed many times from a source, e.g. at a frequency of 10 Hz and may also be
retransmitted many times either by the source itself or by its neighbouring nodes in
order to increase the reception probability and to increase the dissemination area.

As regards a best possible load control, mobile nodes may additionally apply other
congestion control mechanisms. Even though these congestion control
mechanisms typically require a relatively long period of time to react to congestion,
in combination with the proposed solution an overall performance improvement
may be achieved.

With respect to an across-the-network load control it may be provided that a
mobile node, while reducing it resource usage upon receiving extraordinary
messages, signals the reception of extraordinary messages to other mobile nodes
in its ordinary periodic messages. Thus, neighbouring mobile nodes are warned
immediately and can prepare themselves for a possible bulk of extraordinary
messages by switching to the decreasing operation state. Furthermore, it is
possible that some nodes do not receive any extraordinary message but monitor a
lower channel load as a result of resource reduction at the those nodes which
receive extraordinary messages. If these nodes also run other congestion control
algorithms, they may increase their resource usage if they monitor that channel
load becomes lower. By signalling the reception of extraordinary messages to
other mobile nodes as stated above, it can be prevented that neighboured nodes
increase their resource usage as a result of the reduced resource usage of those
nodes which receive extraordinary messages.

There are several ways how to design and further develop the teaching of the pre-
sent invention in an advantageous way. To this end, it is to be referred to the
patent claims subordinate to patent claims 1 and 15 on the one hand and to the
following explanation of a preferred example of an embodiment of the invention,
illustrated by the drawing on the other hand. In connection with the explanation of
the preferred example of an embodiment of the invention by the aid of the drawing,
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generally preferred embodiments and further developments of the teaching will be
explained. In the drawings:

Fig. 1 illustrates two mobile nodes sending out ordinary messages at a nor-
mal operation state and

Fig. 2 illustrates mobile nodes sending out messages at a load decreasing
operation state after receiving extraordinary messages according to
an embodiment of the invention.

Fig. 1 illustrates exemplarily two mobile nodes, node 1 and node 2, which are part
of a network that includes a multitude of mobile nodes. In case of a VANET, ve-
hicles equipped with a so called on-board unit would function as mobile nodes.
Fig.1 is related to a scenario in which the mobile nodes send out ordinary periodic
messages at a normal operation state. By means of these ordinary messages,
which are indicated in Fig. 1 by white bars (for node 1) and by striped bars (for
node 2), the mobile nodes periodically exchange information among each other
and/or communicate with infrastructure elements of the network.

The term “normal operation state” refers to a state, at which the mobile nodes
send their ordinary messages at a certain size (indicated by the width of the bars),
at a certain frequency (indicated by the distance between two subsequent bars)
and at a certain transmit power (indicated by the height of the bars). For instance,
as can be obtained from Fig. 1, node 2 sends out its ordinary messages with a
higher frequency and with a higher transmission power than node 1. It is to be
noted that the mobile node’s operation states may be predefined and kept con-
stant, i.e. frequency, size and transmission power of ordinary messages do not
change, independent of the load of the wireless channel employed for communi-
cation. It is also possible that frequency, size and transmission power of ordinary
messages may vary as a result of the communication environment and other con-
gestion algorithms being applied, typically being a relatively slow process.
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Fig. 2 illustrates an embodiment of the present invention according to which mo-
bile nodes reduce their resource usage after receiving extraordinary messages. As
in Fig. 1, Fig. 2 again illustrates only exemplarily very few mobile nodes — node 1,
node 2 and node 3 — which are representative for a multitude of mobile nodes in-
cluded in the respective network.

As shown in Fig. 2, first all three nodes are sending out ordinary messages
periodically at a normal operation state. For node 1, the ordinary messages are
indicated by white bars, for node 2 by sloped stripe bars, and for node 3 by
horizontally striped bars. As discussed in connection with Fig. 1, the normal op-
eration state may differ from node to node, i.e. send out of ordinary messages may
vary, for instance, in transmission power, in transmission frequency and/or in
packet size.

At a certain point in time, referred to as T,, node 1 additionally starts to send out
an extraordinary message, which is indicated by a black bar. In the specific ex-
ample discussed, the extraordinary message is intended to warn other mobile
nodes of a road accident which has been discovered by node 1. The neighbouring
mobile nodes 2, 3, which are assumed to be within the transmission range of node
1, will receive and identify the extraordinary message as such. To further distribute
the information regarding the road accident within the network, extraordinary mes-
sages may also be retransmitted by the neighbouring nodes (which is not shown in
Fig. 2).

Upon reception of the extraordinary message, nodes 2 and 3 switch to a load de-
creasing operation state, at which their resource usage is reduced compared to
their normal operation state. The switch is performed in order to reduce the chan-
nel load to avoid congestion and to assure that possibly following high priority ex-
traordinary messages are received with low latency and with high reliability. As
shown in Fig. 2, node 2 reduces the transmission frequency, e.g. increases the
interval between two consecutive messages. As a result, it will schedule the next
periodic message at a time later than the originally planned time. Node 3 keeps its
transmission frequency constant, but reduces the transmission power (which is
indicated by the reduced height of the bars). Alternatively, however not shown in
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Fig. 2, the packet size of the ordinary messages can be reduced, e.g. by including
only most relevant information into the messages.

After having received the extraordinary message, nodes 2 and 3 wait a predefined
time period and, in case no more extraordinary messages are present/received,
they return to their normal operation states. In the example illustrates in Fig. 2, this
is the case at a time T,. From then on, node 2 returns to sending out ordinary
messages at its normal transmission frequency, and node 3 returns to sending out
ordinary messages at its normal transmission power.

At a time T, node 1 again starts to send out extraordinary messages, this time a
bulk of extraordinary messages. The extraordinary messages of the bulk are again
related to the road accident mentioned above, which has been discovered by node
1, and are intended to warn other nodes of the VANET, among them node 2 and
3, of that accident. The time structure of the extraordinary messages — an initial
message followed, with a short time-lag, by a bulk of messages — is typical for
emergency messages generated by individual mobile nodes in a VANET. Extra-
ordinary messages may also be retransmitted by the neighbouring nodes (which is
not shown in Fig. 2).

Upon reception of the first extraordinary message of the bulk, node 2 and 3 switch
to the decreasing operation state again. This time, however, due to the continuing
reception of extraordinary messages, mobile nodes 2 and 3 keep on reducing their
resource usage more and more up to a minimum threshold. The threshold may be
defined depending on physical restrictions.

As shown in Fig. 2, node 2 reduces its transmission frequency until a minimum
threshold is reached, i.e. node 2 increases the interval between two consecutive
messages to a maximum. More specifically, if more emergency messages are re-
ceived before the sending of the next scheduled periodic message, the message
will again be rescheduled at a later time, until the maximum interval between two
consecutive messages is reached. Alternatively, upon receiving an emergency
message, a node may take only one step to increase the interval between two
consecutive messages to the maximum interval.
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Node 3 keeps its transmission frequency constant, but reduces the transmission
power down to a minimum threshold. This threshold may be defined by the fact
that the transmission power is directly related to the transmission range and that it
must be guaranteed that — assuming an average distance between the nodes — at
least the closest neighbours of node 3 are positioned within the transmission
range of node 3. Otherwise the ordinary messages sent out by node 3 would not
be received by any node and would thus be meaningless.

Once the bulk of extraordinary messages has been transmitted completely and no
more extraordinary messages are present or received — which is the case at a
time T, — mobile nodes 2 and 3 return to their normal operation state — as illus-
trated and described before — continuing with a so far unaffected transmission.

Many modifications and other embodiments of the invention set forth herein will
come to mind the one skilled in the art to which the invention pertains having the
benefit of the teachings presented in the foregoing description and the associated
drawings. Therefore, it is to be understood that the invention is not to be limited to
the specific embodiments disclosed and that modifications and other embodiments
are intended to be included within the scope of the appended claims. Although
specific terms are employed herein, they are used in a generic and descriptive
sense only and not for purposes of limitation.
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Claims

1. Method for controlling the load of a wireless channel in a network, in par-
ticular in a WLAN-based vehicular ad hoc network (VANET), said network in-
cluding a multitude of mobile nodes, wherein said mobile nodes send out periodic
messages — ordinary messages — for exchanging information among each other
and/or for communication with infrastructure elements of said network, and
wherein said mobile nodes send out specific messages — extraordinary messages
—, which have a higher priority than said ordinary messages and which are, in par-
ticular, related to an event,

characterized in that said mobile nodes, upon identification of a
received message as an extraordinary message, start to take action that is in-
tended to reduce their resource usage.

2. Method according to claim 1, wherein said extraordinary messages are
emergency messages.

3. Method according to claim 2, wherein said emergency messages are high
priority messages related to emergency braking, a sharp turn, a road accident, etc.

4. Method according to any of claims 1 to 3, wherein said mobile nodes have a
normal operation state, at which they send out said ordinary messages with a
certain size, with a certain frequency and with certain transmit power.

5. Method according to claim 4, wherein said mobile nodes, upon identification
of a received message as an extraordinary message, switch to a load decreasing
operation state, at which their resource usage is reduced compared to said normal
operation state.

6. Method according to claim 5, wherein said mobile nodes monitor the wire-
less channel load and switch to said load decreasing operation state, at which
their resource usage is reduced compared to said normal operation state, only if
the measured wireless channel load is above a predefined threshold.
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7. Method according to claim 5 or 6, wherein said mobile nodes in said load
decreasing operation state send out their ordinary messages with reduced trans-
mit power, reduced transmission frequency and/or reduced packet size.

8. Method according to claim any of claims 1 to 7, wherein said mobile nodes,
as long as extraordinary messages are received, keep on reducing their resource
usage until a predefined minimum threshold is reached.

9. Method according to any of claims 4 to 8, wherein said mobile nodes return
to their normal operation state once no more extraordinary messages are received
within a certain period of time.

10. Method according to any of claims 1 to 9, wherein said mobile nodes iden-
tify received messages as extraordinary messages by analysing a predefined field
of the received message, which is set in said extraordinary messages.

11.  Method according to any of claims 1 to 10, wherein said mobile nodes iden-
tify received messages as extraordinary messages by analysing the time structure
of received messages.

12.  Method according to any of claims 1 to 11, wherein said extraordinary mes-
sages are sent out with a time structure including an initial extraordinary message
and, with a time-lag, a subsequent bulk of extraordinary messages.

13. Method according to any of claims 1 to 12, wherein said mobile nodes
additionally apply other congestion control mechanisms.

14. Method according to any of claims 1 to 13, wherein a mobile node, while
reducing its resource usage upon receiving extraordinary messages, signals the
reception of extraordinary messages to other mobile nodes in its ordinary periodic
messages.

15.  Network with wireless channel load control functionality, in particular WLAN-
based vehicular ad hoc network (VANET), including a multitude of mobile nodes,
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wherein said mobile nodes are configured to send out periodic messages — ordi-
nary messages — for exchanging information among each other and/or for commu-
nication with network infrastructure elements, and wherein said mobile nodes are
configured to send out specific messages — extraordinary messages —, which have
a higher priority than said ordinary messages and which are, in particular, related
to an event,

characterized in that said mobile nodes are further configured,
upon identification of a received message as an extraordinary message, to start to
take action that is intended to reduce their resource usage.
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