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WIRELESS COMMUNICATION DEVICE MOUNTABLE ON MOBILE 

OBJECT, MONITORING CONTROL SYSTEM OF WIRELESS 

COMMUNICATION DEVICE MOUNTABLE ON MOBILE OBJECT, 

MONITORING CONTROL METHOD OF WIRELESS COMMUNICATION 

DEVICE MOUNTABLE ON MOBILE OBJECT, AND REMOTE CONTROL 

CENTER 

ABSTRACT 

A wireless communication device (10) mounted on a mobile object, the mobile object including: 

a mobile communication unit (12) that is able to connect to a mobile communication network; 

and a wireless network connection unit (13) that provides a wireless network connection service 

based on the mobile communication network connected by the mobile communication unit (12), 

the wireless communication device (10) includes: a satellite positioning unit (16) configured to 

acquire position information on the wireless communication device (10) based on a satellite 

positioning system; and a control unit configured to control a connection state of the wireless 

network connection service based on the position information acquired by the satellite 

positioning unit (16).
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WIRELESS COMMUNICATION DEVICE MOUNTABLE ON MOBILE 

OBJECT, MONITORING CONTROL SYSTEM OF WIRELESS 

COMMUNICATION DEVICE MOUNTABLE ON MOBILE OBJECT, 

MONITORING CONTROL METHOD OF WIRELESS COMMUNICATION 

DEVICE MOUNTABLE ON MOBILE OBJECT, AND REMOTE CONTROL 

CENTER 

BACKGROUND OF THE INVENTION 

FIELD OF THE INVENTION 

[0001] The present invention relates to a wireless communication device mountable on a 

mobile object and, in particular, a vehicle, and, more particularly, to a wireless communication 

device mountable on a mobile object capable of monitoring and controlling whether the wireless 

communication device is taken out from the mobile object for use by the user, a monitoring 

control system of a wireless communication device mountable on a mobile object, a monitoring 

control method of a wireless communication device mountable on a mobile object, and a remote 

control center.  

DESCRIPTION OF RELATED ART 

[0002] Widespread use of the Internet technology makes it possible for more and more mobile 

terminals to have the ability to access the mobile Internet. A wireless router that provides a 

mobile hotspot is commercially available today. This wireless router sets up a WiFi wireless 

network access point based on a Subscriber Identity Module (SIM) card, provided by a mobile 

network operator for access to the Internet, thus providing the WiFi wireless network access 

service to the nearby mobile terminals. An example of such a mobile wireless router is a MiFi 

device. MiFi, a portable device, sets up a WiFi wireless network access service to allow a 

plurality of nearby mobile terminals to share 3G or 4G mobile communication Internet 

connections. MiFi, originally the trademark registered by Novatel Wireless for this type of 

device, today generally refers to a wireless router that acts as this type of mobile hotspot.  

Today, a smartphone has the mobile hotspot function in many cases to give other nearby mobile 

terminals an access to the WiFi wireless network. For example, Apple's iPhone Settings screen 

has the 'Personal Hotspot' function.
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[0003] With the advent of the smart Telematics system, many car manufacturers have started 

having some models of their vehicles equipped with a wireless communication device, with a 

similar wireless router function, to start a similar service. This wireless communication device 

allows an occupant's mobile terminal to access the wireless Internet and allows other in-vehicle 

devices, which require wireless network access services, to connect to the Internet by accessing 

the wireless network. In addition, this wireless communication device enables communication 

with the remote control center of the smart Telematics system.  

[0004] When providing an in-vehicle wireless router, a car manufacturer usually gives the user a 

predetermined amount of free Internet work traffic on a monthly basis to support the smart 

Telematics system. This means that there is a possibility that some users will remove and take 

out the in-vehicle wireless router from the vehicle for enjoying free Internet access at home or in 

other places. With general considerations for safety and other factors, car manufacturers desire, 

in general, that the in-vehicle wireless communication device with the wireless router function 

be used in the vehicle only but not be taken out freely for use outside the vehicle. However, a 

conventional wireless communication device cannot monitor and control whether the device is 

taken out from the vehicle for use outside the vehicle.  

OBJECT OF THE INVENTION 

[0004a] It is an object of the present invention to overcome or at least ameliorate the above 

disadvantage.  

SUMMARY OF THE INVENTION 

[0005] In a first aspect, the present invention provides a wireless communication device with a 

wireless router function mountable on a vehicle, the wireless communication device including: a 

mobile communication unit that is able to connect to a mobile communication network; and a 

wireless network connection unit that provides a wireless network connection service based on 

the mobile communication network connected by the mobile communication unit, the wireless 

communication device comprising: 

a satellite positioning unit configured to acquire position information on the wireless 

communication device based on a satellite positioning system; and 

a control unit configured to control a connection state of the wireless network connection 

service based on the position information acquired by the satellite positioning unit;
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wherein the wireless communication device is further configured so that; 

if it is determined that the wireless communication device is taken out for use outside the 

vehicle based on the position information acquired by the satellite positioning unit, the control 

unit reduces a connection state of a wireless network connection service as compared to a case 

in which it is not determined that the wireless communication device is taken out for use outside 

the vehicle.  

[0006] In a second aspect, the present invention provides a wireless communication device 

having a wireless router function and being mountable on a vehicle, the vehicle including: a 

mobile communication unit that is able to connect to a mobile communication network; and a 

wireless network connection unit that provides a wireless network connection service based on 

the mobile communication network connected by the mobile communication unit, the wireless 

communication device comprising: 

a satellite positioning unit configured to acquire position information on the wireless 

communication device based on a satellite positioning system; and 

an information providing unit configured to provide information corresponding to a 

determination result to a user, the determination result being determined based on the position 

information acquired by the satellite positioning unit, the determination result indicating 

whether the wireless communication device is taken out for use outside the vehicle; 

wherein the wireless communication device is further configured so that: 

if it is determined that the wireless communication device is taken out for use 

outside the vehicle based on the determination result, the wireless communication device 

reduces a connection state of the wireless network connection service as compared to a 

case in which it is not determined that the wireless communication device is taken out for 

use outside the vehicle.  

[0007] In a third aspect, the present invention provides a remote control center that is able to 

communicate with a wireless communication device, the wireless communication device having 

a wireless router function and being mountable on a vehicle, the remote control center 

comprising: 

a receiving unit configured to receive position information on the wireless 

communication device sent from the wireless communication device;
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a center-side determination unit configured to determine whether the wireless 

communication device is used outside the vehicle based on the position information on the 

wireless communication device received by the receiving unit; and 

a sending unit configured to send a signal according to a determination result of the 

center-side determination unit to the wireless communication device; 

wherein the remote control center is further configured so that; 

if it is determined that the wireless communication device is taken out for use outside the 

vehicle based on the position information acquired by the receiving unit, the remote control 

center reduces the connection state of the wireless network connection service as compared to a 

case in which it is not determined that the wireless communication device is taken out for use 

outside the vehicle.  

[0008] In a fourth aspect, the present invention provides a monitoring control system for a 

wireless communication device, the wireless communication device having a wireless router 

function and being mountable on a vehicle, the wireless communication device including: a 

mobile communication unit that is able to connect to a mobile communication network; and a 

wireless network connection unit that provides a wireless network connection service based on 

the mobile communication network connected by the mobile communication unit, the 

monitoring control system comprising: 

a satellite positioning unit configured to acquire position information on the wireless 

communication device based on a satellite positioning system; and 

a determination unit configured to determine whether the wireless communication device 

is taken out for use outside the vehicle based on the position information acquired by the 

satellite positioning unit; 

wherein the monitoring control system is further configured so that; 

if it is determined that the wireless communication device is taken out for use outside the 

vehicle based on the position information acquired by the satellite positioning unit, the 

monitoring control system reduces the connection state of the wireless network connection 

service as compared to a case in which it is not determined that the wireless communication 

device is taken out for use outside the vehicle.
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[0009] In a fifth aspect, the present invention provides a monitoring control method for a 

wireless communication device having a wireless router function and being mountable on a 

vehicle, the monitoring control method comprising: 

a position information acquisition step for acquiring position information on the wireless 

communication device; and 

a determination step for determining whether the wireless communication device is taken 

out for use outside the vehicle based on the acquired position information; 

wherein if it is determined that the wireless communication device is taken out for use 

outside the vehicle based on the position information acquired by the satellite positioning unit, 

the connection state of the wireless network connection service is reduced as compared to a case 

in which is it not determined that the wireless communication device is taken out for use outside 

the vehicle.  

[0010] Embodiments of the present invention provide a satellite positioning module on a 

wireless communication device mountable on a vehicle and, based on the position information 

acquired by the satellite positioning unit, determines whether the wireless communication 

device mountable on the vehicle is taken out for use outside the vehicle, thus achieving 

monitoring control.  

[0011] In addition, when it is determined that the wireless communication device mountable on 

a vehicle is taken out for use outside the vehicle, a countermeasure action pre-set by a car 

manufacture, for example, an action to reduce the communication speed or to inhibit the 

provision of the wireless network connection service, can be taken to prevent the user from 

improperly using the wireless communication device mountable on the vehicle.  

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] Features and technical and industrial significance of exemplary embodiments of the 

invention will be described below, by way of examples only, with reference to the 

accompanying drawings, in which like numerals denote like elements, and wherein: 

[0013] FIG. 1 is a block diagram showing a wireless communication device mountable on a 

mobile object according to the present invention; 

[0014] FIG. 2 is a flowchart showing a first embodiment;
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[0015] FIG. 3 is a flowchart showing a second embodiment; 

[0016] FIG. 4 is a flowchart showing a third embodiment; 

[0017] FIG. 5 is a flowchart showing a fourth embodiment; 

[0018] FIG. 6 is a flowchart showing a fifth embodiment; and 

[0019] FIG. 7 is a general diagram showing a sixth embodiment.
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DETAILED DESCRIPTION OF EMBODIMENTS 

[0020] Embodiments of the present invention are described in detail below with reference to 

the drawings.  

[0021] FIG. 1 is a block diagram showing a wireless communication device mountable on a 

mobile object according to the present invention. A wireless communication device 10 

according to the present invention, which may be configured as an in-vehicle WiFi box, includes 

a power supply unit 11, a mobile communication module 12 that is an example of a mobile 

communication unit, a WiFi module 13 that is an example of a wireless network connection 

unit, an SIM slot 14, a LED indicator 15, and a GPS module 16 that is an example of a satellite 

positioning unit.  

[0022] The power supply unit 11 receives an external power provided from outside the 

wireless communication device 10 and distributes the received power. For example, the power 

supply unit 11 distributes the power to the mobile communication module 12 and the WiFi 

module 13 of the wireless communication device 10. A vehicle battery 5 is the external power 

of the wireless communication device 10. When the vehicle ACC power is turned on, the 

vehicle battery 5 starts supplying power to the wireless communication device 10 and the 

wireless communication device 10 starts the operation.  

[0023] The mobile communication module 12 provides the mobile communication network 

access service to allow mobile communication with a remote control center 2, or to allow access 

to the Internet, via a mobile communication antenna 8. The mobile communication module 12 

is configured based on the mobile communication technology or the wireless communication 

technology such as 4G Long Term Evolution (LTE), Code Division Multiple Access (CDMA), 

Global System for Mobile Communications (GSM), or General Packet Radio Service (GPRS).  

Although the mobile communication module 12 shown in FIG. 1 includes a Central Processing 

Unit (CPU) 17, the CPU 17 need not necessarily be included in the mobile communication 

module 12 but may be provided outside the mobile communication module 12.  

[0024] The WiFi module 13 provides the WiFi wireless network access service that covers the 

vehicle interior, based on the mobile communication network provided by the mobile 

communication module 12. That is, the wireless communication device in this embodiment has
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the function of a wireless router device. The WiFi module 13 and a mobile terminal 4, which is 

used by an occupant of the vehicle, carry out WiFi communication via a WiFi antenna 6. The 

mobile terminal 4 is, for example, a smartphone or a tablet PC. Although FIG. 1, a general 

block diagram, shows only one mobile terminal 4, there may be a plurality of mobile terminals 4 

in an actual environment. In addition, the WiFi module 13 can carry out the WiFi 

communication not only with the mobile terminal 4 but also with other in-vehicle devices, 

which require the wireless network access service, via the WiFi antenna 6. An example of other 

in-vehicle devices that require the wireless network access service is a navigation device 3 of the 

vehicle. The other in-vehicle devices are not limited to the navigation device 3 but include a 

device, such as an in-vehicle multimedia system, that requires the wireless network access 

service. The WiFi module 13 shown in FIG. 1, composed of a collection of Bluetooth modules 

(not shown), can carry out the Bluetooth communication with the navigation device 3 via a 

Bluetooth antenna 7. That is, the navigation device 3 can carries out communication with the 

navigation device 3 in one of the two communication modes: WiFi communication for a 

relatively large amount of data (for example, download or update of a map) and Bluetooth 

communication for a relatively small amount of data (for example, voice data). It should be 

noted that, in the present invention, the Bluetooth modules are neither essential nor necessarily 

collected in the WiFi module 13.  

[0025] WiFi, also spelled Wi-Fi or Wifi, is defined by the Wi-Fi Alliance as any wireless local 

area network product based on the Institute of Electrical and Electronics Engineers (IEEE) 

802.11 standards. FIG. 1 exemplarily shows the WiFi module 13 that provides the WiFi 

wireless network access service, but the present invention is not limited to this module. The 

WiFi module 13 may be replaced by any other wireless network access module that provides an 

equivalent wireless network access service. For example, the WiFi module 13 may be replaced 

by the WAPI module that provides the WAPI wireless network access service. WLAN 

Authentication and Privacy Infrastructure (WAPI) is a Chinese National Standard for a wireless 

local area network. There is no limit on the number of types of wireless network access 

modules included in the wireless communication device 10. This means that a plurality of types 

of wireless network access modules may be included at the same time in the wireless 

communication device 10 to allow a plurality of types of wireless network access services to be 

provided. For example, one wireless communication device 10 may provide WiFi and WAPI 

wireless network access services at the same time.
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[0026] The SIM slot 14 is a slot into which a SIM card, provided by a mobile network 

operator, is inserted. The LED indicator 15 indicates the operation state of the wireless 

communication device 10.  

[0027] The GPS module 16 in the wireless communication device 10 acquires the position 

information on the wireless communication device 10 based on a GPS satellite positioning 

system 1. When the wireless communication device 10 is located in the vehicle, the position 

information on the wireless communication device 10 acquired by the GPS module 16 

corresponds basically to the vehicle's position information. When the wireless communication 

device 10 is taken out from the vehicle, the position information on the wireless communication 

device 10 acquired by the GPS module 16 does not correspond to the vehicle's position 

information. It is therefore desirable that the GPS module 16 in the wireless communication 

device 10 not be a module for vehicle navigation but be a module only for acquiring the position 

information on the wireless communication device 10 so that, based on this position 

information, it can be monitored and controlled whether the wireless communication device 10 

is taken out from the vehicle. In other words, it is desirable that the GPS module 16 in the 

wireless communication device 10 be different from the GPS module (not shown) for use by the 

navigation device 3 of the vehicle. In other words, it is desirable that the navigation device 3 

have its own GPS module (not described) for navigation.  

[0028] The present invention may be based on any satellite positioning system.  

[0029] In the world, there are four major satellite-positioning systems -- GPS (Global 

Positioning System) of USA, Galileo of European Community, GLONASS (GLObal 

NAvigation Satellite System) of Russia, and BDS (BeiDou Navigation Satellite System) of 

China. Although FIG. 1 exemplarily shows the GPS module 16 and the GPS satellite 

positioning system 1, the present invention is not limited to this combination of a module and a 

satellite positioning system. The implementation of the present invention does not depend on 

the type of a particular satellite positioning system.  

[0030] The remote control center 2 is a remote control center such as the G-Book system of 

Toyota Motor Corporation and the OnStar system of General Motors. The mobile 

communication (4G LTE, CDMA, GSM, GPRS, etc.,) between a vehicle and the remote control 

center provides various services such as Navigation, theft prevention and vehicle tracking.
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[0031] Although the mobile communication module 12, which is an example of the mobile 

communication unit, and the GPS module 16, which is an example of the satellite positioning 

unit, are exemplified as separate modules in this embodiment, the present invention is not 

limited to this configuration. For example, the part for connecting to the mobile communication 

network and the part for performing the function to acquire the position information based on 

the satellite positioning system may be implemented on one chip as a shared-memory structure 

in which the common memory is shared. In such a case, there is also a merit that the software 

program can be designed relatively easily.  

[0032] The following describes the flow of the present invention with reference to the 

drawings. In the flow, the wireless communication device 10 is monitored and controlled based 

on the position information acquired by the GPS module 16.  

[0033] FIG. 2 is a flowchart showing a first embodiment. As shown in FIG. 2, when the 

external power of the wireless communication device 10 is ON, the wireless communication 

device 10 regularly uploads (for example, once every six seconds) the position information, 

acquired by the GPS module 16, and the time information, related to the position information, to 

the remote control center 2 (step S 100). In response, the remote control center 2 regularly 

acquires (for example, once every six seconds) the position information and the related time 

information uploaded by the wireless communication device 10 (step S102). The remote control 

center 2 calculates the average moving speed of the wireless communication device 10 from the 

plurality of pieces of acquired position information and time information (step S 104). For 

example, the remote control center 2 calculates the average moving speed once each time two 

pieces of position information are received. The remote control center 2 determines whether the 

calculated average moving speed is outside the range of the reference average moving speed 

(step S106). If it is determined that the calculated average moving speed is outside the range of 

the reference average moving speed (step S 106: YES), the remote control center 2 determines 

that the wireless communication device 10 is taken out for use outside the vehicle. In this case, 

the remote control center 2 outputs an instruction to the wireless communication device 10 to 

reduce the WiFi communication speed. This instruction prevents the user from improperly 

using the wireless communication device 10 (step: S 108). After receiving this instruction, the 

wireless communication device 10 reduces the WiFi communication speed (step S110).  

Conversely, if it is determined that the calculated average moving speed is within the range of 

the reference average moving speed (step S 106: NO), the remote control center 2 determines
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that the wireless communication device 10 is used in the vehicle, that is, the wireless 

communication device 10 is used properly.  

[0034] The principle of the determination condition in the first embodiment shown in FIG. 2 is 

as follows. Usually, the vehicle speed is within a reasonable reference range (for example, 120 

km/h or lower). When the wireless communication device 10 is used in the vehicle, its moving 

speed is considered the same as the vehicle speed. Therefore, the calculated average moving 

speed is considered within this reference range. Conversely, when the calculated average 

moving speed is 250 km/h that is outside the reference range, there is a possibility that the 

wireless communication device 10 is taken out from the vehicle by the user and is used while 

traveling on a public transport system such as a high-speed railway.  

[0035] In the first embodiment shown in FIG. 2, the determination condition is whether the 

calculated average moving speed is outside the range of the reference average moving speed.  

There is a modified embodiment of the determination condition of this embodiment. That is, in 

the modified embodiment, the determination condition is whether the calculated moving 

distance in a predetermined period of the wireless communication device 10 is outside the range 

of the reference moving distance. The modified embodiment that is based on the moving 

distance in a predetermined period is essentially equivalent to the first embodiment that is based 

on the average moving speed. This is because, when the average moving speed is within the 

range of the reference moving speed, the moving distance in a predetermined period is also 

considered within the range of the corresponding reference moving distance.  

[0036] In addition, the first embodiment includes the following situation. That is, if the 

calculated average moving speed of the wireless communication device 10 remains zero for a 

predetermined period of time, more specifically, if the wireless communication device 10 is not 

in operation for a predetermined period of time and is in the stationary state but if the ON state 

of the external power continues and the position information and the time information are 

regularly uploaded, there is a possibility that the user, who once stopped the vehicle, has been 

using the WiFi Internet in the vehicle with the ACC power in the vehicle turned on. Generally 

speaking, however, it is thought that the user does not use the Internet continuously in a 

stationary vehicle for a very long time (for example, two days or longer). Therefore, if the state, 

in which the calculated average moving speed of the wireless communication device 10 remains 

zero, lasts longer than a predetermined period of time (for example, two days), it is probable that
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the user has taken out the wireless communication device 10 for use at home. That is, the 

determination condition is satisfied in the first embodiment (or in the modified embodiment of 

the first embodiment) also if it is determined that the wireless communication device 10 is taken 

out for use outside the vehicle when the period of time during which the determination condition 

is satisfied reaches a predetermined time.  

[0037] FIG. 3 is a flowchart showing a second embodiment. As shown in FIG. 3, when the 

external power of the wireless communication device 10 is ON, the wireless communication 

device 10 regularly uploads (for example, once every six seconds) the position information, 

acquired by the GPS module 16, and the time information, related to the position information, to 

the remote control center 2 (step S200). In response, the remote control center 2 regularly 

acquires (for example, once every six seconds) the position information and the related time 

information uploaded by the wireless communication device 10 (step S202). The remote control 

center 2 can detect whether the external power of the wireless communication device 10 is 

turned off for a predetermined period of time and then turned on again, based on the plurality of 

pieces of acquired position information and time information. For example, if the external 

power of the wireless communication device 10 is continuously ON, the remote control center 2 

regularly acquires (for example, once every six seconds) the position information on the 

wireless communication device 10 and the related time information (PO, tO), (P1, ti), ..., (Pm, 

tm). In this case, the time interval between the neighboring data points is six seconds. On the 

other hand, if data is interrupted (that is, data is not received from the wireless communication 

device 10) for a predetermined period of time (longer than six seconds, for example, 30 minutes) 

after the data point (Pm, tm) and, after that, the remote control center can continuously and 

regularly acquire (for example, once every six seconds) the position information on the wireless 

communication device 10 and the related time information (Pn, tn), (Pn + 1, tn + 1), (Pn + 2, tn 

+ 2), ... again, the remote control center 2 can estimate that, in this 30 minutes, the external 

power of the wireless communication device 10 is first turned off and then turned on again. In 

this case, based on the last position information acquired by the GPS module 16 when the 

external power of the wireless communication device 10 is turned off and the position 

information acquired by the GPS module 16 when the external power of the wireless 

communication device 10 is turned on next, the remote control center 2 calculates the distance 

between the two (step: S204). The remote control center 2 determines whether the calculated 

distance between the two is outside the range of the reference distance (step S206). If it is
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determined that the calculated distance is outside the range of the reference distance (step S206: 

YES), the remote control center 2 determines that the wireless communication device 10 is 

taken out for use outside the vehicle. In this case, the remote control center 2 sends an 

instruction to the wireless communication device 10 to reduce the WiFi communication speed.  

This instruction prevents the user from improperly using the wireless communication device 10 

(step: S208). After receiving this instruction, the wireless communication device 10 reduces the 

WiFi communication speed (step S210). Conversely, if it is determined that the calculated 

distance is within the range of the reference distance (step S206: NO), the remote control center 

2 determines that the wireless communication device 10 is used in the vehicle, that is, the 

wireless communication device 10 is used properly.  

[0038] The principle of the determination condition in the second embodiment shown in FIG.  

3 is as follows. If the wireless communication device 10 is used in the vehicle, the OFF state of 

the external power of the wireless communication device 10 usually corresponds to the OFF 

state of the ACC power of the vehicle. Similarly, the ON state of the external power of the 

wireless communication device 10 usually corresponds to the ON state of the ACC power of the 

vehicle. From the time the ACC power is turned off to the time the ACC power is turned on 

again, the vehicle is, in general, placed in the stationary state and the positions at the two times, 

turn-off time and turn-on time, are supposed to overlap with each other (in a special case, the 

distance between the vehicle's positions is within a reasonable range of the reference distance, 

for example, within the range of several meters). Therefore, if the wireless communication 

device 10 is used in the vehicle, the calculated distance between the position of the wireless 

communication device 10 when the external power is turned off and the position of the wireless 

communication device 10 when the external power is turned on next is considered within the 

range of the reference distance. Conversely, if the wireless communication device 10 is 

removed from the vehicle (in this case, the external power is turned off), is taken out for use at 

home (or other place), and is used by connecting it again to the external power at home (at this 

time, the supply of the external power is resumed), the distance between the positions indicated 

by the position information acquired by the GPS module 16 at these two different times is 

considered corresponding to the distance between the position of the vehicle when the wireless 

communication device 10 is removed and the position of the home (for example, several 

hundred meters). This distance exceeds a reasonable range of the reference distance.
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[00039] FIG. 4 is a flowchart showing a third embodiment. As shown in FIG. 4, when the 

external power of the wireless communication device 10 is ON, the wireless communication 

device 10 regularly uploads (for example, once every six seconds) the position information, 

acquired by the GPS module 16, and the time information, related to the position information, to 

the remote control center 2 (step S300). In response, the remote control center 2 regularly 

acquires (for example, once every six seconds) the position information and the related time 

information uploaded by the wireless communication device 10 (step S302). The remote control 

center 2 counts the number of times or the frequency with which the GPS module 16 has failed 

to acquire the position information (that is, the GPS module 16 cannot measure the position 

information) that is indicated by the position information uploaded by the wireless 

communication device 10 (step S304). This determination condition is based on the premise 

that, though the GPS module 16 has failed to acquire the position information, the wireless 

communication device is connected to the mobile communication network by the mobile 

communication module 12 and the communication between the wireless communication device 

and the remote control center is established. That is, the wireless communication device 10 can 

notify the remote control center 2 that the position information, usually measured by the GPS 

module 16, cannot be acquired in the current operation. Instead, the wireless communication 

device 10 can notify the remote control center 2 about a base station ID. In this case, the remote 

control center can acquire brief position information on the mobile communication module 12 

based on this base station ID using the base station positioning technology (usually, the 

accuracy of this position information is lower than that of the position information acquired by 

the GPS module 16). In this case, the brief position information (brief position information 

acquired using the base station positioning technology of the mobile communication module 

12), though available, is not the position information acquired through measurement by the GPS 

module 16. Therefore, it is considered that the GPS module 16 has failed to acquire the position 

information. The remote control center 2 determines whether the counted number of times or 

frequency, with which the GPS module 16 has failed to acquire the position information, is 

outside the range of the reference number of times or the reference frequency (step S306). If it 

is determined that the counted number of times or frequency, with which the GPS module 16 

has failed to acquire the position information, is outside the range of the reference number of 

times or the reference frequency (step S306: YES), the remote control center 2 determines that 

the wireless communication device 10 is taken out for use outside the vehicle. In this case, the 

remote control center 2 sends an instruction to the wireless communication device 10 to reduce
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the WiFi communication speed. This instruction prevents the user from improperly using the 

wireless communication device 10 (step: S308). After receiving this instruction, the wireless 

communication device 10 reduces the WiFi communication speed (step S3 10). Conversely, if it 

is determined that the counted number of times or frequency, with which the GPS module 16 

has failed to acquire the position information, is within the range of the reference number of 

times or the reference frequency (step S306: NO), the remote control center 2 determines that 

the wireless communication device 10 is used in the vehicle, that is, the wireless communication 

device 10 is used properly.  

[0040] The principle of the determination condition in the third embodiment shown in FIG. 4 

is as follows. While the user is using the wireless communication device 10 in the vehicle 

properly, it sometimes occurs that, in a particular situation (for example, the vehicle enters a 

tunnel or an underground car park), the GPS signal is interrupted but the mobile communication 

is active. The number of times or the frequency with which the GPS position information 

cannot be measured in such a case is considered within the range of a reasonable reference 

number of times or frequency. For example, the travel time in a tunnel is short and, when the 

vehicle comes out of the tunnel, the GPS signal is recovered immediately. On the other hand, 

when the user takes out the wireless communication device 10 and uses it at home with the 

external power on, the GPS signal in the room remains interrupted (usually, the GPS signal in 

the room is not detected or very weak, while the mobile communication signal in the room is 

better than the GPS signal. That is, the mobile communication signal in the room is not 

interrupted). Therefore, the number of times or the frequency, with which the GPS module 16 

has failed to acquire the position information, far exceeds the range of the reference number of 

time or frequency described above. Therefore, in such a case, it can be determined that the user 

has taken out the wireless communication device 10 for use outside the vehicle.  

[0041] FIG. 5 is a flowchart showing a fourth embodiment. The fourth embodiment shown in 

FIG. 5 uses a determination condition that is a combination of the condition in the first 

embodiment and the condition in the second embodiment. That is, the remote control center 2 

calculates the average moving speed from a plurality of pieces of position information and time 

information in step S404. After that, based on the position information on the wireless 

communication device 10 when the external power is turned off and the position information on 

the wireless communication device 10 when the external power is turned on next, the remote 

control center 2 calculates the distance between the two positions. In the fourth embodiment,
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the remote control center 2 must determine whether the combination of the condition in the first 

embodiment and the condition in the second embodiment is satisfied (that is, both conditions 

must be satisfied). That is, the remote control center 2 determines whether the calculated 

average moving speed is outside the range of the reference average moving speed and whether 

the calculated distance is outside the range of the reference distance (step S406). The other 

steps in the fourth embodiment shown in FIG. 5 are similar to those in the first and second 

embodiments and, therefore, their description is omitted.  

[0042] The principle of the determination condition in the fourth embodiment shown in FIG. 5 

is as follows. Using the combination of the condition in the first embodiment and the condition 

in the second embodiment as the determination condition increases determination accuracy and 

reduces determination mistakes.  

[0043] FIG. 6 is a flowchart showing a fifth embodiment. The fifth embodiment shown in 

FIG. 6 uses a determination condition that is a combination of the condition in the first 

embodiment, the condition in the second embodiment, and the condition in the third 

embodiment. That is, the remote control center 2 calculates the average moving speed from a 

plurality of pieces of position information and time information in step S504. After that, based 

on the position information on the wireless communication device 10 when the external power 

is turned off and the position information on the wireless communication device 10 when the 

external power is turned on next, the remote control center 2 calculates the distance between the 

two positions. After that, the remote control center 2 counts the number of times or frequency 

with which the GPS position information could not be measured. In the fifth embodiment, the 

remote control center 2 must determine whether the combination of the condition in the first 

embodiment, the condition in the second embodiment, and the condition in the third 

embodiment is satisfied (that is, all tree conditions must be satisfied). That is, the remote 

control center 2 determines whether the calculated average moving speed is outside the range of 

the reference average moving speed, whether the calculated distance is outside the range of the 

reference distance, and whether the number of times or frequency, with which the GPS position 

information could not be measured, is outside the range of the reference number of times or the 

reference frequency (step S506). The other steps in the fifth embodiment shown in FIG. 6 are 

similar to those in the first, second, and third embodiments and, therefore, their description is 

omitted.
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[0044] The principle of the determination condition in the fifth embodiment shown in FIG. 6 is 

as follows. Using the combination of the condition in the first embodiment, the condition in the 

second embodiment, and the condition in the third embodiment as the determination condition 

increases determination accuracy and reduces determination mistakes.  

[0045] FIG. 7 is a general diagram showing a sixth embodiment. According to the sixth 

embodiment, the remote control center 2 can determine whether the wireless communication 

device 10 is taken out for use outside the vehicle based on whether the position information on 

the wireless communication device 10 indicates a location where the vehicle cannot usually 

reach. For example, as shown in FIG. 7, if the position information on the wireless 

communication device 10 indicates that the wireless communication device 10 is at a particular 

position such as a lake or a sea, there is a possibility that the wireless communication device 10 

is taken out for use on board. This is because a car does not usually appear in such a particular 

position.  

[0046] The embodiments described above are preferred embodiments of the present invention 

but do not limit the present invention. For example, the combination of the conditions of the 

first to third embodiments is not limited to the combinations described in the fourth embodiment 

and the fifth embodiments but these conditions can be combined also with the condition of the 

sixth embodiment. Satisfying a condition may refer to a situation in which the condition is 

satisfied for a predetermined time. When a plurality of conditions is combined, the order in 

which the conditions are satisfied need not be determined. It is apparent to those skilled in the 

art that the conditions in the above embodiments are exemplary only.  

[0047] The instruction issued in the above embodiments to reduce the WiFi communication 

speed is also exemplary only. For example, the instruction may be changed or modified to an 

instruction that inhibits the WiFi service.  

[0048] Although the regular uploading of the position information and the related time 

information is described by way of example in the above embodiments, it is apparent to those 

skilled in the art that the uploaded data need not necessarily include the related time 

information. This is because the remote control center 2, which receives the time of the position 

information, can determine the related time information.
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[0049] In addition, though the above embodiments describe, by way of example, that the 

remote control center 2 determines whether the wireless communication device 10 is taken out 

for use outside the vehicle, the present invention is not limited to this type of determination.  

Instead, without intervention from the remote control center 2, the wireless communication 

device 10 itself can determine whether the wireless communication device 10 is taken out for 

use outside the vehicle. In this case, the wireless communication device further includes a 

wireless-communication-device-side database and a wireless-communication-device-side 

determination unit. The wireless-communication-device-side database stores the position 

information that is acquired by the GPS module and the time information that indicates the time 

at which the position information is acquired. The wireless-communication-device-side 

determination unit determines whether this wireless communication device is taken out for use 

outside the vehicle, based on the position information and the time information stored in the 

database. The wireless communication device in this case is configured to determine that the 

wireless communication device is taken out for use outside the vehicle if any of the 

determination conditions described in the first embodiment to the sixth embodiment is satisfied.  

This simple configuration, configured simply by the wireless communication device, can 

monitor and control whether the wireless communication device is taken out for use outside the 

vehicle.  

[0050] Although the above embodiments describe by way of example that the wireless 

communication device 10 controls the connection state of the wireless network connection 

service, provided by the wireless communication device according to the present invention, 

based on the determination result of the center-side determination unit or the wireless

communication-device-side determination unit, the present invention is not limited to this 

configuration. Instead of controlling the connection state of the wireless network connection 

service, it is also possible to provide the user with the information that is output by one of the 

determination units described above and that notifies the determination result indicating whether 

the wireless communication device is taken out from the mobile object.  

[0051] In this case, the wireless communication device includes a warning lamp and a lighting 

control unit. The warning lamp works as an information providing unit that provides 

information to the user. The lighting control unit controls the lighting of the warning lamp 

when one of the determination units described above determines that the wireless 

communication device is taken out for use outside the mobile object. The lighting control unit
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may be executed as one of the functions of the CPU in the mobile communication module or 

may be provided as a separate unit. For example, the lighting control unit is configured to 

control the lighting of the lamp in such a manner that the single-color lamp remains on if it is 

not determined that the wireless communication device is taken out for use outside the mobile 

object and that the lamp blinks if it is determined that the wireless communication device is 

taken out for use outside the mobile object. This alerts the user to refrain from taking out the 

wireless communication device for use outside the vehicle.  

[0052] The warning lamp may be integrated into the LED indicator 15 of the wireless 

communication device 10. In addition, the information providing unit is not limited to a 

warning lamp. For example, if the center-side determination unit determines that the wireless 

communication device is taken out for use outside the mobile object, it is also possible to 

reference the user information registered in advance and to send an alert directly from the 

remote control center to the user via phone or mail.  

[0053] It is apparent to those skilled in the art that various modifications and changes may be 

added to the embodiments of the present invention without departing from the spirit and the 

scope of the present invention. Therefore, the changes and modifications included in the scope 

of the present invention restricted by claims are all included in the present invention.
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CLAIMS 

1. A wireless communication device with a wireless router function mountable on a vehicle, 

the wireless communication device including: a mobile communication unit that is able to 

connect to a mobile communication network; and a wireless network connection unit that 

provides a wireless network connection service based on the mobile communication network 

connected by the mobile communication unit, the wireless communication device comprising: 

a satellite positioning unit configured to acquire position information on the wireless 

communication device based on a satellite positioning system; and 

a control unit configured to control a connection state of the wireless network connection 

service based on the position information acquired by the satellite positioning unit; 

wherein the wireless communication device is further configured so that; 

if it is determined that the wireless communication device is taken out for use outside the 

vehicle based on the position information acquired by the satellite positioning unit, the control 

unit reduces the connection state of the wireless network connection service as compared to a 

case in which it is not determined that the wireless communication device is taken out for use 

outside the vehicle.  

2. The wireless communication device according to claim 1, wherein 

the control unit is configured to control the connection state of the wireless network 

connection service based on a determination result as to whether the wireless communication 

device is taken out for use outside the vehicle based on the position information acquired by the 

satellite positioning unit.  

3. The wireless communication device according to claim 1, wherein 

the connection state of the wireless network connection service is reduced by reducing a 

state of connection to the mobile communication network.  

4. The wireless communication device according to claim 3, wherein 

the state of connection to the mobile communication network is reduced either by reducing 

a communication speed of the mobile communication network or by stopping the connection to 

the mobile communication network.
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5. The wireless communication device according to claim 1, wherein 

the connection state of the wireless network connection service is reduced either by 

reducing a strength of a radio signal issued by the wireless network connection unit or by 

stopping the issuance of the wave signal.  

6. The wireless communication device according to claim 1, being further configured so that: 

if at least one of following conditions is satisfied, it is determined that the wireless 

communication device is taken out for use outside the vehicle; 

condition a) if an average moving speed of the wireless communication device is outside a 

range of a reference average moving speed, the average moving speed being calculated based on 

a plurality of pieces of position information acquired by the satellite positioning unit and a 

plurality of pieces of related time information; 

condition b) if a moving distance in a predetermined period of the wireless communication 

device is outside a range of a reference moving distance, the moving distance being calculated 

based on a plurality of pieces of position information acquired by the satellite positioning unit 

and a plurality of pieces of related time information; 

condition c) if a state, in which the average moving speed of the wireless communication 

device is outside the range of the reference average moving speed, continues for a time equal to 

or longer than a predetermined time, the average moving speed being calculated based on a 

plurality of pieces of position information acquired by the satellite positioning unit and a 

plurality of pieces of related time information; 

condition d) if a distance between a first position and a second position is outside a range 

of a reference distance, the first position being calculated based on last position information 

acquired by the satellite positioning unit when an external power of the wireless communication 

device is turned off, the second position being calculated based on position information acquired 

by the satellite positioning unit when the external power of the wireless communication device is 

turned on next; 

condition e) if a number of times the satellite positioning unit has failed to acquire position 

information is outside a range of a reference number of times; 

condition f) if a frequency the satellite positioning unit has failed to acquire position 

information is outside a range of a reference frequency; and 

condition g) if position information acquired by the satellite positioning unit indicates an 

area where a vehicle cannot travel.
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7. The wireless communication device according to claim 1, wherein 

the wireless communication device is configured to send the position information on the 

wireless communication device to a remote control center via the mobile communication unit, 

the position information being acquired by the satellite positioning unit, 

the remote control center comprises a receiving unit that receives position information on 

the wireless communication device sent from the wireless communication device; a center-side 

determination unit that determines whether the wireless communication device is used outside 

the vehicle based on the position information on the wireless communication device received by 

the receiving unit; and a sending unit that sends a signal, corresponding to a determination result 

of the center-side determination unit, to the wireless communication device, and 

the control unit is configured to control the connection state of the wireless network 

connection service based on the signal, corresponding to the determination result, sent from the 

remote control center.  

8. The wireless communication device according to claim 1, further comprising: 

a wireless-communication-device-side storage unit that is arranged in the wireless 

communication device to store position information acquired by the satellite positioning unit and 

time information indicating a time at which the position information is acquired; and 

a wireless-communication-device-side determination unit that is arranged in the wireless 

communication device to determine whether the wireless communication device is used outside 

the vehicle based on the position information and the time information stored in the storage unit, 

wherein 

the control unit controls the connection state of the wireless network connection service 

based on the determination result of the wireless-communication-device-side determination unit.  

9. A remote control center that is able to communicate with a wireless communication device, 

the wireless communication device having a wireless router function and being mountable on a 

vehicle, the remote control center comprising: 

a receiving unit configured to receive position information on the wireless communication 

device sent from the wireless communication device; 

a center-side determination unit configured to determine whether the wireless 

communication device is used outside the vehicle based on the position information on the 

wireless communication device received by the receiving unit; and
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a sending unit configured to send a signal according to a determination result of the center

side determination unit to the wireless communication device; 

wherein the remote control center is further configured so that; 

if it is determined that the wireless communication device is taken out for use outside the 

vehicle based on the position information acquired by the receiving unit, the remote control 

center reduces a connection state of a wireless network connection service as compared to a case 

in which it is not determined that the wireless communication device is taken out for use outside 

the vehicle.  

10. A wireless communication device having a wireless router function and being mountable 

on a vehicle, the vehicle including: a mobile communication unit that is able to connect to a 

mobile communication network; and a wireless network connection unit that provides a wireless 

network connection service based on the mobile communication network connected by the 

mobile communication unit, the wireless communication device comprising: 

a satellite positioning unit configured to acquire position information on the wireless 

communication device based on a satellite positioning system; and 

an information providing unit configured to provide information corresponding to a 

determination result to a user, the determination result being determined based on the position 

information acquired by the satellite positioning unit, the determination result indicating whether 

the wireless communication device is taken out for use outside the vehicle; 

wherein the wireless communication device is further configured so that: 

if it is determined that the wireless communication device is taken out for use outside 

the vehicle based on the determination result, the wireless communication device reduces a 

connection state of the wireless network connection service as compared to a case in which 

it is not determined that the wireless communication device is taken out for use outside the 

vehicle.  

11. A monitoring control system for a wireless communication device, the wireless 

communication device having a wireless router function and being mountable on a vehicle, the 

wireless communication device including: a mobile communication unit that is able to connect to 

a mobile communication network; and a wireless network connection unit that provides a 

wireless network connection service based on the mobile communication network connected by 

the mobile communication unit, the monitoring control system comprising:
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a satellite positioning unit configured to acquire position information on the wireless 

communication device based on a satellite positioning system; and 

a determination unit configured to determine whether the wireless communication device 

is taken out for use outside the vehicle based on the position information acquired by the satellite 

positioning unit; 

wherein the monitoring control system is further configured so that; 

if it is determined that the wireless communication device is taken out for use outside the 

vehicle based on the position information acquired by the satellite positioning unit, the 

monitoring control system reduces the connection state of the wireless network connection 

service as compared to a case in which it is not determined that the wireless communication 

device is taken out for use outside the vehicle.  

12. The monitoring control system according to claim 11, further comprising: 

a control unit configured to control a connection state of the wireless network connection 

service based on a determination result, the determination result being determined by the 

determination unit, the determination result indicating whether the wireless communication 

device is taken out for use outside the vehicle.  

13. The monitoring control system according to claim 11, wherein 

the wireless communication device is configured to send the position information on the 

wireless communication device to a remote control center via the mobile communication unit, 

the position information being acquired by the satellite positioning unit, and 

the remote control center comprises a receiving unit that is configured to receive the 

position information on the wireless communication device sent from the wireless 

communication device; a center-side determination unit that is configured to determine whether 

the wireless communication device is used outside the vehicle based on the position information 

on the wireless communication device received by the receiving unit; and a sending unit that is 

configured to send a signal according to a determination result of the center-side determination 

unit to the wireless communication device.  

14. The monitoring control system according to claim 11, wherein 

the wireless communication device comprises a wireless-communication-device-side 

storage unit that is configured to store the position information acquired by the satellite 

positioning unit and time information indicating a time at which the position information is
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acquired; and a wireless-communication-device-side determination unit that is configured to 

determine whether the wireless communication device is used outside the vehicle based on the 

position information and the time information stored in the wireless-communication-device-side 

storage unit.  

15. The monitoring control system according to claim 11, further comprising: 

an information providing unit configured to provide information corresponding to a 

determination result to a user, the determination result being determined by the determination 

unit, the determination result indicating whether the wireless communication device is taken out 

for use outside the vehicle.  

16. A monitoring control method for a wireless communication device having a wireless router 

function and being mountable on a vehicle, the monitoring control method comprising: 

a position information acquisition step for acquiring position information on the wireless 

communication device; and 

a determination step for determining whether the wireless communication device is taken 

out for use outside the vehicle based on the acquired position information; 

wherein if it is determined that the wireless communication device is taken out for use 

outside the vehicle based on the position information acquired by the satellite positioning unit, 

the connection state of the wireless network connection service is reduced as compared to a case 

in which is it not determined that the wireless communication device is taken out for use outside 

the vehicle.  

17. The monitoring control method according to claim 16, further comprising: 

a control step for controlling a connection state of a wireless network connection service 

provided by the wireless communication device based on a determination result, the 

determination result being determined by the determination step, the determination result 

indicating whether the wireless communication device is taken out for use outside the vehicle.  

18. The monitoring control method according to claim 16, wherein 

the position information acquisition step includes a position information sending step for 

sending the position information on the wireless communication device from the wireless 

communication device to a remote control center, the position information being acquired by the 

position information acquisition step, and
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the determination step includes a receiving step for receiving, by the remote control center, 

the position information on the wireless communication device sent from the wireless 

communication device in the sending step; a center-side determination step for determining, by 

the remote control center, whether the wireless communication device is used outside the vehicle 

based on the position information on the wireless communication device received in the 

receiving step; and a determination result sending step for sending a signal according to a 

determination result of the center-side determination step from the remote control center to the 

wireless communication device.  

19. The monitoring control method according to claim 16, wherein 

the determination step is a wireless-communication-device-side determination step for 

determining, by the wireless communication device, whether the wireless communication device 

is used outside the vehicle based on acquired position information and time information on a 

time at which the position information is acquired.  

20. The monitoring control method according to claim 16, further comprising: 

an information providing step for providing information corresponding to a determination 

result to a user, the determination result being determined by the determination step, the 

determination result indicating whether the wireless communication device is taken out for use 

outside the vehicle.  
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