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101 Encrypt, by means of an initial key, a first key factor generated by a
first device, and send the encrypted first key factor to a second
device by means of a first secure channel

Receive, by means of the first secure channel, a second key factor
encrypted by the initial key

Decrypt the second key factor that is received by means of the first
secure channel and is encrypted by the initial key, so as to obtain the
second key factor

Generate a shared key between the first device and the second
device according to the first key factor and the second key factor
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(57) Abstract: The present application provides a key gener-
ation method and apparatus. The key generation method
comprises: encrypting, by using an initial key, a first key
factor generated by a first device, and sending the encrypted
first key factor to a second device by means of a first secure
channel, the initial key being a pre-set key between the first
device and the second device; receiving, by means of the first
secure channel, a second key factor encrypted by the initial
key, the second key factor being generated by the second
device; decrypting the second key factor that is received by
means of the first secure channel and is encrypted by the ini-
tial key, so as to obtain the second key factor; and generating
a shared key between the first device and the second device
according to the first key factor and the second key factor.
According to the technical solution of the present invention,
a gateway device cannot acquire a shared key negotiated
between a first device and a second device, such that it is en-
sured that data is more securely transmitted between the first
device and the second device, thereby reducing the risk of il-
legally capturing the data in the transmission process.
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