wo 2014/079307 A1 [N I P00 00 R

(12) R EFSERLY A H N ERRRH
5 iR R ~
(19) Eﬁﬁgﬂ géé T O 0RO OO0 OO 0
=

_ ; a0 BFEAHE
¢3) B H = WO 2014/079307 Al
2014 5 530 B (30.05.2014) wWipPO|PCT
61 HEERSHES: 1) EBREE GHHERW, BERE AR ERE
GOGF 21/56 (2013.01) #1): AE, AG, AL, AM, AO, AT, AU, AZ, BA, BB, BG,
BH, BN, BR, BW, BY, BZ, CA, CH, CL, CN, CO, CR,
@) ERRE#ES: PCT/CN2013/086233 CU, CZ, DE, DK, DM, DO, DZ, EC, EE, EG, ES, FI, GB,
22) Eﬁq}%a 2013 £|Z 10 530 H (30.10.2013) GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, IR, IS,
o ‘ JP, KE, KG, KN, KP, KR, KZ, LA, LC, LK, LR, LS, LT,
25 HFES: 25 LU, LY, MA, MD, ME, MG, MK, MN, MW, MX, MY,
. . MZ, NA, NG, NI, NO, NZ, OM, PA, PE, PG, PII, PL, PT
I\ ==, > > > INL, , NZ, , PA, FE, PG, PH, PL, P1,
26) AMES: L QA, RO, RS, RU, RW, SA, SC, SD, SE, SG, SK, SL, SM,
30y RIHL: ST, SV, SY, TH, TJ, TM, TN, TR, TT, TZ, UA, UG, US,
201210475499.2 2012 F 11 A 21 H (21.11.2012) CN UZ, VC, VN, ZA, ZM, ZW .

an BEEA BRAE BV ARAT (TENcENT 64 BEE EROAEY, EORE R SRIR X R
TECHNOLOGY (SHENZHEN) COMPANY LIM- #7): ARIPO (BW, GH, GM, KE, LR, LS, MW, MZ, NA,
ITED) [CN/CNY; 7 [8 [ 7R PR YITIT AR F X 3R % % 38 RW, SD, SL, SZ, TZ, UG, ZM, ZW), BRIL (AM, AZ,
B[R 2 B 2R 403 = | Guangdong 518000 (CN). BY, KG, KZ, RU, TJ, TM), BRIl (AL, AT, BE, BG, CH,
o . CY, CZ, DE, DK, EE, ES, FL, FR, GB, GR, HR, HU, IE,
72) RPN BHE (LU, sixi); FHE 7RG HIIH4E H IS, IT, LT, LU, LV, MC, MK, MT, NL, NO, PL, PT, RO,
X R 2% 18 FE A% B 4 I 2 MR AR 403 =, Guangdong RS, SE, SL SK, SM, TR), OAPI (BF, BJ, CF, CG, CL, CM,

518000 (CN). GA, GN, GQ, GW, KM, ML, MR, NE, SN, TD, TG)-

00 RAEA HERTLBRR=BRBARIID AR
(BELJING EAST IP LTD.); R AMKX A _ R B (B 21 4(3))
KRR 1B RS e B 2 B o1 &, o PR B CRAIE 21 KC)
Beijing 100738 (CN).

(54) Title: METHOD AND DEVICE FOR MONITORING MALICIOUS LINK INJECTION OF WEBSITE SOURCE CODES
(54) RIIBHR - PGERID B MR N R ik R B

Wm

5110 MONITORING A MODIFYING OPERATION ON A
WEBSITE SOURCE CODE FILE AND ACQUIRING
AMODIFIED CODE FRAGMENT

8120 ANALYZING THE MODIFIED CODE FRAGMENT
S0 AS TO EXTRACT AN EXTERNAL LINK

$130 JUDGING WHETHER THE EXTERNAL LINK IS A
SUSPICIOUS OR MALICIOUS LINK

§140 IF A SUSPICIOUS OR MALICIOUS LINK IS
DETECTED, SENDING A WARNING MESSAGE

Bt/ FG1

(57) Abstract: The present invention relates to a method for monitoring malicious link injections of website source codes, compris -
ing: monitoring a modifying operation on a website source code file and acquiring a modified code fragment; analyzing the modified
code fragment so as to extract an external link; judging whether the external link is a suspicious or malicious link; and if it is determ -
ined that the external link is a suspicious or malicious link, sending a warning message. The method for monitoring malicious link
injection of website source codes can monitor moditied contents of source codes in real time, effectively prohibiting the common
virus transmission mode in which, after a system writing right is acquired by using a loophole in the operating system or a third-
party application, a malicious redirected URL is injected into the page codes of a legal website. Furthermore, also provided is a
device for monitoring malicious link injections of website source codes.

(57) THE: AR IS Je— Rl YR AR G A B e N MRS T R, 3G WAt R b VB AR SO (S B VR 3R 3K
HR o (ARAE B s T i A0 B PR B DA BN HE AR SR B s PR B A0 Bl 2 A ] Sk T B
B DARE HIE i /b e B S B R R BN R B S E . LIRS S R B B AR 7V
TS IR IEARIS R AR T N, B R BELE TR R R E R AR = M HIRTR IR R R SRR GIEAER
E@@%gﬁ;ﬂii&fﬂggmﬁﬁﬁﬁﬁﬁﬁ@EF'ﬁﬁ*%’éﬁﬂE@ﬁ%f?ﬁ%fﬁ, BEAR, 2R B IR AR A — i R sy YA R ST
EEEEAREREE.



WO 2014/079307 PCT/CN2013/086233
1

MSRRBEERBENBRFEALE

AR

AERAGBREZL2BR, LEF AR~ RERRXDLEHBEANE
BHFEREE.

HFHEA

B — MRS BRAOEBREOFTARGAARBRUEZERE =
FRARBARKBRAZGERR, REEANEEN TG MB35k Mk
HRERDT, efTaR M2 THRALE, BWMOFELER AN
B (crawling) Mt A%, RERHB T ENEATHEERMG, XEFik
b A, 4o: symantec #9 safeweb 3K, McAfee 49 siteadvisor AR
F.

ATIRBAGI AN AR, AELEF LR, RBIR. RRFAMA,
JhH A G AR, STOAEAE N AR B K By W 3k, mASP RN 3k
M 5Kk AR 0T 8] A AT AT B 3k A BIRER T SR, SOk ST W 566G 4
et AHSFHRLERLGNBE Y FEZTUERBIRRAVRELE, T
AR

BATag M bty TR F RER LAV T RKRBHEMmBERTHRE
WA, s FRIEBEARGZAM, Wik SQLEN. XSS #H3kk &k, B
A AA BRI Rk F F, Rt BRAGRY H TG, B HEERE
ERMIFEANHHE EZ—,

AR AR

HE T, ALERBE-HRBBRADEERBIAUBFTELE
B, ATRARNGRARBG 22K,

—FF W bR ARG FEEA B R, a4 Bdest Wk R L



WO 2014/079307 PCT/CN2013/086233
2

#%%&%%%ﬁﬁiﬁ%ﬁ%ﬁﬁw“%%*ﬁi%ﬁ%%&ﬁﬁﬁﬁ
ShEREEEE FIRPTIANN BB R T A TEREE e VAR E PR PTE
SPEREEIE AT RR A L ERBEN A B EEH L.

—F WS RRBEE#/EEANGLEE, ofe: RBBELEL, AT
15 de sz W b RAREL A 095 R PRI R £ 69X R B #ERIR Y
s AT HMART ERAD R BOAFBICE SN a04d 4, BESHTET, A
FHIB AT AR ER T ATHEAF S TS, U2 EEREA, AT
FEHEITRI BB ATRIAA S TREN L B TEH L.

LR M RRAEEREEINGEFEARETE B BRD
MERZAR, wRBRRAHELEARCES—BAGGIEELTE, N2
BPA B EELZHEER, AL ot s Mabay otk ddmAaked
FIE T@ A AR RAARE S EARRARREAEREEEZAEE
B E & R B Ak R SE e T @ ARA F A — R F L RS X

AP FAE GG SN F A, T UABK R S BHR A, B A T A F AN
BAEAE & B AEE. ol b T MSERRBSA IR, HEARR R
T F IR BAK, AT F Rt R R HEIK.

Ak AK Aoy kA L p B 0y HERREEEIARHE, FUFR
BAEZeb], FRAMBEX, FalAeT,

M B BB

B 1 h%— LA R —F ML RARAE FHEEANBEAET ZR
A2 H .,

B 2 AH - FAAREG—FRERRAEEREEZANBERER
A2H.,

FAR FE 3 K

A Fit— 5 EE AR R LR B PR TFRR



WO 2014/079307 PCT/CN2013/086233
3

B, ATHEEGWMEREARAEN, STRBALBGERTRFT X, &4,
WAER Foh B, H# il de s,

A4 1

ARE 1, %R e R Mk R ARDE TR EA KTk,
Lk ah W ds g ik G g

HIE S110. M4 W 3b VR ARAD SUAF 6916 AR AR FF R IR T B 69 4RA% K
.

— RV, RARRBIGGHE—~IREANABERT, @dReh
LB RTARRA M, TALEA R L ERHRE ZARBE. #)
Yo, B AT W 55 R AR A AT, A SRR S
&5, B S e, REE KT e B T RARAS I 415 et
8] 55 & g B ARG AT 6945 2 i 18] Bp 9T 3R 4o R AR AL LA 2 T L AAMAE L,
H—F R, AR ARG A R R T E AR R .

sedh, TVAEME, BT BRI G ROt RRT R %, #de,
BT W B G A 0 B RAR, SR B P B 2 R 35 RARAD B R A 4G SO
AT BEREN ARERT ZGRBA K.

I S120. ATHEE F 65 RAD | B FhEE ShSndkdE,

EEHRAABRTHRARA RE %4218 Z 4o HIML, Javascripts.
X& PHP £ BB ey, M AR HRAZEST BARENES, TE2455@®
Aatt. Bk, FI S120 6T 45 ARE L E KB R BT R4
A2 B F do B AR R RAD AT B3 VAR KA 15 RAG M B RRAT PT AR R
BB Praf spapdd . Hlde, KA XM H4EE (Document Object
Model, DOM) #u#K 447 HTML #& X 69X A5 A BA s B sh3pdtis,

BB S130, PIBPTR PS4 R T A THRAL T EHE.

B, TAEEAFALALFNBRRSATIHRBRE B TTHR

&% b2t



WO 2014/079307 PCT/CN2013/086233
4

RE TR, Hllo, THESRBBERTETREMAH 0GR EBALEF,
AAATAETRAFEEVREERRZIIOTOAE R, TR RF 64
BHFETREEN 0N AELEFRALFEERRAESRZIMO T E
FFE T e oAk, HTALA T HEE,

FIRTERMBE, BFTHATH R S140 A b S 405 8. o, Hit—
FHRNTREBRGZ 2N, ETR TR TRBBLZEZ ZFRLLL
BRER S ARIEZTREER T ALY S TR, ¥l
http: //aq. qq. com/cn2/safe_school/url.query.-index #hi24t—FF4&K b
T EMBIEIR S, HAIAPTA T EE4E 43 4 S A b ardtdE, W RAT
# B 5140,

Sbdb, BT LR AT R4 A A R F = o5 M Ak 2 2 IR R AT
FESN, BT FIA R A L R R = 5 M R SRR St AT
ik, sbEl, TTOARMAEIE A F AR X AR BEASHINHRBERTE
FTHRAEEME, RABRTEERIE, £5F =5 Wit 22 RER 54
B 4G 45 R ARG AT S B E A N AT F R S140,

HH S140, BHRARISPIBEATHRIA S E/BN L R ELH

Blde, KA RA KA @ ARG L EREESRERTHERD, &
FANLHIN,

sth, P H, EFIR TR A TERNA B EREE, &7
1B AR AP LB A B sk IR RS M 4% B R ARG E MR IR SALE F H R
# ek,

AZAHI R ERRAES TR EALE L BERKDBHE
EHE, WRARDYEZATLE— L ARG NRBEAE, WL
B AL RGETER, A aees et W ke Ak, #EmR Ry



WO 2014/079307 PCT/CN2013/086233
5

THRAHARCAAREZFTEARAKRBREZAERIREEZATENE
o) W HE B Ak W ok 6 W @ ARAD T XA — R F e REHES .

AT AR G A SRR X, T AR R eT AR, B R T A F AN
BRI E B R GAEE. b, b T MR ARALHA R, FEAR R
T F MBI, BAREZR 6 F Rk B 5 Hrm iR,

xR A 2 |

AWE 2, RRWE KA RAE—A M ERRAEEEEEAL
EE 200, G35 KRAUEET 210, 4EMRET 220, SESIEL
230, AR EZLZLEF T 240,

KA NI B 7 210 B F U480 I 55 T ARAD S 845 HURAE R IR
FRAB R B, —kH, REBRRBIGRAHE—~ITREANEBXT,
B ke BAEiK e B R T RIS, TUAERE B EHRIRE 4
RAGEL ., Blde, & HTHWERRADLAFATES, T3 PTH &40 B
A s kG, AMASRA R, REETEREGE X TRKRBXL
44 45 B 18] B & 84 SRR AD A 45 BB ] B T 3R A R AR M R
E2AAE. #—F o, LA P ARG A R EPT RIRE R F 9K .

Mgk, AR, BARRARABAIEEOF AR T LR T &, Flde,
BT M R ot B 6 B ARAE, SR E BRI R SR AR B RN 69 AT
09 5 HRAE et A AR R B a9 1

A5 IR T 220 F) F oA AT iR K E ey RAh B dh Bl SRk
TP R K BT AR R R 8 44295 F Hlde HTML. Javascripts. 2
# PHP F4 B A . AR M HALET LA TE Bk, §E2o5d4T
SAT. Fodkd, HEEFRIREL 220 5T A T ARB R EGNRB R BATRA
B A5 T A A B A AL AT By A BRI AR AT B R AT P A AR R
FLvA S IR P 3Rk, Hlde, KA X4 A% (Document 0bject



WO 2014/079307 . PCT/CN2013/086233
6

Model, DOM) Ar#X 447 HIML #% X #9445 B BLvd 3R b sh9R 4k 45,

BN 230 A TR EI 4L T ATHERE L E464,
B, TRREE S RARXATH BRI EERTETTHERE
T, Hldo, THENRBBRTETREAA 0N RBAEF, &
REGTAAFEERRAERRZIGREAET Y. s TR ERFHE,
BT HREMA 0 R EATTYRALHLENREERZSIGTEL
F P A IRARAE, ML T AR,

FUR TSR )G , PP AT W 7T R4 3 AR X2 B R £ 2 2054 3 71 240,
WELEEFALEEEN &, Wb, H@d—FHIATIREEGZ M,
LT — W THEMEEL A RS = 5 A 2 AR R &L I3E4 7T 2848
BRAT AL EBEHE. #l4 http: //ag. gq. com/cn2/safe_school/
url_query-index SRR —FF K LB ZAERIER S . B AIAFTA T L4848
BB A oAt N RAM A% L BT 240,

SRIb, MIBSAT LA 230 TR LRk THMBLEEZZE = 7 WMk
AW E R S HATIES), BT R A R B R B B L E EH = 5 Mt
ZARIEIR A HBATIRAE, SRS, TTOARMERE G R EAATHBERS
M%%%&ﬁ%%%ﬁﬁﬁﬁﬁﬁﬁ@ﬁﬁﬁiﬁﬁl%%;ﬁ@ﬁ&&
BB SBAEEREANEETRIAG S ERBENFTRRAAE S T4

Hh R e 240,

HAEERT 20 BT EP R RINERGEIE D TERA & ELEEN
BB BRI R, Hlde, KB R B B AR R B e R
FIRR, HATALHIA,

sth, BIEEE 200 LT QBB EA 250, AT AN ZARI
HBEATRIA L ERBZ ERERPME A EREREE 200 42
EMB., BEMBEHERELRLE, B, 2AHPET 250 TARS R



WO 2014/079307 PCT/CN2013/086233
7

S X mETFREZ AR, B F BB T UL E 200453
BEAR e RE, BRI E T 00 MEEHM. REBESHERER

F

AZHRAGRSERRDSBETFRBEEINBELET S BERBRAH T
EARZ, wRBERBAEINELE— ARG REETE, WLl
HELLRGERR, At Rat B Mabeseat, Saf et
THRIAMABRKARAGEA B = FEARBARARAAERBEEEIANTENE
Z e P AR B ik P s M R XM —EF L REHB T X

AO b T % 09 SR ERIRI 7 R, T AR SRR S, R T B S AN
BRAE] S B OEE. o, b T MR R R, JF AR
X EMBBAK, MR LA 6 F k3t & 405 6L B A Bk,

BuIh, ARK O AT R AT BT S AR, LR AR T
FHT AT 84, LR a3+ AT i AR AR ) do Sy 4F ) R B4k 845 o
AFE A AFERA. LR AT HATRE A A Tk ALk £
093E B E TR L6 W 3R AR T B4 B E A 4 R 69 ST IRAE.

A BB, ARR KK I 944 TS €, FEAERT AR AT X
EegTREl, BRAKRL N OAERA EASB T, REFEAURZE AR
B, EAMAARBBEARAAR, EXRBEALABRARAFEREEHA, STHAL
AR TR A DAL 2 B A A R B ARG AR, 2LA
AP B AL ARA T E AL, RE AL R AR K2 A L K AEH P AE 8
ARG R, FREREEH, BPBETALAERRAFTENTEA.



WO 2014/079307 PCT/CN2013/086233
8

R OE Kk B

1. —#RaRRAEETEEZAEE &, @i

s 42 %t B 3 5B AX D A 9 45 R SR IR B 8RS B B

R ES S L LR DR S -

FIBFFR RS 54 R T A TR A H B H4HE; WA

EFE A ATRAL B EHBENL R ELE G, |
2. deRAIER 1 BTk MRS BMEE AR, EHELT,
E i EHR AR REEATRIASEEREZE, BHRP AL
Bk A AL AREEMD. REBRSEHEIA LKL,

3. deRABR 1 BEM RS RRDEEREEAKEF R, THELET,
PRI R T A TREA S RMELE: BB GBERLT
HlEFREMS 0 MARBAEYHOS0ME, IEHLREENDER
B2 R BAEROSORENG AR NRBERT HTRIALLEHR
.

4 e BAIER 1R R ARBEERBEA LR, EHEET,
FIW RSB R T ATEALEERBEONE: BRI EREE
% = 7 W SR AR S A B BT R AL AR R T AT RIS T4,

5. oA BR 1R M RRAESHBIEAN RS, LHEET,
SR BRR B BB RED B B Tk S AR e ARIE AT RS K AT R
R GARIEE e B AL B R ST B AR R IR ST BT AT AR
Ay B BN FRIR Gk PR SR AR ak 4

6. —FHAERKDETHREEANGLEE, Gl

AL s 45 38 76, ) B 4o 3 R ARED S 69 16 PR AR SR IR B 49 XA
k¥

SEMBCEA, BT O B R E B PS8
BERESMEA, BTSRRI LT A TRAEE EHE;



WO 2014/079307 PCT/CN2013/086233
9

HEBERA, ATHEHRIENTMBEATRIA S E/RENL HEL
&

7. B AER 6 TR MSERRAEERBENRELE, LT,
REHREGYPEL, ATEACHENFBEATRASFEEHEZE
BRI AL R G HREEME., REEEBEHB AL,

8. JoARAEK 6 TR WIEBRALEEHBEEANBERE, LHELET,
iR im0, BTARBITES)TMERTALTFHREEY 0 A E
AEPHOSHEE, REHLFEERRERFRZIISGTEAE LA
B HEIE PV BT PT RSP B4R R B A TR A B R 44,

9. deAR AR 6 ik ey M RRASEHBEINBERE, L aELT,
Bk AR AT 0, B T AT s st L 2 2 & = 5 WAL E R Sl I
TEFT RSNk 3 2 F A T HER T T4k,

10. RAER 6 FEGRIERRAEEHBEINBHRE, LS ELT,
PRk 4 3 b 8 7T, A TARSE PR RAD | BPT R 8 A2 5 5 A il A0 L 69
ARAL M B vA B R 1% AR 55 B RR AR B ARG B BOA G ER BT 38 930 45
.



WO 2014/079307

1/2

PCT/CN2013/086233

WS B S AT S A B B SR Ve 9

BT NS B

- 5110

'

S T A S AR B LA 4

e

L S120

l

I TR AN R A TR T

J¥sitin

L S130

AR B IR T B Bl R R R

&= H R

L 5140

"/ 1



WO 2014/079307 PCT/CN2013/086233
2/2

R 2
S 220
B 8 T |
; ; 230
AT T
|
e 240 250
igéﬁmém‘ Gl




International application No.

INTERNATIONAL SEARCH REPORT
PCT/CN2013/086233

A. CLASSIFICATION OF SUBJECT MATTER

GO6F 21/56 (2013.01) 1
According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

IPC: GO6F

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
CNABS, CNTXT, DWPI: page, source code, malice, suspicious, real time, WEBSITE, WEBPAGE, CODE, MODIF+, ALTER+,
CHANGH+, HYPERLINK, LINK, DETECT, SUPERVIS+, MONITOR, INJECT

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
Y CN 1866817 A (BEIJING AHELIOS CONSULTING INC.), 22 November 2006 1-10
(22.11.2006), description, page 5, line 7 to page 7, line 6, and figures 1-2 and 4
Y CN 102662840 A (TIANJIN UNIVERSITY), 12 September 2012 (12.09.2012), description, 1-10
paragraphs [0038]-[0045], and figure 1
A US 2010192224 A1 (INTERNATIONAL BUSINESS MACHINES CORPORATION), 29 1-10
July 2010 (29.07.2010), the whole document
A US 2002010855 A1 (RESHEF, E. et al.), 24 January 2002 (24.01.2002), the whole 1-10
document
[] Further documents are listed in the continuation of Box C. X See patent family annex.
* Special categories of cited documents: “T” later document published after the international filing date

or priority date and not in conflict with the application but

“A” document defining the general state of the art which is not cited to understand the principle or theory underlying the

considered to be of particular relevance invention
“E” earlier application or patent but published on or after the “X” document of particular relevance; the claimed invention
international filing date cannot be considered novel or cannot be considered to involve

. o . an inventive step when the document is taken alone
“L”  document which may throw doubts on priority claim(s) or

which is cited to establish the publication date of another
citation or other special reason (as specified)

“Y” document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such

“0” document referring to an oral disclosure, use, exhibition or documents, such combination being obvious to a person

other means skilled in the art

“P” document published prior to the international filing date & document member of the same patent family

but later than the priority date claimed

Date of the actual completion of the international search Date of mailing of the international search report

26 December 2013 (26.12.2013) 20 February 2014 (20.02.2014)

Name and mailing address of the ISA/CN:
State Intellectual Property Office of the P. R. China
No. 6, Xitucheng Road, Jimengiao HE, Minglun

Haidian District, Beijing 100088, China .
Facsimile No.: (86-10) 62019451 Telephone No.: (86-10) 61648107

Authorized officer

Form PCT/ISA/210 (second sheet) (July 2009)



INTERNATIONAL SEARCH REPORT
Information on patent family members

International application No.

PCT/CN2013/086233
Patent Documents referred Publication Date Patent Family Publication Date
in the Report

CN 1866817 A 22.11.2006 None

CN 102662840 A 12.09.2012 None

US 2010192224 Al 29.07.2010 None

US 002010855 A1 24.01.2002 WO 0165330 A2 07.09.2001
AU 3769601 A 12.09.2001
EP 269286 A2 02.01.2003
US 2003233581 Al 18.12.2003
AT 414943 T 15.12.2008
DE 60136616 D1 02.01.2009

Form PCT/ISA/210 (patent family annex) (July 2009)




E Rt RIR &

b HiE S
PCT/CN2013/086233

A, EERYHE

GOGF 21/56 (2013.01) i
IR PR &R ) FEAPC) sl 7 I 44 I8 [ R 5 FAN TPC PFE 52

B. 2% W

T BRI AR R BESCRR (bR B P SRR AN 702K 5)
IPC: GO6F

BB AR 2R U ) ke I PR SR LA S £ 20 SRk

DETECT, SUPERVIS+, MONITOR, INJECT

7 [ ke 2R i 2 ) 1) v s (Bl EE S 28R, R R &R CanfE ) )
CNABS, CNTXT,DWPT: R4h, WITT, TUm, JHACHS, JRAS, A0RE, ok, Aps, o4y, ook, 88, FA, B,
oo, U5, SEEE, TWEE, SRy, WEBSITE, WEBPAGE, CODE, MODIF+, ALTER+, CHANG+, HYPERLINK, LINK,

C. XX
%K A SRR, BN, FeUA KRB FHS B BRI 2Lk

y CN 1866817 A (ILmMEFPREEEARERAR) 22.11 7 2006 1-10
(22.11.2006) PLAAHEE 5 TR 74758 7T TLAE 6 17, B 1-2,4

Y CN 102662840 A (RiEERZ) 12.9 A 2012 (12.09.2012) HHPE 1-10
[0038]-[0045]1E¢. A 1

A US 2010192224 Al (INTERNATIONAL BUSINESS MACHINES CORPORATION) 1-10
29.7 F 2010 (29.07.2010) &3¢

A US 2002010855 Al (RESHEF, Eran %) 24.1 F 2002 (24.01.2002) 43 1-10

O foarperr ¢ Rpossb i,

X wE LR

* 5 SO R AR Y.

“A7 IWANRFRIFRIRTT T B BOR RS RSCiF

BT AR HE R R SR A A A

‘L7 AR SR B SR MR BRI SO, O E SR
5 RISCARR 22 AR H T 51 A ) 3 B At R 2R 2 i i 5|
RIS Can R AR B D

“O7 WAL ATT. M. RIEEIA T A TT K3

“PU AR H ST E R S REIR T TSR AR H Sk

“T ERIEHEIUER H 2, 5 RiEAHEA, Eh7T
B R B 2 R B R B A R DA

X7 AFRIASKISCH, ARG RO, AEEORIRTY
KR PRI SR ARA CEE

YU RERIARSRHISCHE, MRS R EE S RIS
B IF LI 0 T AU ER N 5204 21 5 WA »
LORGR KRB R A Bl

“& [ABRERIR A

] ber 28 S b e G H
26.12 H 2013 (26.12.2013)

PRz 28 42 2 B 2 H 1)
20.2 A 2014 (20.02.2014)

ISA/CN B 42 B4R HR 25 o ik

H A N RN [ 5 A= B
[ Ak T T EE OB [ IR P 3 6 5 100088

RS (86-10)62019451

ZRE

ot
pain

~

R4
HUIESRS: (86-10) 61648107

PCT/ISA/210 R (5 2 T) (2009 ££ 7 A)




- 5 s 1155
ﬂf;gjjﬁi A T/CN2013/086233
WA I AT & A AT
ISt
CN 1866817 A 22.11. 2006 o
CN 102662840 A 12.09. 2012 o
US 2010192224 Al 29.07. 2010 o
US 2002010855 Al 24. 01. 2002 WO 0165330 A2 07.09. 2001
AU 3769601 A 12. 09. 2001
EP 1269286 A2 02.01. 2003
US 2003233581 Al 18. 12. 2003
AT 414943 T 15.12. 2008
DE 60136616 D1 02. 01. 2009

PCT/ISA210 R (FEHEE R (2000 4 7 B)



	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - claims
	Page 10 - claims
	Page 11 - drawings
	Page 12 - drawings
	Page 13 - wo-search-report
	Page 14 - wo-search-report
	Page 15 - wo-search-report
	Page 16 - wo-search-report

