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the instructions.

[Continued on next page]



WO 2020/167283 A | [0} 00 000 0000 00O

Declarations under Rule 4.17:

— as to the identity of the inventor (Rule 4.17(i))

— as to applicant's entitlement to apply for and be granted a
patent (Rule 4.17(ii))

Published:
—  with international search report (Art. 21(3))



WO 2020/167283 PCT/US2019/017459

RECOVERY FROM CORRUPTION

Background
[0001] Electronic devices can include various components for performing

different tasks. For example, the components can include a processor, a memory,
an embedded controller, an input/output (1/0) device, and other components.
Various code (in the form of machine-readable instructions including firmware and/or
software) are executable on the embedded controller, the processor, and other

components.

Brief Description of the Drawings

[0002] Some implementations of the present disclosure are described with

respect to the following figures.

[0003] Fig. 1 is a block diagram of an electronic device according to some
examples.

[0004] Fig. 2 is a flow diagram of a process according to some examples.
[0005] Fig. 3 is a block diagram of a device according to some examples.
[0006] Fig. 4 is a block diagram of a storage medium storing machine-readable

instructions according to some examples.
[0007] Fig. 5 is a block diagram of a process according to further examples.

[0008] Throughout the drawings, identical reference numbers designate similar,
but not necessarily identical, elements. The figures are not necessarily to scale, and
the size of some parts may be exaggerated to more clearly illustrate the example
shown. Moreover, the drawings provide examples and/or implementations
consistent with the description; however, the description is not limited to the

examples and/or implementations provided in the drawings.
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Detailed Description

” o

[0009] In the present disclosure, use of the term “a,” “an”, or “the” is intended to

include the plural forms as well, unless the context clearly indicates otherwise. Also,

” o

the term “includes,” “including,

” o ” o

comprises,” “comprising,” “have,” or “having” when
used in this disclosure specifies the presence of the stated elements, but do not

preclude the presence or addition of other elements.

[0010] Machine-readable instructions executable by various components of an
electronic device may be corrupted for a number of reasons. For example, an
unauthorized entity, such as malware, may modify the instructions or data used by
the instructions to cause the instructions to no longer be operational or to operate in
an unintended manner. Corruption of instructions can also be due to other causes,
including failure to update the instructions with a latest code update, errors

introduced by defective hardware or a program, and so forth.

[0011] Examples of electronic devices include any or some combination of the
following: computers (e.g., desktop computers, notebook computers, tablet
computers, server computers, etc.), handheld devices (e.g., smartphones, game
appliances, etc.), wearable devices (e.g., smart watches, head-mounted devices,
smart eyeglasses, etc.), Internet-of-Things (loT) devices, controllers in vehicles,

storage systems, communication nodes, and so forth.

[0012] If the machine-readable instructions (e.g., firmware) of certain
components of an electronic device become corrupted, then the electronic device
may not be able to boot successfully and thus can become non-operational. For
example, an electronic device may include core hardware logic that performs certain
functionalities for the electronic device. For example, the core hardware logic can
include any or some combination of the following: an input/output (1/0) control logic
to manage interaction with 1/0O components of the electronic device, a display control
logic to control display of images at a display device, a memory control logic to
manage access of a memory, a storage control logic to manage access of a

persistent storage such as a disk-based storage or solid state drive, and so forth.
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[0013] The core hardware logic of the electronic device can also be referred to as
a “chipset” of the electronic device, where the chipset can include one integrated

circuit (IC) chip or multiple IC chips, depending on the implementation.

[0014] Certain components of the core hardware logic can execute machine-
readable instructions, such as firmware and/or software. One such component
includes a management engine of the core hardware logic. Examples of
management engines include the Management Engine (ME) from Intel, the Secure
Processor from Advanced Micro Devices (AMD), and so forth. More generally, the
core hardware logic can include a core controller (e.g., the ME or Secure Processor)
that performs certain basic tasks in an electronic device to enable operation of the

electronic device.

[0015] An example of a task that can be performed by firmware executed on the
core controller include configuration of settings of a processor, such as configuring a
clock of the processor, configuring a voltage of the processor, configuring power
management control by the processor, and so forth. In other examples, the firmware
executed on the core controller can also provide security for the electronic device
(such as by storing an encryption key in a storage), enable remote management of
the electronic device (in which an entity that is coupled to the electronic device over

a network can manage the electronic device), and so forth.

[0016] If the firmware of the core controller becomes corrupted for any reason,
then the core controller would not be able to perform its tasks during startup of an
electronic device. As a result, the processor of the electronic device would not be
configured properly (because the core controller has experienced a fault), and thus
the processor may remain non-operational. As a result, boot code of the electronic

device cannot start, and the electronic device will not operate.

[0017] In accordance with some implementations of the present disclosure, an
electronic device includes a controller (e.g., an embedded controller), which is
separate from the processor of the electronic device. The embedded controller is

able to detect corruption of machine-readable instructions (e.g., firmware) executable
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by a core hardware logic (such as by a core controller). In response to detecting the
corruption of the machine-readable instructions of the core hardware logic, the
embedded controller can retrieve a recovery code and load the recovery code to the
core hardware logic. The core hardware logic can execute the recovery code to
allow the core hardware logic to perform certain basic tasks, including configuring
the processor to enable functioning of the processor. Once the functioning of the
processor is enabled, a boot code of the electronic device can execute on the
processor, and the boot code can perform a full recovery process to recover from the
corruption of the machine-readable instructions of the core hardware logic, including

retrieving a full recovery image for the core hardware logic.

[0018] Fig. 1 is a block diagram of an example electronic device 100 that
includes an embedded controller 102, a chipset 104, and a processor 106. The
chipset 104 is considered the core hardware logic of the electronic device 100, in
some examples. For example, the chipset 104 can include a Platform Controller
Hub (PCH) from Intel, a Fusion Controller Hub from AMD, and so forth.

[0019] The chipset 104 includes a core controller 108. The core controller 108
can perform various tasks as noted above. One of the tasks that can be performed
by the core controller 108 is configuring settings of the processor 106, to enable the

processor 106 to operate during startup of the electronic device 100.

[0020] In some examples, the embedded controller 102 can be used to perform
specific predefined tasks. In some examples, the tasks of the embedded controller
102 are performed by embedded controller (EC) code (that is part of EC information)
118, in the form of machine-readable instructions such as EC firmware or EC
software, executed on the embedded controller 102. In other examples, the tasks of
the embedded controller 102 can be performed by a hardware processing circuit of
the embedded controller 102. Examples of tasks that can be performed by the
embedded controller 102 include any one or some combination of the following:
power supply control in the electronic device 100 (for controlling a power supply that
supplies power supply voltages to various components in the electronic device 100),

charging and control of a battery in the electronic device 100, thermal monitoring (to
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monitor a temperature in the electronic device 100), fan control (to control a fan in
the electronic device 100), and interaction with a user input device (such as
performing a scan of a keyboard of the electronic device 100 or interaction with a
pointing device such as a mouse, touchpad, touchscreen, and so forth). In other
examples, the embedded controller 102 can perform additional or alternative tasks.
The embedded controller 102 can be implemented with a microcontroller, an
application-specific integrated circuit (ASIC), a programmable gate array (PGA), or

any other type of programmable circuit.

[0021] The electronic device 100 further includes an embedded controller (EC)
storage device 110, a shared storage device 112, and a mass storage device 114.
In some examples, the EC storage device 110 is a private storage device for the
embedded controller 102. In such examples, the data in the EC storage device 110
is accessible by the embedded controller 102, but not accessible by any other
component of the electronic device 100, including the processor 106 and the chipset
104.

[0022] The shared storage device 112 is accessible by multiple components,
including the embedded controller 102, the chipset 104, and the processor 106.

Access of the shared storage device 112 can be performed over a shared bus 115.

[0023] The mass storage device 114 is a storage device that has a larger
capacity than the shared storage device 112 or the EC storage device 110. Each of
the EC storage device 110, the shared storage device 112, and the mass storage
device 114 can be implemented using a nonvolatile memory. A nonvolatile memory
can include one nonvolatile memory device, or multiple nonvolatile memory devices.
Examples of nonvolatile memory devices include a flash memory device, a phase
change memory device, a memristor memory device, and so forth. In further
examples, a nonvolatile memory can also be implemented using a disk-based
storage device. In further examples, the data in the mass storage device 114 may
also be accessible by the processor 106 and the embedded controller 102. In such
further examples, the embedded controller 102 is able to access the data in the

mass storage device 114 even when the processor 106 is non-operational, such as
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during the initial stages of startup of the electronic device 100, or due to a corruption

in the electronic device 100.

[0024] The shared storage device 112 can be used to store various different
information, including a core controller information 116, the EC information 118, and
boot code 120. The core controller information 116 includes core controller code (in
the form of machine-readable instructions) and core controller data that is useable by
the core controller code. In some examples, the core controller code includes core
controller firmware executable by the core controller 108. The EC information 118
includes EC code (in the form of machine-readable instructions) and EC data
useable by the EC code. The EC code can include EC firmware executable by the

embedded controller 102.

[0025] Although Fig. 1 shows the various storage devices 110, 112, and 114
storing respective different pieces of information, it is noted that in other examples,
the respective pieces of information can be stored by different storage devices (e.g.,

just one storage device or more than one storage device).

[0026] During startup of the electronic device 100, the core controller 108 is able
to retrieve the core controller code (part of the core controller information 116) from
the shared storage device 112 over the shared bus 115, for execution on the core
controller 108 to perform tasks of the core controller 108. Prior to the loading of the
core controller code on the core controller 108, the embedded controller 102 can first

verify the integrity of the core controller code and the core controller data.

[0027] The embedded controller 102 includes a core recovery logic 122 to
perform verification of the core controller information 116. The core recovery logic
122 can be implemented using a portion of the hardware processing circuit of the
embedded controller 102, or alternatively, can be implemented as machine-readable

instructions executable by the embedded controller 102.

[0028] Verifying a piece of information can refer to cryptographically validating

that the piece of information has not been changed and/or confirming that the piece
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of information is from a trusted source. In some examples, a cryptographic-based
verification technique can include a Rivest, Shamar, and Adleman (RSA) verification
technique that employs cryptographic encryption. The RSA verification technique
involves use of a public key and a private key. The public key is known to multiple
entities, but the private key is only known to a single entity. Data encrypted with a
private key can be decrypted using the corresponding public key. Alternatively, data

can be encrypted using the private key, but decrypted using the public key.

[0029] For example, the core controller information 116 stored in the shared
storage device 112 can be encrypted using a public key or a private key. To verify
the integrity of the core controller information 116, the embedded controller 102 can
decrypt the encrypted core controller information 116 using the corresponding
private key or public key. If decryption is successful, then the core controller

information 116 is verified.

[0030] In other examples, other cryptographic-based verification techniques can

be employed, such as a Secure Hashing Algorithm (SHA), and so forth.

[0031] In further examples, to verify the source and integrity of a piece of
information, a signature can be stored in association with the piece of information
(either part of the piece of information or as metadata associated with the piece of
information). In some examples, the verification of the core controller information
116 can be accomplished by decrypting the associated signature using an
encryption key accessible by the embedded controller 102. Decrypting the signature
produces a respective value (e.g., a hash value) that can be compared with a
corresponding calculated value (e.g., hash value) of the core controller information
116. If the foregoing values match, then the integrity and source of the core

controller information 116 is verified.

[0032] If the core recovery logic 122 is unable to verify the core controller
information 116, then that is an indication that the core controller information 116 is

corrupted. The core recovery logic 122 can, in response to detection of corruption of
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the core controller information 116, initiate a recovery process for the core controller
108.

[0033] The EC storage device 110 stores a core recovery code 124. Note that
the core recovery code 124 can be a copy of a core recovery code 125 that is a
portion of the core controller code (in the core controller information 116) stored in
the shared storage device 112. At some point during initial operation of the
electronic device 100, which can be during initialization at the factory, initialization by
a user, etc., the embedded controller 102 can copy the recovery code portion 125 of
the core controller code to the EC storage device 110, for storage as the core

recovery code 124.

[0034] In response to detection of corruption of the core controller information
116, the core recovery logic 122 prevents the core controller code in the shared
storage device 112 from being loaded onto the core controller 108 for execution. For
example, the core recovery logic 122 can disable the ability of the chipset 104 to
access the shared storage device 112 in response to detection of corruption of the

core controller information 116.

[0035] To trigger recovery from the corruption of the core controller information
116, the core recovery logic 122 retrieves the core recovery code 124 from the EC
storage device 110, and replaces the core recovery code 125 in the shared storage
device 112 with the core recovery code 124. The replaced core recovery code 125
(as replaced with the core recover code 124) is loaded by the core controller 108
when the core controller 108 is booted. The replaced core recovery code 125 when
executed by the core controller 108 causes the core controller 108 to perform
various basic tasks, including configuring the settings of the processor 106 so that

the processor 106 can function.

[0036] Once the processor 106 is configured, the core controller 108 allows the
remaining startup process of the electronic device 100 to proceed, including loading

of the boot code 120 for execution on the processor 106.
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[0037] In some examples, the replaced core recovery code 125 when executed
by the core controller 108 can set a flag, such as a recovery flag 126 in the shared
storage device 112, to indicate that a core controller recovery process is in progress.
The core controller recovery process refers to a process of recovering from

corruption of instructions executable by the core controller 108.

[0038] A “flag” can refer to any information element, in the form of a bit or a
combination of bits, that is settable to different values. If the recovery flag 126 is set
to a first value, then that indicates that the core controller recovery process is in
progress. If the recovery flag is set to a second value different from the first value,
that indicates that a normal startup process of the electronic device 100 is in

progress.

[0039] When the boot code 120 executes on the processor 106, the boot code
120 determines the state of the recovery flag 126. If the recovery flag 126 is set to
the first value, then the boot code 120 performs the core controller recovery process.
In the core controller recovery process, the boot code 120 retrieves a full core
controller code image 128 from the mass storage device 114. The full core controller

code image 128 is a known uncorrupted version of core controller code.

[0040] The boot code 120 can replace the corrupted core controller information
116 in the shared storage device 112 with the full core controller code image 128.
Once replaced, the full core controller code image 128 becomes the core controller
information 116 of the electronic device 100, and the core controller code of the core
controller information 116 can be executed by the core controller 108 to perform

further tasks of the core controller 108.

[0041] Subsequently, the boot code 120 can complete the remaining boot
process, which includes initializing various hardware components of the electronic
device 100, and loading an operating system (OS) 130 for execution on the

processor 106.
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[0042] Fig. 2 is a flow diagram of a process that can be performed by the
electronic device 100 according to some examples. The process of Fig. 2 can be
performed during startup of the electronic device 100, or in response to some other
trigger event of the electronic device 100. As part of the startup, the embedded
controller 102 can load (at 202) EC code (of the EC code information 118) to execute
on the embedded controller 102. The EC code that is executed by the embedded
controller 102 can include the core recovery logic 122, in some examples. In some
examples, verification of the EC code information 118 can be performed prior to
execution of the EC code to confirm that the EC code information 118 has not been

corrupted.

[0043] The core recovery logic 122 verifies (at 204) the integrity of the core
controller information 116 stored in the shared storage device 112. The core
recovery logic 122 determines (at 206) whether the core controller information 116 is
corrupted based on whether or not the core controller information 116 is successfully
verified. If the core controller information 116 is successfully verified, then the core
controller information 116 is not corrupted. However, if the core controller
information 116 is not successfully verified, then the core controller information 116

is corrupted.

[0044] If the core controller information 116 is not corrupted, then the core
recovery logic 122 allows (at 208) the remainder of a startup process to continue,
including loading of the core controller code onto the core controller 108 for
execution by the core controller 108, followed by loading of the boot code 120 for

execution on the processor 106 to perform boot tasks.

[0045] If the core recovery logic 122 determines (at 206) that the core controller
information 116 is corrupted, then the core recovery logic 122 retrieves (at 210) the
core recovery code 124 from the EC storage device 110, and replaces the core
recovery code 125 (that is part of the core controller information 116) with the
retrieved core recover code 124. The replaced core recovery code 125 is loaded (at

212) by the core recovery logic 122
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[0046] The replaced core recovery code 125 executed by the core controller 108
configures (at 214) the processor 106 to enable functioning of the processor 106.
After the processor is enabled, the boot code 120 is executed (at 216) by the

processor 106.

[0047] The boot code 120 executed on the processor 106 determines (at 218)
the value of the recovery flag 126, and if the recovery flag 126 is set to the first value
that indicates that the core controller recovery process is in progress, the boot code
120 retrieves (at 220) the full core controller code image 128 from the mass storage
device 114. The boot code 120 replaces (at 222) the corrupted core controller
information 116 in the shared storage device 112 with the full core controller code
image 128. The recovered core controller code is then loaded (at 224) for execution
by the full core controller 108, which performs the remaining tasks of the core
controller 108, followed by performing (at 226) the boot process by the boot code
120.

[0048] If the boot code 120 determines (at 218) that the value of the recovery flag
126 is set to the second value that indicates a normal startup process, the boot

process is performed (at 226) by the boot code 120.

[0049] Fig. 3 is a block diagram of a device 300 including a hardware processor
302 and a core hardware logic 304 to execute instructions to perform a task in the
device 300. A hardware processor can include a microprocessor, a core of a multi-
core microprocessor, a microcontroller, a programmable integrated circuit, a
programmable gate array, a digital signal processor, or another hardware processing

circuit.

[0050] A controller 306 (e.g., an embedded controller) separate from the
hardware processor 302 is able to perform various tasks. The tasks include an
instructions corruption detection task 308 to detect corruption of the instructions, and
a recovery code using task 310 to, in response to detecting the corruption, use a
recovery code to trigger recovery of the core hardware logic from the corruption of

the instructions.
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[0051] The recovery code is executable on the core hardware logic 304 to enable
functioning of the hardware processor 302, by configuring the hardware processor
302. As discussed above, the recovery code can be retrieved from an EC storage
device (e.g., 110 in Fig. 1), to replace a corresponding recovery code in a shared
storage device (e.g., 112 in Fig. 1). The replaced recovery code is executed by the
core hardware logic to configure the hardware processor 302 to enable functioning of

the hardware processor 302.

[0052] Fig. 4 is a block diagram of a non-transitory machine-readable or
computer-readable storage medium 400 storing machine-readable instructions that
upon execution cause a controller of a device to perform various tasks. The
machine-readable instructions include corruption detection instructions 402 to detect
corruption of information comprising data and instructions executable by a core
hardware logic in the device. Note that the corruption detected in the information
can refer to corruption of the data, or corruption of the instructions, or corruption of

both the data and instructions.

[0053] The machine-readable instructions further include recovery code loading
instructions 404 to, in response to detecting the corruption of the information, retrieve
a recovery code from a controller storage accessible by the controller, and replace a
recovery code in the information. The machine-readable instructions further include
recovery code execution instructions 406 to execute the replaced recovery code by
the core hardware logic to configure a processor separate from controller. The
machine-readable instructions additionally include boot code execution instructions

408 to, after the configuring of the processor, execute a boot code on the processor.

[0054] Fig. 5 is a flow diagram of a process according to some examples. The
process of Fig. 5 includes detecting (at 502), by an embedded controller in a device,
corruption of information including data and instructions executable by a core
hardware logic in the device. In response to detecting the corruption of the
information, the process of Fig. 5 includes uses (at 504) a recovery code in a
controller storage to trigger a recovery process by the core hardware logic. Using

the recovery code in the controller storage (e.g., the EC storage device 110 in Fig. 1)
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to trigger the recovery process can include replacing recovery code in a shared
storage device (e.g., 112 in Fig. 1) with the recovery code retrieved from the
controller storage, and then executing the replaced recovery code by the core

hardware logic to perform the recovery process.

[0055] The process of Fig. 5 further includes enabling (at 506), by the core
hardware logic in the recovery process, functioning of a processor that is separate

from the controller.

[0056] After enabling of the functioning of the processor by the core hardware
logic, the process of Fig. 5 includes executing (at 508) a boot code on the processor
to retrieve a full code image for the core hardware logic, the full code image useable

to recover the core hardware logic from the corruption of the information.

[0057] The storage medium 400 of Fig. 4 can include any or some combination
of the following: a semiconductor memory device such as a dynamic or static
random access memory (a DRAM or SRAM), an erasable and programmable read-
only memory (EPROM), an electrically erasable and programmable read-only
memory (EEPROM) and flash memory; a magnetic disk such as a fixed, floppy and
removable disk; another magnetic medium including tape; an optical medium such
as a compact disc (CD) or a digital video disc (DVD); or another type of storage
device. Note that the instructions discussed above can be provided on one
computer-readable or machine-readable storage medium, or alternatively, can be
provided on multiple computer-readable or machine-readable storage media
distributed in a large system having possibly plural nodes. Such computer-readable
or machine-readable storage medium or media is (are) considered to be part of an
article (or article of manufacture). An article or article of manufacture can refer to
any manufactured single component or multiple components. The storage medium
or media can be located either in the machine running the machine-readable
instructions, or located at a remote site from which machine-readable instructions

can be downloaded over a network for execution.
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[0058] In the foregoing description, numerous details are set forth to provide an
understanding of the subject disclosed herein. However, implementations may be
practiced without some of these details. Other implementations may include
modifications and variations from the details discussed above. It is intended that the

appended claims cover such modifications and variations.
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What is claimed is:

1. A device comprising:
a processor,;
a core hardware logic to execute instructions to perform a task in the device;
and
a controller separate from the processor to:
detect corruption of the instructions, and
in response to detecting the corruption, use a recovery code to trigger

recovery of the core hardware logic from the corruption of the instructions.

2. The device of claim 1, further comprising:
a controller storage accessible by the controller when the processor is non-

operational, the controller storage to store the recovery code.

3. The device of claim 2, wherein the recovery code is executable on the core

hardware logic to enable functioning of the processor.

4. The device of claim 3, wherein the recovery code is executable on the core

hardware logic to enable functioning of the processor by configuring the processor.

. The device of claim 3, further comprising:
a boot code; and
a mass storage to store a full code image for the core hardware logic,
wherein the boot code is executable on the processor after the functioning of

the processor is enabled to retrieve the full code image to perform the recovery.
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6. The device of claim 5, further comprising:
a shared nonvolatile memory accessible by the processor and the controller,
wherein the shared nonvolatile memory is to store the instructions executable by the

core hardware logic.

7. The device of claim 6, wherein the boot code is to replace the instructions in

the shared nonvolatile memory using the full code image.

8. The device of claim 1, wherein the instructions comprise firmware executable

on the core hardware logic.

9. The device of claim 1, wherein the core hardware logic comprises another

controller to perform configuring of a hardware component of the device.

10. A non-transitory machine-readable storage medium comprising instructions
that upon execution cause a controller of a device to:

detect corruption of information comprising data and instructions executable
by a core hardware logic in the device; and

in response to detecting the corruption of the information, retrieve a recovery
code from a controller storage accessible by the controller, and replace a recovery
code in the information,

execute the replaced recovery code by the core hardware logic to configure a
processor separate from controller, and

after the configuring of the processor, execute a boot code on the processor.

11.  The non-transitory machine-readable storage medium of claim 10, wherein
the controller is an embedded controller, and the controller storage is accessible by

the controller when the processor is non-operational.
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12.  The non-transitory machine-readable storage medium of claim 10, wherein
the instructions upon execution cause the controller to:

access, by the boot code, a code image from a storage; and

replace, by the boot code, the information with the code image to recover from

the corruption of the information.

13. A method comprising:

detecting, by an embedded controller in a device, corruption of information
comprising data and instructions executable by a core hardware logic in the device;

in response to detecting the corruption of the information, use a recovery code
in a controller storage to trigger a recovery process by the core hardware logic;

enabling, by the core hardware logic in the recovery process, functioning of a
processor that is separate from the controller; and

after enabling of the functioning of the processor by the core hardware logic,
executing a boot code on the processor to retrieve a full code image for the core
hardware logic, the full code image useable to recover the core hardware logic from

the corruption of the information.

14.  The method of claim 13, wherein the device comprises a shared nonvolatile
memory to store the information, and a mass storage to store the full code image,
the method further comprising:

replacing the information in the shared nonvolatile memory with the full code
image to recover the core hardware logic responsive to the corruption of the

information.

15. The method of claim 13, further comprising:

replacing a recovery code in the information with the recovery code retrieved
from the controller storage; and

executing the replaced recovery code by the core hardware logic to perform

the recovery process.
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