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tion security and privacy evaluation and indication. The system may include an application installation module configured to receive
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scores, each security impact score associated with access to one of the device resources. The system may further include a
security/privacy evaluation module configured to calculate a security impact indicator (SII) based on a sum of the security impact
scores selected by the accessed device resources listed in the package.
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IMPROVED SECURITY EVALUATION AND USER INTERFACE FOR
APPLICATION INSTALLATION

FIELD

The present disclosure relates to application installation on a device, and more
particularly, to application installation with improved security/privacy evaluation and

associated visual indication.

BACKGROUND

User devices, like smartphones and other modern computing and
communication platforms, generally have the capability to add new functionality by
downloading applications (or “apps”) from a provider such as an “app store” or other
vendor. Applications are available for almost any purpose and, depending on the
category, users may be able to choose an application from among a relatively large
selection of offerings. Typically, users differentiate between available applications
for download or purchase based on criteria limited to feature set, price, usability and

perhaps published ratings or reviews.

During installation of the application, a user may be prompted with a list of
technical details about the various possible device resources and operational systems
that may be accessed by the application. Experienced and security-aware users can
decide if they want to continue with the installation based on this information. The
more typical user, however, may be unable to adequately evaluate how an application
impacts the security and privacy protections of their device. As a result, the user
might choose to install an application that requires excessive permissions and
jeopardizes the security of the system, or alternatively, the user may be discouraged

from installing an application that might actually be relatively safe.
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BRIEF DESCRIPTION OF THE DRAWINGS

Features and advantages of embodiments of the claimed subject matter will
become apparent as the following Detailed Description proceeds, and upon reference
to the Drawings, wherein like numerals depict like parts, and in which:

Figure 1 illustrates a system diagram of an example embodiment consistent
with the present disclosure;

Figure 2 illustrates an impact scoring table consistent with one example
embodiment of the present disclosure;

Figures 3(a) and 3(b) illustrate visual indicators consistent with another
example embodiment of the present disclosure;

Figure 4 illustrates a flowchart of operations of another example embodiment
consistent with the present disclosure; and

Figure 5 illustrates a system diagram of a platform of another example
embodiment consistent with the present disclosure.

Although the following Detailed Description will proceed with reference being
made to illustrative embodiments, many alternatives, modifications, and variations

thereof will be apparent to those skilled in the art.

DETAILED DESCRIPTION

Generally, this disclosure provides systems, devices, methods and computer
readable media for application installation with improved security/privacy evaluation
and a user interface with an improved visual indicator of the evaluation. The device
may be configured to receive an application installation package that includes a list or
manifest to indicate which, if any, device resources may be accessed by the
application. A table or database of weighted impact scores may be configured to
indicate the relative impacts on security and/or privacy associated with each of one or
more categories of accessed device resources. These device resources may include,
for example, user accounts, passwords, network access, or location information. The
device may be further configured to calculate a security/privacy impact indicator for
the package based on a sum of these impact scores as selected by the package

manifest. The impact indicator may be presented to the user in a visual format, for
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example through a graphical user interface and may allow the user to compare the
impacts of multiple applications to select the least intrusive one.

Figure 1 illustrates a top level system diagram 100 of one example
embodiment consistent with the present disclosure. A device or user platform 106 is
shown, which may be configured to download application packages 104 from an
application vendor 102. The application vendor 102 may be, for example, an online
store or “app store” which can be accessed over the internet through a network
interface. In some embodiments, the device 106 may be a smart phone, smart tablet,
personal digital assistant (PDA), mobile Internet device (MID), convertible tablet,
notebook, laptop computer, workstation, desktop computer, wearable device or any
other device configured to download and/or install application software.

The device 106 is shown to include an application installation module 108, a
security/privacy evaluation module 110, an impact scoring table (or database) 112, a
visual indicator module 114 and a user interface (UI) module 116, the operations of
which will be described in greater detail below.

The application installation module 108 may be configured to receive an
application package for installation on the device and to perform the installation, after
selection and confirmation by the user in light of the security/privacy evaluation
described below. The installation package may be configured to include a list or
manifest of device resources that may be accessed by the application. The list may be
generated by the application developer, the vendor or a suitable third party (e.g., a
certifying authority). In some embodiments, the list may be secured through
techniques based on encryption, keys, digital signatures or the like to provide a
suitable level of trust that the application will indeed be access restricted to the
resources that are included on the list.

The device 106 may include memory to store an impact scoring table or
database 112, configured to provide one or more security and/or privacy impact
scores. Fach score may be associated with access to one of the device resources, as
illustrated in Figure 2. The scores may be normalized and/or weighted to indicate an
impact that is relative to each other score. For example, the scores may be normalized
to a range of 0.0 to 1.0 for convenience, where the higher values indicate greater
impact. Thus an accessed resource with an impact score of 0.7 will have a relatively
greater impact than another accessed resource with an impact score of 0.3. In some

embodiments, the impact scoring table 112 may also be secured through techniques
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based on encryption, keys, digital signatures or the like to prevent malicious software
from tampering with the impact scores (e.g., overwriting an entry with a low impact
score such as zero). In some embodiments, the table 112 may be initialized with
commonly applicable default scores that may be later overwritten by an authorized
entity such as, for example, an I'T manager, Administrator or remote service provider.
The security/privacy evaluation module 110 may be configured to calculate a
security/privacy impact indicator (SPI) based on the package manifest and the impact
scoring table 112. For example, in some embodiments, the SPII may be calculated as

a sum according to the following formula:

N
SPII = MaxSPII = Z ImpactScore(i)/N
i=0

i-
where ImpactScore(i) represents each impact score from the scoring table 112, for
which the manifest indicates that a corresponding device resource will be accessed.
The sum is further normalized by dividing by N, which may be the number of non-
entries in the scoring table 112, and multiplying by a scale factor MaxSPII chosen to
generate values of MaxSPII in a convenient or standardized range (e.g., 10).

As an illustrative example, an installation package manifest might specify that
the application can access the following device resources: full network access, precise
location information and address book. In this case, using the impact scoring table
from Figure 2, which has 13 non-zero entries, the SPII would be calculated as:

SPII=10*(0.8+05+03)/13=123

In some embodiments, there may be separate tables for security impact scores
and privacy impact scores. Thus, independent calculations may be performed to
generate a separate security impact indicator (S17) and/or privacy impact indicator
(PITI) which may each be presented to the user individually or in combination. This
may be particularly useful in situations where a user is more concerned with one
aspect over the other (i.e., security versus privacy).

In some embodiments, the security/privacy evaluation module 110 may be
configured to detect that the application to be installed is a security application (e.g.,
anti-virus, anti-malware, host intrusion prevention, firewall, etc.). The application

package may include a security attribute to indicate this characteristic. In this case,
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the security/privacy evaluation module 110 may adjust the calculated impact
indicators (SPII, SII and/or PII), to a lower impact (i.e., more secure) value. For
example, an impact score associated with a security feature may have a negative value
so that the resulting SPII summation is reduced. In some cases the resulting SP/I may
be a negative value when the security benefits of the application outweigh the other
impacts. In some embodiments, a negative SPII may be indicated to the user as a
separate visual feature.

Visual indicator module 114 may be configured to generate and present a
graphical visual indicator representing one or more of the calculated impact indicators
(SPI1, SII and/or PII), as will be explained in greater detail in connection with Figure
3 below. A user interface (UI) module 116 may also be provided and configured to
interface the visual indicator module 114 to a display element and/or input device (not
shown). Thus, the user may select one or more applications for installation based on
the displayed information (SPII, SII and/or PII) and indicate these choices to the
application installation module 108 through the input device. Any suitable graphical
visual indication may be used although it will be appreciated that a relatively easily
understandable indicator can be advantageous. For example, a red color or a blinking
image may enable a child to readily understand that installation of an application may
be bad.

In some embodiments, one or more of modules 108, 110, 112 (or components
of these modules) may be implemented by the Application vendor 102, for example
on a server associated with the Application vendor.

Figure 2 illustrates an impact scoring table 112 consistent with one example
embodiment of the present disclosure. As described previously, the impact scoring
table 112 may be configured to provide weighted impact scores 204 associated with
an accessed resource 202 of the device. The weighted impact scores 204 may be
normalized to any convenient range of values, in this example 0.0-1.0. The weighted
values may be chosen to indicate relative impact of one accessed resource to another.
The device resources listed in this figure, and the associated impact scores, are
examples presented for illustrative purposes and are not meant to imply actual score
values or be limiting in any way. In some embodiments, the resources and associated
scores may be set by the device manufacturer or provider, an I'T administrator, the
user or any other suitable entity. In some embodiments, the scores may be updated

dynamically, for example based on a history of current or previously installed
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applications, to provide an aggregate assessment of security/privacy based on multiple
applications. The scores may also be set or updated based on a user’s preference or
tolerance for risk and/or the environment in which the device will be used (e.g.,
personal, business, mission critical, etc.).

Figures 3(a) and 3(b) illustrate visual indicators 300 consistent with another
example embodiment of the present disclosure. In Figure 3(a), an example visual
indicator 300a is shown as a dial ranging from lower impact scores on the left to
higher impact scores on the right with an arrow pointing to the calculated SPII for the
application currently under consideration. In some embodiments, the dial may be
configured to vary in color shading, for example from green tones on the left to red
tones on the right to provide the user with a relatively simple and fast visual cue. In
some embodiments, the leftmost value (e.g., zero) may be reserved to indicate that the
application to be installed is a security application.

In Figure 3(b), another example visual indicator 300b is shown in which the
security impact indicator ($7/) and privacy impact indicator (PI]) are displayed as
separate dials so the user may readily distinguish between security and privacy
impacts. In some embodiments, alternative applications may be presented to the user
for installation consideration, in which case multiple dial indicators may be displayed,
one for each application.

Figure 4 illustrates a flowchart of operations 400 of another example
embodiment consistent with the present disclosure. The operations provide a method
for application installation with improved security and/or privacy evaluation. At
operation 410, an application package is received for installation on a device. The
package includes a list of device resources to be accessed by the application. At
operation 420, a security impact indicator (SII) is calculated based on a sum of pre-
defined security impact scores. Fach of the security impact scores is associated with
one of the device resources indicated in the list. At operation 430, the SII is presented
to a user of the device prior to installation of the application so that the user can
choose whether or not to proceed with the installation.

Figure 5 illustrates a system diagram 500 of one example embodiment
consistent with the present disclosure. The system 500 may be a mobile platform 510
or computing device such as, for example, a smart phone, smart tablet, personal
digital assistant (PDA), mobile Internet device (MID), convertible tablet, notebook or

laptop computer, or any other suitable device. It will be appreciated, however, that
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embodiments of the system described herein are not limited to mobile platforms, and
in some embodiments, the system 500 may be a workstation or desktop computer.
The device may generally present various interfaces to a user via a display element
560 such as, for example, a touch screen, liquid crystal display (I.LCD) or any other
suitable display type.

The system 500 is shown to include a processor 520 and memory 530. In
some embodiments, the processor 520 may be implemented as any number of
processor cores. The processor (or processor cores) may be any type of processor,
such as, for example, a micro-processor, an embedded processor, a digital signal
processor (DSP), a graphics processor (GPU), a network processor, a field
programmable gate array or other device configured to execute code. The processors
may be multithreaded cores in that they may include more than one hardware thread
context (or “logical processor”) per core. The memory 530 may be coupled to the
processors. The memory 530 may be any of a wide variety of memories (including
various layers of memory hierarchy and/or memory caches) as are known or
otherwise available to those of skill in the art. It will be appreciated that the
processors and memory may be configured to store, host and/or execute one or more
user applications or other software modules. These applications may include, but not
be limited to, for example, any type of computation, communication, data
management, data storage and/or user interface task. In some embodiments, these
applications may employ or interact with any other components of the mobile
platform 510.

System 500 is also shown to include network interface module 540 which may
include wired or wireless communication capabilities, such as, for example, Ethernet,
cellular communications, Wireless Fidelity (WiFi), Bluetooth®, and/or Near Field
Communication (NFC). The communications may conform to or otherwise be
compatible with any existing or yet to be developed communication standards
including past, current and future version of Bluetooth®, Wi-Iii and mobile phone
communication standards.

System 500 is also shown to include an input/output (I0) system or controller
550 which may be configured to enable or manage data communication between
processor 520 and other elements of system 500 or other elements (not shown)

external to system 500.
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System 500 is also shown to include a storage system 580, such as, for
example, a hard disk drive (HDD) or solid state drive (SSD), coupled to processor 520
and configured to store programs, application and/or data.

System 500 is also shown to include an application installer with security
evaluation 570, as described previously.

It will be appreciated that in some embodiments, the various components of
the system 500 may be combined in a system-on-a-chip (SoC) architecture. In some
embodiments, the components may be hardware components, firmware components,
software components or any suitable combination of hardware, firmware or software.

Embodiments of the methods described herein may be implemented in a
system that includes one or more storage mediums having stored thereon, individually
or in combination, instructions that when executed by one or more processors perform
the methods. Here, the processor may include, for example, a system CPU (e.g., core
processor) and/or programmable circuitry. Thus, it is intended that operations
according to the methods described herein may be distributed across a plurality of
physical devices, such as, for example, processing structures at several different
physical locations. Also, it is intended that the method operations may be performed
individually or in a subcombination, as would be understood by one skilled in the art.
Thus, not all of the operations of each of the flow charts need to be performed, and the
present disclosure expressly intends that all subcombinations of such operations are
enabled as would be understood by one of ordinary skill in the art.

The storage medium may include any type of tangible medium, for example,
any type of disk including floppy disks, optical disks, compact disk read-only
memories (CD-ROMs), compact disk rewritables (CD-RWs), digital versatile disks
(DVDs) and magneto-optical disks, semiconductor devices such as read-only
memories (ROMs), random access memories (RAMs) such as dynamic and static
RAMs, erasable programmable read-only memories (EFPROMs), electrically erasable
programmable read-only memories (EEPROMs), flash memories, magnetic or optical
cards, or any type of media suitable for storing electronic instructions.

“Circuitry”, as used in any embodiment herein, may include, for example,
singly or in any combination, hardwired circuitry, programmable circuitry, state
machine circuitry, and/or firmware that stores instructions executed by programmable
circuitry. An application (or “app’) may be embodied as code or instructions which

may be executed on programmable circuitry such as a host processor or other
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programmable circuitry. A module, as used in any embodiment herein, may be
embodied as circuitry. The circuitry may be embodied as an integrated circuit, such
as an integrated circuit chip. In some embodiments, a module may thus be
implemented in software and/or firmware and may comprise one or more processes,
threads or subroutines of a single process. Additionally, in some embodiments, a
module may be distributed and executed on separate devices.

Thus, the present disclosure provides systems, devices, methods and computer
readable media for application installation with improved security and/or privacy
evaluation and indication. The following examples pertain to further embodiments.

According to Example 1 there is provided a system for application installation
security evaluation. The system may include an application installation module to
receive an application package for installation on a device, and the package includes a
list of device resources to be accessed by the application; memory to store an impact
score table including one or more security impact scores, each security impact score
associated with access to one of the device resources; and a security/privacy
evaluation module to calculate a security impact indicator (SII) based on a sum of the
security impact scores selected by the accessed device resources listed in the package.

Example 2 may include the subject matter of Example 1, and further including
a visual indicator module to present the SII to a user of the device prior to installation
of the application.

Example 3 may include the subject matter of Examples 1 and 2, and the
impact score table further includes one or more privacy impact scores, each privacy
impact score associated with access to one of the device resources; and the
security/privacy evaluation module is further to calculate the SII based on a sum of
the privacy impact scores selected by the accessed device resources listed in the
package.

Example 4 may include the subject matter of Examples 1-3, and the
security/privacy evaluation module is further to normalize the SII to a scaled value
ranging from a pre-defined lowest impact value to a pre-defined highest impact value.

Example 5 may include the subject matter of Examples 1-4, and the visual
indicator module is further to generate a graphic to indicate the relative position of the
SII on a visual scale ranging from the pre-defined lowest impact value to the pre-

defined highest impact value.
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Example 6 may include the subject matter of Examples 1-5, and the security
impact scores and the privacy impact scores are normalized and weighted to indicate
an impact relative to each another.

Example 7 may include the subject matter of Examples 1-6, and the device
resources include one or more of account modification capability, password access,
location information access, network access, memory access and contact information
access.

Example 8 may include the subject matter of Examples 1-7, and the
application installation module is further to identify alternative applications; the
security/privacy evaluation module is further to calculate an SII for the alternative
applications; and the visual indicator module is further to present the alternative
application SII to the user for comparison.

Example 9 may include the subject matter of Examples 1-8, and the
security/privacy evaluation module is further to detect a security attribute associated
with the application package and adjust the SII to a lower impact value based on the
detection.

Example 10 may include the subject matter of Examples 1-9, and the security
attribute is to indicate that the application is one of an anti-virus application, an anti-
malware application, a host intrusion prevention application or a firewall application.

Example 11 may include the subject matter of Examples 1-10, and the
application installation module is further to receive the application package from an
application vendor through a network interface.

Example 12 may include the subject matter of Examples 1-11, and the device
is a smart phone, smart tablet, notebook or laptop computer.

According to Example 13 there is provided at least one computer-readable
storage medium having instructions stored thereon which when executed by a
processor result in the following operations for application installation security
evaluation. The operations may include receiving an application package for
installation on a device, and the package includes a list of device resources to be
accessed by the application; calculating a security impact indicator (SII) based on a
sum of pre-defined security impact scores, each of the security impact scores
associated with one of the device resources indicated in the list; and presenting the SII

to a user of the device prior to installation of the application.

10
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Example 14 may include the subject matter of Example 13, and the SII is
further based on a sum of pre-defined privacy impact scores, each of the privacy
impact scores associated with one of the device resources indicated in the list.

Example 15 may include the subject matter of Examples 13 and 14, further
including the operation of normalizing the SII to a scaled value ranging from a pre-
defined lowest impact value to a pre-defined highest impact value.

Example 16 may include the subject matter of Examples 13-15, and the
presenting of the SII further includes the operation of generating a graphic to indicate
the relative position of the SII on a visual scale ranging from the pre-defined lowest
impact value to the pre-defined highest impact value.

Example 17 may include the subject matter of Examples 13-16, and the pre-
defined security impact scores and the pre-defined privacy impact scores are
normalized and weighted to indicate an impact relative to each another.

Example 18 may include the subject matter of Examples 13-17, and the device
resources include one or more of account modification capability, password access,
location information access, network access, memory access and contact information
access.

Example 19 may include the subject matter of Examples 13-18, further
including the operations of: identifying alternative applications; calculating an SII for
the alternative applications; and presenting the alternative application SII to the user
for comparison.

Example 20 may include the subject matter of Examples 13-19, further
including the operations of detecting a security attribute associated with the
application package and adjusting the SII to a lower impact value based on the
detection.

Example 21 may include the subject matter of Examples 13-20, and the
security attribute is to indicate that the application is one of an anti-virus application,
an anti-malware application, a host intrusion prevention application or a firewall
application.

Example 22 may include the subject matter of Examples 13-21, and the
application package is received from an application vendor through a network
interface.

According to Example 23 there is provided a method for application

installation security evaluation. The method may include receiving an application

11
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package for installation on a device, and the package includes a list of device
resources to be accessed by the application; calculating a security impact indicator
(SII) based on a sum of pre-defined security impact scores, each of the security impact
scores associated with one of the device resources indicated in the list; and presenting
the SII to a user of the device prior to installation of the application.

Example 24 may include the subject matter of Example 23, and the SII is
further based on a sum of pre-defined privacy impact scores, each of the privacy
impact scores associated with one of the device resources indicated in the list.

Example 25 may include the subject matter of Example 23 and 24, further
including normalizing the SII to a scaled value ranging from a pre-defined lowest
impact value to a pre-defined highest impact value.

Example 26 may include the subject matter of Examples 23-25, and the
presenting of the SII further includes generating a graphic to indicate the relative
position of the SII on a visual scale ranging from the pre-defined lowest impact value
to the pre-defined highest impact value.

Example 27 may include the subject matter of Examples 23-26, and the pre-
defined security impact scores and the pre-defined privacy impact scores are
normalized and weighted to indicate an impact relative to each another.

Example 28 may include the subject matter of Examples 23-27, and the device
resources include one or more of account modification capability, password access,
location information access, network access, memory access and contact information
access.

Example 29 may include the subject matter of Examples 23-28, further
including: identifying alternative applications; calculating an SII for the alternative
applications; and presenting the alternative application SII to the user for comparison.

Example 30 may include the subject matter of Examples 23-29, further
including detecting a security attribute associated with the application package and
adjusting the SII to a lower impact value based on the detection.

Example 31 may include the subject matter of Examples 23-30, and the
security attribute is to indicate that the application is one of an anti-virus application,
an anti-malware application, a host intrusion prevention application or a firewall

application.

12



10

15

20

25

30

WO 2016/089514 PCT/US2015/058562

Example 32 may include the subject matter of Examples 23-31, and the
application package is received from an application vendor through a network
interface.

According to Example 33 there is provided a system for application
installation security evaluation. The system may including means for receiving an
application package for installation on a device, and the package includes a list of
device resources to be accessed by the application; means for calculating a security
impact indicator (SII) based on a sum of pre-defined security impact scores, each of
the security impact scores associated with one of the device resources indicated in the
list; and means for presenting the SII to a user of the device prior to installation of the
application.

Example 34 may include the subject matter of Example 33, and the SII is
further based on a sum of pre-defined privacy impact scores, each of the privacy
impact scores associated with one of the device resources indicated in the list.

Example 35 may include the subject matter of Examples 33 and 34, further
including means for normalizing the SII to a scaled value ranging from a pre-defined
lowest impact value to a pre-defined highest impact value.

Example 36 may include the subject matter of Examples 33-35, and the means
for presenting of the SII further includes means for generating a graphic to indicate
the relative position of the SII on a visual scale ranging from the pre-defined lowest
impact value to the pre-defined highest impact value.

Example 37 may include the subject matter of Examples 33-36, and the pre-
defined security impact scores and the pre-defined privacy impact scores are
normalized and weighted to indicate an impact relative to each another.

Example 38 may include the subject matter of Examples 33-37, and the device
resources include one or more of account modification capability, password access,
location information access, network access, memory access and contact information
access.

Example 39 may include the subject matter of Examples 33-38, further
including means for identifying alternative applications; means for calculating an SII
for the alternative applications; and means for presenting the alternative application
SII to the user for comparison.

Example 40 may include the subject matter of Examples 33-39, further

including means for detecting a security attribute associated with the application
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package and means for adjusting the SII to a lower impact value based on the
detection.

Example 41 may include the subject matter of Examples 33-40, and the
security attribute is to indicate that the application is one of an anti-virus application,
an anti-malware application, a host intrusion prevention application or a firewall
application.

Example 42 may include the subject matter of Examples 33-41, and the
application package is received from an application vendor through a network
interface.

The terms and expressions which have been employed herein are used as
terms of description and not of limitation, and there is no intention, in the use of such
terms and expressions, of excluding any equivalents of the features shown and
described (or portions thereof), and it is recognized that various modifications are
possible within the scope of the claims. Accordingly, the claims are intended to cover
all such equivalents. Various features, aspects, and embodiments have been described
herein. The features, aspects, and embodiments are susceptible to combination with
one another as well as to variation and modification, as will be understood by those
having skill in the art. The present disclosure should, therefore, be considered to

encompass such combinations, variations, and modifications.
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CLAIMS

What is claimed is:
1. A system for application installation security evaluation, said system
comprising:

an application installation module to receive an application package for
installation on a device, wherein said package comprises a list of device resources to
be accessed by said application;

memory to store an impact score table comprising one or more security impact
scores, each security impact score associated with access to one of said device
resources; and

a security/privacy evaluation module to calculate a security impact indicator
(SII) based on a sum of said security impact scores selected by said accessed device

resources listed in said package.

2. The system of claim 1, further comprising a visual indicator module to present

said SII to a user of said device prior to installation of said application.

3. The system of claim 1, wherein said impact score table further comprises one
or more privacy impact scores, each privacy impact score associated with access to

one of said device resources; and wherein said security/privacy evaluation module is
further to calculate said SII based on a sum of said privacy impact scores selected by

said accessed device resources listed in said package.

4. The system of any of claims 1-3, wherein said security/privacy evaluation
module is further to normalize said SII to a scaled value ranging from a pre-defined

lowest impact value to a pre-defined highest impact value.

5. The system of claim 4, wherein said visual indicator module is further to
generate a graphic to indicate the relative position of said SII on a visual scale ranging

from said pre-defined lowest impact value to said pre-defined highest impact value.

6. The system of any of claims 1-3, wherein said security impact scores and said
privacy impact scores are normalized and weighted to indicate an impact relative to

each another.
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7. The system of any of claims 1-3, wherein said device resources comprise one
or more of account modification capability, password access, location information

access, network access, memory access and contact information access.

8. The system of claim 2, wherein said application installation module is further
to identify alternative applications; said security/privacy evaluation module is further
to calculate an SII for said alternative applications; and said visual indicator module is

further to present said alternative application SII to said user for comparison.

9. The system of any of claims 1-3, wherein said security/privacy evaluation
module is further to detect a security attribute associated with said application

package and adjust said SII to a lower impact value based on said detection.

10. The system of claim 9, wherein said security attribute is to indicate that said
application is one of an anti-virus application, an anti-malware application, a host

intrusion prevention application or a firewall application.

11. The system of any of claims 1-3, wherein said application installation module
is further to receive said application package from an application vendor through a

network interface.

12. The system any of claims 1-3, wherein said device is a smart phone, smart

tablet, notebook or laptop computer.

13. At least one computer-readable storage medium having instructions stored
thereon which when executed by a processor result in the following operations for
application installation security evaluation, said operations comprising:
receiving an application package for installation on a device, wherein said
package comprises a list of device resources to be accessed by said application;
calculating a security impact indicator (SII) based on a sum of pre-defined
security impact scores, each of said security impact scores associated with one of said

device resources indicated in said list; and
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presenting said SII to a user of said device prior to installation of said

application.

14. The computer-readable storage medium of claim 13, wherein said SII is
further based on a sum of pre-defined privacy impact scores, each of said privacy

impact scores associated with one of said device resources indicated in said list.

15. The computer-readable storage medium of claim 13 or 14, further comprising
the operation of normalizing said SII to a scaled value ranging from a pre-defined

lowest impact value to a pre-defined highest impact value.

16. The computer-readable storage medium of claim 15, wherein said presenting
of said SII further comprises the operation of generating a graphic to indicate the
relative position of said SII on a visual scale ranging from said pre-defined lowest

impact value to said pre-defined highest impact value.

17. The computer-readable storage medium of claim 14, wherein said pre-defined
security impact scores and said pre-defined privacy impact scores are normalized and

weighted to indicate an impact relative to each another.

18. The computer-readable storage medium of claim 13 or 14, wherein said device
resources comprise one or more of account modification capability, password access,
location information access, network access, memory access and contact information

accCess.

19. The computer-readable storage medium of claim 13 or 14, further comprising
the operations of:

identifying alternative applications;

calculating an SII for said alternative applications; and

presenting said alternative application SII to said user for comparison.

20. The computer-readable storage medium of claim 13 or 14, further comprising
the operations of detecting a security attribute associated with said application

package and adjusting said SII to a lower impact value based on said detection.
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21. A method for application installation security evaluation, said method
comprising:

receiving an application package for installation on a device, wherein said
package comprises a list of device resources to be accessed by said application;

calculating a security impact indicator (SII) based on a sum of pre-defined
security impact scores, each of said security impact scores associated with one of said
device resources indicated in said list; and

presenting said SII to a user of said device prior to installation of said

application.

22, The method of claim 21, wherein said SII is further based on a sum of pre-
defined privacy impact scores, each of said privacy impact scores associated with one

of said device resources indicated in said list.

23. The method of claim 21 or 22, further comprising normalizing said SII to a
scaled value ranging from a pre-defined lowest impact value to a pre-defined highest

impact value.

24, The method of claim 23, wherein said presenting of said SII further comprises
generating a graphic to indicate the relative position of said SII on a visual scale
ranging from said pre-defined lowest impact value to said pre-defined highest impact

value.

25. The method of claim 22, wherein said pre-defined security impact scores and
said pre-defined privacy impact scores are normalized and weighted to indicate an

impact relative to each another.

26. The method of claim 21 or 22, wherein said device resources comprise one or
more of account modification capability, password access, location information

access, network access, memory access and contact information access.

27. The method of claim 21 or 22, further comprising:

identifying alternative applications;

18
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calculating an SII for said alternative applications; and

presenting said alternative application SII to said user for comparison.
28. The method of claim 21 or 22, further comprising detecting a security attribute

associated with said application package and adjusting said SII to a lower impact

value based on said detection.
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Receive an application package for installation on a device,
wherein the package comprises a list of device resources to be
accessed by the application

10

l

Calculate a security impact indicator (SII) based on a sum of
pre-defined security impact scores, each of the security
impact scores associated with one of the device resources
indicated in the list

l

Present the SII to a user of the device prior to installation of
the application

s
N>
(=}

s
o
1=}

FIG. 4

4/5

SUBSTITUTE SHEET (RULE 26)



PCT/US2015/058562

WO 2016/089514

¢ 'ODId

09
jJuswia|gy

Aejdsiq

0ZS
uonen|eaAy
Aindag yum
J9|eisu] ddy

0¢S
Mowap

0SS

— WAASAS O/l |e—
085

walsig =

abeio)g

ovs

aoelalu| a

NIOMIBN

02S
lossadsoid

01§
uuojie|d 9jlqoiN

5/5

SUBSTITUTE SHEET (RULE 26)



INTERNATIONAL SEARCH REPORT

International application No.
PCT/US2015/058562

A. CLASSIFICATION OF SUBJECT MATTER

GOGF 21/57(2013.01)i, GOGF 21/52(2013.01)i, GOGF 9/44(2006.01)i

According to International Patent Classification (IPC) or to both national classification and [PC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
GOGF 21/57;, GO6F 17/00; GOGF 12/14;, HO4L 29/06; GO6F 11/00; GOGF 9/45; GO6F 21/52; GOGF 9/44

Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

terms.

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
cKOMPASS(KIPO internal) & Keywords: application, installation, security evaluation, access, impact, score, visual, privacy, and similar

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US 2012-0072991 A1 (ROHYT BELANI et al.) 22 March 2012 1-28
See paragraphs [0005], [0022], [0025], [0027]-[0030], [0032]-[0043],
[0066]-[0068]; claims 1, 4; and figures 1-2.

A US 2011-0167474 A1 (AMIT SINHA et al.) 07 July 2011 1-28
See paragraphs [0005], [0082]-[0083]; and figure 11.

A US 2013-0227683 A1 (APPTHORITY, INC.) 29 August 2013 1-28
See paragraphs [0074], [0089], [0124]; and figures 2 and 6.

A US 2014-0237545 A1 (MARBLE SECURITY) 21 August 2014 1-28
See paragraphs [0092]-[0118]; claim 1; and figure 4.

A US 2006-0282830 A1 (JUDE JACOB KAVALAM et al.) 14 December 2006 1-28
See paragraph [0037] and figure 3.

|:| Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents:

"A" document defining the general state of the art which is not considered
to be of particular relevance

carlier application or patent but published on or after the international
filing date

document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

document referring to an oral disclosure, use, exhibition or other
means

document published prior to the international filing date but later
than the priority date claimed

i

K

nQr

npr

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents,such combination
being obvious to a person skilled in the art

document member of the same patent family

'

myn

ng"

Date of the actual completion of the international search
17 February 2016 (17.02.2016)

Date of mailing of the international search report

17 February 2016 (17.02.2016)

Name and mailing address of the [SA/KR
International Application Division
¢ Korean Intellectual Property Office
189 Cheongsa-ro, Seo-gu, Dagjeon, 35208, Republic of Korea

Facsimile No. +82-42-472-7140

Authorized officer g
v vy

g
S
T

LEE, Dong Yun

Telephone No. +82-42-481-8734

Form PCT/ISA/210 (second sheet) (January 2015)




INTERNATIONAL SEARCH REPORT International application No.

Information on patent family members PCT/US2015/058562
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2012-0072991 Al 22/03/2012 US 2012-0110674 Al 03/05/2012
US 2011-0167474 Al 07/07/2011 US 8286239 Bl 09/10/2012
US 8763071 B2 24/06/2014
US 2013-0227683 Al 29/08/2013 US 2014-0196150 Al 10/07/2014
US 2015-0150137 Al 28/05/2015
US 8713684 B2 29/04/2014
US 8918882 B2 23/12/2014
WO 2013-126258 Al 29/08/2013
US 2014-0237545 Al 21/08/2014 US 2014-0237627 Al 21/08/2014
WO 2014-130474 Al 28/08/2014
WO 2014-130479 Al 28/08/2014
US 2006-0282830 Al 14/12/2006 None

Form PCT/ISA/210 (patent family annex) (January 2015)



	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - claims
	Page 17 - claims
	Page 18 - claims
	Page 19 - claims
	Page 20 - claims
	Page 21 - drawings
	Page 22 - drawings
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - wo-search-report
	Page 27 - wo-search-report

