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(54) Methods and system for providing a public key fingerprint list in a PK system

(57) In a server of a public key system a list of fin-
gerprints of public keys is stored and provided. Further-
more, a fingerprint of the fingerprint list is calculated for
providing the calculated fingerprint of the list of finger-
prints. A client terminal of the public key system receives

a list of fingerprints of public keys and a first fingerprint
thereof from a first source. The client terminal further
receives a second fingerprint of the list of fingerprints
from a second source and compares the first and the
second received fingerprint.
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Description

[0001] The present invention is related to systems
having a public key infrastructure (PKI) and particularly
to a public key authentication process and means to
support same.
[0002] In modern Internet communication security is
often based on public keys. These public keys are part
of a public/private key pair of some user or entity. The
public part is public available but the private part is only
known by the given user or entity. Anybody can send
data to this user or entity using encryption with that pub-
lic key, but only the user or entity itself can decipher the
data using its private key.
[0003] A given sender of such data has to make sure
that the public key really belongs to the user or entity he
wants to send the data to. To ensure this, there are var-
ious sorts of certification authorities that sign public keys
with their private key. With that signature they proclaim
authenticity of some information in the key, like the name
and address. As the public key of this certification au-
thority might be well known, any sender can verify the
signature on the public key and by that make sure the
public key really belongs to the user or entity he wants
to send data to.
[0004] For signing data a hash value of the data is
calculated in order to subsequently sign only the hash
value of the data. By applying a hash algorithm to any
given data a single unique hash value is achieved, which
is much shorter than the data itself. However, it is nearly
impossible to create data matching a given hash value.
[0005] The security of this system is based on 4 fac-
tors: the privacy of the certification authorities private
key, the authenticity of the certification authorities public
key that is available to the sender, the verification proc-
ess the certification authorities use to ensure authentic-
ity of the information they sign in public keys and the
unique identification value of the signed information.
[0006] If a private key of such an certification authority
is known to some potential attacker he can sign faked
public keys he generated and by that draw senders to
use this certificate when sending data. He can then de-
cipher the sent data with the private part of the faked
key. This is as well true for a potential attacker that is a
part of the certification authority itself or that can apply
force to the certification authority to sign such a key.
[0007] If a potential attacker can fake the public key
of the certification authority to some sender, with its own
faked public key, he can once again issue faked public
keys by signing them with the private part of the faked
certification authority key.
[0008] If the certification authorities process of verify-
ing the information signed has vulnerabilities, a potential
attacker can use these vulnerabilities to get the certifi-
cation authority to sign faked keys.
[0009] If the information signed by the certification au-
thority does not provide a reliable level of unique infor-
mation, like two persons called "Peter Miller" in the same

building, anybody in the range covered by such ambig-
uous information can apply means to read data original-
ly intended for somebody else.
[0010] It is the object of the present invention to pro-
vide a PKI method and system which is improved in re-
gard to the authentication of public keys.
[0011] This object is achieved by the subject matters
of the independent claims. Preferred embodiments of
the invention are described in the dependent claims.
[0012] The invention uses a fingerprint list to ensure
authenticity of keys, wherein a fingerprint is a mathe-
matically unique hash or digest of the public key. The
fingerprint of a public key, optionally signed by the cer-
tification authority, is added to a list of fingerprints main-
tained by a hash value server or certification authority.
Preferably, in a given time interval, like daily or weekly,
the certification authority generates a fingerprint or hash
value of the list itself. The generated fingerprint is pub-
lished or made available by one or several means to all
users of the system. Further the fingerprint list itself is
somehow made available to all users.
[0013] A given sender can now get hold of the pub-
lished fingerprint list and ensure the authenticity of this
list by comparing the fingerprint of the list with this fin-
gerprint published somewhere else.
[0014] In the following the invention is described with
reference to the figures illustrating:

FIG. 1 a public key infrastructure system;

FIG. 2 functional units of a hash value server or cer-
tification authority server;

FIG. 3 a table storing a list of hash values together
with unique identifiers;

FIG. 4 table storing a list of public keys, associated
user ID and certificates;

FIG. 5 a flowchart of an administration process for a
hash value list;

FIG. 6 a first part of a flowchart for a public key au-
thentication process; and

FIG. 7 a second part of the process of Fig. 6.

[0015] In the following, the invention is described with
respect to hash values used as fingerprints for the re-
spective public keys.
[0016] The public key system illustrated in Figure 1
comprises first and second certification authority serv-
ers 11 and 13, a hash value server 12 as well as client
terminals 14 to 17. The servers 11 to 13 and the clients
14 to 17 are connected to a public network such as the
internet. An associated public key PK1 to PK4 exists for
each of the client terminals 14 to 17 or the corresponding
users of the client terminals 14 to 17.
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[0017] A direct connection, preferably between each
of the servers 11 to 13, which is not illustrated in Figure
1, may provide a more secure communication path than
the internet if required.
[0018] Upon request of the owner of the public key
PK1, the first certification authority (CA1) 11 issues a
certificate for the public key PK1 of the client terminal
14. This certificate cert_CA1 (PK1) is commonly pre-
sented to the further client terminals 15 to 17, when the
client terminal 14 wants to receive data encrypted with
PK1 from these terminals. Such a step of authentication
of the public key PK1 however supposes the CA1 to be
a trusted third party and secondly requires to authenti-
cate the PK of CA1 by means of a certificate chain to a
root CA.
[0019] The hash value server 12 stores a list of hash
values for public keys preferably signed by at least one
of the certification authorities 11 or 13. A hash value of
the public key PK1 is stored in the hash value list of the
hash value server 12. As described in more detail below
with reference to Figures 5, the hash value server 12
calculates a hash value for the stored list of hash values
and provides the calculated hash value and the list of
hash values. In the following, the hash value of the list
of hash values is also referred to as a meta hash value.
[0020] The information stored in the hash value server
12 may be provided for public access or at least acces-
sible for dedicated client terminals of the system. In par-
ticular, providing the information also includes to forward
same either upon request or automatically to a list of
predefined client terminals.
[0021] The client terminal 15 receives the list of hash
values and the hash value thereof from the hash value
server 12. Based on the received meta hash value, the
client terminal 15 performs an authentication or verifica-
tion process for the public key PK1 of the client terminal
14 before using the public key PK1 for verifying, authen-
ticating or encrypting data. Moreover, the client terminal
15 may as well check the authenticity of its own public
key PK2 included in the list of hash values. A corre-
sponding process in a client terminal is described in
more detail below with reference to Fig. 6 and 7.
[0022] The hash value server 12 of Fig. 1 may as well
be implemented as a part of the certification authority
servers 11 and 13 or by means of a peer to peer system
of the client terminals. The used hash algorithms may
for example be SHA1 or MD5.
[0023] Figure 2 illustrates functional units of the hash
value server of Figure 1.
[0024] The hash value server comprises a CPU21, a
network interface unit 22, connected to the internet, op-
erator I/O units 23 for interacting with an operator, stor-
age means 24, as well as further storage means 25, 26.
[0025] The operator I/O units 23 particularly comprise
monitor, mouse and keyboard. Furthermore, the net-
work interface unit 22 allows the server to receive re-
quests for information from the client terminals, to trans-
mit the stored information or to receive input information.

Input information may for example be received from the
certification authority servers for further public keys to
be added to the list of hash values. Particularly in this
regard, a not illustrated direct interface unit may provide
a secure direct connection to at least one of the CA serv-
ers.
[0026] The storage means 24 may be formed by
RAM, EEPROM, ROM, a hard disk, a magnetical disk
drive and/or an optical disk drive. An operative system
of the server as well as application software to perform
the required operations is stored in storage means 24.
[0027] In this example, the further storage means 25,
26 are formed by a first storage unit 25 for storing hash
values and a second storage unit 26 for storing public
keys as well as certificates thereof. The storage unit 25
holds a list of hash values for public keys as well as the
meta hash value for the list of hash values. This storage
unit 25 may further store a temporary list of received
hash values separately stored from the list of hash val-
ues currently provided to the public.
[0028] Figure 3 illustrates a list of hash values 32 as
stored in the hash value server. A unique identifier as-
sociated to the public key and thus also associated to
the hash value thereof is correspondingly stored in col-
umn 31. Unique identifiers are formed by e-mail ad-
dresses of the respective owners of the public keys PK1
to PK4. The list of hash values 32 further stores a meta
hash value for a list of hash values of the certification
authority CA2. The list may further comprise a hash val-
ue for the public key of the certification authority CA2.
[0029] Finally, a meta hash value is calculated for the
list of hash values 32 or preferably for the list of hash
values 32 and associated e-mail addresses 31.
[0030] Figure 4 illustrates data as they may be stored
in the public key/certificate storage unit of Figure 2.
[0031] Column 41 comprises a user ID as a unique
identifier for a user. The user ID may for example replace
or correspond to the e-mail addresses of Figure 3 or may
even be mapped thereto in a further reference table.
Column 42 comprises a list of public keys for the users
identified in column 41. Column 43 comprises a list of
certificates for the associated public keys, the certifi-
cates being issued by one of the certification authorities
CA1 or CA2. Each entry in the list 41-43 corresponds to
one entry in the list of hash values of Fig. 3.
[0032] Besides public keys PK1 to PK4 of the users
1 to 4, the last item of the table in Figure 4 comprises a
public key PK_CA2 of the certification authority CA2. A
corresponding certificate CA1_cert (PK_CA2) is issued
by the certification authority CA1.
[0033] Furthermore, the tables illustrated in Fig. 3 and
4 may additionally comprise non-illustrated data fields
such as a revocation information, indicating if a hash val-
ue or a corresponding certificate has been revoked, or
update information, indicating a date or time when the
hash value has been updated.
[0034] A process of administering a list of hash values
in a hash value server is now described with reference
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to Figure 5.
[0035] Initially, in a step 52 a public key PK is received
which may be signed by a certification authority CA. The
signature of the CA for the PK may correspond to the
certificate of the PK.
[0036] A hash value of the public is calculated in step
53.
[0037] Subsequently, the signature of the certification
authority may be checked in the optional step 54, in or-
der to verify that the public key is actually received from
the certification authority. Such a step of verification is
performed by applying the public key of the CA to the
existing CA's signature of the PK. In case the signature
cannot be verified, the process is terminated.
[0038] In step 55 the calculated hash value is added
to a list of hash values, which is stored in the hash value
server. For the supplemented list of hash values a meta
hash value is calculated in step 56. The list of hash val-
ues may be signed by the hash value server in step 57.
Finally, the hash value list, the meta hash value thereof
and optionally the signature of the hash value list is pro-
vided in step 58.
[0039] The step of providing 58 may for example be
implemented by storing the information in the hash val-
ue server and transmitting same upon request, forward-
ing the information to a list of predefined destinations or
forwarding same to predefined publication means.
[0040] Preferably, in the step of adding 55 the calcu-
lated hash value is initially added to a temporary list of
hash values stored separately from the list of hash val-
ues currently provided to the public. Furthermore, a time
interval may be defined for performing the steps 56 to
58 for example daily, weekly or monthly only. Hence,
new hash values received within the given time interval
will be intermediately stored in the temporary list for be-
ing added to the published list after expiry of the time
interval. Moreover, In order to inform about the rele-
vance of the meta hash value, the time or date of the
calculation of the meta hash value may be stored and
provided together with the meta hash value.
[0041] Furthermore, a unique identifier such as the
email address of the public key's owner may be either
also received from the CA or assigned in the hash server
in accordance with the requirements of the public key
system.
[0042] Figures 6 and 7 illustrate a public key authen-
tication process as performed in a client terminal.
[0043] In the process 60 to 68 of Figure 6, a hash val-
ue list and a meta hash value thereof are initially re-
ceived in step 61 from a first hash value server. There-
after, a second meta value for the hash value list of the
hash value server is received in step 62 from a second
hash value server. Finally, in a step 63 of comparing the
received meta hash values, it is determined whether
both meta hash values correspond to each other.
[0044] Furthermore, each of the steps 61 and 62 may
additionally comprise a step of verifying a signature of
the corresponding hash value server and/or a step of

decrypting the received information, which is encrypted
by means of a key for example derived from a mutual
authentication process.
[0045] As it will become more apparent in the follow-
ing, various sub processes, for example steps 64 and
65 or steps 66 and 67, may be optionally combined to
the general steps 61 to 63 in order to modify a required
degree of security in the authentication process for the
public key.
[0046] The process 60 to 74 may be terminated, if in
any step of comparing, verifying or authenticating indi-
cates a possibly faked key which accordingly should not
be used for subsequent communication. For example,
if the comparison result of step 63 indicates deviating
hash values, the list of hash values can not be consid-
ered as a trusted list. However, after such a single neg-
ative authentication result the process does not have to
be terminated, but may as well be continued with an al-
ternative or additional sub process for authenticating the
public key in question. In particular, for example the
steps of receiving and comparing 61 and 63 or 62 and
63 may be repeated upon using a difference source for
the received data. It is again noted that a hash value
server may as well be formed by a certification authority
server or a peer to peer system of clients emulating
same.
[0047] After the step of comparing 63, the meta hash
value is calculated 64 within the client terminal based
on the hash value list received from the hash value serv-
er. The calculated meta hash value is compared in step
65 with one of the received meta hash values.
[0048] Moreover, in step 66 a hash value is calculated
for a specific public key PK. Based on the calculated
hash value H(PK), a corresponding hash value stored
in the received list of hash values can be verified by a
comparison 67.
[0049] The process illustrated in Figure 6 is continued
with steps 71 to 74 of Figure 7, comprising 3 further sub
processes of the authentication process.
[0050] A step 71 of receiving a user input for verifying
the hash value is provided, for cases which can not be
handled automatically such as a hash value received by
a user via e-mail. The step of receiving 71 may comprise
requesting the user input, receiving same and evaluat-
ing correspondence to the calculated hash value of the
public key. A similar process may be performed for the
meta hash value of the list of hash values.
[0051] Furthermore, a certificate of the public key in
question may be verified in step 72. Finally, in order to
check whether the third party or alleged owner of the
public key in fact holds a secret key associated to the
public key, a signature of the secrete key, typically ap-
plied to random data provided by the client terminal, is
verified in step 73.
[0052] Turning back to Fig. 1 now, hash value lists of
different hash value servers 12 or certification authori-
ties 11, 13 may as well be combined in a single list. Such
combined list may be furthermore provided by a third
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party. Accordingly, a hash value server or a certification
authority may be emulated by a distributed peer to peer
system, for example formed by the client terminals 14
to 17.
[0053] The client terminals 14 to 17, when communi-
cating with each other and using their respective public
keys PK1 to PK4, may add hash values or parts of the
hash value list to a message sent to another client ter-
minal.
[0054] A fingerprint generally is a mathematically
unique hash value or another type of digest for data such
as a public key. Accordingly, any type of sufficiently re-
liable one-way function providing a unique non-repro-
ducible value for data input to the function may be used
as a fingerprint algorithm.
[0055] As apparent from the above described list of
hash values for public keys, such fingerprints may fur-
ther be calculated and used as fingerprint lists even for
other relevant information such as software binary code
or software source code. For example, to ensure au-
thenticity of a software a hash value of the software code
of the software is calculated and provided. For example,
the software for encrypting the communication process
with the previously authenticated public key or a new
version or update of an existing software involved in the
process may be authenticated or additionally approved
by its hash value.
[0056] The certification authority or the hash value
server limit their operation to only a single key for one
unique information or identifier. Duplicate keys or iden-
tifier will be detected and disabled, e.g. deleted from the
list, for the further processing.
[0057] A unique information could be an email ad-
dress, a social security or another identification number.
The hash value server or the certification authority
makes sure that there is always only one valid public
key according for this unique identifier. The single
unique information will enable the sender to really iden-
tify the owner of the public key. A single unique public
key for a single unique information signed or underlying
the whole system ensures that no double keys can un-
dermine this system.
[0058] In the above described system, a given sender
can try to find any public key's fingerprint in the finger-
print list and thereby ensure the authenticity of this pub-
lic key as well. Any given user or entity that has its public
key signed by the certification authority can verify its
own public key just like the sender. As soon as he veri-
fies his public key, he ensures that not even the certifi-
cation authority itself could have faked the key.
[0059] Given the above procedures the security of the
public key certificates is not bound to the security of the
private key of the certification authority anymore. Not
even the certification authority can fake keys.

Claims

1. A method performed in a server of a public key sys-
tem, the method comprising:

storing (55) a list of fingerprints of public keys;

providing (58) the list of fingerprints;

calculating (56) a fingerprint of the fingerprint
list; and

providing (58) the calculated fingerprint of the
list.

2. The method according to claim 1, wherein the public
keys are public keys signed by a certification au-
thority.

3. The method according to claim 1 or 2, wherein steps
of the method are performed in a predefined time
interval.

4. The method according to one of claims 1 to 3,
wherein at least the calculated fingerprint of the list
is provided to the public via more than one publica-
tion means.

5. The method according to one of claims 1 to 4,
wherein the step of storing (55) a list of fingerprints,
comprises:

receiving (52) a public key from the certification
authority;

calculating (53) a fingerprint for the public key;

checking (54) a signature of the certification au-
thority; and

adding (55) the calculated fingerprint to the list
of fingerprints.

6. The method according to one of claims 1 to 5,
wherein the stored list of fingerprints comprises a
unique identifier for each public key.

7. The method according to one of claims 1 to 6,
wherein the method is performed by a distributed
peer to peer system emulating the public key server.

8. The method according to one of claims 1 to 7,
wherein the list of fingerprints further comprises fin-
gerprints of software source code or software binary
code.

9. The method according to one of claims 6 to 8,
wherein the unique identifier is an e-mail address.
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10. The method according to one of claims 1 to 9,
wherein the list of fingerprints comprises informa-
tion in regard to revocation or update of the public
keys.

11. The method according to one of claims 1 to 10,
wherein the method further comprises a step of
signing (57) the fingerprint list.

12. A method performed in a client terminal of a public
key system, the method comprising:

receiving (61) a list of fingerprints of public keys
from a first source;

receiving (61) a first fingerprint of the list of fin-
gerprints from the first source;

receiving (62) a second fingerprint of the list of
fingerprints from a second source; and

comparing (63) the first and the second re-
ceived fingerprint.

13. The method according to claim 12, wherein the
method further comprises:

calculating (64) a fingerprint for the received list
of fingerprints; and

comparing (65) the calculated fingerprint and
the received fingerprint for the fingerprint list.

14. The method according to one of claims 12 or 13,
wherein the method further comprises:

calculating (66) a fingerprint of a public key; and

comparing (67) the calculated finger print with
a finger print for the public key within the re-
ceived list of finger prints.

15. The method according to claims 14, wherein the
method further comprises:

receiving (71) a user input verifying the finger-
print for the public key or the fingerprint for the
fingerprint list;

verifying (72) a certificate of the public key; and

verifying (73) a signature of a secret key asso-
ciated to the public key.

16. A server for providing a list of fingerprints, the server
being adapted to perform the method according to
one of claims 1 to 11.

17. A client terminal adapted to perform the method ac-
cording to one of claims 12 to 15.

18. A system comprising at least one server according
to claim 16 and a plurality of client terminals accord-
ing to claim 17.
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