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(57) ABSTRACT 

A web service executing on a web server is monitored by 
detecting metadata generated for various performance char 
acteristics of the web service. A relocation policy is consulted 
in response to detecting the performance characteristics 
exceeding a first predetermined threshold. The relocation 
policy specifies a target web server as a new location for the 
web, and instructions for relocating the web service to the 
target web server if the performance characteristics exceed 
ing a second predetermined threshold. The web service is 
relocated to the target web server based on the relocation 
policy and without human intervention. 
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IDENTIFICATION OF CRITICAL WEB 
SERVICES AND THEIR DYNAMICOPTIMIAL 

RELOCATION 

BACKGROUND 

0001 1. Technical Field 
0002 Various embodiments of the present invention relate 
to Software code accessible via a network Such as the Internet, 
and more specifically, to systems for dynamically relocating 
web services. 
0003 2. Description of Related Art 
0004. A web service is an application function or software 
system exposed by a well defined interface that can be used as 
a reusable component in a business process, for example, an 
application programming interfaces (API). Web services 
typically use web-related standards to interact with other 
systems, for example, Hypertext Transfer Protocol (HTTP). 
A web service is a self contained function whose definition 
can be discovered by another Software system. In an enter 
prise there are often many web services deployed on assigned 
infrastructure maintained in a data center. Many internal and 
external applications access these web services over the net 
work. Typically application operations team is responsible 
for deploying and managing these web services to ensure that 
they meet their promised Service Level Agreements (SLA). 
0005 Web service invocations may be dynamic in nature, 
varying with time, situation and location. There can be 
demand for a particular service during certain situations, from 
a particular location or for a particular period of time, or a 
combination of these factors. Such web services may be hot in 
terms of number of invocations or critical in terms of meeting 
the Quality of Service (QoS) like availability, response times, 
or other performance measures. 

BRIEF SUMMARY 

0006 Various embodiments disclosed herein provide 
methods, systems and computer products for relocating a web 
service from a first server to a second server. Parameters of the 
web service are monitored while the web service executing on 
a first server. If a status change is detected based on a change 
in the monitored parameters from normal status level to a first 
status level (or “warm status level), the system consults a 
relocation policy for instructions on moving the web service. 
If the status increases from the first status to a second (“hot”) 
status level the system relocates the web service to a second 
target server and reroutes ensuing requests for the web service 
to the second server. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0007. The accompanying drawings, which are incorpo 
rated in and constitute part of the specification, illustrate 
various embodiments of the invention. Together with the gen 
eral description, the drawings aid in explaining the principles 
of the invention. In the drawings: 
0008 FIG. 1 depicts a web service deployment infrastruc 
ture and monitoring system 100: 
0009 FIG. 2 depicts a web service deployment infrastruc 
ture and monitoring system 200 with details about interaction 
between various components; 
0010 FIG. 3 is flowchart of example activities carried out 
in moving a web service from one server to another in accor 
dance with various embodiments; 
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0011 FIG. 4 is a flowchart of activities for practicing a 
method in accordance with various embodiments; and 
0012 FIG. 5 depicts a computer system and various sys 
tem components suitable for implementing the various 
embodiments. 

DETAILED DESCRIPTION 

0013 Various embodiments disclosed herein involve the 
identification of hot or critical operation of a given web ser 
vice, and the dynamic, optimal relocation of the web service 
to another defined infrastructure in order to better meet the 
specified service requirements. In the inventors’ experience 
enterprise application servers that host web services typically 
load balance by replicating the workload across a cluster of 
servers. In many such situations, the 80:20 factor may be 
applicable to web service invocations. That is, approximately 
20% of the web services will be responsible for 80% of server 
workload. In Such situations there may be no need to replicate 
the entire web services which consume more resources. Such 
as CPU, memory and power consumption, and take more 
service start up time. 
0014 IBM's Tivoli product is a composite application 
manager for service oriented architecture (SOA) suitable for 
monitoring and managing web services usage. Other avail 
able tools include Websphere Enterprise Service Bus (ESB) 
and Websphere Service Repository and Registry (WSRR). 
These tools can manage service metadata, route service 
requests, and provide monitoring, ESB and Repository and 
Registry functions. But the present inventors recognized that 
these tools do not adequately Support the concept and frame 
work for relocation to meet the service demands. None of 
them provides capabilities to relocate based on service usage 
and SLAs. 
(0015 FIGS. 1 and 2 depict two views of a web service 
deployment infrastructure and monitoring system on which 
the various embodiments may be implemented. Various 
embodiments disclosed herein identify hot and/or critical 
web service operation, and take steps to dynamically relocate 
the web service to another, more optimal, location in the 
infrastructure. The various embodiments feature components 
that perform a number of activities and tasks. The system may 
include one or more admin servers configured to include 
system components for performing various activities of the 
methods described herein. For example, one or more system 
components create and update metadata related to service 
deployment, execution and relocation. Metadata may be 
thought of as data that characterizes or otherwise provides 
information about data. System components also monitor 
services for identification of hot and critical operations. The 
system includes a mechanism for specifying the policy for 
relocation of hot and critical operation. An optimized service 
composer and relocator (OSCAR) packages the required ser 
Vice components and deploys them on the target infrastruc 
ture. OSCAR leverages service and service implementation 
metadata which is initially created during service deployment 
and constantly updated during service execution to identify 
runtime dependencies. The system further includes a mecha 
nism for routing further requests for hot and critical service to 
the relocated service destination. In the event of the relocated 
service invocation fails, the system includes a mechanism to 
fall back to original service. 
0016. The various embodiments, upon being imple 
mented, allow for dynamic and optimized service relocation, 
thus providing easy deployment and management of hot and 
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critical web services. The further optimized deployment aids 
in better, more efficient server resource usage contributing to 
green environment. The system provides means to specify 
relocation policies based on service usage patterns which 
minimizes the need for human intervention. For the moni 
tored service, a Service Administrator can specify whether 
the relocation policy is to be applied at the service level or the 
operations level. Depending on the policy settings, OSCAR 
may be configured to relocate only the required operations of 
a service by carefully inspecting the service usage. OSCAR 
typically relocates only the required operations of a service 
by carefully inspecting the service usage. This helps reduce 
the resource footprint in the target infrastructure as well as 
improving bring up time for services. This system can be used 
for addressing many day-to-day challenging operational 
activities like infrastructure/software upgrades, and restora 
tion of critical services in high availability/disaster recovery, 
or the like. The same also applies to situations in which a 
server is going down. Very critical operations alone can be 
restored dynamically and optimally to another server within 
the cluster. If a server is not responding better to meet SLA, 
critical services alone can be relocated. Various embodiments 
allow the system to be integrated with existing tools like 
ITCAM (IBM Tivoli Composite Application Manager), 
WSRR (WebSphere Registry and Repository), and IBM 
offerings for the Enterprise Service Bus (ESB) such as WMB 
(WebSphere Message Broker), WESB (WebSphere Enter 
prise Service Bus), DataPower, or other such tools or conven 
tional software management systems known to those of ordi 
nary skill in the art. 
0017 Turning to FIG. 1, web services are deployed in a 
web service run-time environment 103 such as that shown in 
the figure. Such environments may be monitored for service 
availability, performance and other service characteristics 
using monitoring tools. In FIG. 1 the web services client 101 
is a program that makes a service request to server 103. 
another program that fulfills the service request. The web 
services client 101 and server 103 may, in some instances, 
execute on the same computer platform. Typically, however, 
web services client 101 and server 103 are located on differ 
ent computing platforms remote from each other. Web service 
runtime 105 is an environment suitable for executing the web 
service. For example, for Java web services, Java runtime 
environment (JRE) software provides a runtime environment 
in which Java programs can be executed. 
0018. The application server 107 is the server program that 
provides the logic for an application program to execute the 
requested web service. The application server 107 may be 
configured as part of a three-tier application that includes a 
graphical user interface (GUI) server, an application server, 
and a database/transaction server. Operating system 109 may 
be thought of as a program that runs other programs. The 
operating system 109 regulates the manner in which an appli 
cation program Such as a web service uses the computer's 
hardware and resources. 

0019. The service monitor 111 monitors one or more ser 
vices for availability and performance characteristics. IBM's 
Tivoli may be configured to perform monitoring activities of 
the service monitor 111. OSCAR 113 is the Optimized Ser 
vice Composer And Relocator. OSCAR 113 works in com 
bination with existing service monitoring tools to monitor 
service performance and availability and relocate them for a 
given set of web service containers. OSCAR 113 may be 
configured to relocate web services to a predefined target 
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environment in response to detecting a specified condition by 
the monitoring tool in response to the relocation policy for a 
given situation. 
0020 FIG. 2 depicts a view of a web service deployment 
infrastructure and monitoring system 200 containing some 
details about interaction between various components. As 
part of the solution, the service administrator 225 can specify 
a relocation policy 221 along with instructions and informa 
tion concerning the specifics of web service deployment. The 
relocation policy 221 typically includes all the criteria for 
web service relocation including the parameters to me moni 
tored for gauging the performance of the web service and 
determining whether it should be moved. For example, a set 
of operations of a particular a web service 231 can be con 
sidered as a candidate for relocation, based on monitoring any 
number of criteria or parameters taken singly or in combina 
tion that are affected by service demands. Such criteria or 
parameters may include the number of invocations in a pre 
defined time period, or various other measurements or param 
eters associated with the Quality of Service (QoS) or service 
level agreement (SLA). These measurements or parameters 
may include the availability, response times, web service 
performance, or the like parameters for gauging the perfor 
mance of the web service. The number of invocations (or 
other criteria/parameters) may be measured in any predefined 
time period ranging from a millisecond or less to a week or 
more, or any range in between, depending upon the nature of 
the criteria or parameter being measured. Along with the 
criteria, the service administrator 225 can also specify the 
target location 229 for the web service for each criterion. The 
relocation policy 221 generally contains details on when and 
where a web service should be relocated, or the desirability of 
relocating a web service to any of several new location 
choices. 

0021. In accordance with various embodiments of the web 
service deployment infrastructure and monitoring system 
200, upon detecting a predefined situation specified in the 
relocation policy 221 the service monitor 211 updates the 
service metadata in a registry 227, which in turn, notifies the 
OSCAR system 213 since OSCAR received metadata per 
taining to a predefined set of web services. For example, when 
an operation is tagged as WARM (e.g., a first status) by the 
monitor tool in the service registry 227, the Service Analyzer 
component 215 of OSCAR 213 analyzes that service and 
identifies the resources that need to be relocated for that 
operation. This information is updated as a metadata against 
the service in the registry 227. If the service is later detected 
as HOT (e.g., a second status) by the monitoring tool, the 
Service Composer component 217 of OSCAR 213 composes 
and packs the resources needed for relocation of the service. 
Once the service package is ready for relocation, the Service 
Relocator component 219 deploys the package to the target 
infrastructure, as specified in the relocation policy 221. Upon 
completing the relocation deployment the Service Registry 
227 is updated to reflect the status (RELOCATED). 
0022. The Service Broker 223 can then leverage this ser 
Vice metadata to redirect client requests to the new destina 
tion. In case of any failure with the optimized relocated ser 
vice 233, the pattern can also be designed to fall back to 
original service 231 for redundancy as well as fault tolerance. 
That is, the web service can revert back to its original server 
location in the event the newly deployed web service fails. 
0023 The relocation policy 221 contains details that aid in 
implementing the service relocation. The relocation policy 
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221 is typically configured as a component of the OSCAR 
module 213, but may be located elsewhere in the system 200, 
depending upon the specifics of the implementation. The 
relocation policy 221 file can be implemented using XML. 
The relocation policy 221 contains thresholds specifying 
details that help the Service Monitor 211 to detect whether the 
Service 231 has become eligible for relocation. The format 
Supports way to provide details for detecting a service to be 
WARM as well as HOT. That is, the relocation policy 221 may 
contain a threshold for WARM, and another threshold for 
HOT. 

0024. The relocation policy 221 also contains activities 
and parameter pertaining to a relocation action which is the 
relocation action (or actions) to be taken when a threshold is 
met or a situation is detected. Another piece of information 
contained in the relocation policy 221 concerns the target 
infrastructure. In particular, the relocation policy 221 
includes information on where the service should be relo 
cated to. The user 225 can specify details of the target infra 
structure, host details, application server and web service 
run-time details. The target infrastructure may, in some 
instances, be specified as a cloud or grid infrastructure loca 
tion. The relocation policy 221 may include other data related 
to relocation. For example, the relocation policy 221 may 
include logic specifying a service failover policy to be imple 
mented after relocation. According to the failover policy, if 
the service invocation fails with the new server 229 then 
requests are again routed to the original server 207. 
0025. The service monitor 211 is another component of 
the deployment infrastructure and monitoring system 200. 
The service monitor 211 can, in some implementations, be 
configured from an industry standard tool for monitoring 
services and service infrastructure, including for example, the 
IBM Tivoli Composite Application Manager (ITCAM) for 
SOA, WebSphere which can monitor whether conditions 
specified in policy files are met. The service monitor 211 
monitors updates of the service metadata ins service registry 
227 based on observed characteristics like service invocation, 
resource utilization, or other like parameters. 
0026. The service analyzer 215 may be configured as a 
component of OSCAR 213. Once a service 231 is detected as 
WARM, the service analyzer 215 analyzes the service 231 to 
determine what resources are being used by the service 231 
that may need to be moved in case the service 231 turns HOT. 
Service analyzer 215 may be implemented in a manner like a 
profiling tool that can be extended to do static as well as 
dynamic analysis to provide the list of resources for a service. 
For example, in case of a web service 231 implemented using 
Java classes, the service analyzer 215 can typically provide 
the list of most widely used operations and the associated Java 
classes and/or methods that may be required to fulfill that 
function. 

0027. The service composer 217 is also typically config 
ured as part of OSCAR 213. Service composer 217 is respon 
sible for packaging the resources for relocation. Service com 
poser 217 can leverage the data provided by the service 
analyzer 215 to optimally package a web service 231 deter 
mined to be HOT for relocation. An advanced version of 
service composer 217 performs method level stripping from 
the class files to create a highly optimized package for relo 
cation. The service relocator 219 deploys the optimized pack 
age provided by composer on to the target infrastructure 229 
specified in the relocation policy file 221. 
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0028. The service registry 227 keeps the metadata related 
to various web services, e.g., web service 231. Service regis 
try 227 may also be used for storing information related to 
relocation as well as storing details of the resource usage by a 
service. A number of industry standard registry services, 
including products like WebSphere Service Registry and 
Repository, may be configured to perform registry activities 
Supporting the various embodiments including the following. 
Service metadata may include any number of different status 
indications. For example, a typical set of status indication 
could include the following Service Relocation Status of 
NORMAL, WARM, HOT, and RELOCATED. In some 
implementations these status indication are known by differ 
ent terms such as normal status level, first status level, second 
status level, and relocated status level. Other status indication 
may be provided in terms of numerical ranges or ratings, or 
other such indicators based on formulas derived from opera 
tion parameters. Service registry 227 is generally configured 
to store and track service resource usage metadata including 
the list of operations, the list of classes and methods that are 
essential for HOT services. This data may be updated by 
service analyzer 215. Another category of metadata collected 
by service registry 227 includes metadata related to the relo 
cated service. The service relocator 219 creates this data in the 
registry 227 so that the service broker 223 can use it to redirect 
client 201 requests following the relocation. 
(0029. The system 200 of FIG.2 may also be configured to 
include a service broker 223. Industry standard middleware 
like the WebSphere Enterprise Service Bus or WebSphere 
Message Broker can be configured to leverage the informa 
tion posted in registry 227 by OSCAR 213 and do dynamic 
service routing to relocated services 233. A mediation module 
deployed on the service broker 223 can detect whether the 
service is in “RELOCATED status and accordingly redirect 
any new client request to the new host 229. The relocation 
policy 221 may also be configured to provide advance 
failover and routing rules. Such rules specify, for example, 
that if an optimized “RELOCATED' service fails, the media 
tion module or service broker 223 can redirect the request to 
the original host or service provider. 
0030 FIG.3 is flowchart 300 of example activities carried 
out in moving a web service from one server to another. The 
process begins at 301 and proceeds to 303 to specify a relo 
cation policy. The relocation policy may be stored as part of 
or in a location accessible by, the optimized service com 
poser, e.g., OSCAR 213 of FIG. 2. The relocation policy 
typically contains one or more thresholds that indicate 
whether the web service is eligible for relocation. The thresh 
olds may be related to services, applications, middleware, or 
the operating system itself. The sample thresholds include, 
but are not limited to, information on service flows such as 
invocation count/pattern of Web Services, Web Application 
Server Performance, statistics on messaging infrastructure 
and message flows at the services layer, real-time status on the 
availability and performance of infrastructure like status of 
servers, queues, queue managers, channels, or other like 
parameters. A threshold may pertain to the Volume of com 
munication traffic, the quality of service (QOS), or the 
memory usage of the server on which the web service resides. 
A number of different parameters may be used for the thresh 
olds, including for example, the CPU run queue, input/output 
(I/O) wait times, initiation of random access memory (RAM) 
Swapping operations, read/write request wait times, percent 
of available servers being used, or other like measures or 
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parameters that can gauge an impending bottleneck situation. 
The threshold(s) may be based solely on one of these or other 
parameters, or may be based on a combination of usage 
parameters. 
0031 Typically, there are two thresholds, the WARM 
threshold and the HOT threshold. A web service operating 
below the WARM threshold is in the NORMAL status. The 
services may be categorized as WARM when the WARM 
threshold is reached, for example, one of the parameters 
mentioned above. The services could also become WARM 
when it is nearing a maintenance window (time) when it is 
required to be relocated to another server. Once the WARM 
threshold is exceeded the web service is then categorized in 
the HOT status. Upon exceeding the HOT threshold the web 
service status is changed to HOT. On the other hand, if the 
status is currently WARM and the usage level decreases the 
status may go back to NORMAL. In some embodiments the 
system may require that a parameter (or combination of 
parameters) be exceeded for a predetermined amount of time 
before the status is upgraded to the next highest level. This 
reduces the chances of a parameter spiking temporarily above 
the threshold level and possibly causing a web service migra 
tion that is not warranted. 
0032. In block 305 the metadata is updated to set the 
relocation status at NORMAL. This indicates that the web 
service is being run out of its normal, or default location. In 
Some implementations this means that there is no earlier 
location to revert to. The NORMAL relocation status may be 
for a location that had previously been new, but is now con 
sidered the normal or default location. The method proceeds 
to block 307 to monitor web services operations. In block309 
the system detects that the WARM threshold has been 
exceeded. In response, in block 311 updates the metadata to 
reflect the relocation status as WARM. 
0033. In block 313 the system analyzes the service 
resource usage. Depending upon the specifics of the imple 
mentation, the analysis may be performed by the OSCAR 213 
unit, for example, in the service analyzer 215, or by the 
service monitor 211, or other unit designated for analysis. The 
method proceeds to 315 where the web service metadata is 
updated to reflect resource usage, for instance, as detected in 
the analysis of resource usage. In the example process 
depicted in FIG. 3 the web service is detected as being HOT 
in block 317. This occurs when the usage level or other web 
service usage parameter exceeds the HOT threshold as speci 
fied in the relocation policy. The method proceeds to 319 
where the web service metadata status is updated to HOT. 
0034. In block 321 the web service is prepared for reloca 

tion. It may be the case that the web service being moved 
depends upon or utilizes other web services. In such instances 
multiple web services may need to be moved, or copied, to the 
new location in order to ensure proper operation of the web 
service. This may be determined as part of creating the opti 
mized web service for relation by reference to the relocation 
policy. Once the composing of the optimized web service is 
completed in block 321 the method proceeds to 323 to relo 
cate the service (or services). Upon completing the relocation 
the method updates the web service metadata in block 325 to 
reflect the status of RELOCATED. Requests for the web 
service are then routed to the new web service location. The 
method ends in 327. 

0035 FIG. 4 is a flowchart 400 of activities for practicing 
a method in accordance with various embodiments. The 
method begins at 401 and proceeds to 403 to monitor the web 
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service. This may be done, for example, by the service moni 
tor 211 of FIG. 2 or other like device. The service monitor 
may be set up to take periodic readings of the web service 
usage or other parameters and record data of the readings. For 
example, metadata may be generated in block 405 based on 
the collected data. The metadata may be stored and/or trans 
mitted it to another location for reporting or recording. 
0036. In block 407 it is determined whether a status 
change has occurred. A status change may occur ifa threshold 
is exceeded by either exceeding a measurement or parameter 
a single time, or by exceeding the threshold for a predeter 
mined period of time, by a predetermined number of 
instances, or by a predetermined amount. If it is determined in 
407 that no threshold has been exceeded the method proceeds 
from 407 along the “NO” branch back to 403 to continue 
monitoring the web service. However, if block 407 deter 
mines that a threshold has been exceeded then the method 
proceeds from 407 along the “YES branch to 409. In block 
409 the relocation policy is consulted. In at least some 
embodiments the relocation policy may be maintained as unit 
221 which is part of the OSCAR 213 relocation system of 
FIG. 2. The relocation policy contains rules for relocating a 
web service, and specifics as to how the relocation should be 
performed. Relocation policy may also contain the threshold 
amounts and parameter specifications in order to determine 
what action should be taken in relocating the web service. 
0037. Once the relocation policy has been consulted in 
409 the method proceeds to 411 to determine whether a HOT 
or CRITICAL status has been generated. A HOT status may 
arise if the usage parameters exceed the predetermined HOT 
threshold, where the threshold is typically set based on the 
limits of the system or the level of usage that is efficient. A 
CRITICAL status may arise in the situation when the web 
service takes on an increased level of importance. The criti 
cality of a web service may be defined based on its signifi 
cance and relevance to the business or to an organization's 
objective in providing services. As part of the policy, the 
criticality can be specified and the relocation will consider 
critical services on priority for relocation when they become 
HOT. For example, the service may entail routing voice over 
Internet protocol (VoIP) telephone calls. However, if it is 
determined that a given telephone number involves an office 
emergency situation or other like function of importance 
(e.g., phone number of a sheriffs office) then the web service 
handling the VoIP call routing may be give a status of CRITI 
CAL and considered for relocation. It may be the case that the 
status is merely WARM/NORMAL, in which case the web 
service will typically not yet be relocated. However, a status 
of CRITICAL may result in relocation irrespective of the web 
service's WARM/NORMAL status. Furthermore, various 
embodiments may alter the monitoring scheme to more fre 
quently monitor the web service if a parameter is associated 
with a CRITICAL status. The system may also take prelimi 
nary steps towards relocating the web service if a WARM 
status is determined to prepare for relocation in the event the 
status goes to HOT or CRITICAL. If it is determined that the 
status is not HOT or CRITICAL the method proceeds from 
411 along the “NO” path to 403 for further monitoring. How 
ever, if the status is HOT or CRITICAL the method proceeds 
from 411 along the “YES path to 413. 
0038. In block 413 the web service is relocated to a new 
server. For example, in FIG. 2 the web service is relocated 
from current application server 207 to target application 
server 229. The relocation process may entail copying and/or 
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moving files, applications, code or other logic to the new 
server. The relocation of the web service may be performed 
based upon instructions for the relocation contained in the 
relocation policy and without human intervention. Upon 
completing the web service relocation the method proceeds to 
block 415 to launch to relocated web service. In block 417 any 
ensuing web service requests are rerouted to the new server 
for execution. Typically, all requests are rerouted. However, 
Some implementations may reroute only a portion of the 
requests for a period of time. Upon establishing the web 
service on the new server all requests may then be rerouted. 
0039. In block 419 the system monitors for web service 
failure at the new server. Since the likelihood of a failure may 
be higher initially due to Some unforeseen circumstance the 
monitoring of block 419 may be performed more often or at a 
more detailed level than the maintenance monitoring of block 
403. Block 421 determines whether a failure has occurred in 
the new server. If a failure occurs the method proceeds from 
421 along the “YES path to 423 to relocate the service back 
to the original server location. The method then proceeds to 
403 to once again monitor the original server, for example, 
application server 207 of FIG. 2. In some embodiments, upon 
detecting a failure in 421 the web service may be moved to a 
third, different server rather than reverting back to the original 
server. Returning to block 421, if monitoring is to continue 
but no failure is detected the method proceeds from 421 along 
the “Continue Monitoring path back to 419. Once a pre 
defined period of time has passed or other criteria are met 
(e.g., a certain number of transactions have been performed) 
to discontinue monitoring the newly deployed web service 
without detecting any failure, then the method proceeds from 
421 along the “Discontinue Monitoring path to block 425, 
and ends. 

0040 FIG. 5 depicts a computer system 500 and various 
components Suitable for implementing the various embodi 
ments disclosed herein. The computer system 500 may be 
configured in the form of a desktop computer, a laptop com 
puter, a mainframe computer, or any other hardware or logic 
arrangement capable of being programmed or configured to 
carry out instructions. The computer system 500 may be 
embodied as an admin server that performs various functions, 
activities and methods described above. In some embodi 
ments the computer system 500 may act as a server, accepting 
inputs from a remote user over a local area network (LAN) 
527, the Internet 529, or an intranet 531. In other embodi 
ments, the computer system 500 may function as a Smart user 
interface device for a server on the LAN 527 or over the 
Internet 529. The computer system 500 may be located and 
interconnected in one location, or may be distributed in vari 
ous locations and interconnected via communication links 
such as a LAN 527 or a wide area network (WAN), via the 
Internet 529, via the public switched telephone network 
(PSTN), a switching network, a cellular telephone network, a 
wireless link, or other such communication links. Other 
devices may also be suitable for implementing or practicing 
the embodiments, or a portion of the embodiments. Such 
devices include personal digital assistants (PDA), wireless 
handsets (e.g., a cellular telephone or pager), and other Such 
electronic devices preferably capable of being programmed 
to carry out instructions or routines. Those of ordinary skill in 
the art may recognize that many different architectures may 
be suitable for the computer system 500, although only one 
typical architecture is depicted in FIG. 5. 
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0041 Computer system 500 may include a processor 501 
which may be embodied as a microprocessor, two or more 
parallel processors as shown in FIG. 5, a central processing 
unit (CPU) or other such control logic or circuitry. The pro 
cessor 501 may be configured to access a local cache memory 
503, and send requests for data that are not found in the local 
cache memory 503 across a cache bus to a second level cache 
memory 505. Some embodiments may integrate the proces 
sor 501, and the local cache 503 onto a single integrated 
circuit and other embodiments may utilize a single level 
cache memory or no cache memory at all. Other embodi 
ments may integrate multiple processors 501 onto a single die 
and/or into a single package. Yet other embodiments may 
integrate multiple processors 501 with multiple local cache 
memories 503 with a second level cache memory 505 into a 
single package 510 with a front side bus 507 to communicate 
to a memory/bus controller 511. The memory/bus controller 
511 may accept accesses from the processor(s) 501 and direct 
them to either the internal memory 513 or to the various 
input/output (I/O) busses 509. Some embodiments of the 
computer system 500 may include multiple processor pack 
ages 510 sharing the front-side bus 507 to the memory/bus 
controller. Other embodiments may have multiple processor 
packages 510 with independent front-side bus connections to 
the memory/bus controller. The memory bus controller may 
communicate with the internal memory 513 using a memory 
bus SO9. 

0042. The internal memory 513 may include one or more 
of random access memory (RAM) devices such as synchro 
nous dynamic random access memories (SDRAM), double 
data rate (DDR) memories, or other volatile random access 
memories. The internal memory 513 may also include non 
Volatile memories such as electrically erasable/program 
mable read-only memory (EEPROM), NAND flash memory, 
NOR flash memory, programmable read-only memory 
(PROM), read-only memory (ROM), battery backed-up 
RAM, or other non-volatile memories. In some embodi 
ments, the computer system 500 may also include 3" level 
cache memory or a combination of these or other like types of 
circuitry configured to store information in a retrievable for 
mat. In some implementations the internal memory 513 may 
be configured as part of the processor 501, or alternatively, 
may be configured separate from it but within the same pack 
age 510. The processor 501 may be able to access internal 
memory 513 via a different bus or control lines than is used to 
access the other components of computer system 500. 
0043. The computer system 500 may also include, or have 
access to, one or more hard drives 515 (or other types of 
storage memory) and optical disk drives 517. Hard drives 515 
and the optical disks for optical disk drives 517 are examples 
of machine readable (also called computer readable) medi 
ums suitable for storing the final or interim results of the 
various embodiments. The optical disk drives 517 may 
include a combination of several disc drives of various for 
mats that can read and/or write to removable storage media 
(e.g., CD-R, CD-RW, DVD, DVD-R, DVD-W, DVD-RW, 
HD-DVD, Blu-Ray, and the like). Other forms or computer 
readable media that may be included in some embodiments of 
computer system 500 include, but are not limited to, floppy 
disk drives, 9-track tape drives, tape cartridge drives, Solid 
state drives, cassette tape recorders, paper tape readers, 
bubble memory devices, magnetic strip readers, punch card 
readers or any other type or computer useable or machine 
readable storage medium. 
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0044) The computer system 500 may either include the 
hard drives 515 and optical disk drives 517 as an integral part 
of the computer system 500 (e.g., within the same cabinet or 
enclosure and/or using the same power Supply), as connected 
peripherals, or may access the hard drives 515 and optical 
disk drives 515 over a network, or a combination of these. The 
hard drive 515 often includes a rotating magnetic medium 
configured for the storage and retrieval of data, computer 
programs or other information. In some embodiments, the 
hard drive 515 may be a solid state drive using semiconductor 
memories. In other embodiments, some other type of com 
puter useable medium may be used. The hard drive 515 need 
not necessarily be contained within the computer system 500. 
For example, in some embodiments the hard drive 515 may be 
server storage space within a network that is accessible to the 
computer system 500 for the storage and retrieval of data, 
computer programs or other information. In some instances 
the computer system 500 may use storage space at a server 
storage farm, or like type of storage facility, that is accessible 
by the Internet 529 or other communications lines. The hard 
drive 515 is often used to store the software, instructions and 
programs executed by the computer system 500, including for 
example, all or parts of the computer application program for 
carrying out activities of the various embodiments. 
0045. The communication link 509 may be used to access 
the contents of the hard drives 515 and optical disk drives 517. 
The communication links 509 may be point-to-point links 
such as Serial Advanced Technology Attachment (SATA) or a 
bus type connection such as Parallel Advanced Technology 
Attachment (PATA) or Small Computer System Interface 
(SCSI), a daisy chained topology such as IEEE-1394, a link 
Supporting various topologies Such as Fibre Channel, or any 
other computer communication protocol, standard or propri 
etary, that may be used for communication to computer read 
able medium. The memory/bus controller may also provide 
other I/O communication links 509. In some embodiments, 
the links 509 may be a shared bus architecture such as periph 
eral component interface (PCI), microchannel, industry stan 
dard architecture (ISA) bus, extended industry standard 
architecture (EISA) bus, VERSAmoduleEurocard (VME) 
bus, or any other shared computerbus. In other embodiments, 
the links 509 may be a point-to-point link such as PCI-Ex 
press, HyperTransport, or any other point-to-point I/O link. 
Various I/O devices may be configured as a part of the com 
puter system 500. 
0046. In many embodiments, a network interface 519 may 
be included to allow the computer system 500 to connect to a 
network527 or 531. Either of the networks 527 and 531 may 
operate in accordance with standards for an IEEE 802.3 eth 
ernet network, an IEEE 802.11 Wi-Fi wireless network, or 
any other type of computer network including, but not limited 
to, LANs, WAN, personal area networks (PAN), wired net 
works, radio frequency networks, powerline networks, and 
optical networks. A network gateway 533 or router, which 
may be a separate component from the computer system 500 
or may be included as an integral part of the computer system 
500, may be connected to the networks 527 and/or 531 to 
allow the computer system 500 to communicate with the 
Internet 529 over an internet connection such as an asymmet 
ric digital subscriber line (ADSL), data over cable service 
interface specification (DOCSIS) link, T1 or other internet 
connection mechanism. In other embodiments, the computer 
system 500 may have a direct connection to the Internet 529. 
The computer system 500 may be connected to one or more 
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other computers such as desktop computer 541 or laptop 
computer 543 via the Internet 529, an intranet 531, and/or a 
wireless node 545. In some embodiments, an expansion slot 
521 may be included to allow a user to add additional func 
tionality to the computer system 500. 
0047. The computer system 500 may include an I/O con 
troller 523 providing access to external communication inter 
faces such as universal serial bus (USB) connections, serial 
ports such as RS-232, parallel ports, audio in and audio out 
connections, the high performance serial bus IEEE-1394 and/ 
or other communication links. These connections may also 
have separate circuitry in Some embodiments, or may be 
connected through a bridge to another computer communi 
cation link provided by the I/O controller 523. A graphics 
controller 525 may also be provided to allow applications 
running on the processor 501 to display information to a user. 
The graphics controller 525 may output video through a video 
port that may utilize a standard or proprietary format such as 
an analog video graphic array (VGA) connection, a digital 
video interface (DVI), a digital high definition multimedia 
interface (HDMI) connection, or any other video connection. 
The video connection may connect to display 537 to present 
the video information to the user. 

0048. The display 537 may be any of several types of 
displays or computer monitors, including a liquid crystal 
display (LCD), a cathode ray tube (CRT) monitor, on organic 
light emitting diode (OLED) array, or other type of display 
suitable for displaying information for the user. The display 
537 may include one or more light emitting diode (LED) 
indicator lights, or other Such display devices. Typically, the 
computer system 500 includes one or more user input/output 
(I/O) devices such as a keyboard and mouse 539, and/or other 
means of controlling the cursor represented including but not 
limited to a touchscreen, touchpad, joystick, trackball, tablet, 
or other device. The user I/O devices 535 may connect to the 
computer system 500 using USB interfaces or other connec 
tions such as RS-232, PS/2 connector or other interfaces. 
Various embodiments include input devices configured to 
accept an input from a user and/or provide an output to a user. 
For example, Some embodiments may include a webcam 
(e.g., connect via USB), a microphone (e.g., connected to an 
audio input connection), and/or speakers (e.g., connected to 
an audio output connection). The computer system 500 typi 
cally has a keyboard and mouse 539, a monitor 537, and may 
be configured to include speakers, microphone, and a web 
cam. These input/output devices may be used in various com 
binations, or separately, as means for presenting information 
to the user and/or receiving information and other inputs from 
a user to be used in carrying out various programs and calcu 
lations. Speech recognition Software may be used in conjunc 
tion with the microphone to receive and interpret user speech 
commands. 

0049. The computer system 500 may be suitable for use in 
identifying critical web services and dynamically relocating 
them to a new server. For example, the processor 501 may be 
embodied as a microprocessor, microcontroller, DSP, RISC 
processor, two or more parallel processors, or any other type 
of processing unit that one of ordinary skill would recognize 
as being capable of performing or controlling the functions, 
steps, activities and methods described herein. A processing 
unit in accordance with at least one of the various embodi 
ments can operate computer Software programs stored (em 
bodied) on computer-readable medium such those compat 
ible with the disk drives 515, the optical disk drive 517 or any 
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other type of hard disk drive, floppy disk, flash memory, ram, 
or other computer readable medium as recognized by those of 
ordinary skill in the art. 
0050. As will be appreciated by those of ordinary skill in 
the art, aspects of the various embodiments may be embodied 
as a system, method or computer program product. Accord 
ingly, aspects of the present invention may take the form of an 
entirely hardware embodiment, an entirely software embodi 
ment (including firmware, resident software, micro-code, or 
the like) or an embodiment combining Software and hardware 
aspects that may all generally be referred to herein as a “cir 
cuit,” “module.” “logic’’ or “system.” Furthermore, aspects of 
the various embodiments may take the form of a computer 
program product embodied in one or more computer readable 
medium(s) having computer readable program code stored 
thereon. 

0051. Any combination of one or more non-transitory 
computer readable medium(s) may be utilized. The computer 
readable medium is typically a computer readable storage 
medium. A computer readable storage medium may be 
embodied as, for example, an electronic, magnetic, optical, 
electromagnetic, infrared, or semiconductor system, appara 
tus, or device, or other like storage devices known to those of 
ordinary skill in the art, or any suitable combination of the 
foregoing. Examples of Such computer readable storage 
medium include the following: an electrical connection hav 
ing one or more wires, a portable computer diskette, a hard 
disk, a random access memory (RAM), a read-only memory 
(ROM), an erasable programmable read-only memory 
(EPROM or Flash memory), a portable compact disc read 
only memory (CD-ROM), an optical storage device, a mag 
netic storage device, or any Suitable combination of the fore 
going. In the context of this document, a computer readable 
storage medium may be any tangible medium that can con 
tain, or store a program for use by or in connection with an 
instruction execution system, apparatus, or device. 
0052 Computer program code for carrying out operations 
and aspects of the various embodiments may be written in any 
combination of one or more programming languages, includ 
ing an object oriented programming language such as Java, 
Smalltalk, C++, or the like, and conventional procedural pro 
gramming languages, such as the “C” programming language 
or similar programming languages. In accordance with vari 
ous implementations, the program code may execute entirely 
on the user's computer, partly on the user's computer, as a 
stand-alone software package, partly on the user's computer 
and partly on a remote computer or entirely on the remote 
computer or server. In the latter scenario, the remote com 
puter may be connected to the user's computer through any 
type of network, including a local area network (LAN) or a 
wide area network (WAN), or the connection may be made to 
an external computer (for example, through the Internet using 
an Internet Service Provider). 
0053 Aspects of the present invention are described with 
reference to flowchart illustrations and/or block diagrams of 
methods, apparatus, systems, and computer program prod 
ucts according to various embodiments disclosed herein. It 
will be understood that blocks of the flowchart illustrations 
and/or block diagrams, and combinations of blocks in the 
flowchart illustrations and/or block diagrams, can be imple 
mented by computer program instructions. These computer 
program instructions may be provided to a processor of a 
general purpose computer, special purpose computer, or other 
programmable data processing apparatus to produce a 
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machine, such that the instructions, which execute via the 
processor of the computer or other programmable data pro 
cessing apparatus, create means for implementing the func 
tions/acts specified in the flowchart and/or block diagram 
block or blocks. 

0054 These computer program instructions may also be 
stored in a computer readable medium that can direct a com 
puter, a programmable data processing apparatus, or other 
Such devices to function in a particular manner, Such that the 
instructions stored in the computer readable medium produce 
an article of manufacture including instructions which imple 
ment the function/act specified in the flowchart and/or block 
diagram block or blocks. The computer program instructions 
may also be loaded onto a computer, other programmable 
data processing apparatus, or other devices to cause a series of 
operational steps to be performed on the computer, other 
programmable apparatus or other devices to produce a com 
puter implemented process Such that the instructions which 
execute on the computer or other programmable apparatus 
provide processes for implementing the functions/acts speci 
fied in the flowchart and/or block diagram block or blocks. 
0055. The flowchart and/or block diagrams in the figures 
help to illustrate the architecture, functionality, and operation 
of possible implementations of systems, methods and com 
puter program products according to various embodiments of 
the present invention. In this regard, each block in the flow 
chart or block diagrams may represent a module, segment, or 
portion of code, which comprises one or more executable 
instructions for implementing the specified logical function 
(s). It should also be noted that, in some alternative imple 
mentations, the functions noted in the block may occur in an 
order other that that depicted in the figures. For example, two 
blocks shown in Succession may, in fact, be executed Substan 
tially concurrently, or the blocks and activities of the figures 
may sometimes be executed in reverse order or in a different 
order, depending upon the functionality involved. It will also 
be noted that each block of the block diagrams and/or flow 
chart illustration, and combinations of blocks in the block 
diagrams and/or flowchart illustration, can be implemented 
by special purpose hardware-based systems that perform the 
specified functions or acts, or combinations of special pur 
pose hardware and computer instructions. 
0056. The terminology used herein is for the purpose of 
describing particular embodiments only and is not intended to 
be limiting of the invention. As used herein, the singular 
forms “a”, “an and “the are intended to include the plural 
forms as well, unless the context clearly indicates otherwise. 
It will be further understood that the terms “comprises.” 
“comprising.” “includes, and/or “including used in this 
specification specify the presence of stated features, integers, 
steps, operations, elements, and/or components, but do not 
preclude the presence or addition of one or more other fea 
tures, integers, steps, operations, elements, components, and/ 
or groups thereof. The term “obtaining, as used herein and in 
the claims, may mean either retrieving from a computer read 
able storage medium, receiving from another computer pro 
gram, receiving from a user, calculating based on other input, 
or any other means of obtaining a datum or set of data. The 
term "plurality', as used herein and in the claims, means two 
or more of a named element. It should not, however, be 
interpreted to necessarily refer to every instance of the named 
element in the entire device. Particularly, if there is a refer 
ence to “each element of a “plurality” of elements. There 
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may be additional elements in the entire device that are not be 
included in the “plurality” and are not, therefore, referred to 
by “each.” 
0057 The corresponding structures, materials, acts, and 
equivalents of all means or step plus function elements in the 
claims below are intended to include any structure, material, 
or act for performing the function in combination with other 
claimed elements as specifically claimed. The description of 
the present invention has been presented for purposes of 
illustration and description, but is not intended to be exhaus 
tive or limited to the invention in the form disclosed. Many 
modifications and variations will be apparent to those of 
ordinary skill in the art without departing from the scope and 
gist of the invention. The various embodiments included 
herein were chosen and described in order to best explain the 
principles of the invention and the practical application, and 
to enable others of ordinary skill in the art to understand the 
invention for various embodiments with various modifica 
tions as are Suited to the particular use contemplated. 
What is claimed is: 
1. A method of relocating a web service, comprising: 
monitoring parameters of the web service executing on a 

first server; 
detecting a status change based on a change in the param 

eters; 
consulting a relocation policy for instructions on moving 

the web service in response to the status change; 
relocating the web service to a second server, and 
rerouting requests for the web service to the second server. 
2. The method of claim 1, wherein the web service is 

relocated to the second server without human intervention, 
the method further comprising: 

defining and storing said relocation policy to include said 
instructions and said parameters, wherein said instruc 
tions specify the second server as a new location for the 
web service. 

3. The method of claim 1, wherein said parameters are 
based on quality of service (QOS) parameters and service 
level agreements (SLA). 

4. The method of claim 1, wherein the detecting of said 
status change further comprises: 

receiving metadata associated with the parameters. 
5. The method of claim 1, wherein said relocation policy 

indicates files to be copied to the second server as part of 
relocating the web service to the second server, the method 
further comprising: 

identifying whether the web service is relocatable using a 
service analyzer component; and 

determining resources to be relocated to the second server. 
6. The method of claim 1, wherein the status change is a 

first status change from a normal status level to a first status 
level, the method further comprising: 

detecting a second status change from a first status level to 
a second status level based on a change in the param 
eters; and 

initiating activities for the relocating of the web service to 
said second server in response to the second status 
change to said second status level; 

wherein the consulting of the relocation policy in per 
formed in response to the first status change to said first 
status level. 

7. The method of claim 6, wherein the detecting of the first 
status change is based on said parameters exceeding a first 
threshold, the method further comprising: 
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detecting of the second status change based on said param 
eters exceeding a second threshold. 

8. The method of claim 1, further comprising: 
monitoring the web service executing on the second server, 

and 
reverting to execution of the web service on the first server 

in response to detecting a failure of the web service 
executing on the second server. 

9. The method of claim 1, wherein the relocating of the web 
service to said second server is performed by an optimized 
composer and relocator unit, and wherein said relocation 
policy is included as part of said optimized composer and 
relocator, the method further comprising: 

using the optimized composer to identify optimized relo 
cation methods and a set of required resources including 
required classes associated with the web service; and 

creating an optimized relocatable bundle that packages the 
required classes with said optimized relocation methods 
to run said web service upon being relocated to the 
second server. 

10. A server system including a plurality of servers, com 
prising: 

a network connecting the plurality of servers; 
a first server of the plurality of servers configured to 

execute a web service; 
a second server of the plurality of servers suitable for 

executing the web service; 
a memory configured to store a relocation policy with 

instructions on moving the web service in response to 
detection of a status change; and 

an admin server of the plurality of servers connected to said 
memory and being configured to monitor parameters of 
the web service executing on the first server; 

wherein, upon detecting the status change based on a 
change in the parameters, the admin server is configured 
to consult the relocation policy for said instructions and 
relocate the web service to said second server, the admin 
server further being configured to reroute requests for 
the web service to the second server. 

11. The server system of claim 10, wherein the web service 
is relocated to the second server without human intervention; 
and 

wherein said relocation policy is configured to accept 
inputs defining and storing said instructions, said param 
eters, and a location of said second server. 

12. The server system of claim 10, wherein said parameters 
are based on quality of service (QoS) parameters and service 
level agreements (SLA). 

13. The server system of claim 10, wherein the detecting of 
said status change is based upon receiving metadata associ 
ated with the parameters. 

14. A Software product comprising a machine readable 
medium including a program of instructions for relocating a 
web service, wherein the program of instructions upon being 
executed on a computer causes the computer to perform 
activities comprising: 

monitor parameters of the web service executing on a first 
server; 

detect a status change based on a change in the parameters; 
consult a relocation policy for instructions on moving the 
web service in response to the status change; 

relocate the web service to a second server; and 
reroute requests for the web service to the second server. 
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15. The software product of claim 14, wherein the web 
service is relocated to the second server without human inter 
vention, and wherein said parameters are based on quality of 
service (QOS) parameters and service level agreements 
(SLA), the activities further comprising: 

define and storing said relocation policy to include said 
instructions and said parameters, wherein said instruc 
tions specify the second server as a new location for the 
web service. 

16. The software product of claim 14, wherein said reloca 
tion policy specifies the second server as a new location for 
the web service and indicates files to be copied to the second 
server as part of relocating the web service to the second 
server, the activities further comprising: 

identify whether the web service is relocatable using a 
service analyzer component; and 

determine resources to be relocated to the second server. 

17. The software product of claim 14, wherein the status 
change is a first status change from a normal status level to a 
first status level, the activities further comprising: 

detect a second status change from a first status level to a 
second status level based on a change in the parameters; 
and 
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initiate activities for the relocating of the web service to 
said second server in response to the second status 
change to said second status level; 

wherein the consulting of the relocation policy in per 
formed in response to the first status change to said first 
status level. 

18. The software product of claim 14, the activities further 
comprising: 

monitor the web service executing on the second server, 
and 

revert to execution of the web service on the first server in 
response to detecting a failure of the web service execut 
ing on the second server. 

19. The software product of claim 14, the activities further 
comprising: 

use an optimized composer to identify optimized reloca 
tion methods and a set of required resources including 
required classes associated with the web service; and 

create an optimized relocatable bundle that packages the 
required classes with said optimized relocation methods 
to rum said web service upon being relocated to the 
second server. 


