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(54) Preventing unauthorised use of recorded information

(57) 1. A method of recording information, comprising

(a) providing a magnetic storage means having magnetisable material and deliberately inhibiting the
magnetic properties of said material over a zone of said storage means

(b) determining an inhibitiion value related to and indicative of at least one of the location and area
of said zone, said inhibition value being specific to the one particular storage means deliberately
inhibited in step (a), and

(c) subsequently recording said information in a manner such that replay thereof is only possible if a
signal corresponding to the said inhibition value specific to that said particular storage means is first
obtained.

Determination of said inhibition value by means of a computer program includes

(i) writing repeatedly a predetermined number of times to said storage means over an area including
(at least part of) said zone a character set composed of at least one character

(i) Reading back the matter written over said area, and

(iii) calculating the difference between the nuber of times said character set was written and was
read back, the value of this difference providing said inhibition value. Initialising procedures are
detailed.

The invention also provides a magnetic storage means to which method steps (a) and (b) have been
applied, method step (c) being applied to another zone of the same storage means/recording medium
or to another storage means/recording medium that is paired with the first.
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SPECIFICATION

Recording information on magnetic record-
ing means

This invention relates to the recording of infor-
mation on magnetic recording means such as
tapes, discs and cards. ’

The information to be recorded may be
computer programs, data, sound or video sig-
nals.

A long-standing problem in the recording
industry is the need to prevent unauthorised
use and/or copying of the information ma-
terial recorded and the protection of copyright
generally. The detection of unauthorised cop-
ies of sound recordings and of video record-
ings is eased by the need for high volume
sales to satisfy the farge public who would be
interested in such recordings. A much smaller
public currently exists for recordings of com-
puter programs and hence the scale of illegal
activity by the copyist is smaller and less easy
to detect, but potentially of greater financial
loss to the legitimate proprietor of the Copy-
right in the original program.

It has already been proposed to provide
computer programs that are operable only in
conjunction with specific hardware that is con-
nected to the user’s machine. These add-on
items of "‘program-specific’’ hardware are ex-
pensive relative to the cost of simple pro-
grams and hence not in practice suitable for
all types of programs.

It is thus clearly desirable to provide ways
and means whereby magnetically recorded
information (of all kinds) can be protected

~ against unauthorised copying.
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According to one aspect of this invention
there is provided a technique for preventing
the unauthorised use (of the original and/or
of copies) of magnetically recorded informa-
tion, characterised in that prior to recording
said information a recording medium having
magnetic material thereon or therein has its

- magnetic properties deliberately inhibited over

50

a random zone specific to that individual re-
cording medium, and a specific inhibition
value related to and indicative of the location
and/or area of said zone is determined, and
in that said information is recorded in a man-
ner such that replay theredf is only possible if
a signal corresponding to said specific inhibi-

" . tion value is provided.
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Said recorded information may be provided
on another zone of the selfsame recording
medium or on another recording medium.

Preferably determination of said specific in-
hibition vatue is by means of a computer
program which repeatedly writes to said re-
cording medium (over an area including at
least part (preferably the entirety) of said zone)
a predetermined number of times a randomly
selected character or character set, reads back
the written material, and calculates the differ-
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ence between the number of times a character
or character set was written and the number
of times a character or character set is read,
this number providing the inhibition value
related to and indicative of the area of said
zone.

Preferably the said manner of recording said
information includes the provision of an initial-
ising program which generates a search for
said signal and inhibits access to said re-
corded information if the signal is absent.

According to another aspect of this inven-
tion there is provided a magnetic recording
medium for use in a technique according to
said one aspect of the invention, said record-
ing medium being characterised by having
magnetic material thereon or therein of which
a zone of randomly selected location and/or
area has its magnetic properties deliberately
inhibited, and further characterised in that the
location and/or area of said zone is identified
or identifiable by an inhibition value specific
to that medium or zone.

Preferably, for either aspect of the inven-
tion, the deliberately inhibited zone is a de-
liberately removed, e.g. scratched away, por-
tion of the medium’s magnetic recording sur-
face.

For example, in one embodiment of the
present invention a standard floppy disk, in
virgin state, is taken and deliberately
scratched, e.g. by a coin, to remove some of
the magnetic recording surface and thereby
leave a zone of inhibited magnetic properties.
A computer program is devised which creates
at random a single data character, e.g. the
letter A, and repeatedly writes this data char-
acter to the disk a sufficient number of times
to fill at least the inhibited zone of the disk,
the number of times being separately re-
tained. -

The program then reads the disk (or at least
the aforementioned written area thereof) and
counts the number of times the same data
character is repeated. The program then com-
putes the difference between the number of
times the character is written and the number
of times the character is read. This number
provides an “‘inhibition’” value corresponding
to the area of the inhibited zone of the disk
and, in view of the random nature of the
initial deliberate scratch, is also specific to
that particular disk.

The same disk, together with its inhibition
value (which, for example, may be marked on
the disk's protective sleeve) and (optionally)
with any appropriate password (see below),
are then used, e.g. by a software house, in
the process of recording the main computer
program to be protected. The latter is pro-
vided with an initialising program portion that
checks for the said specific inhibition value
and provides access to, i.e. a reading of, the
main program if, and only if, the initialising
program portion detects the presence of said
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inhibition value. Since this inhibition value is
specific to a particular disk, (and unknown to
the purchaser or end user of the main pro-
gram), it implies that the main program can
only be run, i.e. read, if the disk incorporating
the inhibited zone is available for checking by
the initialising program portion. The initialis-
ing program portion and the main program
may be provided on the same disk as that
incorporating the inhibited zone (but, for
example, in one or more files separate from
the file including the inhibited zone) or may
be provided on another separate disk
(whereby both disks would have to be used to
read the main program into the computer
memory or buffer store).

The initialising program may, for example,
be identical to that used for obtaining the
inhibition value of the disk followed by a
matching of the computed difference number
(i.e. the difference between the number of
times the randomly selected character is first
written and then read back) with the actual
inhibition value entered and stored as part of
the initialising program. The matching require-
ment may be for numerical identity or may
allow for a small tolerance from the entered
inhibition value.

Clearly if a copy is made of the disk’s main
program, either onto a virgin disk or even
another disk having an inhibited zone (which,
due to the random nature of the inhibiting
procedure, would have a different inhibition
value), then running the initialising program
portion would result in a mismatch between
the new disk’s inhibition value and the initially
entered inhibition value whereby the main
program could not be read.

The accompanying Program 1 Flowchart
shows a particularly preferred example of a
program for determining the specific inhibition
value. The program variables employed are
COUNT and NOMATCH, the latter’s displayed
value being the inhibition value that is specific
to that disk. It will be appreciated that apart
from the character “’A’" any other predeter-
mined character or character set can be em-
ployed and there is no need for random
character generation.

The accompanying Program |l Flowchart
shows a particularly preferred example of an
initialising program which will prevent access
to the recorded information that is to be
protected against copying. This program in-
creases ‘‘security’’ by providing for the ran-
dom generation of a character (or character
set), its value being stored as the program
variable CHAR. The program constant

" CHECKCOUNT is set to the inhibition value of

60

656

the ““damaged’’ disk, i.e. to the value of
NOMATCH determined from Program |, and
the program constant PASSWORD is set to a
value which will be checked by a program
part of the recorded information tht is to be
protected against copying. The latter, which
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ensures that the PASSWORD value is the
expected value, is stored in the file PRG and
will be loaded into the computer by Program
Il if, and only if, all the checks are successful.

The above-described embodiments of the
invention indicate how an inhibition value is
related to the area of the inhibition zone, i.e.
the extent of the ‘‘damage’’. However it is
also possible, either alternatively or addition-
ally, to provide an inhibition value indicative
of and related to the position of the inhibited
zone. This can be achieved, for example, by
counting the number of characters read from
the beginning of the disk until a damaged
area is found. It would also be possible to
count the number of ""damaged’’ or inhibited
zones and create a "damaged profile’’ of the
disk.

it will be appreciated that the disk may
have its magnetic properties inhibited by
scratching the surface (as described above) or
by any other suitable means. For example,
one or more holes may be punched through
the disk and, optionally, the hole(s) may be
covered on each side of the disk by self-
adhesive circular pieces of tape so as to )
reduce noise in use. It will also be appreciated
that the invention may be applied to magnetic
recording media in any suitable form, e.g.
fixed or removable disks, floppy diskettes,
hard disks, tapes and magnetic cards.

The use of the above-described embodi-
ments of this invention may, in one arrange-
ment, involve the use of two disks (or other
magnetic medium). The first disk, after any
necessary formatting (e.g. to enable a micro-
computer to identify the presence of the disk),
is deliberately scratched or otherwise spoiled
to provide an inhibited zone, and Program | is
then run for this inhibited disk so as to
determine its specific inhibition value. The
second disk, in virgin form, is loaded with
Program H (in ‘‘object”” form to prevent it

- being LISTed) and the file CHARFILE created
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on it. To relate the second disk specifically to
the first disk, the unique value of
CHECKCOUNT in Program Il on the second
disk is provided by the first disk’s specific
inhibition value. Program Il is likewise “’speci-
alised’’ to contain as the value of PASSWORD
the value to be checked by the program part
of the recorded information that is to be
protected. The deviser of a computer program
to be protected against copying, i.e. the afore-
said information (to be) recorded, can thus be

“supplied with just two disks and appropriate

documenatation indicating (a) the value of
PASSWORD, (b) that his program must check
for the value of PASSWORD, and (c) that his
program must be stored on file PRG.

In an alternative arrangement according to
this invention, just one single disk is em-
ployed. On this disk a file is defined to reserve
an area that will constitute or include the zone
to be inhibited, the remaining or unreserved
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area of the disk being used for the information
(to be) recorded and protected against copy-
ing. For example a dummy file can be created
on the first half (or other fraction) of the disk
and the inhibited zone provided carefully at
the beginning of the disk so as to be wholly
within this disk fraction containing the dummy
file.

With either arrangement the recorded infor-
mation can be copied but any such copy, e.g.
a back-up copy, can only be used after trans-
ferring its contents back onto the disk from
which it was taken.

It will be appreciated that this invention is
not merely a novel computer program, nor the
incorporation of such a program on a conven-
tional magnetic recording medium. Rather, as
described above, embodiments of this inven-
tion relate to the provision (a) of a deliberately

“*damaged’’ magnetic recording medium, the

degree of "damage’” being specific to each
individual such medium and determinable to
provide a ‘“"damage’’ or "‘inhibition’’ value,
and (b) a computer program (portion) to check
for the use of the seifsame medium, rather
than an unauthorised copy thereof, by check-
ing for the presence of the same "‘damage’’
or inhibition value.

it will also be appreciated that although this
invention is considered to be particularly suit-
able for the protection against copying of
software (i.e. programs, data and the like) for
micro-computers, mini-computers and main-
frame computers, it is also considered to be
suitable for the protection against copying of
pre-recorded, magnetic tape, video and audio
recordings, (be they on spools, reels or casset-
tes)}—although such use may require some
variation of the replay equipment.

CLAIMS

1. A technique for preventing the unauthor-
ised use (of the original and/or of copies) of
magnetically recorded information, character-
ised in that prior to recording said information
a recording medium having magnetic material
thereon or therein has its magnetic properties
deliberately inhibited over a random zone spe-
cific to that individual recording medium, and
a specific inhibition value related to and in-
dicative of the location and/or area of said
zone is determined, and in that said informa-
tion is recorded in a manner such that replay
thereof is only possible if a signal correspond-
ing to said specific inhibition value is pro-
vided.

2. A technique according to Claim 1,
wherein determination of said specific inhibi-
tion value is by means of a computer program
which repeatedly writes to said recording me-
dium. (over an area including at least part
(preferably the entirety) of said zone) a predet-
ermined number of times a randomly selected
character or character set, reads back the
written material, and calculates the difference
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between the number of times a character or
character set was written and the number of
times a character or character set is read, this
number providing the inhibition value related
to and indicative of the area of said zone.

3. A technique according to Claim 1 or 2,
wherein the said manner of recording said
information includes the provision of an initial-
ising program which generates a search for
said signal and inhibits access to said re-
corded information if the signal is absent.

4. A technique according to any one of
Claims 1 to 3, wherein said recorded informa-
tion is provided on another zone of the self-
same recording medium.

5. A technique according to any one of
Claims 1 to 3, wherein said recorded informa-
tion is provided on another magnetic record-
ing medium.

6. A technique according to any preceding
Claim, wherein the deliberately inhibited zone
is a deliberately removed portion of the me-
dium’s magnetic recording surface.

7. A technique according to Claim 6,
wherein the deliberately removed portion is
obtained by scratching away said portion.

8. A technique according to Claim 6,
wherein the deliberately removed portion is
obtained by punching or otherwise providing
one or more holes through the medium.

9. A technique according to Claim 1 and
substantially as hereinbefore described.

10. A magnetic recording medium for use
in a technique according to Claim 1, said
recording medium being characterised by hav-
ing magnetic material thereon or therein of
which a zone of randomly selected location
and/or area has its magnetic properties de-
liberately inhibited, and further characterised
in that the location and/or area of said zone is
identified or identifiable by an inhibition value
specific to that medium or zone.

11. A magnetic recording medium accord-
ing to Claim 10, wherein the deliberately
inhibited zone is a deliberately removed por-
tion of the medium’s magnetic recording sur-
face. :

12. A magnetic recording medium accord-
ing to Claim 11, wherein the deliberately
removed portion is provided by a scratched
away portion.

13. A magnetic recording medium accord-
ing to Claim 11, wherein the deliberately
removed portion is provided by one or more
holes punched or otherwise provided through
the medium.

14. A magnetic recording medium accord-
ing to any one of Claims 10 to 13, wherein
said magnetically recorded information is pro-
vided on another zone of the selfsame record-
ing medium.

15. Two magnetic recording media of
which one is as claimed in any one of Claims
10 to 13, and the other has said magnetically
recorded information thereon.
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16. A magnetic recording medium as
claimed in claim 10 and substantially as here-
inbefore described.
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