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A method and apparatus are disclosed for generating routing 
information in a data communications network. A first 
network element (Such as a router) receives information 
relating to a Second network element, Such as another node 
or a network link. In response, the first network element 
determines whether the information relating to the Second 
network element indicates a change in the network. When 
information relating to a Second network element indicates 
a change in the network, the first network element deter 
mines a new shortest path through the network from the first 
network element for each network element in the network. 
After a delay, the first network element updates routing 
information for the first network element based on the new 
shortest path for the first network element. Preferably the 
delay is proportional to the distance of the first network 
element from the Second network element. 
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Fig. 8 

  



Patent Application Publication Apr. 14, 2005 Sheet 6 of 9 US 2005/0078656A1 

  



Patent Application Publication Apr. 14, 2005 Sheet 7 of 9 US 2005/0078656A1 

Fig. 10 
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METHOD AND APPARATUS FOR GENERATING 
ROUTING INFORMATION IN ADATA 
COMMUNICATIONS NETWORK 

FIELD OF THE INVENTION 

0001. The present invention generally relates to routing 
of data in a network. The invention relates more specifically 
to a method and apparatus for generating routing informa 
tion in a data communications network. 

BACKGROUND OF THE INVENTION 

0002 The approaches described in this section could be 
pursued, but are not necessarily approaches that have been 
previously conceived or pursued. Therefore, unless other 
wise indicated herein, the approaches described in this 
Section are not prior art to the claims in this application and 
are not admitted to be prior art by inclusion in this Section. 
0003. In computer networks such as the Internet, packets 
of data are Sent from a Source to a destination via a network 
of links (communication paths. Such as telephone or optical 
lines) and nodes (usually routers directing the packet along 
one or more of a plurality of links connected to it) according 
to one of various routing protocols. 
0004. In the network, some nodes represent end systems 
(Such as printers, fax machines, telephones, PC's etc) 
whereas other nodes represent network devices (e.g. 
Switches, routers etc). The data packets are sent around the 
network from a Source to a destination in accordance for 
example with routing information shared among the nodes 
of the network. AS the network comprises a plurality of 
interconnected nodes, the network is fairly robust. Should a 
node or link fail for any reason, the network dynamically 
configures to re-route data So as to avoid the failed node. 
When a node or link comes into existence on a network, for 
instance through repair or by addition of a new node, the 
network dynamically converges to a So-called converged 
state wherein all the routers of the network have common 
routing information. 
0005 One class of routing protocol relying on shared 
information is the link State protocol. Examples of link State 
protocols are the Intermediate System-to-Intermediate SyS 
tem (IS-IS) protocol and the Open Shortest Path First 
(OSPF) protocol. The link state protocol relies on a routing 
algorithm resident at each node. Each node on the network 
advertises, throughout the network, links to neighboring 
nodes and provides a cost associated with each link which 
can be based on any appropriate metric Such as link band 
width or delay and is typically expressed as an integer value. 
A link may have an asymmetric cost, that is, the cost in the 
direction AB along a link may be different from the cost in 
a direction BA. 

0006 Based on the advertised information in the form of 
a link state packet (LSP) each node constructs a link State 
database (LSDB) which is a map of the entire network 
topology and from that constructs generally a Single opti 
mum route to each available node A link can be thought of 
as an interface on a router. The State of the link is a 
description of that interface and of its relationship to its 
neighboring routers. A description of the interface would 
include, for example, the IP address of the interface, the 
mask, the type of network it is connected to, the router 

Apr. 14, 2005 

connected to that network and So on. The collection of all 
these link-states for the whole network forms the link-state 
database. Link State protocols use a link State algorithm to 
build and calculate the shortest path to all known destina 
tions. The algorithms themselves are quite complicated but 
the following provides a high level simplified way of 
looking at the various Steps of a link State algorithm. Upon 
initialization or due to any changing routing information, a 
router will generate a link State advertisement packet (LSP). 
This advertisement represents the collection of all link States 
on that router. All routers exchange LSPs by means of 
flooding. Each router that receives a link State update, Stores 
a copy in its link State database and then propagates the 
update to other routers with a propagation time of the order 
of 20 ms. After the database of each router is completed, the 
router will calculate the shortest (lowest cost) path tree to all 
designations and use this information to form an IP routing 
table. In Some instances two or more routers of equal cost 
present themselves, termed an “equal cost path Split”. 

0007 One appropriate algorithm is a shortest path first 
(SPF) algorithm. As a result a “spanning tree' is constructed, 
rooted at the node and showing an optimum path including 
intermediate nodes to each available destination node. Con 
versely, a “reverse Spanning tree' can be constructed show 
ing the optimum path to a given node from all nodes from 
which it is reachable. Because each node has a common 
LSDB (other than when advertised changes are propagating 
around the network) any node is able to compute the 
Spanning and reverse Spanning tree rooted at any other node. 
The results of the SPF are stored in a routing table (also 
known as a routing information base (RIB)) and, based on 
these results, the forwarding information base (FIB) or 
forwarding table is updated with an update time of the order 
of 500 ms to control forwarding of packets appropriately. 

0008. In link state protocols, when a link or a node fails 
and is Subsequently repaired, or there is Some other change 
to the network Such as a change of link cost, the routers 
involved with the repaired part of the network then have to 
re-establish convergence. This is achieved by the router(s) 
advertising themselves or the change throughout the net 
work area. However during topology change there will be a 
short period of time in which LSDBS, RIBs and, critically, 
FIBS acroSS a network become inconsistent as information 
about a change is propagated through the network. Routes 
generated during this period of inconsistency may result in 
routing loops, which persist until the databases have con 
verged (at which point there should be no loops, by defini 
tion). As an example, if a first node sends a packet to a 
destination node Via a Second node, comprising the optimum 
route according to the first node's SPF, a Situation can arise 
where the second node, according to it's SPF (based on a 
different LSDB from that of the first node) determines that 
the best route to the destination node is via the first node and 
Sends the packet back. The loop can happen where the first 
node, according to its LSDB believes that a link cost is lower 
than the Second node does, according to its LSDB. This can 
continue indefinitely although usually the packet will have a 
maximum hop count after which it will be discarded. Such 
a loop can be a direct loop between two nodes or an indirect 
loop around a circuit of nodes. Re-convergence will typi 
cally take Several hundred milliseconds and hence may 
cause disruption for periods greater than that originally 
caused by the failure. 
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0009. One solution for avoiding loops during a routing 
transition is described in co-pending patent application Ser. 
No. 10/323,358, filed 17 Dec. 2002, entitled “Method and 
Apparatus for Advertising a Link Cost in a Data Commu 
nications Network” of Michael Shand (hereinafter “Shand”), 
the entire contents of which are incorporated by reference 
for all purposes as if fully Set forth herein. According to the 
Solution put forward in Shand, when a node detects deacti 
Vation of an adjacent link or node, then instead of advertis 
ing the failure of the component, for example by Simply 
removing the link from the LSP, the node that detects 
deactivation increments the associated link costs and adver 
tises the incremented cost. As a result even when nodes have 
different LSDBS because of finite propagation and proceSS 
ing time of the LSP carrying the incremented link cost, loops 
are not set up in the remainder of the network. Once all 
nodes have updated their LSDBs, the detecting node incre 
ments the cost and advertises the incremented cost again. 
However in Some circumstances it is desirable to converge 
on a common view of a network more quickly than is 
permitted by this incremental approach. 
0010. One alternative approach to dealing with link fail 
ure is described in document “Fortifying OSPF/IS-IS 
Against Link-Failure” by Mikkel Thorup (“Thorup”) which 
is available at the time of writing on the file “If ospfps” in 
the directory “-mthorup\PAPERS' of the domain 
“research.att.com” on the World WideWeb. The approach of 
Thorup is to pre-compute the SPF at each node for each 
possible link failure. When a link failure is advertised the 
node forwards along its pre-computed updated path whilst 
updating the LSDB in the background. 
0.011 Various problems arise with the approach. Thorup 
requires increased Storage and computing to deal with all 
possible routes around all possible failures, as well as extra 
forwarding code requirements. Significantly Thorup does 
not address the problem of loop formation during a transi 
tion. A further Solution for avoiding loops during a routing 
transition is described in co-pending patent application Ser. 
No. 10/442,589, filed May 20, 2003, entitled “Method and 
Apparatus for Constructing a Transition Route in a Data 
Communications Network” of Stewart Bryant et al. (“Bry 
ant”), the entire contents of which are incorporated by 
reference for all purposes as if fully Set forth herein. Accord 
ing to the Solution put forward in Bryant, when a network 
component fails, upstream nodes construct transition routes 
to destinations which would otherwise be reachable via the 
failed component. The transition routes are constructed by 
tunneling packets for the destination node to an intermediate 
node in an interSection of a first Set of nodes reachable from 
the repairing node without traversing the failed component 
and a Second Set of nodes from which the destination node 
is reachable without traversing the first component. 
Although this is also a very effective Solution, it requires 
installation of a large number of tunnels. 
0012 Based on the foregoing, there is a clear need for a 
method of preventing loops occurring in a network during 
convergence of the network. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0013 The present invention is illustrated by way of 
example, and not by way of limitation, in the figures of the 
accompanying drawings and in which like reference numer 
als refer to Similar elements and in which: 
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0014 FIG. 1 shows an embodiment of a network; 
0.015 FIG. 2 shows a Shortest Path First Tree (SPT) for 
the network of FIG. 1; 
0016 FIG. 3 shows the network of FIG. 1 with altered 
topology, 

0017 FIG. 4 shows a Shortest Path First Tree (SPT) for 
the network of FIG. 3; 
0018 FIG. 5 is a flow diagram which illustrates a high 
level overview of one embodiment of a method for conver 
gence, 

0019 FIG. 6 shows the network of FIG. 1 with altered 
topology, 

0020 FIG. 7 shows a Shortest Path First Tree (SPT) for 
the network of FIG. 6; 
0021 FIG. 8 shows an embodiment of a network illus 
trating T-Space; 
0022 FIG. 9 shows a representation of a network that 
illustrates a method as described herein; 
0023 FIG. 10 shows a spanning tree diagram for a node 
in the network as shown in FIG. 9; 
0024 FIG. 11 shows a flow diagram illustrating in more 
detail the StepS involved in implementing the method 
described herein; and 
0025 FIG. 12 is a block diagram that illustrates a com 
puter System upon which an embodiment may be imple 
mented. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

0026. A method and apparatus for network convergence 
is described. In the following description, for the purposes of 
explanation, numerous specific details are Set forth in order 
to provide a thorough understanding of the present inven 
tion. It will be apparent, however, to one skilled in the art 
that the present invention may be practiced without these 
Specific details. In other instances, well-known Structures 
and devices are shown in block diagram form in order to 
avoid unnecessarily obscuring the present invention. 
0027 Embodiments are described herein according to the 
following outline: 

1.O General Overview 
2.O Structural and Functional Overview 
3.0 Method of generating routing information 
4.0 Implementation Mechanisms-Hardware Overview 
5.0 Extensions and Alternatives 

0028) 1.0 GENERAL OVERVIEW 
0029. The needs identified in the foregoing Background, 
and other needs and objects that will become apparent for 
the following description, are achieved in the present inven 
tion, which comprises, in one aspect, a method for gener 
ating routing information in a data communications net 
work. The data communications network includes nodes and 
links as elements. A first network element receives infor 
mation relating to a change in the network at a Second 
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network element. The first network element identifies the 
Sequence for updating routing information at each element 
in the network. The first network element updates its routing 
information in Sequence. In addition, a first network element 
(Such as a router) receives information relating to a second 
network element, Such as another node or a network link. In 
response, the first network element determines whether the 
information relating to the Second network element indicates 
a change in the network. When information relating to a 
Second network element indicates a change in the network, 
the first network element determines a new shortest path 
through the network from the first network element for each 
network element in the network. After a delay, the first 
network element updates routing information for the first 
network element based on the new shortest path for the first 
network element. 

0.030. In other aspects, the invention encompasses a com 
puter apparatus and a computer-readable medium configured 
to carry out the foregoing Steps. 
0031. The method described herein can be implemented 
according to any appropriate routing protocol. Generally 
link State protocols Such as Intermediate System to Inter 
mediate System (IS-IS) or Open Shortest Path First (OSPF) 
are appropriate protocols. Link State protocols of this type 
will be well understood by the person skilled in the art and 
are not described in detail here. However alternative proto 
cols can also be used to implement the method. Where IS-IS 
terminology is used to illustrate the method and apparatus 
this is for illustrative purposes only and it is not intended that 
the method be limited to this protocol. 

0032) 2.0 STRUCTURAL AND FUNCTIONAL 
OVERVIEW 

0033. A data communications network comprises a plu 
rality of interconnected sites. Traffic between sites is routed 
from the Source to a destination via nodes of the network. 
Due to various factors (for instance excessive network 
traffic, hardware failure or Software failure), nodes may 
enter a failure mode, during which time data routed to that 
node is not routed onwards by that node. 
0034. In addition to failure mode, a network change can 
take place when a link cost is increased or decreased, for 
example as a result of a network administrator intervention 
and in any of these cases the possibility arises that temporary 
de-Synchronization of the network as the change is propa 
gated through the network can give rise to loops. Other 
possible network changes comprise introduction of a new 
router (effectively corresponding to a link cost decrease 
from “infinity”) or removal of a router (effectively corre 
sponding to a link cost increase to “infinity”). 
0.035 FIG. 1 is an illustrative network diagram showing 
an example of a data communications network having as 
network elements nodes and links, which can be the internet 
or a Sub-network Such as a routing domain or a virtual 
network. The network as depicted in FIG. 1 comprises five 
nodes R1-R5, (respectively indicated by reference numerals 
101,102, 103,104,105) each of which is a router, within an 
autonomous area 2. FIG. 1 shows the interfaces for each 
router, the attached networks for each interface Net 1, Net 2, 
... Net 7 (respectively indicated by reference numerals 111, 
112, 113, 114, 115, 116, 117) and the cost to reach each of 
these networks from the router. Each router in the network 
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includes Software that enables a router to maintain a network 
map the (LSDB). The Link State Database is updated 
whenever an area of the network topology changes. If a 
router has interfaces on multiple areas, an LSDB is main 
tained for each Separate area. The LSDB is, for example, 
calculated periodically e.g. every 10 Seconds or So. If no 
changes have occurred to the area's topology, no changes are 
made to the area's LSDB. 

0036) The LSDB contains entries for all the networks to 
which each router in an area is connected. It also assigns an 
outgoing cost metric to each network interface of a router. 
This metric measures the cost of Sending traffic through an 
interface to the connected network. By assigning costs, 
router preferences can be set based online cost or line Speed. 
0037. The entries in the LSDB are based on information 
Sent in Link State packets which include information gen 
erated by the router to describe the reachability of the router. 
Each Link State packet contains the following information: 
the interfaces on the router, the attached networks for that 
router and the costs to reach each of these networks. A 
network is said to be converged when the LSDB is the same 
for all routers in the area. After the LSDB has reached the 
converged State, each router calculates the Shortest path 
through the network for each network and each router. A 
Shortest Path First (SPF) Tree (SPT) is calculated and the 
information stored. Each router maintains its own SPT. 

0038 After the SPT is built, a routing table is calculated 
by determining the lowest-cost route for each destination 
network. Routing tables are calculated locally at each router 
and the FIB updated accordingly. 

0039. The network of FIG. 1 results in a LSDB as shown 
in Table 1 below: 

TABLE 1. 

Router Attached Network Network Usage Cost 

Router 1 Net 1 2 
Router 1 Net 2 1. 
Router 2 Net 1 2 
Router 2 Net 3 3 
Router 2 Net 4 2 
Router 2 Net S 5 
Router 3 Net 2 2 
Router 3 Net 3 2 
Router 3 Net 6 4 
Router 4 Net 4 1. 
Router 4 Net 7 2 
Router 5 Net S 6 
Router 6 Net 6 2 
Router 7 Net 7 3 

0040. Using this LSDB, each router calculates the SPT. 
FIG. 2 shows a SPT for router R1 of FIG. 1. This shows the 
shortest path from R1 for each network and each router. The 
router R1 can then calculate the R1 routing table from this 
SPT. An example of the routing table for Router R1 of FIG. 
1 is provided in Table 2. 

TABLE 2 

Network Gateway Interface Metric 

Net 1 1. 2 
Net 2 2 1. 
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TABLE 2-continued 

Network Gateway Interface Metric 

Net 3 Router 3 2 3 
Net 4 Router 2 1. 4 
Net S Router 2 1. 7 
Net 6 Router 3 2 5 
Net 7 Router 2 1. 6 

0041 One possible network change that can give rise to 
loops is the changing costs of a link, for example between 
nodes R1 and R2. While the LSP is propagating, the tem 
porary de-Synchronization of the network can cause looping 
as discussed in more detail above. For example if the link 
cost increases and node R1 updates its LSDB before node 
R3, then a packet forwarded from node R3 to node R1 to a 
destination along the link between node R1 and node R2 
may be returned by node R1 back along the link to R3 if this 
now represents a lower cost route. As a result a loop will be 
set up until node R3 is updated. However the method 
presented herein recognizes that if node R3 were updated 
before node R1 in these circumstances then a loop cannot 
arise. This is because, in those circumstances, node R3 will 
forward the packet towards another node than R1 in view of 
the increased cost of the link between nodes R1 and R2 or 
node R3 will forward the packet to node R1 which, as it has 
not updated its LSDB to reflect the cost increase, will 
continue to forward the packet via node R2 towards the 
destination as though the network was still converged on the 
previous, non-increased link cost between nodes R1 and R2. 
In a similar manner, loops will not occur between, Say node 
R3 and node R6 as long as node R6 is updated before node 
R3. As a result the method ensures that nodes update their 
LSDB when a link cost increase is propagated in the correct 
order, only after any nodes upstream thereof have updated 
their LSDB. 

0042. According to one approach the method uses knowl 
edge of nodes on the “horizon', that is the furthest nodes 
upstream of the changed component which are affected by 
the change. Nodes in the network which do not forward 
packets to any destination via the changed component do not 
need to be considered and are hence effectively beyond the 
horizon. Accordingly it is necessary simply to identify as the 
affected set those nodes which would forward via the failed 
component. The manner of achieving this is discussed in 
more detail below but in overview all relevant nodes can be 
identified by running a reverse SPF rooted at the node 
downstream of the affected link to obtain the reverse Span 
ning tree. AS this can be calculated by each node on the 
network once it has received notification of the change, each 
node can identify whether it is affected by the change and if 
So the extent of the delay that must be instigated prior to 
updating the routing information in their FIB to reflect the 
change. The calculation is based on the network prior to the 
change-i.e. the lower cost version. This ensures that all 
nodes that might continue to forward incorrectly along the 
altered link prior to update are updated in the correct 
Sequence. 

0.043 A similar method can be implemented for cost 
decreases. For example, a change in network topology 
giving rise to an effective cost decrease may arise for various 
reasons, e.g. by the installation of a new router in the 
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network or because a router had for Some reason (e.g. 
through repair or because of a fault) been offline and has 
come back online. Where a node fails and is then Subse 
quently repaired, it will be necessary for that node to acquire 
the LSPs from its neighbors so that it can rebuild its link 
state database and for the rest of the nodes in the network to 
acquire the LSP of the changed network element. While the 
nodes acquire the LSPS from neighboring nodes, there will 
be a period of time during which each node's link State 
database is not consistent. Clearly this may cause problems 
if a packet is routed to a node Since the node may not yet 
have received information relating to how a packet should 
be routed. In this case the affected Set is calculated as for a 
cost increase but based on the network after the change, i.e. 
the lower cost version, once again to capture all nodes that 
might try to forward along the altered link during conver 
gence. 

0044) Consider the situation in which a router R6 (refer 
ence numeral 106) is added to the network as shown in FIG. 
3 which is an illustrative network diagram showing the 
network of FIG. 1 with attached topology. R6 has two 
interfaces, one of which is attached to Net 8 (reference 
numeral 118) (which is also attached to an interface of R3) 
and the other of which is attached to Net 9 (reference 
numeral 119) (which is also attached to an interface of R5). 
The network usage cost for these new links is shown FIG. 
3. 

0045. When R6 is added onto the network, R6 will flood 
the network with Link State information advertising its 
characteristics and this Link State information is received by 
the other routers in the network. Router R1 and its response 
to Link State information from R6 are used as examples in 
the detailed discussion of the method and its variants and 
optimizations, below. However, the method described below 
is broadly applicable to any other networks or routers that 
cooperate for routing packets. 

0046) 3.0 METHOD FOR GENERATING ROUTING 
INFORMATION 

0047 The operation of an example router R1 will now be 
described with reference to FIG.3 and FIG. 4 which shows 
a SPT for router R1 of FIG. 3 and also FIG. 5, which is a 
flow chart illustrating the operation of a router in response 
to receiving Link State information. Although this descrip 
tion only refers to the operation of R1, the Same process may 
also occur at each of the nodes of any network. 
0048. At block 501, R1 receives Link State information 
(LSP) from R6, and at block 502 R1 inspects the Link State 
information to determine whether the LSP indicates that the 
LSP relates to a new neighbor or a known neighbor with a 
change in cost metric. If the LSP relates to either of these, 
the SPT for router R1 may need to be altered. At block 504, 
if the LSP relates to neither of these, the SPT for router R1 
does not need to be altered. 

0049. At block 506, on determining that the LSP relates 
to a new neighbor or a known neighbor with a changed cost 
metric, the router R1 detects the type of change and com 
mences an SPF computation without updating its Routing 
table. 

0050. During SPF calculation, the router has to determine 
whether the new adjacency has an impact on the SPT for the 
router. To do this, at block 508 R1 determines whether the 
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two nodes at each Side of a new link in the network are 
parent and child of each other in the new SPT. From FIG. 
3 it can be seen that the nodes at each end of the new link 
Net 8 are routers R3 and R6 and that the nodes at each end 
of the new link Net 9 are routerS R5 and R6. 

0051 FIG. 4 shows the SPT for the network shown in 
FIG. 3. AS can be seen, this is similar to the SPT shown in 
FIG. 2 with the addition of R6, Net 8 and Net 9. From FIG. 
4 it can be seen that the routers R3 and R6 at the ends of link 
Net 8 are parent and child and that routers R5 and R6 at the 
ends of link Net 9 are not parent and child in the new SPT. 
0.052 Referring back to FIG. 5, if there is no relationship 
between the two nodes, the SPF for that link is not affected 
by the change in network topology and normal operation of 
the router continues by updating the routing table. In the 
specific example given, this means that at block 510 the 
routing table may be updated for the link Net 9. 
0.053 If there is a relationship between the two nodes, the 
SPF for that link is affected by the change in network 
topology. R1 then inspects the branch of the SPT having the 
node representing the remotest node of the new link. In this 
specific example, the remotest node of the new link Net 8 is 
R6. At block 512 the router R1 determines the number of 
nodes traversed to reach the link (Net 8) that is newly 
advertised. This computation occurs during SPF computa 
tion at the time when the node remote from the link is newly 
discovered. The router R1 moves up the branch of the SPT 
from the node R6 node by node following the parent of each 
node until the root of the tree is reached. 

0054. This allows the computing router R1 to understand 
how many nodes it has to traverse to reach the nodes 
adjacent the link that has come up. More precisely the router 
determines how many nodes it is to the node remotely 
connected to the link. With this information, the computing 
node R1 can finish the SPF computation. 
0055 When the node R1 has determined its position in 
the SPT and the number of hops needed to traverse to reach 
the node R6 at the other side of the link Net 8, at block 514 
it applies a routing information update delay D before 
updating its routing table. This delay D is proportional to the 
distance of the calculating router (in this case R1) to the link 
that has been advertised (in this case Net 8). The closer the 
link, the less the router will delay the updating of its routing 
table and FIB. The delay may be computed as follows: 

Delay=(Number of hops)* Delay value 

0056 where the number of hops has been calculated (as 
described above) and the delay value is a configurable delay 
that the node uses as a reference value. In one embodiment, 
the delay value is configurable. The delay value may be 
based on one or more of the following: the propagation delay 
of an LSP; the minimum/maximum/average computation 
time per node; the CPU/memory utilization per node etc. 
Typically it may be of the order of a few seconds. 
0057. Applying a delay provides time for downstream 
neighbors in the network to converge to a State ready to 
continue the forwarding of traffic. 
0.058 Thus, for the example shown in FIG. 4, the router 
R1 determines the number of nodes to the remotest node on 
a new link. R1 starts from R6 and counts the number of 
nodes (also called hops) back to the root. In this specific 
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example, the number of hops is equal to 2. The router R1 
then calculates a delay D based on the number of hops, as 
described above and updates its routing table once this delay 
has occurred. 

0059 FIG. 6 is an illustrative network diagram showing 
another example of the network of FIG. 1 with a new 
topology. As in FIG. 3, a new router R6 is added with two 
network connections Net 8 and Net 9. However the cost 
metrics for these networks are different in FIG. 6: the cost 
metric for Net 8 attached to R3 is now 1 rather than 3 and 
the cost metric for Net 9 attached to R6 is now 1 rather than 
4. 

0060 FIG. 7 shows the SPT at node R1 for the network 
shown in FIG. 6. From FIG. 7 it can be seen that the routers 
R3 and R6 are parent and child and that routers R5 and R6 
are also parent and child. 

0061 For the new link which has a node remotest from 
the root of the tree, the router R1 determines the number of 
nodes to the remotest node. Thus R1 starts from R5 and 
counts the number of nodes (also called hops) back to the 
root. In this specific example, the number of hopS is equal to 
3. The router R1 then calculates a delay D based on the 
number of hops, as described above and updates its routing 
table once this delay has occurred. 
0062) Such an algorithm as described is optionally not 
activated on initial convergence of a network but is activated 
once routers have reached a stable State after initial conver 
gence. 

0063 Additional, alternative and variant approaches and 
optimizations will now be discussed in more detail. 
0064 FIG. 8 is an illustrative network diagram showing 
a simplified example network. From a consideration of the 
network diagram of FIG. 8 it can be understood how the 
affected set of nodes or "horizon' is identified, that is, how 
to identify only those nodes in the network which could form 
parts of loops because of by a component change in the 
network. The network includes a node A, reference 800 and 
a node B, reference 802 joined by a link A, B 804. The traffic 
flowing over the link A, B is characterized by a set of 
destinations which are termed the T space with respect to 
A,B, which can be determined by running a standard SPF 
routed at A and only considering the Sub-tree which 
traverses the link A, B. This gives the T space TA reference 
806 with respect to A, B. All other destinations from node A 
are reachable by links other than link A, B. The network 
further includes a node X reference 808 which is joined to 
node A via a path designated generally 810 which can, for 
example, represent a plurality of nodes and links (not 
shown). The T space for node X with respect to link A.B 
representing those nodes reachable from node X via link A, 
B is designated T812. T is a Sub-set of TA Such that there 
is no node within TX which is not contained within TA. T. 
is once again computed by running a Standard SPF rooted at 
X and considering only the Sub-tree which traverses the link 
A, B. For nodes further away from node A the T space with 
respect to link A, B will Shrink, as more destinations are 
reached from the respective node Via other routes. Accord 
ingly for more distant nodes the T space with respect to A, 
B shrinks until it consists only of the node B. For some 
nodes on the network the T space may be an empty Set 
meaning that there are no destinations reachable from that 



US 2005/0078656 A1 

node which require forwarding acroSS link A, B. This means 
that there are no destinations reachable from the node whose 
route determined at that can be affected by any change in the 
cost of the link A, B. The term “upstream” and “down 
stream” in this context are used relative to the root of the 
Spanning tree, upstream nodes comprising child nodes. For 
example for a reverse Spanning tree rooted at node B, node 
A is an upstream node but downstream of node X. Nodes in 
T are downstream of node B. 
0065. As a result to determine the affected set it is 
necessary Simply to compute the reverse Spanning tree 
routed at B and consider only the sub-tree which traverses A, 
B. The nodes at the leaves of the Sub-tree, that is, the child 
end nodes on the sub-tree, represent the nodes “furthest” 
from node A from which any path can be affected by any 
changing cost of node A, B. The affected destinations for 
these furthest nodes will either be node B alone or nodes 
downstream of and close to node B. For nodes in the Sub-tree 
closer to node A, the set of affected destinations will be 
greater. 

0066. The label “T space” is arbitrary and used for 
convenience, and other embodiments may use any other 
label for the set of nodes represented. 
0067 FIG. 9 shows a network diagram of an illustrative 
network in relation to which the method can be carried out. 
The network includes node B, the component to be tra 
versed, reference 200, a neighboring node A, reference 202 
and a link 204 joining them. Node B has two further 
neighbor nodes, nodes C and D reference numbers 206, 208 
respectively joined by respective links 210, 212. Node Ahas 
an alternative path to node D via nodes W. V, Y and Z., 214, 
216, 218, 220 respectively and corresponding links 222, 
224, 226, 228 and 230. Node A also has an alternative path 
to node C via nodes F and G, 232, 234 and corresponding 
links 236,238,240. Node E, 242, is reachable by either node 
C or node D by respective links 244, 246. All of the links 
have a cost 1 except for link 238 between nodes F and G, 
which has a cost 3. 

0068. In order to determine the affected set, therefore, the 
reverse spanning tree is computed at node B. FIG. 10 shows 
a reverse Spanning tree routed at node B. Nodes A, F, V and 
W are shown Shaded in grey as they represent the nodes 
which Send packets along link A, B. As a result the affected 
set is obtained with nodes F and V representing the leaves 
or furthest most child nodes. Accordingly the links within 
this reverse Spanning Sub-tree are the only links in the 
network over which traffic will flow whose path can Subse 
quently be affected by any change in the cost of the link A, 
B. 

0069. In the case of equal cost path splits, that is where 
two or more paths of equal cost exists Such that traffic may 
be routed over either, all equal cost path Splits in the Sub-tree 
are included. 

0070. As discussed above with reference to FIGS. 1 to 7, 
in the case of a cost decrease for example as a result of 
adding a node to the network, loops are avoided by updating 
the FIBs of affected nodes in order from the closest node the 
approach is dependent on whether a cost increase or cost 
decrease has occurred at the A, B link. 

0071. In the case of a cost increase, in overview the 
routing information of affected nodes is updated in order 
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from the furthest affected node. In the case of a cost increase 
the affected nodes are those for which traffic flowing over 
the link prior to the change is affected. In the case where a 
node has more than one upstream branch, for example node 
A in FIG. 10, the process waits until all nodes on all 
upstream branches have updated. Otherwise if node A 
updated after node F had updated then it would be possible 
that node A updated before or at the same time as node W 
which could give rise to loops. If Such Sequential updating 
is implemented then loops cannot take place. In the first 
possible outcome the node in question changes its route to 
pass through other nodes closer to the route in which case, 
as they have not yet updated, the packet will continue along 
the route and will not return to the Sending node Such that no 
loop can occur. Alternatively the node in question changes 
its route to pass through nodes further from the route; as 
these will already have been updated then if they did return 
the packet to the Sending node there would also be a loop 
after complete convergence which is impossible and So once 
again no loop will occur. 

0072. As a result, and in a manner similar to that dis 
cussed in relation to FIGS. 1 to 7, the proper sequence of 
invocation can be produced by delaying updating of the FIB 
by an interval representing the maximum time expected for 
a node to complete its route invocation or update multiplied 
by the number of hops from the current node to the furthest 
(upstream) of its children and ensuring that a node delays 
until all its (upstream) children have invoked their route. In 
the case of equal cost path splits it is necessary to delay 
invocation at the branching node dependent on the maxi 
mum number of hops in any of the equal cost paths. 

0073. It will be recognized that the approach described is 
the “safest” approach as using node B as the route of the 
reverse spanning tree represents the worst case destination 
for deciding whether a path will be affected by the A, B link 
cost increase. However not all paths in the reverse Spanning 
tree will necessarily be affected. Traffic from nodes in the 
reverse spanning tree to destinations which are not within 
their T space with respect to link A, B will not be affected 
and in Some cases a Small change in the cost of the link may 
be insufficient to result in a path from that node changing for 
a particular destination. As a result various optimizations are 
available. 

0074. In order to identify possible optimizations, the 
causes of possible loops can be investigated further. One 
possible cause of a loop is when traffic is forwarded from a 
node, for example node A in FIG. 10 to an immediate 
(upstream) child in the reverse spanning tree for example 
node W whilst that node is still unaware of the cost change. 
Similarly if a node such as node A forwards traffic to an 
indirect (upstream) child, more than one hop away for 
example node V via another path this could result in a cyclic 
loop involving the newly used link and the existing links and 
nodes A and V within the Spanning tree. Another alternative 
is where traffic is forwarded to a node which is neither a 
direct nor an indirect child but over a path which traverses 
a child node such as node W or node V which again could 
result in a cyclic loop if the nodes on the new path updated 
their FIBS in the incorrect order. 

0075. As a result, it will be seen that if a node in the 
reverse Spanning tree would make no changes to any of its 
routes as a result of the cost change, then there is no need to 
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control the time at which it updates its FIB. Similarly if a 
node in a reverse Spanning tree would make changes to its 
routes, but none of those new routes traverse any (upstream) 
child node in the reverse Spanning tree then no loops can 
take place and once again it is not necessary to time update 
of the FIB to avoid loops. In that case updating the FIB 
immediately can have the advantage of directing traffic 
along the new route Straightaway rather than burdening any 
repair routes or tunnels that may have been installed closer 
downstream to the changed component. 

0.076 Yet further, where a node branches to two or more 
child branches it is only necessary to consider any child 
branches containing a node which would be traversed by any 
new route. For any branch which does contain Such a 
traversed node, it will be necessary to ensure that the nodes 
update their FIBS Sequentially starting at the end of that 
branch as the furthest node, not just at the traversed node. 
Equal costs path Splits would need to be taken into account, 
of course, in all of these instances as traffic could be sent 
equally along either or each equal cost path. 

0.077 Yet a further optimization is to take into account 
the fact that different nodes Send packets along different 
paths depending on the destination. As a result a node in the 
reverse Spanning tree could update its FIB non-Sequentially 
for packets for destinations not in the node's T Space with 
respect to the link A, B, but Sequentially for packets destined 
for a node in the TSpace. This can be achieved, for example, 
by keeping multiple FIB entries dependent on the packet 
destination. It will be appreciated that this approach could be 
refined yet further in relation to packets for different desti 
nations within the TSpace. Dependent on the destination, for 
example, Some packets would not traverse nodes in one or 
more child branches whilst for other destinations packets 
would traverse those nodes Such that the update could be 
invoked at different times for packets for different respective 
destinations in the T space. 

0078 Referring now to FIG. 11, which is a flow diagram 
illustrating in more detail the method, the various StepS and 
optimizations discussed above can be further understood. In 
block 250 a node in the network receives an LSP represent 
ing a network change, for example the cost increase of a link 
between two remote nodes. At block 252 the node assesses 
whether any changes to its routes will be required as a result 
of the network change, for example by re-computing the 
LSP and comparing it with the existing situation. If there is 
no change then in block 253 the node simply retains the 
existing FIB. If, however, there is an LSDB change then in 
block 254 the node assesses where it is in the affected set, 
i.e. the reverse SPF rooted at the node the far side of the 
changed link (including equal cost path splits). The reverse 
SPF is run on the basis of the cost of the link prior to the 
change in the event of a cost increase. At block 256 the node 
calculates the delay before invoking the change and updat 
ing its FIB based on the revised LSDB. As discussed above, 
this is done by multiplying a predetermined delay by the 
maximum number of hops to the furthest most child node on 
the reverse spanning tree. In the case of FIG. 10, nodes V 
and F will update immediately as they are the furthest most 
nodes. Node W will update one predetermined delay there 
after as it is one hop away from the furthest most node, node 
V. Node A will update two predetermined delays after nodes 
V and F even though it is only one hop away from node F, 
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in order to avoid any possible loops between nodes A and 
nodes W if they were to update at the same time. 
0079. In a typical system the predetermined delay will be 
based on a typical time to update an FIB-in the region of 
500 milliseconds-plus an additional factor, for example 
100 milliseconds, Say for error. AS the propagation time of 
the LSP is of the order of 10 milliseconds per hop, this 
propagation time is negligible in real networks compared to 
the FIB update time. However any appropriate delay can be 
Selected for example by individual routers advertising their 
update time in which case the delay can be Selected depen 
dent on the Specific delays of preceding routers, or the worst 
case delay. Further, the example times given herein are not 
critical and different times may be used, for example, as 
faster hardware is developed the typical times may be 
Shorter, whereas for complex networks the times may be 
longer. 

0080. As discussed in more detail above various optimi 
Zations can be implemented by which the delay is shortened 
for example for branches to which a branch node cannot 
loop and it would further be possible to introduce different 
delays dependent on the packet destination. 

0081. In block 258 the node updates after the predeter 
mined delay. As a result nodes update Sequentially from the 
furthest node in the affected set towards the node closest to 
the network change Such that loops cannot take place. 
0082 In an alternative approach, instead of calculating a 
predetermined delay a Signaling approach can be instigated. 
According to this approach the furthest most node will 
Signal to its parent node in the reverse Spanning tree once it 
has updated its FIB. At this point the parent node will update 
and Send its own notification to its parent node (or nodes in 
the case of a path split) and So forth. At a branch node, the 
node will await Signals from all its child nodes prior to 
updating. This can decrease the update time acroSS the 
network and provide a versatile and reliable System but it 
will be appreciated that an additional Signaling protocol 
needs to be implemented, of any appropriate type as will be 
familiar to the skilled reader. 

0083. In the case where repair paths are instituted upon 
network component change or failure, for example using 
tunnels around the failure as discussed in more detail in 
co-pending patent application Ser. No. 10/340/371 filed 9 
Jan. 2003 entitled “Method and Apparatus for Constructing 
a Backup Route in a Data Communications Network” of 
Kevin Miles et al., (“Miles et al”), the entire contents of 
which are incorporated by reference for all purposes as if for 
the set forth herein, the method described above can be 
implemented and the repair paths removed after all nodes in 
the reverse Spanning tree have updated their FIBS. 

0084. Although the discussion above with reference to 
FIGS. 8 to 11 is made with reference to a cost increase it will 
be appreciated that the method can equally be applied to a 
cost decrease of the type described with reference to FIGS. 
1 to 7. In that case, however, the update progresses Sequen 
tially outwardly from the closest node to the failed compo 
nent, for example node Ain FIG. 10. In that case the reverse 
approach to that described with reference to FIGS. 8 to 11 
is adopted Such that node A updates immediately, nodes W 
and F one predetermined delay later and So forth. Once again 
equal cost path Splits must be included in which case the 
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Worst case number of hops is adopted. In the case of equal 
cost path Splits one way of ensuring that the delay at a node 
is the maximum, given that it may be reached by a different 
number of hops along each split path, is to Select as the hop 
count the higher of the current count and one more than the 
count of any parent and Such an approach applies equally in 
the cost increase case. Also, identifying whether nodes are 
affected is again based on the lowest cost version of the 
network which in this case is the version after the change. 
0085. It will be appreciated that the method described 
herein can be used on its own to avoid looping during 
network changes or in conjunction with either or both of the 
incremental cost change approach of Shand or the transition 
routes approach of Bryant. 
0.086 The mechanism by which the method and optimi 
Zations discussed above are implemented will be well 
known to the skilled reader and do not require detailed 
discussion here. The forwarding node for example can 
identify a tunneled packet with destination of a neighbor 
node by examining the IP protocol type of a packet to 
determine that it is a tunnel packet, and observing that the 
destination address in the outer header is an immediate 
neighbor (from the routing protocol). 

0087. 4.0 IMPLEMENTATION MECHANISMS 
HARDWARE OVERVIEW 

0088 FIG. 12 is a block diagram that illustrates a com 
puter system 140 upon which the method may be imple 
mented. The method is implemented using one or more 
computer programs running on a network element Such as a 
router device. Thus, in this embodiment, the computer 
system 140 is a router. 
0089 Computer system 140 includes a bus 142 or other 
communication mechanism for communicating information, 
and a processor 144 coupled with buS 142 for processing 
information. Computer System 140 also includes a main 
memory 146, Such as a random access memory (RAM), 
flash memory, or other dynamic Storage device, coupled to 
bus 142 for storing information and instructions to be 
executed by processor 144. Main memory 146 also may be 
used for Storing temporary variables or other intermediate 
information during execution of instructions to be executed 
by processor 144. Computer system 140 further includes a 
read only memory (ROM) 148 or other static storage device 
coupled to buS 142 for Storing Static information and instruc 
tions for processor 144. A storage device 150, such as a 
magnetic disk, flash memory or optical disk, is provided and 
coupled to buS 142 for Storing information and instructions. 
0090. A communication interface 158 may be coupled to 
buS 142 for communicating information and command 
selections to processor 144. Interface 158 is a conventional 
serial interface Such as an RS-232 or RS-422 interface. An 
external terminal 152 or other computer System connects to 
the computer System 140 and provides commands to it using 
the interface 158. Firmware or software running in the 
computer System 140 provides a terminal interface or char 
acter-based command interface So that external commands 
can be given to the computer System. 
0.091 A Switching system 156 is coupled to bus 142 and 
has an input interface and a respective output interface 
(commonly designated 159) to external network elements. 
The external network elements may include a plurality of 
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additional routers 160 or a local network coupled to one or 
more hosts or routers, or a global network Such as the 
Internet having one or more Servers. The Switching System 
156 switches information traffic arriving on the input inter 
face to output interface 159 according to pre-determined 
protocols and conventions that are well known. For 
example, Switching System 156, in cooperation with proces 
Sor 144, can determine a destination of a packet of data 
arriving on the input interface and Send it to the correct 
destination using the output interface. The destinations may 
include a host, Server, other end Stations, or other routing and 
Switching devices in a local network or Internet. 
0092. The computer system 140 implements as a router 
acting as a node the above described method generating 
routing information. The implementation is provided by 
computer System 140 in response to processor 144 executing 
one or more Sequences of one or more instructions contained 
in main memory 146. Such instructions may be read into 
main memory 146 from another computer-readable medium, 
Such as Storage device 150. Execution of the Sequences of 
instructions contained in main memory 146 causes processor 
144 to perform the process steps described herein. One or 
more processors in a multi-processing arrangement may also 
be employed to execute the Sequences of instructions con 
tained in main memory 146. In alternative embodiments, 
hard-wired circuitry may be used in place of or in combi 
nation with Software instructions to implement the method. 
Thus, embodiments are not limited to any specific combi 
nation of hardware circuitry and Software. 
0093. The term “computer-readable medium' as used 
herein refers to any medium that participates in providing 
instructions to processor 144 for execution. Such a medium 
may take many forms, including but not limited to, non 
Volatile media, Volatile media, and transmission media. 
Non-volatile media includes, for example, optical or mag 
netic disks, such as storage device 150. Volatile media 
includes dynamic memory, Such as main memory 146. 
Transmission media includes coaxial cables, copper wire 
and fiber optics, including the wires that comprise buS 142. 
Transmission media can also take the form of wireleSS links 
Such as acoustic or electromagnetic waves, Such as those 
generated during radio wave and infrared data communica 
tions. 

0094 Common forms of computer-readable media 
include, for example, a floppy disk, a flexible disk, hard disk, 
magnetic tape, or any other magnetic medium, a CD-ROM, 
any other optical medium, punch cards, paper tape, any other 
physical medium with patterns of holes, a RAM, a PROM, 
and EPROM, a FLASH-EPROM, any other memory chip or 
cartridge, a carrier wave as described hereinafter, or any 
other medium from which a computer can read. 

0095 Various forms of computer readable media may be 
involved in carrying one or more Sequences of one or more 
instructions to processor 144 for execution. For example, the 
instructions may initially be carried on a magnetic disk of a 
remote computer. The remote computer can load the instruc 
tions into its dynamic memory and Send the instructions over 
a telephone line using a modem. A modem local to computer 
system 140 can receive the data on the telephone line and 
use an infrared transmitter to convert the data to an infrared 
Signal. An infrared detector coupled to buS 142 can receive 
the data carried in the infrared signal and place the data on 
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bus 142. Bus 142 carries the data to main memory 146, from 
which processor 144 retrieves and executes the instructions. 
The instructions received by main memory 146 may option 
ally be stored on storage device 150 either before or after 
execution by processor 144. 

0.096 Interface 159 also provides a two-way data com 
munication coupling to a network link that is connected to 
a local network. For example, the interface 159 may be an 
integrated services digital network (ISDN) card or a modem 
to provide a data communication connection to a corre 
sponding type of telephone line. AS another example, the 
interface 159 may be a local area network (LAN) card to 
provide a data communication connection to a compatible 
LAN. Wireless links may also be implemented. In any such 
implementation, the interface 159 sends and receives elec 
trical, electromagnetic or optical Signals that carry digital 
data Streams representing various types of information. 

0097. The network link typically provides data commu 
nication through one or more networks to other data devices. 
For example, the network link may provide a connection 
through a local network to a host computer or to data 
equipment operated by an Internet Service Provider (ISP). 
The ISP in turn provides data communication services 
through the Worldwide packet data communication network 
now commonly referred to as the “Internet”. The local 
network and the Internet both use electrical, electromagnetic 
or optical Signals that carry digital data Streams. The Signals 
through the various networks and the signals on the network 
link and through the interface 159, which carry the digital 
data to and from computer System 140, are exemplary forms 
of carrier waves transporting the information. 

0.098 Computer system 140 can send messages and 
receive data, including program code, through the net 
work(s), network link and interface 159. In the Internet 
example, a Server might transmit a requested code for an 
application program through the Internet, ISP, local network 
and communication interface 158. One Such downloaded 
application provides for the method as described herein. 

0099. The received code may be executed by processor 
144 as it is received, and/or stored in storage device 150, or 
other non-volatile Storage for later execution. In this manner, 
computer System 140 may obtain application code in the 
form of a carrier wave. 

01.00) 5.0 EXTENSIONS AND ALTERNATIVES 
0101. In the foregoing specification, the invention has 
been described with reference to specific embodiments 
thereof. It will, however, be evident that various modifica 
tions and changes may be made thereto without departing 
from the broader spirit and scope of the invention. The 
Specification and drawings are, accordingly, to be regarded 
in an illustrative rather than a restrictive Sense. 

0102) Any appropriate routing protocol and mechanism 
can be adopted to implement the invention. The method 
StepS Set out can be carried out in any appropriate order and 
aspects from the examples and embodiments described 
juxtaposed or interchanged as appropriate. 

0103). It will be appreciated that any appropriate routing 
protocol can be used Such as Intermediate System-Inter 
mediate System (IS-IS) or Open Shortest Path First (OSPF). 
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Similarly any appropriate network can provide the platform 
for implementation of the method. 

1. A method of generating routing information in a data 
communications network having as elements nodes and 
links, the method comprising the StepS performed at a first 
network element of: 

receiving at the first network element information relating 
to a change in the network at a Second network element, 
determining a set of network elements affected by the 
change in the network, identifying a sequence for 
updating of routing information at each element in the 
affected Set, and updating the routing information at the 
first element in Sequence. 

2. A method as claimed in claim 1 further comprising the 
Step, of determining if the updated routing information 
differs from the routing information prior to the network 
change and maintaining the prior routing information at the 
first network element upon receipt of the information relat 
ing to the change if not. 

3. A method as claimed in claim 1 in which the first 
network element updates after a delay derived from the 
updating Sequence. 

4. A method as claimed in claim 3 further comprising the 
Step of determining, as an affected Set, the Set of nodes from 
which a target network element is reachable via the Second 
network element. 

5. A method as claimed in claim 4 in which the second 
network element is a link and the target network element is 
an adjacent node. 

6. A method as claimed in claim 4 further comprising the 
Step of updating the first network element upon receipt of the 
information relating to the change if the first network 
element is not in the affected Set. 

7. A method as claimed in claim 4 in which the delay is 
a function of the number of hops from the first network 
element to the furthest network element in the affected set. 

8. A method as claimed in claim 7 in which the delay is 
derived to ensure that the first network element only updates 
its routing information after all preceding network elements 
in the Sequence have updated their routing information. 

9. A method as claimed in claim 7 further comprising the 
Step of identifying branches of the affected Set upstream of 
the first network element relative to the second network 
element to which the first network element does not forward 
data directly or indirectly and disregarding any network 
elements on the identified branches as the furthest network 
element. 

10. A method as claimed in claim 4 further comprising the 
Step of determining an affected Set for each destination 
network element reachable via the Second network element 
and deriving a delay for data for a destination as a function 
of the number of hops to the furthest node in the respective 
affected set for that destination. 

11. A method as claimed in claim 10 in which the change 
in the Second network element comprises a link cost increase 
and the affected Set comprises the Set of network elements 
from which the target network element is reachable prior to 
the network change. 

12. A method as claimed in claim 11 in which the delay 
is a function of the number of hops from the first network 
element to the furthest network element in the affected set 
upstream of the first network element relative to the Second 
network element. 
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13. A method as claimed in claim 11 further comprising 
the Step of identifying branches of the affected Set upstream 
of the first network element relative to the second network 
element to which the first network element does not forward 
data directly or indirectly and disregarding any network 
elements on the identified branches as the furthest network 
element. 

14. A method as claimed in claim 4 further comprising the 
step of determining if the first network element forwards 
directly or indirectly data to nodes of the affected set 
upstream of the first network element relative to the Second 
network element and, if not, identifying the first network 
element as the furthest node. 

15. A method as claimed in claim 9 in which the change 
in the Second network element comprises a link cost 
decrease and the affected Set comprises the Set of network 
elements from which the target network element is reachable 
after the network change. 

16. A method as claimed in claim 1 further comprising the 
Step of receiving a notification from a preceding network 
element in the Sequence and updating the routing informa 
tion upon receipt of the notification. 

17. A computer readable medium comprising one or more 
Sequences of instructions for a data communications net 
work having as elements links and nodes, which instruc 
tions, when executed by one or more processors, cause the 
one or more processors to perform the Steps of the method 
of any of claims 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14 
or 15. 

18. An apparatus for generating routing information in a 
data communications network having as elements nodes and 
links, comprising means for receiving at a first network 
element information relating to a change in the network at a 
Second network element, means for determining a Set of 
network elements affected by the change in the network, 
means for identifying a Sequence for updating of routing 
information at each element in the affected Set, and means 
for updating the routing information at the first element in 
Sequence. 

19. An apparatus as claimed in claim 18, in which the 
means for identifying an updated Sequence determines if the 
updated routing information differs from the routing infor 
mation prior to the network change and the means for 
updating maintains the prior routing information at the first 
network element upon receipt of the information relating to 
the change if not. 

20. An apparatus as claimed in claim 18 in which the 
means for updating updates after a delay derived from the 
updating Sequence. 

21. An apparatus as claimed in claim 20 further compris 
ing means for determining, as an affected Set, the Set of 
nodes from which a target network element is reachable via 
the Second network element. 

22. An apparatus as claimed in claim 21 in which the 
Second network element is a link and the target network 
element is an adjacent node. 

23. An apparatus as claimed in claim 21 in which the 
means for updating updates the first network element upon 
receipt of the information relating to the change if the first 
network element is not in the affected Set. 

24. An apparatus as claimed in claim 21 in which the 
delay is a function of the number of hops from the first 
network element to the furthest network element in the 
affected Set. 
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25. An apparatus as claimed in claim 24 in which the 
delay is derived to ensure that the first network element only 
updates its routing information after all preceding network 
elements in the Sequence have updated their routing infor 
mation. 

26. An apparatus as claimed in claim 24 further compris 
ing means for identifying branches of the affected Set 
upstream of the first network element relative to the Second 
network element to which the first network element does not 
forward data directly or indirectly and disregarding any 
network elements on the identified branches as the furthest 
network element. 

27. An apparatus as claimed in claim 21 further compris 
ing means for determining an affected Set for each destina 
tion network element reachable via the Second network 
element and deriving a delay for data for a destination as a 
function of the number of hops to the furthest node in the 
respective affected Set for that destination. 

28. An apparatus as claimed in claim 21 in which the 
change in the Second network element comprises a link cost 
increase and the affected Set comprises the Set of network 
elements from the target network element is reachable prior 
to the network change. 

29. An apparatus as claimed in claim 28 in which the 
delay is a function of the number of hops from the first 
network element to the furthest network element in the 
affected set upstream of the first network element relative to 
the Second network element. 

30. An apparatus as claimed in claim 29 further compris 
ing means for identifying branches of the affected Set 
upstream of the first network element relative to the Second 
network element to which the first network element does not 
forward data directly or indirectly and disregarding any 
network elements on the identified branches as the furthest 
network element. 

31. An apparatus as claimed in claim 29 further compris 
ing means for determining if the first network element 
forwards directly or indirectly data to nodes of the affected 
set upstream of the first network element relative to the 
Second network element and, if not, identifying the first 
network element as the furthest node. 

32. An apparatus as claimed in claim 21 in which the 
change in the Second network element comprises a link cost 
decrease and the affected Set comprises the Set of network 
elements from which the target network element is reachable 
after the network change. 

33. An apparatus as claimed in claim 18 further compris 
ing means for receiving a notification from a preceding 
network element in the Sequence and updating the routing 
information upon receipt of the notification. 

34. An apparatus for generating routing information in a 
data communications network having as elements links and 
nodes, the apparatus comprising one or more processors, a 
network interface communicatively coupled to the processor 
and configured to communicate one or more packet flows 
among the processor and a network, and a computer read 
able medium comprising one or more Sequences of instruc 
tions for generating routing information which instructions, 
when executed by one more processors, cause the one or 
more processors to perform the Steps of the method of any 
of claims 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 1112, 13, 14 or 15. 


