I *I Innovation, Sciences et Innovation, Science and CA 2953612 C 2019/05/14

Déeveloppement economique Canada Economic Development Canada
Office de |la Propriete Intellectuelle du Canada Canadian Intellectual Property Office (1 1)(21) 2 953 61 2
12 BREVET CANADIEN
CANADIAN PATENT
(13) C
(22) Date de depot/Filing Date: 201//01/05 (51) Cl.Int./Int.Cl. HO4L 29/10 (2006.01),
L . : _ B64D 47/00 (2006.01), GO6F 13/00 (2006.01),
(41) Mise a la disp. pub./Open to Public Insp.: 201//07/08 HO4L 12/413 (2006.01), HO4L 12/935 (2013.01)
(45) Date de delivrance/lssue Date: 2019/05/14
(72) Inventeurs/Inventors:
(30) Prioritée/Priority: 2016/01/08 (US514/990,965) VAN STENSEL, JONATHAN PAUL, US:

HOLMWOOD, COLIN, US;
MOLLING, HARRY, US

(73) Propriéetaire/Owner:
GE AVIATION SYSTEMS LLC, US

(74) Agent: CRAIG WILSON AND COMPANY

(54) Titre : FOURNITURE D'UNE INTERFACE DESTINEE A UN MECANISME DE TRANSFERT DE DONNEES D'AVIONIQUE
(54) Title: PROVIDING AN INTERFACE FOR AN AVIONICS DATA TRANSFER SYSTEM

1R o 300
\ PARTITION PARTITION

PORT PORT 2 PORT | PORT 2 PORT 3

308 [Tk Af_p‘g:I Y] T ADY | AN
L PoR PORT 2 PORT3 | |_PORT4 | | PORTS |~ ggng?(EAFDX (OMMUNICATION
310 ' -
~ SOURCE UDP PORT
- + SOURCE IP ADDRESS
38 OO SOURCE MAC ADDRESS
a9 END-SYSTEM
[ | e 531
EpsyTEN 18 - MW’ TLEDSYSTERY, |
MACT 2 S =T ADDRESS T
310 AN 310
</

3~ 1P 10~ = DEST UDP PORT —>
UDP 2 _A\_UDP + DEST [P ADDRESS
Y < DESTAFDX ——»

AFDX COMMUNICATION PORT
PORT 4

AFDX
PORT 3

PARTITION PARTITION PARTITION PARTITION

(57) Abrege/Abstract:

Systems and methods for providing an efficient and configurable port interface in an avionics data transfer system (100) are
provided. For instance, in one embodiment a set of virtual ports associated with an avionics data transfer system (100) can be
defined. At least as a subset of the virtual ports can be mapped to one or more addresses (402) in a memory space associated with
the data transfer system (100), such that each virtual port has a fixed definition in the memory space. One or more of the virtual
ports can then be associated with one or more physical ports (308) associated with an interface between a host computing device

(202) and an end system (200) in the data transfer system (100) by specifying for the one or more virtual ports a plurality of port
parameters that define the respective one or more physical ports (308).
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ABSTRACT

Systems and methods for providing an efficient and configurable port interface
in an avionics data transfer system (100) are provided. For instance, in one embodiment a
set of virtual ports associated with an avionics data transfer system (100) can be defined.
At least as a subset of the virtual ports can be mapped to one or more addresses (402) in a
memory space associated with the data transfer system (100), such that each virtual port
has a fixed definition in the memory space. One or more of the virtual ports can then be
assoclated with one or more physical ports (308) associated with an interface between a
host computing device (202) and an end system (200) in the data transfer system (100) by
specitying for the one or more virtual ports a plurality of port parameters that define the

respective one or more physical ports (308).
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PROVIDING AN INTERFACE FOR AN AVIONICS DATA TRANSFER SYSTEM

FIELD OF THE INVENTION

[0001] The present subject matter relates generally to avionics data transfer systems.

BACKGROUND OF THE INVENTION

[0002] Aircrafts and other vehicles may include a plurality of onboard computing
systems that provide information to a user. For instance, an aircraft may include computing
systems associated with autopilot, inertial platform, heads-up display, flight control, global
positioning, tire pressure monitoring, and/or various other suitable applications.
Transferring data between such onboard computing systems has become increasingly
important in recent years. In particular, some control systems associated with an aircraft

may rely on having complete and up-to-date data in a timely manner.

[0003] Conventional avionics data transfer systems may include one or more host
computing devices communicating via one or more full-duplex Ethernet switches. For
instance, the Avionics Full Duplex Switched Ethernet (AFDX) is a standard that defines
electrical and protocol specifications (e.g., IEEE 802.3 and ARINC 664 part 7) for data
exchange between avionics computing systems. Typical AFDX systems may include one
or more avionics subsystems, an ADFX interconnect (e.g., one or more full-duplex,
switched Ethernet switching devices) and one or more end systems configured to provide

an interface between the avionics subsystems and the AFDX interconnect.
BRIEF DESCRIPTION OF THE INVENTION

10004 ] Aspects and advantages of embodiments of the present disclosure will be set
forth in part in the following description, or may be learned from the description, or may

be learned through practice of the embodiments.
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[00035] One example embodiment of the present disclosure is directed to a method of
configuring an avionics data transfer system associated with an aircraft. The method
includes defining a set of virtual ports associated with an avionics data transfer system.
The method further includes mapping at least a subset of virtual ports in the set of virtual
ports to one or more addresses in a memory space associated with the avionics data transfer
system, such that each virtual port is allocated to a fixed definition in the memory space
associated with the avionics data transfer system. The method further includes associating
one or more virtual ports of the at least a subset virtual ports with one or more physical
ports associated with an interface between a host computing device and an end system in
the avionics data transfer system by assigning to the one or more virtual ports a plurality

of port parameters that define the respective one or more physical ports.

[0006] Another example aspect of the present disclosure is dirccted to an avionics data
transfer system. The data transfer system includes one or more host computing devices
configured to transmit and receive data packets over the avionics data transfer system. The
data transfer system further includes one or more switching devices configured to receive
one or more data packets from the one or more host computing devices and to transmit the
data packets to an intended destination. The data transfer system further includes one or
more end systems, each configured to provide a communications interface between a host
computing device and at least one of the one or more switching devices. Each of the one
or more end systems 1s further configured to establish a port interface between the end
system and a host computing device by defining a set of virtual ports associated with the
end system, mapping at least a subset of virtual ports in the set of virtual ports to one or
more addresses in a memory space associated with the end system, such that each virtual
port 1s allocated to a fixed definition in the memory space, and associating one or more
virtual ports of the at least a subset of virtual ports with one or more physical ports
associated with the interface between the host computing device and the end system by

assigning to the one or more virtual ports a plurality of port parameters used to

communicate with the respective one or more physical ports.
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[0007]  Yet another example aspect of the present disclosure is directed to an end
system 1n an avionics data transfer system. The end system is configured to provide a
communications interface between a host computing device and at least one switching
device in the avionics data transfer system by defining a set of virtual ports associated with
the end system, mapping at least a subset of virtual ports in the set of virtual ports to one
or more addresses in a memory space associated with the end system, such that each virtual
port 1s allocated to a fixed definition in the memory space, and associating one or more
virtual ports of the at least a subset of virtual ports with one or more physical ports
associated with the interface between the host computing device and the end system by
specitying for the one or more virtual ports a plurality of port parameters used to

communicate with the respective one or more physical ports.

[0008] Variations and modifications can be made to these example aspects of the

present disclosure.

0009} These and other features, aspects and advantages of various embodiments will
become better understood with reference to the following description and appended claims.
The accompanying drawings, which are incorporated in and constitute a part of this
spectfication, illustrate embodiments of the present disclosure and, together with the

description, serve to explain the related principles.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] Detailed discussion of embodiments directed to one of ordinary skill in the art

are set torth in the specification, which makes reference to the appended figures, in which:

[0011] FIG. 1 depicts an example data transfer system according to example

embodiments of the present disclosure.

[0012] FIG. 2 depicts an example avionics computing system according to example

embodiments of the present disclosure.
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[0013] FIG. 3 depicts example port configurations in a data transfer system according

to example embodiments of the present disclosure.

[0014] FIG. 4 depicts an example virtual port configuration 1n a data transfer system

according to example embodiments of the present disclosure.

[0015] FIG. 5 depicts a flow diagram of an example method of configuring a port
interface 1n an avionics data transfer system according to example embodiments of the

present disclosure.
DETAILED DESCRIPTION OF THE INVENTION

[0016] Reference now will be made 1n detail to embodiments of the invention, one or
more examples of which are illustrated in the drawings. Each example is provided by way
of explanation of the invention, not limitation of the mvention. In fact, it will be apparent
to those skilled in the art that various modifications and variations can be made in the
present invention without departing from the scope of the invention. For instance, features
1llustrated or described as part of one embodiment can be used with another embodiment
to yield a still further embodiment. Thus, it 1s intended that the present invention covers
such modifications and variations as come within the scope of the appended claims and

their equivalents.

[0017] Example aspects of the present disclosure are directed to providing an etficient

interface for one or more ports of an end system in an avionics data transter system. For
instance, a set of memory mapped virtual ports can be defined for an end system in an
avionics data transfer system. At least one virtual port in the set of virtual ports can be
allocated to or otherwise associated with a physical port associated with an interface
between the end system and a host computing device in the avionics data transfer system.
For instance, in some 1implementations, each virtual port in the set of virtual ports can be
allocated to a physical port. For instance, the virtual ports can be configured to associate

the virtual port with one or more parameters that define the physical port. The virtual port
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can further be associated with one or more memory buffers and/or registers (e.g., control
registers, status registers, time offset registers, error count registers, message registers, etc.)

required for communication with the physical port.

[0018] The avionics data transfer system can be an avionics full-duplex switched
Ethernet data network. In some implementations, each virtual port of the set of virtual
ports can have a fixed definition in a memory space associated with the end system. The
fixed definition in the memory space can specify one or more memory addresses associated
with the virtual port. As indicated, one or more parameters can then be associated with the
virtual port. For instance, the one or more parameters can define, at least in part, a physical
port. In some implementations, the one or more parameters that define the physical port
can include one or more virtual links, one or more sub-virtual links, a user datagram
protocol (UDP) source port, a UDP destination port, a destination partition and/or various

other suitable parameters associated with the physical port.

[0019] The host computing device can include one or more partitions. Each partition
can be associated with an avionics subsystem in the data transfer system. Each avionics
subsystem can be associated with one or more applications, such as autopilot, inertial
platform, heads-up display, flight control, global positioning, tire pressure monitoring,
and/or various other suitable applications. The partitions can provide isolation between the
subsystems within the same host computing device. Insome implementations, the isolation

can be achieved by restricting the memory address space of each partition and by placing

limits on the amount of processing time that is allotted to each partition. In this manner, a
subsystem running in one partition on the host computing device will not affect subsystems

running in the other partitions on the host computing device.

10020] The applications associated with each partition can communicate with each
other and/or with other subsystems associated with other host computing devices by
sending messages using communication ports. In some implementations, each subsystem
may determine such communication messages based at least in part on signals received

from one or more controllers, sensors, actuators, etc. associated with the subsystem. Each

5
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communication port can be configured as a sampling port, a queuing port, or a service

access point port. Each communication port can further be configured as a recerve port or

a transmit port.

[0021] As indicated above, a communication port can be allocated to a memory
mapped virtual port by assigning one or more port parameters associated with the
communication port to the virtual port. In some implementation, each communication port
and/or associated virtual port can be associated with a single partition ot the host computing
device. In such implementations, a memory management unit (MMU) can be used to

manage access by the partitions to the associated communication ports.

[0022] In some implementations, the virtual ports can be statically allocated by the
MMU. For instance, the MMU can allocate the virtual ports using various suitable paging
techniques (e.g., using 4k page boundaries). In some implementations, thé MMU can be
used to translate one or more virtual memory addresses associated with the end system to
one or more physical memory addresses. For instance, in some implementations, the MMU
can map one or more contiguous virtual memory addresses to one or more noncontiguous
physical memory spaces. In particular, by allocating the port intertace contiguously, each
partition can have protected access to the associated ports through use of the MMU. In this
manner, each partition can have protected access to the partition’s associated ports without
requiring system calls to an operating system associated with the end system and/or the

host computing device.

[0023] In some implementations, each virtual port can be individually addressable. For
instance, as indicated above, each virtual port can include a unique set of buffers and
rcgisters necessary to intertace with the associated physical port. In this manner, the virtual
port can act as a “window” into the physical port. For instance, data can be written to a

memory region associated with the virtual port and this data can then be associated with

the physical port.
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[0024] Each port can be managed on a virtual port basis. For instance, transmission
ports can be managed on a virtual port basis. In this manner, the end system can manage
the transmission of data using the transmission ports by providing a unique interface for
one or more partitions assoclated with an end system. Similarly, received data can be
mapped to a virtual receive port. The data can then be associated with the corresponding
physical port based atl least in part on the parameters specified by the virtual port. For
instance, after the virtual ports have been initialized, the virtual ports can be used as a proxy

for the corresponding physical ports.

[0025] With reference now to the figures, example aspects of the present disclosure
will be discussed in more detail. For instance, FIG. 1 depicts an overview of an avionics
full-duplex switched Ethernet data network 100 according to example embodiments of the
present disclosure. Data network 100 includes a full-duplex switching device 102, end
systems 104, 106, 108, and host computing devices 105, 107, 109. As shown, end systems
104, 106, 108 can provide an interface between host computing devices 105, 107, 109, and
switching device 102. In this manner, host computing devices 105, 107, 109 may transmit
data over the network (e.g., to switching device 102) using one or more communication
ports assoctated with end systems 104, 106, 108. End systems 104, 106, 108 can transmit
the data to switching device 102 via one or more full-duplex communication links.
Switching device 102 can then route the data to one or more intended destinations. For
instance, data recetved from host computing device 105 may be routed to host computing
device 107, host computing device 109, or other computing device associated with the data
network 100. In this manner, 1t will be appreciated that, although only three host computing
devices are depicted in FIG. 1, switching device 102 may communicate with any suitable
number of host computing devices without deviating from the scope of the present
disclosure. It will be further appreciated that, although only one switching device 102 is
depicted, data network 100 may include any suitable number of switching devices without

deviating from the scope of the present disclosure.
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10026] Each host computing device may be associated with one or more applications.
For instance, as shown, host computing device 105 is associated with an autopilot
application and host computing device 107 is associated with a heads-up display

application. Host computing device 109 can be associated with various other systems

and/or applications.

[0027] Host computing devices 105, 107, 109 can determine one or more data
messages and can transmit the data messages to switch device 102 through the
corresponding end systems 104, 106, 108. For instance, as indicated the data messages
may be transmitted to switching device 102 through a full-duplex link, such as two category
5 UTP twisted pairs. The data messages can be received by switching device 102 through
receive buffers 110. In some implementations, receive buffers 110 can store multiple data
packets 1n first-1n, first-out (FIFO) order. The data packets can be provided to an I/O

processing unit 112 via a memory bus.

[0028] In some implementations processing unit 112 can be configured to analyze each
packet stored in receive buffers 110 and to determine a destination address for the packets.
For instance, in implementations, wherein the receive buffers 110 are FIFO buffers,
processing unit 112 can analyze each arriving packet based at least in part on the order of
arrival of the packets. In some implementations, processing unit 112 can determine the
destination address for the packets based at least in part on a virtual link identifier (VLID)

encoded in the packet. The VLID can be indicative of a source end system and one or more

destination end systems associated with the data packets.

[0029] Once the VLID for a packet is determined, the packet can be provided to a
forwarding table 114. Forwarding table 114 can indicate one or more transmit buffers 116
to which the packet should be sent. For instance, forwarding table 114 can provide a
mapping of VLIDs to transmission buffers 116 and/or destination end systems. The packet
can then be copied to the appropriate transmission buffer(s) through the memory bus, and
transmitted on an outgoing link associated with the transmission buffer. For instance, the

outgoing link may link the switch to an end system or to another switching device. Similar

8
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to receive buffers 110, in some implementations, transmission buffers 116 can be FIFO
buffers. In such implementations, the data packets can be transmitted by the transmission

buffers 116 based at least in part on the order of arrival at the transmission buftters.

[0030] As described above, in some implementations, a host computing device 105,
107, 109 may be associated with multiple applications. For 1nstance, a host computing
device 105, 107, 109 may include two or more subsystems. Each subsystem can be
associated with an independent application. In some implementations, the subsystems can
be implemented as partitions of the host computing device. For instance, FIG. 2 depicts an
end system 200 interfacing with a host computing device 202 that includes three

independent partitions.

[0031] As 1ndicated, end system 200 can provide a connection between host
computing device 202 and a switching device 204. Switching device 204 can correspond
to switching device 102 of FIG. 1 or other switching device. Host computing device 202
supports subsystems 206, 208, 210. As indicated, subsystems 206, 208, and 210 can be
implemented as partitions 1, 2, and 3, respectively. Partitions 1-3 can provide isolation
between subsystems 206-210 within host computing device 202. For instance, the isolation
can be achieved by restricting the address space ot each partition. The isolation can further
be achieved by restricting the time allotted to each partition. In this manner, partitions 1-3

can correspond to spatial partitions and/or temporal partitions.

[0032] As shown, partitions 1-3 may be configured to receive one or more signals from
one or more controllers, sensors, and/or actuators. Partitions 1-3 may further be configured
to determine one or more data messages based at least in part on such signals, and to
provide the data messages to one or more other computing devices over the data network.
As described above, such data messages may be transmitted or received through
communication ports associated with one or more end systems and/or switching devices in

a data network.

[0033] For 1instance, FIG. 3 depicts port configurations of end systems 302,

304, 306 1n a data network 300. For instance, each end system 302, 304, 306 includes
9
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communication ports 308, and UDP ports 310. Data network 300 further includes virtual
links 312, 314, and 316. As shown, virtual links 312, 314, 316 provide a link from end
system 302 to end system 304 and/or end system 306. It will be appreciated that data
network 300 can include any suitable number of virtual links between end syétems 302,
304, 306. It will be appreciated that, although no switching device is depicted in FIG. 3,
virtual links 312, 314, 316 may be routed through one or more switching devices, such as

switching device 102, or switching device 204.

[0034] End systems 302, 304, 306 can interface with one or more partitions associated
with a host computing device. As shown each partition may include one or more API ports
318. Each API port 318 may correspond to a communication port 308. Each
communication port 308 may further correspond to a UDP port 310. In some
implementations, each partition can have one source IP address and one destination IP
address associated with each communication port. In this manner, a partition can have
multiple IP addresses corresponding to multiple communication ports. In some
implementations, an AFDX message can be identified by its associated UDP soutrce and
destination port numbers, its IP source and destination addresses as well as its MAC

destination address which encodes the VL.

[0035] In some implementations, each communication port can be configured as a
sampling port, a queuing port, or a service access point (SAP) port. For instance, each

partition can be configured operate in accordance with the ARINC-653 protocol. ARINC-
653 detines sampling and queuing ports. End systems 302, 304, 306 can be configured (o

provide a suitable communications interface for supporting sampling and queuing ports.
For 1nstance, end systems 302, 304, 306 can operate in accordance with the ARINC-664
protocol (Part 7). ARINC-664 defines sampling and queuing ports to correspond to the
ARINC-653 sampling and queuing ports, respectively. ARINC-664 further provides SAP
ports that can be used for communication between components in the avionics full-duplex

switched Ethernet (AFDX) data network and non-AFDX components.

10
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[0036] A sampling port can include buffer storage for a single message. In this
manner, arriving messages may overwrite a message currently stored in the buffer.
Reading a message from a sampling port does not remove the message from the buffer. In
this manner, a message stored in the sampling port can be read multiple times. A queuing
port can include sufficient storage for multiple messages. For instance, the number of
messages that the queuing port is capable of storing can be specified as a configuration
parameter. New messages can be appended to the buffer queue. Reading from a queuing

port removes the message from the queue (e.g., on a FIFO basis).

[0037] As described above, one or more virtual ports may be defined and associated
with one or more communication ports of an end system. For instance, FIG. 4 depicts a set
of virtual ports according to example embodiments of the present disclosure. In particular,
FIG. 4 depicts receive (Rx) ports A, B, C, D, and transmit (Tx) ports A, B, C, D. As shown,
each port has a corresponding virtual port. For instance, virtual receive port 0 corresponds

to Rx port C, virtual receive port 1 corresponds to Rx port D, etc.

[0038] In this manner, the set of virtual ports can be defined and memory mapped to
one or more memory addresses 400 1n a memory space associated with the end system. In
this manner, each virtual port in the set of virtual ports may be configured to have a fixed
definition in the memory map associated with the end system. The virtual ports can be
configured individually and assigned specific port parameters. Each virtual port can further

be associated with a unique set of buffers and/or registers necessary for communication

with the corresponding Rx or Tx port.

[0039] Each memory mapped virtual port can be accessed independently. In this
manner, the virtual ports can act as a “window” into the Rx and Tx ports. The parameters
assoclated with a virtual port can define the corresponding Rx or Tx port associated with
virtual port. For instance, the port parameters can include parameters indicative of a virtual
link, a sub-virtual link, a UDP source port, a UDP destination port, a destination partition,

ctcC.

11
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100407} Creating and allocating the virtual ports can simplify the interface between the
end system and the host computing device. As described above, each Tx or Rx port can be
associated with a subsystem partition associated with the host computing device. In some
implementations, each virtual port can be allocated to a contiguous address space using a
memory management unit (MMU). In this manner, each partition can have protected
access to 1ts associated ports through use of the MMU without requiring a system call to

the operating system associated with the end system and/or host computing device.

[0041] The Tx and Rx ports can be managed on a virtual port basis. For instance, for
transmission by a Tx port, the end system may assign a port identifier to the message at
transmission of the message based at least in part on the corresponding virtual port. As
another example, for reception by an Rx port, each received message can be mapped to the

virtual port. In this manner, the message can be associated with the virtual port.

(0042] FIG. 5 depicts a flow diagram of an example method (500) of providing a virtual
port interface for an end system of an avionics data transfer system according to example
embodiments of the present disclosure. The method (500) can be implemented using one
or more computing devices, such as one or more of the computing devices of FIGS. 1 and
2. The method or portions of the method can be implemented at least in part by other
devices or components without deviating from the scope of the present disclosure. In
addition, FIG. 5 depicts steps performed in a particular order for purposes of illustration

and discussion. Those of ordinary skill in the art, using the disclosures provided herein,

will understand that various steps of any of the methods disclosed herein can be modified,
rearranged, omitted, expanded, and/or adapted in various ways without deviating from the

scope of the present disclosure.

[0043] At (502), method (500) can include defining a set of virtual ports associated
with an end system of an avionics full-duplex switched Ethernet (AFDX) data network.
As described above, the AFDX data network may include one or more host computing
devices and one or more switching devices. The data network can further include one or

more end systems configured to provide an interface between the host device(s) and the

12
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switching device(s). In particular, the host device(s) can be configured to communicate

with the switching device(s) through one or more communication ports associated with the

end system(s).

[0044] The set of virtual ports can include any suitable number of virtual ports. For
instance, in some implementations, the number of virtual ports can be determined based at
least 1n part on one or more system configurations of the data network and/or on an amount
of available memory space in the end system. In some implementations, a fixed number
of virtual ports can be specified for an end system. The virtual ports may then be enabled

or disabled based at least in part on one or more system requirements.

[0045] At (504), method (500) can include mapping each virtual port to one or more
memory addressees in a memory space associated with the end system. In particular,
mapping each virtual port to one or more memory addresses in the memory space can
include allocating or assigning each virtual port in the set of virtual ports a fixed definition
in the memory space. In some implementations, a subset of the virtual ports can be mapped
to the memory space. For instance, the virtual ports may be mapped to the memory space
based at least in part on one or more port configurations associated with the end system.
In some implementations, the amount of allotted memory s.pace can be determined based
at least 1n part on the size of data messages to be communicated through the data network.
For instance, the size of the memory space can be fixed to allow the largest message size

(e.g., 8 kilobytes) along with any necessary registers.

[0046] At (506), method (500) can include identifying one or more system
configurations associated with the data network. For instance, the system configurations
can 1nclude a number of host computing devices, switching devices, end systems,
partitions, etc., to be implemented in the data network. The system configurations can
further include a number of physical ports that are implemented in the end system, and/or
a number of ports that will be enabled to communicate with switching device(s) and/or host
computing device(s). In this manner, the set of virtual ports can be tailored to the system

requirements and/or characteristics of the data network.

13
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[0047] At (508), method (500) can include associating one or more virtual ports in the
set of virtual ports with one or more physical ports of the end system based at least in part
on the one or more system configurations. For instance, the virtual ports can be associated
with one or more physical ports that will be implemented within the data network as
indicated by the one or more system configurations. In particular, associating one or more
virtual ports with one or more physical ports can include specifying, assigning or otherwise
allocating one or more port parameters defining the corresponding physical ports to the
virtual ports. As described above, the port parameters can include virtual link parameters,
sub-virtual link parameters, a UDP source port, a UDP destination port, a destination
partition, etc. In this manner, the parameters of the physical port can be associated with

the corresponding memory mapped virtual port.

[0048] The one or more virtual ports may further be configured to be associated with
one or more buffers and/or registers used by the physical ports. For instance, a virtual port
may be associated with each bufter and/or register required for interfacing with the
corresponding physical port. In this manner, the one or more virtual ports may be assigned
or allocated one or more buffers and/or registers and can act as an independent window or

proxy tor the physical port.

[0049] In some 1mplementations, the virtual ports can be allocated contiguously using
an MMU. In this manner, each partition associated with the physical port can have

unprotected access to the corresponding virtual ports (e.g., and thereby with the

corresponding physical ports) through the MMU without needing the port access to be

managed by the operating system.

[0050]  Although specific features of various embodiments may be shown in some
drawings and not in others, this is for convenience only. In accordance with the principles
of the present disclosure, any feature of a drawing may be referenced and/or claimed in

combination with any feature of any other drawing.

14
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[0051] While there have been described herein what are considered to be preferred and
exemplary embodiments of the present invention, other modifications of these

embodiments falling within the scope of the invention described herein shall be apparent

to those skilled in the art.

15
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WHAT IS CLAIMED IS:

1. A method of providing a virtual port interface for an end system in an
avionics data transfer system associated with an aircraft and including at least one end
system having one or more communication ports associated therewith, the method
comprising:

defining a set of virtual ports for the at least one end system of the avionics data
transfer system wherein each virtual port of the set of virtual ports is associated with a
corresponding communication port of the one or more communication ports;

mapping at least a subset of virtual ports in the set of virtual ports to a fixed
definition in a memory space associated with the at least one end system of the avionics
data transfer system, such that the fixed definition in the memory space specifies one or
more memory addresses associated with each virtual port of the subset of virtual ports;

associating one or more virtual ports of the at least a subset of virtual ports with
one or more physical ports associated with an interface between a host computing device
and an end system in the avionics data transter system by assigning to the one or more
virtual ports a plurality of port parameters that define the respective one or more physical
ports; and

managing, via the one or more virtual ports, the one or more physical ports by
mapping each message to be transmitted and received via the one or more physical ports,

at the transmission thereof to each virtual port via the at least one end system.

2. The method of claim 1, wherein associating one or more virtual ports of
the at least a subset of virtual ports with one or more physical ports comprises associating
the one or more virtual ports with one or more memory buffers or memory registers

associated with the respective one or more physical ports.

3. The method of claim 1, wherein the avionics data transfer system
comprises an avionics full-duplex switched Ethernet data network, and wherein the at least

one end system provides a communications interface between the host computing device

16
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and a switching device associated with the avionics full-duplex switched Ethernet data

network.

4. The method of claim 1, wherein the plurality of parameters that define
the respective one or more physical ports comprise parameters associated with a virtual
link, a sub-virtual link, a UDP source port, a UDP destination port, or a destination

partition.

S. The method of claim 1, wherein each virtual port of the set of virtual

ports 1s individually addressable.

6. The method of claim 1, wherein each virtual port of the at least a subset

of virtual ports is allocated to a contiguous address space.

7. The method of claim 6, wherein each virtual port of the at least a subset

of virtual ports is allocated using a memory management unit.

8. The method of claim 7, wherein the host computing device comprises at
least two partitions, each partition associated with an independent application associated

with the avionics data transfer system.

9. The method of claim 8, wherein each partition is associated with at least

one of the one or more physical ports.

10.  The method of claim 9, wherein the memory management unit manages

access by each partition to the at least one of the one or more physical ports associated with

the partition.

11.  The method of claim 1, further comprising identifying one or more
system configurations associated with the data transfer system, and wherein associating
one or more virtual ports of the at least a subset of virtual ports with one or more physical

ports comprises associating one or more virtual ports of the at least a subset of virtual ports
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with one or more physical ports based at least in part on the one or more system

configurations.

12.  An avionics data transfer system comprising:
one or more host computing devices configured to transmit and receive data
packets over the avionics data transter system;
one or more switching devices configured to receive one or more data packets
from the one or more host computing devices and to transmit the data packets to an intended
destination; and
one or more end systems, each comprising one or more communication ports,
and configured to provide a communications interface between a host computing device
and at least one of the one or more switching devices, each of the one or more end systems
further configured to establish a port interface between the end system and a host
computing device by:
defining a set of virtual ports for the end system wherein each virtual port
of the set of virtual ports is associated with a corresponding communication port of the one
Or more communication ports;
mapping at least a subset of virtual ports in the set of virtual ports to a
fixed definition in a memory space associated with the end system, such that the fixed
definition in the memory space specifies one or more memory addresses associated with
each virtual port of the subset of virtual ports;
associating one or more virtual ports of the at least a subset of virtual
ports with one or more physical ports associated with the interface between the host
computing device and the end system by assigning to the one or more virtual ports a
plurality of port parameters used to communicate with the respective one or more physical
ports; and
managing, via the one or more virtual ports, the one or more physical ports by
mapping, each message to be transmitted and received via the one or more physical ports,

at the transmission thereof to each virtual port via the end system.
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13.  The avionics data transfer system of claim 12, wherein associating one
or more virtual ports of the at least a subset of virtual ports with one or more physical ports
comprises associating the one or more virtual ports with one or more memory buffers or

memory registers associated with the respective one or more physical ports.

14.  The avionics data transfer system of claim 12, wherein the plurality of
parameters that define the respective one or more physical ports comprise parameters
associated with a virtual link, a sub-virtual link, a UDP source port, a UDP destination port,

or a destination partition.

15.  The avionics data transfer system of claim 12, wherein each virtual port
of the at least a subset of virtual ports is allocated contiguously using a memory

management unit.

16.  The avionics data transfer system of claim 15, wherein access to the
virtual ports by the one or more host computing devices is managed by the memory

management unit.

17.  Anend system in an avionics data transfer system, the end system having
one or more communication ports associated therewith, and configured to provide a
communications interface between a host computing device and at least one switching
device in the avionics data transfer system by:

defining a set of virtual ports for the end system wherein each virtual port of the
set of virtual ports is associated with a corresponding communication port of the one or
more communication ports;

mapping at least a subset of virtual ports in the set of virtual ports to a fixed
definition in 2 memory space associated with the end system, such that the fixed definition
in the memory space specifies one or more memory addresses associated with each virtual

port of the subset of virtual ports;
associating one or more virtual ports of the at least a subset of virtual ports with
one or more physical ports associated with the end system by specifying for the one or

more virtual ports a plurality of port parameters used to communicate with the respective
19
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one or more physical ports and one or more butfers or registers required to interface with
the respective one or more physical ports; and

managing, via the one or more virtual ports, the one or more physical ports by
mapping each message to be transmitted and received via the one or more physical ports at

the transmission thereof to each virtual port via the end system.

18.  The end system of claim 17, wherein the plurality of parameters that
define the respective one or more physical ports comprise parameters associated with a
virtual link, a sub-virtual link, a UDP source port, a UDP destination port, or a destination

partition.

19.  The end system of claim 17, wherein each virtual port of the at least a

subset of virtual ports is allocated contiguously using a memory management unit.

20.  The end system of claim 19, wherein access to the virtual ports by the

one or more host computing devices is managed by the memory management unit.
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