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(57) Abstract: In one embodiment, a method includes providing for presentation to a user a number of content objects. Some of the
content objects are socially relevant to the user and some of the content objects are socially irrelevant to the user. The method also
includes receiving input indicating a selection of one of the content objects by the user; determining whether the content object se -
o lected by the user is socially relevant to the user; authenticating the user if the content object selected by the user is socially relevant
to the user; and declining to authenticate the user if the content object selected by the user is socially irrelevant to the user,
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SOCIAL AUTHENTICATION

THCHNICAL FIELD

(1] This disclosure generally relates to & metbod for authenticating nsers,

BACKGROUND

21 A social-networking sysiern, which may include a social-networkiog
website, may enable its users (such as persons or organizations) to inleract with
it and with each other through it. The social-ueiworking system may, with input
from a user, create and store in the soctal-networking system a user profile as-
sociated with the nser. The user profile may include demographic information,
communication-channel information, and information on personal interests of
the user, The soctal-networking svstem may also, with toput from a user, creale
and store a record of relationships of the user with other users of the social-
networking system, as well as provide services (o.g. wall posts, photo-sharing,
event organization, messaging, games, or advertisements) to facilitate social
interaction between or among users.

i3] The social-networking system may transmit over one or more networks
content or messages related to s services to a mobile or other computing de-
vice of a user. A user may also install software applications on a mobile or oth-
er computing device of the user for accessing a user profile of the user and oth-
er data within the social-networking system. The social-networking system may
generate a personalized set of content objects to display to a user, such as a
newsfeed of aggregated stories of other users connected to the user.

(47 A mobile computing device

such as a smartphone, tablet computer, or
laptop compuicr—rmay include functionality for determining its location, direc-
tion, or orientation, such as a GPS receiver, compass, or gyrpscope. Such a de-
vice may also include functionality for wireless communication, such as
BLUETOGOTH communicaiion, near-field communication (NFC), or infrared
(IR) communication oy communication with a wireless local area networks
{WLANs) or cellular-telephone network, Such s device may also include one

or more cameras, scanners, touchscreens, microphones, or speakers. Mobils
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computing devices may also execute software applications, such as games, web
browsers, or social-networking applications. With social-networking applica-
tions, users may connect, communicate, and share information with other users

in their social networks,

SUMMARY OF PARTICULAR EMBODIMENTS

{5} In particulsr embodiments, the user may be authenticated based on in-
formation associated with the social graph of the user. In particular embaodi-
ments, the user may select or tap on one or more profile photos of friends from
among a facepile that aiso includes photos of random users, displayed on the
mobhile device or web browser. Other examples of social authentication may be
selecting one or more status updates made by the user from a set of random sia-
tus updates, selecting check-in locations posted by the user, selecting photoes
uploaded by the user, seleciing communities or groups of the user, ele. or apy
combination of these, In particular embodiments, the user may gain access (o
the social network through a web browser or unlock a mobiie device based on
the authentication,
{6} in an embodiment of the invention a methed for authenticating users of a
social-networking system or of a third-party system or of a ¢lient system, in
particular for preventing unauthorized usage of the social-networking system or
parts thereol or of the third-party system or of the client system is provided,
COMpPrises:

by at least one computing device,

providing for presentation to a user a plurality of content objects, one or
more of the content objects being socially relevant to the user, one or more of
the content objects being socially irrelevant to the user;

receiving input indicating a selection by the user of one or more of the
content objects;

deiermining, in particular by a server computing device, whether the
content obiects selected by the user are socially relevant to the user;

authenticating the user if the content objects selecied by the user are so-

ciglly relevant to the user; and
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declining to authenticate the user it one or more of the content objects
selected by the user is or are socially irrelevaunt to the user,

wherein one or more of the coptent objects being socially relevant to the
user based on social-graph information associasted with the user oy another user
with a relationship with the user,

wherein one or more of the content objects being socially irrelevant to
the user based on social-graph information associgted with an user without a
relationship with the user and/or chosen at random,

wherein the social graph comprises a plurality of nodes and edges con-
necting the nodes stored in one or more data stores, such as a social-graph da-
tabase: and at least one node in the graph corresponding to the user or each us-
er,
{71 Preferably at least one computing device is a client computing device.
18] 1o a further embodiment determining whether the content objects select-
ed by the user are socially relevant to the user comprises:

sending an indication of the selection by the user to a server computing
device; and

receiving from the server computing device an indication of whether the
content objects selecied by the user are socially refevant to the user.
191 An embodiment may comprise presenting the plurality of content obiects
to the user on a display of the computing device, and wherein the content ob-
ject based on social-graph information comprises:

user node information like his or her name; profile picture; contact in-
formation; birth date; sex; marital status; family status; employment; education
background; preferences; interesis or other demographic information,

and/or concept node information like a place {e.g. movie theater, restau-
rant, landmark or city); a website {e.g, a website associated with social-
network system or a third-party website associated with a web-application
server); an entity {e.g. a person, business, group, sports team or celebrity}); a
resource {e.g. audio file, video file, digital photo, text file, structured docu-
ment, or application) which may be located within social-networking system or

on an external server, such as a web-application server; real or intellectual
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property {.g. scuipture, painting, movie, game, song, idea, photograph, or
written work): a game; an activity; an idea or theory; anocther suitable con-
cept or two or more such concepts,

and wherein the information is provided by a user or gathered by various
systems, including a social-networking system.
1101 Authenticating the user particularly comprises suthenticating the user to
the computing device and/or unlocking the computing device,
{11] In an additional embodiment the method further comprises selecting one
or more conient objects socially relevant o the user stored on a social-
networking svstem based on social-graph information associated with the user.
112} The client computing device can be a mobile device,
1131 In s further embodiment the method comprises:

by at least one server computing device,

sending data to a client computing device corresponding to a plurality of
content objects, one or more of the content objects being socially relevant to g
user, one or more of the content obiects being socially lrrelevant fo the user;

receiving input from the client computing device indicating a selection
by the aser of one or more of the content objects;

sending an indication to the clent computing device of whether the con-
tent objects selocted by the user are socially relevant to the user, the user beiug
authenticated by the client computing device based at least in part on whether
the content objects selected by the user are socially relevant to the user,

wherein determining whether the content objects selected by the user are
socially relevant to the user based on social-graph information associated with
the user or another user with a relationship with the user,

wherein one or more of the content objects being socially irrelevant to
the user based on social-graph information associated with an user without a
relationship with the user and/or chosen at random,

wherein the social graph comprises a plurality of nodes and edges con-
necting the nodes stored in one or more data stores, such as a social-graph da-
tabase; and

at least one node in the graph corresponding to the uyser or each user,
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(14} In a further embodiment of the invention one or more computer-readable
non-transitory storage media are provided embodying logic configured when
executed to perform a method according to any of the above mentioned embod-
Imenis,
{15} In a further embodiment of the invention a system comprises: ong or
more processors; and a mwemory coupled to the processors comprising instrue-
tions excountable by the processors, the processors operable when exescuting the
instructions to perform a method according to the invention or any of the above
mentioned embodiments.
1161 In a further embodiment of the invention which can be claymed also 2
method comprises:
by a computing device, providing for presentation to a user a pharality of con-
tent objects, one or more of the content objects being socially relevant to the
user, one or more of the content obiects being socially irrelevant to the user;

by the computing device, receiving input indicating a selection by the
user of one or more of the content ebjects;

by the computing device, determining whether the conlent objects select-
ed by the user are socially relevant to the user;

by the computing device, suthenticating the user if the content objects
selected by the user is socially relevant to the user; and

by the computing device, declining to authenticate the user if one ot
more of the content objects selected by the user is socially irrelevant to the us-
er,
1171 Preferably one or more of the content objects are socially relevant to the
user based on social-graph information associated with the user.
[18] Preferably the social graph comprises a plurality of nodes and edges
connecting the nodes: and at least one vode in the graph comresponding to the
wser.
1191 The computing device can be 8 client computing device,
1281 In a further embodiment determining whether the content ohjects select-

ed by the user are socially refevant to the user comprises;
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sending an indication of the sclection by the user to a server computing
device: and

receiving from the server computing device an indication of whether the
content ohjects selected by the user are socially relevant to the user,
{211 The method possibly further comprises presenting the plurality of con-
tent objects to the user on a display of the computing device, and wherein the
content object comprises:

a name of another user; an image of the other nser; a status update; a
check-in location; a photo; or a video.
1221 Authenticating the user can comprise authenticating the user to the com-
puting device.
{23} In a further embodiment one or more computer-readable non-1ransiiory
storage media embody logic configured when executed to:

provide for presentation to g user & pharality of content objects, one or
more of the content obiects being socially relevant to the user, one or more of
the content ohiects being sccially irrelevant to the user;

receive input indicating a selection by the user of one or more of the
content ohjects;

determine whether the content obizcts selected by the aser are socially
relevant to the user;

authenticate the user if one oy more of the content objects selected by the
gaer are socially relevant to the user; and

decline to authenticate the user if one or more of the conient objects se-
lected by the user are socially irrelevant to the user.
1241 Preferably one or more of the content objects are socially relevant to the
user based on social-graph information associated with the user.
(28] Further the social graph may comprise a plurality of nodes and edges
conpecting the nodes: and at least one node in the graph corresponding to the

HMSLr.

T

1261 In another embodiment, the logic can further be configured to:
send an indication of the selection by the user to 2 server computing de-

vice; and
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receive from the server compuling deviee an indication of whether the
content objects selected by the user are sccially relevant to the user.
271 The logic is further preferably configured to present the plurality of coun-
tent objecis to the user on a display of a computing device,
28] In g further embodiment of the media the content ohject comprises:

a name of another user; an image of the other user; a status update; a
check-in location; g photo; or g video.
1291 Preferably the logic is further configured to authenticate the user 1o a
compuling device.
{36} lp ancther embodiment of the invention a method is provided compris-
ing:

by a server computing device, sending data to a client computing device
corresponding to a plurality of content objects, one or more of the content ob-
jects being socially relevant to g user, one or more of the conient objects being
sactally irrelevant {o the user!

by the server computing deviee, receiving input from the client compu-
ting device indicating a selection by the user of one or more of the content ob-
jeeis; and

by the server computing device, sending an indication to the client com-
puting device of whether the content objects selected by the user are socially
relevant to the user, the user being authenticated by the client computing de-
vice based at least in part on whether the conient objects selected by the user
are socially relevant {o the user.
[31] Preferably the method further comprises determining whether the content
objects selected by the user are socially relevant to the nser based on social-
graph information associated with the user.
{32} Preferably

the social graph comprises a plurality of nodes and edges connecting the
nodes; and

at feast one node in the graph corresponding to the user,
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331 The method might further comprise selecting one or more content objects
socially relevant to the user stored on a social-networking system based on so-
cial-graph information associsied with the user.

{341 In a further embodiment of the method, the content object may comprige:
a name of another user; an image of the other user; a siatus update; a check-in
iocation; a photo; or a video,

{381 Particularly the client computing device can be a mobile device,

BRIEF DESCRIPTION OF THE DRAWINGS

136] FIGURE 1 iliustraies an example nefwork environment associated

with a social-networking system.

FIGURE ZA  illustrates an example mobile device,

FIGURE 2B illusirates an example wireframe of an example social au-
thentication view,

FIGURE 3 illustrates an example method for authenticating a user
based on content objects socially relevant to the user.

FIGURE 4 illusiraies gn example method for authenticating a user
based on ¢ontent obiscts socially relevant to the user pro-
vided by a server computing device.

FIGURE 3 illustrates an example social graph.

FIGURE 6 illustrates an example computing system,

{371 FIGURE [ illustraies an example network environment 100 associated
with a social-networking system. Metwork environment 100 mncludes a user
101, a client system 130, a social-networking system 160, and a third-party sys-
temn 170 connected {o each other by a network 110, Although FIGURE 1 illas-
trates g particular arrangement of user 101, client system 134, social-
networking system 160, third-party system 170, and vetwork 110, this disclo-
sure contemplates any suitable arrangement of user 101, client sysiem 130, s0-
cial-networking system 160, third-party sysiem 170, and network 119, As an

example and not by way of limitation, two or more of client system 130, social-
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networking system 160, and third-party system 170 may be connected to each
sther directly, bypassing network 110, As another example, two or more of ¢li-
ent system 130, social-networking system 166, and third-party system 170 may
he physically or logically co-located with each other in whole or in part. More-
over, although FIGURE 1 itlustrates a particular number of users 101, chient
systems 130, social-networking systems 160, third-party systems 170, and net-
works 110, this disclosure contemplates any suitable number of users 101, ¢li-
ent systems 130, social-networking systems 160, third-party systems 170, and
neiworks 110, As an example and not by way of Himitation, network enviren-
ment 100 may include multiple users 101, client system 130, social-networking
systems 160, third-party systems 170, and networks 110,

{3%] In particular embodiments, user 101 may be an individual {human user),
an entity (e.g. an enterprise, business, or third-party application), or a group
(e.g. of individuals or entities} thal interacts or communicates with or over so-
cial-networking system 160, In particular embodiments, social-networking sys-
tern 160 may be a network-addressable computing system hosting an online so-
cial network. Social-networking system 160 may generate, store, receive, and
send social-uetworking data, such as, for exarple, user-profile data, concept-
profile data, social-graph information, or other suitable data related to the
online social network. Social-networking system 160 may be accessed by the
other components of network environment 100 either directly or via petwork
110, In particular embodiments, socisl-networking system 160 may include an
authorization server that allows users 101 to opt in or opt out of having their
actions logged by social-networking systemn 160 or shared with other sysiems
{¢.g. third-party systems 170}, such as, for example, by setting appropriate pri-
vacy seitings, Third-pariy system 170 may be accessed by the other compo-
nents of network environment 109 either directly or via network 114, In partic-
alar embodiments, one or more users 181 may use one or more client systems
130 to access, send data to, and receive data from social-networking system
160 or third-party system 170, Client system 130 may access social-
networking system 160 or third-party system 170 directly, via network 110, or

via a third-party system. As an example and not by way of Hmitation, chient
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system 130 may access third-party system 170 via social-networking system

j—
o

3.

381 Sorial-networking system 160 may prevent upanthorized usage of social-
networking systews 160 or third-parly system 170 by authenticating users of so-
clal-petworking system 160 or thivd-party system 170, In particular embodi-
ments, user 101 may be authenticated based at least in part on the user select-
ing content objects that are socially relevant or socially irrelevant to user 101,
described below. Herein, reference to social relevant content objecis may en-
compass any suitable content object associated with user 101 or another user
with a relationship with user 101 as described belew. As an example and not
by way of limitation, social-networking systew 160 oy third-party system 170
may seleet a group of content ohjects and send data corresponding to the group
of content objects to client system 130, Moreover, social-networking system
may select one or more of the content objects for the group that are socially
velevant to nser 101 aund one or more of the content objects for the group are
socially irrelevant to user 101 based ai least in part on soclal-graph information
asasociated with user 101, As an example and not by way of lmitation, user
101 may be authenticated based at leasi in part on selecting the content objects
ihat are socially relevant to user 101 from among a group of content objects.
As another example, user 101 may be authenticated based at least in part on se-
leciing the content objects that are socially irrelevant to user 101 from among 3
group of content objectis,

48] The authorization server of social-networking syster 160 may be used to
enforce one or more privacy settings of the nsers of social-networking sysiem
160. A privacy setting of a user determines how particular information or con-
tent objects associated with the user can be shared. In particular embodiments,
the selection of the content ohjects by social-networking system 168 for au-
thenticating users may constrained by the privacy settings of the users of so-
cial-networking system 160, As an example and not by way of Himitation, so-
cial-networking system 160 may restrict selection of content objects to content

objects set for public sharing.
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141] Client system 130 may be any suitable computing device, such as, for
example, a personal computer, 2 laptop computer, a cellular telephone, a
smartphone, or a tablet computer. As desoribed below, a display assoctates
with client system 130 may be locked and wser 101 denied access to one or
more functionality of ¢lient system 130 for security reasons as well as o save
power. As an example and not by way of ltmitation, when client systemw 130
has not been used for a pre-determined period of time, client system 130 may
automatically enier into a power-saving mode that darkens the display to save
power and blocks interaction with client system 130 to prevent unauthorized
usage or accidental input. In particular embodiments, some users may choose
to protect client system 130 from unauthorized usage and authenticate user 101
by requiring security codes (o unlock client system 130 in order to interact with
client systewm 130, while other users may vot. In particular embodiments, user
191 may be authenticated and client system 130 unlocked based at least in part
on user 101 selecting one or more content objects socially relevant or one or
more content objects socially irrelevant to user 101, as described below,

(421 This disclosure contemplates any suitable network 110, As an example
and not by way of limitation, one or more portions of network 110 may include
an ad hoc network, an intranet, an extranet, a viriual private network (VPN), 2
local area network (LANS, a wireless LAN {WLAN), a wide area network
{(WAN), a wireless WAN {(WWAN), a metropolitan area network (MAN]), a por-
tion of the Internet, a portion of the Public Switched Telephone MNetwork
(PSTN), a cellular telephone network, or a combination of two or more of
these, Network 110 may include one or more networks 110,

[43) Links 150 may connect client system 130, social-networking system 160,
and third-party system 170 to communication network 118 or to each other,
This disclesure contemplates any suitable Hnks 150, In particular embodiments,
one or more links 130 include one or more wireline {such as for example Digi-
tal Subscriber Line {(DSL) or Data Over Cable Service Interface Specification
(DOCSIS)), wireless (such as for example Wi-Fi or Worldwide Interoperabibity
for Microwave Agcess { WIMAXY), or optical {such as for example Synchronous

Optical Network (SONET) or 8ynchronous Digital Hievarchy (SDH)Y) Hnks In

s
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particular embodiments, one or more links 150 gach include an ad hoo network,
an infranet, an extranet, 2 VPN, a LAN, g WLAN, 3 WAN, 8 WWAN, a MAN, g
portion of the Internet, a portion of the PSTN, a celinlar technology-based net-
work, a satellile communications technology-based network, another link 150,
or a combination of two or more such links 154, Links 139 need not necessarily
be the same thronghout network environment 104, One or more first links 150
may differ in one or more respects from one or mere second ks 154,

144] FIGURE 2A illustrates an example mobile device. In particular embod-
tments, the client system may be a mobile device 10 as deseribed above. This
disciosure contemplates mobile device 10 taking any suitable physical form. In
particular embodiments, mobile deviee 10 may be a computing sysiem as de-
seribed below, As example and not by way of limitation, mobile device 10 may
be a single-board computer system (3BC) {such as, for example, a compuler-
on-module (COM) or system-on-module (SOM)}), g laptop or notebook comput-
ey sysiem, a mobile telephone, a smariphone, a personal digital assistant
{PDA), a tablet computer system, or a combination of two or more of these. In
particular embodiments, mobile device 10 may have a touch sensor 12 as an in-
put componeni. In the example of FIGURE 2, touch sensor 12 is incorporated
on a front surface of mobile device 10, In the case of capacitive touch sensers,
there may be two types of elecirodes: transmitting and receiving. These elec-
tredes may be connected to a controlier designed to drive the transmiiting elec-
trodes with electrical pulses and weasure the changes in capacitance from the
receiving electrodes caused by a touch or proximity input. In the example of
FIGURE 2, one or more gntennae 14A-8 may be incorporated into one or more
stdes of mobile device 14, Antennas 14A-B are components that convert elec-
tric current inio radio waves, and vice versa, During transmission of signals, a
iransmitter applies an oscillating radis frequency (RF) electric corrend to fer-
minals of antenna 14A-B, and antenna 14A-B radiates the energy of the applied
the current as electromagnetic (EM) waves, During recepiion of signals, an-
fennae 14A-B convert the power of an incoming EM wave inte a voltage ai the
terminals of antennae 14A-B, The voliage may be transmitted o a receiver for

amplification,
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431 Mobile device many include a communication component coupled to an-
tennae 14A-B for communicating with an Ethernet or other wire-based network
or g wireless NIC (WNIC), wireless adapter for communicating with a wireless
network, such as for example a WI-FI network or modem for conununicating
with a cellular network, snch third generation mobile telecommunications {3G),
or Long Term Bvolution (LTE) netweork, This disclosure contemplaies any
suitable network and any suitable communication component for it. As an ex-
ample and not by way of limitation, mobile device 10 may communicate with
an ad hoc network, a personal area network (PAN), a local area netwerk (LANY,
a wide area neiwork {(WAN), a metropolitan area network (MAN), or one or
more pertions of the Internet or a combination of two or more of these. Oune or
more portions of one or more of these networks may be wired or wireless. As
another example, mobile device 10 may communicate with a wireless PAN
(WPAN)Y (such as, for example, a BLUETOOTH WPAN), a WI-FI network, a
WI-MAX network, a eellolar telephone network {such as, for example, a Global
System for Mobile Communications (G8M), 3G, or LTE network), or other
suitable wireless network or a combination of two or more of these, Mobile
device 10 may include any suitable communication component for any of these
networks, where appropriate,

(461 As described above, the user may be authenticated based at least in part
on the user selecting one or more content objects thal are socially refevant or
one or mors content objects that are socially irrelevant to the user, lu particu-
far embodiments, mobile device 10 may be locked preventing interaction with
mohile device 10, Alternatively, a user of mobile device 10 may manually lock
mobile device 10 by, for example, pushing a preset key or button or performing
a predefined gesture detected by the touch sensor of mobile device 10, As de-
scribed above, authentication of the user and unlocking mobile device 10 may
be performed based at least in part on the user selecting content objects social-
iy refevant or selecting cortent objects socially irrelevant to the user based at
gast in part on social-graph information associated with the user. As an exam-
ple and not by way of limitation, content objects may include images, videos,

audios, feeds, photo albums, posts, check-in locations, or messages, Although
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this disclosure deseribes authentication of the user through particular chient
aystems, this disclosure contemplates authentication the user through any suila-
ble client system, such as for example, a personal computer or tablet computer,
(47}  As described above, mobile device 10 may communicate with a sociai-
networking system through a wired or wireless network, In particular embodi-
ments, mobile device 10 may receive data corresponding to a group of content
ohjects from the social-networking system throngh a communication network,
In particular embediments, upon powering up, mobile device 10 may communi-
cate with the social-networking system or third-party system and dynamically
request a group of content objects stored on the social-networking system, As
described above, one or more of the content objects in the group are socially
relevant to the user based at least in part on social-graph information associated
with the user, such as for example, a name or a profile photo of another user
having a “friend” relstionship to the user. One or more of the content objects
in group are secially irrelevant to the user based at least in part on the social-
graph information, such as for example, a profile photo of another user with no
relationship with the user. In particular embodiments, the content objects cor-
responding to the data received from the social-networking system may be pre-
sented on the display of mobile device T

(48] FIGURE 2B illustraies an example wireframe of an example social au-
thentication view. In particular embodiments, the user may be requested to se-
fect ome or more content abjecis socially relevant to the user from the contend
obiects that are socially irrelevant to the user. As an sxample and not by way
of limitation, the user may be requested to select one or more content objects
socially relevant to the user frem the group of displayed content objects, such
as for exampie a photo {z.z. as a “facepile” 50} or status update, posted by the
uaer, As another example, the user may be requested to select one or more con-
tent objects socially relevant to the uaer from the group of displayed content
ohiects, such as for example a photo or status update, posted by the user. The
socially irrelevant content objecis may be associated with ancther user that
does not have a relationship with the user or may be content objects chosen at

random by the social-networking system. In particular embodimoents, the user
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may be requested 1o select one or more content objects socially irrelevant to the
user from the content obiects that are socially relevant to the user. In the ex-
ample of FIGURE 2B, a facepile 50 of profile pictures is displayed in a display
arca 54 of wobile device 10, Although this disclosure Hlustrates and desoribes
display of content obiects in a display area of a particular number of pages, this
disclosure contemplates display of content objects in the display area of any
suitable number of pages. Furthermore, although this disclosure describes au-
thentication of the user through particular content objects sociatly relevant to
the user, this disclosure contemplates authentication the user throngh any suit-
able conient object that is socially relevant to the user, such as for example, a
name of ancther user, profile photos of another user, status updates, photos up-
ioaded by the user, check-in locations posted by the user, video uploaded by
the user, cormmunities or groups associated with the user, or any combination
thereof. In particular embodiments, if mobile device 10 has accessed content
shiects from the social-networking system within a pre-determined amount of
time {e.z. within ten minutes), then mobile device 10 may use the conient ob-
jects previcusly received from the social-networking system.

(4%} In particular embodiments, mobile device 10 may determine whether one
or more of the content objects selected by the user are socially relevant to the
user. In other particular embodiments, mobile device 10 may determine whetb-
er one or more of the content objects selected by the user are socially irrelevant
to the user. The user may provide input {e.g. tapping on the display of mobile
device 10) to select one or more of the displayed content obiects, As an exam-
ple and not by way of limitation, the user may be prowpted to select one or
more profile photos displayed in the facepile S0 that are social relevant to the
user {i.e. arc a “friend” of the usery. As described above, data indicating the
seloction by the user of one or more of the displayed content objects may be
sent to the social-networking sysiem or third-party system, The social-
networking svstem may determine whether the selection corresponds to the
content objects associated with the user based on social-graph information. As
described above, mobile device 19 may receive data indicating whether the se-

lected content object is socially relevant or socially irrelevant to the user. In
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particular embodiments, authentication of the user by mobile device 18 may be
based at least in part on the indication from the social-networking system that
the conient object selected by the user i3 socially relevant to the user. As an
example and not by way of Hmitation, the social-networking system may pro-
vide an indication to mobile device 10 that one of mors profife photos of
facepile 50 selected by the user is a “friend” of the user. Although this disclo-
sure describes a particular computing system determining whether the content
ohiect selected by the user is socially relevant, this disclosure contemplates de-
termining whether the content object selected by the user is socially relevant
being performed by any suitable compuling systewm, such as for example, a
third-party system or a cliend compuling system.

58] In particular embodiments, the user roay acoess one or more functionali-
ties of mobile device 10 based at least in part on the anthentication by the so-
cial-networking system, as described above.  As an example and not by way of
timitation, the display of mobile device may present an application launcher
and the user may interact with mobile device 10 through the touch sensor based
on the asthentication. In particolar embodiments, the user may access the so-
cial-networking sysiem based at least in part on the authentication. As an ex-
ample and not by way of limitation, the user may access the social-networking
system using a web browser executed on mobile device 10, As described
above, the social-networking system may prevent unauthorized usage by reqguir-
ing the user to perform the authentication procedure, as deseribed above. As an
example and not by way of limitation, when accessing the social-networking
system through a web browser executed on mobile deviee 10, a list of status
updates may displayed on the web browser. Access to the social-networking
system may be provided based at least in part on the user correctly selecting the
status updaies socially relevant to the user from among the status updates dis-
played on the web browser,

{51} FIGURE 3 illusirates an example method for authentication based on a
user selecting content objects socially relevant to the user. The method may
start at step 3080, where a computing device provides for presentation {0 a use

a plurality of content objects, In particular embodiments, one or more of the
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content objects are socially relevant to the user based at least in part on socigl-
graph information associated with the user. In particular embodiments, one or
more of the content obiects are soeially irrelevant to the user. At step 302, the
computing device receives input indicating a selection by the user of one of the
content obiects. Step 304 determines whether the content object selecied by
the nser is soeially relevant to the user. Step 306 authenticaies the user if the
content object selected by the user is socially relevant to the user. At step 308,
the computing device declines to authenticate the user if the content object se-
Jected by the user is socially irrelevant to the user, at which point the method
may end. Although this disclosure describes and illustrates particular steps of
the method of FIGURE 3 gs ccourring in a particular order, this disciosure con-
templates any suitable steps of the method of FIGURE 3 cccurring in any auit-
able order. Moreover, although this disclosure describes and iltustrates par-
ticular compeonents carrying out particular steps of the method of FIGURE 3,
this disclosure contemplates any suitable combination of any suitablie compo-
nents carrving out any suitable steps of the method of FIGURE 3.

(531 FIGURE 4 illusirates an example wethod for authentication based on g
user selecting content objecis soeially relevant to the user provided by a server
computing device. The method may start at step 320, where a server computing
device sends data to a client computing device corresponding to a plurality of
content obiects, In particular embodimenis, ene or more of the content objects
are socially relevant to the user hased at least in part on social-graph infor-
mation associated with the user. In particular ersbodiments, one or more of the
centent objects are socially irrelevant to the user. Step 322 receives input from
the client computing device indicating a selection by the user of one or more of
the content objects. Al step 324, the server computing device sends an indica-
tion to the client computing device of whether the content objects selected by
the user are socially relevant to the user, at which point the method may end,
In particular embodiments, the user is anthenticated by the client computing
device hased at feast in part on whether the content object selected by the user
is socially relevant to the user. Although this disciosure describes and Hlus-

trates particnlar steps of the method of FIGURE 4 as occurring in a particular
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order, this disclosure contemplates any suitable steps of the wethod of FIGURE
4 occurring in any suiiable order. Moreover, although this disclosure describes
and itlusirates particular components carrying out particular sieps of the meth-
od of FIGURE 4, this disclosure contemplates any suitable combination of any
suitable components carrying out any suitable steps of the method of FIGURE
4,

[83] FIGURE S illusirates an example soctal graph. In particnlar embodi-
menis, social-networking system 160 may store one or more social graphs 200
in one or more data stores. In particular embodiments, social graph 200 may
include multiple nodes—which may include multiple user nodes 202 or multi-
ple concept nodes 204—and multiple edges 206 conpecting the nodes. Example
social graph 200 iHustrated in FIGURE 5 is shown, for didactic purpeses, in a
two-dimensional visual map representation, In particular emnbodiments, a so-
cial-networking system 160, chient system 130, or third-party system 170 may
access social graph 200 and related social-graph information for suitable appli-
cations. The nodes and edges of social graph 200 may be stored as data objects,
for example, in a data store {such as a social-graph databasc). Such a data store
may include one or more searchable or queryable indexes of nodes or edges of
social graph 200,

{541 In particular embodiments, a user node 202 way correspond to a user of
soeial-networking systerm 160, As an example and not by way of Himitation, a
user may be an individual (human user), an entity {(e.g. an enterprise, business,
or third-party application), or a group (e.g. of individuals or entities) that inler-
acts or communicates with or over social-networking system 164, In particular
embodiments, when a user registers for an account with social-networking sys-
tem 1640, social-networking system 160 may create a user node 202 correspond-
ing to the user, and store the user node 202 in one or more data stores. Users
and user nodes 202 described herein may, where appropriate, refer to registered
users and user nodes 202 associated with registered users. In addition or as an
alternative, users and user nodes 202 described hergin may, where appropriate,
refer to users that have not registered with social-networking system 160, In

particular embodiments, a user node 202 may be associated with information



WO 2014/085335 PCT/US2013/071707
19

provided by a user or information gathered by various systems, including so-
cial-networking system 160, As an example and not by way of limitation, a user
may provide his or her name, profile picture, contact information, birth dale,
sex, marital status, family status, employment, education background, prefer-
gnces, interests, or other demographic information. In particular embodiments,
a user node 202 may be associated with one or more data objects corresponding
to information associated with e user. In particular embodiments, a user gode
2072 may correspond o one OF more webpages.

{$5] In particular embodiments, a concept node 204 may correspond Lo a con-
cept. As an example and not by way of Hmitation, a concept may correspond 1o
a place (such as, for example, a movie theater, restaurant, landmark, or city); a
website {such as, for example, a website associgied with social-uetwork sysiem
160 or a third-party website associated with a web-application server); an enti-
ty (such as, for example, a person, business, group, sports team, or celebrity); a
resource {such as, for example, an audio file, video file, digital photo, text file,
structured document, or application) which may be located within social-
networking system 160 or on an external server, such as a web-applicalion
server; real or infelieciual property (such as, for example, a sculpture, painting,
movie, game, song, idea, photograph, or written work); a game; an activity; an
idea or theory; another suitable concept; or two or more such concepis. A con-
cept node 204 may be associated with information of a concept provided by a
user or information gathered by various systems, including social-networking
systern 160, As an example and not by way of liritation, information of a con-
cept may include a name or a title; one or more images (e.g. an image of the
cover page of & book); a location {e.g. an address or & geographical location); a
website (which may be associated with @ URL): contact information {e.g. a
phone number or an email address); other suitable concept information; or any
suitable combination of such informaiion. In particular embodinents, a coneept
node 204 may be associated with one or more daia objects corresponding to in-
formation associated with concept node 204, In particular embodiments, a con-

cept node 204 may corresporud to one oy more webpages.
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{361 In particular embodiments, a nede in social graph 200 may represent or
be represented by a webpage (which may be referred o as a “profile page”).
Profile pages may be hosted by or accessible to sccial-networking system 164,
Profile pages may also be hosted on third-party websites gesociated with a
third-party server 170, As an example and not by way of limitation, a profile
page corresponding 1o a particutar external webpage may be the particular ex-
ternal webpage and the profile page may correspond o a particular concept
node 204, Profile pages may be viewable by all or a selected subsst of other us-
ers. As an example and not by way of Hmitation, a user node 202 may have 3
corresponding user-profile page in which the corresponding user may add con-
tent, make declarations, or otherwise express himself or herself, As another ex-
ample and not by way of limitation, a concept node 204 may have g corre-
sponding concept-profile page tn which one or more users may add content,
make declarations, or express themselves, particularly 1o relation to the concept
corresponding to concept node 204,

{57} In particular embodiments, a concept node 204 may represent a third-
party webpage or resource hosted by a thivd-party system 170, The third-party
wehpage or resource may include, among other clements, content, a seleclable
or other icon, or other inter-actable obhject {which may be implemented, for ex-
ample, in JavaScript, AJAX, or PHY codes) representing an aotton or gotivily.
As an example and not by way of limitation, a third-party webpage may include

% &k,

a seleciable tcon such as “like.” “check in.” “eat,” “recommend,” or ancther
suitable action or activity. A user viewing the third-party webpage may per-
form an action by selecting one of the lcons {e.g. “eal”}, causing a client sys-
tem 130 to transmit to social-networking system 160 a message indicating the
uger’e action. In response to the message, soctal-networking system 160 may
create an edge {e.g. an “eat” edge) between a user node 202 corresponding o
the user and a concepl node 204 corresponding to the third-party webpage or
resource and store edge 206 in one or more data stores.

[38] In particular embodiments, a pair of nodes in social graph 200 may be
connected (o each other by one or more edges 206, An edge 206 connecting a

pair of nodes may represent a relationship between the pair of nodes. In partic-
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ular embodiments, an edge 206 may include or represent one or more data ob-
jects or atiributes corresponding to the relationship between a pair of nodes, As
an example and not by way of limitation, a first user may indicate that a second
user is a “friend” of the first user. In response to this indication, social-
networking systemn 160 may transmit a “friend request” to the second user, If
the second user confirms the “friend reguest,” social-networking system 160
may create an edge 206 connecting the first user’s user node 202 to the second
user’s user node 202 in social graph 200 and store edge 206 as social-graph -
formation in one or more of data stores 24, In the exawple of FIGURE 5, secial
graph 200 includes an edge 206 indicating a friend relation between user nodes
202 of user “A” and user “B” and an edge indicating a fricend relalion between
user nodes 202 of user “C” and user “B.” Although this disclosure describes or
iliustrates particular edges 206 with particular attributes connecting particular
user nodes 202, this disclosure contemplates any suilable edges 206 with any
suitable atiributes connecting user nodes 202, As an example and not by way of
timitation, an edge 206 may represeni a friendship, family relationship, busi-
ness or employment relationship, fan relationship, follower relationship, visitor
relationship, subscriber relationship, superior/subordinate relationship, recipro-
cal relationship, non-reciprocal relationship, another suitable type of relation-
ship, or two or more such relationships. Morcover, although this disclosure
generally describes nodes as being connected, this disclosure alse describes us-
ers or concepts as being connected. Herein, references to users or concepis be-
ing connected may, where appropriate, refer to the nodes corresponding to
those users or concepls being connected tn social graph 200 by one or more
edges 206,

1591 In particular embodiments, an edge 206 between a user node 202 and a
concept node 204 may represent a particular action or activity performed by &
user associated with user node 202 toward a concept associated with a concept
node 204, As an example and not by way of Hmitation, as illustrated in FIG-

hE I

URE 5, a user may “like,” “attended,” “plaved,” *listened,” “¢cooked,” “worked
at,” or “waiched” & concept, each of which may correspond to a edge type or

subtvpe., A concepi~-profile page corresponding to a concept node 204 may in-
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clude, for example, a selectable “check in” icon (such as, for exampie, a click-
able “check in” icon) or a selectable “add to favorites” icon. Similarly, after a
aser clicks these icons, social-networking sysiem 160 may create a “favorite”
edge or a “check in” edge in response to a user’s action corresponding 1o a re-
spective action. As another example and not by way of limitation, a user (user
“C7y may listen to a particular song (“Ramble On”) using a particular applica-
tion (SPOTIFY, whickh is an online music application}. In this case, social-
networking system 160 may create a “listened” edge 206 and a "used” edge (as
iHiustrated in FIGURE 5 between user nodes 202 corresponding to the user and
concept nodes 204 corresponding o the song and application to indicate that
ihe user listened to the song and used the application. Moreover, social-
networking system 160 may create a “played” edge 206 (as illustrated in FIG-
URE 5} between concept nodes 204 corresponding to the song and the applica-
tion o indicate that the particular song was played by the particular applica-
tion. In this case, “playved” edge 206 corresponds to an action performed by an
oxiernal application (SPOTIFY) on an exiernal audio file (the song “Imagine”),
Althongh this disciosure describes particular edges 206 with particular atirib-
ates connecting user nodes 202 and concept nodes 204, this disclosure contenm-
plates any suitable edges 206 with any suitable atiributes connecting user nodes
202 and concept nodes 204, Moreover, although this disclosure describes edpes
hetween a user node 202 and a concept node 204 representing a single relation-
ship, this disclosure contemplates cdges between a user node 202 and a concept
node 204 representing one or more relationships. As an example and not by
way of limitation, an edge 206 may represent both that a user likes and has
ased at a particular concept. Alternatively, another edge 206 may reprosent
each type of relationship (or multiples of & single relationship) betwoen g user
node 202 and a concept node 204 (as iHustrated in FIGURE § between user
node 202 for user “E” and concept node 204 for “SPOTIFY™).

(6] In particular embodiments, social-networking system 160 may create an
edge 206 between a user node 202 and a concept node 204 in social graph 200,
As an example and not by way of limitation, a user viewing a concepi-profiie

page (such as, for example, by using a web browser or a special-purpose apphi-
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cation hosted by the user’s client system 130) may indicate that he or she likes
the concept represented by the concept node 204 by clicking or selecting a
“Like” icon, which may cause the user’s client system 130 to transmit to social-
networking sysiem 1640 g message indicating the user’s liking of the concept
associated with the concept-profile page. In response to the message, social-
networking system 160 roay create an edge 206 between user node 202 associ-
ated with the user and concept node 204, as illustrated by “like” edge 206 be-
tween the user and concept node 204, In particular embodiments, social-
networking sysiem 160 may store an edge 206 in one or more dala stores, In
particular embodiments, an edge 208 may be antomatically formed by social-
nelworking system 180 in response fo a particular user action. As an example
and not by way of Hmitation, if a first user uploads a picture, watches a movie,
or listens to a song, an edge 206 may be formed between user node 202 corre-
sponding io the first user and concept nodes 204 corresponding to those con-

cepts. Although this disclosure deseribes forming particular edges s iy par-

206
ticular manners, this disclosure contemplates forming any suitable edges 206 in
any suitable manner.

(611 FIGURE & illusirates example computing system. In particular embodi-
ments, one or more compulier systems 60 perform one or more steps of one or
more methods described or tHustrated herein. In particular embodiments, one oy
more computer systems 60 provide fonctionality described or illnstrated herein,
{n particular embodimenis, seftware ruoning on one or more computer sysiems
60 performs one or more sieps of one or more mothods described or ilustrated
herein or provides funciionality described or itlustrated herein. Particolar em-
bodiments inchade one or more portions of one or rwore computer sysiems 64,
Herein, reference to a compuler system may encompass a computing deviee,
where appropriste. Moreover, reference {0 a computer system may encompass
one or more computer systems, where appropriate.

1621  This disclosure contemplates any suitable number of computer sysiems
£0. This disclosure contemplates computer system 60 iaking any suitable phys-
ical form. As example and not by way of lmitation, computer system 60 may

be an embedded computer system, g system-oun-chip (8CC), a single-board
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computer system {SBOCY (sach as, for example, 8 computer-on~-module {COM)
or system-on-module (SOM)), a desktop computer system, a laptop or notebook
compuler system, an inleraciive kiosk, a mainframe, a mesh of computer sys-
tems, a mobile telephone, a personal digital assistant (PDA), a server, a tablet
computer sysiem, of a combination of two or more of these. Where appropriate,
computer sysiem 60 may include one or more computer systems 60; be unitary
or distributed; span multiple locations; span mulliple machines; span multiple
data centers; or reside in a clond, which may include one or more cloud com-
ponents in one or more networks. Where appropriate, one oy more computer
systems 60 may perform without substantial spatial or temporal limitation one
or more steps of one or more methods deseribed or ilustrated hergin. As an ex-
ample and not by way of Hmitation, one or more computer systems 60 may per-
form in real time or in batch mode one or more steps of oue or more methods
described or illustrated herein. One or more computer systems 60 may perform
at different times or at different locations one or more steps of one or more
methods described or illustrated herein, where appropriate.

[63] In particular smbodiments, computer system 69 includes a processor 62,
memory 64, storage 66, an input/output (0O} interface 68, a communication in-
terface 70, and a bus 72. Although this disclosure describes and illusirates a
particular computer system having a particunlar number of particular compo-
nents in a particular arrangement, this disclosure contemplates any suitable
computer sysiem having any suitable number of any sultable componenis in any
suitable arrangement.

164} In particular embodiments, processor 62 includes hardware for executing
instructions, such as those making up 4 computer program. As an example and
not by way of limitation, to execule instructions, processor 62 may retrieve {or
fetch) the {nstructions from an internal register, au internal cache, memory 44,
or storage #6; decode and execute them; and then write one or more resulis to
an internal register, an internal cache, memory 64, or storage 86, In particular
embodiments, processor 62 may include one or more internal caches for data,
instructions, or addresses, This disclosure contemplates processor 62 including

any suitable number of any suitable internal caches, where appropriate. As an
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example and not by way of Hmitation, processor 62 may include one or more
instruction caches, one or more data caches, and one or more transiation
lookaside buffers (TLBs). Instructions in the instruction caches may be copies
of instructions in memory 64 or storage 66, and the instraction caches may
speed up retrieval of those instructions by processor 62, Data in the data caches
may be copies of data in memory 64 or storage 06 for instructions executing at
processer 62 te operate own; the results of previous instructions executed at pro-
cessor 62 for access by subsequent instructions exeouting at processor 62 or for
writing to memory 64 or storage 66; or other suttable data, The data caches
may speed up read or write operations by processor 62, The TLBs may speed
up virtual-address translation for processor 62, In particular embodiments, pro-
cessor 62 may include one or more internal registers for data, instructions, or
addresses. This disclosure contemplates processor 62 including any suttable
number of any suitable internal registers, where appropriate. Where appropri-
ate, processor 62 may include one or more arithmetic logic units (ALUs); be a
multi-core processor; or include one or more processors 82, Although this dis-
closure describes and iltustrates a particular processor, this disclosure contem-
plates any suitable processor.

[65] In particular embodiments, memory 64 includes main memory for storing
instructions for processor 62 to execuie or data for processor 62 1o operate on,
As an example and not by way of limitation, computer system 60 may load in-
structions {rom storage 66 or another source {such as, for example, another
computer syvstem &0} to memory 64. Processor 62 may then load the instroc-
ticns from memory 64 fo an internal register or internal cache. To execule the
instructions, processor 62 may retrieve the instructions from the internal regis-
ter or infernal cache and decode them. During or after execution of the instruc-
tions, processor 62 may write one or more results {which may be intermediate
or final results) lo the internal register or internal cache, Processor 62 may then
write one or more of those resulis o memory 64, In particular embodiments,
processor 62 executes only instructions in one or more internsl registers or in-
ternal caches or in memory 64 {as opposed o storage 66 or elsewhere) and op-

grates only on data in one or more internal regisiers or internal caches or in
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memory 64 {as opposed to storage 66 or elsewhere). One or more memory bus-
es (which may each include an address bus and a data bus) may couple proces-
sor 62 to memory 64, Bus 72 may include one or more memory buses, as de-
seribed below. In particular embodiments, one or more memory management
units {MMUs) reside between processer 62 and memory 64 and facilitate ac-
cesses 10 memory 64 requested by processor 62, In particular embodiments,
memory 64 includes random access memory (RAM). This RAM may be volatile
memory, where appropriate, this RAM may be dynamic RAM (DRAM) or static
RAM (SRAM). Moreover, where appropriate, this RAM may be single-ported
or multi-ported RAM, This disclosure contemplates any suitable RAM. Memory
64 may include one or more memories 64, where appropriate. Although this
disclosure describes and illustrates particular memory, this disclosure conlem-
plates any suitable memory.

[66] In particular embodiments, siorage 66 inchudes mass storage for data or
instructions, As an example and not by way of limitation, storage 66 may in-
clude a hard disk drive (HDD), g floppy disk drive, flash memory, an optical
disc, a magneto-optical dise, magnetic tape, or a Universal Serial Bus (USH)
drive or a combination of two or more of these. Storage 66 may include remov-
able or non-removable (or fixed) media, where appropriate. Storage 66 may be
internal or external to computer system 60, where appropriate, {n particular
embodiments, storage 66 is non-volatile, solid-state memeory. In particular em-
vodiments, storage 66 includes read-only memory (ROM). Where appropriate,
this ROM may be mask-programmed ROM, programmable ROM (PROM)}, eras-
able PROM (EPROM), electrically erasable PROM (EEPROM), elecirically al-
terable ROM {EAROM), or flash memory or 2 combination of two or more of
these, This disclosure contemplates mass storage 66 taking any suitable physi-
cal form. Storage 66 may include one or more storage control units facilitating
communication between processor 62 and storage 66, where appropriate. Where
appropriate, storage 66 may include one or more storages 66. Although this
disclosure describes and illustrates particular storage, this disclosure contem-

plates any suitable storage.
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1671 In particular embodiments, /O interface 68 includes hardware, software,
or both providing one or more interfaces for communication between computer
system 60 and one or more I/ devices, Computer system 60 may include one
or maore of these 1/ devices, where approprigie. One or more of these /O de-
vices may enable communication between a person and computer syslem 60, As
an example and not by way of limitatien, an /O device may mnchude a key-
board, keypad, microphone, monitor, mouse, printer, scanner, speaker, still
camera, stylus, tablet, touch screen, trackball, video camera, another suitable
/0 device or a combination of two or more of these, An [/O device may in-
clude one or more sensors. This disclosure contemplates any suitable I/O de-
vices and any suitable VO interfaces 68 for them. Where appropriate, VO inter-
face 68 may include one or more device or software drivers enabling processor
62 to drive one or more of these /O devices, /O interface 68 may include one
or more /0¥ interfaces 68, where appropriate. Although this disclosure de-
acribes and illustrates a particular VO interface, this disclosure contemplates
any suitable /O interface.

i6%] In particular embodiments, communication interface 70 includes hard-
ware, sofiware, or both providing one or more interfaces for communication
{such as for example, packet-based communication} between compuler system
60 and one or more other compuier systems 60 or one or more networks, As an
example and not by way of limitation, communication interface 70 may include
a network interface controller (MNICY or network adapter for communicating
with an Fthernet or other wire-based network or a wireless NIC (WNIC) or
wireless adapier for communicating with a wireless network, such as a WI-FI
neiwork. This disclosure contemplates any suitable network and any suiiable
communication interface 70 for it. As an example and not by way of limitation,
compuier system 60 may communicate with an ad hoo network, a personal area
network (PANS, a focal area network (LAN), a wide area network (WAN), a
meiropolitan area network (MADN), or oue or more portions of the Infernet or a
combination of two or more of these. One or more portions of one or more of
these networks may be wired or wiretess, As an example, computer system 60

may communicate with a wireless PAN (WPAN) (such as for example, a
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BLUETOOTH WPAN)Y, a WI-FI network, a WI-MAX network, a cellular tele-
phone network {such as, for example, a Global System for Mobile Commwunica-
tions (G3EM) network), or other suitable wireless network or a combination of
two or more of these, Computer sysiem 60 may lnclnde any suitable communi-
cation interface 70 for any of these networks, where appropriate, Communica-
tion interface 70 may include one or more ¢ommunication interfaces 78, where
appropriate. Although this disclosure deseribes and illusirates a particular
communication interface, this disclosure contemplates any suitable communica-
tion interface.

~
/
‘

1691  In particular embodiments, bus 72 includes hardware, software, or both
coupling componenis of computer system 60 to each other. As an example and
1ot by way of limitation, bus 72 may include an Accelerated Graphics Port
{AGP} or other graphics bus, an Enhanced Indusiry Standard Architecture
(FISAY bus, a front-side bus (FSB), a HYPERTRANSPORT (HT) interconnect,
an Industry Standard Architecture (ISA) bus, an INFINIBAMND interconnect, g
low-pin-connt {LPC) bus, 2 memory bus, a Micre Channel Architecture (MCA)
bus, a Peripheral Component Interconnect {PCI) bus, a PCE-Express (PCle) bus,
g serial advanced technology attachment {(SATA) bus, a Viden Elecironics
Standards Association local (VLB) bus, or another suitable bus or a combina-
tion of twoe or more of these. Bus 72 may include one or more buses 72, where
appropriate. Although this disclosure describes and llustrates a particular bus,
this disclosure contemplates any suitable bus or interconnect.

{76} Herein, a computer-readable non-transitory storage medium or media
may include one or more semiconductor-based or other integrated cirenits (IUs)
{such, as for example, ficld-programmable gate arrays (FPGAS) or application-
specific 1Cs (ASICs)), hard disk drives (HDDsg), hybrid hard drives {HHDs),
optical discs, optical dise drives (ODDs), magneic-optical discs, magneto-
optical drives, floppy diskettes, floppy disk drives (FDDs), magnetic tapes, sol-
id-siate drives {(88Ds), RAM-drives, SECURE DHGITAL cards or drives, any
other suitable cormnputer-readable non-transitory storage media, or any suilable

combination of two or more of these, where appropriate. A computer-readable
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non-transitory storage medium may be volatile, non-volatile, or a combination
of volatile and non-volatile, where appropriate.

171]  Herein, “or” is inclusive and not exclusive, uniess expressly indicated
otherwise or indicated otherwise by context, Therefore, herein, “A or B”
means “A, B, or both,” unless expressly indicated otherwise or indicated oth-
erwise by context. Moreover, “and” is both joint and several, uniess expressly
indicated otherwise or indicated otherwise by context. Therefore, herein, “A
and B” mesns “A and B, jointly or severally,” unless expreasly indicated oth-
grwise or indicated otherwise by context,

1721 The scope of this disclosure encompasses all changes, substitutions, var-
iations, alterations, and modifications to the example embodiments described or
itlustrated herein that a person having ordinary skill in the art woeld compre-
hend. The scope of this disclosure is not limited to the example embodiments
described or illustrated herein. Moreover, although this disclosure describes
and iliostrates respective embodiments herein as including particular compo-
nents, elements, functions, operations, or steps, any of these embodiments may
include any combination or permutation of any of the components, elemenis,
functions, operations, or steps described or illustrated anywhere herein that a
person having ordinary skill in the art would comprehend. Furthermore, refor-
ence in the appended claims 1o an apparaius or system or a component of an
apparatus or sysiem being adapted to, arranged to, capable of, configured to,
cnabled to, operable to, or operative to perform a particular function encom-
passes that apparatus, system, component, whether or not it or that particular
funciion is aciivated, turned on, or unlocked, as long as that apparatus, systewm,
or component is so adapted, arranged, capable, configured, enabled, operabie,

or gperative,
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1. A method comprising:

by a cornputing device, providing for presentation to a user a phurality of content
obiects, one or more of the contert objeets being socially relevant to the user, one or wore
of the content objects being socially irrelevant to the user;

by the computing device, recelving input indicating a selection by the user of one
or more of the content objects;

by the computing device, determining whether the content objects selected by the
user are secially relevant to the usen;

by the computing device, authenticating the user if the content objects selected by
the user is socially relevant to the user; and

by the computing device, declining 1o anthenticate the user if one or more of the

content objects selected by the user is socially irrelevant to the user.

2. The method of Claim 1, wherein one or more of the content objects being

socially relevant to the user based on social-graph information associated with the user,

3, The method of Claim 2, wherein:
the social graph coraprises a plurality of nodes and edges connecting the nodes; and

ai feast one node in the graph corresponding fo the user,

4, ‘The method of Claim 1, wherein the compuiing device is a client computing
device.
5. The method of Claim 1, wherein determining whether the content objects

selected by the user are socially relevant fo the user comprises:
sending an indication of the selection by the user 1o a server computing devige; and
receiving from the server computing device an indication of whether the content

objects selecied by the user are socially relevant to the user.
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&, The method of Claim 1, further comprising presenting the plurality of con-
tent obiects to the user on a display of the computing device, and wherein the content ob-
ject comprises:

a name of another user;

an fmage of the other user;

a stanss update;

a check-in location;

& photo; or

a video.

7. The method of Claim 1, wherein authenticating the user comprises authenti-

cating the user to the computing device.

g. Cme or more computer-readable non-transtiory storage media embodying
logic configured when execuled to:

provide for presentation to a user a plurality of content obiects, one or meore of the
conient objects being socially refevant to the user, one or more of the content obiects being
socially irrelevant to the user;

receive input indicating a selection by the user of one or more of the content ob-

determine whether the content objects selecied by the user are socially relevant o
the user;

authenticate the user if one or more of the conient objects selected by the user are
socially relevant to the user; and

dechine to authenticate the nser i one or more of the content objects selected by the

user are socially frrelevant to the user.

g, The media of Claim &, wherein one or more of the content objects being so-

cially relevant 1o the user based on social-graph information associated with the user.

16, The media of Claim 9, wherein:

the social graph comprises a plurality of nodes and edges conpecting the nodes; and
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at least one node in the graph corresponding to the user.

it The media of Claim 8, wherein the logic is further configured to:
send an indication of the selection by the user to a server computing device; and
receive from the server computing device an indication of whether the content ob-

jects selected by the user are socially relevant to the user.

12, The media of Claim &, wherein the logic is further configured to present the
plurality of content obiccts to the user on a display of a computing device,
13, The media of Claim 8, wherein the content ohject comprises:
a name of another user;
an image of the other user;
a status update;
2 check~in Jocation;
a photo; or

a video.

P4, The media of Claim 8, wherein the logic is further configured to suthenti-

cate the user {o a computing device,

15. A method comprising:

by a server computing device, sending data to a client computing device corre-
sponding o a plurality of content obiccts, one or more of the content objects being socially
relevant 1o a user, one or more of the content objects being socially irrelevant to the user;

by the server computing device, receiving input from the client cormputing device
indicating a selection by the user of one or more of the content objects; and

by the server computing device, sending an indication to the client computing de-
vice of whether the content objects selecied by the user are secially relevant 1o the user, the
user being auwthenticated by the client computing device based at least in part on whether

the content objects selected by the user are socially relevant to the user.
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16, The method of Claim 15, further comprising determindog whether the con-
tent objects selected by the user are socially relevani to the user based on social-graph in-

formation associated with the user.

i7. The method of Claim 16, wherein:
the social graph comprises a plurality of nodes and edges connecting the nodes; and

at least one node in the graph corresponding to the user.

18, The method of Claim 15, further comprising selecting one or more content
abjects socially relevant to the user stored on a social-networking system based on social-

graph information associated with the user.

19 The method of Claim 15, wherein the content object comprises:
a nams of another user;

an tmage of the other user;

a status update;

a check-in location;

a photo; or

a video,

20, The method of Claim 13, wherein the client computing device is a mobile

device,

21, A method for authenticating users of g sectal-networking system
or of a third-party system or of a client system, in particular for preventing un-
authorized usage of the social-networking system or parts thereof oy of the
third-party system or of the client system, comprising:

by ai teast one computing device,

providing for presentation to a user a plurality of content objects, one or
more of the conteni objects being socially relevant to the user, one or more of

the content objects being socially irrelevant to the user;
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receiving input indicating a selection by the user of one or move of the
content objects;

determaining, in particular by a server computing device, whether the
content objects selected by the user are socially relevant o the user;

authenticating the user if the content objects selected by the user are so-
cltally relevant to the user; and

declining to authenticaie the user if one or more of the content objects
selected by the user is or are socially irrelevant to the user,

wherein one or more of the content obiects being socially relevant to the
user based on social-graph information associated with the user or another user
with g relationship with the user,

wherein one or more of the content objects being socially irrelevant {o
the nser based on social-graph information associated with an user without a
relationship with the user and/or chosen at random,

wherein the social graph comprises a plurality of nodes and edges con-
necting the nodes stored in one or more data stores, such as a social-graph da-

tabase; and at least one node in the graph corresponding to the user or gach us-

22, The method of Claim 21, wherein at lgast one computing device 18

a clignt computing device,

23.  The method of any of Claims 21 or 22, wherein determining
whether the content objects selected by the user are socially relevant to the user
COMpPrises:

sending an indication of the selection by the user to a server computing
device; and

receiving from the server computing device an indication of whether the

content objects selected by the user are socially relevant to the user,

24, The method of any of Claims 21 to 23, further comprising present-
Y P 2P

ing the plurality of content objects to the user on a display of the computing
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device, and wherein the content obiect based on soctal-graph information com-
prises:
user node information like
his or her name;
profile picture;
contact information;
birth date;
80X,
marital status;
family status;
employment;
education background;
preferences,
interests or
other demographic tnformation,
and/or concept node information like

a place {e.g. movie theater, restaurant, landmark or city});
a website {e.g. a website associated with socigl-network system or
a third-party website associated with a web-application server)
ap entity {e.g. a person, business, group, sports team or celebrity):
a resource {e.g. audio file, video file, digital photo, texi file, strue-
tured document, or application) which may be located within so-
cial-networking system or on an exfernal server, such as g web-
apphication server;
real or intelleciual property (e.g. sculpture, painting, movie, game,
song, idea, photograph, or written work};
& game,
an activity;
an idea or theory;
another suitable concept or

two or more such concepts,
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and wherein the information is provided by a user or gathered by various

systems, including g soctal-networking system.

2%, The method of any of Claims 21 to 24, wherein autheniicating the
wser coruprises authenticating the user to the computing device and/or unlock-

ing the computing device,

26, The method of any of Claims 21 to 23, further comprising select-
ing one or more content objecis soctally relevant to the user stored on a social-

networking system based on social-graph information associated with the user.

27.  The method of any of Claime 21 to 26, wherein at feast one com-

puting device, in particular the client computing device, is a mobtle device.

28, The method of any of Claims 21 or 27 comprising:

by at lcast one server computing device,

sending dala to a client computing device corresponding te g plurality of
content objects, one or more of the content objects being socially relevant to a
user, one or more of the content objects being socially trrefevant to the user;

receiving input from the client computing device indicating a selection
by the user of one or more of the content objects;

sending an indication to the clignt computing device of whether the con-
tent objects selecied by the user are socially relevant to the user, the user being
authenticated by the client computing device based at least in part on whether

the content objects selected by the user are socially relevant to the user.

29, One or more computer-readable non-transitory storage media em-
bodying logic configured when executed to perform a method according to any

of the claims 21 1o 28,

30, A systewm comprising: one or more processors; and a memory cou-

pled to the processors comprising instructions executable by the processors, the
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processors operable when exccuting the instructions to perform a method sc-

cording to any of the claims 21 o 238,
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