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SYSTEM, METHOD, AND COMPUTER PROGHAM PRODUCT FOR
PERFORMING ANALYSIS OF TRANSACTION DATA

CROSS BEFERENCE TO BELATED APPLICATION
{0001] This application claims priority to U.5. Patent Application No. 15/645,118,

filed July 10, 2017 which is incorporated herein by reference in iis entirety.

BACKGROUND OF THE INVENTION
1. Field of the Invention

[0002] This invention relates generally 10 systems, devices, products, apparatus,
and methods that performing analysis of transaction dala and, in one particular
embodiment, 1o a system, product, and method for performing analysis on transaction
data to determine fraudulent activity.

2. Technical Considerations

{00037 Fraud can be committed through various media, inciuding mail, wire, phone,
and the Internet {compuier crime and Internet fraud). international aspects of the
Internet and ease with which an actor can hide the actor’s location, the difficulty of
checking identity and legitimacy online, and the simplicity with which actors can divert
browsers o dishonest sites and steal credit card details have all contributed 1o the
very rapid growth of fraud.

{0004} Credit card fraud is & wide-ranging term for theft and fraud commitied using
or involving a payment card, such as a credit card or debit card, as a fraudulent source
of funds in a transaction. The purpose of credit card fraud may be for an actor {o
obtain goods without paying or for an actor to obtain unauthorized funds from an
account. Credit card fraud may also be an adjunct act commitied as part of identity
theft.

{0005] However, detecting credit card fraud may involve analyzing large amounis
of data o make determinations on whether an act of credit card fraud has been
committed. The amount of data to be analyzed may be voluminous, to the point at
which analysis of such large amounts of data is problematic for current systems. For
example, analysis of such data may burden processing and storage resources causing

issues such as latency.
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SUMMARY OF THE INVENTION
[06068] Accordingly, it is an object of the present invention 1o provide systems,

devices, products, apparatus, and/or methods for performing analysis of transaction
data that overcomes some or all of the deficiencies of the prior art. According to a
non-limiting embodiment, provided is a computer-implemented method for performing
analysis of fransaction data. The computer-implemented method comprises receiving,
with at least one processor, at least one predetermined data identifier value, wherein
the at least one predetermined data identifier vaiue is associated with at least one of
information associated with a merchant data, information associated with an issuer
institution, or any combination thersof; receiving, with at least one processor,
streaming data, wherein the streaming data comprises a plurality of dala identifiers
and transaction data associated with each transaction of a plurality of transactions,
wherein each transaction involves at least one merchant and at least one consumer,
wherein each data identifier of the plurality of data identifiers is associated with
fransaction data associated with a transaction so that the transaction data associaled
with each transaction is separated by a data identifier; fillering, with at ieast one
processor, the streaming data using the at least one predetermined data identifier
value to provide filtered data, wherein the filtered data comprises fillered transaction
data associated with at least one transaction; determining, with at least one processor,
whether the filtered transaction data associated with the at least one transaction
corresponds to at least one predetermined transaction parameter; and asynchronously
storing, with af least one processor, the fillered transaction data associated with the at
least one transaction in af least one data structure based on determining that the
filtered transaction data associated with the at least one transaction corresponds o
the at least one predetermined transaction parameter.

{0007}  According to a non-limiting embodiment, provided is a system for performing
analysis of transaction data. The system comprises at least one processor, wherein
the at least one processor is programmed or configured to: receive at ieast one
predetermined data identifier value, wherein the at least one predetermined data
identifier value is associaled with af least one of information associated with a
merchant dala, information associaied with an issuer institution, or any combination
thereof; receive streaming data, wherein the streaming data comprises a plurality of
data identifiers and fransaction data associated with each transaction of a plurality of

transaciions, wherein each transaction involves at least one merchant and at leasi one
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consumer, wherein each data identifier of the plurality of data identifiers is associated
with transaction data associated with a transaction so¢ that the transaction data
associated with each transaction is separated by a data identifier; filter the streaming
data using the at least one predetermined data identifier value to provide filtered data,
wherein the filtered data comprises filtered transaction data associated with at least
one transaction; determine whether the filtered transaction data associated with the at
least one transaction corresponds {0 al least one predelermined transaction activity
parameter based on fillering the streaming data using the al least one predetermined
data identifier value; and asynchronously store the filtered transaction data associated
with the at least one transaction in al least one data structure based on determining
that the filtered transaction data associated with the al least one transaction
corresponds to the at least one predetermined fransaction activity parameter.

{0008] According to a non-limiting embodiment, provided is a computer program
product for performing analysis of transaction data. The computer program product
comprises at least one non-transitory computer-readable medium including one or
more instructions that, when executed by at leasi one processor, cause the at least
one processor to: receive at least one predetermined data identifier value, wherein the
at least cne predetermined dala identifier value is associated with at least one of
information associated with a merchant data, information associated with an issuer
institution, or any combination thereof; receive streaming data, wherein the streaming
data comprises a plurality of data identifiers and transaction data associated with each
transaction of a plurality of transactions, wherein each transaction involves al least
one merchant and at ieast one consumer, wherein each data identifier of the plurality
of dala identifiers is associated with transaction data associated with a transaction so
that the transaction daia associated with each transaction is separated by a data
identifier; filter the streaming data using the at least one predetermined data identifier
value to provide filtered data, wherein the filtered data comprises filtered transaction
data associated with at least one transaction; deiermine whether the fillered
transaction data associated with the al least one transaction corresponds o at least
one predetermined transaction parameter based on filtering the streaming data using
the at least one predetermined data identifier value; asynchronously store the filiered
transaction daia associated with the at least one transaction in a first data structure
based on determining that the filtered transaction data associated with the at least one

transaction corresponds o the at least one predetermined transaction parameter; and
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asynchronously store the filtered frangaction dafa associated with the at least one
transaction in a second data structure based on a pull notification, wherein the pull
notification is based on an availability of the second data structure to store the filtered
transaction data.

{0009] Further embodiments or aspects are set forth in the following numbered
clauses:

{00107 Clause 1: A compuler-implemented method for periorming analysis of
fransaction daia, comprising: receiving, with at least one processor, at leasi one
predetermined data identifier value, wherein the at least one predetermined data
identifier value is associated with at least one of information associated with a
merchant data, information associated with an issuer institution, or any combination
thereof; receiving, with at least one processor, streaming data, wherein the sireaming
data comprises a plurality of data identifiers and transaction data associated with each
transaction of a plurality of transactions, wherein each transaction involves at least
one merchant and at least one consumer, wherein each data identifier of the plurality
of data identifiers is associated with transaction data associated with a transaction so
that the transaction data associated with gach transaction is separated by a daia
identifier; filtering, with at least one processor, the streaming data using the at least
one predetermined data identifier value to provide fillered data, wherein the filtered
data comprises filtered transaction data associated with at least one transaction;
determining, with at least one processor, whether the fillered transaction data
associaled with the at least one transaction corresponds 1o at legst one predetermined
transaction parameter; and asynchronously storing, with at least one processor, the
filtered transaction data associated with the at least one transaction in at least one
data structure based on determining that the filtered transaction data associated with
the at least one transaction corresponds {o the at least one predetermined transaction
parameter.

{0011] Clause 2: The computer-implemented method of clause 1, whergin the at
least one data structure comprises a distributed dala structure associated with a
fransaction service provider system.

{00121 Clause 3: The computer-implemented method of clauses 1 or 2, wherein
determining whether the fillered transaction data corresponds to the at ieast one
predetermined fransaction parameter comprises: determining that the filtered
transaction data associated with a piurality of transactions corresponds to the at least
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one predetermined transaction parameter, wherein asynchronously storing the filiered
transaction data in the at least one data structure comprises: storing the filtered
transaction data associated with the plurality of iransactions in the at least one data
structure as a baich in a single time interval.

{0013] Clause 4: The computer-implemented method of any of clauses 1-3,
wherein asynchronously storing the filtered transaction data in the at least one data
structure comprises: asynchronously storing the filtered iransaction data in the al least
one data structure based on a pull notification, wherein the pull notification is based
on availability of the at least one data structure.

[0614] Clause 5. The computer-implemented method of any of clauses 1-4,
wherein asynchronously storing the filtered transaction data in the at least one data
structure comprises: asynchronously storing the filtered transaction data in at least
one NoSQL data structure.

{0015] Clause 6. The computer-implemented method of any of clauses 1-5,
wherein storing the filtered transaction data in the at least one data structure
comprises: storing the filtered transaction data in a first data structure; communicating
the filtered transaction data to a second data structure; and storing the fillered
transaction data in the second data structure, wherein the first data structure and the
second data structure store data in a same data format.

{0016] Clause 7: The computer-implemented method of any of clauses 1-6,
wherein the sireaming data comprises real-time ransaction data.

[0017] Clause 8: The computer-implemented method of any of clauses 1-7, further
comprising: partitioning the streaming data before receiving the streaming daia to
provide first partitioned streaming data and second partitioned streaming data; and
communicating the first partitioned streaming data and the second pariitioned
sireaming daia based on partitioning the streaming data, wherein receiving the
streaming data comprises: receiving the first pariifioned streaming data and the
second partitioned streaming data.

{0018] Clause 9: The computer-implemented method of any of clauses 1-8, further
comprising communicating a notificalion message based on determining that the
fillered transaction data associated with the at least one fransaction corresponds 1o
the at least one predetermined fransaction parameter.

[0019] Clause 10: The computer-implemented method of any of clauses 1-9,
further comprising storing the filtered transaction data in a memory storage device
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associated with the at least one processor before storing the filtered transaction data
in the at least one data structure.

[0020] Clause 11: The computer-implemented method of any of clauses 1-10,
wherein each of the plurality of data identifiers comprises a key of a plurality of key
value pairs, and wherein each portion of the transaction data comprises a vaiue of the
plurality of key value pairs.

[0021] Clause 12: The computer-implemented method of any of clauses 1-11,
wherein the streaming data is received in a serial data format, the method further
comprising: deserializing the streaming data into a deserialized data format, and
wherein filtering the streaming data using the at least one predetermined data identifier
value to provide filtered data comprises: filtering the streaming data using the at least
one predetermined data identifier value to provide fillered data, wherein the filtered
data comprises the deserialized data format.

[0022] Clause 13: A system for performing analysis of transaction data, comprising:
al least one processor, wherein the at least one processor is programmed or
configured 10: receive at least one predetermined data identifier value, wherein the at
least one predetermined dala identifier value is asscciated with at least one of
information associated with a merchant data, information associated with an issuer
institution, or any combination thereof; receive streaming data, wherein the streaming
data comprises a plurality of data identifiers and transaction data associated with each
transaction of a plurality of transactions, wherein each transaction involves at least
one merchant and at least one consumer, wherein each data identifier of the plurality
of data identifiers is associated with transaction data associated with a transaction so
that the transaction data associated with gach transaction is separated by a daia
identifier; filter the streaming data using the at least one predetermined data identifier
value to provide filtered data, wherein the filtered dala comprises filtered transaction
data associated with at leasi one iransaction; deiermine whether the filtered
transaction data associated with the at least one transaction corresponds o at least
one predetermined transaction activity parameter based on filtering the streaming data
using the at least one predetermined data identifier value; and asynchronously store
the filtered transaction data associated with the at least one transaction in af least one
data structure based on determining that the filtered transaction data associated with
the at least one transaction corresponds to the at least one predetermined transaction

activity parameter.
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[0023] Clause 14: The sysiem of clause 13, wherein the at least one processor,
when asynchronously storing the filtered transaction data in the at least one data
structure, is further programmed or configured to: asynchronously store the filtered
transaction data in the at least one daia structure based on a pull notification, wherein
the pull notification is based on availability of the at least one data structure.

[0024] Clause 15 The system of clauses 13 or 14, wherein the at least one
processor, when asynchronously storing the filtered transaction data in the al least
one data structure, is further programmed or configured io: asynchronously store the
filtered transaction data in a first data structure; communicate the filtered transaction
data to a second data structure; and asynchronously store the filtered transaction data
in the second data struciure based on receiving the filtered transaction data, wherein
the first data structure and the second data structure store data in a same data format.
{0025] Clause 16: The system of any of clauses 13-15, wherein the at least one
predetermined data identifier value comprises a predetermined range of account
identifiers, wherein the predetermined range of account identifiers is associated with
an issuer institution that issues af least one account associated with the predetermined
range of account identifiers.

[0626] Clause 17: The system of any of clauses 13-16, wherein the at least one
predefermined fransaction activity parameter comprises at least one of the following:
a predetermined transaction amount of a transaction; information associated with a
predetermined transaction amount of a plurality of transactions; infoermation associated
with a difference in a location of a first transaction and a location of a second
transaction; information associated with a plurality of transactions conducied during a
predetermined time interval; information associated with a type of transaction of a
plurality of transactions conducted during a predetermined time interval; or any
combination thereof.

{00277 Clause 18: The system of any of clauses 13-17, wherein each of the plurality
of data identifiers comprises a key of a plurality of key value pairs, and wherein each
portion of the transaction data comprises a value of the plurality of key value pairs,
and wherein the at least one predetermined data identifier value comprises at least
one predetermined key data parameter; and wherein the at least one processor, when
filtering the streaming data using the at least one predetermined data identifier value
to provide the filtered data, is further programmed or configured to: filter the streaming
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data using the at least one predetermined key data parameter {o provide the fillered
data.

[0028] Clause 19: A computer program product for performing analysis of
transaction data, the compuler program product comprising at ieast one non-frangitory
computer-readable medium including one or more instructions that, when executed by
at least one processor, cause the at least one processor to: receive at least one
predetermined data identifier value, wherein the at least one predetermined data
identifier value is associated with af least one of information associated with a
merchant data, information associated with an issuer institution, or any combination
thereof; receive streaming data, wherein the streaming data comprises a plurality of
data identifiers and fransaction data associated with each transaction of a plurality of
transactions, wherein each ransaction involves at least one merchant and at least one
consumer, wherein each data identifier of the plurality of data identifiers is associated
with transaction data associated with a fransaction so that the transaction data
associated with each fransaction is separated by a data identifier; filler the streaming
data using the at least one predetermined data identifier value 1o provide filtered data,
wherein the filtered data comprises filtered transaction data associated with at least
one transaction; determine whether the filtered transaction data associated with the at
least one transaction corresponds 10 at least one predetermined transaction parameter
based on filtering the streaming data using the at ieast one predetermined data
identifier value; asynchronously store the filtered transaction data associated with the
at least one transaction in a first data structure based on determining that the fillered
fransaction data associated with the al least one fransaction corresponds o the at
least one predetermined transaction parameter; and asynchronously store the filtered
transaction data associated with the at least one transaction in a second data structure
based on a pull notification, wherein the pull notification is based on an availability of
the second data structure to store the fillered transaction data.

{00291 Clause 20: The computer program product of clause 19, wherein the first
data structure and the second data structure store data in a same data format.
{00307 Clause 21: A computer-implemented method for performing analysis of
fransaction daia, comprising: receiving, with at least one processor, at leasi one
predetermined data identifier value, wherein the at least one predetermined data
identifier value is associated with at least one of information associated with a

merchant data, information associated with an issuer institution, or any combination
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thereof; receiving, with at least one processor, streaming data, wherein the streaming
data comprises a plurality of data identifiers and transaction data associated with each
transaciion of a plurality of transactions, wherein each transaction involves at least
one merchant and at least one consumer, wherein each daia identifier of the plurality
of data identifiers is associated with transaction data associated with a transaction so
that the transaction data associated with each transaction is separated by a dala
identifier; filtering, with at least one processor, the streaming data using the at least
one predeiermined data identifier value to provide filtered data, wherein the filtered
data comprises filtered transaction data associated with at least one transaction;
determining, with at least one processor, whether the filtered fransaction data
associated with the at least one transaction corresponds 10 at least one predetermined
transaction parameter; and asynchronously storing, with at least one processor, the
filtered transaction data associated with the at least one transaction in at least one
data structure based on determining that the filtered transaction data associated with
the at least one fransaction corresponds to the at least one predetermined iransaction
parameter.

[0031] Clause 22: The computer-implemented method of clause 21, wherein the at
least one data structure comprises a distributed data structure associated with a
transaction service provider system.

{0032] Clause 23: The computer-implemented method of clauses 21 or 22, wherein
determining whether the filtered transaction data corresponds o the at least one
predetermined transaction parameter comprises: delermining that the fillered
transaction data associated with a plurality of transactions corresponds to the at least
one predetermined transaction parameter, wherein asynchronously storing the filtered
transaction data in the at least one data structure comprises: storing the filtered
transaction data associated with the plurality of iransactions in the at least one data
structure as a baich in a single time interval.

{0033] Clause 24: The computer-implemented method of any of clauses 21-23,
wherein asynchronously storing the filtered transaction data in the at least one data
structure comprises: asynchronously storing the filtered iransaction data in the al least
one data structure based on a pull notification, wherein the pull notification is based
on availability of the at least one data structure.

[0634] Clause 25: The computer-implemented method of any of clauses 21-24,
wherein asynchronously storing the filtered transaction data in the at least one data
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structure comprises: asynchronously storing the filtered transaction daia in at least
one NoSQL data structure.

[0035] Clause 26: The computer-implemented method of any of clauses 21-25,
wherein storing the fillered transaction data in the al least one dala structure
comprises: storing the filtered transaction data in a first data structure; communicating
the filtered transaction data to a second data structure; and storing the fillered
fransaction data in the second data structure, wherein the first data structure and the
second data structure store daia in a same data format.

[0038] Clause 27: The computer-implemented method of any of clauses 21-286,
wherein the streaming data comprises real-time transaction data.

{00371 Clause 28: The computer-implemented method of any of clauses 21-27,
further comprising: partitioning the streaming data before receiving the streaming data
to provide first partitioned streaming data and second partitioned streaming data; and
communicating the first partitioned streaming data and the second partitioned
streaming data based on pariitioning the streaming daia, wherein receiving the
streaming data comprises: receiving the first partitioned streaming data and the
second partitioned streaming data.

[0638] Clause 29: The computer-implemented method of any of clauses 21-28,
further comprising communicating a notification message based on determining that
the filtered transaction data associated with the at least one transaction corresponds
to the al least one predetermined transaction parameter.

{0039] Clause 30: The computer-implemented method of any of clauses 21-29,
further comprising storing the filtered transaction data in a memory storage device
associated with the at least one processor before storing the filtered transaction data
in the at least one data structure.

[0040] Clause 31: The computer-implemented method of any of clauses 21-30,
wherein each of the plurality of data identifiers comprises a key of a plurality of key
value pairs, and wherein each portion of the transaction data comprises a vaiue of the
plurality of key value pairs.

[0041] Clause 32: The computer-implemented method of any of clauses 21-31,
wherein the al least one predetermined dafa identifier value comprises at least one
predetermined key data parameter; and wherein filtering the streaming data using the
at least one predetermined data identifier value to provide the filtered data comprises:
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filtering the streaming data using the af least one predetermined key data parameter
to provide the filtered data.

[0042] Clause 33: The computer-implemented method of any of clauses 21-32,
wherein the sireaming daia is received in a serial data format, the method further
comprising: deserializing the streaming data into a deserialized data format, and
wherein filtering the streaming data using the at least one predetermined data identifier
value to provide fillered data comprises: fillering the sireaming data using the at least
one predeiermined data identifier value to provide filtered data, wherein the filtered
data comprises the deserialized data format.

[0043] Clause 34: A system for performing analysis of transaction data, comprising:
at least one processor, wherein the al least one processor is programmed or
configured to: receive at least one predetermined data identifier value, wheresin the at
least one predetermined data identifier value is associated with at least one of
information associated with a merchant data, information associated with an issuer
institution, or any combination thereof; receive streaming data, wherein the streaming
data comprises a plurality of data identifiers and transaction data associated with each
transaction of a plurality of transactions, wherein each transaction involves at least
one merchant and at least one consumer, wherein each data identifier of the plurality
of data identifiers is associated with transaction daia associated with g fransaction so
that the transaction data associated with each transaction is separated by a data
identifier; filter the streaming data using the at least one predetermined data identifier
value to provide filtered dala, wherein the fillered data comprises fillered transaction
data associated with at least one f{ransaction; determine whether the filiered
transaction data asscciated with the at least one transaction corresponds o at least
one predetermined transaction activity parameter based on filtering the streaming data
using the at least one predetermined data identifier value; and asynchronously store
the filiered transaction data associated with the at least one fransaction in at least one
data structure based on determining that the filtered transaction data associated with
the at least one transaction corresponds to the at least one predetermined transaction
activity parameter.

[0044] Clause 35: The system of clause 34, wherein the at least one predetermined
transaction activity parameter comprises at least one of the following: a predetermined
transaction amount of a transaction; information associated with a predelermined

transaciion amount of a plurality of transactions; information associated with a
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difference in a location of a first transaction and a location of a second transaction;
information associaled with a plurality of transactions conducted during a
predetermined time interval; information associated with a type of transaction of a
plurality of transactions conducted during a predetermined time interval; or any
combination thereof.

{0045] These and cther features and characteristics of the present invention, as
well as the methods of operation and funclions of the related elemenis of structures
and the combination of paris and economies of manufacture, will become more
apparent upon consideration of the following description and the appended claims with
reference to the accompanying drawings, all of which form a part of this specification,
wherein like reference numerals designate corresponding parts in the various figures.
it is to be expressly understood, however, that the drawings are for the purpose of
iflustration and description only and are not intended as a definition of the limits of the
invention. As used in the specification and the claims, the singular form of "a,” “an,”

and “the” include plural referents unless the context clearly diclates otherwise.

BRIEF DESCRIPTION OF THE DRAWINGS
[0048] Additional advantages and details of the invention are explained in greater

detall below with reference to the exemplary embodiments that are illustraied in the
accompanying schematic figures, in which:

[0047] FIG. 1is a diagram of a non-limiting embodiment of an environment in which
systems, devices, products, apparatus, and/or methods, described herein, may be
implemented according to the principles of the present invention;

[0048] FIG. 2 is a diagram of a non-limiting embodiment of components of one or
more devices of FIG. 1;

[0049] FIG. 3 is a diagram of a non-limiting embodiment of a transaction service
provider system as shown in FIG. 1;

{0080] FIG. 4 is a diagram of ancther non-limiting embodiment of a transaction
service provider system as shown in FIG. 1;

{00511 FIG. 5 is a flowchart of a non-limiting embodiment of a process for
performing analysis on fransaction data according to the principles of the present
invention;

[0652] FIG. 6 is a diagram of a non-limiting embodiment of a connector as shown
in FIG. 1 and FIG. 3; and
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{00531 FIG. 7 is a flowchart of a non-limiting embodiment of a process for
performing analysis on transaction data according to the principles of the present

invention,

DESCRIPTION OF THE INVENTION
{0054] For purpeoses of the description hereinafter, the terms “end,” “upper,”

LTS L

“lower,” “right,” “left,” “vertical,” “horizontal,” "top,” “bottom,” "lateral,” “longitudinal,” and
derivatives thereof shall relate {o the invention as it is oriented in the drawing figures.
However, it is to be understood that the invention may assume various aliernative
variations and step sequences, except where expressly specified to the contrary. itis
also o be understood that the specific devices and processes illustrated in the
atiached drawings, and described in the following specification, are simply exemplary
embodiments or aspects of the invention. Hence, specific dimensions and other
physical characteristics related to the embodiments or aspects of the embodiments
disclosed herein are nol 10 be considered as limiling unless otherwise indicated.
[0055] No element, act, function, or instruction used herein should be construed as
critical or essential unless explicitly described as such. Also, as used herein, the
articles "a" and "an” are intended 1o include one or more items, and may be used
interchangeably with “one or more” and “at least one.” Furthermore, as used herein,
the term “set” is intended o include one or more items {(e.q., related items, unrelated
items, a combination of related and unrelated items, eic.) and may be used
interchangeably with “one or more” or “at least one.” Where only one item is intended,
the term “one” or similar language is used. Also, as used herein, the terms “has,”
*have,” “having,” or the like are intended {0 be open-ended terms. Further, the phrase
“pased on” is intended 1o mean “based at least partially on” unless explicitly stated
otherwise.

{0056]  As used herein, the ferms “communication” and “communicate” may refer to
the reception, receipt, transmission, transfer, provision, and/or the like of information
{e.¢., data, signals, messages, instructions, commands, and/or the like}. For one unit
(e.g., a device, a system, a component of a device or system, combinations thereof,
and/or the like) to be in communication with ancther unit means that the one unit is
abie to directly or indirectly receive information from and/or transmit information to the
other unit. This may refer to a direct or indirect connection that is wired and/or wireless

in nature. Additionally, two units may be in communicalion with each other even
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though the information transmitted may be modified, processed, relayed, and/or routed
between the first and second unit. For example, a first unit may be in communication
with a second unit even though the first unit passively receives information and does
not actively transmit information to the second unit. As ancther example, a first unit
may be in communication with a second unit if at least one intermediary unit {(8.g., a
third unit located between the first unit and the second unit) processes information
received from the first unit and communicates the processed information to the second
unit. it will be appreciated that numerous other arrangements are possible,

53

[0057] As used herein, the terms “issuer institution,” “portable financial device
issuer,” “issuer,” or “issuer bank” may refer 1o one or more entities that provide
accounts to customers for conducting payment transactions, such as initiating credit
and/or debit payments. For example, an issuer ingtitution may provide an account
identifier, such as a personal account number (PAN), 1o a customer that uniquely
identifies one or more accounts associated with that customer. The account identifier
may be embodied on a portable financial device, such as a physical financial
insirument, e.g., a payment card, and/or may be elecironic and used for elecironic
payments. The terms “issuer institution” and "issuer institution system” may alsc refer
to one or more computer systems operated by or on behalf of an issuer institution,
such as a server computer execuling one or more software applications. For example,
an issuer institution system may include one or more authorization servers for
authorizing a payment transaction.

[0058] As used herein, the term “account identifier” may include one or more PANS,
tokens, or other identifiers associated with a customer account. The ferm “token” may
refer {0 an identifier that is used as a substitute or replacement identifier for an original
account identifier, such as a PAN. Account identifiers may be alphanumeric or any
combination of characters and/or symbols. Tokens may be associated with a PAN or
other original account identifier in one or more data struclures {e.g., one or more
databases, one or more repositories, one or more data repositories, one or more data
tables, and/or the like) such that they may be used o conduct a ransaction without
directly using the original account identifier. In some examples, an original account
identifier, such as a PAN, may be associated with a plurality of tokens for different
individuals or purposes.  An issuer institution may be associated with a bank
identification number (BIN) or a range of BiNs that unigquely identify the issuer

institution.
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{00581 As used herein, the ferm “account identifier” may include one or more types
of identifiers associated with a user account (2.¢., a PAN, a primary account number,
a card number, a payment card number, a foken, and/or the like). In some non-limiting
embodiments, an issuer institution may provide an account identifier (e.g., a PAN, a
token, and/or the like) to a user thal uniquely identifies one or more accounis
associated with that user. The account identifier may be embodied on a physical
financial instrument (e.g., a portable financial instrument, a payment card, a credit
card, a debil card, and/or the like) and/or may be electronic information communicated
to the user that the user may use for electronic payments. In some non-limiting
embodiments, the account identifier may be an original account identifier, where the
original account identifier was provided o a user at the creation of the account
associated with the account identifier. in some non-limiting embodiments, the account
identifier may be an account identifier (e.g., a supplemental account identifier) that is
provided to a user after the original account identifier was provided to the user. For
example, if the original account identifier is forgotlen, stolen, and/or the like, a
supplemental account identifier may be provided o the user. In some non-limiting
embodiments, an account identifier may be directly or indirectly associated with an
issuer institution such that an account identifier may be a token that maps to a PAN or
other type of identifier. Account identifiers may be alphanumeric, any combination of
characters and/or symbgols, and/or the like.

{0060]  As used herein, the term “token” may refer 10 an identifier that is used as a
substitute or replacement identifier for an account identifier, such as a PAN. Tokens
may be associaied with a PAN or other account identifiers in one or more dala
structures such that they can be used o conduct a transaction without directly using
the account identifier, such as a PAN. In some examples, an account identifier, such
as a PAN, may be associated with a plurality of tokens for different uses or different
DUTPOSES.

{0061]  As used herein, the term "merchant” may refer to one or more entities (e.¢.,
operators of retail businesses that provides goods and/or services, and/or access 1o
goods and/or services, 1o a user {e.g., a customer, a consumer, a customer of the
merchani, and/or the like) based on a transaction, such as a paymenti fransaction. As
used herein “merchant sysiem” may refer to one or more computer systems operated
by or on behalf of a merchant, such as a server computer executing one or more

sofiware applications. As used herein, a “merchant point-of-sale (POS) system” may
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refer 1o one or more computers and/or peripheral devices used by a merchant to
engage in payment transactions with customers, including one or more card readers,
near-field communication (NFC) receivers, radio frequency identification (RFID)
receivers, and/or other contactiess transceivers or receivers, contact-based receivers,
payment terminals, computers, servers, input devices, and/or ¢ther like devices that
may be used to initiate a payment fransaction. A merchant POS system may also
include one or more server compulers programmed or configured o process online
payment fransactions through webpages, mobile applications, and/or the like. As used
herein, the term “product” may refer to one or more goods and/or services offered by
a merchant.

[0062] As used herein, a “point-of-sale {(POS) system”™ may refer {o one or more
computers and/or peripheral devices used by a merchant to engage in payment
transactions with customers, including one or more card readers, NFC receivers, RFID
receivers, and/or other contactless transceivers or receivers, confact-based receivers,
payment terminals, computers, servers, inpul devices, and/or other like devices that
may be used 1o iniliale a payment transaction. A POS sysiem (e.g., a merchant POS
system) may also include one or more server computers programmed or configured
to process oniine payment transactions through webpages, mobile applications,
and/or the like.

{0063] Asused herein, the term “transaction service provider” may refer to an entity
that receives transaction authorization requests from merchants or other entities and
provides guarantees of payment, and in some cases through an agreement between
the transaction service provider and the issuer institution. In some non-limiting
embodiments, a transaction service provider may include a credit card company, a
debit card company, and/or the like. As used herein, the term “transaction service
provider system” may also refer to one or more computer systems operaled by or on
behalf of a transaction service provider, such as a transaction processing server
executing one or more software applications. A ftransaction processing server may
include one or more processors and, in some non-limiting embodiments, may be
operated by or on behalf of a transaction service provider.

[0084] As used herein, the term “acquirer” may refer {o an entity licensed by the
transaction service provider and approved by the transaction service provider o
originate transactions using a portable financial device associated with the transaction

service provider. The transactions may include purchases, original credit transactions
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(OCTs), account funding fransactions (AFTs), and other like payment fransactions.
The acquirer may be authorized by the transaction service provider {o assign merchant
or service providers to originate transactions using a poriable financial device of the
transaction service provider. The acquirer may contract with payment facilitators to
enable the payment facilitators to sponsor merchanis. The acquirer may monitor
compliance of the payment facilitalors in accordance with regulations of the
fransaction service provider. The acquirer may conduct due diligence of payment
facilitators and ensure proper due diligence occurs before signing a sponsored
merchant. The acguirer may be liable for all fransaction service provider programs
that the transaction service provider operates or sponsors.  The acquirer may be
responsible for the acts of the acquirer’s payment facilitators and the merchants or the
acts of the merchants that the payment facilitalors sponsor. An acquirer may be a
financial institution, such as a bank. As used herein, the term “acquirer system” may
also refer {0 one or more computer systems, computer devices, and/or the like
operated by or on behalf of an acquirer, such as a server executing one or more
software applications.

[00653] As used herein, the term “portable financial device” may refer to a payment
card (e.¢., a credit or debit card), a gift card, a smartcard, smart media, a payroll card,
a healthcare card, a wristband, a machine-readable medium containing account
information, a keychain device or fob, an RFID transponder, a retailer discount or
loyalty card, as examples. The portable financial device may include volatile or non-
volatile memory o store information {e.g., an account identifier, a name of the account
holder, and/or the like).

[0068] As used herein, the term “payment facilifator” may refer to a payment
processing system operated by or on behalf of an entity (e.g., a merchant service
provider} thalt coniracts with an acquirer to provide transaction service provider
payment services, using portable financial devices of the transaction service provider,
to merchants sponsored by the payment facilitator. A payment facilitator may also
refer to the entity that operates such a payment processing system. The payment
facilitator may monitor all merchant activity sponsored by the payment facilitator in
accordance with rules, regulations, and/or the like of the transaction service provider.
[0067] As used herein, the terms “client” and “client device” may refer {o one or
more client-side devices or systems, remote from a transaction service provider, used

to initiate or facilifate a transaction. As an example, a “client device” may refer to one
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or more POS systems used by a merchant or one or more acquirer host computers
used by an acquirer. It will be appreciated that a client device may be any electronic
device configured fo communicate with one or more networks and initiate or facitifate
transaction such as, but not limited to, one or more computers, porfable computers,
tablet computers, cellular phones, wearable devices {(e.g., walches, glasses, lenses,
clothing, and/or the like), personal digital assistants (PDAs), and/or other like devices.
Moreover, a “client” may also refer to an entity, such as a merchant or acquirer that
owns, ulilizes, and/or operaies a client device for inilialing fransactions with a
transaction service provider,

{0068} As used herein, the term "server” may refer {0 one or more computing
devices, such as processors, siorage devices, and/or similar computer components
that communicate with client devices and/or other computing devices over a network,
such as the Internet or private networks, and, in some examples, facilitate
communication among other servers and/or client devices. 1t will be appreciated that
various other arrangements are possible. As used herein, the term “system” may refer
to one or more computing devices or combinations of computing devices such as, but
not limited to, processors, servers, client devices, software applications, and/or ather
like components. In addition, reference to “a server” or “a processor,” as used herein,
may refer to a previously-recited server and/or processor that is recited as performing
a previous step or function, a different server and/or processor, and/or a combination
of servers and/or processors. For example, as used in the specification and the
claims, a first server and/or a first processor that is recited as performing a first step
or function may refer to the same or different server and/or a processor recited as
performing a second step or function.

[0669] Non-limiting embodiments of the present invention are directed to systems,
methods, and computer program products that improve the performance of analysis
of fransaction data. Non-limiting embodiments of the inveniion allow for the improved
detection of fraudulent activity that may be determined based on transaction data
associated with an account (2.9., a credit card account, a debit card account, and/or
the like).

{00701 Non-limiting embodiments of the present invention may include a computer-
implemented method for performing analysis of transaction data that comprises
receiving at least one predetermined data identifier value, wherein the at least one

predetermined data identifier value is associated with al least one of information
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associated with a merchant data, information associated with an issuer institution, or
any combination thereof, receiving streaming data, wherein the streaming data
comprises a plurality of data identifiers and transaction data associated with each
transaciion of a plurality of fransactions, wherein each transaction involves at least
one merchant and at least one consumer, and wherein each daia identifier of the
plurality of data identifiers is associated with transaction data associated with a
transaction so that the transaction data associated with each transaction is separaled
by a data identifier. By receiving sireaming data, the present invention aliows for real-
time or near to real-time analysis of transaction data, which may provide immediate
analysis of transaction data, for example, with regard to fraudulent activity that may be
indicated based on the ransaction data.

[0071]  Additionally, the computer-implemented method may include filtering the
streaming data using the at least one predetermined data identifier value 1o provide
filtered data, wherein the filtered data comprises filtered transaction data associated
with at least one transaction, determining whether the fillered transaction data
associated with the at least one transaction corresponds to at least one predetermined
transaction parameter, and asynchronously storing the filtered transaction data
associated with the at least one transaction in at least one data structure based on
determining that the filtered transaction data associaled with the at least one
transaction corresponds {o the al least one predetermined transaction parameter. By
asynchroncusly storing fillered transaction data, the present invention allows for
increased throughput of filtered transaction data to a daia structure. In this way,
resources associated with providing the filtered transaction data io a data structure
may be reduced when compared o synchronously storing the filtered transaction data.
[0072] Referring now to FIG. 1, FIG. 1 is a diagram of an example environment 100
in which devices, systems, and/or methods, described herein, may be implemenied.
As shown in FIG. 1, environment 100 includes a transaction service provider sysiem
102, an issuer system 104, a user device 106, a merchant system 108, an acquirer
system 110, and a network 112.

[0073] Transaction service provider sysiem 102 may include one or more devices
capable of receiving information from issuer system 104, user device 106, merchant
systemn 108, and/or acguirer system 110 via network 112 and/or communicating
information to issuer system 104, user device 108, merchant system 108, and/or

acquirer system viag network 112, For example, transaction service provider sysiem
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102 may include a computing device, a server, a group of servers, and/or other like
devices. In some non-limiting embodiments, the transaction service provider sysiem
102 may be associated with an entity (e.g., a transaction service provider) thai
operafes a credit card network and that processes payments for credit accounts, debii
accounts, credit cards, debit cards, and/or the like.

[0074] Issuer system 104 may include one or more devices capable of receiving
information from transaction service provider system 102 and/or user device 106 via
a network (e.g., network 112) and/or communicating information to transaction service
provider system 102 and/or user device 108 via the network. For example, issuer
system 104 may include a computing device, a server, a group of servers, and/or other
like devices. In some non-limiting embodiments, the issuer sysiem 104 may be
associated with an issuer institution as described herein. For example, issuer sysiem
104 may be associated with an issuer institution that issued a credit account, debit
account, credit card, debit card, and/or the like 10 a user associated with user device
106.

[0075] User device 106 may include one or more devices capable of receiving
information from transaction service provider system 102 and/or issuer system 104 via
network 112 and/or communicating information to transaction service provider system
102 and/or issuer system 104 vig network 112. User device 106 may also include a
device capable of receiving information from merchant system 108 via a network {e.g.,
network 112), a communication connection {e.g., an NFC} connection, an RFID
communication connection, a Bluetooth® communication connection, etc.), and/or the
like, or communicaling information to merchant system 108 via the nelwork, the
communication connection, and/or the like. For example, user device 108 may include
a client device, a computer device, a deskiop computer, a laptop computer, a mobile
device, a celiular phone {e.g., a smariphone, standard cellular phone, eic.), a portable
computer, a wearable device (e.g., a waich, glasses, lenses, clothing, etc.), a PDA,
and/or other like devices. In some non-limiting embodiments, user device 106 may be
capable of engaging in a transaction with merchant system 108.

{0076} Merchant system 108 may include one or more devices capable of receiving
information from transaclion service provider system 102 via network 112 and/or
communicating information to transaction service provider system 102 via network
112. Merchant systerm 108 may also include one or more devices capable of receiving

information from user device 106 and/or acquirer system 110 via a network 112, a



WO 2019/014081 PCT/US2018/041185
21

communication connection {e.g., an NFC communication connection, an RFID
communication connection, a Bluetooth® communication connection, and/or the like),
and/or the like, and/or communicaling information o user device 106 and/or acquirer
system 110 via the network, the communicalion connection, and/or the like, For
example, merchant system 108 may include a computing device, a server, a group of
servers, a client device, a group of client devices, and/or other like devices. In some
non-limiting embodiments, merchant system 108 may include one or more user
devices 106. For example, merchant system 108 may include user device 106 that
allows a merchant to communicate information 1o transaction service provider system
102.

00771  In some non-limiting embodiments, merchant sysiem 108 may include one
or more devices, computers, computer systems, and/or peripheral devices capable of
being used by a merchant {0 engage in a transaction with a user. Merchant sysiem
108 may include one or more magnelic stripe card readers, chip card readers, NFC
receivers, RFID receivers, and/or other contactless transceivers or receivers, contact-
based receivers, payment ferminals, computers, servers, input devices, and/or other
like devices that can be used 1o engage in a transaction.

[0078] In some non-limiting embodiments, merchant system 108 may inciude
and/or be in communication with a remote POS sysiem, which may refer o a system
that performs the functions of a PCS device and is hosied in a network. A remote
POS system may be hosted on one or more computers instead of, or in addition o, a
physical POS device at a merchant location {e.q., a retail store, elc.). A remote POS
system may be hosted in or remote to the merchant location. As an example, aremote
POS system may be a virtual POS system hosted in a cloud-computing environment
{e.g., a cloud POS systern}. The remote POS system may be unigue 1o a specific
merchant and may be hosted by the merchant, by a transaction service provider, by
an issuer institution, and/or by a third party.

{00791 Acquirer system 110 may include a device capable of receiving information
from transaction service provider system 102 and/or merchant system 108 via network
112 and/or communicating information to transaction service provider system 102
and/or merchant system 108 via network 112, For example, acquirer system 110 may
include a computing device, a server, a group of servers, and/or other like devices. In
some non-limiting embodiments, acquirer system 110 may be associated with an

acqguirer as described hersin.
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{00807 Network 112 may include one or more wired and/or wireless networks. For
example, network 112 may include a celiular network {e.g., a long-term evolution (LTE)
network, a third generation (3G) network, a fourth generation (4G) network, a code
division mulliple access (CDMA) network, efc.), a public land mobile network (PLMN),
a local area network {LAN), a wide area network {(WAN), a metropolifan area network
(MAN), a telephone network {e.g., the public swilched telephone network (PSTN)), a
private network, an ad hoc network, an intranet, the internet, a fiber oplic-based
networl, a cloud computing network, and/or the like, and/or a combination of these or
other types of networks.

[0681] The number and arrangement of devices and networks shown in FIG. 1 are
provided as an example. There may be additional devices and/or networks, fewer
devices and/or networks, different devices and/or networks, or differently arranged
devices and/or networks than those shown in FIG. 1. Furthermore, two or more
devices shown in FIG. 1 may be implemented within a single device, or a single device
shown in FIG. 1 may be implemented as multiple, disiributed devices. Additionally, or
alternatively, a set of devices (e.g., one or more devices) of environment 100 may
perform one or more functions described as being performed by ancther set of devices
of environment 100.

{0082} Referring now to FIG. 2, FIG. 2 is a diagram of example components of a
device 200. Device 200 may correspond 1o fransaction service provider system 102,
issuer systemn 104, user device 106, merchant system 108, acquirer system 110
and/or one or more devices of transaction service provider systemn 102, issuer system
104, user device 106, merchant system 108, acquirer system 110. In some non-
limiting embodiments, transaction service provider system 102, issuer system 104,
user device 106, and/or merchant system 108 may include at least one device 200
and/or at least one component of device 200. As shown in FiG. 2, device 200 may
include a bus 202, a processor 204, a memory 206, a siorage componeni 208, an
input component 210, an output component 212, and a communication interface 214.
{0083] Bus 202 may include a component that permits communication among the
components of device 200. In some non-limiting embodiments, processor 204 may
be implemented in hardware, firmware, or a combination of hardware and software.
For example, processor 204 may include a processor (e.q., a central processing unit
{CPU), a graphics processing unit {GPU), an accelerated processing unit (APU}, eic.),
a microprocessor, a digital signal processor (DSP), and/or any processing component
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{(e.g., a field-programmable gate array {(FPGA), an application-specific integrated
circuit (ASIC), etc.) that can be programmed to perform a function. Memory 206 may
include a random access memory (RAM), a read only memory (ROM), and/or another
type of dynamic or static storage device (e.g., a flash memory, a magnetic memory,
an optical memory, efc.) that stores information and/or instructions for use by
processor 204.

[0084] Storage component 208 may store information and/or software related to
the operation and use of device 200. For example, storage componeni 208 may
include a hard disk {e.g., a magnetic disk, an optical disk, a magnets-optic disk, a
solid-state disk, eic.}, a compact disc (CD}, a digital versatile disc (DVD), a tloppy disk,
a cartridge, a magnetic tape, and/or another type of computer-readable medium, along
with a corresponding drive.

[0085] Input component 210 may include a component that permits device 200 to
receive information, such as via user input {e.g., a touch screen display, a keyboard,
a kKeypad, a mouse, a bution, a switch, a microphone, elc.). Additionally, or
alternatively, input component 210 may include a sensor for sensing information {e.g.,
a global positioning system (GPS) component, an accelerometer, a gyroscope, an
actuator, etc.). Output component 212 may include a component that provides ouiput
information from device 200 {e.g., a display, a speaker, one or more light-emitting
dicdes (LEDs), efc.).

{0088} Communication interface 214 may include a transceiver-like component
{(e.g., a lransceiver, a separate receiver and fransmitier, etc.) that enables device 200
to communicate with other devices, such as via a wired connection, a wireless
connection, or a combination of wired and wireless connections.  Communication
interface 214 may permit device 200 to receive information from another device and/or
provide information fo another device. For example, communication interface 214 may
include an Ethernetl interface, an optical inlerface, a coaxial interface, an infrared
interface, a radio frequency (RF) interface, a universal serial bus (USB) interface, a
Wi-Fi interface, a cellular network interface, and/or the like.

[0087] Device 200 may perform one or more processes described herein. Device
200 may perform these processes based on processor 204 execuling software
instructions stored by a computer-readable medium, such as memory 206 and/or
storage component 208. A computer-readable medium (e.g., a non-ransifory

computer-readable medium) is defined herein as a non-transitory memory device. A
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memory device includes memaory space located inside of a single physical storage
device or memory space spread across multiple physical storage devices.

[0088] Software instructions may be read into memory 208 and/or storage
component 208 from another computer-readable medium or from ancther device via
communication interface 214. When executed, software instructions stored in memory
206 and/or storage component 208 may cause processor 204 to perform one or more
processes described herein, Additionally, or alternatively, hardwired circuitry may be
used in place of or in combination with software instructions to perform one or more
processes described herein. Thus, embodiments described herein are not limited fo
any specific combination of hardware circuitry and software.

{0089} The number and arrangement of components shown in FIG. 2 are provided
as an example. In some non-limiting embodiments, device 200 may include additional
components, fewer components, different components, or differently arranged
components than those shown in FIG. 2. Additionally, or alternatively, a set of
components (e.g., one or more components} of device 200 may perform one or more
functions described as being performed by another set of components of device 200.
{00807 Referring now fo FIG. 3, FIG. 3 is a diagram of non-limiting embodiment of
the components of ransaction service provider system 102 in which devices, systems,
and/or methods, described herein, may be implemented. As shown in FIG. 3,
transaction service provider system 102 may include a connector 302, a streaming
data feed 304, a scheduler 306, a data structure 308, a data structure 310, and a
persisient storage component 312. In some non-limiting embodiments, only one of
data structure 308 or dafa structure 310 may be included in fransaction service
provider system 102. In some non-limiting embodiments, data structure 308 may
perform all or some of the functions performed by data structure 310, or data structure
310 may perform all or some of the functions performed by data struciure 308. In
some non-limiting embodiments, connector 302, streaming daia feed 304, scheduler
306, data structure 308, data structure 310, and/or persistent storage component 312
may include a computing device, a server, a group of servers, a computing device
execuling a virtual machine that performs specified functions, and/or other like
devices. In some non-limiting embodiments, persistent storage component 312 may
include memory storage device. For example, persistent storage component 312 may
include may include a primary memory storage device (e.g., a cache memory, a main

memory, and/or the like), a secondary memory storage device {(e.9., a mass storage
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device, a hard drive, and/or the like), and/or an off-line storage device {e.g., a
removable media drive, a removable siorage medium, and/or the like) associated with
connector 302, In some non-limiting embodiments, persistent storage component 312
may allow connector 302 to store information such thal the information persists in
persistent storage component 312 in the event of an outage of connector 302, In some
non-limiting embodiments, data struciure 308 and/or data structure 310 may be a
structured gquery language (5QL) data structure, a NoSQL data structure, and/or the
like. In some non-limiting embodiments, data structure 308 and/or data struciure 310
may be implemented using available data structure software, such as, for example
RocksDB, Apache HBase, and/or the like. In some non-limiting embodiments,
streaming data feed 304 may be implemented using available dala streaming
sofiware, such as, for example Apache Kafka, and/or the like. In some non-limiting
embodiments, streaming data feed 304 may communicate data using an
authentication function and the authentication funclion may be based on a lightweight
token authentication {LTA) process, and/or the like.

{00817  In some non-limiling embodiments, data structure 308 and/or data structure
310 may be a distributed data structure {(e.g., a distributed data struciure associated
with transaction service provider system 102). In some non-limiting embodiments,
data struciure 308 and/or data struciure 310 may be local or remote o transaction
service provider system 102, For example, data structure 308 and/or data structure
310 may be a component of fransaction service provider system 102 or data structure
308, and/or data siructure 310 may nol be a component of fransaction service provider
system 102 {e.q., data structure 308 and/or data structure 310 may be a component
of another system).

[0092] In some non-limiting embodiments, the functions specified by connector
302, streaming data feed 304, scheduler 306, data structure 308, and/or data structure
310 may be implemented on a computing device, a group of computing devices, a
server, a group of servers, one or more virtual machines executed by one or more
computing devices, one or more virtual machines executed in a cloud computing
environment, and/or the like. In some non-limiting embodiments, connector 302 may
be capable of receiving information from streaming data feed 304, scheduler 3086, data
structure 308, data structure 310, and/or persistent storage component 312, and/or
cormmunicating information 1o streaming data feed 304, scheduler 306, data structure
308, data struclure 310, and/or persisient storage component 312, In some non-
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limiting embodiments, sireaming data feed 304, scheduler 308, data structure 308,
data structure 310, and/or persistent storage component 312 may be capable of
recelving information from connector 302 and/or communicating information to
connector 302.

{0083] Referring now to FIG. 4, FIG. 4 is a diagram of the components of a non-
limiting embodiment of transaction service provider system 102 in which devices,
systems, and/or methods, described herein, may be implemented. As shown in FIG.
4, transaction service provider system 102 may include one or more connectors 302-
1 through 302-N, streaming data feed 304, data structure 308, data structure 310, and
manager 314. As referred o herein, one or more of connectors 302-1 through 302-N
may perform the same or similar functions as connector 302 described above with
regard to FIG. 3. Accordingly, connectors 302-1 through 302-N may be coliectively
referred to as “connectors 302" and may be individually referred 1o as “connector 3027
in some non-limiting embodiments, manager 314 may monitor, control, receive
information from, and/or communicate information to one or more of connectors 302.
For example, where one or more of connectors 302 include one or more virfual
machines {e.g., one or more instances of one or more virtual machines), manager 314
rmay monitor the status of, control one or more functions of, receive information from,
and/or communicate information to the one or more virtual machines. In some non-
limiting embodimenis, manager 314 may be implemented as an application running
Cloudera Manager.

[0094] In some non-limiting embodiments, connectors 302-1 through 302-N may
include virtual machines that are instantiated based on streaming data received from
streaming data feed 304. For example, where the amount of streaming data received
from streaming data feed 304 is greater than an amount of streaming which a single
connectar 302 (s.g., connector 302-1) may process, fransaction service provider
system 102 may instantiate another connector 302 {e.q., connecior 302-N) {0 process
an additional amount of streaming data. In another example, transaction service
provider system 102 may divide the streaming data (2.g., via streaming data feed 304)
into one or more partitions, and a number of connectors 302 (e.q., connector 302-1
through connector 302-N} may be instantiated based on a number of one or more
partitions of the streaming data.

[0895] In some non-limiting embodiments, only one of data structure 308 or data
structure 310 may be included in transaction service provider system 102, In some
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non-limiting embodiments, dala siructure 308 may perform all or some of the functions
performed by data structure 310 or data structure 310 may perform all or some of the
functions performed by data siructure 308. In some non-limiting embodiments,
connector 302, streaming data feed 304, scheduler 308, data struciure 308, andfor
data structure 310 may include a computing device, a server, a group of servers, a
computing device executing a virtual machine that performs specified functions, and/or
other like devices. In some non-limiting embodiments, the funclions specified by
connector 302, streaming data feed 304, scheduler 306, data structure 308, and/or
data structure 310 may be implemenied on a computing device, a group of computing
devices, a server, a group of servers, one or more virtual machines executed by one
or more computling devices, one or more virtual machines executed in a cloud
computing environment, and/or the like,

{0086] The number and arrangement of components shown in FIGS. 3 and 4 are
provided as examples. In some non-limiting embodiments, transaction service
provider system 102 may include additional components, fewer components, different
components, or differenily arranged components than those shown in FIGS. 3 and 4.
Additionally, or alternatively, a set of components (8.g., cne or more componenis) of
transaction service provider system 102 may perform one or more functions described
as being performed by ancther set of components of transaction service provider
system 102. Additionally, as shown in FIGS. 3 and 4, transaction service provider
system 102 may communicate information, for example, via connector 302, via
streaming data feed 304, via scheduler 306, via data struclure 308, and/or via data
structure 310, to user device 106 and/or issuer system 104.

{00871  In some non-iimiting embodiments, connector 302 may be capable of
receiving data {e.g., streaming data) associated with a universal message format
(UMF) from streaming data feed 304. For example, connector 302 may receive the
information from sireaming data feed 304 in real-time or near to real-time. In some
non-limiting embodiments, connector 302 may include functionality to intercept, filter
and asynchronously store (e.g., write, and/or the like) information into a NoSQL data
struciure {e.g., data structure 308, dala siructure 310).

{06981 In some non-limiting embodiments, connector 302 may be implemented
based on a Flatka framework {e.g., a framework that combines aspects of Apache
Katka and Apache Flume) and may be backed by an Apache Flume architecture. In
this way, connector 302 may be a distributed, reliable, and available service for
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efficiently collecting, aggregating, and moving streaming data. Additionally, connector
302 may have a simple and flexible architecture based on streaming data and may be
robust and fauli tolerant with tunable reliability mechanisms for failover and recovery.
{00891 Referring now to FIG. 5, FIG. 5 is a flowchart of a non-limiting embodiment
of a process 500 for performing analysis on transaction data. In some non-limiting
embodiments, one or more of the steps of process 500 may be performed (e.g.,
completely, partially, etc.) by one or more components of transachion service provider
system 102, such as connector 302. In some non-limiting embodiments, one or more
of the steps of process 500 may be performed {e.q., completely, partially, etc.) by
another component or a group of components separate from or including connector
302, such as streaming dala feed 304, scheduler 306, data shructure 308, data
structure 310, or persistent storage component 312, Additionally or alternatively, one
or more of the steps of process 500 may be performed {e.q., completely, partiaily, eic.)
by another device or a group of devices separate from or including transaction service
provider system 102, such as issuer system 104 {(e.g., one or more devices of issuer
system 104}, user device 106, merchani system 108 {(e.q., one or more devices of
merchant system 108}, or acquirer system 110 {(e.g., one or more devices of acquirer
system 110).

[00100] As shown in FIG. 5, at step 502, process 500 includes receiving a
predetermined data identifier value. For example, connector 302 may receive the
predetermined data identifier value {e.g., a predetermined transaction data identifier
value) from streaming data feed 304, scheduler 308, data structure 308, data structure
310, and/or persistent storage component 312, In some non-limiting embodiments,
connector 302 may receive the predetermined data identifier value from an issuer
institution {e.g., an issuer instifution associated with issuer system 104}, a merchant
{e.9., a merchant associaled with merchant system 108), a user {e.g., a user
associated with user device 106), and/or an acquirer {e.g., an acquirer associated with
acquirer system 110). For example, an issuer institution, a merchant, a user, and/or
an acquirer may communicate the predetermined data identifier value 1o scheduler
306, and scheduler 3068 may communicate {e.g., communicate at a predetermined
interval, communicate af a daily interval, communicate at an hourly interval, and/or the
like) the predetermined data identifier vaiue to connector 302. In some non-limiting
embodiments, connector 302 may receive the predetermined data identifier value
included as part of a job (2.g., a job request file, an e-receipts job file, a command file,
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and/or the like). In some non-limiting embodiments, scheduler 306 may receive the
predetermined data identifier value as part of a job, and scheduler 306 may store the
jobin data structure 308. In some non-limiling embaodiments, scheduler 306 may store
the job in data structure 308 in a file format (e.g., an S8T file, and/or the like).
Additionally, scheduler 306 and/or data structure 308 may regularly back up the job
stored in data structure 308.

[00101]  In some non-limiting embodiments, connecior 302 may receive a job (.9,
a job including a predetermined data identifier value) stored in data structure 308, For
example, connector 302 may receive the job based on lookup {e.g., a lookup based
on a query, a read-only lookup, and/or the like) to data structure 308. By receiving the
job based on read-only lookup, connector 302 may receive the job with greater speed
than a lookup that was not read-only.

{00102] In some non-limiting embodiments, the predetermined data identifier value
may include predetermined information associated with an issuer instifution {e.g., an
issuer institution associated with issuer system 104), predetermined information
associated with a merchant {e.g., a merchant associated with merchant system 108),
predetermined information associated with a user {(e.g., & user associated with user
device 108}, predetermined information associated with an acquirer (e.g., an acquirer
associated with acquirer system 110), and/or the like.

{00103] In some non-limiting embodiments, the predetermined information
associated with an issuer instifulion may include predetermined information
associated with an identity of an issuer institulion (e.g., predetermined key data
associated with an identity of an issuer institution, a predetermined unique identifier of
the issuer institution, a predetermined name of the issuer institution, a predetermined
issuer identification number (IIN} associated with the issuer institution, a
predetermined BIN associated with the issuer institution, a predetermined range of
HNs and/or BINs associated with the issuer institution, and/or the like), and/or the like.
{00104] In some non-limiting embodiments, the predetermined information
associated with a merchant may include predetermined information associated with
an identity of a merchant {e.g., predelermined key dala associated with an identity of
a merchant, a predetermined unique identifier of the merchant, a predetermined name
of the merchant, and/or the like), predetermined information associated with a
merchant category of a merchant {e.g., predetermined Key data associated with a
merchant category of the merchant, a predetermined code for a merchant category of
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the merchant, a predetermined name of a merchant calegory of the merchani, a
predetermined type of a merchant category of the merchant, and/or the like),
predetermined information associaled with an account of the merchant {e.g.,
predeiermined Key data associated with an account of the merchant, a predetermined
account identifier associated with an account of the merchant, a predetermined
account identifier associated with an account of the merchant provided by an acquirer
associated with acquirer system 110, a predetermined PAN associated with an
account of the merchant, a token associated with an account of the merchani, and/or
the like), and/or the like.

[08105] In some non-limiting embodiments, the predetermined information
associated with an acquirer may include predetermined information associated with
an identity of an acquirer {e.q., predetermined Key data associated with an identity of
the acquirer, a predetermined unigue identifier of the acquirer, a predetermined name
of the acquirer, and/or the like), predetermined information associated with an account
{e.g., a merchant account) provided by the acquirer {e.g., predelermined key data
associated with an account provided by the acquirer, a predetermined account
identifier associated with an account provided by the acquirer, a predetermined PAN
associated with an account provided by the acquirer, a token associated with an
account provided by the acquirer, and/or the like), and/or the like.

{00106] In some non-limiting embodiments, predetermined information associated
with a user information associated with an identity of a user associated with user
device 106 (e.g., predetermined key dala associated with an identity of the user, a
predetermined unique identifier of the user, a predetermined name of the user, and/or
the like), predetermined information associated with an account of a user {e.q., a
predetermined account identifier associated with the user, a predetermined PAN
associated with g credit and/or debit account of the user, a predetermined token
associated with a credit and/or debit account of the user, and/or the like), and/or the
like.

[00107]  In some non-limiting embodiments, the predetermined data identifier value
may include predetermined information associated with a subscriber to a service. For
example, an issuer institution associated with issuer system 104 may subscribe 10 a
service that is intended to provide detection of fraudulent account activity associated
with an account issued by the issuer institution. The predetermined data identifier

value may include predetermined information associated with an identity of the issuer
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institution (e.g., a predetermined range of account identifiers associated with accounts
issued by the issuer institution, a predetermined range of lINs associated with the
issuer institution, a predetermined range of BINs associated with the issuer institution,
and/or the like). Additionally or alternatively, a subscriber may include a merchant
associated with merchant system 108, a user associated with user device 108, an
acquirer associated with acquirer systern 116, and/or the like.

[00108] As shown in FIG. 5, at slep 504, process 500 includes receiving streaming
data. For example, connector 302 may receive streaming data from streaming dala
feed 304. In some non-limiting embodiments, the streaming data may include a
plurality of data identifiers and transaction data associated with each transaction of a
plurality of transactions involving a merchant and a customer (e.g., a customer of the
merchant). In some non-limiting embodiments, a data identifier may be associated
with each transaction of the plurality of transactions. For example, a first data identifier
may be associated with transaction data of a first transaction of the plurality of
fransactions, a second data identifier may be associated with transaction data of a
second transaction of the plurality of transactions, and/or the like. Accordingly, each
data identifier of the plurality of data identifiers may be associated with the transaction
data so that the transaction data associated with each individual transaction is
separated by a daia identifier.

[00108] In some non-limiting embodiments, the streaming data includes a plurality
of key value pairs, where the key data of each key value pair comprises a data
identifier, and where the value data of each key value pair comprises transaction data
{e.g., ransaction data associated with a transaction) associated with the data identifier
of the key data.

[00118] In some non-limiting embodiments, connector 302 and/or streaming data
feed 304 may receive the streaming data in a seriglized dala formal (e.q., Avro binary
format, and/or the like). In some non-limiting embodiments, connector 302 and/or
streaming data feed 304 may deserialize the streaming data into a deserialized data
format {e.g., Avro container format, JavaScript Object Notation {(JSON), and/or the
like).

[00111] In some non-limiting embodiments, the sireaming data includes frangaction
data associated with a plurality of transactions. For example, the streaming data may
include transaction data associated with a plurality of transactions, where the
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transaction data is independent of a data identifier associated with each fransaction of
the plurality of transactions.

[06112] In some non-limiting embodiments, the streaming dala may be partitioned
before connector 302 receives the streaming data. For example, sireaming data feed
304 may partition the streaming data before communicating the streaming data to
connector 302. In some non-limiting embodiments, streaming data feed 304 may
communicate the partitioned streaming data based on parlitioning the streaming data.
[00113] In some non-limiting embodiments, the plurality of transactions involving the
merchant and the cuslomer may be past transactions {e.g., transactions that have
been authorized, cleared, and/or settfled). For example, the plurality of transactions
may have been completed, settled, and/or the like before the sitreaming data, which
includes transaction data associated with the plurality of transactions, is received by
connector 302. In some non-limiting embodiments, the streaming data may include
real-time fransaction data associated with a transaction (e.g., a transaction that has
not been authorized, cleared, and/or setiied).

[00114] In some non-limiting embaodiments, the transaction data associated with the
transaction may include information associated with a transaction amount of a
transaction (2.g., & fransaction amount, an overall transaction amount, a cost of each
product involved, and/or the like), information associated with an identifier of a
transaction {e.g., a reference number, a unique identifier, a transaction identifier, a
transaction 1D, a unique transaction identifier (UTH, a merchant order number, and/or
the like), information associated with a product involved in a transaction (e.g., a name
of the product, a name of a type of product, a stock keeping unit (SKU) number
associated with a product, a merchant code associated with a product, and/or the like),
information associated with a time of a transaction (e.g., a time of day, a day of the
week, a day of a month, a month of a year, a predetermined time of day segment such
as morning, afternoon, evening, night, and/or the like, a predetermined day of the week
segment such as weekday, weekend, and/or the like, a predetermined segment of a
vear such as first quarter, second quarter, and/or the like, and/or the like), information
associated with a transaction type of a transaction {e.g., an online transaction, a card
present transaction, a face-to-face transaction, and/or the like), information associaied
with a transaction status of a transaction {g.g., completed, incomplete, processed,
unprocessed, and/or the like), and/or the like.
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[00115] Additionally or allernatively, the transaction data associaied with a
transaction may include information associated with a user {(e.g., a customer, a
consumer, and/or the like) involved in a transaction, information associated with a
merchant involved in a fransaction, information associated with an acquirer that
provided an account (e.g., a merchant account) to a merchant involved in a
transaction, information associated with an issuer institution that issued an account
{(e.g., a credit account, a debit account, and/or the like) involved in a iransaction, and/or
the like,

[001168] In some non-limiting embodiments, the information associated with a user
may include information associated with an identity of the user {e.g., a unique identifier
of the user, a name of the user, and/or the like), information associated with an account
of the user (e.g., an account identifier associated with the user, a PAN associaied with
a credit and/or debit account of the user, a token associated with a credit and/or debit
account of the user, and/or the like), and/or the like.

[00117] In some non-limiting embodiments, the information associaled with the
merchant may include information associated with an identity of the merchant (e.g., a
unigue identifier of the merchant, a name of the merchant, and/or the like), information
associated with a merchant category of the merchant {e.g., a code for a merchant
category, a name of a merchant calegory, a type of a merchant category, and/or the
like), information asscciated with a merchant account of the merchant {e.g., an
account identifier associated with an account of the merchant, an account identifier
associated with an account of the merchant provided by an acquirer associated with
acquirer system 110, a PAN associated with an account of the merchant, a ioken
associated with an account of the merchant, and/or the like), and/or the like.

[06118] In some non-limiting embodiments, the information associated with an
acquirer may include information associated with an identity of an acquirer {e.g., a
unique identifier of the acquirer, a name of the acquirer, and/or the like), information
associated with an account (e.g., a merchant account} provided by the acquirer {e.g.,
an account identifier associated with an account provided by the acquirer, a PAN
associated with an account provided by the acguirer, a token associated with an
account provided by the acquirer, and/or the like), and/or the like,

[00118] In some non-limiting embodiments, the information associated with the
issuer institution may include information associated with an identity of the issuer

institution {e.g., a unigue identifier of the issuer institulion, a name of the issuer
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institution, an lIN associated with the issuer institution, a BIN associated with the issuer
institution, and/or the like), and/or the like.

[00126] In some non-limiting embodiments, streaming data feed 304 may partition
the streaming data before receiving the streaming dafa. By partitioning the streaming
data, streaming data feed 304 may provide first partitioned streaming data and second
partitioned streaming data to connector 362 {(e.g., connector 302-1, connector 302-2,
and/or the like, based on the number of partitions of streaming data). Streaming data
feed may communicate the first partitioned streaming data and the second partitioned
streaming data based on partitioning the streaming data, and connector 302 may
receive the first partitioned streaming data and the second partitioned streaming dala.
[00121] Asshownin FIG. 5, at step 506, process 500 includes filtering the streaming
data. For example, connector 302 may filler the streaming data received from
streaming data feed 304 using the predetermined data identifier value to provide
filtered data {e.g., a portion of the streaming data, a subset of the streaming data,
and/or the like). In some non-limiting embodiments, the filtered data may include
fillered transaction daia associaled with al least one fransaction. The filiered
transaction data may include transaction data associated with at least one data
identifier that corresponds to the at least one predetermined data identifier value. In
some non-limiting embodiments, connector 302 may filter {e.g., automatically) the
streaming data based on receiving the streaming data.

{00122] In some non-limiting embodiments, connector 302 may filter the streaming
data received from streaming data feed 304 using predetermined information
associated with a transaction {e.g., predetermined information associated with a user
involved in a transaction, predetermined information associated with a merchant
involved in a transaction, predetermined information associated with an acquirer,
predetermined information associated with an issuer institution that issued an account
involved in a transaction, and/or the like) to provide filtered data. in some non-limiting
embodiments, the filtered data may include filtered transaction data associated with at
least one transaction. The filtered transaction data may be associated with ransaction
data that corresponds to the predetermined information associated with a transaction.
[00123] In some non-limiting embodiments, connecior 302 may filter the sireaming
data by determining whether a data identifier associated with transaction data included
in the streaming data corresponds to the predetermined data identifier value. H
connector 302 determines that a data identifier associated with transaction data
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included in the streaming data corresponds {o the predetermined data identifier value,
the transaction data associaled with the data identifier that corresponds the
predetermined data identifier value may provide the filtered data. If connecior 302
determines that a data identifier associated with transaction data included in the
streaming data does not correspond to the at least one predetermined data identifier
value, the transaction data associated with the data identifier that does not correspond
to the predetermined data identifier value may not be provided as the filtered data.
[00124] In some non-limiting embodiments, connecior 302 may filter the sireaming
data using predetermined information associated with a transaction by determining
whether transaction data associaled with each ftransaction of a plurality of
transactions, which was included in the streaming data, corresponds o the
predetermined information associated with a transaction. If connector 302 determines
that transaction data associated with a transaction of the plurality of transactions
corresponds 1o the predetermined information associated with a transaction, the
fransaction data associated with the transaction that corresponds {o the predetermined
information associated with a transaction may provide the filtered data. If connector
302 determines that transaction data associated with a transaction of the plurality of
transactions does not correspond to the predetermined information associated with a
transaction, the fransaction data associgted with the transaction that does not
correspond to the predetermined information associated with a transaction may not
provide the filtered data. The filtered transaction data may be associated with at least
one data identifier that corresponds io the predetermined dala identiifier value.
[00125] In some non-limiting embodiments, connecior 302 may filter the sireaming
data by querying a dala structure {e.g., data structure 308, data structure 310} that
stores the streaming data using the predetermined data identifier value and/or the
predstermined information associated with a transaction.

[00126] In some non-limiting embodiments, the predetermined data identifier value
may include a predetermined key data parameter (e.q., a specific vailue of key data, a
parameter of key data associaled with a user, an issuer institution, a merchant, an
acquirer, and/or the like), and connector 302 may filter the streaming data using the at
least one predetermined key dala parameter (o provide the filtered data.

[080127] In some non-limiting embodiments, connecior 302 may filter the streaming
data using the at least one predetermined data identifier value to provide filtered data,
where the filiered data comprises the deserialized data format. For example,
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connector 302 may receive the sireaming daia in a serial data format. Connector 302
may deserialize the streaming data inio a deserialized data format, and connector 302
may filter the sireaming dala using the at least one predetermined data identifier value
to provide filtered data, where the filtered data comprises the deserialized data format
[00128] In some non-limiting embodiments, connector 302 may determine a
characteristic of the filtered data. For example, connector 302 may determine the
characteristic of the filtered data, where the characteristic comprises an identity of an
issuer institution, an identity of a user, an ideniity of an acquirer, and/or an identity of
a merchant associated with filtered fransaction data of the filtered data.

[06128] In some non-limiting embodiments, connector 302 may store the filtered
data in a storage component {e.q., persistent storage component 312). For example,
connector 302 may store the filiered data in the storage component based on
information assaciated with a priority of the filtered data.

{00130] As shownin FIG. 5, at step 508, process 500 includes determining whether
the filtered dala corresponds o a predetermined transaction activity parameter. For
example, connector 302 may determine whether the filtered transaction data of the
filtered data corresponds to the predetermined fransaction activity parameter. In some
non-limiting embodiments, connector 302 may determine whether the filtered
transaciion data of the filtered data corresponds {0 the predetermined transaction
activity parameter based on filtering the streaming data.

{00131]  In some non-limiting embodiments, the predetermined fransaction activity
parameter may include predetermined information associated with a transaction (e.q.,
predetermined information associated with a user involved in a transaction,
predetermined information associated with a merchant invoived in a transaction,
predetermined information associated with an acquirer, predetermined information
associated with an issuer institution that issued an account involved in a fransaction,
and/or the like). In some non-limiting embodiments, the predeiermined transaction
activity parameter may include information associated with an indication of act of fraud
committed using an account (8.g., an account of 3 user, an account issued by an issuer
institution, a credit card account, a debit card account, and/or the like). For example,
the predetermined transaction aclivily parameter may include information associaled
with the commission of an act of fraud (e.g., a predetermined transaction amount of a
transaction, information associated with a predetermined transaction amount of a

plurality of fransactions, information associated with g difference in the location of a
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first transaction and the locatlion of a second transaction, information associated with
a plurality of transactions conducted during a predetermined time interval, information
associated with a type of transaction of a plurality of transactions conducted during a
predetermined time interval, and/or the like).

[00132] In some non-limiting embodiments, connector 302 may determine whether
the filtered data corresponds to the predetermined transaction activity parameter by
querying a data structure (e.q., data structure 310) using the predetermined
transaction activity parameter, creating a map of the results of the query, and storing
the map in the data structure.

[00133] in some non-limiting embodiments, connector 302 may communicate
information associaled with determining that the filtered dala corresponds o the
predefermined transaction activity parameter. For example, connector 302 may
communicate a message (e.g., a nctification message, a notification message using
Hyperfext Markup Language {(HTML), a notification message using Hypertext
Transfer Protocol (HTTP), and/or the like) to issuer system 104, user device 106,
merchant system 108, and/or acqguirer system 110 based on determining that the
filtered data corresponds to the predetermined transaction activity parameter. The
message may include information associated with determining that the filtered data
corresponds 1o the predetermined iransaction aclivity parameter, information
associated with the filtered data, and/or the like. In some non-limiting embodiments,
the information associated with determining that the filtered data corresponds to the
predetermined transaction activity parameter may include an indication that suspecied
fraudulent activity has been conducted.

[00134] As shown in FiG. 5, at step 510, process 500 includes foregoing storing of
filtered data. For example, connector 302 may forego storing the filtered transaction
data of the filtered data based on determining that the filtered transaction data does
not correspond to the predetermined iransaction activity parameter. In some non-
limiting embodiments, connector 302 may forego storing the filtered transaction data
of the fillered data by deleting {e.q., overwriling, deleting after a predetermined time
interval, and/or the like) the filtered transaction data.

[00135] As shown in FIG. 5, at step 512, process 500 includes storing the filtered
data. For example, connector 302 may store {e.g., synchronously store,
asynchronously store) the filtered transaction data of the filtered data in a dala
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structure (e.g., data structure 310) based on determining that the filtered fransaction
data corresponds o the predetermined transaction activity parameter.

[08136] In some non-limiting embodiments, connecior 302 may asynchronously
store the filtered transaction data in a data struciure {e.q., data struciure 310, dala
structure 308). For example, connector 302 may asynchronously store the filtered
transaction data based on determining that the filtlered transaction data corresponds
to the predetermined transaction data parameter. In some non-limiting embodiments,
the filtered transaction data may include filtered transaction data associated with each
transaction of a plurality of transactions where the filtered tfransaction data of each
transaction corresponds 1o the predetermined transaction data parameter.
Accordingly, connector 302 may asynchronously store the filtered transaction data
associated with each transaction in a daia siructure {e.g., data structure 310, data
structure 308) during a single time interval instead of storing the filtered transaction
data associated with each transaction in the daia structure in sequential order at
separate time intervals. For example, connector 302 may store first filtered transaction
data associated with g first transaction, second filtered iransaction data associaied
with a second transaction, and third filtered transaction data associated with a third
transaction as a balch during a single time interval instead of synchronously storing
first filtered transaction, the second filtered transaction data, and third filtered
transaction data sequentially during a single fime interval.

{00137] By storing fillered transaction data asynchronously, connector 302 may
increase the throughput of connector 302 to a data structure as compared 1o storing
the filtered transaction data synchronously. In addition, by storing filtered transaction
data asynchronously, the scalability and fault tolerance of connector 302 may be
increased as compared to storing the filtered transaction data synchronously.
[00138] In some non-limiting embodiments, connector 302 may store {eg.,
synchronously, asynchronously) the sireaming data by storing the fillered transaction
data associated with the at least one transaction in a first data structure based on
determining that the filtered transaction data associated with the at least one
transaction corresponds o the al least one predetermined transaction parameter.
Further, connector 302 may retrieve the fillered fransaction data from the first data
structure and store the fillered transaction data associated with the at least one
transaction in a second data structure based on a pull notification. In some non-limiting

embodiments, the pull nolification is based on an availability of the second data
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structure to store the filtered transaction data. In some non-limiting embodiments, the
first data structure and the second data structure store data in a same data format.
[08139] In some non-limiting embodiments, connecior 302 may asynchronously
store the filtered fransaction data associated with each transaction in a dala siructure
based on a pull mechanism. For example, connector 302 may asynchronously store
the filtered transaction daia in the data structure based on a pull mechanism, where
the pull mechanism indicates that the dala siructure is available (e.g., alive).

[00148] Referring now to FIG. 8, FIG. 6 is a diagram of the components of a non-
limiting embodiment of connector 302 in which devices, systems, and/or methods,
described herein, may be implemented. As shown in FIG. 8, connector 302 may
include a collector 602, an interceptor 804, a selector 806, a mulliplexor 608, a data
structure channel 610, a data structure channel 612, a data struciure channel 614, and
a distributor 816. In some non-limiting embodiments, only one or two of data structure
channel 6810, data structure channel 812, and data structure channel 614 may be
included in connector 302. In some non-limiting embodiments, each of data structure
channel 610, daia structure channel 612, and daia siructure channel 614 may perform
all or some of the functions performed by another data structure channel 610, data
structure channel 812, and data structure channel 614, respectively. In some non-
limiting embodiments, collector 602, interceptor 804, selecior 606, multiplexor 608,
data structure channel 610, dala structure channel 612, data structure channel 614,
and/or distributor 616 may include a computing device, a server, a group of servers, a
compuiting device executing a virtual machine that performs specified functions, and/or
other like devices. In some non-limiting embodiments, a data structure channel {e.g.,
data structure channel 610, data structure channel 812, data structure channel 614)
may include a data structure that is used 1o communicate information stored in the
data structure,

{00141] In some non-limiting embodiments, data structure channel 610 may provide
data {e.g., ransaction data, filtered data, filtered transaction data, and/or the like} to a
data structure 618, daia structure channel 612 may provide data to a data structure
620, and data structure channel 614 may provide data fo a data structure 622 based
on insiructions {e.q., commands, and/or the like) from distribuior 816,

[00142] Referring now to FIG. 7, FIG. 7 is a flowchart of a non-limiting embodiment
of a process 700 for performing analysis on transaction data. In some non-limiting
embodiments, one or more of the steps of process 700 may be performed (e.g.,
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completely, partially, stc.) by one or more componenis of connector 302, such as
coliector 602. In some non-limiting embodiments, one or more of the steps of process
700 may be performed (e.g., completely, partially, etc.) by another component or a
group of componentis separate from or including collector 602, such as interceptor
804, selecior 606, multiplexor 608, and/or distributor 616.  Additionally or alternatively,
one or more of the steps of process 700 may be performed (e.g., completely, partially,
eic.} by another device or a group of devices separate from or including connector
302, such as sireaming data feed 304, scheduler 308, data struclure 308, data
structure 310, persistent storage component 312, and/or manager 314.

[00143] Asshownin FIG. 7, at step 702, process 700 includes receiving transaction
data as a plurality of evenis. For example, collector 602 may receive fransaction data
as a plurality of evenis from streaming data feed 304. Al step 704, process 700
includes determining whether an event of the pilurality of evenis is emply. For
example, collector 602 may determine whether an event of the plurality of events is
empty (e.g., nul). In some non-limiting embodiments, interceplor 604 may receive an
event of the plurality of evenis based on determining that the event is not emply {e.g.,
not nully. At step 708, process 700 includes discarding (e.g., deleting) an event based
on determining that the event is emply. For example, collector 602 may discard the
event based on collector 602 determining that the event is emply. Atsiep 708, process
700 includes filtering the plurality of events. For example, coliector 602 (e.g., via
interceptor 604) may filter the plurality of events. Al step 710, process 700 includes
determining whether the filtered plurality of evenis includes a transaction data
parameter. For example, collector 602 may determine whether the filtered plurality of
events includes the transaction data parameter. In some non-limiting embodiments,
coliector 602 may determine that a filtered event of the plurality of filtered events
includes the transaction dala parameter. Accordingly, collector 602 may determine
that the filtered event is valid and/or appropriate (e.g., interesied). In some non-limiting
embodiments, collector 602 may determine that one or maore filtered events of the
filtered plurality of evenis does not include the transaction dala parameter.
Accordingly, process 700 includes discarding (e.g., at step 706} the one or more
fillered events based on determining that the one or more events does not include the
transaction data parameter.

[06144] As tfurther shown in FIG. 7, at step 712, process 700 includes storing a
filtered event in a data structure channel. For example, collector 802 may store the
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fillered event in a data structure channel {e.g., data structure channel 610, data
structure channel 612, data structure channel 614).  In some non-limiting
embodiments, interceptor 804 may communicale the filtered event o selector 606,
and selector 606 may communicate the filiered event fo multiplexor 608 {0 provide the
filtered event to one of data structure channel 610, data structure channel 612, or data
structure channel 614 based on information associated with the filtered event.
[00145] Asfurther shown in FIG. 7, al step 714, process 700 includes connector 302
{e.g., via coliector 802) communicating information associated with the filtered event
to a user (e.9., a user associated with user device 106}, to an issuer institution {e.g.,
an issuer institulion associated with issuer system 104), 10 a merchant (e.g., a
merchant associated with merchant system 108), and/or 1o an acquirer (e.g., an
acquirer associated with acquirer sysiem 110). For example, connector 302 may
communicate the information associated with the filtered event to the user, the issuer
institution, the merchant, and/or the acquirer based on determining that the filtered
event includes the transaction data parameter and/or sloring the filtered event in the
data structure channel. In some non-limiting embodiments, distributor 618 may
receive the filtered event stored in a data structure channel {e.q., data structure
channel 610, data structure channel 612, data struciure channel 814). For example,
distributor 616 may receive the filtered event based on a pull mechanism. The pull
mechanism may aliow distributor 616 to pull the filtered event from the data structure
channel {e.g., data structure channei 610, data structure channel 612, data structure
channel 614).

[00148] In some non-limiting embodiments, connector 302 {e.g., via collecior 602)
may invoke a destination application programming interface (APH {e.g., an
asynchronous AP and determine whether the destination (e.g., data structure 618,
data structure 620, data structure 622) for the filtered event is available {e.g., alive). If
connector 302 determines that the destination for the fillered event is not available,
connector 302 may invoke a destination AP for a different destination than the
previous destination and proceed o determine if the different destination is available.
in some non-limiting embodiments, connector 302 may repeat this until a destination
is found that is available. If connector 302 determines thatl the destination for the
filtered event is available, connector 302 stores {(e.g., commits) the filtered event at the
destination.
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[00147] Asfurthershown in FIG. 7, at step 716, process 700 includes connector 302
storing the filtered event (e.g., information associated with the filtered event) in a data
structure. For example, conneclor 302 may store the fillered svent in data structure
618, data struciure 620, and/or data structure 622,

{00148] In some non-limiting embodiments, connector 302 {e.g., via disiribuior 616,
multiplexor 608, and/or the like) may remove the fillered event from a data structure
channel {e.g., dafa structure channel 610, data structure channel 612, data structure
channel 614). For example, connector 302 may remove the filtered event from the
data structure channel based on and/or after storing the filtered event at the
destination {e.¢., data structure 818, dala structure 620, data structure 622).

[00149] Although the invention has been described in detall for the purpose of
ilusiration based on what is currently considered to be the most praclical and preferred
embodiments, it is {0 be understood that such detail is solely for that purpose and that
the invention is not limited o the disclosed embodiments, bui, on the contrary, is
intended to cover modifications and equivalent arrangements that are within the spirit
and scope of the appended claims. For example, it is to be understood that the present
invention contemplates that, to the extent possible, one or more features of any

embodiment can be combined with one or more features of any other embodiment.
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THE INVENTION CLAIMED I5:

1. A computer-implemented method for performing analysis of
transaction data, comprising:

receiving, with at least one processor, at least one predetermined data
identifier value, wherein the at least one predetermined data identifier value is
associated with at least one of information associated with a merchant data,
information associated with an issuer institution, or any combination thereof;

receiving, with at least one processor, streaming data, wherein the
streaming data comprises a plurality of data identifiers and transaction data associated
with each transaction of a plurality of transactions, wherein each transaction involves
at least one merchant and af least one consumer, wherein each data identifier of the
plurality of data identifiers is associated with transaction data associated with a
transaction so that the transaction data associated with each transaction is separated
by a data identifier;

filtering, with aileast one processor, the sireaming data using the at least
one predetermined data identifier value to provide filtered data, wherein the filtered
data comprises filtered transaction data associated with at least one transaction;

determining, with at least one processor, whether the filtered transaction
data associated with the at least one transaction corresponds i at least one
predetermined transaction parameter; and

asynchronously storing, with at least one processor, the fillered
fransaction data associated with the at least one transaction in af least oneg dala
structure based on determining that the fillered transaction data associated with the at
least one iransaction corresponds o the at least one predetermined fransaction

parameter.

2. The computer-implemented method of claim 1, wherein the at
least one data structure comprises a distributed dala structure associated with a

fransaction service provider system.

3. The computer-implemented method of claims 1 or 2, wherein
determining whether the fillered transaction data corresponds to the al ieast one

predetermined transaction parameter comprises:
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determining that the filtered transaction data associated with a plurality
of transactions corresponds 1o the at least one predetermined transaction parameter,
wherein asynchronously storing the filtered transaction data in the al

least one data struciure comprises:
storing the filtered transaction data associated with the plurality of
fransactions in the at least one data structure as a baich in a single time interval.

4. The computer-implemented method of any of claims 1-3, wherein
asynchronously storing the filtered transaction data in the at least one data structure
comprises:

asynchronously storing the fillered transaction data in the at least one
data structure based on a pull notification, wherein the pull notification is based on
availability of the at least one data structure.

5. The computer-implemented method of any of claims 1-3, wherein
asynchronously storing the filtered transaction data in the at least one data structure
comprisesa:

asynchroncusly storing the filtered transaction data in at least one
NoSQL data structure.

6. The computer-implemented method of any of claims 1, 2, 4, or 5,
wherein storing the filtered transaction data in the at least one data struclure
comprises:

storing the filtered transaction data in a first data structure;

communicating the filtered fransaction dala to a second data structure;

storing the fillered transaction data in the second data structure,
wherein the first data structure and the second data structure store data

in a same data format.

7. The computer-implemented method of any of claims 1-6, wherein
the streaming data comprises real-time transaction data.
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8. The computer-implemented method of any of claims 1-7, further
comprising:

partitioning the streaming data before receiving the streaming data to
provide first partitioned streaming data and second partitioned streaming data; and

communicating the first paritioned streaming data and the second
partitioned streaming data based on partitioning the streaming data,

wherein receiving the streaming data comprises:

receiving the first partitioned streaming dala and the second
partitioned streaming data.

9. The computer-implemented method of any of claims 1-8, further
comprising communicaling a notification message based on determining that the
filtered transaction data asscciated with the at least one transaction corresponds o
the at ieast one predetermined transaction parameter.

10.  The computer-implemented method of any of claims 1-9, further
comprising storing the filtered fransaction data in a memory storage device associated
with the at least one processor before storing the filtered transaction data in the at
least one data structure.

11, The computer-implemented method of any of claims 1-10,
wherein each of the plurality of dala identifiers comprises a key of a plurality of key
value pairs, and wherein each portion of the transaction data comprises a value of the

plurality of key value pairs.

12. The computer-implemented method of claim 11, wherein the at
least one predetermined data identifier value comprises at least one predetermined
key data parameter; and

wherein filtering the streaming data using the at least one predetermined
data identifier value o provide the filtered data comprises:

filtering the streaming data using the at least one predetermined
key data parameter {0 provide the fillered data.
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13.  The computer-implemented method of any of claims 1-12,
wherein the streaming dala is received in a serial data format, the method further
comprising:

deseriglizing the streaming data into a deserialized daia format, and

wherein filtering the streaming data using the at least one predetermined
data identifier value o provide filtered data comprises:

filtering the streaming data using the at least one predetermined
data identifier value to provide filtered dala, wherein the fillered data comprises
the deserialized data format.

14. A system for performing analysis of transaction data, comprising:
al least one processor, wherein the at least one processor is
programmed or configured to:

receive at least one predetermined data identifier value, wherein
the at least one predetermined data identifier value is associated with at least
one of information associated with a merchant data, information associated with
an issuer institution, or any combination thereof;

receive streaming data, wherein the streaming data comprises a
piurality of daia identifiers and fransaction data associated with each
transaction of a plurality of transactions, wherein each transaction involves at
least one merchant and at least one consumer, wherein each data identifier of
the plurality of data identifiers is associated with transaction data associaled
with a transaction so that the transaction data associaled with each iransaction
is separated by a data identifier;

filter the streaming data using the at least one predetermined data
identifier value 1o provide filtered data, wherein the fillered data comprises
filtered transaction data associated with at least one transaction;

determine whether the filtered transaction data associated with
e at least one transaction corresponds o at least one predetermined
iransaction activity parameter based on filtering the streaming data using the at
least one predetermined data identifier vaiue; and

asynchronously store the filtered transaction data associated with
the at least one fransaction in at ieast one data structure based on determining
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that the filiered transaction data associated with the at least one iransaction
corresponds 1o the at least one predetermined transaction activily parameter.

15.  The system of claim 14, wherein the at least one predetermined
transaction activity parameter comprises at least one of the following:

a predetermined transaction amount of a fransaction;

information associated with a predetermined transaction amount of a
plurality of transactions;

information associated with a difference in a location of a first transaction
and a ioccation of a second transaction;

information associated with a plurality of transactions conducted during
a predetermined time interval;

information associated with a type of transaction of a pluraiity of
transactions conducted during a predetermined time interval; or

any combination thereof.
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