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element being recelved over a data communications network (110) at a hardware computing device (142) of a trusted tokenization
service provider (140); (b) generating a token corresponding to the recelved sensitive data element; (¢) storing the token and
sensitive data element in a memory device (146) such that they are correlated with one another; (d) providing the generated token
to a first party (130) that uses the token In place of the sensitive data element in a request for authorization to complete a
transaction, the request being sent from the first party (130); (e) intercepting the request for authorization including the token; (f)
using the token contained In the Intercepted request to look-up and retrieve the correlated sensitive data element in the memory
device (160); (g) replacing the token contained In the request with the sensitive data element retrieved from the memory device
(160); and (h) forwarding the request containing the sensitive data element to a second party (160 and/or 162) which employs the
sensitive data element to determine whether completion of the transaction should be authorized or declined.
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(57) Abstract: A method for obscuring a value of a sensitive data element includes: (a) receiving the sensitive data element, the
sensitive data element being received over a data communications network (110) at a hardware computing device (142) of a trusted
tokenization service provider (140); (b) generating a token corresponding to the received sensitive data element; (¢) storing the token
and sensitive data element in a memory device (146) such that they are correlated with one another; (d) providing the generated
token to a first party (130) that uses the token in place of the sensitive data element in a request for authorization to complete a trans -
action, the request being sent from the first party (130); (e) intercepting the request for authorization including the token; (1) using
the token contained i the mtercepted request to look-up and retrieve the correlated sensitive data element in the memory device
(160); (g) replacing the token contained in the request with the sensitive data element retrieved from the memory device (160); and
(h) forwarding the request containing the sensitive data element to a second party (160 and/or 162) which employs the sensitive data
clement to determine whether completion of the transaction should be authorized or declined.
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SYe Tl AND METHOD FOR TOKENIZATION

(00017 This application claims the benefit of U.S. Provisional Patent Application No.
062/193,041, filed July 17, 2015, which is incorporated herein by reference in iis entirety.

BACKGROUND

100027 The subject matter of the present specification generally relates {o the art of
dgata security. Exemplary embodiments disciosed herein find particular application in
conjunciion with the secure processing of commercial and/or other like transactions
over an open or publc telecommunications network, e.¢., such as the internet and/or
other like packet and/or data networks, and they will be described herein with particular
reference thereto. However, i is to pe appreciated that varicus exemplary empodiments
such as those disciosed herein are also amenable to other like applications.

00031 In the field of dala securnty, tokenization generally refers {0 a process
whereby a real data element is replaced with a surrogate or substiiute that is commoniy
referred 10 as a token. Generally, it is desirable {0 Keep ihe value of the real dals
element secret or otherwise provide only imited access thereto to particular selected
entities. Conventionally, the value of the {oken by itself may have no specific or readily
discemable meaning. Rather, the ioken s merely a reference or identifier that
correlaies, via a tokenization system, to the real data. Conventionally, one cannot
readily determine or otherwise gbtain the value of the real data element from the token
absent access o the tokenization system.

100041 Disclosed herein are a new and/or improved system and/or method for

tokenization.

BRIEF DESCRIPTION
100057  This Brief Description is provided to introduce concepts related to the present
specification. i 18 not intended to dentity essential features of the claimed subject

matter nor is it intended for use in determining or limiting the scope of the claimed
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subject matter. The exemplary embodiments described below are not intended 0 be
exhaustive or {0 limit the claims {0 the precise forms disciosed in the foliowing Detailed
Description. Rather, the embodiments are chosen and described 20 that others skilled in
the art may appreciate and understand the principles and practices of the subject matter
presenied herein.
(00067  In accordance with one exempiary embodiment, there I8 provided a method
for obscuring a value of a sensitive data element. The method includes:
{a) receiving the sensitive data element, the sensitive data element being
received over a data communications network at a hardware computing device of
a trusted tokenization service provider,
(b}  generating a token corresponding to the received sensiiive data element;
(C) sioring the token and sensifive data element in a memory device such that
they are correlated with one another;
(d}  providing the generated token to 3 first party thal uses the {oken in place
of the sensitive data element in a request for authonzation o complete &
fransaction, the request being sent from the first party;
{2} intercepting the request for authonzation including the token;
(f) using the token coniained in the inlercepted request to look-up and
retrieve the correlated sensitive datla element in the memory device;
(G} repiacing the {oken contained in the reguest with the sensitive dats
aelement retrieved from the memory device; and
(h)  forwarding the request containing the sensitive data slement 1o a second
party which empiovys the sensitive data element to determine whether completion
ot the transaction should be authorized or declined.
100077 In accordance with another exempilary embodiment, a system is provided for
obscuring a value of a sensilive data element. The system includes: a first hardwars
server in operailive communication with a data communications network, the first
hardware server peing operated by a trusted {okenization service provider and operafive
to receive the sensitive data element over said data communications network: a token
generator, the token generator generating a {oken corresponding to the sensitive data

slement In response (o the first hargware server receving the sensitive data element;
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and a memory device that siores the generated token and the sensitive gdata element
received by the first hardware server such that they are correlated with one another.
The first hardware server is further provisioned {o: provide {he generated token o a
second server over the data communications network, the second server peing
operated by a first party that uses the token in place of the sensitive data element in a
request for authornizalion to complete a transaction, the request being sent from the
second server, receive the reqguest for authorization inciuding the token sent from the
second server; use the token contained in the reguest {o 0ok-up and retrieve the
correlated sensitive data element in the memory device; replace the token contained in
the reguest with the sensilive data element relrieved from the memory device, and
forward the reguest containing the sensitive data element to a third hardware server of a
second party which employs the sensitive data element {o determine whether
compietion of the transaction should be authorized of declined.

10008]  Numerous advantages and benefils of the subject matter disclosed hersin will
pecome apparent 1o those of ordinary skill in the art upon reading and understanding
the present specificalion. it is to be understood, however, that the delatled descriplion of
the various embodiments and specific examples, while indicating preferred and/or other

embodiments, are given by way of ilustration and not iimitation.

BRIEF DESCRIPTION OF THE DRAWINGS

100081  The following Detailed Description makes reference to the figures in the
accompanying agrawings. However, the inventive subject matier disclosed hersin may
fake form In various components and arrangements of components, and in various
sieps and arrangements of steps. The drawings are only for purposes of Hlustrating
exemplary and/or preferred embodiments and are not {0 be consirued as limiting.
Further, it is to be appreciated that the drawings may not be {o scale.

100107 FIGURE 1 is a diagrammatic llustration showing message and/or signal flows
in accordance with one exemplary process and/or method for tokenization of a PAN In
accordance with aspects of the present inventive subject matter.

0011} FIGURE 2 is a diagrammatic #lustration showing one varigtion of the
embodiment shown in FIGURE 1.
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100127 FIGURE 3 15 a diagrammatic diustration showing another variation of the
embodiment shown in FIGURE 1.

00131 FIGURE 4 1s a diagrammatic illustration showing still another varnation of the
embodiment shown in FIGURE 1.

100147 FIGURE 5 s a diagrammatic lllustration showing a varigtion of the
embodiment shown in FIGURE 3.

100151 FIGURE 6 is a diagrammatic illustration showing another variation of the
embodiment shown n FIGURE 1.

100167 FIGURE 7 15 a diagrammatic #lustration showing another embodiment of
message and/or signal flows i accordance with another exemplary process ang/or
method for tokenization of a PAN in accordance with aspecis of the present inventive
suibject matter.

00177 FiIGURE 8 is a diagrammatic illustration showing an embodiment of message
and/or signal flows in accordance with an exemplary processes and/or methods for de-
tokenization which embodies aspects of the present inventive subject matter.

(001817 FIGURE Y 15 diagrammatic #ustration showing an exemplary network

environment suitable for practicing aspects of the present inventive subject matter.

DETAILED DESCRIPTION

10018} For clanty and simplhlicity, the present specification shall refer to structural
ana/or functional elements, relevant standards, algornithms and/or protocols, and other
components, methods and/or processes that are commonly Known in the art without
further detailed explanation as to their configuraiion or operation except to the extent
they have been modified or altered in accordance with and/or o accommodate the
preferred and/or other embodiment{s) presented herein. Moreover, the apparaiuses and
methods disclosed in the present specification are described in detal by way of
examples and with reference 1o the figures. Unless otherwise specified, like numbers in
fhe figures indicate reterences to the same, similar or corresponding elements
throughout the figures. it will be appreciated that modifications to disclosed and
gescribed examples, arrangements, configurations, components, elements,

apparatuses, methods, matenails, efc. can be made and may be gesired for a specific
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application. In this disclosure, any dentification of specific materials, technigues,
arrangements, efc. are either related to a speciiic example presented or are merely a
general descriplion of such a matenal, technigue, arrangement, etc. ldeniifications of
specific details or exampies are not intended {0 be, and should not be, construed as
mandaiory or miting uniess specifically designated as such. Selected examples of
apparatuses and methods are hereinafter disciosed and described in detaill with
reference made to the figures.

100207  Generslly, security and nsk reduction benefils of {okenization as discioseq
herein are reaglized when the lokenization system is logically isolated and segmented
from data processing systems and applications that otherwise would have processed or
stored sensitive data replaced by tokens. it is generally desirable that the tokenizalion
system can tokenize data to create {okens and/or de-iokenize tokens back to redeem
sensitive data under stnict security controls. In practice, the token generation method
suyitably has the property that there is no readily feasible way, e.g., through direct attack,
cryplanalysis, side channel analysis, token mapping table exposure or brute force
technigues, to reverse tokens back to live or real data {that is, absent utilization of the
tokenization system).

100211 In practice, tokens replace live or real data in selected systems, components,
processes and/or applications, thereby resulting in minimized exposure of sensitive data
o those applications, stores, people and processes, and/or regucing the risk of
compromise or accidental exposure and/or unauthorized access to the sensilive live or
real data represented by the tokens. Applications suitably operate using {okens instead
of live or real data, with the exception of a small number of trusted applications explicitly
permitted {0 de-tokenize token {L.e., 10 recover or otherwise oblain the corresponding
ive or reat dafa) when striclly necessary for an approved purpose.

00227 In general, there 18 disclosed herein a system and/or method for tokenizing a
primary account number (PAN)} or the like used in connection with a commercial or
other like fransaction executed over a telecommunications network. In practice, the
telecommunications network 18 a data and/or packet switched network that may be

generally public and/or open, e.q., such as the internet.

N



CA 029927726 2018-01-16

WO 2017/015237 PCT/US2016/042833

100231 Vhile reterred to as a "primary account number for the purpose of simplicity
herein, it is 1o be appreciated thai the PAN i1s not sirictly limited to a number per se but
rather it may be any credential associated with and/or identifving a payment account
and/or payment instrument of a user. Without limitation, for example, the credential may
be a siring of alphanumeric and/or other characters or similar data elements
representing an identiier of a user and/or the users account, a data element
represeniing a biometric identifier of the user, efc. For example, a suilable payment
account and/or payment instrument may be, but is not imited {o, a debit account/debit
card, a credit account/credit card, a Faypal® account, a prepaid value account and/or
prepaid credit card, a private label account/carg, a store account/card, any other
payment card type, etc. Suitably, a payment instrument or payment card may belong (o
any of varnous pavment networks or prands, for exampie, without hmitation, Visa®,
Mastercard®, Discover®, Amernican Express®, stc. As may be appropriate for the type
of account and/or instrument used i connection with a given fransaction, the PAN may
e but s not imited 10, e.¢., a credit card, debit card or other card or account number,
an e-mat address or other account Wentifier, eic. it is o be appreciated thal generally
the user's payment account is held at and/or otherwise established with and/or the
payment instrument is issued to the user by some other parly, e.g., such a bank or
financial institution or some other suitable third party that provides payment {e.g., from
the associated account) when the transaclion 1s settled. For ease of reference herain,
this other party shall be referred {0 as the payment account or payment instrument
issuer or simply the issuer or issuing party.

100247  In general, according to suitable embodiments described herein, when a user
wishes (o execute a transaction {e.g., such as a purchase of goods ang/or services from
a merchant on-iine), the PAN is entered and/or olherwise securely obiained over the
telecommunications network by a trusted tokenization service provider (T TSP In turn,
the obtained PAN is ullimately replaced with a suitable token that is used to compilete
the transaction. Suitably, the merchant {(or the merchant's payment processor it one is
being employed) does not receive or have access to the submitted PAN. That is {0 say,
throughout processing of the transaction as described herein, the PAN remains

generailty unknown and/or unavailabile 1o the merchant or other payment processor.
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100257  With reference now to Kl 49, there i1s shown an exemplary network
environment 100 suitable for practicing aspecis of the present inventive subject matlier.
in generally, varnous parties {e.g., a consumer 120, a8 merchant 130, a 1TS5F 140, and
an oplional payment processor 150} communicate over a lelecommunications network
110, e.g., such as the Internet or some other similar data and/or packel swilched
network ihat is generally public and/or open.

100261  In praclice, the consumer or other like user 120 (i.e., suilably a cardholder or
account holder) employs an end user device 142 operatively connecied {o the network
110 to initiate an on-line transaction with the merchani 130 {(e.g., to make g purchase
from the merchant 130 over the network 110). Gptionally, the end user device 122 may
be a lapiop, deskiop or tablet computer, a smariphone, etc. running a suitable web
prowser or the like thereon to access a website of the merchant 130. As shown, the
merchant's website 1s made available o the consumer via a computer and/or other
suitable hardware and/or electronic computing and/or data processing eguipment 132
ocperatively connected 1o the network 110, For example, the esquipment 134 may be
provisioned or otherwise programmed as a web server or the like which selectively
proviges one or more requested webpages over the network 110, the collection of
webpages comprising the merchant's website.

10027F  In practice, having selected that which the consumer 120 wishes to purchase
from the merchant's website, the consumer 120 navigates with the browser on their
device 122 1o a "check out page” of the merchant's website. Suitably, in accordance
with one or more of the exempilary embodiments described herein, the "check out page”
may in fact be a hosted pavment page or hosted order page (HOP). In essence, upon
navigating to the "check oul page,” the browser on the consumer's end user device 122
IS redirected to a separate, secure website and/or page o enter their confidential and/or
sensifive payment data, inciuding the PAN of the payment account or instrument they
wish {0 use to make the purchase and/or otherwise complete the on-line transaction.
Suitably, the page (or pages) of the HOP have the same look and tfeel as the
merchant's website, put are in fact hosted by a trusted third party such that the
merchant 130 never receives, touches or has access {0 or visibility 1o the payment data

or the entered PAN. in one oplional vanation, hosted order figlds are used, whereby the
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payment or order page is still hosted by the merchant, but the actual field or fields
where the consumer enters their payment data {including the PAN) are served up by the
trusted third party.

100281  Suitably, the HOP or the like used to enter the PAN Is provided by the TTSP
140. As shown, the HOP is made available to the consumer via a computer and/or other
suitable hardware and/or electronic computing and/or gata processing eguipment 142
operatively connected to the nefwork 110, For example, the equipment 142 may be
provisioned or otherwise programmed as a8 web server or the like which selectively
provides the HOP {or hosted order fields) over the network 110 o the browser running
on the consumers end user device 12£. Accordingly, the consumer 120 may employ
the browser running on their device 122 1o enfer their PAN into the received HOP; and
conseqguently the PAN is thus obtained and/or otherwise collected by the TTSP 140,
(00291 Having received the PAN, the TTSPF 140 produces a corresponding token.
For example, the equipment 142 is optionally provisioned and/or programmed with (or
otherwise has access (o) a token generator 144 which generates a token for the
received PAN. Allernatively, the received PAN Is provided by the TISP 140 to a
payment network 160 and/or issuer 162 which in twrn responds by returning a
corresponding token o the TISF 140, In either case, the TTSF 140 suitably stores
and/or otherwise persists the obtained token securely, e.g., in a8 memory, dalabase (L)
andg/or other data storage device referred {0 herein as a token vault 146, Optionally, the
token is stored along with and/or otherwise indexed to the associated PAN for which the
token was produced. Accordingly, by having either a PAN or a token, the TT5P 140
may access the vault 140 to reirieve the corresponding counterpart token or PAN as the
case may be.

(00307  Optionaslly, the merchant 130 may empioy a third party payment processor
150 or the like to assist with the processing of payments on behalt of the merchant 130.
Accordingly, the payment processor 150 may in essence step into the shoes of and/or
fulfill one or more specific roles of the merchant 130 as may be the case in connection
with the various embodiments described herein. As shown, the payment processor 150

may communicate with other parties over the network 110 via a computer and/or cther
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suitable hardware and/or electronic compuling and/or data processing equipment 152
operatively connected to the network 110.
100311 In any event, having acquire and/or produced a token for the collected or
otherwise received PAN, the token is used o complete the transaction, €.¢., accorging
{o one of the following exemplary methods and/or processes.
100327  With reference now to FiG. 1, there is shown one exemplary message flow
which embodies one or more aspecis of the present inventive subject matier.
00331 As shown {(in step 1), a8 consumer or other ke user 120 {(l.e., suilably a
cardholder or accountholder) enters their PAN into a hosted order page (HOP) 148 of
the TTSP 140.
100347  In response (at step 2}, the HOP 148 invokes a request for a token from the
113 140, In praclice, the reguest includes the PAN entered into the HOP 1448.
(00351  Upon receiving the request, the TTSP 140 checks {at step 3) to see if a token
already exists for the received PAN, e.g., in a token vauit 146. For the purposes of
exampie, it is assumed that this is an initial transaction and the oken does not yet exist.
100361 Accordingly, (at step 4) the TTSP 140 generates a token {(e.g., using a token
generator 144 and optionally stores or otherwise persisis if, e.¢., in the token vauilt 146.
it Is to be appreciated that maintaining the generaied token in this manner enables
mullipie uses of the token.
(00377 Next (at step 5}, the TTSP 140 provides a merchant 130 with the generated
token for further use in connection with the transaction, e.g., by posting the {oken {o the
merchant s web site 134
10038] Having received the token, the merchant submits (at step 6) a Transaction
Authorization Request {TAR) using and/or ncluding the token received from the TTSOP
140. Notably, the merchant never sees the users FPAN.
00381 The TTSP 140 intercepts or otherwise receives the TAR containing the token
and swaps {(at siep 7) the token provided by the merchant 130 in the TAR with the
corresponding PAN previously received in connection with the {oken request {.e., in
step 2. Suitably, the TTSP 140 uses the token contained in the TAR to 0ok up and

retrieve the corresponding PAN from the vauit 140.
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100407 Having replaced the token with the cotrresponding PAN, the TITSP 140
forwards and/or otherwise submiis {at step 8) the TAR {with the PAN) to the appropriate
pavment network 160 and/or the issuer 162,

00411 In turn (at step 9}, the payment network 160 and/or issuer 162 responds to
the TAR from the TISP 140 accordingly, e.g., with an “authorized” or "declined’
message (L.e., a TAR response inciuding the FAN recetved with the TAR.

00427 The TTSP 140 receives the TAR response and replaces the FPAN included
therein with the cormresponding token (at step 10).

100437 Nexd (atstep 11), the TTSP 140 generates and/or forwards the TAR response
with the token 1o the merchant 130, so that again the merchant 130 does not see PAN,
(00447 At this point {in step 12), the merchant 130 is free o compilete the transactiion
with their customer 120 and may, for example, sent them an appropriate message
ndicating whether the transaction was authornized or dechined.

10045]  With reference now to FiG. 2, there is shown another exemplary embodiment,
which is a varniation of the one shown in FiG. 1.

(004867 Steps (1)~ (3) of FIG. 2 are essentially the same as steps (1) ~ (3} in FiG. 1.
00477  However, In the embodiment of FIG. 2, the TTSP 140 does not generate the
foken. Kather, in response o receiving the FPAN via the HOP 148, the TTSP 140
requests a token from the payment network 160 for the PAN {(at step 4. Suitably, the
reguest for a token sent o the payment network 160 includes the PAN. Oplionally, the
TTSP 140 may provide additional information along with the request, e.g., including a
device (0, iF (intermnet Protocol) address, reputation, history, etc.

100481  In turn (at step 5), the payment network 160 acts as the token generator and
generates a token for the PAN and retums the foken {o TSP 140 in response {o the
reguest received therefrom.

00487 Upon receipt of the token, the TTSP 140 stores and/or otherwise persists the
foken {at step 6), for exampile, in the token vault 146.

100507 Next (at step 7), the TTSP 140 provides the merchant 130 with the token for
use in connection with the transaction (e.4., by posting the token to the merchant's web
site 134). Optlionally, the TSP 140 may provide the merchant 130 with additional

intormation beyond just the token {e.g., reputation, history, score, etc.).

10



CA 029927726 2018-01-16

WO 2017/015237 PCT/US2016/042833

100517  In response {0 receiving the token, the merchant 130 {(at step 8) submits a
TAR using the received token. Notably, the merchant does not see the PAN.

100521 Next (al step 9), the TTSP 140 intercepis or otherwise receives the TAR
(nciuding the token) ang forwards or otherwise submits the same {0 he payment
nefwork 160,

(00531 In turn (8t step 10}, the payment network 160 and/or issuer 162 replies with
an appropriate response to the TAR, i.e., authorized or declined.

00547 Next (atstep 11}, the TTSP 140 intercepts and/or otherwise receaives the TAR
response {with the token) and forwards or otherwise sends {he same to the merchant
130, so that again the merchant does not see PAN.

(00557 At this point {in step 12), the merchant 130 is free o compilete the transaction
with their customer 120 and may, for example, sent them an appropriate message
ndicating whether the transaction was authornized or dechined.

10056]  With reference now to FiG. 3, there is yel another embodiment shown. Again,
this embodiment s simiar to and/or a variation of the embodiment shown in FIG. 1. As
before, steps (1) — (3) of the embodiment shown in FiG.3 are similar to those of the
ambodiment shown in FiG. 1. However, for the present example, it s assumed {(in step
33 that the token already exists for the PAN received by the TTSF 140, e.g., it may be
siored and/or otherwise mamntained in the token vault 146, Suiiably, the token may have
peen generated and/or otherwise oblained (in a manner described herein) in connection
with a prior transaction and was previously stored or otherwise persisted (2.g9., in the
token vauit 140) for a subseguent use.

100571  Accordingly (in step 4), the TTSP 140 responds to receipt of the PAN by
retrieving the existing token, e.g., from the token vault 146, and replacing the received
PAN with the retrieved token.

0058] In turn (at step 5}, the TTSE 140 sends the payment network 160 enhanced
information {e.q., a device D, fingerprint, IP address, etc.).

100591  In response (at step ), the payment network 160 returns a reply to the
ennanced information. For exampie, the reply may trigger or invoke decisioning and/or

ceriain fraud checks.
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100607 Next {at step 7}, the TTSP 140 provides the merchant 130 with the token
(e.q., refrieved from the token vailue 140) for use in connection with the transaction, €.g.,
by posting the token o the merchant's web site 134, Optionally, the TTSP 140 may
provide the merchant 130 with additional information beyond just the token (e.q.,
reputation, history, score, etc.).

100617 In response {0 receiving the token, the merchant 130 (at step 8) submits &
TAR using the received token. Notably, the merchant still does not see the PAN.

00621 Next (at step 9}, the TTSP 140 intercepts or otherwise receives the TAR
(inciuding the token) and forwards or otherwise submits the same o the payment
network 160, Optionally, the TAR slong with the accompanying token may be submitted
to the payment network 160 using a standard International Organization for
Standardization (150) message.

(00631  In turn (at step 10}, the payment network 160 and/or issuer 162 replies with
an appropriaie response {0 the TAR, i.e., authorized or declined. Suitably, the token
accompanies the TAR response.

100647 Next (atstep 11), the TTSP 140 intercepts and/or otherwise receives the TAR
response {(with the token) and forwards or otherwise sends the same {0 the merchant
130, so that again the merchani does not see PAN.

100657 Al this point (in step 12), the merchant 130 1s free o complete the fransaction
with thelr customer 120 and may, for exampie, sent them an appropriate message
indicating whether the fransaction was authorized or declined.

00067  With reference now o FiG. 4, there is shown yet another embodiment. Again,
this embodiment is similar to and/or a variation of the embodiment shown in FiG. 1. As
before, steps (1) — (3) of the embodiment shown in FlG. 4 are similar to those of the
embodiment shown in FiG. 1.

00677 Suttably, in this embodiment, the TTSP 140 produces and/or generates
andf/or otherwise obtains a first token {e.g., from a token generator 144); and as shown
(n step 4), provides the same to the merchant 130 {e.qg., by posting it to the merchant's
web site 134},

100681  In response, the merchant 130 submiis (at step 5) a TAR containing the first

token. As with other embodiments, the merchant does not see PAN.
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100697 As shown (at step &), the TTSP 140 intercepts and/or otherwise receives the
TAK containing the first ioken, and swaps out the first token, replacing it with the PAN
{e.g., received via the HOP 148).

00787 In tumn, the TTSP 140 submits {(at step 7) the TAR to the payment network
160 {or issuer 162) with the PAN.

00717 In reply (at step 8), the payment network 160 (or issuer 162 as the case may
be) provides an appropriate response to the TAR (e.g., authorized or declined).
Suitably, the response 18 accompanied by the PAN.

100721 The TTSP 140 receives the TAR response, and {(at step 9) swaps out the
FPAN, replacing # with the corresponding first token.

00731 Having swapped out the PAN with the first ioken, the TISPF 140
communicates (at step 10} the TAR response {0 the merchant 130, with the response
now containing the first token (.., the merchant does not receive of see the PAN).
100747 At this point (in step 11}, the merchani 130 is free to complete the fransaction
with their customer 120 and may, for exampie, sent them an appropriate message
indicating whether the transaction was authorized or declined.

00751 Next as shown (in step 12), the TTSF 140 reguests a second token for the
FAN from the payment network 160,

100767  In reply (at step 13}, the payment network 160 provides the TTSP 140 with a
second token produced, generated and/or otherwise oblained by the payment network
160.

00777  Having received the second token from the payment network 160, the TTSP
140 stores and/or otherwise persists the second token, e.g., in the existing token vaull
146 where it remains available for a next use.

00781 Turning attention now o FiG. 5, still another exemplary embodiment is shown
which IS stmiar to and/or a vanation of the embgoodiment shown in FiG. 3. As before,
sieps {1} — (12} of the embodiment shown in FiG. 5 are similar to those of the
embodiment shown in FiG. 3.

(00787 As shown in the embodiment of FiG. 5, steps (B) and (6) are oplional. At step
(5}, the TTSF 140 may pause the fransaction in order to pass enhanced and/or

augmented information to the payment network 160, This enhanced or augmented
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information provides the payment network 160 advance notice that the TAR 18 nbound
and gives the payment network 160 a time window {0 potenlially invoke additional
decissioning and/or fraud check measures. At siep (B), the payment nelwork 160
responds o receipt of the enhanced andior augmented information with an
acknowledgement. in this manner, the TTSP 140 is made aware that the sent
information was received by the payment network 1060 and that the synchronous
process can continue. OfF course, if the enhanced/augmented information was not
raceived by the payment network 160 or if the message of step (5) fails {6 properly send
or if the acknowledgement is nof received within some timeoul period, then the process
may simply continue {o step (7).

00807  With reference now to FiG. 0, another exemplary embodiment 18 shown which
is similar to and/or a variation of the embodiment shown in Fils. 1. As before, steps (1) ~
(3} of the embodiment shown in FiG. © are similar to those of the embodiment shown in
SCHNE

(008141 In the present embodiment, suitably, the TTSF 140 acts as the ioken
generafor, and accordingly (at step 4}, the TTSP 140 creates an enhanced ioken and
persists the token, e.g., in the token vault 146, In practice, the T1SF 140 may generate
fhe enhanced token (e.g., using the token generalor 144} with enhanced information.
10082 In turn (8t step 5), the TTSP 140 supplies the merchant 130 with the
ennanced token which, e.g., provides the merchant 130 with additional information
about the customer, informalion about the device the customer is ysing or information
about the PAN {without actually supplying the PAN), stc.

10083] Having received the enhanced token, the merchant 130 submits (at step 6) 3
TAR containing the enhanced {oken (note, the merchant 130 does not see the PAN).
00841 As shown (at step 7)), the TTSP 140 intercepts and/or otherwise receives the
TAR containing the enhanced token, and swaps out the token, repiacing it with the PAN
{e.g., received via the HOP 148).

100851 In tumn, the TTSP 140 submits {(at step 8) the TAR {o the pavment network
160 {(or issuer 102} with the PAN,
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100861  In reply (at step 9), the payment network 160 (or issuer 162 as the case may
be) provides an appropriate response to the TAR (e.g., authorized or declined).
suitably, the response is accompanied by the PAN.

00871  The TTSP 140 receives the TAR response, and (at step 10} swaps out the
PAN, replacing it with the corresponding token.

(0088 Having swapped out the PAN with the token, the TTSP 140 communicates {(at
step 11) the TAR response {o the merchant 130, with the response now containing the
token (i.e., the merchant does not receive or see the PAN).

100881 At this point {in step 12), the merchant 130 is free to complete the transaction
with their customer 120 and may, for example, sent them an appropriate message
indicating whether the fransaction was authorized or declined.

100907 Optionally, the TToP 140 sends (at step 13) the pavment network 160 an
"Advice” or other sutlable message with a PAN/oken mapping that correlates the PAN
with the associated i{oken used for the ifransaction; and {(at step 14) the payment
network 160 returns an acknowiedgement confirming receipt of the PAN/Acken mapping.
00911 With reference now to FiG. 7, vet another embodiment is shown.

00927 In the current embodiment, the consumer or other ke user 120 (1.e., suitably
a carahoider or accountholder) optionally enters {af step 1) their PAN into an order page
or HOPF 148 of a payment processor 150; and (at siep £) the payment processor
captures the PAN. Allemnately, the merchant 130 may have card and/or account
information already on file for the user 120, e.g., the card and/or account information
may be stored by the merchant 130 and/or previously submitied to the merchant, hence
fhe merchant is referred to as a card on file merchant 130°. More generaily, the
foregoing can be referred to as a token requestor 170,

(00931 In turn (af siep 3}, the token reguestor 170 (e.g., payment processor 150 or
card on tile merchant 130" as the case may be) submits a request {o the TSP 140 for a
token, the request including the PAN for which the token is being sought.

100941  In response to receipt of the reguest, the TTSP 140 checks (at step 4) {0 see
it a token already exists for the received PAN, e.g., in the token vauit 140, For the
purposes of the present exampile, it is assumed that this is an nitial transaction and the

token does not yet exjst.
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10095 Accordingly, {(at step 5} the TTSP 140 generates a {oken {e.g., using the
token generaior 144} and optionally stores or otherwise persisis it, .g., in the {oken
vault 146. Optionally, the TTSP 140 may generate a token with enhanced information;
and can aiso demand that third parties use the enhanced service (1.e., optionally provide
fingerprint, |F address, eic.).

(00967 In turn {(at step B}, the TTSP 140 supplies the requestor 170 {(e.g., the
payment processor 150) with the foken. Optionally, the supphled ioken may be an
enhanced oken which, e.g., provides the reguestor with additional information about the
customer 120, information about the device the cusiomer 120 is using or information
about the PAN {(without actually supplving the PAN), elc.

(00971 Having received the token, the payment processor 150 submits {(al step 7) the
TAR {with the {oken) {o the payment network 160 (or the issuer 162).

00887 In reply (&t step &), the pavment network 160 provides an appropriate
response to the TAR {i.e., authorized or declined).

100987  Optionally, the TTSP 140 sends {at step 9) the payment network an "Advice’
or other suitable message with a PAN/token mapping that correlates the PAN with the
associated token used for the transaction; and (&t step 10} the payment network 160
returns an acknowledgement confirming receipt of the PAN/token mapping.

100100] oSuitably, the TIiSP 140 18 aiso provisioned (o provide de-tokenization
services, I which a PAN s recovered from an associated foken. An exemplary
embodiment of the same is shown in Fis. 8.

001017 As shown (in step 1), a merchant 130 or payment processor 150 {(i.e.,
requestor 170) submits a token along with a request for its associated PAN,

1001027 Upon receipt of the {oken and/or request, the TTSP 140 {(at step 2) validates
that the reguestor is authorized {0 receive the PAN. Of course, various evenis and/or
responses ¢an be triggered it the received token is invalid or the requestor 170 is an
unauthorized party.

1001031 However, if the requestor 170 and token are vahd, the TTSP 140 (af siep 3)
transiates the token back into the PAN, e.q., by relrieving the associated PAN from the

token vault 146. Alternatively, if the token and/or requestor are invald, the request is
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denied and an advice or other suitable alert or notihcation may be made to the payment
network 160, issuer 102 and/or other concerned parties.

100104 Assuming the token and requestor 170 are valid, then (at step 4) the
recovered FPAN IS returned to the requestor 170 (e.g., the merchant 130 or processor
150}

100105] Optionally, the TTSP 140 (at step &) advises and/or otherwise informs the
pavment network 160 that the {oken was de-iokenized; and {(at step ©) the payment
network 100 acknowledges receipt of this notification.

1001061 Various aspecis of the present inventive subiect matter have been described
nerein with reference o exempiary and/or preferred embodiments. Qbviously,
modifications and alterations will occur {o others upon reading and understanding the
preceding detailed description. it is intended that the inventive subject matier be
construed as incluging all such modifications and alterations insofar as they come within
the scope of the appended claims or the eguivalents thereof.

(001077 The above methods, system, platforms, modules, processes, algorthms
and/or apparaius have been described with respect (o particular embodiments. it is {0
be appreciated, however, that certain modifications and/or alteration are also
coniempiated.

1001081 It is to be appreciated that in connection with the particular exemplary
embodiment(s} presented herein certain structural and/or function fealures are
described as being incorporated in defined elements and/or components. However, it is
contempilated that these features may, (o the same or similar benefit, aiso likewise be
incorporated in other elements and/or componenis where appropriate. it is aiso 1o be
appreciated that different aspects of the exemplary embodiments may be selectively
empioyed as appropriale {0 achieve other alternate embodiments suited for desired
applications, the oiher altemate embodiments thereby realizing the respeclive
advaniages of the aspects incorporated therein.

10010971 it is also {0 be appreciated that any one or more of the particular tasks, steps,
processes, methods, functions, slements and/or components described herein may
suitably be implemented via hardware, software, firmware or a combination thereof. in

particuiar, vanous moduies, componenis and/or elements may be embodied by
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processors, elecincal circuis, computers and/or other electronic data processing
devices that are configured and/or otherwise provisioned (o perform one or more of the
tasks, steps, processes, methods and/or functions described herein. For example, a
CrOCessor, computer or other electronic data processing gevice empogying a pariicular
clement may be provided, supplied and/or programmed with a suitable listing of code
(©.¢., sUch as source code, interpretive code, object code, directly executable code, and
so forth) or other like instructions or software or firmware, such thal when run and/or
executed by the computer or other electronic data processing device one or more of the
fasks, steps, processes, methods and/or functions described herein are compileted or
ctherwise performed. Suitably, the listing of code or other like instruclions or sgitware or
firmware is implemenied as and/or recorded, stored, contained or included in and/or on
a non-transitory computer and/or machine readable siorage medium or media so as {o
pe providable 1o and/or executable by the computer or other electronic dala processing
device. For example, suitable storage mediums and/or media can include bui are not
Hmited to: floppy disks, fiexible disks, hard disks, magnetic tape, or any other magnetic
storage medium or media, CD-ROM, DVD, optical disks, or any other optical medium or
media, a RAM, a ROM, a PROM, an EPROM, a FLASH-EPROM, or other memory or
chip or cartridge, or any other tangible medium or media from which a compuier or
machine or electronic dala processing device can read and use. In essence, as used
herein, non-transiory computer-readable and/or machine-readable mediums and/or
media comprise all computer-readable and/or machine-readable mediums and/or media
except for a transitory, propagating signai.

1001107 Optionally, any one or more of the particuiar tasks, steps, processes,
methods, functicons, elements ang/or componenis described herein may e
implemented on and/or embodiment in one or more general purpose compulers, special
ourpose computer(s), a programmed microprocessor or microcontrolier and peripherat
integraied circulf elements, an ASIC or other integrated circuit, a digital signal
processor, a harawired elecitronic or logic circuit such as a discreie element circuit, a
programmadie ogic device such as a PLD, PLA, FPGA, Graphical carg CPU {(GPU]3, or

PAL, or the like. In general, any device, capable of implementing a finite siate machine
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that is in turn capable of implementing the respective {asks, steps, processes, methods
and/or functions described herein can be used.

100111]  Additionally, it is 1o be appreciated that cerfain elements described herein as
mcorporated together may under suitable circumsiances be stand-alone elements or
otherwise divided. Similarly, a plurality of particular functions described as being carried
ocut by one particular element may be carried out by a plurality of distinct slements
aciing independently to carry out individual functions, or certain individual functions may
be split-up and camed out by a plurality of distinct elements acting in concert.
Alternately, some elements or componenis otherwise described and/or shown herein as
dgistinct from one ancther may be physically or functionally combpined where appropnate.
(001121 In short, the preseni specification has been set forth with reference 1o
preferred embodiments. Obviously, modifications and alteralions will occur to others
upon reading and understanding the present specitication. H is intended that the
inventive subject matter be construed as including all such modifications and alterations
insotar as they come within the scope of the appended claims or the eguivalents

thereof.
001131 What s claimed is:
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CLAIMS

1. A method of obscuring a value of a sensilive data element, said method
COMPrisiNg:

()  receiving the sensitive data element, said sensitive data element being

received over a data communications network at a hardware computing device of

a trusted tokenization service provider;

(b}  generating a token corresponding to the received sensilive data element;

{C) storing the token andg sensitive dafa element in a memory device such that

they are corrglated with one another,

(d} providing the generated token to a first party that uses the token in place

of the sensilive data element in a requesi for authorization to complete a

fransaction, said request being sent from the first party;

(e} intercepting the request for authorization including the token;

{f) Using the token contained in the intercepted request o iook-up and

retrieve the correlated sensitive dafa element in the memory device;

{Q) repiacing the token contained in the reguest with the sensilive data

clement retrieved from the memory device; and

()}  forwarding the regquest containing the sensitive data element o a second

party which empioys the sensilive data element to determine whether completion

of the transachtion should be authorized or declined.

2. The method of claim 1, said method comprising between sieps (a) and (b),
determining if a8 token already exists in the memory device which is correlated with the
received sensitive data element, such that if one does exist, then the step of generaling

inciuges retrieving the correlated token from the memory gevice,

3. The method of claim 1, further comprising:
{1} receiving a response 1o the request from the second parly, said response
indicating a result of the determination whether completion of the transaction

shiould be authorized or declined and including the sensitive data element;

20



CA 029927726 2018-01-16

WO 2017/015237 PCT/US2016/042833

1) using the sensitive data element contained in the response {o look-up and
retrieve the correlated token in the memory device;

(K) replacing the sensilive data element contained in the response with the
token retrieved from the memory device; and

()  forwarding the response containing the token to the first party.

4. The method of claim 1, wherein generating the token comprises:
sending a token request to the second party, said token request including the
received sensitive daia element; and

receiving the token from the second panty in response {o the {oken reguest.

3 The method of claim 1, wherein the sensitive data element i1s one of a
oramary account number, a credit card number, a debit card number, an e-mail address,

a hiomedtric identifier or an account indicator.

0. The method of claim 5, wherein the first parly i1s a merchant and the

second party i1s one of a payment instrument issuer or a payment network.

7. The method of ciaim 1, wherein the token s an enhanced token iNciuging
at least one of additional information about a user associated with the sensitive data
element, information about a device the user is using or information about the sensitive

data element which information does not actually include the value thereoft.

3. The method of claim 1, further comprising:
sending the second party a message which maps the token and sensifive daia

aiement {o one another.

9. A system for obscuring a value of a sensitive data element, said sysiem
COMPTisSiNg:
a first hardware server in operative communication with a data communications

network, said first hardware server peing operated by a trusied tokenization
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sarvice provider and operative {0 receive the sensitive data element over said
data communications network;

a token generator, said token generator generating a token corresponding {o the
sensitive data element in response to the first hardware server receiving the
sensitive data selement;

a memory device that stores the generated token andg the sensitive data element
received by the first hardware server such thal they are correlated with one
another;

wherein the first hardware server is further provisioned (o provide the generated
token to a second server over the data communications network, said second
server being operated by a first party that uses the token in place of the sensitive
data element in a reguest for authornizalion to complete a transaction, said
request being sent from the second server;

wherein the first hargware server is further provisioned o receive the reguest for
authorization including the token sent from the second server,

wherein the first hardware server is further provisioned (o use the foken
contaimned i the request to loock-up and retrieve the cormrelated sensilive data
clement in the memory device;

wherein the first hardware server s further provisioned to replace the token
contained N the request with the sensitive data element retrieved from the
memory gevice; and

wherein the first hardware server is further provisioned to forward the request
containing the sensitive daia element to a third hardware server of a second
party which employs the sensitive data element {0 determine whether completion

of the transaction should be authorized or declined.
10. The sysiem of claim 9, wherein the sensifive data element is not sent to

fhe second hardware server such thai the first parly is not provided access {o fhe

sensitive data element.
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11. The system of claim 9, wherein the data communications network is a

public data communications network.
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