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INTERCEPTOR FOR NON-SUBSCRIBED 
BULKELECTRONIC MESSAGES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

Claiming Benefit Under 35 U.S.C. 120 
0001. This is a continuation of U.S. patent application Ser. 
No. 10/636,986, agent docket number AUS920.030379US1, 
filed on Aug. 7, 2003, by Jerry Walter Malcolm. 

INCORPORATION BY REFERENCE 

0002. The related U.S. patent application Ser. No. 10/636, 
986, agent docket number AUS920.030379US1, filed on Aug. 
7, 2003, by Jerry Walter Malcolm is hereby incorporated by 
reference in its entirety, including figures. 

FEDERALLY SPONSORED RESEARCH AND 
DEVELOPMENT STATEMENT 

0003. This invention was not developed in conjunction 
with any Federally sponsored contract. 

MICROFICHEAPPENDIX 

0004) Not applicable. 

BACKGROUND OF THE INVENTION 

0005 1. Field of the Invention 
0006. This is a continuation of U.S. patent application Ser. 
No. 10/636,986, agent docket number AUS920.030379US1, 
filed on Aug. 7, 2003, by Jerry Walter Malcolm. This inven 
tion relates to the fields of filtering, sorting, prioritizing and 
rejecting electronic messages Such as e-mail. 
0007 2. Background of the Invention 
0008 Bulk electronic messaging Such as mass mailings of 
electronic newsletters, advertisements, business announce 
ments, etc., can be categorized from a recipient's viewpoint as 
“solicited' and “unsolicited'. Solicited messages are mes 
sages which the recipient expects or has requested to be sent, 
Such as Subscription information services, news alerts, etc. A 
recipient of these messages has usually registered for the 
messages, such as having been added to an "opt-in' mailing 
list. 
0009 Unsolicited messages are messages which the 
recipient has not requested, but which have been sent to the 
recipient by a source which may or may not be known to the 
recipient, Such as advertisements, Scam messages, promo 
tional messages, etc. 
0010 “Spam' is an inexact term used by system operators, 
bulk mail senders (e.g. authors), and recipients, alike. It gen 
erally refers to messages which are sent in bulk (e.g. many 
recipients for the same message), and which is undesirable. 
Depending on the recipient's view of the message itself, it 
may or many not be "spam'. For example, consider that an 
online bookseller provides each user of its e-commerce web 
site the option to be sent messages about “special offers” and 
from 'selected partners’. For one particular user, if messages 
for such “special' offers are received daily or even multiple 
times per day, the recipient may consider the messages 
"spam', even though he or she elected to be part of the mailing 
list. In another example, the recipient may considera message 
to be "spam from a travel company associated with the book 
seller (e.g. a “selected partner) because he or she did not 
expect to receive any messages other than book-related mes 
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sages, while another recipient in the mailing list may appre 
ciate the contact with the travel company. 
0011 So, depending on the content of the message, the 
historical context under which a message is sent from an 
author to a recipient, and the perspective of the recipient, a 
bulk mail message may or may not be considered "spam'. 
0012 FIG. 1 illustrates in general a bulk mailing arrange 
ment (10), such as bulk email processes. A number of 
intended or targeted recipients (14) are interconnected to a 
source or sender (12) via a computer network (11). In the most 
common case of bulk electronic messaging, the sending 
server (12) is a Simple Mail Transfer Protocol (“SMTP') 
server, the computer network (11) is the Internet, the receiv 
ing servers (13a, 13b, and 13c) are Post Office Protocol 
(“POP”) servers, and the recipients are email terminals (e.g. 
personal computers, personal digital assistants, web-enabled 
wireless telephones, etc.) having unique email addresses. 
Other arrangements may use other protocols and equipment 
such as the Short Message Server (“SMS) used by many 
cellular telephones, text pagers, proprietary messaging 
schemes, and even facsimile transmissions. 
0013. In this arrangement, the sending server (12) 
accesses one or more mailing lists (15) which contains 
addresses of recipients (14) to which a particular bulk mail 
message is to be sent. In some cases, the mailing lists (15) 
may be Sophisticated database entries for each possible 
recipient, including information about that recipient to help 
determine if the message should be sent or not (e.g. user's 
interests, key words, subjects, etc.). In other cases, the mail 
ing list may be as simple as a list of email addresses, all of 
which are sent every bulk mail message. 
0014. The sending server (12) then composes a single 
message designating multiple recipients, or multiple mes 
sages each of which designates a single recipient from the 
mailing list. The message(s) are then transmitted via the com 
puter network (11) to one or more receiving servers (13a, 13b. 
13c), ultimately for delivery to the intended recipients (14). 
0015. Some spam filters have been brought to the market 
to help solve this problem in recent years. The general 
approach has been to detect a pattern that identifies a message 
as spam. Some spam filters “execute' or run at the receiving 
server's point in the process, using the ability to Survey across 
multiple user's mailboxes to look for certain patterns, as well 
as being able to look at messages in individual mailboxes for 
patterns and to apply each user's specific preferences. Other 
filters run on the recipient's device, such as within the user's 
PC or PDA, blocking display or download of certain mes 
sages based upon various factors. 
0016. Most messages, and especially SMTP email mes 
sages, are comprises of several parts, including generally: 

0017 (a) a “header” which includes a source designa 
tor, a recipient designator, a format or protocol designa 
tor, time and routing information, and often a “subject’ 
or Summary field; 

0.018 (b) a “body' or message portion containing the 
actual message Such as text, HyperText Markup Lan 
guage (“HTML') or other data; and 

0.019 (c) optional attachments and/or quoted informa 
tion from other sources (e.g. forwarded text). 

0020. Using defined spam patterns, a spam filter can 
search the inbound email, including headers, Subject line, and 
the message body, for any of the identified patterns. If one of 
these patterns is found, then the filter moves the message into 
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a special folder such as a “look at later folder, or deletes the 
message altogether, usually depending on the intended recipi 
ent's preferences. 
0021. Some spam filtering systems use a “whitelist/black 

list' scheme. According to this approach, each user config 
ures a “whitelist” (16) of senders from which the user will 
accept or desires bulk messages. The blacklist (not shown) is 
a list of senders for whom all messages should be blocked or 
rejected. Some messages from unknown senders, of course, 
will not fit with either list, and must be handled “normally’. 
0022. Such a whitelist is usually integrated with a user's 
address book. For example, Yahoo!'s email server allows each 
user to set up or configure a personal address book so he 
doesn’t have to remember the email address for each person 
with whom he keeps correspondence. Yahoo! also provides 
an option on their email server that allows the user to accept 
all messages which are sent from addresses currently in his or 
her address book. This option creates a whitelist, though it is 
invisible to the user. 
0023. A user may also manually create a whitelist outside 
of his address book in some systems. This method is generally 
used to receive newsletters or any bulk-email to which the 
user has subscribed. 
0024. The blacklist, as the name would imply, is the oppo 
site of the whitelist. This list is used to indicate addresses from 
whom email should always be regarded as spam. Many serv 
ers use a server-wide blacklist Such that once a sender has 
been identified as a spammer, the server will block messages 
from that sender for all recipients served by that receiving 
server, unless a particular user has added the sender to his 
whitelist. The blacklist is not highly effective though, as bulk 
email senders change their source addresses quite frequently, 
making it difficult to track and block them. 
0025. While using a whitelist and a blacklist to simply 
check for individual senders can eliminate some spam mes 
sage, most users still want more accuracy. Some users con 
figure a few simple filters, in addition to enabling a whitelist. 
Most email client software programs such as Netscape Mes 
senger allow the ability to set up filters locally. There are also 
a variety of third-party products that integrate with many 
popular email clients, including Microsoft Outlook and Out 
look Express. 
0026. The local filter is set up to check for a specific 
pattern in a specific portion of the message. For example, a 
commonly used filter may check for words from a porno 
graphic or objectionable word list, which appear in the Sub 
ject and/or the message body. Another filter setting may reject 
messages which have a high number of recipients in the “to 
field, or which purport to be a “Reply' to a thread of discus 
sion which does not exist in the user's mailbox. 
0027. When these two methods are combined together, a 
user can eliminate quite a bit of spam, and unfortunately, 
Some 'good' messages, as well. For example, considera user 
who works in research for space vehicles at a major univer 
sity. If he sets a filter rule on his email client program, or if the 
university's information technology (IT) department 
enables a filter for a objectionable word list which includes 
the word “sex' and variations of it, he may not receive legiti 
mate messages having the Subject “Mars Explorer, as it 
contains a string variant “... sex...'. This could potentially 
be catastrophic for the user, as he may miss a very important 
email. 
0028 Consequently, users and technology developers in 
the industry are still searching for a perfect answer to block 
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spam. The problem is, cleverly designed spam purposely 
mimics good email so that either: 

0029 (a) The filters are too weak to catch it all, or 
0030) (b) The filters are too tight and after the user 
misses real mail a couple of times, they turn off the filter 
cause they can't afford to possibly miss good mail. 

0031 U.S. Pat. No. 6,266,692 to Greenstein provides lim 
ited functionality to process email which is received from a 
known or trusted Source. According to this method, each 
“known” sender of email is provided a “passcode” by the 
recipient. When the known or trusted sender authors a new 
message, the message is augmented to include the passcode in 
its header. When the message is received by the recipient (or 
by the recipient's mail server), messages having correct pass 
codes associated with the senders are forwarded directly to 
the recipient, and messages with incorrect passcodes are 
blocked or set aside for later review. 
0032. While this method is useful for some types of bulk 
mail, it presents some challenges and limitations in some 
situations. For example, each mail list management program 
(e.g. bulk mail sending program) must remember individual 
ized passcodes for each user. Additionally, passcodes may be 
inadvertently disclosed by a senderby including the passcode 
in aheader to a message to another recipient. Additionally, the 
recipient must manage and issue the passcodes. 
0033. Therefore, there is a need in the art for a system and 
method which ensures that good or desirable bulk messages 
are guaranteed to be delivered to the user. 

SUMMARY OF THE INVENTION 

0034 Disclosed is a system that allows the user to keep a 
list of subscription sender ID codes for bulk mail senders to 
which the user has truly subscribed. Each user's approved 
Subscription Source list contains an identifier that correlates to 
the Subscription source. Each message sent from an approved 
bulk mail sender must include an identifier as “bulk mail', 
and must include the sender's assigned identifier value, in 
order for the invention to pass the message directly to the 
recipient without interception. Any bulk mail that does not 
have the associated identifier in the user's environment is 
handled as spam. Each identifier is personalized to each Sub 
scriber to prevent spoofing by spammers. New laws and/or 
policy may assist in identifying bulk mail that will require 
these identifiers to be accepted. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0035. Preferred embodiments of the present invention will 
now be described, by way of example only, with reference to 
the accompanying drawings in which: 
0036 FIG. 1 illustrates the well known arrangement for 
bulk messaging Such as bulk email transmission and recep 
tion over the Internet; 
0037 FIG. 2 depicts the logical process of the present 
invention to intercept bulk mail messages from unapproved 
Sources; and 
0038 FIG. 3 illustrates the process of establishing identi 
fication values between a subscriber and a bulk mail sender. 

DESCRIPTION OF THE INVENTION 

0039. According to our invention and shown in FIG. 3, 
when a user'signs up” (33) to receive messages as part of a 
bulk mailing service, the sending server will first generate 
(34) and send (31) a confirmation message to the requesting 
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user. The confirmation message requires (35) the user to reply 
(32) to the confirmation before the subscription is activated 
(36). During this process, either during the original request 
(30) to be added to a mailing list, in the confirmation (31), or 
in the acceptance reply (32), an identifier value associated 
with the bulk mail sender is established and associated with 
an entry for the sender in the user's whitelist (37). Then, when 
Subsequent bulk mail messages are authored (38), their head 
ers are modified to include an indicator that the message is a 
bulk message and the identifier associated with the sender. 
The message is sent (33) to the recipient, and the identifier is 
verified (39) before it is placed in a folder for viewing by the 
USC. 

0040. For example, the bulk mail provider can provide a 
field in the form which is presented to the user during the 
initial registration process which allows the user to select the 
identifier value to be associated with the bulk mail provider. 
Alternatively, the bulk mail provider could provide an iden 
tifier in the confirmation message (31) as part of an enhanced 
service to the user, or may request that the user establish the 
identifier of his or her choice in the acceptance reply (32). 
Preferably, the identifier is embodied similarly to a “cookie' 
within the message header, and it contains relevant informa 
tion for the email subscription. 
0041. A user interface or dialog is provided to the user to 
allow storing of the sender's identifier, and association of the 
identifier with an entry in the user's whitelist. The dialog may 
be provided by the user's local email client software, or by the 
user's receiving email server. For example, if the sending 
server automatically selects the identifier, it can send that in a 
special header value in the confirmation message to the user. 
A receiving server Script or program then detects the header 
fields, and notifies the user of the new subscription status, 
requesting the user to approve adding the sender's identifierto 
the user's whitelist. If the user approves, then his or her 
whitelist is updated accordingly. If the user rejects the offer, 
the user's blacklist may be updated to block further message 
reception from the sender. 
0042 Table 1 shows an example embodiment of an SMTP 
message header which contains our new bulk-class mail iden 
tifier, and the sender identifier. In this unread message, a mail 
class of “bulk” is indicated, and the bulk sender's identifier 
value of "XYZONW123” is proposed for a user “Bob Smith' 
at email address user01(a)myispservice.net. 

TABLE 1. 

Example SMTP Header with Bulk Class and Sender Identifiers 

From - Wed Jun 25 14:26:23, 2003 
X-UIDL: Jofkc345DSI34kKif 
X-Mozilla-Status: 0002 
X-Mozilla-Status2:10800000 
Status: U 
Return-Path: <list admin(a).xyz-online-news-watch.com.> 

Mail-Class: Bulk 
Bulk-Sender-ID:XYZONW123 
Subject: Confirmation of New Subscription to XYZ Online NewsWatch 
To: Bob Smith <userO1(amyispservice.net> 
From: List Administrator <list admin(a)xyz-Online-news-watch.com.> 

<< Message Content explaining how to approve the Subscription 
activation>> 

0043. Through the provided user dialog, the user may 
accept the Subscription confirmation by following the instruc 
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tions in the message on how to reply (e.g. clicking a hyper 
link, etc.), and the system will automatically add the sender's 
address (e.g. list admin(a)XyZ-online-news-watch.com) to 
the user's address book or whitelist if it is not already entered, 
and associate the sender's identification value (e.g. 
XYZONW123) with that entry. 
0044 Subsequently authored and transmitted messages 
from the bulk mail sender server should include the bulk mail 
class identifier and the assigned identifier in the message 
header, as shown in Table 1, also. 
0045 Turning to FIG. 2, the generalized logical process 
(20) according to the invention is shown, which may be 
implemented and executed by the recipient's email client, by 
the recipients receiving mail server (e.g. the POP server), or a 
combination of both. 
0046 When a new message is received (21), it is first 
examined (22) for the bulk class indicator in its header. If it is 
indicated as bulk class mail, then the sender's identification 
value contained in the header is checked (200) against the 
identifier value associated with the user's enhanced whitelist 
(16'). If the sender identifier contained in the message header 
matches (23) that associated with the user's whitelist, the 
message is placed in the user's normal or high priority inbox 
folder. 
0047. However, if the message is not marked as bulk class, 
then the message is analyzed (25) for characteristics of bulk 
mail in order to catch messages from uncooperative senders, 
false senders, etc. Such characteristics may include, but are 
not limited to: 

0.048 (a) an excessive number of recipients contained in 
the message “To field; 

0049 (b) containing objectionable strings or words: 
0050 (c) containing strings or phrases such as “To 
unsubscribe . . . . which are often placed within bulk 
mail messages: 

0051 (d) containing highly similar or identical text as 
other messages in other user's inboxes; or 

0.052 (e) having been transmitted within a short amount 
of time as an excessive number of other messages sent 
from the same sending server (e.g. having been sent in a 
burst of messages from a sending server). 

0053. If it is determined (26) that the message has charac 
teristics of bulk mail even though it is not marked as such, 
then an optional message may be sent (27) to the sender to 
notify them that the user does not accept bulk messages 
without first obtaining a sender identifier from the user, and 
that the message has been intercepted from delivery to the 
intended recipient. Then, the message may be moved or 
stored in a folder for holding intercepted messages, where the 
user may review them at a later time or date. 
0054 If the message does not have characteristics of bulk 
mail, then it is forwarded to the “normal” or high priority 
folder for the recipients immediate viewing. 
0055. Using our invention, currently available spam filters 
can detect spam as they usually do, but with much tighter 
constraints. If our bulk mail details are included in a message 
header and it matches the approved list, the message is passed 
to the recipient. If the bulk mail header details exists and they 
don’t match the user's approved list, or if there is no bulk mail 
header details at all but it appears to be a bulk-mailed mes 
sage, the spam is rejected. 
0056 To prevent spoofing (i.e. including an identifier for a 
commonly accepted Subscription site that there is a good 
chance you have approved), the bulk mail header details may 
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optionally contain a unique identifier for each user which is 
known only to the sender and recipient. 
0057. As the invention may be realized with a wide variety 
of messaging and communications systems having many dif 
ferent hardware platforms and protocols, those skilled in the 
art will readily recognize that many variations may be taken 
from the example and preferred embodiments disclosed 
herein without departing from the spirit and scope of the 
present invention. The scope of the present invention should 
therefore be determined from the following claims. 
What is claimed is: 
1. A system for intercepting unwanted electronic bulk mail 

messages comprising: 
an inbound message examiner configured to: 

examine a header portion of an electronic message des 
tined to an intended recipient to find a bulk class 
indicator, and 

responsive to finding said bulk class indicator, further 
examine said header portion to find an approved 
sender identifier value; 

a message passer configured to, responsive to finding both 
a bulk class message indicator and an approved sender 
identifier value, forward said message to said intended 
recipient, including said header portion with said bulk 
class indicator, 

a bulk analyzer configured to, responsive to finding no 
indication of said bulk class indicator, analyze said mes 
Sage for bulk message characteristics comprising analy 
sis selected from the group of detecting a number of 
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recipients contained in the message recipient list 
exceeding a pre-determined limit, detecting previously 
determined objectionable strings or words in the mes 
Sage, detecting instructions in the message regarding 
how to unsubscribe, detecting text within the message 
which is similar to message content contained in other 
messages addressed to recipients other than said 
intended recipient, and detecting a plurality of messages 
sent within a pre-determined period of time from a same 
Sender, and 

a message interceptor configured to, responsive to finding 
a bulk class indicator but not finding an approved sender 
identifier, or responsive to determining that the message 
has bulk message characteristics, intercept the message 
the message by blocking forwarding of the message to 
said intended recipient. 

2. The system as set forth in claim 1 wherein said header 
portion of a message comprises a Simple Mail Transfer Pro 
tocol message header portion. 

3. The system as set forth in claim 1 wherein said message 
passer is further configured to check a whitelist for entry of 
said intended recipient. 

4. The system as set forth in claim 1 wherein said message 
interceptor is further configured to delete an intercepted mes 
Sage. 

5. The system as set forth in claim 1 wherein said message 
interceptor is further configured to store an intercepted mes 
sage in a low priority folder. 

ck : * : *k 


