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(57) Abstract: A switching system includes a port extender device coupled to a central switching device. Packets processed by the
central switching device are forwarded to the port extender device and enqueued in ones of a plurality of egress queues in the port
extender device for transmission of the packets via the front ports of the port extender device. Respective egress queues in the port
extender device have a queue depth that is less than a queue depth of corresponding respective egress queues in the central switching
device. A flow control message indicative of congestion in a particular egress queue of the port extender device is generated and
transmitted to the central switch device to control transmission of packets from the central switching device to the particular egress
queue of the port extender device.
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TRAFFIC MANAGEMENT IN A NETWORK SWITCHING SYSTEM WITH REMOTE
PHYSICAL PORTS

Cross-References to Related Applications

[0001] This disclosure claims the benefit of U.S. Provisional Patent Application No.
62/338,348, entitled “Inband Channelized Flow Control over Ethernet Links,” filed on May 18,

2016, which is hereby incorporated by reference herein in its entirety.

Field of Technology

[0002] The present disclosure relates generally to network devices such as network switches,

bridges, routers, etc., and more particularly, to managing traffic in network devices.

Background

[0003] Network devices often employ various flow control mechanisms, for example to
reduce or eliminate loss of data units, such as packets, due to congestion at the network devices.
Some networking applications require processing and forwarding a high number of data units,
such as packets, communication frames, etc. The amount of packet traffic that a network device
can handle is limited, in part, by the number of front panel ports, 1.e., physical ports via which
the network device 1s connected to other devices or networks. In some such networking
application, cascading of network devices is used to increase a number of front ports available to
a centralized network device. In such networking applications, it is important to efficiently
control flow of packets between the centralized network device and the cascaded network

devices.

Summary

[0004] In an embodiment, a port extender device comprises: a plurality of front ports
configured to interface with a network; at least one uplink port for interfacing with a central
switch device; a forwarding processor configured to forward packets, received via ones of the
front ports, to a central switch device for processing of the packet by the central switch device; a
plurality of egress queues for queueing packets processed by the central switch device and to be

transmitted via the front ports of the port extender device, respective egress queues, among the
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plurality of egress queues, having a queue depth that is less than a queue depth of corresponding
respective egress queues in the central switching device; and a flow control processor configured
to selectively generate a flow control message indicative of congestion in a particular egress
queue among the plurality of egress queues of the port extender device; and cause the flow
control message to be transmitted to the central switch device to control transmission of packets

from the central switching device to the particular egress queue of the port extender device.

[0005] In another embodiment, a method for controlling transmission of packets to a port
extender device includes: receiving, at the port extender device from a central switching device,
packets that are processed by the central switching device, the packets being for transmission via
ones of front ports disposed in the port extender device; queueing, in the port extender device,
the packets received from the central switching device in ones of a plurality of egress queues of
the port extender device, respective one or more egress queues corresponding to respective front
ports of the port extender device, respective egress queues among the plurality of egress queues
having a queue depth that is less than a queue depth of corresponding respective egress queues in
the central switching device; selectively generating a flow control message indicative of
congestion in a particular egress queue of the plurality of egress queues of the port extender
device; and causing the flow control message to be transmitted to the central switch device to
control transmission of packets form the central switching device to the particular egress queue

of the port extender device.

[0006] In yet another embodiment, a central switching device comprises: at least one port
configured to interface with a port extender device, the port extender device comprising a
plurality of front ports for interfacing with a network; a packet processor configured to process
packets received from the at least one port extender device, the packets having been received by
the at least one port extender device via ones of the plurality of front ports of the at least one port
extender device; a plurality of egress queues for storing processed packets to be forwarded to the
at least one port extender device for transmission of the processed packets via ones of the
plurality of front ports of the at least one port extender device, respective ones of the egress
queue having a queue depth that is greater than a queue depth of corresponding respective egress

queues disposed in the port extender device; and a flow control processor configured to,
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responsively to a flow control message received from the port extender device, control
transmission of packets to the port extender device from a particular one of the egress queues of
the central switch device to prevent overflow of an egress queue of the port extender device

corresponding to the particular one of the egress queues of the central switching device.

[0007] In still another embodiment, a method for controlling transmission of packets from a
central switching device includes: receiving, by the central switch device from at least one port
extender device coupled to the central switching device, packets received by the at least one port
extender device via ones of a plurality of front ports of the at least one port extender device;
processing, by a packet processor of the central switching device, the packets received from the
at least one port extender device; queueing, by the packet processor, the processed packets in a
plurality of egress queues of the central switching device, the egress queues of egress queues of
the central switching corresponding to egress queues of the at least one port extender device,,
respective ones of the egress queue of the central switching device having a queue depth that is
greater than a queue depth of corresponding respective egress queues of the at least one port
extender device; and controlling, by a flow control processor of the central switching device
responsively to a flow control message received from a port extender device of the at least one
port extender devices, transmission of packets from a particular one of the egress queues of the
central switch device to prevent overflow of a corresponding egress queue in the port extender

device.

[0008] In yet another embodiment, a port extender device comprises: a plurality of front ports
for interfacing with a network; at least one uplink port for interfacing with a central switch
device; a forwarding processor configured to forward packets, received via ones of the front
ports, to a central switch device for processing of the packet by the central switch device; and a
flow control processor configured to receive a first flow control message from the central
switching device, the first flow control message indicating congestion in a particular virtual
channel of a plurality of virtual channels between the central switching device and the port
extender device, the first flow control message corresponding to a first flow control protocol that
supports a first number of channels, generate, based on the first flow control message, a second

flow control message conforming to a second flow control protocol, the second flow control
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protocol supporting a second number of channels smaller than the first number of channels, and
transmit the second flow control message via one or more front ports of the plurality of front
ports to control transmission of packets, corresponding to the particular virtual channel, to the

port extender device.

[0009] In still another embodiment, a method of flow control includes: receiving, by a flow
control engine of a port extender device, a first flow control message from a central switching
device, the first flow control message indicating congestion in a particular virtual channel of a
plurality of virtual channels between the central switching device and the port extender device,
the first flow control message corresponding to a first flow control protocol that supports a first
number of channels; generating, by the flow control engine, based on the first flow control
message, a second flow control message conforming to a second flow control protocol, the
second flow control protocol supporting a second number of channels smaller than the first
number of channels; and causing, by the flow control engine, the second flow control message to
be transmitted via one or more front port of the plurality of front ports to control transmission of

packets, corresponding to the particular virtual channel, to the port extender device.

[0010] In still another embodiment, a switching system comprises: one or more port extender
devices, respective port extender devices comprising a plurality of front ports interfacing to a
computer network, and a plurality of first queues, respective subsets of the plurality of first
queues corresponding to respective front ports of the plurality of front ports; and a switching
device coupled to the at least one port extender device and configured to process packets
received via ones of the front ports of the port extender device at least to determine other ones of
the front ports of a first port extender device, or ones of front ports of a second port extender
device, via which to transmit the packets, the switching device comprising a plurality of second
queues, respective second queues of the switching device corresponding to respective first
queues of the port extender device, wherein a buffer depth of the second queues at the switching
device is greater than a buffer of corresponding first queues at the port extender device; and a
flow control processor configured to selectively control a transmission of packets from ones of

the second queues of the switching device to corresponding ones of the first queues of the one or



WO 2017/199209 PCT/IB2017/052951

more port extender devices to prevent an overflow of packets at the corresponding first queues of

the port extender device.

Brief Description of the Drawings

[0011] Fig 1 is a block diagram of an example switching system that includes one or more

port extender devices and a central switching device, according to an embodiment.

[0012] Fig 2 is a block diagram of an example switching system that includes one or more

port extender devices and multiple central switching devices, according to an embodiment.

[0013] Fig 3 is a block diagram of a port extender device used with the system of Fig. 1 or

the system of Fig. 2, according to an embodiment.

[0014] Fig 4 is a block diagram of a central switching device used with the system of Fig. 1

or the system of Fig. 2, according to an embodiment.

[0015] Fig Sis a flow diagram of an example method for controlling transmission of packets

transmitted to a port extender device, according to an embodiment.

[0016] Fig 6is a flow diagram of an example method for controlling transmission of packets

transmitted from a central switching device, according to an embodiment.

[0017] Fig 7is a flow diagram of an example method for controlling transmission of packets
corresponding to a particular virtual channel of a plurality of virtual channels between a central

switching device and a port extender device, according to an embodiment.

Detailed Description

[0018] Embodiments are described herein in the context of flow control in a switching system
that includes centralized switching device and port extender devices. It is noted however, in
light of the disclosure and teachings herein, that similar methods and apparatus for flow control
can be employed in other suitable and devices configured to operate in a computer network. As
just an example, channelized flow control over a standard Ethernet link is described below in the
context of channelized flow control over a standard Ethernet link between a centralized

switching device and a port extender device. However, similar methods and apparatus for
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channelized flow control over a standard Ethernet link can be employed in other general network
architectures. In general, the described flow control methodologies are not limited to use for
flow control between centralized switching devices and port extender devices, but rather may be

utilized 1n other suitable network architectures as well.

[0019] In various embodiments described herein, a network switching system includes one or
more port extender devices coupled to ports of one or more central switching devices. The one
or more port extender devices include front physical ports configured to interface with a
computer network, in an embodiment. In an embodiment, a port extender device that includes a
plurality of physical front ports is coupled to the central switching device via a number of
downlink physical ports of the central switching device that is less than the number of physical
front ports of the port extender device. As just an example, a port extender device that includes
eight physical front ports is coupled to a central switching device via only one or two downlink
physical ports of the central switching device, thereby extending a number of physical front ports
available to the central switching device to interface with a computer network, in an
embodiment. The one or more port extender devices are relatively passive low cost devices
having reduced packet processing and egress buffering capabilities, compared to the central
switching device, in an embodiment. For example, the one or more port extender devices
generally pass packets received via physical front ports of the port extender devices to the central
switching device without processing of the packet, or with minimal processing of the packets, by
the port extender device. The central switching device processes packets received from the one
or more port extender devices at least to make forwarding decisions for the packets received
from the one or more port extender devices to determine one or more physical front ports of the
one or more port extender devices via which the packet is to be transmitted. In an embodiment,
the central switching device determines a downlink port of the central switching device via
which the packet is to be transmitted so that the packet is forwarded to a particular port extender
device, and also determines a physical front port or physical front ports of the particular port
extender device via which the packet is to be transmitted. In some embodiments, the processing
of a packet by the central switching device also includes performing other processing operations

such as determining a flow to which the packet corresponds, determining a priority of the flow to
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which the packet corresponds, determining whether the packet is a unicast packet or a multicast
packet, performing packet replication if the packet is a multicast packet, determining whether the
packet should be dropped, determining whether the packet should be mirrored for further
analysis, etc. In an embodiment, upon completion of processing of a packet by the central
switching device, the central switching device provides the processed packet to one or more port
extender devices that include the one or more physical front ports via which the packet is to be
transmitted, for subsequent transmission of the packet via the one or more determined physical

front ports.

[0020] In an embodiment, each of the one or more port extender devices maintains egress
queues for queuing packets that the port extender device receives from the central switching
device for subsequent transmission of the packets from the port extender device. In an
embodiment, each of the one or more port extender devices maintains a respective set of egress
queues for each front port of the port extender device, with respective egress queues in the set of
egress queues corresponding to respective priorities (e.g., supported by the port extender device.
In an embodiment, to efficiently manage flow of packets from the central switching device to the
one or more port extender devices, the central switching device maintains egress queues to queue
processed packets that are destined to the one or more port extender devices but are not yet
scheduled to be dequeued from the egress queues and forwarded to ones of the one or more port
extender devices, or cannot be immediately forwarded to the ones of the one or more port
extender devices for example due to congestion in egress queues in the one or more port extender
devices. In an embodiment, the central switching device maintains a number of egress queues
that corresponds to the number of egress queues in the one or more port extender devices. Thus,
in an embodiment, the number of egress queues maintained by the central switching device
generally exceeds the number of physical downlink ports of the central switching device.
Maintaining the large number of egress queues at the central switching device essentially creates
a large number of virtual channels for transmission of packets from the central switching device
to the one or more port extender devices via a relatively smaller number of downlink ports of the

central switching device, in an embodiment.
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[0021] In an embodiment, respective egress queues in a port extender device have
corresponding respective egress queues in the central switching device. In an embodiment,
respective egress queues in the central switching device have a queue depth that is significantly
deeper than corresponding respective egress queues in the port extender device. The respective
egress queues in the central switching device serves as extensions of the corresponding
respective queues in a port extender device. Maintaining relatively shallow egress queues in the
port extender devices reduces amount of buffer space needed for the egress queues in a port
extender device, thereby reducing power consumption and cost of the port extender device
and/or increasing a number of physical front ports that can be supported in the port extender
device, in at least some embodiments. As such, because, in an embodiment, because egress
queueing is handled mainly by the deeper egress queues of the central switching device and the
port extender devices are provided with minimal egress queuing capabilities and reduced cost,
addition additional physical front ports to the switching system is accomplished at a low cost by

addition of one or more low cost port extender devices, in various embodiments.

[0022] In an embodiment, the one or more port extender devices and the central switching
device implement channelized flow control to mitigate susceptibility of the relatively shallower
egress queues in the port extender devices and/or to prevent overflow of the relatively shallow
egress queues in the one or more port extender devices. In an embodiment, the channelized flow
control allows for individual control of transmission of packets from particular egress queues in
the central switching device to the corresponding particular egress queues in the one or more port
extender devices. Thus, for example, if a particular egress queue in a port extender device
becomes congested, the port extender device indicates to the central switching device the
particular egress queue that is congested, and the central switching device controls transmission
of packets, for example by pausing transmission of packets or reducing the rate of transmission
of packets, from an egress queue in the central switching device that corresponds to the particular
egress queue in the port extender device without blocking or otherwise negatively effecting
transmission of packets from other egress queues in the central switching device to the port
extender device. For example, if an egress queue in the port extender device corresponding to a

certain front physical port of the port extender device and a certain priority is experiencing
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congestion, the port extender device indicates the congested egress queue to the central switching
device and the central switching device blocks transmission of packets to the congested egress
queue without blocking transmission of packets to other egress queues in the pot extender device
corresponding to the same front physical port of the port extender device and other priorities, and
without blocking transmission of packets to egress queues corresponding other front physical
ports of the port extender device, thereby preventing fate sharing among the egress queues of the
port extender device, in an embodiment. For example, because transmission of packets to non-
congested egress queues in the port extender device is not negatively affected (e.g., 1s not
blocked) due to congestion in other ones of the egress queues in the port extender device, fate
sharing among ones of the egress queues in the port extender device is prevented because non-
congested egress queue do not share fate with congested egress queues, in an embodiment. ,
Accordingly, the channelized flow control of packets from the central switching device to the
one or more port extender devices, at times of congestion in particular ones of the relatively
shallow egress queues in the one or more port extender devices, prevents overflow of the
congested egress queues in the one or more port extender device without blocking transmission
of packets to non-congested egress queues in the one or more port extender devices and
preventing fate sharing between different egress queues in the one or more port extender devices,
in at least some embodiments. Moreover, the relatively deeper egress queues in the central
switching device reduce or eliminate dropping of packets to be transmitted via the physical front
ports of the one or more port extender devices without the need for additional buffer space for

queueing the packets at the one or more port extender devices, in an embodiment.

[0023] Fig 1 is a block diagram of an example switching system 100 configured to
implement various flow control techniques described herein, according to an embodiment. In an
embodiment, the switching system 100 is part of a data center, for example. In another
embodiment, the switching system 100 is a node of a computer network. The switching system
100 includes one or more port extender devices 102 coupled to a central switching device 104.
Each of the one or more port extender devices 102 includes a set of physical front ports 110 for
coupling the port extender devices 102 to networks, network devices on the networks, data center

devices such as serves, storage devices, compute devices, etc., for example, in an embodiment.
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Each of the one or more port extender devices 102 also includes one or more uplink ports 112 for
coupling the port extender device 102 to the central switching device 104. The central switching
device 104 includes one or more downlink ports 114 and one or more uplink ports 116, in an
embodiment. At least some of the downlink ports 114 are coupled to uplink ports 112 of
respective port extender devices 102 via respective links 115, in an embodiment. In an
embodiment, the respective links 115 conform to a standardized communication protocol. For
example, in an embodiment, the respective links 115 are standard Ethernet links. The one or
more uplink ports 116 of the central switching device are coupled to other network devices, such
as uplink network devices (e.g., core switches) in the data center, for example. In an
embodiment, the central switching device 104 is a relatively “active” switching device
configured to process packets provided to the central switching device 104 by the port extender
devices 102, while the port extender devices 102 are relatively “passive” devices that generally
do not perform processing of the packets, or perform minimal processing of the packets, and
generally simply transfer packets between the central switching device 104 and the physical front
ports 110 of the port extender device. Thus, in an embodiment, the port extender devices 102
merely provide port extension or port fan-out functionality for the downlink ports 114 of the

central switching device 104.

[0024] With continued reference to Fig. 1, the port extender devices 102 include respective
forwarding processors 120, respective flow control engines 122, and respective sets of egress
queues 124. In general, a port extender device 102 (e.g., the port extender device 102-1) is
configured to receive packets via front ports 110 of the port extender device 102, and provide the
packets to the forwarding processor 120 (e.g., the forwarding processor 120-1) of the port
extender device 102. In an embodiment, the forwarding processor 120 minimally processes a
received packet and forwards the minimally processed packet to the central switching device 104
for further processing of the packet. The minimal processing performed by the forwarding
processor 120 includes adding one or more tags to a header of the packet that will allow the
central switching device 104 to determine via which one of the front ports 110 of the port

extender device 102 the packet was received, for example, in an embodiment.

10
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[0025] The port extender device 102 is also configured to receive, via an uplink port 112 of
the port extender device 102, packets processed by the central switching device 104. In an
embodiment, the port extender device 102 is configured to transmit the packets processed by the
central switching device 104 via ones of the ports 110 determined based on processing of the
packets by the central switching device 104. In operation, when the port extender device
receives a processed packet from the central switching device 104, the forwarding processor 120
of the port extender device 102 places the packet in an egress queue 124 corresponding to a front
port 110 via which the packet is to be transmitted. In an embodiment, the egress queues 124
include a plurality of subsets of egress queues 124, respective subsets of egress queues 124
corresponding to respective front ports 110 of the port extender device. In an embodiment, each
subset of egress queues 124 includes a plurality of queues 124, with respective egress queues 124
of the subset of egress queues 124 corresponding to respective priorities, such as quality of
service (QoS) levels, supported by the port extender device 102. Thus, for example, in an
embodiment in which the port extender device supports eight different priorities (e.g., eight
different QoS levels), the egress queues 124 include multiple subsets of queues 124 respectively
corresponding to the front ports 110, each particular subset of queues 124 having eight queues
124 for queuing packets of different priorities to be transmitted via a particular port 110. In an
embodiment, the forwarding processor 120 determines the front port 110 via which the packet to
be transmitted and a particular queue 124, corresponding to the front port 110, into which to
place the packet, based on one or more tags in a header of the packet. In an embodiment, prior to
placing the packet into the determined egress queue 124, the forwarding processor 120 removes

the one or more tags from the header of the packet.

[0026] In an embodiment, particular egress queues 124 may become congested in some
circumstances, for example due to congestion on a link coupled to a port 110 to which a
particular egress queue 124 corresponds, or a temporary suspension of transmission of packets
from the particular egress queue 124 in response to a flow control message received from a
downstream network device coupled to the 110 to which the egress queue 124 corresponds. To
mitigate congestion in particular ones of the queues 124 without blocking packets destined to

other ones of the egress queues 124, the flow control engine 122 of the port extender device 102

11
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monitors congestion in the egress queues 124 and selectively generates flow control messages to
indicate congestion in particular ones of the egress queues 124. The flow control engine 122
causes the flow control messages to be transmitted to the central switching device 104 to control
transmission of packets destined to the particular egress queues 124 from the central switching
device 104, without negatively effecting transmission of packets to non-congested egress queues

124, in an embodiment.

[0027] Turning now to the central switching device 104, in an embodiment, the central
switching device 104 includes a packet processor 130, a flow control engine 132 and a plurality
of egress queues 134. The packet processor 130 of the central switching device 104 1s
configured to process packets received from the port extender devices 102 via the ports 114 (or
packet descriptors associated with packets received via the ports 114), in an embodiment. In an
embodiment, the packet processor 130 is configured to process a packet received from a port
extender device 102 at least to make a forwarding decision for the packet to determine one or
more front ports 110 of the one or more port extender devices 102 via which the packet is to be
transmitted. In an embodiment, the packet processor 130 is coupled to a forwarding database
(not shown) that stores forwarding information (e.g., port information) associated with addresses
(e.g., media access control (MAC) addresses, Internet Protocol (IP) addresses, etc.) and/or other
suitable information. In an embodiment, the packet processor 130 is configured to utilize
information from a packet header to look up information in the forwarding database that
indicates one or more front ports 110 to which the packet is to be forwarded. Based on the
forwarding decision for the packet, packet processor 130 enqueues the packet in one or more
egress queues 134 for subsequent transmission of the packet to one or more port extender
devices 102 that include the front ports 110 determined for transmission of the packet from the

one or more port extender devices 102.

[0028] In an embodiment, the egress queues 134 include respective sets of egress queues 134
corresponding to respective downlink ports 114 of the central switching device 104. Respective
sets of egress queues 134 include respective subsets of egress queues 134 corresponding to
respective front ports 110 of the port extender device 102 coupled to the corresponding downlink

port 114 of the central switching device 104, in an embodiment. In an embodiment, the

12
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respective subsets of egress queues 134 include respective egress queues 134 corresponding to
respective egress queues 124 of the port extender device 102 coupled to the corresponding
downlink port 114 of the central switching device 104. In an embodiment respective egress
queues 134 of the port central switching device 104 correspond to respective egress queues 124
of the port extender devices 102. Accordingly, the central switching device generally maintains,
for a particular port 114, a number of egress queues 134 that corresponds to the number of
physical ports 110 of the port extender device 102 coupled to the particular port 114 multiplied
by the number of different packet priorities supported by the switching system 100, in an
embodiment. Maintaining the egress queues at the central switching device essentially creates a
large number of virtual channels for transmission of packets from the central switching device to
the port extender device coupled to a port 114 of the central switching device 104. In an
embodiment, a “virtual channel” corresponds to a channel virtually created by corresponding
egress queues in a central switching device (e.g., the central switching device 104) and egress
queues in a port extender device (e.g., port extender device) coupled to the central switching
device. Thus, for example, a virtual channel between the central switching device 104 and a port
extender device (e.g., the port extender device 102-1) corresponds to an egress queue 134 in the
central switching device and a corresponding egress queue (e.g., a corresponding egress queue

124-1) in the port extender device, in an embodiment.

[0029] In an embodiment, packets from the egress queues 134 are generally transferred to the
corresponding egress queues 124 of the port extender devices 102. In an embodiment, egress
queues 134 of the central switching device have a queue depth that is greater than a queue depth
of the corresponding egress queues 124 of the port extender devices. For example, the egress
queues 134 are at least 25% deeper than the corresponding egress queues 124, in an embodiment.
As another example, the egress queues 134 are 50% deeper, 75% deeper, 90% deeper, etc., than
the corresponding egress queues 124, in some embodiments. In other embodiments, the egress
queues 134 are deeper that the corresponding queues 124 by other suitable amounts. In an
embodiment, channelized flow control between the port extender devices 102 and the central

switching device 104 is implemented to prevent overflow in the relatively shallower egress
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queues 124 of the port extender devices 102 and/or to mitigate congestion in the egress queues

134 of the central switching device 104.

[0030] In an embodiment, the flow control engine 132 of the central switching device 104 is
configured to receive a flow control message generated by a flow control engine 122 of a port
extender device 102, the flow control message indicating congestion in a particular egress queue
124 of the port extender device 102, and responsive to the flow control message, control
transmission of packets from a corresponding egress queue 308 of the central switching device
104 to prevent overflow of the particular egress queue 124 in the port extender device 102. In an
embodiment, the flow control engine 132 is also configured to detect congestion in particular
ones of the egress queues 134 of the central switching device 104, and to generate flow control
messages indicating congestion in the particular ones of the egress queues 134 of the central
switching device 104. The flow control messages indicating congestion in the particular ones of
the egress queues 134 of the central switching device 104 are provided the port extender devices
102 so that flow control can be propagated to downstream network devices coupled to the port
extender devices 102, in an embodiment. Propagating flow control to downstream network
devices coupled to the port extender devices 102 controls transmission of packets (e.g., packets
corresponding to particular priorities) to the port extender devices 103, thereby reducing the
number of packets (e.g., packets of particular priorities) to be processed by the central switching
device 104 and mitigating congestion in the particular egress queues 134 of the central switching

device 104, in an embodiment.

[0031] In an embodiment, flow control messages transmitted from the central switching
device 104 to a port extender devices 102, and vice versa, are transmitted in-band with
transmission of packets from the central switching device 104 to a port extender devices 102, and
vice versa, over the same links 115 (e.g., Ethernet links) over which packets are transmitted from
the central switching device 104 to a port extender devices 102, and vice versa. In an
embodiment, flow control messages transmitted from the central switching device 104 to a port
extender devices 102, and vice versa, generally conform to a first flow control protocol for in-
band flow control (e.g., flow control over Ethernet links) that supports a relatively large number

of virtual channels needed to enable individual flow control of packets from the relatively large
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number of egress queues 134 of the central switching device 104 to the corresponding egress
queues 124 of the port extender devices 102. In an embodiment, the port extender devices 102
additionally support a second flow control protocol for interacting with network devices that are
coupled to the ports 110 of the port extender devices 102. In an embodiment, the second flow
control protocol is a channelized per-priority flow control protocol that supports a relatively
smaller number of virtual channels corresponding to the number of priorities (e.g., QoS levels)
supported by the port extender devices 102 and the switching system 100. In an embodiment,
the first flow control protocol is a quantized congestion notification (QCN) protocol or another
suitable flow control protocol that supports a relatively large number of channels. In an
embodiment, the first flow control protocol is IEEE 802.1Qau congestion notification message
(CNM) flow control protocol. In another embodiment, the first flow control protocol is another
suitable flow control protocol that supports a relatively large number of channels or connections.
In an embodiment, the second flow control protocol is a priority flow control (PFC) protocol or
another suitable flow control protocol that supports a relatively smaller number of channels. In
an embodiment, the second flow control protocol is IEEE 802.1x protocol that defines link-level
flow control or the IEEE 801Qbb protocol that defined priority-level flow control. In another
embodiment, the second flow control protocol is another suitable flow control protocol that

supports a relatively smaller number of channels.

[0032] In an embodiment, the flow control engine 132 of the central switching device 104 is
configured to respond, to a flow control message received from a port extender device 102, in
accordance with the second flow control protocol even though the flow control message
generally conforms to the first flow control protocol. For example, the second flow control
protocol defines a flow control response that is more suitable for channelized flow control of
packets from the central switching device 104 to the port extender devices 102 as compared to a
flow control response defined by the first flow control protocol. In an embodiment, the response
according to the second flow control protocol requires some information that is not included in
the flow control message that conforms to the first flow control protocol. In an embodiment, the
flow control engine 132 determines the information not included in the flow control message

based on the information that is included in the flow control message. As an example, in an
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embodiment, the first flow control protocol operates by indicating a fill level of a congested
queue, and response to the flow control message according to the first flow control protocol
involves modulating the rate of flow of packets destined for the congested queue based on the fill
level of the congested queue. On the other hand, a response to a flow control message in
accordance with the second flow control protocol involves, rather than modulating the rate of
flow of packets destined for the congested queue, pausing transmission of packets destined for
the congested queue for a certain amount of time. In this embodiment, the flow control engine
132 determines, based on a fill level of a congestion egress queue 124 indicated in a flow control
message received from a port extender device 102, an amount of time for which to pause
transmission of packets to the congested egress queue 124 of the port extender device 102, and
pauses transmission of packets from a corresponding egress queue 134 of the central switching
device 104 to the congested egress queue 124 of the port extender device 102 for the determined

amount of time.

[0033] Inan embodiment, a flow control engine 122 of a port extender device 102 is
configured to receive, from the central switching device 104, a first flow control message that
generally conforms to the first flow control protocol, the flow control message indicating
congestion in a particular egress queue 134 of the central switching device 104, and to convert
the first flow control message to a second flow control message that generally conforms to the
second flow control protocol. The second flow control message is then transmitted via one or
more of the front ports 110 to one or more network devices coupled to the one or more front
ports 110 to pause transmission of packets, associated with the priority corresponding to the
congested egress queue 134, from the one or more network devices to mitigate congestion in the
congested egress queue 134. Similarly, in an embodiment, a flow control engine 122 of a port
extender device 102 1s configured to receive a first flow control message received via a front port
110 of the port extender device 102 from a network device coupled to the front port 110 of the
port extender device 102, the first flow control message generally conforming to the second flow
control protocol and generally indicating an egress queue 124 from which the port extender
device 102 is to pause transmission of packets to the network device coupled to the front port

110 of the port extender device 102. The flow control engine 122 is configured to convert the

16



WO 2017/199209 PCT/IB2017/052951

first flow control message to a second flow control message generally conforming to the first
flow control protocol, in an embodiment. The second flow control message is then transmitted
from the port extender device 102 to the central switching device 104 to pause transmission of
packets destined to the egress queue 124 identified in the first flow control message, in an

embodiment.

[0034] Fig 2 is a block diagram of an example switching system 200 that includes one or
more port extender devices 202 and multiple central switching devices 204, according to an
embodiment. In an embodiment, the port extender devices 202 are the same as or similar to the
port extender devices 102 of Fig. 1. Similarly, the central switching devices 204 are the same as
or similar to the central switching device 104 of Fig. 1, in an embodiment. In other
embodiments, the port extender devices 202 are different from the port extender devices 101 of
Fig. 1 and/or the central switching devices 204 are different from the central switching device

104 of Fig. 1.

[0035] Inan embodiment, each of the one or more port extender devices 202 is coupled to
one or more of the multiple central switching devices 204. In this configuration, the multiple
central switching devices 204 provide resilience to the switching system 200 and/or improve
performance of the switching system 200, in various embodiments. For example, the multiple
switching devices 204 provide resilience to the switching system 200 by providing for fail-over
capability in which operation is switched over from a central switching device 204 to other one
or more central switching devices 204 in case of a failure of the central switching device 204, in
an embodiment. As another example, multiple switching devices 204 improve performance by
increasing the rate of processing of packets received by the port extender devices 204, in an

embodiment.

[0036] Fig 3 is a block diagram of a port extender device 300, according to an embodiment.
In an embodiment, the port extender device 300 corresponds to a port extender device 102 of
Fig. 1 or a port extender device 202 of Fig. 2. The port extender device 300 includes a plurality
of front ports 302 for coupling the extender device 302 to networks, network devices such as

switches, routers, bridges, etc., endpoints such as servers, storage devices, etc., in a data center,
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etc. The port extender device 300 also includes an uplink port 304 for coupling the port extender
device 300 to a central switching device. The port extender device 300 is configured to receive
packets via ones of the front ports 302 and to forward the received packets to a central switching
device coupled to the port extender device 300 via the port 304. The port extender device 300 is
further configured to receive, via the port 304, packets processed by the central switching device
coupled to the port extender device 300, and to forward the packets to appropriate ones of the

front ports 302 for transmission of the packets via the front ports 302.

[0037] In an embodiment, the port extender device 300 includes a forwarding processor 305,
a queue buffer 306 and a flow control engine 307. The queue buffer 306 holds a plurality of
egress queues 308 for queuing packets to be transmitted via the front ports 302. In an
embodiment, the egress queues 308 include a plurality of sets 310 of egress queues 308,
respective sets 310 of egress queues 308 corresponding to respective front ports 302, in an
embodiment. Each set 310 of egress queues 308 includes a plurality of egress queues 308
respectively corresponding to different priorities supported by the port extender device 300. In
the example embodiment of Fig. 3, the port extender device 300 supports up to eight different
priorities, and each set 310 of egress queues 308 includes up to eight egress queues 308
respectively corresponding to ones of the eight packet priorities. In operation, when the port
extender device 300 receives a packet from a central switching device, the forwarding processor
305 of the port extender device 300 determines, based on a header of the packet, a particular port
302 to which the packet is to be forwarded and a particular egress queue 308, of a set 310 of
egress queues 308 corresponding to the particular port 302, in which to place the packet. The
packet is then placed in the egress queue 308 for subsequent transmission of the packet via the

port 302, in an embodiment.

[0038] In an embodiment, the port extender device 300 includes a queue scheduler 309
configured to schedule transmission of packets from the egress queues 308. The queue scheduler
309 services the egress queues 308, corresponding to a particular front port 302 of the port
extender device 300 according to a suitable arbitration scheme, in various embodiments. In

some embodiments, the port extender device 300 omits the queue scheduler 309, and instead
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relies on scheduling implemented by a central switch device to which the port extender device

300 1s coupled.

[0039] The flow control engine 307 manages traffic in the port extender device 300 to
prevent overflow in the egress queues 308, in an embodiment. Congestion in the egress queues
308 results, for example, when the rate at which packets are received by the port extender device
300 1s higher than the rate at which the packets can be transmitted from the port extender device
300, in an embodiment. As another example, congestion in an egress queue 308 corresponding
to a port 302 occurs when the port extender device 300 pauses transmission of packets from the
egress queue 308 in response to a flow control message that the port extender device 300
receives from a downstream device coupled to the port 302, in an embodiment. In an
embodiment, the flow control engine 307 implements channelized flow control to control
transmission of packets from a central switching device coupled to the port extender device 300
destined to particular ones of the egress queues 308 of the port extender device 300. The
channelized flow control implemented by the flow control engine 307 prevents fate sharing
between egress queues 308 in the port extender device 300, or blocking transmission of packets
directed to non-congested queues 308 due to congestion in other ones of the queues 308, in at

least some embodiments.

[0040] In an embodiment, to implement channelized flow control, the flow control engine
307 generally operates according to a first flow control protocol that supports a relatively large
number of virtual channels between the port extender device 300 and the central switching
device to which the port extender device 300 is coupled. In an embodiment, the first flow
control protocol supports a greater number of channels than the number of ports 302 of the port
extended device 300 and/or the number of priorities supported by the port extender device 300.
In an embodiment, the first flow control protocol corresponds to a standardized flow control
protocol, such as the IEEE 802.1Qau congestion notification message (CNM) flow control
protocol, that supports a greater number of channels than the number of ports 302 of the port
extended device 300 and/or the number of priorities supported by the port extender device 300.
In another embodiment, the first flow control protocol does not correspond to a standardized

flow control protocol.
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[0041] In operation, the flow control engine 307 detects congestion in the egress queues 308,
and generates congestion notification messages that indicate detected congestion in the egress
queues 308, in an embodiment. In an embodiment, the flow control engine 307 is configured to
detect level of an egress queue 308 each time a packet is enqueued in the egress queue 308, and
to generate congestion notification messages based on the measurement of the level of the egress
queue 308. For example, in an embodiment, the flow control engine 307 generates a congestion
notification message if the measured level of the queue exceeds a predetermined threshold. In
another embodiment, a probability with which the flow control processor generates a congestion
notification message depends on (e.g., is proportional to) the measured fill level of the queue. In
an embodiment, a congestion notification message generated by the flow control engine 307
includes information that identified the particular egress queue 308 for which the congestion
notification message is generated. For example, the congestion notification message includes a
tag, such as a distributed switching architecture (DSA) tag, that identifies the port 302 to which
the egress queue 308 corresponds, and a queue identifier that identifies the priority level to which
the queue 308 corresponds. In this embodiment, the DSA tag identifies the set 310 of which the
particular egress queue 308 is a part, and the queue identifier identifies the priority and,

accordingly, the particular egress queue 308 within the identified set 310.

[0042] The congestion notification message generated by the flow control engine 307 is
transmitted via the port 304 to the central switching device coupled to the port 304, in an
embodiment. In an embodiment in which the port extender device 300 is coupled to multiple
central switching devices, such as in the switching system of Fig, 2, the congestion notification
message generated by the flow control engine 307 is transmitted to the particular one of the
multiple central switching devices that transmitted the packet based on which the congestion
notification message was generated by the flow control engine 307. In another embodiment in
which the port extender device 300 is coupled to multiple central switching devices, the
congestion notification message generated by the flow control engine 310 is transmitted to each
of the multiple central switching devices. In an embodiment, a central switching device that
receives a congestion notification message from the port extender device 300 identifies, based on

information in the congestion notification message, an egress queue 308 to which the congestion
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notification message corresponds, and pauses transmission of packets from an egress queue, in
the central switching device, corresponding the identified egress queue 308 of the port extender

device 300.

[0043] In an embodiment, the port extender device 300 also includes a coarse flow control
engine 320. The coarse flow control engine 320 is configured to generate a block flow control
message and to transmit the block flow control message to a central switching device to
temporally block transmission of all packets to the port extender device 300, or transmission of
all packets corresponding to certain priorities to the port extender device 300. In an
embodiment, the coarse flow control engine 320 monitors overall buffer space collectively
available for egress queues 308, and triggers the flow control message when the overall buffer

space collectively available for egress queues 308 is nearly used up by the egress queues 308.

[0044] Fig 4 is a block diagram of a central switching device 400, according to an
embodiment. In an embodiment, the central switching device 400 corresponds to the central
switching device 104 of Fig. 1 or each central switching device 204 of Fig. 2. The central
switching device 400 1s configured to be coupled to at least one port extender device, such as the
port extender device 300 of Fig. 3, in an embodiment. The central switching device 400 includes
a set of egress queues 408 corresponding to a downlink port 404 of the central switching device
400. Respective egress queues 408 correspond to respective egress queues of a port extender
device coupled to the downlink port 404 of the central switching device, in an embodiment. For
example, in an embodiment, the port extender device 300 of Fig. 3 is coupled to the downlink
port 404 of the central switching device 400, and respective egress queues 408 correspond to
respective egress queues 308 of the port extender device 300 of Fig. 3. Although only one set of
egress queues 408 and only one downlink port 404 are illustrated in Fig. 4, the central switching
device 400 typically includes multiple sets of egress queues 408 and multiple downlink ports

404, in some embodiments.

[0045] In an embodiment, the central switching device 400 includes a packet processor 410
coupled to a forwarding database 412, a multicast packet replication engine 414, a congestion

avoidance engine 416, a queue scheduler 418, a flow control engine 420, and a coarse flow
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control engine 422. Although the multicast packet replication engine 414, the congestion
avoidance engine 416, the queue scheduler 418, the flow control engine 420, and the global flow
control engine 422 are illustrated in Fig. 4 as being separate from the packet processor 410, at
least some of these engines are included in the packet processor 410, in some embodiments. For
example, the multicast packet replication engine 414 and the congestion avoidance engine 416

are included in the packet processor 410, in an embodiment.

[0046] The packet processor 410 is configured to process packets received by the central
switching device from at least one port extender device coupled to the central switching device
400, in an embodiment. Processing of a packet by the packet processor 410, in an embodiment,
includes at least determining one or more front ports, of the at least one port extender device, to
which to forward the packet. In an embodiment, processing of the packet by the packet
processor 410 also includes determining a flow to which the packet corresponds, determining a
priority of the flow to which the packet corresponds, determining whether the packet is a unicast
packet or a multicast packet, performing packet replication if the packet is a multicast packet,
determining whether the packet should be dropped, determining whether the packet should be
mirrored for further analysis, etc. In various embodiments, the central switching device 400
utilizes virtual ports and/or extended ports (e-ports) to facilitate processing of packets received
via physical front ports of the least one port extender device coupled to the central switching
device 400. For example, the central switching device 400 assigns virtual ports and/or e-ports to
packets to identify physical front ports of the at least one port extender device via which the
packets are received and/or via which the packets are to be transmitted, and processing the
packets using the assigned virtual ports and/or e-ports. Various techniques used by the central
switching device 400, in some embodiments, for processing packets received via front physical
ports of the at least one extender device are described in U.S. Patent Application No. 13/151,927,
entitled “Centralized Packet Processor for a Network,” filed on June 02, 2011, now U.S. Patent
No. 9,258,216 and in U.S. Patent Application No. 13/151,948, entitled “Interface Mapping in a
Centralized Packet Processor for a Network,” filed on June 02, 2011, now U.S. Patent No.

9,258,219, both of which are hereby incorporated by reference herein, in their entireties.
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[0047] Packets processed by the packet processor 410 are placed in egress queues 408. In an
embodiment, the packet processor 410 determines a particular egress queue, or particular egress
queues, in which to place a packet based on the determination of the one or more front ports 110
to which the packet is to be forwarded and the priority of the flow to which the packet
corresponds, in an embodiment. The multicast packet replication engine 414 replicates multicast
packets to generate respective copies of the multicast packets for transmission via respective
front ports of the at least one port extender device, in an embodiment. The congestion avoidance
engine 416 implements a suitable congestion avoidance technique (e.g., tail drop) to prevent
overflow in the egress queues 408, in an embodiment. For example, the congestion avoidance
engine 416 detects fill level of the egress queues 408 and, when a fill level of an egress queue
408 is nearing a maximum fill level for the egress queue 408, the congestion avoidance engine
416 drops one or more packets destined to the egress queue 408 to prevent overflow in the egress

queue 408, in an embodiment.

[0048] The queue scheduler 418 is configured to schedule transmission of packets from the
egress queues 408, in an embodiment. The queue scheduler 418 services the egress queues 408,
corresponding to a particular front of the port extender device coupled to the port 404, in a strict
priority and/or in a weighted round robin (WRR) priority and/or in shaped deficit weighted round
robin (SDWRR), in various embodiments. The flow control engine 420 1s configured to receive
flow control messages provided by the at least one port extender device coupled to the central
switching device 100, and in response to the flow control message control transmission of
packets from particular egress queues 408 to prevent overflow of corresponding egress queues in
the at least one port extender device, in an embodiment. In an embodiment, when the flow
control engine 420 receive a flow control message provided by a port extender device, the flow
control message determines, based on information included in the flow control message, to
which channel and, accordingly, to which particular egress queue 408 the flow control message
corresponds. For example, the flow control engine 420 determines the channel based on (1)
information indicative of a physical front port of the port extender device and (i1) information
indicative of a priority of the congested egress queue corresponding to the physical front port in

the port extender device included in the flow control message. In an embodiment, the flow
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control engine 420 determines the channel based on a QCN congestion point identifier (CPID)
and a DSA tag included in the flow control message. In another embodiment, the flow control
message includes other suitable information, such as standard Ethernet packet information that
signals a channel to which the flow control message corresponds, and the flow control engine
420 determines the channel additionally or alternatively based on the other suitable information.
For example, in an embodiment, the flow control message includes an Ethernet packet virtual
local area network (VALN) identifier (VID), and the flow control engine 420 determines the
channel based at least in part on the VID. As another example, the flow control engine 420
includes an E-tag as defined by the IEEE 802.1BR protocol, and the flow control engine 420

determines the channel based at least in part on the E-tag.

[0049] Further, in an embodiment, the flow control engine 420 determines, based on a queue
fill level indication included the flow control message, an amount of time for which to pause
transmission of packets from the particular egress queue 408. In another embodiment, the flow
control message indicates a queue congestion level, rather than a queue fill level, of the
congested queue, and the flow control engine 420 determines pause time based on the queue
congestion level indicated in the flow control message. For example, in an embodiment, the
flow control message includes a quantized feedback (qFb) value determined as defined in the
IEEE 802.1Qau protocol, and the flow control engine 420 determines pause time based on the
gFb value included in the flow control message. In an embodiment, to determine pause time, the
flow control engine 420 access a pause time mapping table 424 to map a queue fill level value,
or a queue congestion level, indicated in the flow control message to a pause time value that
indicates an amount of time for which to pause transmission of packets from the particular egress
queue 408. The flow control engine 420 causes transmission of packets from the particular

queue 408 for the determined amount of time, in an embodiment.

[0050] The flow control engine 420 is also configured to monitor fill levels of the egress
queues 408, and to selectively generate flow control messages indicating particular egress queues
408 that are nearing overflow, in an embodiment. The flow control engine 420 is configured to
cause a flow control message corresponding to a particular egress queue 408 to be transmitted to

the at least one port extender device so that flow control can be propagated to one or more
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network devices downstream from the at least one port extender device. In an embodiment, the
flow control engine 420 generates a flow control message that indicates a particular physical
front port, in a particular port extender device, to which the congested egress queue 408
corresponds, and cause the flow control message to be transmitted to the particular port extender
device. The indicated physical front port is the source port of the packet based on which the
flow control message was triggered, in an embodiment. The particular port extender device
receives the flow control message and propagates flow control via the physical front port
indicated in the flow control message, to a downstream device coupled to the physical front port
indicated in the flow control message, in an embodiment. Propagation of the flow control to the
downstream network devices instructs the downstream network device to pause transmission of
packets (or packets corresponding to certain priorities) to the at least one port extender device,

enabling lossless transmission of packets, in at least some embodiments.

[0051] In an embodiment, the coarse flow control engine 422 of the central switching device
400 operates similarly to the global flow control 320 of the port extender device 300 as described
above with reference to Fig. 3. The coarse flow control engine 422 is configured to generate a
block flow control message and to transmit the block flow control message to a port extender
device to temporally block transmission of all packets from the port extender device, or
transmission of packets corresponding to certain priorities from port extender device 300. In an
embodiment, the port extender device propagates flow control to one or more network devices
downstream from the at least one port extender device temporally block transmission, from the
one or more downstream network devices, of all packets to the at least one port extender device,
or transmission of all packets corresponding to certain priorities to the at least one port extender
device. In an embodiment, the global flow control engine 422 monitors overall buffer space
collectively available for egress queues 408, and triggers the flow control message when the
overall buffer space collectively available for egress queues 408 is nearly used up by the egress

queues 408.

[0052] Fig Sis a flow diagram of an example method 500 for controlling transmission of
packets transmitted to a port extender device, according to an embodiment. In an embodiment,

the method 500 is implemented by a port extender device. For example, each of one or more of
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the port extender devices 102 of Fig. 1 is configured to implement the method 500, in an
embodiment. As another example, each of one or more of the port extender devices 202 of Fig.
2 1s configured to implement the method 500. In another embodiment, the method 500 1s
implemented by a port extender device different from the port extender devices 102 of Fig. 1 and
the port extender devices 202 of Fig. 2. Similarly, a port extender device 102 of Fig. 1 or a port
extender device 202 of Fig. 2 implements a method different from the method 500 to control
transmission of packets to egress queue of the port extender device, in some embodiments. It is
noted that while the method 500 is described herein in the context of controlling transmission of
packets transmitted to a port extender device, the method 500 is used for flow control generally
by network devices (e.g., switches, routers, etc.) other than a port extender device and in general
network architectures other than a switching system that includes central switching device(s) and

port extender device(s), in some embodiments.

[0053] At block 502, the port extender device receives packets processed by a central
switching device. At block 504, the port extender device enqueues the packets received at block
502 in egress queues of the port extender device. In an embodiment, the port extender device
determines, based on information (e.g., one or more tags) included in a header of a packet, a
particular front port of the port extender device via which the packet is to be transmitted from the
port extender device and/or an egress queue into which the packet is to be placed for subsequent

transmission via the particular front of the port extender device.

[0054] At block 506, a flow control message is generated. In an embodiment, the flow
control message generated a block 506 indicates congestion in a particular egress queue of the
port extender device. In an embodiment, the flow control message generated at block 506
includes information that identifies the particular congested egress queue in the port extender

device.

[0055] At block 508, the flow control message generated a block 506 is transmitted to the
central switching device to control transmission of packets from the central switching device
destined to the particular egress queue in the port extender device. In an embodiment, the flow

control message generated at block 506 is transmitted to the central switching device to instruct
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the central switching device to pause transmission of packets destined to the particular egress

queue in the port extender device.

[0056] Fig 6is a flow diagram of an example method 600 for controlling transmission of
packets destined to egress queues of a port extender device, according to an embodiment. In an
embodiment, the method 600 is implemented by a central switching device. For example, the
central switching device 104 of Fig. 1 is configured to implement the method 600 to control
transmission of packets destined to egress queues of the port extender devices 102. As another
example, each of central switching devices 204 of Fig. 2 is configured to implement the method
600 to control transmission of packets destined to egress queues of the port extender devices 202.
In another embodiment, the method 600 is implemented by a central switching device different
from the central switching device 104 of Fig. 1 or a central switching device 204 of Fig. 2 to
control transmission of packets destined to egress queues of a port extender device. Similarly,
the central switching device 104 of Fig. 1 or a central switching device 204 of Fig. 2 implements
a method different from the method 600 to control transmission of packets destined to egress

queues of a port extender device, in some embodiments.

[0057] At block 602, the central switching device receives packets from at least one port
extender device. In an embodiment, the packets received at block 602 had been received by the
at least one port extender device via ones of a plurality of front ports of the at least one port

extender device.

[0058] At block 604, the packets received by the central switching device at block 602 are
processed. Processing a packet at block 604 includes determining one or more front ports, of the

at least one port extender device, to which to forward the packet.

[0059] At block 606, the packets processed at block 604 are enqueued in egress queues of the
central switching device. In an embodiment, the egress queues of the central switching device
correspond to egress queues in at least one port extender device associated with front ports of the
at least one port extender device. In an embodiment, the egress queues of the central switching
device correspond to front ports of the at least one port extender device and priorities supported

by the front ports of the port extender device. In an embodiment, the egress queues of the central
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switching device correspond to egress queues in the at least one port extender device. The egress
queues 1n the at least one port extender device are associated with front ports of the at least one

port extender device, in an embodiment.

[0060] At block 608, responsive to a flow control message received from a port extender
device, the central switching device controls transmission of packets from an egress queue of the
central switching device to prevent overflow of a corresponding queue in the port extender
device. For example, in an embodiment, responsive to the flow control message received from
the port extender device, the central switching device pauses transmission of packets from a
particular egress queue of the central switching device to prevent overflow of a corresponding
egress queue in the port extender device. For example, a flow control engine, such as the flow
control engine 420 of Fig. 4, of the central switching device pauses transmission of packets from
a particular egress queue of the central switching device to prevent overflow of a corresponding
egress queue in the port extender device, in the manner described above with respect to Fig. 4, in
an embodiment. In other embodiment, other suitable flow control engines and/or other suitable

pause mechanisms are utilized.

[0061] Fig 7is a flow diagram of an example method 700 for controlling transmission of
packets in particular virtual channels of a plurality of virtual channels between a central
switching device and a port extender device, according to an embodiment. In an embodiment,
the method 700 is implemented by a port extender device. For example, each of one or more of
the port extender devices 102 of Fig. 1 is configured to implement the method 700, in an
embodiment. As another example, each of one or more of the port extender devices 202 of Fig.
2 1s configured to implement the method 700, in an embodiment. In another embodiment, the
method 700 is implemented by a port extender device different from the port extender devices
102 of Fig. 1 and the port extender devices 202 of Fig. 2. Similarly, a port extender device 102
of Fig. 1 or a port extender device 202 of Fig. 2 implements a method different from the method
700 to control transmission of packets in particular virtual channels of a plurality of virtual

channels between a central switching device and the port extender device.

28



WO 2017/199209 PCT/IB2017/052951

[0062] At block 702, the port extender device receives a first flow control message from a
central switching device. The first flow control message indicates congestion in a particular
virtual channel of the plurality of virtual channels from the central switching device to the port
extender device. The first flow control message conforms to a first flow control protocol that
supports a first number of virtual channels, in an embodiment. For example, the first flow
control message conforms to a quantized congestion notification protocol that supports a

relatively large number of virtual channels, in an embodiment.

[0063] At block 704, the port extender device generates a second flow control message based
on the first flow control message received at block 702. The second flow control message
conforms to a second flow control protocol different from the first flow control protocol. In an
embodiment, the second flow control protocol supports a second number of channels smaller
than the first number of channels supported by the first flow control protocol. For example, the
second flow control message conforms to a priority flow control (PFC) protocol that supports a
relatively small number of virtual channels corresponding to a number of priorities supported by

the port extender device, in an embodiment.

[0064] At block 706, the port extender device transmits the second flow control message
generated at block 704 via one or more front ports of the port extender device to one or more
network devices coupled to the one or more front ports of the port extender device. In an
embodiment, the second flow control message serves to control transmission of packets, from the
one or more network devices, destined to a particular virtual channel between the central
switching device and the port extender device. For example, in an embodiment, the second flow
control message instructs the one or more network devices to pause transmission of packets of a

particular priority to the port extender device.

[0065] In an embodiment, a port extender device comprises: a plurality of front ports
configured to interface with a network; at least one uplink port for interfacing with a central
switch device; a forwarding processor configured to forward packets, received via ones of the
front ports, to a central switch device for processing of the packet by the central switch device; a

plurality of egress queues for queueing packets processed by the central switch device and to be
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transmitted via the front ports of the port extender device, respective egress queues, among the
plurality of egress queues, having a queue depth that is less than a queue depth of corresponding
respective egress queues in the central switching device; and a flow control processor configured
to selectively generate a flow control message indicative of congestion in a particular egress
queue among the plurality of egress queues of the port extender device; and cause the flow
control message to be transmitted to the central switch device to control transmission of packets

from the central switching device to the particular egress queue of the port extender device.

[0066] In other embodiments, the port extender device further comprises any suitable

combination of one or more of the following features.

[0067] The forwarding processor is configured to forward packets to the central switch device
by causing the packets to be transmitted via the at least one uplink link to the central switch

device.

[0068] The flow control processor is configured to cause the flow control message to be
transmitted to the central switch device in-band using the at least one uplink link via which the

packets are transmitted to the central switch.

[0069] The flow control processor is configured to detect a fill level of the particular egress
queue when a new packet is placed in the particular egress queue, and selectively generate the

flow control message to include an indication of the fill level of the particular egress queue.

[0070] The flow control processor is configured to detect a congestion level of the particular
egress queue when a new packet is placed in the particular egress queue, and selectively generate
the flow control message to include an indication of the congestion level of the particular egress

queue.

[0071] The plurality of egress queues includes multiple subsets of multiple egress queues,
respective subsets of multiple egress queues corresponding to respective front ports of the
plurality of front ports, and wherein respective egress queues defining a subset of multiple egress

queues correspond to respective packet priorities supported by the port extender device.
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[0072] The flow control processor is configured to generate the flow control message to
include (1) information indicative of a front port to which the particular egress queue corresponds
and (i1) information indicative of a particular packet priority to which the particular egress queue

corresponds.

[0073] In another embodiment, a method for controlling transmission of packets to a port
extender device includes: receiving, at the port extender device from a central switching device,
packets that are processed by the central switching device, the packets being for transmission via
ones of front ports disposed in the port extender device; queueing, in the port extender device,
the packets received from the central switching device in ones of a plurality of egress queues of
the port extender device, respective one or more egress queues corresponding to respective front
ports of the port extender device, respective egress queues among the plurality of egress queues
having a queue depth that is less than a queue depth of corresponding respective egress queues in
the central switching device; selectively generating a flow control message indicative of
congestion in a particular egress queue of the plurality of egress queues of the port extender
device; and causing the flow control message to be transmitted to the central switch device to
control transmission of packets form the central switching device to the particular egress queue

of the port extender device.

[0074] In other embodiments, the method includes any suitable combination of one or more

of the following features.

[0075] The method further includes receiving, by the port extender device, packets via the
front ports of the port extender device, and forwarding, by a forwarding processor of the port
extender device via one or more uplink ports of the port extender device, the received packets to

the central switching device for processing of the packets by the central switching device.

[0076] Causing the flow control message to be transmitted to the central switch device
comprises causing the flow control message to be transmitted to the central switch device in-

band via the at least one uplink port of the port extender device.

31



WO 2017/199209 PCT/IB2017/052951

[0077] The method further includes detecting a fill level of the particular egress queue when a
new packet 1s placed in the particular egress queue, and selectively generating the flow control

message to include an indication of the fill level of the particular egress queue.

[0078] The method further includes detecting a congestion level of the particular egress
queue when a new packet is placed in the particular egress queue, and selectively generating the
flow control message to include an indication of the congestion level of the particular egress

queue.

[0079] The plurality of egress queues includes multiple subsets of egress queues, respective
subsets of multiple egress queues corresponding to respective front ports of the plurality of front
ports, and wherein respective egress queues defining a subset of multiple egress queues

correspond to respective packet priorities supported by the port extender device.

[0080] Generating the flow control message comprises generating the flow control message
to include (i) information indicative of a front port to which the particular egress queue
corresponds and (i1) information indicative of a particular packet priority to which the particular

€gress queuce corresponds.

[0081] In yet another embodiment, a central switching device comprises: at least one port
configured to interface with a port extender device, the port extender device comprising a
plurality of front ports for interfacing with a network; a packet processor configured to process
packets received from the at least one port extender device, the packets having been received by
the at least one port extender device via ones of the plurality of front ports of the at least one port
extender device; a plurality of egress queues for storing processed packets to be forwarded to the
at least one port extender device for transmission of the processed packets via ones of the
plurality of front ports of the at least one port extender device, respective ones of the egress
queue having a queue depth that is greater than a queue depth of corresponding respective egress
queues disposed in the port extender device; and a flow control processor configured to,
responsively to a flow control message received from the port extender device, control

transmission of packets to the port extender device from a particular one of the egress queues of
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the central switch device to prevent overflow of an egress queue of the port extender device

corresponding to the particular one of the egress queues of the central switching device.

[0082] In other embodiments, the network device further comprises any suitable combination

of one or more of the following features.

[0083] The flow control message indicates a fill level of the particular egress queue in the
port extender device, and wherein the flow control processor is configured to, responsively to the
flow control message, pause transmission of packets from the egress queue in the central

switching device corresponding to the particular egress queue in the port extender device.

[0084] The flow control processor is further configured to, based on the fill level indicated in
the flow control message, determine an amount of time for which to pause transmission of

packets from the corresponding egress queue in the central switching device.

[0085] In still another embodiment, a method for controlling transmission of packets from a
central switching device includes: receiving, by the central switch device from at least one port
extender device coupled to the central switching device, packets received by the at least one port
extender device via ones of a plurality of front ports of the at least one port extender device;
processing, by a packet processor of the central switching device, the packets received from the
at least one port extender device; queueing, by the packet processor, the processed packets in a
plurality of egress queues of the central switching device, the egress queues of egress queues of
the central switching corresponding to egress queues of the at least one port extender device,,
respective ones of the egress queue of the central switching device having a queue depth that is
greater than a queue depth of corresponding respective egress queues of the at least one port
extender device; and controlling, by a flow control processor of the central switching device
responsively to a flow control message received from a port extender device of the at least one
port extender devices, transmission of packets from a particular one of the egress queues of the
central switch device to prevent overflow of a corresponding egress queue in the port extender

device.

[0086] In other embodiments, the method includes any suitable combination of one or more

of the following features.
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[0087] The flow control message indicates a fill level of the particular egress queue in the
port extender device, and wherein controlling, responsively to the flow control message,
transmission of packets from the egress queue in the central switching device corresponding to
the particular egress queue in the port extender device comprises pausing the transmission of
packets from the egress queue in the central switching device corresponding to the particular

egress queue in the port extender device.

[0088] The method further includes, based on the fill level indicated in the flow control
message, determining an amount of time for which to pause transmission of packets from the

corresponding egress queue in the central switching device.

[0089] In yet another embodiment, a port extender device comprises: a plurality of front ports
for interfacing with a network; at least one uplink port for interfacing with a central switch
device; a forwarding processor configured to forward packets, received via ones of the front
ports, to a central switch device for processing of the packet by the central switch device; and a
flow control processor configured to receive a first flow control message from the central
switching device, the first flow control message indicating congestion in a particular virtual
channel of a plurality of virtual channels between the central switching device and the port
extender device, the first flow control message corresponding to a first flow control protocol that
supports a first number of channels, generate, based on the first flow control message, a second
flow control message conforming to a second flow control protocol, the second flow control
protocol supporting a second number of channels smaller than the first number of channels, and
transmit the second flow control message via one or more front ports of the plurality of front
ports to control transmission of packets, corresponding to the particular virtual channel, to the

port extender device.

[0090] In other embodiments, the port extender device further includes any suitable

combination of one or more of the following features.

[0091] Respective subsets of virtual channels correspond to respective front ports of the port

extender device.
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[0092] The particular virtual channel is defined by an egress queue in the port extender

device and a corresponding egress queue in the central switching device.

[0093] In still another embodiment, a method of flow control includes: receiving, by a flow
control engine of a port extender device, a first flow control message from a central switching
device, the first flow control message indicating congestion in a particular virtual channel of a
plurality of virtual channels between the central switching device and the port extender device,
the first flow control message corresponding to a first flow control protocol that supports a first
number of channels; generating, by the flow control engine, based on the first flow control
message, a second flow control message conforming to a second flow control protocol, the
second flow control protocol supporting a second number of channels smaller than the first
number of channels; and causing, by the flow control engine, the second flow control message to
be transmitted via one or more front port of the plurality of front ports to control transmission of

packets, corresponding to the particular virtual channel, to the port extender device.

[0094] In other embodiments, the method includes any suitable combination of one or more

of the following features.

[0095] Respective subsets of virtual channels correspond to respective front ports of the port

extender device.

[0096] The particular virtual channel is defined by an egress queue in the port extender

device and a corresponding egress queue in the central switching device.

[0097] Instill another embodiment, a switching system comprises: one or more port extender
devices, respective port extender devices comprising a plurality of front ports interfacing to a
computer network, and a plurality of first queues, respective subsets of the plurality of first
queues corresponding to respective front ports of the plurality of front ports; and a switching
device coupled to the at least one port extender device and configured to process packets
received via ones of the front ports of the port extender device at least to determine other ones of
the front ports of a first port extender device, or ones of front ports of a second port extender
device, via which to transmit the packets, the switching device comprising a plurality of second

queues, respective second queues of the switching device corresponding to respective first
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queues of the port extender device, wherein a buffer depth of the second queues at the switching
device is greater than a buffer of corresponding first queues at the port extender device; and a
flow control processor configured to selectively control a transmission of packets from ones of
the second queues of the switching device to corresponding ones of the first queues of the one or
more port extender devices to prevent an overflow of packets at the corresponding first queues of

the port extender device.

[0098] In other embodiments, the switching system further comprises any suitable

combination of one or more of the following features.

[0099] The flow control processor is configured to control transmission of packets from ones
of the second queues of the switching device to corresponding ones of the first queues of the at
least one port extender device in response to receiving in-band flow control messages from the

port extender device.

[00100] The flow control processor is configured to control transmission of packets from a
particular one of the second queues of the switching device to a corresponding particular one of
the first queues of the one or more port extender devices by temporarily pausing transmission of

packets directed to the particular one of the first queues of the one or more port extender devices.

[00101] At least some of the various blocks, operations, and techniques described above may
be implemented utilizing hardware, a processor executing firmware instructions, a processor

executing software instructions, or any combination thereof.

[00102] When implemented in hardware, the hardware may comprise one or more of discrete
components, an integrated circuit, an application-specific integrated circuit (ASIC), a

programmable logic device (PLD), etc.

[00103] When implemented utilizing a processor executing software or firmware
instructions, the software or firmware instructions may be stored in any computer readable
memory such as on a magnetic disk, an optical disk, or other storage medium, in a RAM or

ROM or flash memory, processor, hard disk drive, optical disk drive, tape drive, etc. The
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software or firmware instructions may include machine readable instructions that, when executed

by one or more processors, cause the one or more processors to perform various acts.

[00104] While the present invention has been described with reference to specific examples,
which are intended to be illustrative only and not to be limiting of the invention, changes,
additions and/or deletions may be made to the disclosed embodiments without departing from
the scope of the invention. For example, one or more portions of methods or techniques
described above may be performed in a different order (or concurrently) and still achieve

desirable results.
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What is claimed is:

1. A port extender device, comprising
a plurality of front ports configured to interface with a network;
at least one uplink port for interfacing with a central switch device;

a forwarding processor configured to forward packets, received via ones of the front

ports, to a central switch device for processing of the packet by the central switch device;

a plurality of egress queues for queueing packets processed by the central switch device
and to be transmitted via the front ports of the port extender device, respective egress queues,
among the plurality of egress queues, having a queue depth that is less than a queue depth of

corresponding respective egress queues in the central switching device; and
a flow control processor configured to

selectively generate a flow control message indicative of congestion in a

particular egress queue among the plurality of egress queues of the port extender device; and

cause the flow control message to be transmitted to the central switch device to
control transmission of packets from the central switching device to the particular egress queue

of the port extender device.

2. The port extender device of claim 1, wherein

the forwarding processor is configured to forward packets to the central switch device by
causing the packets to be transmitted via the at least one uplink link to the central switch device,

and

the flow control processor is configured to cause the flow control message to be
transmitted to the central switch device in-band using the at least one uplink link via which the

packets are transmitted to the central switch.
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3. The port extender device of claim 1, wherein the flow control processor is

configured to

detect a fill level of the particular egress queue when a new packet is placed in the

particular egress queue, and

selectively generate the flow control message to include an indication of the fill level of

the particular egress queue.

4. The port extender device of claim 1, wherein the flow control processor is

configured to

detect a congestion level of the particular egress queue when a new packet is placed in

the particular egress queue, and

selectively generate the flow control message to include an indication of the congestion

level of the particular egress queue.

S. The port extender device of claim 1, wherein the plurality of egress queues
includes multiple subsets of multiple egress queues, respective subsets of multiple egress queues
corresponding to respective front ports of the plurality of front ports, and wherein respective
egress queues defining a subset of multiple egress queues correspond to respective packet

priorities supported by the port extender device.

6. The port extender device of claim 5, wherein the flow control processor is
configured to generate the flow control message to include (1) information indicative of a front
port to which the particular egress queue corresponds and (i1) information indicative of a

particular packet priority to which the particular egress queue corresponds.
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7. A method for controlling transmission of packets to a port extender device,

comprising

receiving, at the port extender device from a central switching device, packets that are
processed by the central switching device, the packets being for transmission via ones of front

ports disposed in the port extender device;

queueing, in the port extender device, the packets received from the central switching
device in ones of a plurality of egress queues of the port extender device, respective one or more
egress queues corresponding to respective front ports of the port extender device, respective
egress queues among the plurality of egress queues having a queue depth that is less than a queue

depth of corresponding respective egress queues in the central switching device;

selectively generating a flow control message indicative of congestion in a particular

egress queue of the plurality of egress queues of the port extender device; and

causing the flow control message to be transmitted to the central switch device to control
transmission of packets form the central switching device to the particular egress queue of the

port extender device.

8. The method of claim 7, further comprising

receiving, by the port extender device, packets via the front ports of the port extender

device, and

forwarding, by a forwarding processor of the port extender device via one or more uplink
ports of the port extender device, the received packets to the central switching device for

processing of the packets by the central switching device; wherein

causing the flow control message to be transmitted to the central switch device comprises
causing the flow control message to be transmitted to the central switch device in-band via the at

least one uplink port of the port extender device.
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9. The method of claim 7, further comprising

detecting a fill level of the particular egress queue when a new packet is placed in the

particular egress queue, and

selectively generating the flow control message to include an indication of the fill level of

the particular egress queue.

10. The method of claim 7, further comprising

detecting a congestion level of the particular egress queue when a new packet is placed in

the particular egress queue, and

selectively generating the flow control message to include an indication of the congestion

level of the particular egress queue.

11. The method of claim 7, wherein the plurality of egress queues includes multiple
subsets of egress queues, respective subsets of multiple egress queues corresponding to
respective front ports of the plurality of front ports, and wherein respective egress queues
defining a subset of multiple egress queues correspond to respective packet priorities supported

by the port extender device.

12. The method of claim 11, wherein generating the flow control message comprises
generating the flow control message to include (1) information indicative of a front port to which
the particular egress queue corresponds and (i1) information indicative of a particular packet

priority to which the particular egress queue corresponds.

13. A central switching device, comprising

at least one port configured to interface with a port extender device, the port extender

device comprising a plurality of front ports for interfacing with a network;
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a packet processor configured to process packets received from the at least one port
extender device, the packets having been received by the at least one port extender device via

ones of the plurality of front ports of the at least one port extender device;

a plurality of egress queues for storing processed packets to be forwarded to the at least
one port extender device for transmission of the processed packets via ones of the plurality of
front ports of the at least one port extender device, respective ones of the egress queue having a
queue depth that is greater than a queue depth of corresponding respective egress queues

disposed in the port extender device, and

a flow control processor configured to, responsively to a flow control message received
from the port extender device, control transmission of packets to the port extender device from a
particular one of the egress queues of the central switch device to prevent overflow of an egress
queue of the port extender device corresponding to the particular one of the egress queues of the

central switching device.

14. The central switching device of claim 13, wherein the flow control message
indicates a fill level of the particular egress queue in the port extender device, and wherein the
flow control processor is configured to, responsively to the flow control message, pause
transmission of packets from the egress queue in the central switching device corresponding to

the particular egress queue in the port extender device.

15. The central switching device of claim 14, wherein the flow control processor is
further configured to, based on the fill level indicated in the flow control message, determine an
amount of time for which to pause transmission of packets from the corresponding egress queue

in the central switching device.

16. A method for controlling transmission of packets from a central switching device,

the method comprising
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receiving, by the central switch device from at least one port extender device coupled to
the central switching device, packets received by the at least one port extender device via ones of

a plurality of front ports of the at least one port extender device;

processing, by a packet processor of the central switching device, the packets received

from the at least one port extender device;

queueing, by the packet processor, the processed packets in a plurality of egress queues
of the central switching device, the egress queues of egress queues of the central switching
corresponding to egress queues of the at least one port extender device,, respective ones of the
egress queue of the central switching device having a queue depth that is greater than a queue

depth of corresponding respective egress queues of the at least one port extender device,, and

controlling, by a flow control processor of the central switching device responsively to a
flow control message received from a port extender device of the at least one port extender
devices, transmission of packets from a particular one of the egress queues of the central switch

device to prevent overflow of a corresponding egress queue in the port extender device.

17. The method of claim 16, wherein the flow control message indicates a fill level of
the particular egress queue in the port extender device, and wherein controlling, responsively to
the flow control message, transmission of packets from the egress queue in the central switching
device corresponding to the particular egress queue in the port extender device comprises
pausing the transmission of packets from the egress queue in the central switching device

corresponding to the particular egress queue in the port extender device.

18. The method of claim 16, further comprising, based on the fill level indicated in
the flow control message, determining an amount of time for which to pause transmission of

packets from the corresponding egress queue in the central switching device.

19. A port extender device, comprising
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a plurality of front ports for interfacing with a network;
at least one uplink port for interfacing with a central switch device;

a forwarding processor configured to forward packets, received via ones of the front

ports, to a central switch device for processing of the packet by the central switch device; and
a flow control processor configured to

receive a first flow control message from the central switching device, the first
flow control message indicating congestion in a particular virtual channel of a plurality of virtual
channels between the central switching device and the port extender device, the first flow control

message corresponding to a first flow control protocol that supports a first number of channels;

generate, based on the first flow control message, a second flow control message
conforming to a second flow control protocol, the second flow control protocol supporting a

second number of channels smaller than the first number of channels, and

transmit the second flow control message via one or more front port of the
plurality of front ports to control transmission of packets, corresponding to the particular virtual

channel, to the port extender device.

20. The port extender device of claim 19, wherein respective subsets of virtual

channels correspond to respective front ports of the port extender device.

21. The port extender device of claim 19, wherein the particular virtual channel 1s
defined by an egress queue in the port extender device and a corresponding egress queue in the

central switching device.

22. A method of flow control, comprising

receiving, by a flow control engine of a port extender device, a first flow control message

from a central switching device, the first flow control message indicating congestion in a
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particular virtual channel of a plurality of virtual channels between the central switching device
and the port extender device, the first flow control message corresponding to a first flow control

protocol that supports a first number of channels,

generating, by the flow control engine, based on the first flow control message, a second
flow control message conforming to a second flow control protocol, the second flow control

protocol supporting a second number of channels smaller than the first number of channels, and

causing, by the flow control engine, the second flow control message to be transmitted
via one or more front port of the plurality of front ports to control transmission of packets,

corresponding to the particular virtual channel, to the port extender device.

23. The method of claim 22, wherein respective subsets of virtual channels

correspond to respective front ports of the port extender device.

24, The method of claim 22, wherein the particular virtual channel is defined by an
egress queue in the port extender device and a corresponding egress queue in the central

switching device.

25. A switching system, comprising
one or more port extender devices, respective port extender devices comprising
a plurality of front ports interfacing to a computer network, and

a plurality of first queues, respective subsets of the plurality of first queues

corresponding to respective front ports of the plurality of front ports; and

a switching device coupled to the at least one port extender device and configured to
process packets received via ones of the front ports of the port extender device at least to
determine other ones of the front ports of a first port extender device, or ones of front ports of a

second port extender device, via which to transmit the packets, the switching device comprising
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a plurality of second queues, respective second queues of the switching device
corresponding to respective first queues of the port extender device, wherein a buffer depth of
the second queues at the switching device is greater than a buffer of corresponding first queues at

the port extender device; and

a flow control processor configured to selectively control a transmission of
packets from ones of the second queues of the switching device to corresponding ones of the first
queues of the one or more port extender devices to prevent an overflow of packets at the

corresponding first queues of the port extender device.

26. The switching system of claim 25, wherein the flow control processor is
configured to control transmission of packets from ones of the second queues of the switching
device to corresponding ones of the first queues of the at least one port extender device in

response to receiving in-band flow control messages from the port extender device.

27. The switching system of claim 25, wherein the flow control processor is
configured to control transmission of packets from a particular one of the second queues of the
switching device to a corresponding particular one of the first queues of the one or more port
extender devices by temporarily pausing transmission of packets directed to the particular one of

the first queues of the one or more port extender devices.
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FIG. 5

500

902

Recive packets processed by a central switching device

Vs 504

Queue the packets received from the central switching
device in ones of a plurality of egress queues

7 506

Selectively generate a flow control message to indicate
congestion in a particular egress queue of the plurality
of queues

i) 508

Transmit the flow control message to the central switch
device to control flow of packets, form the central
switching device, to the particular queues of the port
extender device
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FIG. 6

600

602

Receive, from at least one port extender device
coupled to the central switching device, packets that
had been received by the at least one port extender
device via ones of a plurality of front ports of the at

least one port extender device

/7 604

Process the packets received from the at least one port
extender device

l - 606

Queue the processed packets in a plurality of egress
queues, the plurality of egress queues corresponding to
the plurality of front ports of the at least one port
extender device, for subsequent transmission of the
packets to the at least one port extender device

J - 608

Responsive to a flow control message received from a
port extender device of the at least one port extender
devices, control flow of packets from a particular egress
queue of the central switch device to prevent overflow
of a corresponding egress queue in the port extender
device
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717

FIG. 7

700

- 702

Receive a first flow control message from a central
switching device, the first flow control message
indicating congestion in a particular virtual channel of a
plurality of virtual channels between the central
switching device and the port extender device, the first
flow control message corresponding to a first flow
control protocol that supports a first number of channels

e 704

Generate, based on the first flow control message, a

second flow control message conforming to a second

flow control protocol, the second flow control protocol

supporting a second number of channels smaller than
the first number of channels

- 706

Transmit the second flow control message via one or
more front ports of the plurality of front ports to control
flow of packets, destined to the particular virtual
channel, to the port extender device
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